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jgsheldon@usip.com

Jeffrey G. Sheldon (SBN 67516)

Douglas H. Morseburg (SBN 126205)
douglas.morseburg@usip.com
SHELDON MAK & ANDERSON PC
100 Corson Street, Third Floor

Pasadena, California 91103-3842
Telephone: (626) 796-4000
Facsimile: (626) 795-6321
Attorney for Plaintiff Topaz Systems, Inc., a
California corporation
UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA
WESTERN DIVISION
TOPAZ SYSTEMS, INC., a California Case No.:,
corporation, iﬁp?}f %0 éz‘ =NO00950 az
Sh YOI
Plaintiff, ) COMPLAINT FOR INFRINGEMENT OF
g UNITED STATES PATENT NO. 6,307,955
Vs,
) ] ) REQUEST FOR JURY TRIAL
RIGHT SIGNATURE LLC, a California )
Corporation and DOES 1 - 10, )
)
Defendants, )

Plaintiff Topaz Systems, Inc,, a California corporation, for its Complaint
against Right Signature LLC, a California corporation, alleges as follows:
THE PARTIES
1. Plaintiff, Topaz Systems, Inc. (“TOPAZ”), is a corporation organized

under the laws of California, having a place of business in Simj Valley, California,
within this judicial district,

2. Upon information and belief, Right Signature LLC, is a limited liability
corporation organized and existing under the laws of the State of California, having a
principal place of business at 8 East Figueroa St., Santa Barbara, California (“Right

Signature™).
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3. The true names and capacities of the Defendants named herein as DOES
1 through 10, whether individual, corporate, associate, or otherwise, are unknown to
Plaintiff, who therefore sues said Defendants by said fictitious names. Plaintiffis
informed and believes, an thereon alleges, that each of the Defendants designated
herein as DOE is legally responsible for the events and happenings hereinafter
alleged and legally caused injury and damages proximately thereby to Plaintiff as
alleged herein. Plaintiff will seek leave to amend the Complaint when the true names
and ‘capacities of said DOE Defendants have been ascertained. Right Signature LLC
and DOES 1 through 10 are hereinafter collectively referred to as “Defendants.”

4. Plaintiff is informed and believes, and on that basis alleges, that each of
the Defendants participated in and is in some manner responsible for the acts
described in this Complaint and any damages resulting therefrom.

5. Plaintiff is informed and believes, and on that basis alleges, that each of
Right Signature and DOES 1 - 3 has acted in concert and participation with each
other concerning the claim in this Complaint.

6.  Plaintiff is informed and believes, and on that basis alleges, that each of
DOES 4 - 10 is a customer of Right Signature.

7, Plaintiff is informed and believes, and on that basis alleges, that each of
Right Signature and DOES 1-3 was empowered to act as the agent, servant and/or
employees of each other, and that all the acts alleged to have been done by each of
them were authorized, approved and/or ratified by each of them.

JURISDICTION AND VENUE
8. Plaintiff TOPAZ asserts against Defendants a claim for patent

infringement arising under the patent laws of the United States, Title 35 of the United
States Code. This Court, therefore, has subject matter jurisdiction under 28 U.S.C,
§§ 1331 and 1338(a).

9. Venue is proper in this judicial district under 28 U.S.C. 1391 (c) and
1400(a)-(b) because all Defendants may be found within this judicial district, and

o
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1 | because a substantial part of the events giving rise to this claim, as to each
2 | Defendant, occurred within this judicial district.
3 THE PATENT AT ISSUE

10.  Plaintiff is the owner of all right, title and interest in and to United
States Patent No. 6,307,955 (“the ‘955 Patent”), entitled “Electronic Signature
Management System,” that was duly and legally issued on October 23,2001. The

‘955 patent was reexamined by the U.S. Patent Office. A true and correct copy of
the ‘955 Patent is attached hereto as Exhibit A.
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CLAIM FOR PATENT INFRINGEMENT AGAINST RIGHT SIGNATURE
10 11.  Upon information and belief, Defendant Right Signature and Does 1-3

11 | have used and/ors have, without authorization, used, offered for sale and sold

12 || software that infringes the Patent, both literally and/or under the doctrine of

13 {lequivalents. At least some software has been sold by Defendants as part of packages
14 | including other electronic equipment, such as iPads® and other tablet devices,

15 | collectively the “Combination,” the combination further infringes the Patent.

16 12. Upon information and belief, one or more of Defendants are aware of
17 | the Patent and continue to sell or offer to sell products that infringe the Patent.

18 13. Upon information and belief, Defendants have provided user manuals,
19 | owner guides, and other materials relating to the operation and use of the Software
20 Jand the other electronic equipment combinations and has thereby instructed and

21 |l induced its consumers to use them in accordance with the Patent and in an infringing
22 |manner. These customers, who are not parties and have not been sued herein, are,
23 | therefore, direct infringers of the Patent.

24 14, The Combination includes a graphic tablet for signaling position

25 | coordinates of the stylus during manual movement thereof relative to a writing

26 | surface.

27 15.  The Combination includes a computer processor electrically interfaced
28 | with the tablet, the processor being program for receiving a multiplicity of the

B
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coordinates during the manual movement of the stylus, and storing respective sets of
the coordinates in sequential order as an electronic signature, while preserving the
time relation between coordinates, the electronic signature forming a line history of
the stylus movement, the computer processor having a graphic display implemented
for displaying the electronic signature as a sequential line segments,

16.  The Combination includes a computer processor being further
implemented for determining a stylus velocity associated with each line segment, and
displaying the line segments at wits being portion to, the stylus velocity.

17.  Asaresult of the aforementioned acts, Defendants have infringed,
actively induced infringement and contributed to infringement by others of various
claims of the Patent, including at least independent claim 24.

18, Plaintiff notified at least one of the Defendants of the Patent and the
availability of a license under the Patent on or about June 22,2011, On information
and belief, Defendants have nevertheless continued infringement, inducement of
infringement and contributory infringement of the Patent without seeking the
permission or authorization of Plaintiff,

19. Upon information and belief, buy the acts of patent infringement herein
complained of, Defendants have made substantial profits to which they are not
equitably entitled.

20.  Plaintiff is entitled to recover from Defendants all damages it has
sustained as a result of Defendants’ infringement, inducement of infringement and
contributory infringement of the Patent.

21. Upon information and belief, Defendants’ infringement, induced
infringement and contributory Infringement of the Patent will continue and will cause
Plaintiff irreparable harm unless enjoined by this Court. Plaintiff has no adequate
remedy at law,

22. Upon information and belief, this is an exceptional case as to
Defendants under 35 U.S.C. § 285.

4-
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PRAYER FOR RELIEF
WHEREFORE, Plaintiff requests judgment as to Defendants as follows:

A.  Preliminary and permanent injunctions against further infringement,

inducement of infringement or contributory infringement of the Patent by

Defendants;

B. An award in favor of Plaintiff of three times the damages it has
sustained as a consequence of Defendants’ infringement, inducement of infringement
and contributory infringement of the Patent pursuant to 35 U.S.C. § 284;

C.  Anaward to Plaintiff of its attorneys’ fees, as provided by 35 U.S.C.

§ 285 as to Defendants;

D.  Anaward to Plaintiff of interest and costs as fixed by the Court as to
Defendants; and

E.  Anaward to Plaintiff of such other and further relief as this Court deems
just and proper.

Dated: October 27 2011 Respectfully submitted,

SHELDON MAK & ANDERSON PC

By: Q&wgzﬂ o MM,

7 Douglas H. Morseburg O
Jeffrey G. Sheldon
Attorneys for Plaintiff, Topaz Systems, Inc., a
California corporation.

5.
COMPLAINT FOR INFRINGEMENT OF U.S. PATENT NO. 6,069,614: DEMAND FOR JURY TRIAL




Case 2:11-cv-08929-RZ Document 1 Filed 10/27/11 Page 6 of 21 Page ID #:10

=R B = N ) T - S 0% T .

(e

10
11
12
13
14
12
16
17
18
19
20
21
22
23
24
25
26
27

DEMAND FOR JURY TRIAL
Pursuant to Rule 38(b) of the Federal Rules of Civil Procedure, and Local Rule

38-1, plaintiff TOPAZ does hereby demand trial by jury of each and every issue or
claim as to which it is entitled to trial by jury under Rule 38(a) of the Federal Rules

of Civil Procedure.

Dated: October 27, 2011 Respectfully submitted,
SHELDON MAK & ANDERSON PC

ﬁn«& W Dol

¢/ Douglas H. Morseburg O
Jeffrey G. Sheldon
Attorneys for Plaintiff, Topaz Systems, Inc., a
California corporation.
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67 ABSTRACT

An electronic signalure mapagement syslem includes a
graphic tablet digitizer for signaling position coordinales of
2 sfylus being moved lo produce a handwritien signature, a
clock circuit of the digitizer defining a fxed interval
between successive stylus position measurements, a com-
puter processor electrically interfaced with the tablet and
programmed for receiving and storing a multiplicily of the
coerdinates in sequential order as an clectronic signature
forming a time hislory of the siylus movement. The com-
puter is also programmed for verifying the fixed time
intervals of the measurements, such s by compariug a ratio
of total elapsed time and total number of the measurements
with a standard measurement interval, and for comparing the
electronic signature with a reference signature, such as by
feediog a stored reference signature counlerpad and the
eleclronic signature info a cross-correlator for evalualing a
degree of correspondence between respective time histories
of the electronic signalure and the reference signature. The
signamares can also be compared visually in a simultaneous
display wherein respeclive pointers follow (he signatures
orthogonally in response o an operator-conirolled slider,
with pertinent data corresponding to the pointer positions
being displayed. The electronic siguature is preferably
encrypled using & hash function or message diges! of the
document as a key. Also disclosed are melhods for elec-
tronically signing a document, wherein the eleclronic sig-
nature is electronically bound 1o (ke document, wherein Lhe
electronic sipoature is encrypied using a key derived from
the document and not saved, and methods for decrypting and
verilying clecironic signalures.

33 Claims, 3 Drawing Sheets
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1
ELECTRONIC SIGNATURE MANAGEMENT
SYSTEM

BACKGROUND

The present invention relates to docoment authentication,
and more parficularly to the utilization of handwrittes sig-
nalures in connection wilh electronically stored, iransmitted,
and relrieved data and documents.

Hardwritten pen-on-paper signatures have been the basis
of contracts in commeree for hundreds of years, for a variety
of reasons, jncluding:

1. The signature and documents are one in the same, being

forever bound Logether by the ink being on the paper;

2. The identity of the signer can be verified alter the facl

by a trained forensic document examiner who is skilled
in the art and science of signature character analysis,
and who can teslify, be qualified, and be cross-
examined in a court of law; and

3. The signer can keep a copy or duplicale original of the

contract to deter fraud.

In the continuing development of electronic document
slorage apnd reirieval, a recognized need is inclusion of
legally effective signatures for creating legally binding elec-
tronjc records. Early systems addressing this need utilized a
simple image ol  signature (sich as a bit map) being afixed
t a document as a picture of a signalure. This approach had
the disadvantage that the bit map image of the signawre is
difficult 1o verify as being directly from the hand of the
signer, in that little if any dynamic data is present. Also, an
image of a signature can easily be scanncd from an exisling
document or record and improperly insericd inte a document
as a forgery.

Laler systems included computer algorithms for verifying

a signature prior to the user being able 1o sign an electronic ;

document. Problemss with this method include the need 1o
enrol the signer into an clectronic verification unit of (he
system prior 10 use, the poteatial for errors in the verification
algorithm, and Lhe inabilily to demonstrale the aceuracy of
verificalion of a signature {o a layperson or in a court of law.
Further, the signatures are typically nol transporlable 1o
svstems having different algorithms without loss of data
precision.

US. Pat. No. 5,544,255 (0 Smithies et al. Discloses a
computer-based system for capluring and verifying a hand-
wrillen signature of an clectronically stored document by
capturing the signature and storing a set of statistical mea-
surements in a signature envelope thal can contain a check-
swm of the document, The measurements can include shape,
number of pen strokes, total line length, average siroke
length, number of acceleration and deceleration maxima
eveals, the overall time taken lo complete the signalure, and
the pen down time. The system can also conlain a dalabase
ol known signature measurement lemplates 10 be cornpared
with a submitted signature to produce a similarity score. The
syslem il Smithies at al. is not entirely satisfactory; for
example:

1. The signature envelopes cannot be verified by a foren-

sic documenl examiner using traditional methods;

2. The signature envelopes arce nol readily transportable 1o
future systems, being based on arbitrary measurement
statislics of the bandwritlen signatuses; and

3. The signawre envelopes are incfective to the extent
that they omit information originally conlained in the
handwritten signature itself.

Ihus there is a nced for an clectronic document signature

svstem thatis eifcctive, reliable, casily verifiable, resistant 1o

50

i
n

2

2

forgery, and easy 1o usc, and that olberwise overcomes the
disadvantages of (he prior art.

SUMMARY

The prescnt invenlion meets this need by providing a
system for the electronic capture of signatures, the binding
of the signature to a document or data, and meaos for
compression and storage of the signatures. The invention
lurther provides means for authentication afler the fact of the
signature by a trained forensic document examiner. Thus the
syslem combipes the eflectiveness of time-proven pen-on-
paper methods of commerce with the efficiency of automatic
computer operations, The system also allows for the signer
to keep a receipt of both the document and the signature as
a duplicate original represcatation.

Iz one aspect of the invention, he system includes a
graphic (ablet for signaling position coordinates of a stylus
during manual movemeni thereof relative 1o a wriling sur-
face; a clock circuit for periodically initialing position
measurements by the graphic sablet at predetermined fixed
lime intervals; a first compulter processor electrically inter-
faced with the tablel, the processor being programmed lor
receiving a multiplicity of the coordinates during the manual
movement of the stylus, and storing respective sets of the
coordinates in sequential order as an eleclronic signature
while preserving a time relation between coordinates, the
electronic signature forming a fime history of the stylus
moverent; and means for verifying lhe fixed time intervals
of the measurements. The system can further include means
for comparing the electronic signalure with a reference
signature, such as by including reference memory for storing
an electronic counterpart of the reference signature, and a
cross—correlator for evaluating a degree of correspondence
between respective time histories of the electronic signature
and the clectronic counterpart of the reference signature. ‘The
reference memory can be electronically interfaced with the
first computer processor. Also, or in the aliernative, the
means for comparing can be implemented as a paralle]
display of the electronic and reference signatures, each
having a cursor positioned along and perpendicular 1o a line
segment thercol and being movable along the signalure ion
response (o operator inpul,

The electronic signature can have assaciated therewith o
date and time of the handwritten sipnatre. The clectronic
signature can have further associated therewith an annofa-
lion including at least one of a peographic location, a
pbysical address, and an identificalion string. The first
compuler processor can be a digilal processor, 1he lectronic
signature being a digital signature,

The graphic tablel can include the clock cireuit. Prefer-
ably the time intervals are not greater than 20 milliseconds.
More preferably, Lhe time inlervals are between 2 millisec-
onds and 3 milliscconds. The meaps for verifying the time
intervals can include the compuler being programmed for
determining a ratio of a total clapsed time of the measurc-
ments and a 10tal number of the measurements, and com-
paring the ratio with the predetermined interval,
Alternauvely, the clock circuit has 1 certified unalterable
time interval, the tablet being implemented for lransmilling
an enceded certification stamp with 1he coordinate data, and
the computer can be programmed for decoding the certifi-
cation slamp lo verify use of the certified Lime interyal.

The compuler can be further programmed for encrypling

5 the time history to a fixed key of arbitrary lengih, the stored

clectronic signature being in enervpred form. Preferably the
compuler is programmed for generaling the key as a crvp-
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tographic bash function or message digest of the document.
Herealter, the term “cryptographic hash function™ is used
interchangeably with “message digest™ nolwithstanding
technical differences therebetween.

In another aspeet of the invention, a method for clectroni-

cally signing a document includes the sieps of:

(1) progressively capluring a handwritlen signature as an
ordered sequence of data corresponding Lo successive
coordinates and corresponding iiming of stylus move-
menl producing the signature;

4
(b) decrypting Lbe clectronic signature using the encryp-
tion key, thereby electronically binding ihe electronic
signature (o a stored counterpar! of the document;
() identifying siored instances of Lhe cocryption key; and
(d) erasing each stored instance of the encryption key.
In vel another aspect of the invention, a method for

electronically signing a document includes the steps of:

(a) capturing a handwritten signature as a sequence of
dala corresponding to coordinates of stylus movement

10 = : ;

(b) sloring the data as an elccironic signature; and producing the signature; o

(¢) ¢lectronically binding lhe electronic signature to a (b) storing the data as an ¢lectronic signalure;
stored counterpart of the document. (c) crenting a signature receipt as a cryplographic hash

The slep ol binding can include the further sleps of: function of the electronic signature;

(a) crcal.ing an encryption key by generating a crypio- 15 (d) crealing a document receipt as a cryptographic hash
graphic hash function of the stored counterpart of the function of a stored counterpart of the docunient; and
dm“‘m’ﬂ_l; and L . (e) producing counterparts of the signature and document

{b) encrypting Lhe electronic signalure 1o the encryption teceipls.

. . ; i
b €] 1hi 1 H
The method can include the further steps of identifying 455 p;)ef ra::g g * n:; hOd [:n::iudes tlf: la c}d:un:;zl{?:eps of i
stored instances of the coeryption key and erasing each such ( azdm 10§ fhe sighature receipl into BeRpen;
instance. . o— :

In a further aspect of the invention, a method for elec- () cmbedding the document receipt into the clectronic

tronicaily signing a document includes the steps of: sigoafure, “'E“Et;]y o form a cross-linked binding of the

(a) capluring a bandwritien signature as a scquence of 25 milgmtgrz‘;ﬂh : eld;:l:}?:?éﬁh .
data corresponding to coordinales of stylus movement i ers o et
producing (he signature; (a) providing a transportable file medinm;

(b) storing Lhe data as an electronic signature; (b) copyiag counierparts of the document receipl and the

(c) creating an encryption key by gencraling a crypto- e ‘,mmf $Eesipl 0ol f'lle mcdl.um; 2l .
graphic hash [unclion of a stored counterpart of the 3p  (¢) delivering the file medium having the receipt coun-

document;
(d) encrypting 1he electronic signature {o the encryption

terparis lo a signer of the document,
In yet another aspect of the invention, 3 method for

verifying the signature of an electronically signed a docu-
ment having associated therewith an electronic signalure
being a stored sequence of data corresponding to coordinates
of stylus movewent producing a first handwritten signalure
includes the following steps:
(a) capluring a second electronic signature as a slored
sequence of data corresponding 1o coordinates of stylus
movement producing second handwritlen signature;

key, thereby electronically binding (he clectronic sig-
nature 10 a stored counterpart of the document;

(¢} identifying slored instances of the encryption key; and 3

(D erasing each stored inslance of the encryption key.

The step of storing can include the further steps of:

(a) encrypling the sequence of dala fo a fixed key of
arbilrary length; and

n

{b) storing the encrypled sequence as the electronic sig- ¥ (b) simultancously displaying in locational proximity
LT . ; i graphic connterparts of the first and second electronic
Tle step of storing can include the Further sieps of; signatures;
(#) determining a date and Lime at which the handwritten (c) displaying, for cach of lhe graphic counterparts, a
signalure was produced; and ] 45 cursor being positioned along a line segment of the
(b) including connterparts of the date and time with the signature and orienled perpendicular fo the line seg-
e]eclmm’g sigputure. ' ment; and
The step of storing can include the furiher steps of: (d) for each of the graphic counterparts, moving the cursor
(a) determining a set of document data associated with the relative 1o lbe signature in response Lo operator foput.
document; so The method can dnclude for cach of the graphic counter-
(b) generating a cryplographic hash data string of arbi- parts the further steps of:
trary length from the document data; and (a) determining at least one measurement parameter rela-
{¢) encrypling he electranic signature using e cryplo- live lo lhe Hne segment a1 which the cursor is located;
graphie hash data siring,. and
The method ean include the Murther step of electronically <5 isplaving a dicital represental i S
tving the encrypled signamre (o (he stored counterpart of the {th)td;?p]i‘rln(%ﬂi ﬁf;‘:{i{?ﬂ}:ﬁhgligﬁ}t:i Ehdt;] El)uir:i:jlzz;d
dacument using a device selected from the set consisting of  from (he group consisting of a point number, a stroke
forming a linked dircelory structure, forming a database,  puniber, an acceleration value, aod a pressure value.
forming a compressed file, and forming a common digital ' o
. " DRAWINGS

In sill a Lurther aspect of the invention, a method for These and other features, aspects, and advantages of the
decrypting a signalure having been encrvpled by the above present invention will become beller understood with refer-
method Lo facilitate authentication of the binding includes ence lo the following description, appended claims, and
the further steps of: accompanying drawings, where:

() creating a covnterpant of the eneryption key by gen- 65 FIG. 1 s a pictorial block diagram of an clectronic
crating another cryptographic bash function of the signature management syslem accordiog o the present
stored counterpart of the document, mvenlion,

o~
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IIG. 2 is a How chant of a computer process for document
signature capture, binding and slorage using the system of
FIG. 1;

FIG. 3 is a flow chart of a computer process for retrieving
a document having an electronic signature using the sysiem
of FIG. 1;

FG. 4 is a signalure authentication comparison screen
diagram of the system of I'IG. 1; and

FG. Sis a flow charl showing an allernative cenfiguration
of the process of IIG, 2,

DESCRIPTTION

The present invention is directed 10 a computer-based
signalure management system that is particularly effective,
reliable, and resistanl to forgery, and that permits verifica-
lien of electronic signalures by traditional methods, With
reference to FIGS. 1-4 of the drawings, 4 signature man-
agemenl system 10 includes a computer 12 having an
operator interface 14 including a screen display 16, a key-
board 17, and a pointing device or mouse 18, The computer
12 also includes a memory 20 and a device interface 22 that
is suilably comnected 0 a pen tablet 24 [or capluring a
handwrilten signature 25 using a stylus 26. The memory 20
typically includes volatile random access memory (RAM)
and non-volatile memory such as read-only memory (ROM)
and random access disk memory. As used herein, storage in
non-volatile memory ¢an include temporary storage in vola-
tile memory. According {o the present invention, the pen

tablet 24 is implemenled for periodically transmitting pen

position coordinaies such as x-, v-, and z-axis data to the
computer 12, the coordinate data representing precise inler-
vals in the progression of the signature from ils inception to
completion and being stored by the computer 12 as a
dynamic signature captere file 28 in the memory 20, An

cxemplary and preferred implementation of the pen tahlet 24

includes a ¢lock circuil 29 for inilialing measurcments of Lhe
coordinates at predetermined fixed intervals. 11 will be
understood 1hat the coordinate data can be transmitled
immediately as measurements are completed; alternatively,
data can be accumulated and transmitted in one or more
batches, either spontancously or upon interrogation by the
computer 12, Verification of the time intervals can be by the
clock circuit 29 can be a cerlified device baving an unalter-
able time interval, the pen tablet 24 being implemented 1o
transmit an encoded certification stamp with the coordinate
data, such as by a pseudo-random data stream being imbed-
ded within serial data being received from the tablet 24
during capture of the handwrillen signature. The computer

12 is correspondingly programmed [or decoding the certi-

fication stamp, successiul decoding thus verilying use of (he
certificd clock cireuit 29. Alternatively, the compufer can be
programmed [or determining a ratio of a total elapsed time
of the measurements and a tolal pumber of the
measurements, and comparing the ratio with the predeter-
mincd interval.

Alsa, a counterparl of the clock circuil 29 can be imple-
mented in associalion with the device interface 22, or oller
suilable means for oblaining precise sampling intervals. By
capturing the signature 25 at regular inlervals, biometric data
including the sequence of pen strokes and the precise timing
of all of the elements of he signature are preserved.

The z-axis data can be simply a single-bit binary repre-
scntation of a pen-up or pen-down condition or, il desired,
a mulliple-bit representation of pen pressure for preserving
lurther biometrie data of the signature 25 The x- and y-axis
data can he in absolule, relative, or incremental form.
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absolute being with respect to an origin reference of the
tablet 24, relative being with respect 1o a slarting point of a
signalure, and incremental being with respect 1o the coor-
dinate position of each preceding incremental time period.
Similarly, the pen pressure data, if used, can also be in
absolule, relative, or incremental form, relative being with
respect lo cither a threshold pressure or an initial pen
pressure.

In further accordance with the present invention, the
computer 12 has a signalure mapapgement program 30 in the
memory 20 as described below in connection with FIG. 2.
The compuler 12 is also implemented for clectronic storage
and retrieval of document files 32 in any suilable manner,
such as by having an installed word processor 34, which can
be a conventional commercially available program, It will
be understood that the signature managemenl program 30
can be operated as a macro of the word processor 34; the
word processor program 30 can be invoked under the control
of the signature management program 30; and/or the word
processor 34 can be combined with the signalure manage-
ment program 30 as 2 unified program, as desired, using
conventional programming devices. Also, as used berein, the
document files 32 are electronically stored counterparts of
actual documents being printabie by a printer 36 being
conneeted to a printer port 37 of the computer 12 and driven
as contrelled by the word processor 34. Typically, the
documient files 32 contain digital codes of characters to be
printed by the printer 37. Alternatively, the document files
32 can conlain data codes defining a graphical representation
of actual documents, as either pixels, vectors, or any ¢om-
bioation of pixels, vectors, and characters. Thus, the docu-
ment files 32 are sometimes referred (o berein as documents
32. The subslantive content of the document Gles 32 can
define an entire electronic document, a collection of docu-
ment data indexed in a dalabase, a lew characters and data
tepresenling a sales transaction, and many other possible
forms to be authenticated or approved by signatures as
described herein.

Caplure, Binding and Slorage

Wilh particular reference 10 TIG. 2, the signature man-
agemenl program 30 conlrals a document signing process 40
as deseribed berein, First a selected document 32 is pencr-
ated  a preparation step 42 and presented Lo the signer [or
review in a presentation step 44, Typically, the generation
and presenlation steps 42 and 44 are implemented at feast in
part by using the operalor interface 14 and the word pro-
cessor 34, Next, a lest document step 46 is entered for
determining acceplance or rejection of the document 32.
Once the document is accepted by the signer, the document
file 32 is frozen ar otherwise protecied from further alter-
ation except as described herein in a lock step 48, The lock
siep 48 can be implemented by maintaining the document
file 32 in an open condilion in subsequent steps of the
process 40,

The document fle 32 is next processed by a bashing
fugction in a generale signature key step 50 10 create a
unigue cueryption “key” 10 be used 1o encrypt (he handwrit-
ten signalure 25. The signature 25 is then capured in a
caplure signature slep 52, preferably in such a way as lo
preserve s biometric properties as described above. These
properties include the starling and ending point of each
wrillen stroke along with the exact sequence of the signature
stroke and the velocily of each segment in the siroke, and
optionally the pressure applied 1o the pen tip a1 each point
along the stroke. The velocity data is derived by sampling
1he position of the pen by means of tbe pea iablet 24 which
samples the perr position al a preset and highlv accurate
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timing interval. This dala is formatled inio the dynamic
sipnature file which preserves the data precisely and pref-
erably adds into the dala (he lime and date thal the signalure
was caplured and a text or annotation siring that can relate
circumslances of the signing. Since the signature data is 1o
be encrypled and tamper-proof, the time and dale annola-
tions can be reviewed al a later date as additional evidence
1o indicale the validity of the signature by confirming the
location of the signer at the captured time and date.

Next, a signature lest step 53 is entered for determining
acceprance or rejeetion of the signature 25. For example, the
signer can view a graphical display of the signawre on the
screen display 16, signaling by the keyboard 17 and/or the
mouse 18 acceplance or rejection thereof, and the caplure
file 28 can be compared with previously obtained signatures
of the signer thal may have been stored in a database 38 that
is associated with the signature management program 30 for
sufficient correlation. Once lhe sigmature is accepled,
receipls of the document and the signature are printed for
delivery to the signer in a print receipl step 54, Thus when
the signature is caplured, unique document and signature

receipls typically consisting of between 8 and 40 characters.

are generaled and can be provided 1o the signer as 1 unique
representation of both the docurnent and the signature. The
receipls can be printed separately or logether on a single
page. Also, the caplure file 28 is encrypted in a signature
cacryption step 56 for producing an encrypted signature 39,
using the signature key previously obtained in the generate
signatore key step 52, An imporiant feature of (he encryption
slep 56 is that the signature key is oot relained following use
thereof Lo creale the encrypled signature 39. Accordingly, all
counlerparis of the signature key are preferably overwrilten
1o positively preclude unanthorized uses thereof.

F1G. 1 shows the encrypled signature 39 being saved in

the (non-volatile) memory 20 of the computer 12, it being as

understood that 1emporary maigtenance in volatile RAM is
also within the scope of the present invention. Since the key
for cncryption is derived directly and uniguely from the
document, a powerful link exists between Lhe two. If the
document is 1ampered with or changed in any way, a key
derived from the data will also have changed and the key
will therefore be unable 1o properly decode the signature
data. The signature data cannol be displayed or printed in the
event of such tampering.

Finally, the encrypled signature is stored in associalion
with the docwment in 2 save document wilh signature step
57, thereby binding the signature fo lhe document. This is
accomoplished in any suitable manner, inelnding conven-
tional hierarchical database linkage, zip file creation, or
encapsulation within a digital signature,

Accordingly, 1he presenl invention provides a sceurc
combination of document and bound signature of the docu-
ment. The signature data has siored wilkin il several bio-
melric propertics that can be examined at a later date for
authenticity by a foreasic document examiner. Preferably all
of the biomglric properties available from the pen tablet 24
are relained, such as by retaining cach set of the x-, y-, and
z-coordinates from the lablet 24 in the encrypted signature
lile.

Retrieval

F1G. 3 shows a procedure 60 for relrieving the signed
document, which requires Lhe presence of both the original
document aud the original signatuze. The procedure 60
includes a load signed document step 62 and a load original
document step 63, followed by a counterpart of the gencrale
signaturce key step S0 for again obtaining the signature kev.,
Next, an unlock signature step 64 extracts the electronic
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signature from the sipned document file that was previously
loaded, and an unlock document siep 65 exiracis the docu-
ment from the same signed document fle. Fioally, a test
document step 66 performs a comparison of the text of the
document as exlracled [rom the sipned document file with
the document as previously saved, The signature and/or the
verified document is then delivered in any desired [orm in an
oulput step 68. The authenticity of the retrieved signature is
confirmed by identity of the document as extracled from the
signed documenl file with the document as originally stored;
otherwise, the process is abarted for lack of correspondence
between the signed document and the orginal document.
This process of the present invention is intrinsically reliable
in that if the original document is absent, then a correct key
cannot be derjved in order 10 properly de-crypt the signature.
Also, if the original sigrature is missing, the key derived
from the correct document cannot be used to unlock a
signature thal was not originally encrypled from it. With the
presence of bolh the original document and signature, both
can be displayed and printed as (he original,
Authentication

Autbentication afier the fact by a forensie document
examiner is a powerful feature of the present fnvention that
permits the same inflrastructure, experts and legal weight 1o
be applicd to clectronic contracts and signatures that are
currenily applied to paper documents, conlracts and signa-
tures. With relerence to FIG. 4, an authentication screen 70
thal is produced by the signature management program 30
on the screen display 16 permits at least Iwo signatures to be
compared on a compuier screen side-by-side or over and
under, over and under being shown in FIG. 4, respeclively
as firsl and second sigoalure displays 25A and 258, If
pressure datd s recorded in the biometric capture file 28,
then the displayed line width can be modulated correspond-
ing to variations in the pressure, grealer pressure being
represented by increased line width. Allernatively, the line
width represents pen velocily. Also, both pressure and
velocity can be indicaied by the pen veloeily data can being
displayed as color varialions, lower velocity being indicated
by redness, higher velocity being conversely indicaled as
blueness. Further, the pressure and velocity indications can
be interchanged, with lower pressuge represented by
increased line width,

In addition, the screen 70 includes for each of the sipoa-
tures a movabie pointer 72 for indicating selected elements
ol the respeclive signalures, each pointer 72 being posi-
lioned in response 10 a movable (graphically represented)
slider 74, the sliders 74 being conventional devices com-
mounly operated by the mouse 18 or ather poiating device of
the user interface 14. The end poinis of slider mavement
correspond to begining and endpoint data of the signatures
25. The signature management program 30 locates cach
pointer 72 on Lhe corresponding signature display 25A or
25B at a point corresponding to the position of the slider 74,
and oriented orthogonally to the displayed line direction al
that poinl. More particularly, the signature 25 is displayed as
a serics of line segments conneeling suceessive data points,
the orthogonalily being wilh respecl fo a parlicular line
segmenl being pointed 10 by the cursor 72. It will be
vaderstood thal the cursor 72 can be implemenled pointing
1o midpoints or end points of successive line segments wilh
the same visual effect at normal magnifications. In the case
of pointing to end poinis, orthogonality can he wilh respect
lo the line segment previously traversed or 1o the next
scgmeol. Thus the slider 74 is used in conjunction with Lhe
cursor 72 1o scleet locations ulong the signeture for particu-
lar reference. Prefurably the screen 70 is further imple-
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mented for displaying metrics of the signature 25 in corre-
sponding to the location of the cursor 72. Represcntative
metrics to be displayed are shown in FIG. 3 as point number
80, pen stroke number 82, acecleration 84, and pressure 86.
Instantancous velocily can be included additionally or as an
alternative (o acceleration,
Signature Authentication Tools

A forensic documenl examiner can use several calegories
of information 1o compare and authenticate sipnalures, as
prescated in the following Table with corresponding =up-
porting cleetronic data;

TABLE1

Characieristic Electonic Duta Available

1. Stroke Scquenee; Shows,
for example, whether leops
ore clockwise or
cohnlerclockwise,

2. Pace of Signature:
Indicutos tho overall pacc
fram Beginning to end and

The exact sequence of each
signalure is reproducible
usiog the slider bug to
precisely lace oul the
recorded signature
stquence

The ot clnpsed time of

o signalnse fs ropresented
by the lota] sumber of

the puce nround cach Inop, points. The velocily
within loops is indicated
by the modulaled display
ling width and displayed
nomerically for the
pointer posilion,

The sipmlure receipt
villae is displayed and can
be compared 1o thy hard-
copy receipt value in the
possession of the signer
from the time of erigiral
sigatuire.

3, Signatore Receipts
Indicates Tack of
lampering.

Document and Signature Receipis

The document and sigoature receipls produced in the
document signing process 40 of FIG. 2 are particularly
cffective anti-tampering counterparts of conventional pen-
on-paper signature, in (hat the signer or signers are allowed
lo keep their own original copies of the document and
signature. I & clever and experionced lorger is able to
tamper with one copy, there is always a sceond copy in a
second location Lo use for companison and fraud detection.
The electronic document and signature receipts provide this
same protection requiring only the recording of simple 8 or
higher digil receipts reflecting the exact content of 2 docu-
ment or signature. If the contracl is ever disputed, the signer
can bring his print out of the document and signamre
receipls 10 a legal proceeding and require that the electronic
document and signature receipis be compared 1o those which
are inherent in the original eleetronic decuments. The holder
of tbe cleclronic documents can then further protcet jts
posilion by providing signature and documenl receipts to [he
signer printed on special bond paper and/or with a signalure
from their representalive affixed therelo.

Digital signalures can be used 10 increasc the séeuring and
effectiveness of elecironic biometric sipnatures, documeats,
and receipls. Yor example, the signature and document
recelpts can be ¢-mailed or otlenwise provided 1o the signer
ofa documenl via encapsulation in a digital signaure, In this
way, il the signature or document is dispuled, the signer can
demonstrate that the receipt he has in his possession is
indeed an original receipt and that it has ol been tampered
with or altered. Tt 1s also usefu] (o encapsulate bolh the
original document and the linked biometric signature file
into a dighally transmitted message cocrypled 10 0 digital
signature. The benetit of the dipital signalure is that it
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validates the agent or workstation who transmilied the data,
where the efectronic, biometric signature is validating the
agreement (o a conlract and the biometrically traceable
identity of an individual person.

Witk further reference to FIG. 5, an alternative configu-
ration of lhe document signing methed, designated 40,
includes, following the signature encryption slep 56, cross-
linking, the document and signature receipts with the signa-
tre and documient, respectively. More patticularly, the sig-
nature receipl is combined with the document 32 in an
embed signature receipl in document step 90, and the
document receipt is combined with the cocrypted signature
39 in an embed document receipt in signature step 92, prior
to the save document with signaturc step 57, thereby form-
ing a cross-linked binding of the signalure with the docu-
ment.

The present invenlion thus provides a system and method
for the capture, tragsmission, storage and relrieval, and
authenticalion of signalures or electronic contracls and
documents. The syslem relains many recogrized advantapes
of traditional paper and pen-hased autheatication systems
that bave been successful for hundreds of hears, while
providing significant new benefits. For example:

1. The signature is by hand and incorporates by biometric

data the identify of & human being;

2. The signature and documentidata are bound twgetber as
a single entily;

3. Areceipt is provided 1o the signer(s) with a ugtique link
referenciog the document and the signature;

4.The signature can be verified after the fact by 1 forensic
document examiner using sofiware comparison 100ls,
time and date information, and comparison of receipts
of the electronic document 1o the receips slored inde-
pendently by the signers;

5. Securily is enhanced by transmission of documents,
signatures, and receipis using digital signature encryp-
tion in 4 manner corresponding to mailing a sealed
copy 1o onesell through the Post Gfice and keeping the
envelope sealed.

Although the present invention has been described in
considerable detail with refercace 1o certain prefersed ver-
sions (hereof, other versions are possible. Therefore, the
spirit and scope of the appended claims should nol neces-
sarily be limited to [he description of the preferred versions
conlained herein,

What is claimed is:

1. A system for managing handwriiten signatures, com-
prising:

(a) a graphic tablel for signaling position coordinates of a
stylus during manual movenent thereof relative 10 a
wriling surlace;

(b) a clock circuil for periodically initialing position
measuremenls by Lhe graphic lable! ar predetermined
fixed lime intervals;

(¢) a first compuler processor cleetrically interfaced with
the tablel, the processor being programmed lor receiv-
ing a multiplicity of the coordinates during the manuzl
movement of the stylus, and storing respeetive sels of
the coordinales in sequential order as ap electronic
signatre while preserving a lime relation between
coordinates, the electronic signature forming a lime
history of the slylus movement; and

(d) means for comparing the electronic signature with a
reference signature, comprising the COMpuUlEr processor
having a graphic display implemented for simulta-
neously displaving the clectronic signature and the
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reference signature with corresponding cursors being
positioned along a line segment of the sigpature and
oricnted perpendicular 1o the line segment, and the
compuler being Turther implemenied for moving the
Cursors in respopse to operater inpul.

2. The system of claim 1, wherein 1he means for com-
paring further compriscs reference memory for storing an
electronic counterpart of the reference signature, and a
cross-correlator for evaluating a degree of correspondence
between respective time hislories of the electronic signature
and the electronic counterpari of e reference signature.

3. The system of chim 2, wherein the reference memory
is clectronically fnlerfaced with the first compuler procossor.

4."Ihe system of claim 1, wherein the elevironic signature
has associated therewith a date and time of the handwrilten
signalure.

5. The system of claim 4, wherein 1he electronic signature
has [urther associated therewith an annotation including ai
Icast one of a geographic location, 4 physical address, and an
ideniification string.

6. The system of claim 1, wherein the first computer
processor is a digital processor, and the electronie signature
is a digital signature.

7. The system of claim 1, wherein the computer s further
programmed for encrypting the time hislory to a fixed key of
arbitrary length, the slored ciectronic signature heing in
encrypled form,

B. The system of claim 7, whercin the computer is
programmed for generaling the key as a cryplographic hash
function or message digest of the document.

9, The system of claim 1, wherein the compuler processor
is furlher implemented for delermining o stylus velocity
associated with cach line segment, and displaying the linc
segmenls at widhs being proportional 1o the stylus velocity.

10. The system of claim 1, wherein the computer proces-

sor is programmed for displaying the line segments al widths

being proportional (o the stylus pressure data.

11, A system for managing handwrillen signatures, com-

prising:

(2) a graphic (ablel for signaling position coordinales of a
stylus during manual movement thereof relative 1o a
writing surface;

(b) a clock circuit in the graphic tablet for periodically
initiating position measurements by the graphic tablet
at predetermined fixed time intervals;

(c) a first compuler processor electrically interfaced with
the Lablet, the processor being programmed [or receiv-
ing a multiplicity of the coordinates during the maoual
movemen! of the siylus, and storing respective sets of
the coordinates in sequential order 2s an eleclronic
signature while preserving a lime relation between
coordinales, the clectronic signature forming a time
history of the stylus movement; and

(d) means for verifying the fixed lime intervals of the
measurements, comprising the computer being pro-
grammed for determining a ratio of a total clapsed time
of the measurements and a tolal pumber of the
measurements, and comparing the ratio with the pre-
detcrmined interval,

12. The system of claim 11, wherein [he time intervals are

not greater than 20 milliseconds.

13. The system of claim 12, wherein the 1ime intervals are

between 2 milliseconds and 3 milliseconds.

14. The system of claim 11, wherein the means lor

verilving the time intervals comprises:

() the clock cireuit having a certificd wnallcrable tyme
interval;
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(b) the 1ablel being implemented for lransmilling an
encoded certificalion stamp with the coordinate dala;
and

(c) the computer being programmed for decoding the
cerlification stamp 1o verify use of the cerlified time
interval.

15. The system of claim 11, wherein the first cotmputer
processor is a digilal processor, and the electronic signature
is a digital signature.

16. The system of claim 11, wherein the computer is
further programmed for cocrypling the time history 10 a
fixed key of arbitrary length, the stored electronic signature
being in encrypted form.

17. The system of claim 16, wherein the computer is
programmed for generating the key as a crvplographic hash
funetion or message digest of the document,

18. A method for verifying the sigoature of an electroni-
cally sipned a document having associaled therewith an
clectronic signature being a slored sequence of data corre-
sponding lo coordinates of stylus movement producing a
first bandwritlen signatore:

(2) capluring A second elecirapic signalure as 2 stored
sequence of data corresponding to coordinates of stylus
movement produciog second handwrillen signature;

(b) simultancously displaying in locational proximily
graphic counterparts of the first and second electronic
signatures;

(<) displaying, for each of the graphic counlerparts, a
cursor being positioned along a line segment of 1he
signalure and oriented perpendicular (o the line seg-
ment; and

(d) for each of the graphic counterparts, movin g the cursor
relative (o the signatre in response Lo operator inpul.

19. The method of claim 18, comprising, for each of the
graphic counlerparts the further steps of:

(a) determining at least one measuremenl parameler rela-

tive to the line segment a1 whick the cursor is Jocated;
and

(b) displaying a digilal sepresentation of the parameter.

20. The method of claim 19, wherein the at least onc
measurcment parameter is selected from the group consist-
ing of a point number, a stroke number, an aceeleralion
value, and a pressure value.

21. A system for managing handwrillen signatures, com-

prising:

() a graphic tablet for signaling pasition coordinates of a
stylus during manual movement Ihereof relative to 3
writing surlace;

{b) a compuler processor electrically interfaced with the
tablet, the processor being programmed for receiving a
multiplicity of lhe coordinales during the manual
movement of thic siylus, and storing respective sels of
the coordinates in sequential order as an electronic
signature while preserving a time relation between
coordinales, the electronic signalure forming a time
history of the stvlus movement; and

{¢) means lor comparing the eletronic signalure with a
reference signature, comprising the compuler processor
having a graphic display implemented for simulta-
neously displaying he clectronic signature and (he
reference signature with corresponding cursors being
posilioned aleng a line segment of the signature and
oricated perpendicular 1o the line segment. and the
compuler being further implemented for moving the
CUrsors i response o operator input
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22. The system of claim 21, wherein 1he elecironic
signature includes recorded slylus pressure data, the system
further comprising means for varying a displayed line widih
of each line sepment of the clectronic signature and Lhe
reference signature, the compufer processor being Murlher
implemented [or displaying the line segments of the elee-
lronic signature 2t widihs being proportional 1o the stylus
pressure data,

23. The system of claim 21, the system further comprising
means for varving a displayed line widih of cach lipe
segment of the clectronic signature and the reference
signature, (he compuler processor being further imple-
mented for determining a stylus velocily associated with
cach line segmient of the electronic signature, and displaying
the line segments of the electronic signalure at widths being,
proportional to the siylus velocity.

24, A system for managing handwrillen signatures, com-
prising:

() a graphic tablet [or signaling position coordinates of a
stylus during manual movement thereol relative to a
writing surface;

{b) a computer processor electrically imerfaced with the
tablet, the processor being programmed for receiving a
mulliplicity of the coordinates during the manual

movement of the stylus, and storing respective sots of >

lhe coordinates in sequential order as an electronic
signature while preserving a lime relation between
coordinates, the electronic signalure lorming a time
history of (he slylus movement, the computer processor
baving a graphic display implemented for displaying
the cleclronic signature as sequential line segments;
and

(¢) the compuler processor being Further implemented for
delermining a stylus velocity associated wilh each line

segment, and displaying the line segments al widths ™

being proportional 1o the stylus velocily.

25. A syslem [or managing handwrilten sigpalures, com-

prising:

(a) a graphic Lablet for signaling position covrdinates and
stylus pressure data of a stylus during manual move-
ment thereof relative 10 @ writing surlace;

(b) a computer processor elecirically interfaced with the
lablet, the processor being programmed for receiving «
multiplicity of the coordinates and the stylus pressure
data during the manual movement of the stylus, and
storing respective sets of the coordinates with the stylus
pressure data in scquential order as an clecironic
signature, the electronic signature forming a time his-
tory of the stylus movemenl and pressure, the compuler
processor having a graphic display implemented for
displaying ihe clecironic signalure as sequential line
segmenls; and

(c) the computer processor being further implemented for

displaying the line segments al widlhs being propor-

tional to the styius pressure data.

26. A method for authenticating a document having been
signed by a method comprising capluring a handwritten
signature as a sequence of data corresponding {o coordinates
ol stylus movement producing the signature, storing the data
as an eleclronic signaturg, crealing a signature receipl as a
cryptographic hash function or message digest of the elec-
fronic signature, cTealing & Signatuce encryption key by
generaling a eryplographic hash Function or message digest
af & stored counterpart of 1he document, eoerypting the
clectronic: signature using the signalure cneryplion kew,
creating a document receipt as a cryplographic hash fanction

5

—
n

an

45

23
=

b3

14
or message digest of a slored counterpart of the document,
producing counterparts of 1he signature and document
receipls, and encapsulaling the signature and decument
receipls in a digilal signature, the method comprising the
further steps of;

(2) transmilting the digilal signature containing the sig-
nature and document receipis (o a sigoer of the docu-
ment;

(b) recalling the transmilted digital signature

(<) extracling the siguature apd document receipts from
the digital signature;

(d) recovering the electronic signature and a stored coun-
terpart of the document;

(e) generating new signature and document receipts from
the recovered electronic sigmalure and the stored coun-
terpart of the document; and

() comparing the recovered signature and document
recelpts with the new signature and document receipts,
the document being authenticated when respective
receipl counterparts are malching,

27. The method system of claim 26, comprising the
further steps of identilying stored instances of the signature
eneryption key and erasing cach such instance.

28. A method for authenticating a document having been
signed by a method comprising capluring a handwrilien
signature as a sequence of data corresponding 10 coordinates
of stylus movemenl producing the signature, storing the data
as an clectronic signature, creating a signature receipt as a
cryptographic hash function or message digest of the clec-
tronic sigmature, crealing a signature eperyption key by
guncrating a cryplographic hash function or message digest
of a stored counlerparl of the document, encrypling the
electronic signature using the signature encryption key,
creating a document receipt as a eryptographic hash function
or message diges! of a slored counterpart of the document,
and producing counlerparts of the signature and document
receipts, the method comprising the furiher steps of:

(2) distributing plural counterparts of the signature and
document receipts 1o signers of the document;

(b) recalling the distributed sigpature and document
receipls; and

(¢) comparing the recalled signalure receipls and the
document receipts, the document beiny authenticated
when respective receipl counlerparls are matching,

29. The method of cluim 28, comprising the further step
of encapsulating the signature and document receipts in a
digital signalure.

30. The method sysicm of claim 28, comprising the
Turther steps of idemifying stored instances of the sigpnalure
encryplion key and erasing each such instance.

31. A method for avthenticating a document having been
signed by a method comprising caplung a handwritlen
signature as a sequence of data carresponding o coordinales
of stylus movement producing the signature, storing the data
as an eleclronic signalure, crealing a signature receipl as a
cryptographic hash function or message digest of the elec-
lropic signature, creating a signature encryption key by
generating a cryplographic hash lunction or message digest
of a stored counterpart of the document, enerypling the
elecuronie signatwre using the signature encryption key,
creating a document receipt as a eryptographic hash function
or message digest of a slored counterpart of the document,
and produeing counterparls of the signature and document
receipts, the melhad comprising the further steps of:
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(a) delivering the signatre and documenl receipis lo a the document being authenticaied when respective
signer of the document; receipl counlerparis are matching,

(b) recalling the signature and document receipts; 32. The method of claim 31, comprising the further step

(¢) recovering the electronic signature and a stored coun- _ of encapsulating the clectronic signature in a digital signa-
ferparl of the document; ¥ lure.

(d) generating new signature and document receipls from 33. The method system of claim 31, comprising the
the recovered electronic signature and the stored coun-  further steps of idemifying stored inslances of (he signalure

terpart of the document; and

{¢) comparing the recalled signature and document
receipts with the new signatwre and document receipls, L

encryplion key and erasing each such instance.
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SHELDON MAK & ANDERSON PC
100 Corson Street, Third Floor
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

CASE NUMBER
TOPAZ SYSTEMS, INC.,, a California corporation,
i o oo
CV11-089 90
PLAINTIFF(S) o }j &4 YO 7 7 ¥ V/l
V. - !
RIGHT SIGNATURE LLC, a California corporation
and DOES 1-10,
SUMMONS

DEFENDANT(S).

TO: DEFENDANT(S): Right Signature LLC

A lawsuit has been filed against you.

Within _ 21 days after service of this summons on you (not counting the day you received it), you

must serve on the plaintiff an answer to the attached o complaint (J amended complaint

U counterclaim [ cross-claim or 2 motion under Rule 12 of the Federal Rules of Civil Procedure. The answer
or motion must be served on the plaintiff’s attomey, Jeffrey G. Sheldon , whose address is
Sheldon Mak & Anderson PC, 100 Corson Street, Pasadena, CA 91103-3842 . If you fail to do so,

Jjudgment by default will be entered against you for the relief demanded in the complaint. You also must file
your answer or motion with the court.

0CT 2 7 2011 Clerk, U.S. District Court
Dated: By:
Deputy Cherk
(Seal of the Conrt)

[Use 60 days if the defendant is the United States or q United States agency. or is an officer or employee of the United States. Allowed
60 days by Rule 12(a)(3)].
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