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PATENT INFRINGEMENT 

-1- 
CASE NO.: CV-11-3797 JSW

 

 

Bruce J. Wecker (SBN 78530) 
Christopher L. Lebsock (SBN 184546) 
HAUSFELD LLP 
44 Montgomery Street, Suite 3400 
San Francisco, CA 94104 
Tel:  (415) 633-1908 
Fax:  (415) 358-4980 
 
 
Attorneys for Plaintiff 
TriStrata, Inc.  
 

UNITED STATES DISTRICT COURT 
NORTHERN DISTRICT OF CALIFORNIA 

 
TRISTRATA, INC., a California corporation

Plaintiff, 
 

vs. 
 

MICROSOFT CORPORATION, a Washington 
Corporation; 

 

and 
 

ADOBE SYSTEMS INCORPORATED, a 
Delaware Corporation; 

 

Defendants. 

Case No.:  CV-11-3797 JSW 
 
 
AMENDED COMPLAINT 
FOR PATENT INFRINGEMENT 
 
 
 
DEMAND FOR JURY TRIAL 

 

Plaintiff TriStrata, Inc. (“Plaintiff” or “TriStrata”), files this Complaint for patent 

infringement against Microsoft Corporation (“Microsoft”) and Adobe Systems Incorporated 

(“Adobe”) (collectively “Defendants”) alleging as follows: 

1. TriStrata owns a portfolio of patents arising from its path-breaking work in the area 

of securing data transmitted over open networks. This Complaint concerns patents directed at the 

protection and management of encryption keys that seal information to protect it from copying or 

misuse whether the information is being stored or transmitted over a network. 

2. Defendants’ infringing products are sold throughout the United States.  They 

provide market leading solutions to strengthen control over a variety of document types, including
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 email, text, spreadsheet and pdf files. 

3. Recent document security breaches have highlighted a serious weakness in the 

ability of companies and institutions to protect their information after it leaks out beyond their 

protected networks.  Often data security is focused on restricting user access to computer assets – 

data centers, particular servers, or particular hard drives.  Once that access is breached, thousands 

of documents, or even millions of computer records may be compromised.  

4. In the late 1990s, systems to protect particular documents or information wherever 

it existed were in the early stages of development. Plaintiff TriStrata was one of the leaders, 

providing an innovative security architecture that allowed for central control of the use of 

documents and information without regard to where it is stored.  

5. In the years that followed, the need for the secure control of information outside a 

company’s network has become more acute as employees increasingly access information 

remotely, at home or on the road, and typically outside the local network firewall. Information is 

becoming more and more dynamic. Information is constantly moving throughout organizations 

from databases, to applications, to content management systems and storage, and ultimately to 

personal computers and mobile devices. These technologies, sometimes referred to as Information 

Rights Management (“IRM”) or Enterprise Digital Rights Management (“E-DRM”), have become 

ever more important. Thus, this case concerns the Defendants’ infringement of patents that cover a 

fundamental piece of the architecture supporting the IRM systems they sell.  

THE PARTIES 

6. Plaintiff, TriStrata, Inc. is a corporation organized under the laws of the state of 

California with its principal place of business in San Ramon, California. It is the owner of United 

States Patent No. 7,257,706 and No. 7,743,249 (“Patents-in-Suit”) 

7. Defendant Microsoft Corporation, on information and belief, is a corporation 

organized under the laws of the State of Washington. Microsoft is doing business in California, 

and has its principal place of business in Redmond, Washington. 

8. Defendant Adobe Systems, Incorporated (“Adobe”), on information and belief, is a 

corporation organized and existing under the laws of the state of Delaware, with a principal place 
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of business at 345 Park Avenue, San Jose, California.  

JURISDICTION & VENUE 

9. This is an action for infringement of a United States patent.  Accordingly, this 

action arises under the patent laws of the United States of America, 35 U.S.C. § 1 et seq., and 

jurisdiction is properly based on 35 U.S.C. § 271 and 28 U.S.C. § 1338(a). 

10. Venue is proper in this district under 28 U.S.C. §§ 1391(b-c) and 1400(b).  Upon 

information and belief, each of the Defendants transacts or has transacted business in this judicial 

district, or committed and/or induced acts of patent infringement in this district.   

FACTUAL BACKGROUND  

11. TriStrata was founded in 1996, by Dr. Martin (John) M. Atalla, a preeminent 

engineer and inventor who is widely known as the "Father of the PIN," acknowledging his role in 

the development of the Personal Identification Number system in Automated Teller Machine 

(“ATM”) information security management. Dr. Atalla was inducted into the National Inventors 

Hall of Fame in 2009.  Dr. Atalla formed TriStrata to develop an end-to-end solution for sending 

documents over insecure networks such as the Internet.  The TriStrata Enterprise Security Server 

(“TESS”) provided secure management of encryption keys through an innovative architecture of 

“seals” and “permits.” TriStrata recognized the need to build a new system from the ground up, 

protecting information throughout its lifecycle, and regardless of whether the information was in 

storage, at rest, in motion, and during use. The controlled accessibility of information must be 

ensured through protection that is integrated with the information itself. 

12. In mid or late 1998, Adobe approached Tristrata looking for means to protect their 

commercial software products.  Those products contained a wealth of valuable intellectual 

property and sold for hundreds of dollars per licensed user. Dr. John Warnock, Adobe’s co-

founder and then CEO, was a friend of Dr. Atalla and was interested in exploring how the two 

companies could work together. A meeting was arranged at TriStrata’s headquarters in Redwood 

Shores, California. Dr Warnock brought to the meeting his head of engineering, two subordinate 

engineers and a senior product manager. Due to Adobe’s interest in protecting its software that 

was licensed to thousands of customers, one of the engineer’s worked in Adobe’s licensing 
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organization. The parties discussed all aspects of TriStrata’s technology.  In particular, there was a  

technical discussion of how TriStrata’s seals might be embedded in Adobe products to allow the 

rental of the software by feature sets. Though the meeting ended with a great deal of excitement 

and several telephone calls followed, no business deal was reached. 

13. By 1999, TriStrata had 125 employees and was working with Price Waterhouse, 

and a number of Fortune 500 companies testing its system. In late 1999, Steven Ballmer arranged 

for a meeting in Redmond, Washington among TriStrata’s Dr. Atalla, Donald S. Adams, another 

of the inventors of the Patents-in-Suit, and Microsoft’s senior Windows and security executives 

and engineers. At the meeting, TriStrata presented its patented security server technology to 

Microsoft with detailed discussion of the network architecture and implementation details that 

provided a scalable system for key management and protection.   

14. Today, TriStrata continues to develop and market its server product. 

15. On August 14, 2007, United States Patent No. 7,257,706 (“the ‘706 patent”) 

entitled “Method of securing a document in a system and controlling access to the document and a 

seal for use in the method” was duly and legally issued.  TriStrata holds the title by assignment 

from the inventors Daniel F. Zucker, Martin M. Atalla, and Donald S. Adams, including the right 

to sue for past, present and future damages.  A copy of the ‘706 patent is attached as Exhibit A.    

16. On June 22, 2010, United States Patent No. 7,743,249 (“the ‘249 patent”) entitled 

“Method of securing a document in a system and controlling access to the document and a seal for 

use in the method” was duly and legally issued.  TriStrata holds the title by assignment from the 

inventors Daniel F. Zucker, Martin M. Atalla, and Donald S. Adams, including the right to sue for 

past, present and future damages.  A copy of the ‘249 patent is attached as Exhibit B.    

17. The ‘706 and ‘249 patents are directed to methods of securing electronic documents 

in computer networks whether the document is in storage or is sent in communication or is shared 

anywhere within the computer system or network.  Security can be provided for the information 

even after the document has been widely distributed, whether the distribution was by accident or 

through a fraudulent hacker. This is done through the provision by a security server of a “seal” 

containing information necessary to retrieve a decryption key along with policy information on 
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who may have access to the document and under what constraints.   

18. Pursuant to 35 U.S.C. § 282, the ‘706 and ‘249 patents are presumed valid. 

19. Each of the Defendants sells and distributes software products providing customers 

with Information Rights Management (IRM) or Enterprise Digital Rights Management (E-DRM) 

systems. 

20. On information and belief, Microsoft has since the introduction of Windows Server 

2003, provided customers with a service that allows Office and other documents, to encrypt them 

and limit others access and permissions, by use of server-generated “seals.” This feature was 

initially referred to as Windows Rights Management Services.  As the product has expanded and 

changed features, its enterprise version has been renamed as Active Directory Rights Management 

Services (“AD RMS”).  Microsoft also provides its Windows Live users with a hosted service that 

allows them to secure documents they send over the internet. 

21. Client applications must be enabled to work with the server in encrypting and 

decrypting documents and in applying permissions granted by the document owner.  Microsoft has 

offered such client software, first as a free download, and now, beginning with Windows Vista 

and Windows 7, as a part of each copy of Windows that it distributes. 

22. Microsoft Outlook, using the security provided by Microsoft’s RMS, for example, 

provides the user the option to send email with a “Do Not Forward” protection which prevents the 

recipient from further distributing the message in a readable form.  

23. Similarly, a company employee can protect company secrets in a financial 

spreadsheet by distributing a document to his team without allowing access to anyone else, and 

can revoke the permission at any time since the AD RMS server must be contacted before anyone 

is allowed access to the document 

24. Microsoft, by the distribution of its Windows Server and Client products and its 

distribution of Office applications software has infringed and continues to infringe, contribute to 

the infringement of, or induce the infringement of at least claim 1  of the ‘706 and ‘249 patents, 

either literally or under the doctrine of equivalents. 

25. Microsoft’s acts of infringement of the ‘706 and ‘249 patents, as alleged above,  
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have injured Plaintiff and, thus, Plaintiff is entitled to recover damages adequate to compensate it 

for Microsoft’s acts of infringement, which in no event can be less than a reasonable royalty. 

26. On information and belief, Microsoft has known of TriStrata’s patents, patent 

applications and its claim for patent protection at least since the parties met in late 1999.  It 

nonetheless developed its infringing products using the ideas disclosed in that meeting and in the 

TriStrata patents. 

27. On information and belief, Adobe, since the introduction in 2004 of the Adobe 

Policy Server, subsequently called Adobe LiveCycle Policy Server and Security Server, and 

recently rebranded as the Rights Management capability of Adobe Digital Enterprise Platform 

(“ADEP”), has provided customers with software and service that allows Portable Document 

Format (.pdf) and other documents, to encrypt them and limit others access and permissions, by 

use of “seals” that protect the documents by including policy information directing who may 

access the document and under what time or other constraints they may have access. 

 

Case3:11-cv-03797-JSW   Document34   Filed12/28/11   Page6 of 41



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

AMENDED COMPLAINT FOR  
PATENT INFRINGEMENT 

-6- 
CASE NO.: CV-11-3797 JSW

 

 

28. Adobe Flash Media Rights Management Server works in combination with Adobe 

LiveCycle Rights Management ES to provide secure access to flash video files. 

29. By making, operating, using and/or selling its LiveCycle Rights Management ES  

and Flash Media Rights Management Server software,  Adobe has infringed and continues to 

infringe, contribute to the infringement of, or induce the infringement of at least claim 1 of the 

‘706 and ‘249 patents, either literally or under the doctrine of equivalents. 

30. On information and belief, TriStrata provided notice to Adobe of its pending patent 

application covering the inventions in suit in a series of letters sent in and after November of 2004 

from its counsel, Alan MacPherson to Adobe’s counsel, Fish and Richardson. On information and 

belief, Adobe has had knowledge of the Patents-in-Suit since their issuance. 

31. Adobe encourages and assists its customers in using its products in an infringing 

manner. For example, Adobe’s customer Bombardier, a leading manufacturer of aircraft, uses 

Adobe’s Acrobat software to safeguard its proprietary training manuals. The company uses the 

Rights Management capabilities of the Adobe Digital Enterprise Platform “to apply policies to a 

wide range of manuals at the server level and then automatically push out those updates each time 

the manual is opened.” In protecting the Bombardier manuals, the Adobe software applies a 

license containing policy information to each document thereby infringing the Patents-in-Suit.  

The creation and application of the “seal” has no substantial non-infringing uses and is a 

component critical to the security of the Bombardier manuals. On information and belief, Adobe 

has thousands of other customers using its LifeCycle Policy Server in a similar manner. 

32. Adobe’s acts of infringement of the ‘706 and ‘249 patents, as alleged above, have 

injured Plaintiff and thus, Plaintiff is entitled to recover damages adequate to compensate it for 

Adobe’s acts of infringement, which in no event can be less than a reasonable royalty. 

COUNT I 

(Microsoft’s Patent Infringement) 

33. Plaintiff incorporates by reference the allegations of paragraphs 1 through 32 

above. 

34. TriStrata is the owner of the ‘706 and ‘249 Patents. 

Case3:11-cv-03797-JSW   Document34   Filed12/28/11   Page7 of 41



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

AMENDED COMPLAINT FOR  
PATENT INFRINGEMENT 

-7- 
CASE NO.: CV-11-3797 JSW

 

 

35. Microsoft has infringed and is still infringing the ‘706 and ‘249 Patents, by, without 

authority, consent, right or license, and in direct infringement of the patents, making, using, 

offering for sale and/or selling digital information transfer products using the methods, processes 

and apparatuses claimed in the patent in this country.  This conduct constitutes infringement under 

35 U.S.C. § 271(a).   

36. In addition, Microsoft has infringed and is still infringing the ‘706 and ‘249 Patents 

in this country, through, inter alia, its active inducement of others to make, use, and/or sell the 

systems, products and methods claimed in one or more claims of the patent.  This conduct 

constitutes infringement under 35 U.S.C. § 271(b).  

37. In addition, Microsoft has infringed and is still infringing the ‘706 and ‘249 Patents 

in this country through, inter alia, providing and selling goods and services including products 

designed for use in practicing one or more claims of the ‘706 and ‘249 Patents, where the goods 

and services constitute a material part of the invention and are not staple articles of commerce, and 

which have no use other than infringing one or more claims of the ‘706 and ‘249 Patents.  

Microsoft has committed these acts with knowledge that the goods and services it provides are 

specially made for use in a manner that directly infringes the ‘706 and ‘249 Patents.  This conduct 

constitutes infringement under 35 U.S.C. § 271(c).   

38. Microsoft’s infringing conduct is unlawful and willful.  Defendant Microsoft’s 

willful conduct makes this an exceptional case as provided in 35 U.S.C. § 285. 

39. As a result of Microsoft’s infringement, Plaintiff has been damaged, and will 

continue to be damaged, until they are enjoined from further acts of infringement. 

40. Microsoft will continue to infringe the ‘706 and ‘249 Patents unless enjoined by 

this Court.  Plaintiff faces real, substantial and irreparable damage and injury of a continuing 

nature from Defendant Microsoft’s infringement for which Plaintiff has no adequate remedy at 

law. 

COUNT II 

(Adobe’s Patent Infringement) 

41. Plaintiff incorporates by reference the allegations of paragraphs 1 through 32 
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above. 

42. TriStrata is the owner of the ‘706 and ‘249 Patents. 

43. Adobe has infringed and is still infringing the ‘706 and ‘249 Patents, by, without 

authority, consent, right or license, and in direct infringement of the patents, making, using, 

offering for sale and/or selling digital information transfer products using the methods, processes 

and apparatuses claimed in the patent in this country.  This conduct constitutes infringement under 

35 U.S.C. § 271(a).   

44. In addition, Adobe has infringed and is still infringing the ‘706 and ‘249 Patents in 

this country, through, inter alia, its active inducement of others to make, use, and/or sell the 

systems, products and methods claimed in one or more claims of the patent.  This conduct 

constitutes infringement under 35 U.S.C. § 271(b).  In addition, Adobe has infringed and is still 

infringing the ‘706 and ‘249 Patents in this country through, inter alia, providing and selling goods 

and services including products designed for use in practicing one or more claims of the ‘706 and 

‘249 Patents, where the goods and services constitute a material part of the invention and are not 

staple articles of commerce, and which have no use other than infringing one or more claims of the 

‘706 and ‘249 Patents.  Adobe has committed these acts with knowledge that the goods and 

services it provides are specially made for use in a manner that directly infringes the ‘706 and ‘249 

Patents.  This conduct constitutes infringement under 35 U.S.C. § 271(c). Adobe has had, on 

information and belief, knowledge of the Patents-in-Suits. 

45. As a result of Adobe’s infringement, Plaintiff has been damaged, and will continue 

to be damaged, until they are enjoined from further acts of infringement. 

46. Adobe’s infringing conduct is unlawful and willful.  Defendant Adobe’s willful 

conduct makes this an exceptional case as provided in 35 U.S.C. § 285. 

47. Adobe will continue to infringe the ‘706 and ‘249 Patents unless enjoined by this 

Court.  Plaintiff faces real, substantial and irreparable damage and injury of a continuing nature 

from Defendant Adobe’s infringement for which Plaintiff has no adequate remedy at law. 

PRAYER FOR RELIEF 

Wherefore, Plaintiff prays for entry of judgment: 
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A. declaring that Defendants have infringed one or more claims, specifically including 

claim 1, of the ‘706 and ‘249 patents; 

B. that Defendants be permanently enjoined from further infringement, including 

contributory infringement and/or inducing infringement, of the Patents-in-Suit, or in the alterative 

awarding a royalty for post-judgment infringement; 

C. that Defendants account for and pay to Plaintiff all damages caused by their 

infringement of the ‘706 and ‘249 patents, which by statute can be no less than a reasonable 

royalty; 

D. that Plaintiff be granted pre-judgment and post-judgment interest on the damages 

caused to it by reason of Defendants infringement of the ‘706 and ‘249 patents; 

E. that Defendants’ infringement of the TriStrata Patents be adjudged willful and that 

the damages to Plaintiff be increased by three times the amount found or assessed pursuant to 35 

U.S.C. § 284; 

F. that this be adjudged an exceptional case and that Plaintiff be awarded its attorney’s 

fees in this action pursuant to 35 U.S.C. § 285; 

G.  that costs be awarded to Plaintiff; and 

H. that Plaintiff be granted such other and further relief as the Court may deem just 

and proper under the current circumstances. 

/// 

/// 

/// 

/// 

/// 

/// 

/// 

/// 

/// 

/// 
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DEMAND FOR JURY TRIAL 

Plaintiff, by its undersigned attorneys, demands a trial by jury on all issues so triable. 

 

Dated:  December 28, 2011 Respectfully submitted, 

 
By:    /s/    
 BRUCE J. WECKER (SBN 78530) 
 
Bruce J. Wecker (SBN 78530) 
Christopher L. Lebsock (SBN 184546) 
HAUSFELD LLP 
44 Montgomery Street, Suite 3400 
San Francisco, CA 94104 
Tel:  (415) 633-1908  
Fax:  (415) 358-4980 
 
Attorneys for Plaintiff TriStrata, Inc.

4818-3523-0474  
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