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NORTHERN DISTRICT OF CALIFORNIA

PI-NET INTERNATIONAL, INC.,
Plaintiff, COMPLAINT FOR PATENT
INFRINGEMENT
V.
SAN JOSE CREDIT UNION,
JURY TRIAL DEMANDED
Defendant.

Plaintiff Pi-Net International, Inc. hereby files this complaint for patent infringement

against San Jose Credit Union, and alleges upon information and belief as follows:
PARTIES

1. Plaintiff Pi-Net International, Inc. (“Pi-Net”) is a California corporation with its
principal place of business at 222 Stanford Avenue, Menlo Park, California 94025. Pi-Net has
been a provider of innovative software products, services and solutions that enable distributed
transaction processing and control over public and private networks, including, without
limitation, the Internet and the World-Wide Web.
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2. The patents asserted here were issued to Dr. Lakshmi Arunachalam, Pi-Net’s
founder. Having a priority date of 1995, the patents disclose the fundamental technology
underlying Web commerce and Web banking and financial services by use of Web applications,
which had exemplified the pioneering technology by reference to the specific online financial
services on the Web that are reflected in the Defendant’s accused systems. |

3. Defendant San Jose Credit Union (“SJCU”) is a California corporation with its
registered office at 140 Asbury St, San Jose, California, 95110. SJCU maintains a principal place
of business at 140 Asbury St, San Jose, California, 95110. SJCU is a credit union, a financial
institution that serves individual consumers, small-and middle-market businesses with a range of
banking, investing, asset nianagement and other financial and risk management products and
services.

JURISDICTION AND VENUE

4. This is an action for patent infringement arising under the patent laws of the
United States, Title 35 of the United States Code. This Court has subject matter jurisdiction
pursuant to 28 U.S.C. §§ 1331 and 1338(a).

5. This Court has personal jurisdiction over the Defendants by virtue of their
incorporation in the State of California, and their presence and business activities within this
judicial district.

6. Venue is proper in this judicial district pursuant to 28 U.S.C. §§ 1391(b), 1391(c)
and 1400(b).

BACKGROUND

7. On November 16, 1999, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 5,987,500 (“the ‘500 Patent™), entitled “Value- Added Network
System For Enabling Real-Time, By-Directional Transactions On A Network,” to Dr. Lakshmi
Arunachalam. Pi-Net is the assignee of all rights, title, and interest in the ‘500 Patent, including
the right to récover damages for past infringement. The ‘500 patent is valid and enforceable and
a copy of the Patent is attached to the Complaint as Exhibit A.
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8. On October 11, 2011, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 8,037,158 (“the ‘158 Patent”), entitled “Multimedia Transactional
Services,” to Dr. Lakshmi Arunachalam. Pi-Net is the assignee of all rights, title, and interest in
the ‘158 Patent, including the right to recover damages for past infringement. The ‘158 patent is
valid and enforceable and a copy of the Patént is attached to the Complaint as Exhibit B.

0. On January 31, 2012, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 8,108,492 (“the ‘492 Patent”), entitled “Web Application Network
Portal,” to Dr. Lakshmi Arunachalam. Pi—Net‘is the assignee of all rights, title, and interest in the
‘492 Patent, including the right to recover damages for past infringement. The ‘492 patent is
valid and enforceable and a copy of the Patent is attached to the Comgplaint as Exhibit C.

10. SJCU provides online Web banking services accessible at least through its website
including, but not limited to the website https://www.sjcu.org/, whose features are exemplified, in

part, by the following screenshot:

CURRENT RATES

- \\\' ’ () w I: + BRANCHES & ATMS
o d i P N WAL S LOAN ARPPLICATION
— . ABOUT SICU
T S N e

( I*L?(Elt { nion HOME' .

o 2 s

Account Cenfer

acoount Center h Wethdrawal Request ; Stop Payment

Welcome to Account Center

Click ¢n a row for account details., ..

Regular Accounts
Account Name # Balance Awailable Balance
Regular Share Account: . 1 §100000 = A0
Share Draft Account 2 50.00 : 50.00
Totals $1006.00 ‘ $506 .00
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COUNT I

(Infringement of the ‘500 Patent)
11.  Pi-Net incorporates and realleges paragraphs 1-12.

12.  SJCU has directly infringed and is continuing to infringe one or more claims of the
‘500 Patent by conducting real-time, two-way Web transactions concerning Web banking, credit
union and financial services Web transactions from Web banking applications, Web credit union
applications, and Web financial services Web applications.

13.  Defendants’ infringement has injured Plaintiff. Accordingly, Plaintiff is entitled to
recover damages adequate to compensate it for such infringement, but in no event less than a
reasonable royalty, and an injunction to prohibit further infringement of the ‘500 Patent or future

compensation for use of the inventions.

COUNT 11

(Infringement of the ‘158 Patent)

14.  Pi-Net incorporates and realleges paragraphs 1- 12.

15.  SJCU has directly infringed and is continuing to infringe one or more claims of the
‘158 Patent by conducting real-time, two-way Web transactions concerning Web banking, credit
union and financial services Web transactions from Web banking appﬁcations, Web credit union
applications, and Web financial services Web applications.

16.  Defendants’ infringement has injured Plaintiff. Accordingly, Plaintiff is entitled to
recover damages adequate to compensate it for such infringement, but in no event less than a
reasonable royalty, and an injunction to prohibit further infringement of the 158 Patent or future

compensation for use of the inventions.

COUNT III

(Infringement of the ‘492 Patent)

17.  Pi-Net incorporates and realleges paragraphs 1- 12.
111
111
/11
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18. SJCU has directly infringed and is continuing to infringe one or more claims of the
‘492 Patent by conducting real-time, two-way Web transactions concerning Web banking, credit
union and financial services Web transactions from Web banking applications, Web credit union
applications, and Web financial services Web applications.

19. Defendanté’ infringement has injured Plaintiff. Accordingly, Plaintiff is entitled to
recover damages adequate to compensate it for such infringement, but in no event less than a
reasonable royalty, and an injunction to prohibit further infringement of the ‘492 Patent or future
compensation for use of the inventions.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff asks this Court to enter judgment against Defendants and against
Defendants’ subsidiaries, affiliates, agents, servants, employees and all persons in active concert
or participation with them, granting the following relief:

A. An award of damages adequate to compensate Plaintiff for the infringement that
has occurred, together with prejudgment interest from the date infringement of the <500, ‘158 and
‘492 Patents began;

B. .An award to Plaintiff of all remedies available under 35 U.S.C. § 284;

C. An award to Plaintiff of all remedies available under 35 U.S.C. § 285;

D. A permanent injunction under 35 U.S.C. § 283 prohibiting further infringement of
the “500, ‘158 and ‘492 Patents, and, in the alternative, in the event injunctive relief is not granted
as requested by Plaintiff, an award of a compulsory future royalty; and

E. Such other and further relief as this Court or a jury maj’ deem proper and just.

/11
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1 JURY DEMAND

2 Plaintiff demands a trial by jury on all issues so triable

3 || Dated: November 7,2012 HOPKINS & CARLEY
A Law Corporation

> By: >(&‘*'~|' WS

6 John V {Picyne II1
AttorneySor Plaintiff
7 PI-NET INTERNATIONAL, INC.
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United States Patent [

US005987500A

5,987,500

111 Patent Number:

Arunachalam 451 Date of Patent: *Nov. 16, 1999
(54] VALUE-ADDED NETWORK SYSTEM FOR [56] References Cited
ENABLING REAL-TIME, BY-DIRECTIONAL PUBLICATIONS

(73]

[73]

[*]

[21]
[22]

[62]
[60]

[>1]
(52]
[58]

TRANSACTIONS ON A NETWORK

Inventor: Lakshmi Arunachalam, Menlo Park,

Calif.

Assignee: Pi-Net International, Inc., Menlo Park,
Calif.

Notice: ~ This patent issued on a continued pros-

ecution application filed under 37 CFR
1.53(d), and is subject to the twenly year
patent term provisions of 35 US.C.
154(a)(2).

Appl. No.: 08/879,958
Filed:  Jun. 20, 1997
Related U.S. Application Data

Division of application No. 08/700,726, Aug. 5, 1996, Pat.
No. 5,778,178
Provisional application No. 60/006,634, Nov. 13, 1995.

Int. CLS ... GO6F 13/00
US. Cle ot 709/203
Field of Search ... 364/DIG. 1, DIG. 2;

395/762, 200.3, 200.31, 200.32, 200.43,
681, 682, 683, 634, 685, 689; 709/200,
201, 202, 203, 213, 301, 302, 303, 304,

305; 710/200

“Coding with HTML forms: HIML goes interactive”,
Andrew Davidson, Dr. Dobb’s Journal, V20, N6, Jun. 1995,
p- 16.

Primary Examiner—Robert B. Harrell
Attorney, Agent, or Firm—Blakely, Sokoloff, Taylor &
Zafman LLP

[57] ABSTRACT

The present invention provides a method and apparatus for
providing real-time, two-way transactional capabilities on
the Web. Specifically, one embodiment of the present inven-
tion discloses a configurable value-added network switch for
enabling real-time transactions on the World Wide Web. The
configurable value added network switch comprises a sys-
tem for switching to a transactional application in response
1o a user specification from a World Wide Web application,
a system means for transmitting a transaction request from
the transactional application, and a system for processing the
transaction request. Additionally, a method for enabling
object routing is disclosed, comprising the steps of creating
a virtual information store containing information entries
and attributes associating each of the information entries and
the attributes with an object identity, and assigning a unique
network address to each of the object identities. Finally, a
method is disclosed for enabling service management of the
value-added network service, to perform OAM&P functions
on the services network.

35 Claims, 13 Drawing Sheets

l USER CONNECTS TOWEBSERVER |+ %2

RUNNNG AN EXCHANGE

v

TRANSACTIONAL APPLICATION

1 USER ISSUES REQUESTFOR | 5%

Y

WEB SERVER HANDS OFF | 8%
REQUEST TO EXCHANGE

EXCHANGE ACTIVATES GRAPHICALUSER |5~ 808
INTERFACE TO PRESENT USER WITH LAST
OF POSy(, APPLICATION OPTIONS

Y

USER MAKES REQUEST FROM
POSyg APPLICATION LIST

-810

v

SWITCHING COMPONENT IN EXCHANGE |« 812
SWITCHES USER TO
SELECTED POSyg APPLICATION

v

OBJEGT ROUTING COMPONENT
EXECUTES USER'S REQUEST

814

¥

DATA RETRIEVED FROM DATA |5~ 818
REPOSITORY VIA TMP

v

USER CONTINUES TRANSACTION
{OPTIONAL) OR ENDS TRANSACTION

~818

v



U.S. Patent Nov. 16, 1999 Sheet 1 of 13 5,987,500

CAR DEALER
WEB SERVER
CAR
DEALER
105
BROWSE 104
LINK
103
WEB
BROWSER
102
101
hitp://www.car.com

FRG. 1 A (PRORART



5,987,500

Sheet 2 of 13

Nov. 16, 1999

U.S. Patent

(veond SHE DN

051
200
\II-I.} S H3ISMOud
| NOILLYOMddY |  I0VHH3ILNI k g3
| NYOT 99
NYO1 |« \
/|
— /
HNINOIHD 4,/ —= K
ASvav.Lva ™1 Nolvonddy | 3ovauain
L BNMOIHD 59
"~
HIAHIS gIM
YNV




5,987,500

Sheet 3 of 13

Nov. 16, 1999

U.S. Patent

80¢
WNIg3an
39VHOLS

vy.lva

O
N

¢0¢
H0SS3004d

sng

DA

90¢
30IA3d
LNdNI
OIHIWNNNYHJTY

K

102

30IA3d
3OVHOLS
SSYIW

¥0C
AHOW3IW
ATNO @Qv3d

0¢

301A3a
AY1dSId

0¢c

AHOW3N
NIV




U.S. Patent Nov. 16, 1999  Sheet 4 of 13 - 5,987,500

OSI MODEL
[ aw

APPLICATION

PRESENTATION

SESSION

TRANSPORT

'NETWORK

DATA LINK

PHYSICAL

FilG. 3



5,987,500

Sheet 5 of 13

Nov. 16, 1999

U.S. Patent

00T H3sN

007 H3sn

¥ "O1d

HITI3L 3AM » !
HILSOIYHSYD s | FHYMAHYH !
NIYTYM (TR SS— - |¥ 77 Yq ¥/
HSOI W3LSAS |
................ ONILYH3d0 “r-----------
- | SNOLYOrTddy
; HAl» ! Sddv
dn-via HIO TIVD * o L 4l
>|_l<0. Illlllllllllll_ l—lmOI
SSITIHIM » 1
SNOILYDIMdAY Lo e e
0013l SHIAINOHd JHYMOYYH « Sdd¥ S0d « IHYMIICaN |
S/0e 3ovdgIMe | T T . d
SHIKHYD 30IAH3S AT !
LINHIINI SE3Me | IoNYHOXT I 39vaviva
31IS gIM GIMSNYHL JHYMITAAA
[}
STINNYHO 30(440
3DIAH3S MOove
o
V¥ “ODIiA
Y3T13L 3AM i
HILSIDIH HSYD e | JHYMAHVYH !
NI-YIIYM WLV ® |emmmmmamm e - JHYMQHVYH
ASOM* | W3LSAS
.............. 1 ONILvdado F==="""""1
e | SNOLYOrddy
] HAl» i Sdd¥
dn-1vid HIO TV« T
ALYD s A B
mmmm%_mﬁ SNOILYOINddY Lo oemmeee ]
IHVMAHYH IHYMITIAAN
mmm_o_émn_ A _
SHIHHYD IMAHIS | Gmnumeea | T 4
HIAHIS G3IM ;
TINHILINI 3115 83 SHYMIIOaN | Isvavlva
STINNYHO 301440
30IAH3S yove



U.S. Patent Nov. 16, 1999 Sheet 6 of 13 5,987,500

USER >
100

TRANSACTIONS
BUTTON
500
WEB PAGE 105
WEB SERVER 104
FiG. S5A
OPERATOR
AGENT
WEB 50
USER _»| SERVER 203
100 104 EXCHANGE 501
WEB POINT-OF- VAN OBJECT
PAGE SERVICE SWITCH ROUTER
APPLICATIONS
505 510 520 525

FiG. oB



U.S. Patent Nov. 16, 1999 Sheet 7 of 13 5,987,500

POINT-OF- SERVICE
APPLICATIONS

| |
| I
I I
| I
| |
| I
| *BANK (1) |
+ CAR DEALER (2) |
| *PIZZERIA (3)

| I
| I
| I
| I
| I
| I
| I

WEB PAGE 505
EXCHANGE 501

WEB SERVER 104

FIG. 5C



5,987,500

Sheet 8 of 13

Nov. 16,1999

U.S. Patent

75}

AdOLISOd3Y
v.lvd

«301440 X0V,
ANVE

—_—e— o e e e e = e = = e e e e = = e

ac ‘oia

PO H3AHIS g3m

002 W3 LSAS H3LNdINOD

015 (1) Nvg

JHOMSSYd
JAVN

INNODJY ONIMOIHO

R

|
_

<——Fg- (INve-=
_

| LN3DV -INIWIOYNYI |

INTITO N

S

001
H3sN



U.S. Patent Nov. 16,1999 Sheet 9 of 13 5,987,500

BANK
b x
// \\
p WEB PAGE 104 N
/ \\
¥ N
N
'Y

w—

T - CAR

—~~——_,| DEALER

WEB PAGE 560

FilG. oE



5,987,500

Sheet 10 of 13

Nov. 16, 1999

U.S. Patent

V9 “ODiA

LJ3INHILNI
J

IOV gIM, |

B
e _ _
.

T 7 _ | 0 Inzo_zo:n_n_(
! LNBoY ! sy |
TN | I
|||||||| — T%moz%oxw s |
_



U.S. Patent ~ Nov. 16,1999 Sheet 11 of 13 5,987,500

WEB SERVER
(NODE)
[
123.123.123.123
» OTHER
OBJECTS
OBJECT 1 OBJECT3
123.123.123.123.1 123123.123.123.3
\{
OBJECT 2
123.123.123.123.2

FiG. GIB



U.S. Patent Nov. 16, 1999 Sheet 12 of 13 5,987,500

/ VAN SWITCH 520

BOUNDARY
SERVICE

MANAGEMENT
SERVICE

APPLICATION
SERVICE

FIG. 7



U.S. Patent Nov. 16,1999 Sheet 13 of 13 5,987,500

USER CONNECTS TO WEB SERVER H/ 802
RUNNING AN EXCHANGE

Y

USER ISSUES REQUESTFOR | s8¢
TRANSACTIONAL APPLICATION

v

WEB SERVER HANDS OFF |s— 808
REQUEST TO EXCHANGE

v

EXCHANGE ACTIVATES GRAPHICAL USER  |s— 808
INTERFACE TO PRESENT USER WITH LAST
OF POSy APPLICATION OPTIONS

v

USER MAKES REQUEST FRoM |~ 810
POSyc APPLICATION LIST

v

SWITCHING COMPONENT IN EXCHANGE | 5 812
SWITCHES USER TO
SELECTED POSyc APPLICATION

v

OBJECT ROUTING COMPONENT |« 8%
EXECUTES USER'S REQUEST

v

DATA RETRIEVED FROM DATA |5~ 816
REPOSITORY VIA TMP

v

USER CONTINUES TRANSACTION | s 818
(OPTIONAL) OR ENDS TRANSACTION

{

FiG. 8




5,987,500

1

VALUE-ADDED NETWORK SYSTEM FOR
ENABLING REAL-TIME, BY-DIRECTIONAL
TRANSACTIONS ON A NETWORK

RELATED APPLICATIONS

This is a divisional of application Ser. No. 08/700,726,
filed Aug. 5, 1996, now U.S. Pat. No. 5,778,178.

FIELD OF THE INVENTION

The present invention relates to the area of Internet
communications. Specifically, the present invention relates
to a method and apparatus for configurable value-added
network switching and object routing.

BACKGROUND OF THE INVENTION

With the Internet and the World Wide Web (“the Web™)
evolving rapidly as a viable consumer medium for electronic
commerce, new on-line services are emerging to fill the
peeds of on-line users. An Internet user today can browse on
the Web via the use of a Web browser. Web browsers are
software interfaces that run on Web clients to allow access
to Web servers via a simple user interface. A Web user’s
capabilities today from a Web browser are, however,
extremely limited. The user can perform one-way, browse-
only interactions. Additionally, the user has limited
“deferred” transactional capabilities, namely electronic mail
(e-mail) capabilities. E-mail capabilities are referred to as
“deferred transactions” because the consumer’s request is
not processed until the e-mail is received, read, and the
person or system reading the e-mail executes the transaction.
This transaction is thus not performed in real-time.

FIG. 1A illustrates typical user interactions on the Web
today. User 100 sends out a request from Web browser 102
in the form of a universal resource locator (URL) 101 in the
following manner: hitp://www.car.com. URL 101 is pro-
cessed by Web browser 102 that determines the URL cor-
responds to car dealer Web page 105, on car dealer Web
server 104. Web browser 102 then establishes browse link
103 to car dealer Web page 105. User 100 can browse Web
page 105 and select “hot links” to jump to other locations in
Web page 105, or to move to other Web pages on the Web.
This interaction is typically a browse-only interaction.
Under limited circumstances, the user may be able to fill out
‘a form on car dealer Web page 105, and e-mail the form to
car dealer Web server 104. This interaction is still strictly a
one-way browse mode communications link, with the e-mail
providing limited, deferred transactional capabilities.

Under limited circumstances, a user may have access to
two-way services on the Web via Common Gateway Inter-
face (CGI) applications. CGI is a standard interface for
running external programs on a Web server. It allows Web
servers to creale documents dynamically when the server
receives a request from the Web browser. When the Web
server receives a request for a document, the Web server
dynamically executes the appropriate CGI script and trans-
mits the output of the execution back to the requesting Web
browser. This interaction can thus be termed a “two-way”
transaction. It is a severely limited transaction, however,
because each CGI application is customized for a particular
type of application or service.

For example, as illustrated in FIG. 1B, user 100 may
access bank 150’s Web server and attempt to perform
transactions on checking account 152 and to make a pay-
ment on loan account 154. In order for user 100 to access
checking account 152 and loan account 154 on the Web, CGI
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application scripts must be created for each account, as
illustrated in FIG. 1B. The bank thus has to create individual
scripts for each of its services to offer users access to these
services. User 100 can then interact in a limited fashion with
these individual applications. Creating and managing indi-
vidual CGI scripts for each service is not a viable solution
for merchants with a large number of services.

As the Web expands and electronic commerce becomes
more desirable, the need increases for robust, real-time,
bi-directional transactional capabilities on the Web. A true
real-time, bi-directional transaction would allow a user to
connect 1o a variety of services on the Web, and perform
real-time transactions on those services. For example,
although user 100 can browse car dealer Web page 105
today, the user cannot purchase the car, negotiate a car loan
or perform other types of real-time, two-way transactions
that he can perform with a live salesperson at the car
dealership. Ideally, user 100 in FIG. 1A would be able to
access car dealer Web page 105, select specific transactions
that he desires to perform, such as purchase a car, and
perform the purchase in real-time, with two-way interaction
capabilities. CGI applications provide user 100 with a lim-
ited ability for two-way interaction with car dealer Web page
105, but due to the lack of interaclion and management
between the car dealer and the bank, he will not be able to
obtain a loan and complete the purchase of the car via a CGI
application. The ability to complete robust real-time, two-
way transactions is thus not truly available on the Web today.

SUMMARY OF THE INVENTION

It is therefore an object of the present invention to provide
a method and apparatus for providing real-time, two-way
transactional capabilities on the Web. Specifically, one
embodiment of the present invention discloses a config-
urable value-added network switch for enabling real-time
transactions on the World Wide Web. The configurable value
added network switch comprises means for switching to a
transactional application in response to a user specification
from a World Wide Web application, means for transmitting
a transaction request from the transactional application, and
means for processing the transaction request.

According to another aspect of the present invention, a
method and apparatus for enabling object routing on the
World Wide Web is disclosed. The method for enabling
object routing comprises the steps of creating a virtual
information store containing information entries and
attributes, associating each of the information entries and the
altributes with an object identity, and assigning a unique
network address 1o each of the object identities.

Other objects, features and advantages of the present
invention will be apparent from the accompanying drawings
and from the detailed description.

. BRIEF DESCRIPTION OF THE DRAWINGS

The features and advantages of the present invention will
be apparent from the accompanying drawings and from the
detailed description of the present invention as set forth
below.

FIG. 1A is an illustration of a current user’s browse
capabilities on the Web via a Web browser.

FIG. 1B is an illustration of a current user’s capabilities
to perform limited transactions on the Web via CGI appli-
cations.

FIG. 2 illustrates a typical computer system on which the
present invention may be utilized.
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FIG. 3 illustrates the Open Systems Interconnection (OSI)

Model.
FIG. 4A illustrates conceptually the user value chain as it
exists today.

FIG. 4B illustrates one embodiment of the present inven-
tion.

FIG. 5A illustrates a user accessing a Web server includ-
ing one embodiment of the present invention.

FIG. 5B illustrates the exchange component according to
one embodiment of the present invention.

FIG. 5C illustrates an example of a point-of-service
(POSvc) application list.

FIG. 5D illustrates a user selecting a bank POSvc appli-
cation from the POSve application list.

FIG. 5E illustrates a three-way transaction according to
one embodiment of the present invention.

FIG. 6A illustrates a value-added network (VAN) switch.

FIG. 6B illustrates the hierarchical addressing tree struc-
ture of the networked objects in DOLSIBs.

FIG. 7 illustrates conceptually the layered architecture of
a VAN switch.

FIG. 8 is a flow diagram illustrating one embodiment of
the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

The present invention relates to a method and apparatus
for configurable value-added network switching and object
routing and management. “Web browser” as used in the
context of the present specification includes conventional
Web browsers such as NCSA Mosaic™ from NCSA and
Netscape Mosaic™ from Netscape™. The present invention
is independent of the Web browser being utilized and the
user can use any Web browser, without modifications to the
Web browser. In the following detailed description, numer-
ous specific details are set forth in order to provide a
thorough understanding of the present invention. It will be
apparent to one of ordinary skill in the art, however, that
these specific details need not be used to practice the present
invention. In other instances, well-known structures, inter-
faces and processes have not been shown in detail in order
not to unnecessarily obscure the present invention.

FIG. 2 illustrates a typical computer system 200 in which
the present invention operates. The preferred embodiment of
the present invention is implemented on an IBM™ Personal
Computer manufactured by IBM Corporation of Armonk,
N.Y. Alternate embodiments may be implemented on a
Macintosh™ computer manufactured by Apple™
Computer, Incorporated of Cupertino, Calif. It will be appar-
ent to those of ordinary skill in the art that other alternative
compuler system architectures may also be employed.

In general, such computer systems as illustrated by FIG.
2 comprise a bus 201 for communicating information, a
- processor 202 coupled with the bus 201 for processing
information, main memory 203 coupled with the bus 201 for
storing information and instructions for the processor 202, a
read-only memory 204 coupled with the bus 201 for storing
static information and instructions for the processor 202, a
display device 205 coupled with the bus 201 for displaying
information for a computer user, an input device 206
coupled with the bus 201 for communicating information
and command selections to the processor 202, and a mass
storage device 207, such as a magnetic disk and associated
disk drive, coupled with the bus 201 for storing information
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and instructions. A data storage medium 208 containing
digital information is configured to operate with mass stor-
age device 207 to allow processor 202 access to the digital
information on data storage medium 208 via bus 201.
Processor 202 may be any of a wide variety of general
Ppurpose processors or microprocessors such as the Pen-
tium™ microprocessor manufactured by Intel™ Corpora-
tion or the Motorola™ 68040 or Power PC™ brand micro-
processor manufactured by manufactured by Motorola™

_ Corporation. It will be apparent to those of ordinary skill in

the art, however, that other varieties of processors may also
be used in a particular computer system. Display device 205
may be a liquid crystal device, cathode ray tube (CRT), or
other suitable display device. Mass storage device 207 may
be a conventional hard disk drive, floppy disk drive,
CD-ROM drive, or other magnetic or optical dafa storage
device for reading and writing information stored on a hard
disk, a floppy disk, a CD-ROM a magnetic tape, or other
magnetic or optical data storage medium. Data storage
medium 208 may be a hard disk, a floppy disk, a CD-ROM,
a magnetic tape, or other magnetic or optical data storage
medium.

In general, processor 202 retrieves processing instructions
and data from a data storage medium 208 using mass storage
device 207 and downloads this information into random
access memory 203 for execution. Processor 202, then
executes an instruction stream from random access memory
203 or read-only memory 204. Command selections and
information input at input device 206 are used to direct the
flow of instructions executed by processor 202. Equivalent
input device 206 may also be a pointing device such as a
conventional mouse or trackball device. The results of this
processing execution are then displayed on display device
205.

The preferred embodiment of the present invention is
implemented as a software module, which may be executed
on a computer system such as computer system 200 in a
conventional manper. Using well known techniques, the
application software of the preferred embodiment is stored
on data storage medium 208 and subsequently loaded into
and executed within computer system 200. Once initiated,
the software of the preferred embodiment operates in the
manner described below.

FIG. 3 illustrates the Open Systems Interconnection (OSI)
reference model. OSI Model 300 is an international standard
that provides a common basis for the coordination of stan-
dards development, for the purpose of systems interconnec-
tion. The present invention is implemented to function as a
routing switch within the “application layer” of the OSI
model. The model defines seven layers, with each layer
communicating with its peer layer in another node through
the use of a protocol. Physical layer 301 is the lowest layer,
with responsibility to transmit unstructured bits across a
link. Data link layer 302 is the next layer above physical
layer 301. Data link layer 302 transmits chunks across the
link and deals with problems like checksumming to detect
data corruption, orderly coordination of the use of shared
media and addressing when multiple systems are reachable.
Network bridges operate within data link layer 302.

Network layer 303 enables any pair of systems in the
network fo communicate with each other. Network layer 303
contains hardware units such as routers, that handle routing,
packet fragmentation and reassembly of packets. Transport
layer 304 establishes a rcliable communication stream
between a pair of systems, dealing with errors such as lost
packets, duplicate packets, packet reordering and fragmen-
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tation. Session layer 305 offers services above the simple
communication stream provided by transport layer 304.
These services include dialog control and chaining. Presen-
tation layer 306 provides a means by which OSI compliant
applications can agree on representations for data. Finally,
application layer 307 includes services such as file transfer,
access and management services (FTAM), electronic mail
and virtual terminal (VT) services. Application layer 307
provides a means for application programs 1o access the OS]
environment. As described above, the present invention is
implemented to function as a routing switch in application
layer 307. Application layer routing creates an open channel
for the management, and the selective flow of data from
remote databases on a network.

A. Overview

FIG. 4A illustrates conceptually the user value chain as it
exists today. The user value chain in FIG. 4A depicts the
types of transactions that are performed today, and the
channels through which the transactions are performed. A
“transaction” for the purposes of the present invention
includes any type of commercial or other type of interaction
that a user may want to perform. Examples of transactions
include a deposit into a bank account, a request for a loan
from a bank, a purchase of a car from a car dealership or a
purchase of a car with financing from a bank. A large variety
of other transactions are also possible.

A typical user transaction today may involve user 100
walking into a bank or driving up to a teller machine, and
interacting with a live bank teller, or automated teller
machine (ATM) software applications. Alternatively, user
100 can perform the same transaction by using a personal
computer (PC), activating application software on his PC to
access his bank account, and dialing into the bank via a
modem line. If user 100 is a Web user, however, there is no
current mechanism for performing a robust, real-time trans-
action with the bank, as illustrated in FIG. 4A. CGI scripts
provide only limited two-way capabilities, as described
above. Thus, due to this lack of a robust mechanism by
which real-time Web transactions can be performed, the
bank is unable to be a true “Web merchant,” namely a
merchant capable of providing complete transactional ser-
vices on the Web.

According to one embodiment of the present invention, as
illustrated in FIG. 4B, each merchant that desires to be a
Web merchant can provide real-time transactional capabili-
ties to users who desire to access the merchants’ services via
the Web. This embodiment includes a service network
running on top of a facilities network, namely the Internet,
the Web or e-mail networks. For the purposes of this
application, users are described as utilizing PC’s to access
the Web via Web server “switching” sites. (Switching is
described in more detail below). Users may also utilize other
personal devices such as network computers or cellular
devices to access the merchants’ services via appropriate
switching sites. These switching sites include non-Web
network computer sites and cellular provider sites. Five
components interact to provide this service network
functionality, namely an exchange, an operator agent, a
management agent, a management manager and a graphical
user interface. All five components are described in more
detail below.

As illustrated in FIG. 5A, user 100 accesses Web server
104. Having accessed Web server 104, user 100 can decide
that he desires to perform real-time transactions. When Web
server 104 receives user 100°s indication that he desires to
perform real-time transactions, the request is handed over to
an exchange component. Thus, from Web page 103, for
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example, user 100 can select button 500, entitled “Transac-
tions” and Web server 104 hands user 160’s request over to
the exchange component. The button and the title can be
replaced by any mechanism that can instruct a Web server to
hand over the consumer’s request to the exchange compo-
nent.

FIG. 5B illusirates exchange 501. Exchange 501 com-
prises Web page 505 and point-of-service (POSvc) applica-
tions 510. Exchange 501 also conceptually includes a
switching component and an object routing component
(described in more detail below). POSve applications 510
are transactional applications, namely applications that are
designed to incorporate and take advantage of the capabili-
ties provided by the present invention. Although exchange
501 is depicted as residing on Web server 104, the exchange
can also reside on a separate computer system that resides on
the Internet and has an Internet address. Exchange 501 may
also include operator agent 503 that interacts with a man-
agement manager (described in more detail below).
Exchange 501 creates and allows for the management (or
distributed control) of a service network, operating within
the boundaries of an IP-based facilities network. Thus,
exchange 501 and a management agent component,
described in more detail below, under the headings “VAN
Switch and Object Routing,” together perform the
switching, object routing, application and service manage-
ment functions according to one embodiment of the present
invention.

Exchange 501 processes the consumer’s request and
displays an exchange Web page 505 that includes a list of
POSvc applications 510 accessible by exchange 501. A
POSvc application is an application that can execute the type
of transaction that the user may be interested in performing.
The POSve list is displayed via the graphical user interface
component. One embodiment of the present invention sup-
ports HyperText Markup Language as the graphical user
interface component. Virtual Reality Markup Language and
Java™ are also supported by this embodiment. A variety of
other graphical user interface standards can also be utilized
to implement the graphical user interface.

An example of a POSvc application list is illustrated in
FIG. 5C. User 100 can thus select from POSvc applications
Bank 510(1), Car Dealer 510(2) or Pizzeria 510(3). Numer-
ous other POSvc applications can also be included in this
selection. If user 100 desires to perform a number of banking
transactions, and selects the Bank application, a Bank
POSvc application will be activated and presented to user
100, as illustrated in FIG. 5D. For the purposes of
illustration, exchange 501 in FIG. 5D is shown as running on
a different computer system (Web server 104) from the
computer systems of the Web merchants running POSve
applications (computer system 200). Exchange 501 may,
however, also be on the same computer system as one or
more of the computer systems of the Web merchants.

Once Bank POSvc application 510 has been activated,
user 100 will be able to connect to Bank services and utilize
the application to perform banking transactions, thus access-
ing data from a host or data repository 575 in the Bank
“Back Office.” The Bank Back Office comprises legacy
databases and other data repositories that are utilized by the
Bank to store its data. This connection between user 100 and
Bank services is managed by exchange 501. As illustrated in
FIG. 5D, once the connection is made between Bank POSve
application 510(1), for example, and Bank services, an
operator agent on Web server 104 may be activated to ensure
the availability of distributed functions and capabilities.

Each Web merchant may choose the types of services that
it would like to offer its clients. In this example, if Bank
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decided to include in their POSvc application access to
checking and savings accounts, user 100 will be able to
perform real-time transactions against his checking and
savings accounts. Thus, if user 100 moves $500 from his
checking account into his savings account, the transaction
will be performed in real-time, in the same manner the
transaction would have been performed by a live teller at the
bank or an ATM machine. Therefore, unlike his prior access
lo his account, user 100 now has the capabilily to do more
than browse his bank account. The ability to perform these
types of robust, real-time transactions from a Web client is
a significant aspect of the present invention.

Bank can also decide to provide other types of services in
POSvc application 510(1). For example, Bank may agree
with Car dealership to allow Bank customers to purchase a
car from that dealer, request a car loan from Bank, and have
the entire transaction performed on the Web, as illustrated in
FIG. 5E. In this instance, the transactions are not merely
two-way, between the user and Bank, but three-way,
amongst the consumer, Bank and Car dealership. According
to one aspect of the present invention, this three-way trans-
action can be expanded to n-way transactions, where n
represents a predefermined number of merchants or other
service providers who have agreed to cooperate to provide
services to users. The present invention therefore allows for
“any-to-any” communication and transactions on the Web,
thus facilitating a large, flexible variety of robust, real-time
transactions on the Web.

Finally, Bank may also decide to provide intra-merchant
or intra-bank services, together with the inter-merchant
services described above. For example, if Bank creates a
POSvc application for use by the Bank Payroll department,
Bank may provide its own employees with a means for
submitting timecards for payroll processing by the Bank’s
Human Resources (HR) Department. An employee selects
the Bank HR POSvc application, and submits his timecard.
The employee’s timecard is processed by accessing the
employee’s payroll information, stored in the Bank’s Back
Office. The transaction is thus processed in real-time, and the
employee receives his paycheck immediately.

B. Van Switching and Object Routing

As described above, exchange 501 and management agent
601, illustrated in FIG. 6A, together constitute a value-added
network (VAN) switch. These two elements may take on
different roles as necessary, including peer-to-peer, client-
server or master-slave roles. Management manager 603 is
illustrated as residing on a separate computer system on the
Internet. Management manager 603 can, however, also
reside on the same machine as exchange 501. Management
manager 603 interacts with the operator agent 503 residing
on exchange 501.

VAN switch 520 provides multi-protocol object routing,
depending upon the specific VAN services chosen. This
multi-protocol object routing is provided via a proprietary
protocol, TransWeb™ Management Protocol (TMP). TMP
incorporates the same security features as the traditional
Simple Network Management Protocol, SNMP. It also
allows for the integration of other traditional security
mechanisms, including RSA security mechanisms.

One embodiment of the present invention utilizes TMP
and distributed on-line service information bases
(DOLSIBs) to perform object routing. Alternatively, TMP
~ can incorporate s-HTTP, Java™, the WinSock API or ORB
with DOLSIBs to perform object routing. DOLSIBs are
virtual information stores optimized for networking. All
information entries and attributes in 2 DOLSIB virtual
information store are associated with a networked object
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identity. The networked object identity identifies the infor-
mation entries and attributes in the DOLSIB as individual
networked objects, and each networked object is assigned an
Internet address. The Internet address is assigned based on
the TP address of the node at which the networked cbject
resides.

For example, in FIG. 5A, Web server 104 is a node on the
Internet, with an IP address. All networked object associated
with Web server 104 will therefore be assigned an Internet
address based on the Web server 104’s IP address. These
networked objects thus “branch” from the node, creating a
hierarchical tree structure. The Internet address for each
networked object in the trec essentially establishes the
individual object as an “IP-reachable” or accessible node on
the Internet. TMP utilizes this Internet address to uniquely
identify and access the object from the DOLSIB. FIG. 6B
illustrates an example of this hierarchical addressing tree
structure.

Each object in the DOLSIB has a name, a syntax and an
encoding. The name is an administratively assigned object
ID specifying an object type. The object type together with
the object instance serves to uniquely identify a specific
instantiation of the object. For example, if object 610 is
information about models of cars, then one instance of that
object would provide user 100 with information about a
specific model of the car while another instance would
provide information about a different model of the car. The
syntax of an object type defines the abstract data structure
corresponding to that object type. Encoding of objects
defines how the object is represented by the object type
syntax while being transmitted over the network.

C. Management and Administration

As described above, exchange 501 and management agent
601 together constitute a VAN switch. ‘FIG. 7 illustrates
conceptually the layered architecture of VAN switch 520.
Specifically, boundary service 701 provides the interfaces
between VAN switch 520, the Internet and the Web, and
multi-media end user devices such as PCs, televisions or
telephones. Boundary service 701 also provides the interface
to the on-line service provider. A user can connect to a local
application, namely one accessible via a local VAN switch,
or be rouled or “switched” to an application accessible via
a remote VAN switch. '

Switching service 702 is an OSI application layer switch.
Switching service 702 thus represents the core of the VAN
switch. It performs a number of tasks including the routing
of user connections to remote VAN switches, described in
the paragraph above, multiplexing and prioritization of
requests, and flow control. Switching service 702 also
facilitates open systems’ connectivity with both the Internet
(a public switched network) and private networks including
back office networks, such as banking networks. Intercon-
nected application layer switches form the application net-
work backbone. These switches are one significant aspect of
the present invention.

Management service 703 contains tools such as Informa-
tion Management Services (IMS) and application Network
Management Services (NMS). These tools are used by the
end users to manage petwork resources, including VAN
switches. Management service 703 also provides applica-
tions that perform Operations, Administration, Maintenance
& Provisioning (OAM&P) functions. These OAM&P func-
tions include security management, fault management, con-
figuration management, performance management and bill-
ing management. Providing OAM&P functions for
applications in this manner is another significant aspect of
the present invention.
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. Finally, application service 704 contains application pro-
grams that deliver customer services. Application service
704 includes POSvc applications such as Bank POSvc
described above, and illustrated in FIG. 6A. Other examples
of VAN services include multi-media messaging, archival/
retrieval management, directory services, data staging,
conferencing, financial services, home banking, risk man-
agement and a variety of other vertical services. Each VAN
service is designed to meet a particular set of requirements
related to performance, reliability, maintenance and ability
to handle expected traffic volume. Depending on the type of
service, the characteristics of the network elements will
differ. VAN service 704 provides a number of functions
including communications services for both management
and end users of the network and control for the user over
the user’s environment.
FIG. 8 is a flow diagram illustrating one embodiment of
the present invention. A user connects to a Web server
running an exchange component in step 802. In step 804, the
user issues a request for a transactional application, and the
web server hands off the request to an exchange in step 806.
The exchange activates a graphical user interface to present
user with a list of POSvc application options in step 808. In
step 810, the user makes a sclection from the POSvc
application list. In step 812, the switching component in the
exchange switches the user to the selected POSvc
application, and in step 814, the object routing component
executes the user’s request. Data is retrieved from the
appropriate data repository via TMP in step 816, and finally,
the user may optionally continue the transaction in step 818
or end the transaction.
Thus, a configurable value-added network switching and
object routing method and apparatus is disclosed. These
specific arrangements and methods described herein are
merely illustrative of the principles of the present invention.
Numerous modifications in form and detail may be made by
those of ordinary skill in the art without departing from the
scope of the present invention. Although this invention has
been shown in relation to a particular preferred embodiment,
it should not be considered so limited. Rather, the present
invention is limited only by the scope of the appended
claims.
We claim:
1. A configurable value-added network switch for
enabling real-time transactions on a network, said config-
urable value-added network switch compromising:
means for switching to a transactional application in
response to a user specification from a network
application, said transactional application providing a
user with a plurality of transactional services managed
by at least one value-added network service provider,
said value-added network service provider keeping a
transaction flow captive, said plurality of transactional
services being performed interactively and in real time;

means for transmitting a transaction request from said
transactional application; and

means for processing said transaction request.

2. The configurable value-added network switch as
claimed in claim 1 wherein said means for switching to a
transactional application further comprises:

means for receiving said user specification;

means for enabling a switch to said transactional appli-

cation; and

means for activating said transactional application.

3. The configurable value-added network switch as
claimed in claim 2 wherein said means for activating said
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transactional application further includes means for creating
a transaction link between said network application and said
transactional application. o

4. The configurable value-added network switch as
claimed in claim 2 wherein said means for receiving said
user specification further comprises:

means for presenting said user with a list of transactional
applications, each of said transactional application
being associated with a particular value-added network
service provider; and

means for submitting said user specification according to

a user’s selection of said transactional application from
said list of transactional applications.

5. The configurable value-added network switch as
claimed in claim 1 wherein said means for processing said
transaction request further comprises means for coupling
said means for transmitting to a host means.

6. The configurable value-added network switch as
claimed in claim 5 wherein said host means contains data
corresponding to said transaction request.

7. The configurable value-added network switch as
claimed in claim 1 wherein said value-added network ser-
vice providers cooperating to provide said plurality of
transactional services to users.

8. The configurable value-added network swilch as
claimed in claim 1 further comprising means for controlling
and prioritizing multiple transaction requests initiated by
various users.

9. The configurable value-added network switch as
claimed in claim 1 further comprising means for providing
security management, fault management, configuration
management, performance management and billing man-
agement.

10. A method for configuring a value-added network
switch for enabling real-time transactions on a network, said
method for configuring said value-added network switch
compromising the steps of:

switching to a transactional application in response to a

user specification from a network application, said
transactional application providing a user with a plu-
rality of transactional services managed by at least one
value-added network service provider, said value-
added network service provider keeping a transaction
flow captive, said plurality of transactional services
being performed interactively and in real time;
transmitting a transaction request from said transactional
application; and processing said transaction request.

11. The method for configuring said value-added network
switch as claimed in claim 10 wherein said step of switching
to a transactional application further comprises the steps of:

receiving said user specification;

enabling a switch to said transactional application; and

activating said transactional application.

12. The method for configuring said value-added network
switch as claimed in claim 11 wherein said step of activating
said (ransactional application further includes a step of
creating a transaction link between said network application
and said transactional application.

13. The method for configuring said value-added network
switch as claimed in claim 11 further comprising the steps
of:

controlling security;

performing fault management;

providing configuration management;

managing performance; and
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enabling billing management.

14. The method for configuring said value-added network
switch as claimed in claim 11 wherein said step of receiving
said user specification further comprises steps of:

presenting said user with a list of transactional
applications, each of said transactional application
being associated with a particular Internet service pro-
vider; and

submitting said user specification according to a user’s

selection of said transactional application from said list
of transactional applications.

15. The method for configuring said value-added network
switch as claimed in claim 10 wherein said step of process-
ing said transaction request further comprises the step of
transmitting said transaction request to a host means.

16. The method for configuring said value-added network
switch as claimed in claim 15 wherein said host means
contains data corresponding to said transaction request.

17. The method for configuring said value-added network
switch as claimed in claim 10 wherein said value-added
network service providers cooperate to provide said plurality
of transactional services to said user.

18. The method for configuring said value-added network
switch as claimed in claim 10 further comprising the step of
controlling and prioritizing multiple transaction requests
initiated by various users.

19. A method for enabling object routing on a network,
said method for enabling object routing comprising the steps
of:

associating an object identity with information entries and

attributes, wherein the object identity represents a net-
worked object;

storing said information enfries and said attributes in a

virtual information store; and

assigning a unique network address to said object identity.

20. The method in claim 19 wherein said step of associ-
ating said object identity with said information entries and
said attributes in said virtual information store further
includes the step of associating a name, a syntax and an
encoding for said object identity.

21. The method in claim 20 wherein said name associated
with said object identity specifies an object type.

22. The method in claim 21 wherein said object type and
an object instance uniquely identify an instantiation of said
object type.

23. The method in claim 22 wherein said syntax defines
a data structure for said object type.

24. The method in claim 19 further comprising the step of
utilizing said unique network address to identify and route
said object identity on the network.

25. The method in claim 19 further comprising the step of
utilizing said unique network address to identify and route
said object identity on the Internet.

26. The method in claim 19 further comprising the step of
utilizing said unique network address of said object identity
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to perform Operations, Administration, Maintenance & Pro-
visioning (OAM&P) functions.
27. An object router on a network, said object router
comprising:
means for associating an object identity with information
entries and attributes, wherein the object identity rep-
resents a networked object;

means for storing said information entries and said
attributes in a virtual information store; and

means for assigning a unique network address to said

object identity.

28. The object router in claim 27 wherein said means for
associating said object identity with said information entries
and said attributes in said virtual information store further
includes means for associating a name, a syntax and an
encoding for said object identity.

29. The object router in claim 28 wherein said name of
said object identity specifies an object type.

30. The object router in claim 29 wherein said object type
and an object instance uniquely identify an instantiation of
said object type.

31. The object router in claim 30 wherein said syntax
defines a data structure for said object type.

32. The object router in claim 27 further comprising
means for utilizing said unique network address to identify
and route said object identity on the network.

33. The object router in claim 27 further comprising
means for utilizing said unique network address to identify
and route said object identity on the Internet.

34. The object router in claim 27 further comprising the
step of utilizing said unique network address of said object
identity to perform Operations, Administration, Mainte-
nance & Provisioning (OAM&P) functions.

35. A configurable value-added network system for
enabling real-time transactions on a network, said config-
urable value-added network system comprising:

means for switching to a transactional application in
response to a user specification from a network
application, said (ransactional application providing a
user with a plurality of transactional services managed
by at least one value-added network service provider,
said value-added network service provider keeping a
transaction flow captive, said plurality of transactional
services being performed interactively and in real time;

means for activating an agent to create a transaction link
between said user application and said transactional
application;

means for transmitting a transaction request from said
transactional application; and

a host means for processing said transaction request and
retrieving data corresponding to said transaction
request.



EXHIBIT B



a» United States Patent

Arunachalam

US008037158B2

US 8,037,158 B2
Oct. 11, 2011

(10) Patent No.:
(45) Date of Patent:

(54) MULTIMEDIA TRANSACTIONAL SERVICES

(76) Inventor: Lakshmi Arunachalam, Menlo Park,
CA (US)

(*) Notice:  Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 184 days.

(21) Appl. No.: 11/980,185

(22) Filed:  Oct. 30,2007

(65) Prior Publication Data
US 2008/0091801 Al Apr. 17, 2008

Related U.S. Application Data

(60) Continuvation-in-part of application No. 09/792,323,
filed on Feb. 23, 2001, now Pat. No. 7,340,506, which
is a continuation-in-part of application No.
08/879,958, filed on Jun. 20, 1997, now Pat. No.
5,987,500, which is a division of application No.
08/700,726, filed on Aug. 5, 1996, now Pat. No.

5,778,178.
(60) Provisional application No. 60/006,634, filed on Nov.
13, 1995.
(51) Int.CL
GO6F 13/00 (2006.01)
(52) US.CL ..o, 709/219; 709/225; 709/229
(58) Field of Classification Search .................. 709/217,
709/219, 223, 225,227, 229, 250; 719/328,

719/329
See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS

4,829,372 A 5/1989 McCalley et al.
4,851,988 A 7/1989 Trottier et al.
4,984,155 A 1/1991 Geier et al.

T
| MANAGEMENT- AGENT

USER
100

WEB SEAVER 104

5,125,091 A 6/1992 Staas et al.
5,148,474 A 9/1992 Haralambopoulos et al.
5,159,632 A 10/1992 Crandall
5,231,566 A 7/1993 Blutinger et al.
5,239,662 A 8/1993 Danielson et al.
5,285,383 A 2/1994 Lindsey et al.
5,297,249 A 3/1994 Bemnstein et al.
5,329,589 A 7/1994 Fraseret al.
5,329,619 A 7/1994 Page et al.
5,347,632 A 9/1994 Filepp et al.

- 5,367,635 A 11/1994 Bauer et al.
5,383,113 A 1/1995 Kight et al.
5,404,523 A 4/1995 DellaFera
5,408,619 A 4/1995 Oran
5,414,812 A 5/1995 Filip et al.
5,428,792 A 6/1995 Conner et al.
5,432,937 A 7/1995 Tevanian et al.

(Continued)
FOREIGN PATENT DOCUMENTS
WO 97/18515 Al 5/1997
(Continued)
OTHER PUBLICATIONS

Assign Inter Partes Reexin, Jan. 10, 2009, USPTO.
‘ (Continued)

Primary Examiner — Viet Vu

(57) ABSTRACT

The present invention provides a method and apparatus for
providing real-time, two-way transactional capabilities on the
Web. Specifically, one embodiment of the present invention
discloses a method for enabling object routing, the method
comprising the steps of creating a virtual information store
containing information entries and attributes associating each
of the information entries and the attributes with an object
identity, and assigning a unique network address to each of
the object identities. A method is also disclosed for enabling
service management of the value-added network service, to
perform OAM&P functions on the services network.

11 Claims, 13 Drawing Sheets

BANK
"BACK OFFICE"

COMPUTER SYSTEM 200

CHECKING ACCOUNT

NAME
PASSWORD

DATA
REPOSITORY
575

|

e e em e e e ah . o e e e e a
|
Y



US 8,037,158 B2

Page 2

U.S. PATENT DOCUMENTS 5909492 A 6/1999 Paynectal.
434970 A 1995 Touksetal 5010987 A 6/1999 Ginter et al.
5440744 A 8/1995 Jacobson et al. Tosroer A G199 Cuptact a.
5442771 A 8/1995 Fileppetal. 5056400 A 9/1090 Chamoxstil
5442791 A 8/1995 Wrabetzetal. 3930505 A 911900 Feommetal
5,444,192 A 8/1995 Shetye et al. 5,958,004 A 9/1999 Helland 1
5446806 A 81995 Hegarty ctal. e o andetal
Ta52an A /1995 NiLoart ot al 5,960,411 A 9/1999 Hartman et al.
5455903 A 10/1995 Jolissaint et al. P reet Anunachalam
5475819 A 12/1995 Miller et al. oo 709/203 COIA651 A 172000 Coamet®
5,491,800 A 2/1996 Goldsmiﬂ: eta]. 6’014’666 A 1/2000 HrﬁNc{ al i
5517645 A 5/1996 Stutz ctal. 6049755 A 4000 Grrseral
5519.868 A 5/1996 Allen et al. 6040810 A 4/2000 Buckle et al
5537464 A 7/1996 Tewisctal. 6055514 A 42000 Wrem
5539.000 A 7/1996 Tanaka et al. 6055367 A 42000 Garesan et al
5557780 A 9/1996 Edwards et al. QO3 A 62000 Disanetal
5560005 A 9/1996 Hoover et al. 6092053 A 72000 Boosh etal
5577.251 A 11/1996 Hamilton et al. 6094673 A 72000 Dimaal
5,590,197 A 12/1996 Chen o1, i et al.
5502378 A 1/1997 Cameron et al 6.101482 A /2000 DiAngelo et al.
5,604’905 N /1997 Tevanian eta.l.. 6,101,527 A 8/2000 Lejeune et al.
5613148 A 3/1997 Bezviner et al. Clatias i oabe0 Carlinetal
5,664,111 A 9/1997 Nahan et al. 6’125,352 A 9/2000 Fraokli 1
5667708 A 9/1997 Glass o pan . etal
SOTS A oheor Glass 6.128315 A 10/2000 Takenchi
5677708 A 10/1997 Mathews cf al. Slapoad A 102000 opnd ef al.
5,694,549 A 12/1997 Calin et al. 6,145, ;
5703344 A * 12/1997 Bezyetal. o, 235379 (145,090 A 1172000 Yamaguchi et al.
5706442 A 1/1998 Anderson et al. O o1 22001 Rangarajan ctal.
5708780 A 1/1998 Levergood ct al. 020599 Bl aoo1 Buskens ot ol
5710.887 A 1/1998 Chelliah ef al. 6212556 Bl 4200] Acoehaln
5712913 A 1/1998 Chaum 517, Arunachalam
ST2913 A 11998 Chaum 6.212.634 Bl 42001 Gerr, Ir. et al.
STIS314 A 21998 Paymoctal, 6249291 BL*  6/2001 Popp etal. o 345/473
704424 A 31998 Gifford 6,279,001 B1* 82001 DeBettencourtetal. .......... 1/1
STAAU A Y1998 Gifford 6289322 Bl /2001 Kitchen et al.
$742762 A 471998 Scholletal. 6.295.522 Bl 9/2001 Boesch
T8 A 41998 Gemnaro 6,301,601 Bl  10/2001 Helland et al.
5,754,939 “ 51098 Herzotal 6,327,577 B1  12/20001 Garrison ef al.
$754939 A §11998 Herzetal 6.327.579 Bl 122001 Crawford
STTOIT A 1998 Rosectal, 6334116 Bl 122001 Ganesan et al.
g3 A 31098 Ga_rggeret;ﬂ 6,360,262 Bl 3/2002 Guenthner et al.
3758321 A 5/1998 Gardnerctal. 6.363.362 BL  3/2002 Burfield et al.
5774670 A *  6/1998 Montulli ... 709/227 o B 52002 Crawford
5778178 A 7/1998 Arunachalam ped amache et al.
5,780,780 “ 21998 Ahmed 6,457,066 Bl 9/2002 Mein et al.
S780.780 A T/1998 Abmed 6,473,740 B2 1012002 Cockril ef al.
5793,964 A * 8/1998 Rogersetal. ... 709/202 AT Tos Bl 1012002 Al Ghosein et al.
5704221 A $/1998 Egendor s ol oo Go ertson etal. ........... 715/776
5794234 A 8/1998 Church et al. 6553427 Bl 43003 Choom wal
5800483 A 9/1998 Broka et al. €92607 Bl 63003 Commerdl
5812779 A 9/1998 Ciscon etal. 6625581 Bl 93003 popretal
5,822,569 A 10/1998 McPartlan et al. 6,678,664 Bl 1/2004 Ganesan
5826085 A 10/1998 Bennett et al. 6.678.696 Bl 1/2004 Helland et al
5,826,241 A 10/1998 Stein et al. 6,714’962 Bl 3/2004 Hena.ndeta.
5,828,666 A 10/1998 Focsaneanu et al. 6.839.677 B2 1/2005 Meaﬂe]m t al
5835726 A 11/1998 Shwed 6850996 B2 22005 Wamner
5845061 A 12/1998 Miyamoto et al. 6856974 BL 22003 Garosan et al
5845073 A 12/1998 Carlin et al. €931l Bl 82005 cotesanetal
5845265 A 12/1998 Woolston Co32. : Moo
5856.974 A 1/1999 Gervais et al. s oS B 355882 g:,g;ﬁtf "1
5859978 A 1/1999 Sonderegger etal. ....... 700/226 7076784 Bl 72006 Russelletel
5864866 A 1/1999 Henckel ct al 7080051 BI 72008 Craowford
5870473 A 2/1999 Boesch et al. 7107244 B2 92006 Rioht otal
5870724 A 2/1999 Lawlorctal. 71200602 B2 102006 Kichen o al
5873.072 A 2/1999 Kightct al. 7146338 By 1272006 Kiht it
5873.093 A 2/1999 Williamson et al. 7175074 B2 32007 Miissonsl
5878140 A 3/1999 Chaum " Jlas S
5!878,141 “ 3/1999 Daly etal 7,177,846 B2 2/2007 Moenickheim et al.
5878403 A  3/1999 DeFrancesco et al. 7.213,003 B 512007 Kight etal.
SR Yiseo Derran 7,240,031 Bl 7/2007 Kight etal.
5880957 A 3/1999 Ratner et al. 7,251,656 B2 7/2007 Keown et al.
5:890:137 A 3/1999 Koreeda 7,296,004 Bl  11/2007 Garrison et al.
5.800.161 A 3/1999 Helland et al. 7,302,408 B2  11/2007 Engdahl et al.
502820 A 4/196 Temer 7302411 B2 11/2007 Ganesan et al.
5893076 A 4/1999 Hafner et al. 7330.831 B2 22008 Biondi ctal.
5895454 A 4/1999 Harringfon 7334128 B2 22008 Ganesan et al.
5,897,621 A 4/1999 Boesch et al. 7,340,506 B2 3/2008 Arunachalam
5001228 A 5/1999 Crawford 7.366,696 Bl 42008 Ganesan et al.



US 8,037,158 B2
Page 3

7,366,697 B2 4/2008 Kitchen et al.
7,383,226 B2 6/2008 Kight et al.

7,389,514 B2 6/2008 Russell et al.
7,392,223 Bl 6/2008 Ganesan et al.
7,395,243 Bl 7/2008 Zielke et al.
7,395,319 B2 7/2008 Harris et al.
7,451,400 B2  11/2008 Bales
7,590,550 B2 9/2009 Schoenberg
7,600,027 B2  10/2009 Yan
2001/0037318 Al  11/2001 Lindskog
2002/0062218 Al 5/2002 Pianin

2002/0152200 Al
2003/0069922 Al
2008/0091801 Al
2009/0094347 Al

10/2002 Krichilsky et al.
4/2003 Arunachalam
4/2008 Arunachalam
4/2009 Ting

FOREIGN PATENT DOCUMENTS
WO WO 97/18515 5/1997
WO 00/63781 Al  10/2000
OTHER PUBLICATIONS

Req Inter Partes Reexam, Dec. 19, 2009, Microsoft Corp.
Appendices A-C Related interpartes reexam U.S. Appl. No.
95/001,129, Dec. 19, 200.
Part of U.S. Appl. No. 08/168,519 file Ex. 5, U.S. Appl. No.
95/001,129, Dec. 16, 1993.
A Cobra Based Framework—Arshad et al 1999.
Generic Mgt Info Base Browser—Pavlou et al.
Hetro Distrib Info System—Chung et al 1995.
Agent Based System—Internet Based—Ehikioya 1999.
Broadvision 1-1 Dev. Guide—1995 Contents Only—vii.
Broadvision—PGM Ref 1995 pp. 4-5, 21, 30, 973
Broadvision—Tech Overview 1995 pp. 1-3.
Database Access Intel-Networks—Raatykainen P-1.
802.3 Repeater Devices 1992 pp. 1-3,
ERP Meets Web E-Commerce 1998 P-1.
Microsoft Transaction Server—Limprecht 1997.
Netbill—Protocol P-1 Tygar.
OBJ Oriented—Hyper G-MSWindows—Contents & p. 3.
Dialog Web—M. Hickey 1994 P-1.
Transaction Internet Protocol—Vogler et al. 1999,
RFC 1065, 1988, Network Working Group.
RFC 1318, 1992, Network Working Group.
RFC 1283, 1991, Network Working Group.
RFC 1516, 1993, Network Working Group.
Lamond, Keith, “Credit Card Transactions Real World and Online”
http://www.virtualshcool.edu/mon/ElectronProperty/klamond/
credit_card/htm, pp. 1-16, 1996.
Cox, Benjamin et al., “Netbill Security and Transaction Protocol”,
Carnegie Millon University, Pittsburgh, PA 15212-3890.
“Tymnet”, Wikipedia, the free encyclopedia, http://en.wikipedia.org/
wiki/tymnet, May 2007.
Hickey, “Shopping at Home: One Modem Line, No Waiting”, Home
PC, Dec. 1, 1994, p. 307, Dialog, File 647, Acc# 01038162
Lang, “Cashing in: The Rush is on to Buy and Sell on the Internet but
Conflicting Schemes Leave Marketers on Sidelines for Now”, Adver-
tising Age, Dec. 19, 1994, p. 11, Dialog File 16, Acc# 05419137.
Banks, Michael A., “America Online: A Graphics-based Success”,
Link-Up, Jan./Feb. 1992.
“Hot Jave”, Wikipeda, the free encycliopedia, http://en.wikipedia.
org/wiki/HotJava, May 2007.
Lichty, Tom, “Aerica Online tour Guide”, MacIntosh Edition, Ver-
sion 2, Preface, Chapter 1, Ventanna Press, 1992.
Lichty, Tom, “America Online tour Guide”, MacIntosh Edition, Ver-
sion 2, Preface, Chapter 3, Ventanna Press, 1992.
Lichty, Tom, “America Online tour Guide”, MaclIntosh Edition, Ver-
sion 2, Preface, Chapter 8, Ventanna Press, 1992.
Lichty, Tom, “America Online tour Guide”, MacIntosh Edition, Ver-
sion 2, Preface, Chapter 10, Ventanna Press, 1992.
Broadvision One-to-One Developer’s Guide, p. vii.
Broadvision One-to-One Installation & Systemn AdminGuide.
Broadvision One-to-One Technical Overview, pp. 1-3.

. Broadvision One-to-One Dynamic Command CTR User’S Guide.

Prodigy Made East 2nd Ed.

Computer Networks—Sys Approach Peterson & Davie.
Untangling the World-Wide-Web Relihan, Cahill & Hinchey.

The Simple Book—An Intro to Internet Management.

Google Groups Comp. Doc—RFC’s 1212 1213 on Concise Defini-
tions MIB and MIB 1I.

Small Talk Object Model http://www.objs.com/x3h7/smalltalk htm.
A Protocol&Server for a Distrib—Digital Tech Report Library.
Distributed Applications in a Hypermedia Setting—Bharat &
Gardelli. )

Dienst: Implementation Ref Manual Lagoze, Shaw, Davis & Krafft.
Object Wrapping for (www/Edwards, 1995.

Understanding DCE Chaps 1-3 DCE—The Network as Computer
Etc.

Visual Obliq—JXI for Bldg Distrib Multi-User Apps by Direct
Manipulation Bharat & Brown.

Using the Web as a Survey Tool Pitkow & Recker.

Compuserve for Windows Banks.

Distributed Object Technology in Financial Service Industry Sun
Microsystems. .

Businesswire-—Open Market Releases.

Distributed Computing—A Practical Synthesis—UMAR.
Orbix—Programmer’s Guide Iona Technologies Ltd.

Travel Services—Join Compuserve & See the World, 1987.

Order Granting Defendant’s Motion to Dismiss—Northern District
of California Feb. 17, 2009.

Microsoft Corporation’s Notice of Motion and Motion for Leave to
Amend (Complaint) US District Cowrt—Northern District of Cali-
fornia.

Dr. Gui on Components, COM, and ATL Part I: You're Gonna Do
Com?, , Feb. 2, 1998, http://msdn.microsoft.com/library/welcome/
dsmsdn/msda-drguion020298 htm, Part 2: Basics of COM, Feb. 9,
1998,  http://msdn.microsoft.com/library/welcome/dsmsdn/msdn-
drguion020298 htm, Part 3: Getting Objects and Interfaces, Feb. 23,
1998,  hitp://msdn.microsoft.com/library/welcome/dsmsdn/msdn-
drguion020298 htm, Part 4: The Class Object and Class Factory, Mar.
2, 1998, hitp://msdn.microsoft.com/library/welcome/dsmsdn/msdn-
drguion020298 htm, Part 5: Implementing an Object, Mar. 30, 1998,
http://msdn.microsoft.com/library/welcome/dsmsdn/msdn-
drguion020298.htm, Part 6: Using our COM Object in Visual
Basic . . ., Apr. 27, 1998, http://msdn.microsoft.comv/library/wel-
come/dsmsdn/msdn-drguion020298 htm, Part 7: Using our Object
from Visual C++, May 29, 1998, http://msdn.microsoft.com/library/
welcome/dsmsdn/msdn-drguion020298 htm, Part 8: Get Smart!
Using our COM Object . ..., Jul. 30, 1998 http://msdn.microsoft.com/
library/welcome/dsmsdn/msdn-drguion020298 htm.
Microsoftcom.news Dr. GUI’s Gentle Guide to COM, Nov. 1, 1999,
http://www.microsoft.com/Com/news/drgui.asp.

Taking the Splash Diving into ISAPI Programming, Jan. 1997, Chris-
tian Gross http://www.microsoft.com/mind/0197/isapi.htm.
Chapter 1, NSAPI Basics, Dec. 22, 1997, hitp://developer.netscape.
com/docs/manuals/enterprise/nsapi/svrop.htm.

The Common Gateway Interface, retrieved May 22, 2001, http://
hoohoanesa.uinc.edw/cgi/primerhtml.

Open Market Content—Driven eBusiness Solutions, Retrieved May
15, 2001, http://www.openmarket.com/cgi-bin/gx.cgi/
AppLogic+ETContentServer?pagename= FutureTense/Apps/
Xcelerate/View6c=Collec....

OpenMarket Content Server, May 15, 2001, http://www.openmarket.
com/cgi-bin/gx.cgi/AppLogic +FTContentServer &
pagename=FutureTense/ Apps/xcelerate/Render& C=Artic ....
Open Market Content Centre, Retrieved May 15, 2001, http://www.
openmarket.com/cgi-bin/gx.cgi/AppLogic+ FTContentServer&
pagename=FutureTense/ Apps/xcelerate/Render&C=Artic....
OpenMarket Integration Centre, May 15, 2001, hitp://www.
openmarket.com/cgi-bin/gx.cgi/AppLogic+FTContentServer &
pagename=FutureTense/ Apps/xcelerate/Render&C=Artic....
OpenMarket Personalization Centre, May 15, 2001, http:/fwww.
openmarket.com/cgi-bin/gx.cg/AppLogic+ FTContentServer &
pagename=FutureTense/ Apps/xcelerate/Render&C=Artic....
OpenMarket Catalog Centre, May 15, 2001, htip://www.
openmarket.com/cgi-bin/gx.cgi/AppLogic+FTContentServer &
pagename=FutureTense/ Apps/xcelerate/Render&C=Artic....



US 8,037,158 B2
Page 4

OpenMarket Marketing Studio, May 15, 2001, hitp:/www.
openmarket.com/cgi-bin/gx.cgi/AppLogic+FTContentServer &
pagename=FutureTense/Apps/xcelerate/Render&C=Artic....
OpenMarket Satellite Server, May 15, 2001, hitp://www.
openmarket.com/cgi-bin/gx.cgi/AppLogic+FTContentServer &
pagename=FutureTense/Apps/xcelerate/Render&C=Artic....
OpenMarket Commerce Products, Retrieved May 15, 2001, http://
www.openmarket.com/cgi-bin/gx.cgi/ )
Apologic+FTContentServer?pagenamne=Future Tense/ Apps/xceler-
ate/....

OpenMarket Transact, May 15, 2001, http://www.openmarket.com/
cgi-bin/gx.cgi/ '
Apologic+FTContentServer?pagename=FutureTense/Apps/xceler-
ate/....

OpenMarket Shopsite, May 15, 2001, http://www.openmarket.com/
cgi-bin/gx.cgl/

Apologic+FTContentServer?pagename=Future Tense/Apps/xceler-
ate/....

OpenMarket Open Exchange Shopsite 5.0, May 15, 2001, hitp://
www.openmarket.com/cgi-bin/gx.cgi/
Apologic+FTContentServer?pagename=Future Tense/Apps/xceler-
ate/....

OpenMarket Wireless Solutions, an OpenMarket eBusiness Solution
Brief, Feb. 13, 2001, http://www.openmarket.comy/.

OpenMarket Portal Solutions an OpenMarket eBusiness Solution
Brief, Feb. 21, 2001, http://www.opewmarket.cony.

CyberCash Inc.—The E-Commerce Lender in Payment Solutions—
B2B, 1996 Retrieved May 23, 2001, http://www.cybercash.con/.
CyberCash Products, May 23, 2001, hitp://www.cybercash.com/
products/.

CyberCash Cash & Register—Online Secure Payment Service, May
23, 2001, http://www.cybercash.com/cashregister/.

Cybercash ICverify 2.5 Upgrade, May 23, 2001, http://www.
cybercash.com/icverify/upgrade html.

Cybercash Cash Register—How It Works, Retrieved May 23, 2001,
http://www.cybercash.com/cashregister/howitworks:html.
Cybercash Cash Register—Industry Leading Features, May 23,
2001, http://www.cybercash.com/cashregister/features.html.
Cybercash Cash Register—Why Choose Cash Register?, May 23,
2001, http://www.cybercash.com/cashregister/why htm].

Cybercash Cash Register—Online Secure Payment Service, 2000,
http://webdata.cybercash.com/demos/.

Cybercash Web Authorize—Enterprise and Hosting Payment Pro-
cessing, Retrieved May 23, 2001, http://www.cybercash.com/
webauthorize/. .
Cybercash B2B Payment Services, Retrieved May 23, 2001, http:/
www.cybercash.com/b2b/.

Cybercash Fraud Patrol Service, May 23, 2001, http://www.
cybercash.com/fraudpatrol/.

Cybercash PCAuthorize—Payment Software for Back-and-Mortar
Merchants, May 23, 2001, http://www.cybercash.com/pcauthorize/.
Microsoft Component Seivices—Server Operating System—A
Technology Overview, Dated Aug. 15, 1998 Retrieved May 22,2001,
http://www.microsoft.com/com/wpaper/compsvcs.asp.

iPIN Home, Retrieved May 23, 2001, http://www.ipin.comny/.

iPIN Company Info, Retrieved May 23, 2001, http:/www.ipin.com/
Olcomp.html.

iPIN Products—The iPIN Approach, Retrieved May 23, 2001, http://
www.ipin.com/02prod.html.

iPIN Products—Technology, Retrieved May 23, 2001, http://www.
ipin.com/02prod__tech.html.

iPIN' Products—Solutions, Retrieved May 23, 2001, http://www.
ipin.com/02prod__solution.html.

iPIN Products—Service Options, Retrieved May 23, 2001, http://
www.ipin.com/02prod__service.htinl.

iPIN Partners, Retrieved May 23, 2001, http://www.ipin.com/03part.
html.

Cybercash Fraud Patrol How It Works, Retrieved May 23, 2001,
http//www.cybercash.com/fraudpatrol/howitworks html.

Posting of Joyce Reynolds to Comp. Doc. Usenet (Mar. 27, 1991).
Sample Book: An Intro to Internet Management pp. 14-15, pp. 379-
387 (2nd ed 1994).

Managing Internetworks with SNMP Miller pp. 138-139 (1993).
“Untangling the World Wide Web” Relihan, Cahil, Hinchen (Oct.
1994).

RFC 1155, May 1990, Network Working Group.

RFC 1157, May 1990, Network Working Group.

RFC 1213, Mar. 1991, Network Working Group.

RFC 1447, Apr. 1993, Network Wroking Group.

RFC 1156, May 1990, Network Working Group.

Request for Reexamination for Patent 5,778,178, Nov. 28, 2008.
U.S. Appl. No. 60/208,057, filed May 31, 2000, Krichilsky.
Complaint for Declaratory Judgment of Patent Non/Infringement,
Invalidity, and Unenforceability; (Dated Jul. 2, 2009) (219 pages).
Defendant Webxchange Inc.’S Motion to Dismiss Microsoft’s Com-
plaint With Prejudice for Lack of Subject-Matter Jurisdiction, and for
Attorneys’ Fees (entered Aug. 26, 2009).

Microsoft’s Opposition to WebXchange, Inc.’s Motion to Dismiss
Microsofi’s Complaint (dated Sep. 14, 2009).

Order Dismissing Microsoft (Oct. 30, 2009) Judge Alsup.
Memorandum Opinion Microsoft (Oct. 30, 2009) Judge Farnan.
Complaint filed with Jury Demand against Allstate Corporation,
Allstate Insurance Company, Allstate Life Insurance Company,
Allstate Financial Services LLC, Allstate Financial LLC—. ( Filing
fee § 350, receipt No. 03110000000000419775.)—filed by
WebXchange Inc.. (Attachments: # 1 Exhibit A, # 2 Exhibit B, # 3
Exhibit C, # 4 Civil Cover Sheet)(lid) (Entered: Mar. 5, 2008). -
Answer to 1 Complaint, with Jury Demand, Counterclaim against
WebXchange Inc. by Allstate Corporation, Allstate Insurance Com-
pany, Allstate Life Insurance Company, Alistate Financial Services
LLC, Allstate Financial LLC. (McGeever, Elizabeth) (Entered: Apr.
25, 2008).

Answer to 15 Answer to Complaint, Counterclaim Plaintiff
WebXchange Inc.’s Answer to Defendant Allstate’s Counterclaims
by WebXchange Inc..(Heaney, Julia) (Entered: May 19, 2008).
Claim Construction Opening Brief [Defendants’ Opening Brief in
Support of Their Proposed Claim Constructions] filed by Allstate
Insurance Company, Allstate Life Insurance Company, Allstate
Financial Services LLC. (Moore, David) (Entered: Oct. 29, 2008).
Claim Construction Opening Brief filed by WebXchange Inc..
(Attachments: # 1 Exhibits A-B)(Heaney, Julia) (Entered: Oct. 29,
2008).

First Amended Answer, Affirmative Defenses, and Counterclaims to
1 Complaint by Allstate Corporation, Allstate Insurance Company,
Allstate Life Insurance Company, Allstate Financial Services LLC,
Allstate Financial LLC. (nms) (nms). (Entered: Jan. 14, 2009),
(Three Parts).

Answer to 90 Amended Answer to Compliant, Counterclaim by
WebXchange Inc..(Heaney, Julia) (Entered: Feb. 2, 2009).

Motion to Bifiircate and for Early Trial on the Issue of Inequitable
Conduct—filed by FedEx Corporation, FedEx Kinko's Office &
Print Services, Inc., FedEx Corporate Services Inc.. (Gaza, Anne)
Modified on Mar. 23, 2009 (uns). (Entered: Mar. 19, 2009).
Notice of Motionre 107 Motion to Bifurcate and for Early Trial onthe
Issue of Inequitable Conduct; Request the following Motion Day:
Apr. 17, 2009 (Gaza, Anne) Modified on Mar. 23, 2009 (nms).
(Entered: Mar. 19, 2009).

7.1.1 Statement re 107 Motion to Bifurcate and for Early Trial on the
Issue of Inequitable Conduct by FedEx Corporation, FedEx Kinko’s
Office & Print Services, Inc., FedEx Corporate Services Inc.. (Gaza,
Anne) Modified on Mar. 23, 2009 (nms). (Entered: Mar. 19, 2009).
Redacted Version of 110 Opening Brief in Support, , by FedEx
Corporation, FedEx Kinko's Office & Print Services, Inc., FedEx
Corporate Services Inc.. (Attachments: # | Exhibit 1, # 2 Exhibit 2, #
3 Exhibit 3, # 4 Exhibit 4, # 5 Exhibit 5, # 6 Exhibit 6, # 7 Exhibit 7,
# 8 Exhibit 8, # 9 Exhibit 9, # 10 Exhibit 10, # 11 Exhibit 11, # 12
Exhibit 12, # 13 Exhibit 13)(Gaza, Anne) (Entered: Mar. 23, 2009),
(Four Parts).

Claim Construction Opening Brief Defendants’ Opening Brief in
Support of Their Proposed Claim Constructions filed by Allstate
Insurance Company, Allstate Life Insurance Company, Allstate
Financial Services LLC. (McGeever, Elizabeth) (Entered: Mar. 23,
2009).



US 8,037,158 B2
Page 5

Claim Construction Opening Brief filed by WebXchange Inc..
(Attachments: # 1 Exhibits A-B)(Heaney, Julia) (Additional attach-
ment(s) added on Mar. 25, 2009: # 2 Main Document) (nms).
(Entered: Mar. 23, 2009), (Two Parts).

Plaintiff Webxchange Inc.’s Corrected Answering Brief in Opposi-
tion to Defendants® Motion to Bifurcate, and for Early Trial on, the
Issue of Ineouitable Conduct /// Certificate of Service I, the under-
signed, hereby certify that on May 13, 2009, I electronically filed the
foregoing with the Clerk of the Court using CM/ECF, which will send
notification of such filing(s) to the following: /// Certificate of Service
1, the undersigned, hereby certify that on May 13, 2009, I electroni-
cally filed the foregoing with the Clerk of the Court using CM/ECF,
which will send notification of such filing(s) to the following: /// Julia
Heaney.

“Declaration of Eric 3. Stieglitz in Support Ofplaintiff Webxchange
Inc.’S Answering Brief in Oppositionto Defendants’ Motion to
Bifurcate, and for Early Trial on,the Issue of Inequitable Conduct //
Redacted—Public Version / signed Apr. 27, 2009Certificate of
Servicei, the undersigned, hereby certify that on May 13, 2009, I
electronically filed the foregoing with the Clerk of the Court using
CM/ECF, which will send notification of such filing(s) to the follow-
ing: (Two Parts)” Julia Heaney.

Case 1:08-cv-00131-JJF Document 142 Filed Jun. 1, 2009 p. 1 of
19 // Reply Brief in Support of Defendants” Motion to Bifurcate, and
11011 Early Trial on, the Issue of Inequitable Conduct /// Redacted
Public Version /// Certificate of Service I hereby certify that on Jun. 1,
2009, I caused to be served by electronic mail the foregoing docu-
ment and electronically filed the same with the Cleric of Court using
CMV/ECF which will send notification of such filing(s) to the follow-
ing: Exhibits A-W to Redacted Reply Brief.

“Case 1:08-cv-00131-JJF Document 146 Filed Jun. 18, 2009 p. 1 of
5 // Motion for Leave to Amend Answer,Affirmative Defenses, and
Counterclaims // Filed: Jun. 18, 2009™.

“Defendants’ Opening Brief in Support of Its Motion for Leave
Toamend Answer, Affirmative Defenses, and Counterclaims // Case
1:08-cv-00131-JJF, Filed Jun. 18, 2009 p. 1 of 12”.

Plaintiff Webxchange Inc.’s Answering Brief in Opposition to
Allstate’s Second Motion for Leave to Amend its Answer, C.A. No.
08-131 (JTF).

Complaint filed with Jury Demand against Dell Inc. -. ( Filing fee $
350, receipt No. 03110000000000419782 )—filed by WebXchange
Inc.. (Attachments: # Exhibit A, # 2 Exhibit B, #3 Exhibit C, #4 Civil
Cover Sheet)(lid) (Entered: Mar. 5, 2008).

Answerto 1 Complaint with Jury Demand, Counterclaim [ Dell Inc.’s
Answer, Defenses and Counterclaims to Webxchange Inc.’s Com-
plaint for Patent Infringement] against Dell Inc. by Dell Inc..
(Horwitz, Richard) (Entered: Mar. 26, 2008).

Answer to 8 Answer to Complaint, Counterclaim Plaintiff
WebXchange Inc.’s Answer to Defendant Dell’s Counterclaims by
‘WebXchange Inc..(Heaney, Julia) (Entered: Apr. 18, 2008).

Claim Construction Opening Brief [Defendants” Opening Brief in
Support of Their Proposed Claim Constructions] filed by Dell Inc..
(Moore, David) (Entered: Oct. 29, 2008).

Claim Construction Opening Brief filed by WebXchange Inc..
(Attachments: # | Exhibits A-B)(Heaney, Julia) (Entered: Oct. 29,
2008).

Reply Brief re 37 Motion for Discovery filed by Dell Inc.. (Attach-
ments: # | Exhibit A-L, # 2 Exhibit M-S)(Gaza, Anne) (Entered: Oct.
31, 2008). .

Motion to Amend/Correct Answer and Counterclaims to Complaint
(Unopposed)—filed by Dell Inc.. (Attachments: # 1 Notice of
Motion, # 2 Text of Proposed Order, # 3 Exhibit A (First Amended
Answer), # 4 Exhibit B (Blackline of First Amended
Answer))(Moore, David) Modified on Jan. 13, 2009 (nms). (Entered:
Jan. 12, 2009).

Order Granting 72 Defendant Dell Inc.’s Unopposed Motion to
Amend its Answer and Counterclaims to Webexchange Inc’s Origi-
nal Complaint for Patent Infringement. Signed by Judge Joseph J.
Farnan, Jr. on Jan. 13, 2009. (nms) (Entered: Jan. 14, 2009).

Dell Inc.’s First Amended Answer and Counterclaims to 1 Complaint
by Dell Inc.. (ams) (Entered: Jan. 14, 2009).

Answer to 75 Amended Answer to Complaint, Counterclaim by
WebXchange Inc..(Heaney, Julia) (Entered: Feb. 2, 2009).

Motion to Bifurcate and for Early Trial on, the Issue of Inequitable
Conduct—filed by FedEx Corporation, FedEx Kinko’s Office &
Print Services, Inc., FedEx Corporate Services Inc.. (Gaza, Anne)
Modified on Mar. 23, 2009 (nms). (Entered: Mar. 19, 2009).

Notice of Motion re 85 Motion to Bifurcate and for Early Trial on the
Issue of Inequitable Conduct; Requesting the following Motion Day:
Apr. 17, 2009 (Gaza, Anne) Modified on Mar. 23, 2009 (nms).
(Entered: Mar. 19, 2009).

7.1.1 Statement re 85 Motion to Bifurcate and for Early Trial on the
Issue of Inequitable Conduct by FedEx Corporation, FedEx Kinko’s
Office & Print Services, Inc., FedEx Corporate Services Inc.. (Gaza,
Anne) Modified on Mar. 23, 2009 (nms). (Entered: Mar. 19, 2009).
Redacted Version of 88 Opening Brief in Support, , by FedEx Cor-
poration, FedEx Kinko’s Office & Print Services, Inc., FedEx Cor-
porate Services Inc.. (Attachments: # 1 Exhibit 1, # 2 Exhibit 2, # 3
Exhibit 3, # 4 Exhibit 4, # 5 Exhibit 5, # 6 Exhibit 6, # 7 Exhibit 7, #
8 Exhibit 8, # 9 Exhibit 9, # 10 Exhibit 10, # 11 Exhibit 11, # 12
Exhibit 12, # 13 Exhibit 13)(Gaza, Anne) (Entered: Mar. 23, 2009),
(Three Parts).

Claim Construction Opening Brief Defendants’ Opening in Support
of Their Proposed Claim Constructions filed by Dell Inc..
(McGeever, Elizabeth) (Entered: Mar. 23, 2009).

Claim Construction Opening Brief filed by WebXchange Inc..
(Attachments: # 1 Exhibits A-B)(Hearey, Julia) (Additional attach-
meni(s) added on Mar. 25, 2009: # 2 Main Document) (nms).
(Entered: Mar. 23, 2009), (Two parts).

Defendant Dell Inc.’s Motion for Leave to Amend Its Answer (to file
a Second Amended Answer); Jury Trial Demanded (entered Jul. 23,
2009).

Plaintiff WebXchanges Inc.’s Answering Brief in Opposition to
Dell’s Second Motion for Leave to Amend its Answer (entered Aug.
10, 2009).

Defendant Dell Inc.’s Opening Brief in Support of Its Motion for
Leave to Amend Answer (entered Aug. 11, 2009).

Declaration of Charlotte Pontillo in Support of WebXchange Inc.’s
Answering Brief in Opposition to Dell’s Second Motion for Leaveto
Amend its Answer; (entered Aug. 12, 2009).

Defendant Dell Inc.’s Reply Brief in Support of Its Motion for Leave
to Amend Answer (entered Aug. 20, 2009).

Order, Judge Stark.

Complaint filed with Jury Demand against FedEx Corporation,
FedEx Kinko’s Office & Print Services Inc., FedEx Corporate Ser-
vices Imc. - ( Filing fee $ 350, receipt No.
03110000000000419793.)—filed by WebXchange Inc.. (Attach-
ments: # 1 Exhibit A, # 2 Exhibit B, # 3 Exhibit C, # 4 Civil Cover
Sheet)(lid) (Entered: Mar. 5, 2008).

Answer to 1 Complaint, with Jury Demand, Counterclaim against
WebXchange Inc. by FedEx Corporation, FedEx Kinko's Office &
Print Services Inc., FedEx Corporate Services Inc..(Gaza, Anne)
(Entered: Apr. 25, 2008).

Answer to 13 Answer to Complaint, Counterclaim Plaintiff
WebXchange Inc.’s Answer to Defendant FedEx’s Counterclaims by
WebXchange Inc..(Heaney, Julia) (Entered: May 19, 2008).

Claim Construction Opening Brief [Defendants’ Opening Brief in
Support of Their Proposed Claim Constructions] filed by FedEx
Corporation, FedEx Kinko’s Office & Print Services Inc., FedEx
Corporate Services Inc.. (Moore, David) (Entered: Oct. 29, 2008).
Claim Construction Opening Brief filed by WebXchange Inc..
(Attachments: # 1 Exhibits A-B)(Heaney, Julia) (Entered: Oct. 29,
2008).

Motion to Amend/Correct 13 Answer to Complaint, Counterclaim—
filed by FedEx Corporation, FedEx Kinko’s Office & Print Services
Inc., FedEx Corporate Services Inc.. (Attachments: # 1 Exhibit A, #
2 Exhibit B, # 3 Exhibit C)(Gaza, Anne) (Entered: Jan. 12, 2009).
Notice of Motion by FedEx Corporation, FedEx Kinko's Office &
Print Services Inc., FedEx Corporate Services Inc. re 89 Motion to
Amend/Correct 13 Answer to Complaint, Counterclaim Motion to
Amend/Correct 13 Answer to Complaint, Counterclaim ; Requesting
the following Motion Day, Feb. 19, 2009 (Gaza, Anne) (Entered: Jan.
12, 2009),

Sealed Opening Brief mm Support re 89 Motion to Amend/Correct 13
Answer to Complaint, Counterclaim Motion to Amend/Correct 13
Answer to Complaint, Counterclaim filed by FedEx Corporation,



US 8,037,158 B2
Page 6

FedEx Kinko’s Office & Print Services Inc., FedEx Corporate Ser-
vices Inc.. Answering Brief/Response due date per Local Rules is Jan.
30, 2009. (Gaza, Anne) (Entered: Jan. 12, 2009).

Order Granting 89 Unopposed Motion for Leave to Amend Answer.
Sigred by Judge Joseph J. Faman, Jr. on Jan. 13, 2009. (nms)
(Entered: Jan. 14, 2009).

First Amended Answer, Affirmative Defenses, and Counterclaims to
Plaintiff re 1 Complaint, with Jury Demand by FedEx Corporation,
FedEx Kinko’s Office & Print Services Inc., FedEx Corporate Ser-
vices Inc. (nms) (Entered: Jan. 14, 2009).

Redacted Version of 91 Opening Brief in Support, by FedEx Corpo-
ration, FedEx Kinko’s Office & Print Services Inc., FedEx Corporate
Services Inc.. (Attachments: # 1 Exhibit A-D)(Gaza, Anne) (Entered:
Jan. 21, 2009).

Amended Answer to 97 Answer to Complaint, Counterclaim by
WebXchange Inc..(Heaney, Julia) (Entered: Feb. 2, 2009).

Motion to Bifurcate and for Early Trial on, the Issue of Inequitable
Conduct—filed by FedEx Corporation, FedEx Kinko's Office &
Print Services Inc., FedEx Corporate Services Inc.. (Gaza, Anne)
Modified on Mar. 23, 2009 (nns). (Entered: Mar. 19, 2009).
Notice of Motion re 108 Motion to Bifurcate and for Early Trial on,
the Issue of Inequitable Conduct; Requesting the following Motion
Day: Apr. 17, 2009 (Gaza, Anne) Modified on Mar. 23, 2009 (nms).
(Entered: Mar. 19, 2009).

Statement re 108 Motion to Bifurcate and for Early Trial on, the Issue
of Inequitable Conduct by FedEx Corporation, FedEx Kinko’s
Office & Print Services Inc., FedEx Corporate Services Inc.. (Gaza,
Anne) Modified on Mar. 23, 2009 (nms). (Entered: Mar. 19, 2009).
Claim Construction Opening Brief Defendants’ Opening Brief in
Support of Their Proposed Claim Constructions filed by FedEx Cor-
poration, FedEx Kinko’s Office & Print Services Inc., FedEx Corpo-
rate Services Inc.. (McGeever, Elizabeth) (Entered: Mar. 23, 2009).
Claim Construction Opening Brief filed by WebXchange Inc..
(Attachments: # 1 Exhibits A-B)(Heaney, Julia) (Additional attach-
ment(s) added on Mar. 25, 2009: # 2 Main Document) (nms).
(Entered: Mar. 23, 2009), (Two parts).

Defendants’ Motion for Leave to Amend Its Answer.

Defendants’ Brief in Support of Its Motion for Leave to Amend
Answer // C.A No. 08-133 (JIF) // Dated: Jun. 12, 2009,

UIUC , “The Common Gateway Interface”, pp. 1-4, http:/hoohoo.
ncsa uiuc.edw/cgi/primerhtml, Retrieved on May 22, 2001.

Arnold, K et al., “Media-Independent Interfaces in a Media-Depen-
dent World”, Proceedings of the USENIX Conference on Object-
Oriented Technologies, Monterey, CA, Jun. 1995, WBXO001.
Arshad, K. Metal., “A CORBA based framework for trusted E-Com-
merce Transactions”, Enterprise Distributed Object Computing Con-
ference, pp. 18-25, EDOC '99. Proceedings, 3rd International, Sep.
27,1999 , WBX002.

Atkinson, R. , RFC 1825: “Security Architecture for the Internet
Protocol”, Naval Research Laboratory, Category: Standards Track,
Network Working Group, Aug. 1, 1995, WBX007.

Banks, M., “America Online: A Graphics-based Success”, Link-Up,
Jan./Feb. 1992 , WBX008.

Banks, M. , “Compuserve for Windows”, M.1.S Press, 1994,
WBX009.

Baquero, C. et al. , “Integration of Concurrency Control in a Lan-
guage with Subtypingand Subclassing™, Proceedings of the USENIX
Conference on Object-Oriented Technologies, Monterey, CA, Jua.
1995 , WBX010.

Barron, C. and Weil, B., “Dr. Dobbs Portal: Implementing a Web
Shopping Cart”, Online Transactions in PERL, Sep. 1, 1996
‘WBXO011.

Bharat, K. et al. , “Visual Oblig: A System for Building Distributed,
Multi-User Applications by Direct Manipulation”, SRC 130a, DEC,
Oct. 31, 1995, WBX012.

Bharat, K. et al. , “Distributed Applications in a Hypermedia Set-
ting”, Proc. of the International Workshop on Hypermedia Design,
Montpellier, http.www.cc.gatech. edugvupeoplePhdKrishnalWHD.
html, Jun. 1, 1995, WBX013.

Birrell A. et al., “Network Objects”, SRC Research Report, Feb. 24,
1994, WBX014.

Birrell A. et al.,, “Implementing Remote Procedure Calls”, Xerox
Palo Alto Research Center, ACM Transactions, Feb. 1, 1994,
WBXO015.

Bowen, C. et al., “How to Get the Most out of CompuServe” 5th Ed.
1991, Random House, Inc. 1991, WBX016.

Braden, R. et al. , RFC 1122: “Requirements for Internet Hosts—
Communication Layers” Oct. 1, 1989, WBX017.

Brando, T., “Comparing DCE and CORBA”, Mitre Document MP
95B-93, Mar. 1, 1995, WBX018.

Microsoft, 7,340,506—Appendix A to the Request for Inter Partes
Re-examination of, Payne, Dec. 2008, WBX019.

Broadvision, “Broadvision One-to-One: On-line Marketing and Sell-
ing Application System Developers’ Guide”, 1995, WBX020.
Broadvision, “Broadvision One-to-One: On-Line Marketing and
Selling Application System: Dynamic Command Center User’s
Guide”, 1995, WBX021.

Broadvision, “Broadvision One-to-One: On-Line Marketing and
Selling Application System: Installation and System Administration
Guide” 1995, WBX022.

Broadvision, “Broadvision One-to-One: On-Line Marketing and
Selling Application System: Technical Overview”, 1995, WBX023.
Microsoft, 7,340,506—Appendix B to the Request for Inter Partes
Re-examination of, Ginter, Dec. 2008, WBX024.

Business Wire , “Open Market releases first complete software solu-
tion” 1995, WBX025.

Business Wire, “Sunsoft delivers early access release of Distributed
Objects Environment”, Jun. 14, 1995, WBX026.

Case, J. et al. , “Network Management and the Design of SNMP”,
Connexxions (ISSN 0894-5926), vol. 3, No. 3, Mar. 1989, WBX027.
Microsoft, 7,340,506—Appendix C to the Request for Inter Partes
Re-examination of, Popp, Dec. 2008, WBX028.

Chung, S. et al., “A Heterogeneous Distributed Information System”,
IEEE, pp. 443-447, 1993, WBX029.

Courtney, A. , “Phantom: An Interpreted Language for Distributed
Programming”, Proceedings of the USENIX Conference on Object-
Oriented Technologies, Monterey, CA, Jun. 1995, WBX030.
Cybercash, “Affiliate Marketing Service”, htip://www.cybercash.
com/products/affiliatemarketing html [retrieved on May 23, 2001]
1996, WBX031.

“CyberCash B2B Payment Services”, http://www.cybercash.com/
b2b pp. 1-2[retrieved May 23, 2001] 1996, WBX032.

“CyberCash B2BServices”, 1996, WBX033.

“CyberCash Cash Register Internet Payment Service”. Web Page
[online]. CyberCash Cash Register—Online Secure Payment Ser-
vice. [retriecved on May 23, 2001] Retrieved from the
Internet:<URLhitp://www.cybercash.com/cashregister pp. 1-2.
1996, WBX034.

“CyberCash—Cash Register—How it Works” [retrieved on May 23,
2001] Retrieved from the Internet:<URL:http://www.cybercash.
com/cashregister/howitworks.html pp. 1-3. 1996, WBX035.
“CyberCash—Industry Leading Features” Web Page [online].
[retrieved on May 23, 200!] Retrieved from the Internet:
<URL:http://www.cybercash.com/cashregister/features.html  pp.
1-4. 1996, WBXO036.

“CyberCash Cash Register—Online Secure Payment Service”
CashRegister Demos. Web Page [online]. [retrieved on May 23,
2001] Retrieved from the Internet:<URL:http://www.webdata.
cybercash.com/demos/ pp. 1-2. 1996, WBX038.

“CyberCash FraudPatrol. TM. Service” Web Page [online]. [retrieved
on May 23, 2001] Retrieved from the Internet: <URL:http://www.
cybercash.com/fraudpatrol/ pp. 1-2. 1996, WBX039.

“CyberCash FraudPatrol—How It Works” Web Page [online].
[retrieved on May 23, 2001] Retrieved from the Internet:
<URL:hitp://www.cybercash com/fraudpatrol/howitworks.html pp.
1-2 1996, WBX040.

“CyberCash Home”, hitp://www.cybercash.com [retrieved on May
23,2001] 1996, WBX041.

Microsoft, 7,340,506 Inter Partes Re-examination Exhibit 2, File
History, Dec. 2008, (Two parts) WBX042.

“CyberCash ICVerify for Windows” Version 2.5 Upgrade, http://
www.cybercash.convicverify/upgrade html pp. 1-2 [retrieved on
May 23, 2001] 1996 , WBX043.



US 8,037,158 B2
Page 7

Cybercash, “ICVerify—Features” Web Page [online] [retrieved on
May 23, 2001] Retrieved from the Internet: <URL:htip://www.
cybercash.com/icverify/features.htmnl, 1996, pp. 1-3, WBX044.
Cybercash, “Payment Software for Brick and Mortar Merchants™
http://www.cybercash.com/pcauthorize 1996-2001, WBX046.
Delaware WebXchange Claim Construction Introductory Brief, Mar.
26, 2009, WBX047.

Cybercash, “Products” Web Page[online]. CyberCash, 1996.
[retrieved on May 23, 2001]. Retrieved from the
Internet: <URL:http://www.CyberCash.com/products/, 1996, pp.
1-2, WBX048.

Microsoft, 7,340,506 Inter Partes Re-examination Request, Dec.
2008, WBX049.

Cybercash, “WebAuthorize—Enterprise and Hosting Payment Pro-
cessing”. Web Page [online]. [retrieved on May 23, 2001] Retrieved
from the Internet:<URL:http://www.cybercash.com/webauthorize/,
1996, pp. 1-2, WBX050.

Davis et al., “A Protocol and Server for a Distributed Digital Tech-
nical Report Library”, Apr. 25, 1994, WBX051.

Davison, A. , “Coding with HTML forms HTML goes interactive”,
(hypertext markup language)(Tutorial), Dr. Dobb’s Journal, Jun. 6,
1995, vol. 20, No. 6, 19 pages, WBX052a.

Davison, A. , “Coding with HTML forms: HTML goes interactive”,
Dr. Dobb’s Joumnal, Jun. 6, 1993, vol. 20, No. 6, pp. 70-79,
WBXO052b.

“Distributed Object Technology in the Financial Services Industry:
Trading and Risk Management™, A White Paper, Sun Microsystems,
1995, WBX053.

Deng, R.H. etal., “Integrating Security in CORBA-based Architec-
tures”, IEEE, Jun. 1995, pp. 50-61, WBX054.

Detlefs, D. et al. , Debugging Storage Management Problems in
Garbage Collected Environments, Proceedings of the USENIX Con-
ference on Object-Oriented Technologies, Monterey, CA, Jun. 1995,
WBX055.

Dietinger, T. , Object-Oriented Implementation of a Multiprotocol
Hyper-G client for MS-Windows, Diplomarbeit inTelematik, TU
Graz, Jul. 1, 1995, WBX056.

Dr. Gui on Components, COM and ATL, http://msdn.microsoft.com/
library/welcome/dsmsdn/msdn_ drguion020298.htin, Feb. 2, 1998,
pp. 1-61 [retrieved on May 22, 2001], WBX057.

Edwards, N. , Object Wrapping (for WWW)—The Key to Integrated
Services, ANSA Phase III, Apr. 25, 1995, WBX058.

Ehikioya, S.A., “An Agent-Based System for Distributed Transac-
tions: a Model for Internet-Based transactions™, Electrical and Com-
puter Engineering, 1999 IEEE Canadian Conference on, vol. 1, May
9, 1999, pp. 289-294, WBX059.

Microsoft DJ Order, C-08-05149 WHA “Order Granting Defen-
dant’s Motion to Dismiss”, Federal Court of Northern California,
Feb. 17, 2009, WBX060.

“Portal Solutions, an Open Market eBusiness Solution Brief”. White
Paper. Open Market, Forrester Research TechRankings, Feb. 2001,
WBX061.

“Wireless Solutions, An Open Market ¢Business Solution Brief”,
WhitePaper. Open Market, Forrester Research TechRankings, Feb.
2001, WBX062.

Fraga, I. et al., “A Programming Model for Real-Time Applications
in Open Distributed Systems™, IEEE, 1995, pp. 104-111, WBX063.
Dell, Fedex, Allstate, Delaware Claim Construction Introductory
Brief_Defendants_ Opening Brief in Support of Their Proposed
Claim Constructions Mar. 23, 2009, Mar, 27, 2009, WBX064.
Glossbrenner, A, , “MasterGuide to Compuserve”, “Chapter 15:
Travel Services: Join CompuServe and See the World”, Prentice Hall,
1987, WBXO065.

Gross, C. , “Taking the Splash Diving into ISAPI Programming”,
ISAPI Programming, Microsoft Interactive Developer, <URL:http:/
www.Microsoft.com/mind/0197/ISAPLhtm, Jan. 1, 197, pp. 1-10
[retrieved on May 22, 2001], WBX066.

“Open Market Inc, Managing in a Turbulent Environment”, Harvard
Business School, 9-196-097, Aug. 29, 1996, WBX067.

Hickey, M., “Shopping at Home: One Modem Line, No Waiting”,
Home PC, Dec. 1, 1994, p. 307, Dialog, File 647, Acc# 01038162,
WBXO068A.

Lang, “Cashing in: The Rush is on to Buy and Sell on the Internet But
on Sidelines for Now”, Advertising Age, Dec. 19, 1994, p. 11, Dialog,
File 16, Acc# 05419137, WBX068B.

Lichty, T., “America Online Tour Guide”, MacIntosh Edition, Ver-
sion 2, Chapter 1, 3, 8,10, 1992, WBX068C.

Tymnet, Wikipedia, the free encyclopedia, http://en.wikipedia.org/
wiki/tymnet, Retrieved on May 1, 2007, WBX068D.

Cox, B. etal., “NetBill Security and Transaction Protocol”, Carnegie
Millon University, Pittsburgh, PA 15212-3890, undated, WBX06SE.
Lamond, K. et al. , “Credit Card Transactions Real World and
OnLine”, http:/fwww.virtualschool.edu/mon/ElectronProperty/
klamond/credit_card.htm, 1996, pp. 1-16, WBXO6SF.

“Open Market Catalog Centre”, Page [online. Open Market, Inc.—
Enterprise Content Managnement & Delivery. Retrieved on the
Internet: <URL:http://www.openmarket.com/cgi-bin/gx.cgi/Ap-
pLogic-+FT- ContentServer?pagename=FutureTense/ Apps/Xceler-
ate/Render&c=Arti_ ZZ7, WBX069.

Business Wire, High Beam Wire, “Open Market releases first com-
plete software solution™ Oct. 16, 1995, WBX070.

McCloghrie, K. et al., RFC 1156, “Management Information Base
for Network Management of TCP/IP-based internets”, May 1, 1990,
WBX071.

Case, J. etal. , RFC 1157 May 1, 1990, WBX072.

Rose, M.. RFC 1283:“SNMP over OSI”, Dec. 1, 1991, WBX073.
Rose, M. etal., RFC 1155: “Structure and Identification of Manage-
ment Information for TCP/IP-based internets”, May 1, 1990,
WBX074.

Case, J. etal. , RFC 1442: “Structure of Management Information for
version 2 of the Simple Network Management Protocol (SNMPv2)”,
AliState 00011394 Apr. 1, 1993, WBX075.

“ORBIX Programmer’s Guide”, IONA Technologies, Oct, 1, 1997,
‘WBXO076.

“ORBIX Programimer’s Guide”, Release 1.3.1, IONA Technologies,
Feb. 1, 1995, WBX077.

Ito, J. et al., “Using meta-objects to support optimization in the
Apertos Operating System”, Proceedings of the USENIX Confer-
ence on Object-Orjented Technologies, Monterey, CA, Jun. 1995,
WBX078.

Jordan, M. et al. , “Software Configuration Management in an
Object-Oriented Database”, Proceedings of the USENIX Conference
on Object-Oriented Technologies, Monterey, CA, Jun. 1995,
WBX079.

Kare, P, “Prodigy Made Easy”, “Chapter 6, Shopping Made Easy”,
2nd ed., 1993, WBX080.

Lagoze, C. etal. , “Dienst: Implementation Reference Manual”’, May
5, 1995, WBXO081.

Open Market Commerce Products, Web Page[online]. Open Market
Inc—Enterprise Content Management Delivery. Retrieved on the
Intemet: <URL http://www.openmarket.com/cgi-bin/gx.cgi/
AppLogic+FTCont- entServer?pagename=FutureTense/Apps/
Xcelerate/Render&c=A_ 7277, WBX082.

Lange, D.B. et al., “Program Explorer: A Program Visualizer for
C++7, Proceedings of the USENIX Conference on Object-Oriented
Technologies, Monterey, CA, Jun. 1995, WBX083.

Laufer. K. , “A Framework for Higher Order Functions in C++7,
Proceedings of the USENIX Conference on Object-Oriented Tech-
nologies, Monterey, CA, Jun. 1995, WBX084.

Li, G. and Bacon, J., “Supporting Distributed Real-Time Objects”,
IEEE Jul. 1994, pp. 138-143, WBX085.

Limprecht, R., “Microsoft Transaction Server”, IEEE, Compcon '97
Proceedings, 1997, pp. 14-18, WBX086.

Maffeis, 8., “Adding Group Communication and Fault-Tolerance to
CORBA?”, Proceedings of the USENIX Conference on Object-Ori-
ented Technologies, Monterey,CA, Jun. 1995 , WBX087.
Mahindra, A. et al. , “Dynamic Insertion of Object Services”, Pro-
ceedings of the USENIX Conference on Object-Oriented Technolo-
gies, Monterey,CA, Jun. 1995, WBX088.

McCloghrie, K. et al., RFC 1213, “Management Information Base
for Network Management of TCP/IP-based internets: MIB-II”,
SNMP Working Group, Mar. 1, 1991, WBX089.

McCloghrie, K. et al., RFC 1447, “Party MIB for version 2 of the
SIMPLE Network Management Protocol”, SNMP Security Working
Group, Apr. 1, 1993, WBX090.



US 8,037,158 B2
Page 8

McKie, S., “ERP Meets Web E-Commerce”, DBMS, Jul. 1, 1998,
WBX091. .

McMaster D. etal., RFC 1516: “802.3 Repeater devices—Definition
of Managed Objects”, Feb. 9, 1992, WBX092.

“Allstate Connects with Countrywide Producer Network in Seven
Months Using Microsoft Visual Studio .NET and the NET Frame-
work”, Microsoft NET Customer Solution, Jan. 2003, WBX093.
O’Brien Jones , U.S. Appl. No. 90/010,346 Application which is the
5,778,178 Re-exam doc, Exhibits Part 1-WBX101, Exhibits Part
2-WBX102, Nov. 21, 2008 Third Party Requests, WBX094.
“Microsoft Component Services, Server Operating System, A Tech-
nology  Overview”,  hitp://www.microsoft.com/com/wpaper/
compsvcs.asp, Aug. 15, 1998, [retrieved on May 22, 2001],
WBX095.

Microsoft vs WebXchange Complaint CV 085149, Nov. 12, 2008,
WBX096.

Microsqft vs WebXchange First Amended Complaint CV 085149,
Mar. 3, 2009, WBX097.

Allstate Uses Web Services to Quickly Create Insurance Policy Man-
agement Solution, Microsoft NET Customer Solution Case Study,
Jan. 2005, WBX098.

Mitchell et al, “An Overview of the Spring System”, Sun
Microsystems, WBX099.

Muckelbauer, P. and Russo, V., “Lingua Franca: An IDL for Struc-
tured Subtyping Distributed Object Systems™ Proceedings of the
USENIX Conference on Object-Oriented Technologies, Monterey,
CA., WBX100.

O'Brien Jones , 5,778,178 Request for Ex Parte Re-Exam with
Exhibits Part 1, Nov. 21, 2008, WBX101.

Reymolds, J. Posting to comp doc USENET group, http:/nyurl.com/
53a95p, RFC 1212, 1213- Google groups on concise definitions MIB
and MIBI, Exhibit G, Mar. 27, 1991, WBX045.

Relihan, L. et al., “Untangling the World-Wide Web.” Proceedings of
the 12th Annual International Conference on Systems Documenta-
tion, Oct. 1, 1994, pp. 17-24, published by the Association of Com-
puting Machinery, WBX102A.

O’Brien Jones , 5,778,178 Request for Ex Parte Re-Exam with
Exhibits Part 2, Nov. 21, 2008 , WBX 102B.

Rose, M. T., “The Simple Book: An Introduction to Internet Man-
agement”, 1994, pp. 14-15,379-387 (2nd ed.) Exhibit F, WBX 102C.
“Open Market Enterprise Content Management and Delivery: Con-
tent Server”, <URL:http://www.openmarket.com/cgi-bin/gx.cgi/
AppLogic+FTContentServer?pagename=FutureTense/Apps/
Xcelerate/Render&c=Artic.., retrieved on May 15, 2001, pp. 14,
WBX103.

“Open Market Enterprise Content Management and Delivery: Con-
tent Center”, <URL:http://www.openmarket.com/cgi-bin/gx.cgi/
AppLogic+FTContentServer?pagename=Future Tense/Apps/
Xcelerate/Render&c=Artic., retrieved on May 15, 2001, WBX104.
“Open Market Enterprise Content Management and Delivery: Con-
tent-Driven eBusiness Solutions”, Web site [retrieved on May 15,
2001] <URL :http://www.openmarket.com/cgi-bin/gx cgi/
AppLogic+FTContentServer?pagename=FutureTense/Apps/
Xcelerate/Render&c=Artic..re, WBX105.

“Open Market ShopSite 5.0”, Web Page[online]. [retrieved on May
15, 2001]. Retrieved on the Internet: <URL:http://www.openmarket.
com/cgi-bin/gx.cgi/ AppLogic+FTCont-
entServer?pagenamne=FutureTense/Apps/, retrieved on May 15,
2001, WBX112.

Orfali, R. et al., “Essential Client/Server Survival Guide”-John Wiley
and Sons—Set 1, 1994, WBX114. ’

Orfali, R. etal., “Essential Client/Server Survival Guide”-John Wiley
and Sons—Set 2, 1994, WBX115.

WBX116 Orfali, R.; Harkey, D.; Edwards, J., “Essential Client/
Server Survival Guide™ John Wiley and Sons, Sets 1-4, Jun. 16, 2005,
WBX116.

Orfali, R. et al., “Essential Client/Server Survival Guide”-John Wiley
and Sons—Set 4, 1994, WBX117.

Pavlou, G. et al. , “A Generic Management Information Base
Browser”, WBX119.

Peterson, L. et al. , “Computer Networks, A Systems Approach”,
Morgan Kaufmann Publishers, Inc., 1996, pp. 472-507, WBX120.

Pitkow, J. et al. , “Using the Web as a Survey Tool: Results from the
Second WWW User Survey”, conducted on Oct. 15 and Nov. 1994,
presented at the Third International World-Wide-Web Conference in
Darmstadt, Germany, Apr. 10-14, 1995 , WBX121.

Netscape Unveils New Versions of Commercial Applications for
Enhanced Integration with Corporate Databases, NetScape Press
Release, May 13, 1996, WBX122.

Raatikainen, K. , “Database Access in Intelligent Networks”, Pro-
ceedings of IFIP TC6 Workshop on Intelligent Networks, pp. 163-
183, WBX123.

Radia, S. R. et al. , “The Spring Object Model”, Proceedings of the
USENIX Conference on Object-Oriented Technologies, Monterey,
CA, Jun. 1995, WBX124.

Rosenberry, et al. , “OSF Distributed Computing Environment—
Understanding DCE”—O’Reilly & Associates, Jun. 1993, WBX 126.
Rubin, C. “Wired: In the Bag”, Jun. 1997, WBX127.

Schepp et al. , “The Complete Guide to CompuServe: Chapter 12:
Travel Services: See the World Today the Compuserve Way”, 1990,
pp. 409-437, McGraw Hill, WBX128.

Schmidt, D. et al. , “Object-Oriented Components for High-Speed
Network Programming”, Proceedings of the USENTX Conference on
Object-Oriented Technologies, Monterey, CA, Jun. 1935, WBX129.
Siegel, J., “Common Object Services Specification vol. I, Rev 1, First
Edition”, OMG Doc 94-1-1, Mar. 1, 1994, WBX130.

“Common Desktop Enviromment: Product Glossary”, SunSoft,
1994-1995, WBX131.

“Common Desktop Environment: Applications Builder User’s
Guide”, SunSoft, 1994-1995, WBX132.

“OpenStep Development Tools”, SunSoft, 1996, WBX133.

Porting NextStep 3.2/3.3 Applications to OpenStep on Solaris,
Sunsoft, 1996, WBX134.

“Solstice X.500 Programming Reference”, SunSoft, 1996
WBX135.

Tatters, W., “Navigating the Internet with Compuserve: Chapter 17:
Business on the Net”, 1995, pp. 352-374, Sams Publishing,
WBX136.

Technical Staff , “The Conductor Financial Services Framework™:
Distributed Objects on the Internet, A Block Financial Corporation
‘White Paper, BFC Technology Center, Oct. 17, 1995, WBX137.
US Patent 5,778,178, Re-exam Order Granted, Jan. 23, 2009,
WBX142.

US Patent 7,340,506, Re-exarmn Order Mar. 6, 2009, WBX143.
Vogler, H. et al.. , “The Transaction Internet Protocol in Practice:
Reliability for WWW Applications”, IEEE 1999 Internet Workshop
TWS99, (ISSN-0-7803-5925-9), Feb. 18, 1999, WBX146.
7,340,506 Inter Partes Re-examination Exhibit 3-WebXchange
Claim Counstruction Introductory Brief, In the US District Court for
the District of Delaware, C.A. No. 08-131 (JJF), C. A. 08-132 (JIF),
No. 08-133 (JJF), Microsoft, Oct. 29, 2008, WBX148.

Microsoft , 7,340,506 Inter Partes Re-examination Exhibit 5-
08-168,519 FH—'519 Application Final, WBX149.

Weich, C. , “Generic Containers for a Distributed Object Store”,
Proceedings of the USENIX Conference (Jun. 1995) on Object-
Oriented Technologies, Monterey, CA, May 18, 1995 , WBX150.
WBX151, “SmallTalk™ Wikipedia SmallTalk http://www.objs.com/
x3h7/smalltalk htim  and  http://en.wikipedia.org/wiki/Smalltalk
WBX151.

Wollrath, A. et al. , “Simple Activation for Distributed Objects”,
Proceedings of the USENIX Conference on Object-Oriented Tech-
nologies, Monterey, CA, Jun. 1995, WBX152.

USENIX , “Agenda of Proceedings of the USENIX Conference on
Object-Oriented Technologies”, Monterey, CA, Jun. 1995,
WBX153.

“Common Desktop Environment: Desktop Kornshell User’s Guide”,
Sun Microsystems, 1994-1995 , WBX154.

“Common Desktop Environment: Help System Author’s and Pro-
grammer’s Guide”, Sun Microsystems, 1994-1995, (Three parts)
WBX155.

“Common Desktop Environment: Internationalization Program-
mer’s Guide”, Sun Microsystems, 1994-1995, WBX156.
“Common Desktop Enviromment: Tooltalk Messaging Overview”,
Sun Microsystems, 1994-1995 , WBX157.

s



US 8,037,158 B2
Page 9

“Common Desktop Environment: Common StyleGuide and Certifi-
cation CheckList”, SunSoft, 1994-1995 , WBX158.

“Common Desktop Enviromment: Programmer’s Overview”,
SunSoft, 1994-1995 , WBX159.

Developer’s Guide to Internationalization, Sun Microsystems, 1994,
WBX160.

“Dr. Gui’s Gentle Guide to COM”, http://www.microsoft,com/Com/
news/drgui.asp [retrieved on May 22, 2001], Nov. 1, 1999, WBX 161.
“iPIN Company Info”, http://www.ipin.com/01comp.html [retrieved
on May 23, 2001], iPIN Interactive Transaction Services, Inc., 2000,
WBX162.

“iPIN Home”, http://www.ipin.com [retrieved on May 23, 2001],
iPIN Interactive Trapsaction Services, Inc., 2000, WBX163.

“iPIN Service Options”, http://www.ipin.com/02prod__service html
[retrieved on May 23, 2001], iPIN Interactive Transaction Services,
Inc., 2000, WBX164.

“iPIN  Solutions”,  http://www.ipin.com/02prod_ solution htm]
[retrieved on May 23, 2001], iPIN Interactive Transaction Services,
Inc., 2000, WBX65.

“iPIN Partners”, hitp://www.ipin.com/03 part.html [retrieved on May
23, 2001}, iPIN Interactive Transaction Services, Inc., 2000,
WBX166.

“iPIN  Technology”,  http://www.ipin.com/02prod_ tech.html
[retrieved on May 23, 2001], iPIN Interactive Transaction Services,
Inc., 2000, WBX167.

NetScape Products: Open and Secure Internet Software, 1995,
WBX163A.

NetScape Merchant Systeim, Data Sheet 1995, WBX168B.
NetScape Internet Applications, Customer Showcase 1995,
WBXI168C.

NetScape Server API, 1995, WBX 168D.

NetScape Object-Oriented Pradigm of Server Configuration, 1995,
WBX168E.

RSA: Verisign Redirection Information, Important Announcement
1995, WBX168F.

RSA: Verisign to Provide Digital IDs for Open Market’s Secure
‘WebServer, 1995, WBX168G.

Verisign Adds the Missing Component to Online Security Solutions
1995, WBX 168H.

Hickman, K.E.B.; Netscape, “The SSL Protocol”, 1995, WBX168I.
NetScape iStore DataSheet, 1995, WBX168]J.

Choudhury, AX. et al. , “Copyright Protection for Electronic Pub-
lishing over Computer Networks”, 1995 IEEE Network, 9, May/
June, vol. 3 pp. 12-20 (1995) WBX168L.

NSAPI Basics, (Chapter 1) http://developer.netscape.com/docs/
manuals/enterprise/nsapi/sviop.htin [retrieved on May 22, 2001],
1997, WBX174.

“OpenStep User Interface Guidelines”, SunSoft, 1996, WBX175.
“OpenStep Programming Reference”, SunSoft, 1996 , (12 parts)
WBX176.

“QuickStart to Using the Open Step Desktop”, SunSoft, 1996,
WBX177.

Rose, M. et al. , “RFC 1065:Structure and Identification of Manage-
ment Informationfor TCP/IP-based internets”,Aug. 1, 1988,
WBX178.

Stewart, B., RFC 1318: “Definition of Managed Objects for Parallel-
printer-like Hardware Devices”, Apr. 1, 1992 , WBX179.

Kane, P., “Prodigy Made Easy™, “Chapter 6, Shopping Made Easy™,
2nd ed., 1993, WBX080. :

Lagoze, C. etal., “Dienst: Implementation Reference Manual”, May
5, 1995, WBXOSI

Rivest, R., “RFC 1321: The MD35 Message-D1gestA]gonth1n” 1997,
WBX180.

Solaris Common Desktop Envirnment: MOTIF Transition Guide,
Sun Microsystems, 1997, WBX181.

“Solaris Common Desktop Environinent: Programmer’s Guide”,
Sun Microsystems, 1994-1995, WBX182.

“The iPin Approach”, http://www.ipin.com/02prod.htmi, 2000,
[retrieved on May 23, 2001], Interactive Transaction Services, Inc.,
WBX183.

USPTO, 7,340,506—Notice of assignment of inter partes reexami-
nation request, Jan. 1, 2009, WBX200.

Orfali, R. et al. , “The Essential Distributed Objects Survival
Guide”—Part!-1, John Wiley and Sons, 1996, WBX201.

Orfali, R. et al. , “The Essential Distributed Objects Survival
Guide”—Partl -2, John Wiley and Sons, 1996 , WBX202.

Orfali, R. et al. , “The Essential Distributed Objects Survival
Guide”—Part1-3, John Wiley and Sons, 1996, WBX203.

Orfali, R. et al. , “The Esseatial Distributed Objects Survival
Guide”—Part2-1, John Wiley and Sons, 1996, WBX204.

Orfali, R. et al. , “The Essential Distributed Objects Survival
Guide”—Part2-2, John Wiley and Sons, 1996 , WBX205.

Orfali, R. et al. , “The Essential Distributed Objects Survival
Guide”—Part2-3, John Wiley and Sons, 1996, WBX206.

Orfali, R. et al. , “The Essential Distributed Objects Survival
Guide”—Part3-1, John Wiley and Sons, 1996 , WBX207.

Orfali, R. et al. , “The Essential Distributed Objects Survival
Guide”—Part3-2, John Wiley and Sons, 1996 , WBX208.

Orfali, R. et al. , “The Essential Distributed Objects Survival
Guide”—Part3-3, John Wiley and Sons, 1996, WBX209.

Orfali, R. et al. , “The Essential Distributed Objects Survival
Guide™—Part4-1, John Wiley and Sons, 1996, WBX210.

Orfali, R. et al. , “The Essential Distributed Objects Survival
Guide”—Part4-2, John Wiley and Sons, 1996, WBX211.

Orfali, R. et al. , “The Essential Distributed Objects Survival
Guide”—Part4-3, John Wiley and Sons, 1996, WBX212.

Osfali, R et al. , “The Essential Distributed Objects Survival
Guide”—Part4-4, John Wiley and Sons, 1996 , WBX213.
Broadvision , “Broadvision One-to-One: Programmer’s Reference,
Part 17 1995, WBX214.

Broadvision , “Broadvision One-to-One: Programmer’s Reference,
Part 2” 1995 , WBX215.

OMG , “The Common Object Request Broker: Architecture and
Specification”, CORBA v2.0_(NYC-#1655390-v1), Jul. 1995-
1996, WBX216.

NYC-#1579692-v1-WebXchange_ —_ March_3_ DELL_Com-
plaint.Doc, Mar. 3, 2008, WBX217.
NYC-#1579751-v1-WebXchange - March_3_ Allstate_Com-
plaint.Doc, Mar. 3, 2008, WBX218.
NYC-#1579947-v1-WebXchange_ —_ March_3_FedEx_Com-
plaint.Doc, Mar. 3, 2008, WBX219.

The Open Group , “Inter-domain Management: Specification Trans-
lation™, 1997, WBX222.

The Open Group , “Inter-domain Management_ Summary of Simi-
larities and Differences”, 1997, WBX223.

The Open Group , “Inter-domain Management_ object models com-
parison”, 1997, WBX224.

Miller, M., “Managing Intemnetworks with SNMP”, 1993, pp. 138-
139, M&T Books., 506 Inter Partes Re-examination Exhibit 12,
Dec. 2008, WBX225.

Umar, A., “Distributed Computing: A Practical Synthesis”, “Appen-
dix B: Tuatorial on TCP/IP Protocol Suite”, (BellCore), 1993,
WBX226.

Umar, A., “Distributed Computing: A Practical Synthesis”, “Chapter
5: Client-Server Systems and Application—Interconnectivity™,
(BellCore), 1993, WBX227.

Spero , “Binary Gateway Interface—An API for Dynamically Exten-
sible http Servers”, Jul. 1, 1994, Rétrieved on Apr. 5, 2009 from
http://www.ibiblio.org/mdma-release/BGI-spec.txt , WBX228.
“Point, Click and Shop’ Never So Easy;The CheckFree Wallet{(TM)
Allows Consumers and Merchants to Conduct Simple, Safe Internet
Transactions” NewsHound, San Jose Mercury News, PRNewswire,
Apr. 10, 1995, Retrieved on Apr. 5, 2009 from hitp://besser.tsoa.nyu.
ed_777, WBX229.

“DEC ObjectBroker Service”, Comp.Object FAQ Version 1.0.9 (Apr.
2002) Part 3/13, Apr. 3, 1996, Retrieved on Apr. 5, 2009 from http://
209.85.173.132/search?q=cache:c3iJxZca3alUJ:www.fags.org/fags/
object-fag/part3/+ DEC%27s +ObjectBroker+Service&cd=0&
hl=en& ct=clnk&g 777, WBX230.

“Easel Corporation Introduces Comprehensive Program for Expand-
ing Object Technology Expertise”, Mar. 13, 1995, Business Wire,
Retrieved on Apr. 5, 2009 from hitp://209.85.173.132/
search?q=cache:McscjZC2srEJ:findarticles.com/p/articles/mi__
mOEIN/ is__1995_Marc_ 777, WBX231.



US 8,037,158 B2
Page 10

“Internet Information Commerce: The First Virtual (TM) Approach”,
Jul. 1995, Proceedings of the First USENIX Workshop on Electronic
Commerce, New York, New York, Retrieved on Apr. 5, 2009 from
http://www.usenix.org/publications/library/proceedings/ec95/f_
777, WBX232.

“O’Reilly Releases Website (TM) Web Server for Windows NT”,
WebView, EIT (Enterprise Integration Technologies), May 12, 1995,
vol. 7 : Issue 41, ISSN 1004-042X, Computer underground Digest,
Retrieved on Apr. 5, 2009 from http://cu-digest.org/CUDS7/cud74__
777, WBX233.

“RSA and EIT Joint Venture Will Make Internet Transactions
Secure”, Terisa Systems, EIT and RSA: Secure HTTP, Jum. 13, 1994,
Retrieved on Apr. 5, 2009 from bhttp://1997 webhistory.org/www.
lists/www-talk.199492/0980.htinl, WBX234.

“CommerceNet The First Large-Scale Market Trial of Electronic
Comimerce on the Internet” EIT: CommerceNet, Aug. 3, 1994, Pro-
ceedings of the May 1994, Ties That Bind: Building Commnunity
Networks conference, Retrieved on Apr. 5, 2009 from http://internet.
eser__Z77, WBX235.

Rubin, A., “IETF—Stockholm meeting” NetCheck: E-signatures,
Aug. 5, 1995, pp. 1-2, CIPHER, Newsletter of the IEEE Computer
Society’s TC on Security and PrivacyElectronic, Issue 8, Retrieved
on Apr. 5, 2009 from http://www.ieee-security.org/Cipher/PastTssu__
777, WBX236.

Open Market, “FastCGI:A High-Performance Web Server Inter-
face™, Apr. 1996, Retrieved on Apr. 5, 2009 from http://www.fastcgi.
com/devkit/doc/fastcgi-whitepaper/fastcgi.htm, WBX237.

Sun Microsystems, “HotJava”, Wikipedia, the free encyclopedia,
Jun. 1995, Retrieved on Apr. 5, 2009 from hilp://en.wikipedia.org/
wiki/HotJave, WBX238.

‘W3C Status Codes, HTRESP _html_w3__org, 1992 WBX239.
Hewlett Packard, “HP Odapter/OpenODB”, Jul. 1994, Retrieved on
Apr. 5, 2009 from http://web.bilkent.edu.tr/Online/oofaq/oo-faq-S-
8.13.0.5.html], WBX240.

Internet  Shopping Network_ISN Business Newswire (1995)
WBX241.

NCR Co-operative Frameworks 3, (1993) WBX242.

Distributed Objects Everywhere, NEO, Wikipedia (1996) WBX243.
NetMarket (1996) WBX?244,

Enterprise Object Netorks, Wikipedia (1996) WBX245.

OMG Document No. 91_12__1 Revision 1_1 (1997) WBX246.
DigiCash Smartcards (1997) WBX247.

IBM System Object Model__SOM (1998) WBX248.

IBM System Object Model _SOM,DSOM (1998) WBX249.

Open Market StoreBuilder (1995) WBX250.

‘WebXpress Web StoreFront (1996) WBX251.

PNC, Industry.Net do eCommerce (1996) WBX252.
10KPowerShip,PowerPartner (1996) WBX253.

T. Berners Lee Hypertext Mark up Language RFC 1866(1995) WBX
254.

E. Nebel RFC1867 (1995) WEBX255.

RFC1942 (1996) WEBX256.

J. Seidman RFC1980 (1996) WBX257.

HTML—Wikipedia, the free encyclopedia—Notepad (1998)
WBX258.

Berners-Lee, T., RFC 1630, “Universal Resource Identifiers in
WWW?, Network Working Group, CERN, Jun. 1994 WBX259.
Object Broker Service Middleware Sourcebook (1995) WBX260.
Inter Parte Re-Examination U.S. Appl. No. 95/001,129 (2008)
WBX261.

6,212,556 Re-exam file history U.S. Appl. No. 90/010,417 filed
(2009) WBX262.

U.S. Appl. No. 11/980,185 prosecution history filed 2008, prosecu-
tion history as of Mar. 12, 2009 WBX263.

WebX Opening Brief District of Delaware Mar. 23, 2009 WBX264.
U.S. Patent 5,778,178 Re_ Examination of 90010346__178 prosecu-
tion history through Aug. 20, 2009 WBX267.
WBXexecsummary4809new2bizplan[1} (2009) WBX268.

Kramer, Douglas Java Whitepaper May 1996, WBX500.

09863704 Response to Non-Final Office Action Jun. 6, 2006,
WBX501.

09863704 Response to Non-Final Office Action Jul. 23, 2008 and
Examiner Interview Summaries dated Jul. 2, 2008 and Jul. 16, 2008,
WBX502.

09863704 Response to Non-Final Office Action Aug. 21, 2007,
WBX503.

09863704 Response to Non-Final Office Action Nov. 28, 2008,
WBX504.

09863704 Final Office Action Apr. 20, 2005, WBX505.

09863704 Final Office Action Sep. 8, 2006, WBX506.

09863704 Final Office Action Oct. 31, 2007, WBX507.

09863704 Non-Final Office Action Feb. 14, 2004, WBX508.
09863704 Non-Final Office Action Feb. 23, 2007, WBX509.
09863704 Non-Final Office Action Apr. 14, 2008, WBX510.
09863704 Non-Final Office Action Sep. 18, 2009, WBX511.
06863704 Noxn-Final Office Action Dec. 6, 2005, WBXS512.
09863704 RCE Feb. 1, 2008, WBX513.

09863704 RCE Jua. 30, 2009, WBX514.

09863704 RCE Sep. 22, 2005, WBX515.

09863704 RCE Dec. 8, 2006, WBX516.

11980185 Restriction Requirement Oct. 19, 2009, WBX517.
90010417 Determination Re-exam Ordered May 20, 2009,
WBX518.

File History of U.S. Patent 5,778,178, WBX519.

File History of U.S. Patent 5,987,500, WBX520.

File History of U.S. Patent 6,212,556, WBX521.

File History of U.S. Patent 7,340,506, WBX522.

Settlement with Allstateby WebXchange (2009), WBX523.
Arunachalam, U.S. Appl. No. 09/863,704__2nd_ rule56__disclosure.
pdf, Mar. 4, 2009 , WBX006.

Arunachalam , U.S. Appl. No. 11/980,185__Duty of Candor Rule 56
Disclosure, Feb. 11, 2009, WBX220.

Arunachalam , U.S. Appl. No. 11/980,185_ Duty of Candor Rule 56
Disclosure, Mar. 4, 2009, WBX221.

U.S. Appl. No. 12/628,060, filed Nov. 30, 2009, Arunachalam.

U.S. Appl. No. 12/628,066, filed Nov. 30, 2009, Arunachalam.

U.S. Appl. No. 12/628,068, filed Nov. 30, 2009, Arunachalam.

U.S. Appl. No. 12/628,069, filed Nov. 30, 2009, Arunachalam.
Order, Motion to Bifurcate and for early trial on the Issue of Inequi-
table Conduct, on Mar. 19, 2009, Dismissal with Prejudice, order
dated Dec. 30, 2009, Denied as Moot, Order Granted, signed by JJF,
C.A. No. 08-131 (JIF).

Order, Motion to Bifurcate and for early trial on the Issue of Inequi-
table Conduct, on Mar. 19, 2009, Dismissal with Prejudice, order
dated Dec. 30, 2009, Denied as Moot, C.A. No. 08-132 (JJF) and C. A.
No. 08-133 (JJF), signed by JJF, Order, Motion to Bifurcate and for
early trial on the Issue of Inequitable Conduct, on Mar. 19, 2009,
Dismissal with Prejudice, order dated Dec. 30, 2009, Denied as
Moot, C.A. No. 08-132 (JJF) and C.A. No. 08-133 (JIF).

Plaintiff WebXchange Inc.’s Surreply in Opposition to Defendants’
Motion to Bifurcate, and for Early Trial on, the Issue of Inequitable
Conduct (C.A. No. 08-132 (JIF) and C.A. No. 08-133 (JIF) , is
Granted Plaintiff’s Surreply in Opposition to Defendant’s Motion to
Bifurcate and for Early Trail on, The Issue on Inequitable Conduct is
deemed filed (Entered Dec. 30, 2009).

Dell Inc.’s Second Amended Answer and Counterclaims to
WebxChange Inc.’s Original Complaint for Patent Infringeiment
(Entered: Jan. 20, 2010).

Plaintiff WebxChange Inc.’s Surreply in Opposition to Defendants’
Motion to Bifurcate, and for Early Trial on, The Issue of Inequitable
Conduct (Entered Dec. 30, 2009).

Memorandum Opinion C.A. 08-133-JJF, and C.A. 08-132-JJF
(Entered Dec. 30, 2009).

Defendant’s Fedex Corporation, Fedex Kinko’s Office & Print Ser-
vices, Inc., and Fedex Corporate Services, Inc.’s Second Amended
Answer, Affirmative Defenses, and Counterclaims to Plaintiff
WebXchange, Inc.’s Complaint (Entered Jan. 20, 2010).
International Search Report, PCT/US9618165, Feb. 14, 1997.
Ramanathan, S. etal., ‘Architectures for Personalized Multi-Media’,
1994 IEEE MultiMedia, Spring #1, Los Alamitos, CA, 1994, pp.
3746, ReedFax Selected Papers, WBX168.

‘Solaris Common Desktop Envimment: Programmer’s Guide’, Sun
Microsystems, 1994-1995 , WBX182.



US 8,037,158 B2
Page 11

Business Wire ‘Internet Shopping Network (ISN)', Apr. 11, 1995,
NewsHound, San Jose Mercury News, Retrieved on Apr. 5, 2009
from  http://bessertsoa.nyu.edw/impact/w95/RN/apri4news/Merc-
news-isn html, WBX241.

NEO, Sun Microsystems, 1995, VVikipedia, Refrieved on Apr. 5,
2009 from http://en.wikipedia.org/wiki/ Distributed Objects_ Ev-
erywhere WBX243.

Belisle, D., IBM System Object Model, SOM technologies devel-
oped by IBM, 1992, National Comumnittee for Information Technol-
ogy Standards, Technical Committee H7 Object Model Features
Matrix Doc. No. X3H7-93-007v12b, [Retrieved on Apr. 5, 2009 from
http://www.omg.org/docs/1991/91-12-01.pdfWBX248.

CNET Staff Writer, “PNC, Industry.Net do e-commerce™, Sep. 25,
1996, CNET News Retrieved on Apr. 5, 2009.

1996 Fedex 10K Report, PowerShip, PowerPartner, FedEx, Aug. 9,
1996, BuckMaster, Retrieved on Apr. 5, 2009 from http://buck.com/
10k?tenkyear=968jcbc=F&co=FDX&nam=DEMO&
pw=DEMOWBX253.

Digial Press, ‘The Middleware Souce Book’, Colonna, Romano and
Sprite, Boston 1995 pp. 454-537. WBX254.

Request for Ex Parte Re-examination of U.S. Patent No. 7,340,506
filed Dec. 19, 2008. Now control U.S. Appl. No. 95/001,129.
Request for Ex Parte Re-examination of U.S. Patent No. 6,212,556
filed Feb. 23, Now control U.S. Appl. No. 90/010,417.

Digital E-Meter Project—Sources #1 DE-1.

WWWX03 Network Working Group RFC 1122, R. Brandon,
“Requirements for Internet Hosts—Communications Layers”, 1989.
WWWX06 DEC Systems Research Center Report #115, Andrew
Birrell et al., “Network Objects”.

WWWXO07 PCT Application, Lakshmi Arunachalam, PCT/US96/
18165.

Arunachalam , 60-006634 60-006634 Provisional Patent_ 506 Inter
Panes Re-examination Exhibit 13, Nov. 13, 1995 , WBX005.
‘CyberCash-Why Choose CashRegister?” Web Page[online].
[retrieved on May 23, 2001] Retrieved from the Internet:
<URL:http://www.cybercash.com/cashregister/whyhtml 1996
WBX037.

‘Open Market Commerce Products’, Web Page[online]. Open Mar-
ket Inc Enterprise Content Management Delivery. Retrieved on the
Internet<URL:http://www.opemmarket.com/cgi-bin/gx.cgi/
AppLogic+FTCont- entServer?pagename=FutureTense/Apps/
Xcelerate/Render&c=Artic ...retrieved on May 15, 2001, pp. 1-2,
WBX082.

‘Open Market Enterprise Content Management and Delivery: Per-
sonalization Center’, <URL:http://www.openmarket. com/cgi-bin/
gx.cgi/ AppLogic+FT ContentServer?pagename=FutureTense/ Apps/
XKcelerate/Render&c=Artic., retrieved on May 15, 2001, WBX108.
“Open Market Enterprise Content Management and Delivery: Satel-
lite Server”, <URL:http://www.openmarket.com/cgi-bin/gx.cgi/
AppLogic+FTContentServer?pagename=Future Tense/ Apps/
Xcelerate/Render&c=Artic.., retrieved on May 15, 2001, pp. 1-4,
WBX109.

Reynolds, J.Posting to comp doc USENET group, http:/nyurl.
conV53a95p, RFC 1212, 1213- Google groups on concise definitions
MIB and MIBII, Exhibit G, Mar. 27, 1991 WBX102.

K. McCoughrie and J. Galvin. Request. For Comments 1447, Party
MIB. for version 2 of the Simple Network Management Protocol,
published by the SNMP Security Working Group (Apr. 1993).
Computer Dictionary “The Comprehensive Standard for Business,
School, Library, and Home” 1993, Microsoft Press, Second Edition,
p. 344,

iPIN Partners Web Page[online]. iPIN Interactive Transaction Ser-
vices, Inc. 2000. {retrieved on May 23, 2001] Retrieved from the
Internet<URL:http://www.ipin.com/03part.htmt pp.

Server Operating System a Technology Overview, Microsoft Com-
ponent Services. White Paper [online] MicrosoftCOM. [retrieved on
May 22, 2001]. Retrieved form the Intemet<URL.:http:/www.
microsoft.com/com/wpaper/compsyscs.asp pp. 1-8.

Christian Gross. Taking the Splash Diving into ISAPI Programming.
White  Paper  [online]ISAPI  Programming, Microsoft
InteractiveDeveloper, Jan. 1997.[retrieved on May 22, 2001].
Retrieved from the Internet :<URL:http://www.Microsoft.com/
mind/0197/isapi.htm pp. 1-10.

The Common Gateway Interface.Web Page [online]. [retrieved on
May 22, 2001]. Retrieved from the Intemet:<URL:hitp://hoohoo.
ncsa.niuc.edwcgi/primerhtmlpp. 1-4.

Open  Market Content-Driven  eBusiness  Solutions. Web
Page[online]. Open Market [retrieved on May 15, 2001] Retrieved on
the Internet<URL:http://www.openmarket.com/cgi-bin/gx.cgi/
AppLogic+FTContentServer?pagename=FutureTense/ Apps/
Xcelerate/Render& c=Articpp.1-3.

Open Market Content Server. Web Page[online]. Open Market.
[retrieved on May 15, 2001] Retrieved on the Internet:<URL:hitp://
www.openmarket.com/cgi-bin/gx.cgi/
AppLogic+FTContentServer?pagename=Future Tense/Apps/
Xcelerate/Render& c=Artic.....pp. 1-4.

Open Market Integration Centre. Web Pagefonline]. Open Market,
Inc.—Enterprise Content Management & Delivery. [retrieved on
May 15, 2001]. Retrieved on the Intemnet<URL:http://www.
openmarket.com/cgi bin/gx.cgi/
AppLogic+FTContentServer?pagename=Future Tense/ Apps/
Xcelerate/Render& c=Artic.

Open Market Marketing Studio. Web Page [online]. Open Market
Inc.—Enterprise Content Management Delivery. [retrieved on May
15, 2001]. Retriecved on the Internet<URL:http://www.
openmarkelcom/cgi bin/gx.cgi/
AppLogic+FTContentServer?pagename=FutureTense/Apps/
Kcelerate/Render& c=Articpp. 1-4.

Open Market ShopSite 5.0. Web Page [online]. [retrieved on May 15,
2001]. Retrieved on the Internet:<URL:http://www.openmarket.
com/cgi-bin/gx.cgi/
AppLogic+FTContentServer?pagename=FutureTense/Apps/.

B2B Payment Services. Web Page[online]. CyberCash, 1996.
[retrieved on May 23, 2001]. Retrieved from the
Intemnet: <URL:http://www.cybercash.com pp. 1-2.

CVERIFY for Windows.2.5 Upgrade. Web Page[online]. CyberCash
ICVERIFY 2.5 Upgrade,1996. [retrieved on May 23, 2001]
Retrieved from the Internet<URL:hitp://www.Cybercash.comy/
icverify/upgrade html pp. 1-2.

CyberCash Corporate Information, CyberCash B2B Payment Ser-
vices, Web Page [online].[retrieved on May 23, 2001] Retrieved from
the Internet<URL:http://www.cybercash.com/b2b/ pp. 1-2.
RECI1630.

Orfali, R.; Harkey, D.; Edwards, J., ‘Essencial Client/Server Survival
Guide® John Wiley and Sons, Sets 1-4, Jun. 16, 2005 WBX114,
WBX115, WBX116, WBX117.

Orfali, R.; Harkey, D.; Edwards, J., ‘The Essential Distributed
Objects’, Parts 1-1, 1-2, 1-3, 2-1, 2-2, 2-3, 3-1, 3-2, 33, 4-1, 4-2,
4-3 & 44 WBX201, WBX202, WBX203, WBX204, WBX205,
WBX206, WBX207, WBX208, WBX209, WBX210, WBX211,
WBX212, WBX213.

Rosenberry, W. et al., “OSF Distributed Computing Environment—
Understanding DCE”, O’Reilly and Associates, Jun, 1993WBX238.
Common Desktop Environment: Help System Authors and Program-
mers Guide, Sun Microsystems WBX155.

Raggett, D., RFC 1942, “HTML Tables”, May 1996, WBX 256.
CyberCash Payment Software for Brick and Mortal merchants,
http://viww.cybercash.com/pcauthorize, CyberCash, 1996-2001
‘WBX046.

The E-Comunerce Leader in Payment Processing PC Authorize,
http://www.cybercash.com/peauthorize, CyberCash, 1996-
2001VVBXo047.

Dr. Gui’s Gentle Guide to COM, Jun. 21, 1995, http:/fwww.
microsoft,com/Com/news/drgui.asp [retrieved on May 22,
2001],WBX161.

Open Market Enterprise Content Management and Delivery: Content
Center. ,URL:http://www.opemmnarket.com/cgi bin/gx.cgl/
AppLogic+FTContentServer?pagename=Future Tense/Apps/
Xcelerat/Render&c=Artic.. WBX104.

Open Market Enterprise Content Management and Delivery:
Shopsite <URL :http://www.openmarket.com/cgi-bin/gx.cgi/
AppLogic+FTContentServer?pagename=Future Tense/Apps/
Xcelerate/Render&c=Artic..pp. 1-2 VVBX1100penMarket Enter-
prise Content Management and Delivery: Transact <URL:http://
www.openmarket.com/cgi-bin/gx. cgi/



US 8,037,158 B2
Page 12

AppLogic+FTContentServer?pagename=FutureTense/Apps/
Xcelerate/Render&c=Artic..pp. 1-2 VVBX1110pen Market.
Wikipedia, ‘A Version History of the Standard: HTMS Version
Timeline’, http://en.wikipedia.org/wiki/ HTML#Version__history__
of the_standard, downloaded on Jun. 17, 2009 WBX258.

Weich, C., “Generic Containers for a Distributed Object Store”,
Proceedings of the USENIX Conference on ObjectOriented Tech-
nologies, Monterey, CA, Jun. 1995WBX150.

Verisign Online Security Solutions, ReedFax Selected Papers, Jun.
22, 1995WBX168.

Verisign Redirection Information, ReedFax Selected Papers,
1995WBX168.

RFC 1065 1988 Network Working Group.

RFC 1318 1992 Network Working Group.

RFC 1516 1993 Network Working Group.

RFC 1155 May 1990 Network Working Group.

RFC 1157 May 1990 Network Working Group.

RFC 1213 Mar. 1991 Network Working Group.

RFC 1156 May 1990 Network Working Group.

Request for Reexamination for Patent 5,778,178.

Tymnet, Wikipedia, the free encyclopedia, http://en.wikipedia.org/
wiki/tymnet, Oct. 2006.

Cyberman Business Plan: Product Description and Technical
Approach, Aug. 26, 1995, Exhibit A.

Cyberman Business Plan: Product Description and Technical
Approach, Aug. 26, 1995, Exhibit B.

Cyberman Business Plan: Product Description and Technical
Approach, Sep. 1, 2995, Exhibit C.

Cyberman Business Plan: Product Description and Approach, Sep. 1,
1995, Exhibit D.

Cyberman Business Plan: Product Description and Approach, Sep. 1,
1995, Exhibit E.

Cyberman Business Plan: Product Description and Approach, Sep. 1,
1995, Exhibit F.

* cited by examiner



U.S. Patent

101

USER

Fi1G.

Oct. 11, 2011 Sheet 1 0f 13

BROWSE
LINK
103

BROWSER
102

hitp//www.car.com

1 A (PRIORART)

US 8,037,158 B2

CAR DEALER
WEB SERVER

CAR
DEALER

105

104




US 8,037,158 B2

Sheet 2 of 13

Oct. 11, 2011

U.S. Patent

N

[Cwor |
[ornDio3HO |

3asvaviva

O

A

(LHY HOIHd)

dal

DI

190

JOV4HILNI

NOLLYOMddY
ONIIDIHO

3OV4HILINI
199

H3AH3S 43M

ANva

\\f/

rale

H3ISMou8
g3IM




US 8,037,158 B2

Sheet 3 of 13

Oct. 11, 2011

U.S. Patent

< “DIiAd

o0z P
HOSSI00Hd |
e
JIIA9Q
o
102 sne

<14

30IA30
AVdSId

80c 02 ¥z B2
WNIC3IN 301A30
AHOW3W AHOW3W
3OVHOLS JNUQLS AINO Qv3H NIYW




U.S. Patent Oct. 11, 2011 Sheet 4 of 13 US 8,037,158 B2

OSI MODEL
[ 3

APPLICATION

2

PRESENTATION

SESSION

TRANSPORT

E_B B

NETWORK

DATA LINK

PHYSICAL

E B B

FiG. 3



US 8,037,158 B2

Sheet 5 0f 13

Oct. 11, 2011

U.S. Patent

0T yasn

00T 4asn

ar

‘DA

HIT1AL AN H
HIISIOTYHSYD « | JHVMOHVH |
NIEYTYM A1) L S —— 3 SHYMAYVH
¥SOM-l wausas !
............... ONILYH340 "..--.----.--.
Ode ===~
’ HAl» mzo_Eo:&{. Sddvy
ALVD e dn-via HIO TWV)» o " dl
. SNOLLYOI Y oo
OFBL* | cugamous | 36VMAVHe | SddvSOd- | Syymaaan |
SHIMHYD DS | ygpuzs came oo | 4
* | Isvaviva
LNHING s aam gIMSNVHL | TuvmIaaw ! t
STINNVHD 301430
30IAU3S ¥ova
. J
V¥ ‘DA
HITIAL 3AN .
YH3LSIOFY HSVD » | IYMQUVH
NFXTVM L TU LI PO JHYMOHYH
. XSO* | W3isAS
- ONULVH34O ===
Ode
HAl« | SNOILVOIWAY ! §qav
ALV drivia L0 TIVD « Top o
SST T SNOLLYOMdAY b oo
SHIAIAOHd mﬁgaw«m. J4VMITOOM ;
SHIILHYD 30N43S o T e
HIAHIS BIM
FETTENY] i Eam P——— “ ISVEVIVO
STINNVHD 301490
F0IAY3S YalT:




U.S. Patent Oct. 11, 2011 Sheet 6 of 13 US 8,037,158 B2

. [ ] - . L] -

USER Bt
100

[ TRANSACTIONS

BUTTON
500
WEB PAGE 105
WEB SERVER 104
Fi1G. 5A
OPERATOR
AGENT
WEB
USER | SERVER 203
100 14|  EXCHANGE 501
WEB POINT-OF- VAN | OBJEGCT
PAGE SERVICE SWITCH ROUTER
APPLICATIONS
510 520 525

FiG. oB



U.S. Patent Oct. 11,2011 Sheet 7 of 13 US 8,037,158 B2

r" ””””””””””” b |
| |
1 |
| !
| l
POINT-OF- SERVICE |
| APPLICATIONS l
: « BANK (1 l
« CAR DEALER (2) |
| « PIZZERIA (3)
, I
, |
| |
| |
| 1
| :
T exomaeesa,
WEB SERVER 104

Fi1G. 5C



US 8,037,158 B2

Sheet 8 0of 13

Oct. 11, 2011

U.S. Pat_ent

AHOLISOd3Y |4—

«301340 XOva.
ANvE

e o Em o w mw e e e B we W W Em e o ow =

as

002 WALSAS H31NdWOD
015 (1) YNve

—— QBOMSSYd
— JAWN

ANNOJJY ONIMOIHO

o] |

0T Y3AHIS 83M

[INIOV -INJWIOVYNVA |
JNIMO ]

"asn



U.S. Patent Oct. 11, 2011 Sheet 9 of 13 US 8,037,158 B2

BANK

7 | WEBPAGE N

FiG. SE



US 8,037,158 B2

Sheet 10 of 13

Oct. 11, 2011

U.S. Patent

VO DI

LINHIINI
/

-~
—— — ——

. S,

/ “gmcﬁ 3IM,

it A A =
70 / ! | 073 NOLLYOdY |
~ ._.zmmv«. | | Ohsod |
| inandovww | | I
L - == — _
N 105 JONVHOXTp |
N e — — R S M
~ _ng I Ve

”

et

" emm aume e




U.S. Patent Oct. 11, 2011 Sheet 11 of 13 US 8,037,158 B2

WEB SERVER
{NODE)
.

123.123.123.123

—  (THER
/ OBJECTS

OBJECT 1 OBJECT 3
123,123.123.123.1 123.123.123.123.3

\d
OBJECT 2

123.123.123.123.2

FiG. 6B



U.S. Patent Oct. 11, 2011 Sheet 12 of 13 US 8,037,158 B2

VAN SWITCH 520
f

SWITCHING
SERVICE

BOUNDARY
SERVICE

MANAGEMENT
SERVICE

APPLICATION
SERVICE

FlG. 7



U.S. Patent

Oct. 11, 2011 Sheet 13 of 13 US 8,037,158 B2

RUNNING AN EXCHANGE

USER CONNECTS TO WEB SERVER |.s— 2

v

USER ISSUES REQUEST FOR
TRANSACTIONAL APPLICATION

fBM

v

REQUEST TO EXCHANGE

v

WEB SERVER HANDS OFF | 808

INTERFACE TO PRESENT USER WITH LAST
OF POSy APPLICATION OPTIONS

EXCHANGE ACTIVATES GRAPHICAL USER If 808

Y

USER MAKES REQUEST FROM
POSy( APPLICATION LIST

J,--810

v

SWITCHES USER TO

SELECTED POSyc APPLICATION

SWITCHING COMPONENT IN EXCHANGE r 812

n

OBJECT ROUTING COMPONENT
EXECUTES USER'S REQUEST

J,-BM

v

REPOSITORY VIATMP

Y

DATA RETRIEVED FROM DATA |)/ 816

USER CONTINUES TRANSACTION

(OPTIONAL} OR ENDS TRANSACTION

¥

FiG. &



US 8,037,158 B2

1
MULTIMEDIA TRANSACTIONAL SERVICES

This application is a continuation-in-part of application
Ser. No. 09/792,323, filed Feb. 23, 2001, now U.S. Pat. No.
7,340,506, which was a divisional of U.S. patent application
Ser. No. 09/296,207 filed Apr. 21, 1999, now U.S. Pat. No.
6,212,556, which was a continuation-in-part of application
Ser. No. 08/879,958 filed Jun. 20, 1997, now U.S. Pat. No.
5,987,500, which was a divisional of application Ser. No.
08/700,726 filed Aug. 5, 1996, now U.S. Pat. No. 5,778,178,
which was related to and claimed priority from provisional
application No. 60/006,634 filed Nov. 13, 1995. This appli-
cation also claims benefit under 35 U.S.C. 119(e) to U.S.
Provisional application Ser. No. 60/006,634 filed Nov. 13.
1995.

The following are related applications: application Ser. No.
09/863,704 filed May 23, 2001 and provisional application
60/206,422 filed May 23, 2000.

BACKGROUND

1. Field of the Invention

The present invention relates to the area of Internet com-
munications. Specifically, the present invention relates to a
method and apparatus for configurable value-added network
switching and object routing.

2. Background of the Invention

With the Internet and the World Wide Web (“the Web”)
evolving rapidly as a viable consumer medium for electronic
commerce, new on-line services are emerging to fill the needs
of on-line users. An Internet user today can browse on the
Web via the use of a Web browser. Web browsers are software
interfaces that run on Web clients to allow access to Web
servers via a simple user interface. A Web user’s capabilities
today from a Web browser are, however, extremely limited.
The user can perform one-way, browse-only interactions.
Additionally, the user has limited “deferred” transactional
capabilities, namely electronic mail (e-mail) capabilities.
E-mail capabilities are referred to as “deferred transactions™
because the consumer’s request is not processed until the
e-mail is received, read, and the person or system reading the
e-mail executes the transaction. This transaction is thus not
performed in real-time.

FIG. 1A illustrates typical user interactions on the Web
today. User 100 sends out a request from Web browser 102 in
the form of a universal resource locator (URL) 101 in the
following manner: http://www.carcom. URL 101 is pro-
cessed by Web browser 102 that determines the URL corre-
sponds to car dealer Web page 105, on car dealer Web server
104. Web browser 102 then establishes browse link 103 to car
dealer Web page 105. User 100 can browse Web page 105 and
select “hot links” to jump to other locations in Web page 105,
or to move to other Web pages on the Web. This interaction is
typically a browse-only interaction. Under limited circum-
stances, the user may be able to fill out a form on car dealer
Web page 105, and e-mail the form to car dealer Web server
104. This interaction is still strictly a one-way browse mode
communications link, with the e-mail providing limited,
deferred transactional capabilities.

Under limited circumstances, a user may have access to
two-way services on the Web via Common Gateway Interface
(CGI) applications. CGI is a standard interface for running
external programs on a Web server. It allows Web servers to
create documents dynamically when the server receives a
request from the Web browser. When the Web server receives
a request for a document, the Web server dynamically
executes the appropriate CGI script and transmits the output
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of the execution back to the requesting Web browser. This
interaction can thus be termed a “two-way” transaction. It is
a severely limited transaction, however, because each CGI
application is customized for a particular type of application
or service. ’

For example, asillustrated in FIG. 1B, user 100 may access
bank 150°s Web server and attenipt to perform transactions on
checking account 152 and to make a payment on loan account
154. In order for user 100 to access checking account 152 and
loan account 154 on the Web, CGI application scripts must be
created for each account, as illustrated in FIG. 1B. The bank
thus has to create individual scripts for each of its services to
offer users access to these services. User 100 can then interact
in a limited fashion with these individual applications. Cre-
ating and managing individual CGI scripts for each service is
not a viable solution for merchants with a large number of
services.

As the Web expands and electronic commerce becomes
more desirable, the need increases for robust, real-time, bi-
directional transactional capabilities on the Web. A true real-
time, bi-directional transaction would allow a user to connect
to a variety of services on the Web, and perform real-time
transactions on those services. For example, although user
100 can browse car dealer Web page 105 today, the user
cannot purchase the car, negotiate a car loan or perform other
types of real-time, two-way transactions that he can perform
with a live salesperson at the car dealership. Ideally, user 100
in FIG. 1A would be able to access car dealer Web page 105,
select specific transactions that he desires to perform, such as
purchase a car, and perform the purchase in real-time, with
two-way interaction capabilities. CGI applications provide
user 100 with a limited ability for two-way interaction with
car dealer Web page 105, but due to the lack of interaction and
management between the car dealer and the bank, he will not
be able to obtajn a loan and complete the purchase of the car
via a CGI application. The ability to complete robust real-
time, two-way transactions is thus not truly available on the
Web today.

SUMMARY OF THE INVENTION

It is therefore an object of the present invention to provide
a method and apparatus for providing real-time, two-way
transactional capabilities on the Web. Specifically, one
embodiment of the present invention discloses a configurable
value-added network switch for enabling real-time transac-
tions on the World Wide Web. The configurable value added
network switch comprises means for switching to a transac-
tional application in response to a user specification from a
World Wide Web application, means for transmitting a trans-
action request from the transactional application, and means
for processing the transaction request.

According to another aspect of the present invention, a
method and apparatus for enabling object routing on the
World Wide Web is disclosed. The method for enabling object
routing comprises the steps of creating a virtual information
store containing information entries and attributes, associat-
ing each of the information entries and the attributes with an
object identity, and assigning a unique network address to
each of the object identities.

Other objects, features and advantages of the present
invention will be apparent from the accompanying drawings
and from the detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

The features and advantages of the present invention will
be apparent from the accompanying drawings and from the
detailed description of the present invention as set forth
below.
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FIG. 1A is an illustration of a current user’s browse capa-
bilities on the Web via a Web browser.

FIG. 1B is an illustration of a current user’s capabilities to
perform limited transactions on the Web via CGI applica-
tions.

FIG. 2 illustrates a typical computer system on which the
present invention may be utilized.

FIG. 3 illustrates the Open Systems Interconnection (OSI)
Model.

FIG. 4A illustrates conceptually the user value chain as it
exists today.

FIG. 4B illustrates one embodiment of the present inven-
tion.

FIG. 5A illustrates a user accessing a Web server including
one embodiment of the present invention.

FIG. 5B illustrates the exchange component according to
one embodiment of the present invention.

10

FIG. 5C illustrates an example of a point-of-service °

(POSvc) application list.

FIG. 5D illustrates a user selecting a bank POSvc applica-
tion from the POSvc application list.

FIG. 5E illustrates a three-way transaction according to
one embodiment of the present invention.

FIG. 6A illustrates a value-added network (VAN) switch.

FIG. 6B illustrates the hierarchical addressing tree struc-
ture of the networked objects in DOLSIBs.

FIG. 7 illustrates conceptually the layered architecture of a
VAN switch.

FIG. 8 is aflow diagram illustrating one embodiment of the
present invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

The present invention relates to a method and apparatus for
configurable value-added network switching and object rout-
ing and management. “Web browser” as used in the context of
the present specification includes conventional Web browsers
such as NCSA Mosaic™ from NCSA and Netscape
Mosaic™ from Netscape™. The present invention is inde-
pendent of the Web browser being utilized and the user can
use any Web browser, without modifications to the Web
browser. In the following detailed description, numerous spe-
cific details are set forth in order to provide a thorough under-
standing of the present invention. It will be apparent to one of
ordinary skill in the art, however, that these specific details
need not be used to practice the present invention. In other
instances, well-known structures, interfaces and processes
have not been shown in detail in order not to unnecessarily
obscure the present invention.

FIG. 2 illustrates a typical computer system 200 in which
the present invention operates. \The preferred embodiment of
the present invention is implemented on an IBM™ Personal
Computer manufactured by IBM Corporation of Armonk,
N.Y. Alternate embodiments may be implemented on a
Macintosh™ computer manufactured by Apple™ Computer,
Incorporated of Cupertino, Calif. It will be apparent to those
of ordinary skill in the art that other alternative computer
system architectures may also be employed.

In general, such computer systems as illustrated by FIG. 2
comprise a bus 201 for communicating information, a pro-
cessor 202 coupled with the bus 201 for processing informa-
tion, main memory 203 coupled with the bus 201 for storing
information and instructions for the processor 202, a read-
only memory 204 coupled with the bus 201 for storing static
information and instructions for the processor 202, a display
device 205 coupled with the bus 201 for displaying informa-
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tion for a computer user, an input device 206 coupled with the
bus 201 for communicating information and command selec-
tions to the processor 202, and a mass storage device 207,
such as a magnetic disk and associated disk drive, coupled
with the bus 201 for storing information and instructions. A
data storage medium 208 containing digital information is
configured to operate with mass storage device 207 to allow
processor 202 access to the digital information on data stor-
age mediwm 208 via bus 201.

Processor 202 may be any of a wide variety of general
purpose processors or microprocessors such as the Pen-
tium™ microprocessor manufactured by Intel™ Corporation
or the Motorola™ 68040 or Power PC™ brand microproces-
sor manufactured by manufactured by Motorola™ Corpora-
tion. It will be apparent to those of ordinary skill in the art,
however, that other varieties of processors may also be used in
a particular computer system. Display device 205 may be a
liquid crystal device, cathode ray tube (CRT), or other suit-
able display device. Mass storage device 207 may be a con-
ventional hard disk drive, floppy disk drive, CD-ROM drive,
or other magnetic or optical data storage device for reading
and writing information stored on a hard disk, a floppy disk,
a CD-ROM a magnetic tape, or other magnetic or optical data
storage medium. Data storage medium 208 may be a hard
disk, a floppy disk, a CD-ROM, a magnetic tape, or other
magnetic or optical data storage medium.

In general, processor 202 retrieves processing instructions
and data from a data storage medium 208 using mass storage
device 207 and downloads this information into random
access memory 203 for execution. Processor 202, then
executes an instruction stream from random access memory
203 or read-only memory 204. Command selections and
information input at input device 206 are used to direct the
flow of instructions executed by processor 202. Equivalent
input device 206 may also be a pointing device such as a
conventional mouse or trackball device. The results of this
processing execution are then displayed on display device
205.

The preferred embodiment of the present invention is
implemented as a software module, which may be executed
on a computer system such as computer system 200 in a
conventional manner. Using well known techniques, the’
application software of the preferred embodiment is stored on
data storage medium 208 and subsequently loaded into and
executed within computer system 200. Once initiated, the
software of the preferred embodiment operates in the manner
described below.

FIG. 3 illustrates the Open Systems Interconnection (OSI)
reference model. OSI Model 300 is an international standard
that provides a common basis for the coordination of stan-
dards development, for the purpose of systems interconnec-
tion. The present invention is implemented to function as a
routing switch within the “application layer” of the OSI
model. The model defines seven layers, with each layer com-
municating with its peer layer in another node through the use
of a protocol. Physical layer 301 is the lowest layer, with
responsibility to transmit unstructured bits across a link. Data
link layer 302 is the next layer above physical layer 301. Data
link layer 302 transmits chunks across the link and deals with
problems like checksumming to detect data corruption,
orderly coordination of the use of shared media and address-
ing when multiple systems are reachable. Network bridges
operate within data link layer 302.

Network layer 303 enables any pair of systems in the
network to communicate with each other. Network layer 303
contains hardware units such as routers, that handle routing,
packet fragmentation and reassembly of packets. Transport
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layer 304 establishes a reliable communication stream
between a pair of systems, dealing with errors such as lost
packets, duplicate packets, packet reordering and fragmenta-
tion. Session layer 305 offers services above the simple com-
munication stream provided by transport layer 304. These
services include dialog control and chaining. Presentation
layer 306 provides a means by which OSI compliant appli-
cations can agree on representations for data. Finally, appli-

cation layer 307 includes services such as file transfer, access .

and management services (FTAM), electronic mail and vir-
tual terminal (VT) services. Application layer 307 provides a
means for application programs to access the OSI environ-
ment. As described above, the present invention is imple-
mented to function as a routing switch in application layer
307. Application layer routing creates an open channel for the
management, and the selective flow of data from remote
databases on a network.

A. Overview

FIG. 4A illustrates conceptually the user value chain as it
exists today. The user value chain in FIG. 4A depicts the types
of transactions that are performed today, and the channels
through which the transactions are performed. A “transac-
tion” for the purposes of the present invention includes any
type of commercial or other type of interaction that a user may
want to perform. Examples of transactions include a deposit
into a bank account, a request for a loan from a bank, a
purchase of a car from a car dealership or a purchase of a car
with financing from a bauk. A large variety of other transac-
tions are also possible.

A typical user transaction today may involve user 100
walking into a bank or driving up to a teller machine, and
interacting with a live bank teller, or automated teller machine
(ATM) software applications. Alternatively, user 100 can per-
form the same transaction by using a personal computer (PC),
activating application software on his PC to access his bank
account, and dialing into the bank via a modem line. If user
100 is a Web user, however, there is no current mechanism for
performing a robust, real-time transaction with the bank, as
illustrated in FIG. 4A. CGI scripts provide only limited two-
way capabilities, as described above. Thus, due to this lack of
arobust mechanism by which real-time Web transactions can
be performed, the bank is unable to be a true “Web merchant,”
namely a merchant capable of providing complete transac-
tional services on the Web.

According to one embodiment of the present invention, as
illustrated in FIG. 4B, each merchant that desires to be a Web
merchant can provide real-time transactional capabilities to
users who desire to access the merchants” services via the
Web. This embodiment includes a service network running on
top of a facilities network, namely the Internet, the Web or
e-mail networks. For the purposes of this application, users
are described as utilizing PC’s to access the Web via Web
server “switching” sites. (Switching is described in more
detail below). Users may also utilize other personal devices
such as network computers or cellular devices to access the
merchants’ services via appropriate switching sites. These
switching sites include non-Web network computer sites and
cellular provider sites. Five components interact to provide
this service network functionality, namely an exchange, an
operator agent, a management agent, a management manager
and a graphical user interface. All five components are
described in more detail below.

As illustrated in FIG. 5A, user 100 accesses Web server
104. Having accessed Web server 104, user 100 can decide
that he desires to perforn real-time transactions. When Web
server 104 receives user 100°s indication that he desires to
perform real-time transactions, the request is handed over to
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an exchange component. Thus, from Web page 105, for
example, user 100 can select button 500, entitled “Transac-
tions” and Web server 104 hands user 100’s request over to
the exchange component. The button and the title can be
replaced by any mechanism that can instruct a Web server to
hand over the consumer’s request to the exchange compo-
nent.

FIG. 5B illustrates exchange 501. Exchange 501 comprises
Web page 505 and point-of-service (POSvc) applications
510. Exchange 501 also conceptually includes a switching
component and an object routing component (described in
more detail below). POSvc applications 510 are transactional
applications, namely applications that are designed to incor-
porate and take advantage of the capabilities provided by the
present invention. Although exchange 501 is depicted as
residing on Web server 104, the exchange can also reside on
a separate computer system that resides on the Intemet and
has an Internet address. Exchange 501 may also include
operator agent 503 that interacts with a management manager
(described in more detail below). Exchange 501 creates and
allows for the management (or distributed control) of a ser-
vice network, operating within the boundaries of an IP-based
facilities network. Thus, exchange 501 and a management
agent component, described in more detail below, under the
headings “VAN Switch and Object Routing,” together per-
form the switching, object routing, application and service
management functions according to one embodiment of the
present invention.

Exchange 501 processes the consumer’s request and dis-
plays an exchange Web page 505 that includes a list of POSvc
applications 510 accessible by exchange 501. A POSvc appli-
cation is an application that can execute the type of transac-
tion that the user may be interested in performing. The POSve
list is displayed via the graphical user interface component.
One embodiment of the present invention supports Hyper-
Text Markup Language as the graphical user interface com-
ponent. Virtual Reality Markup Language and Java™ are also
supported by this embodiment. A variety of other graphical
user interface standards can also be utilized to implement the
graphical user interface.

An example of a POSvc application list is illustrated in
FIG. 5C. User 100 can thus select from POSvc applications
Bank 510(1), Car Dealer 510(2) or Pizzeria 510(3). Numer-
ous other POSvc applications can also be included in this
selection. If user 100 desires to perform a number of banking
transactions, and selects the Bank application, a Bank POSvc
application will be activated and presented to user 100, as
illustrated in FIG. 5D. For the purposes of illustration,
exchange 501 in FIG. 5D is shown as running on a different
computer system (Web server 104) from the computer sys-
tems of the Web merchants running POSve applications
(computer system 200). Exchange 501 may, however, also be
on the same computer system as one or more of the computer
systems of the Web merchants.

Once Bank POSvc application 510 has been activated, user
100 will be able to connect to Bank services and utilize the
application to perform banking transactions, thus accessing
data from a host or data repository 575 in the Bank “Back
Office.” The Bank Back Office comprises legacy databases
and other data repositories that are utilized by the Bank to
store its data. This connection between user 100 and Bank
services is managed by exchange 501. As illustrated in FIG.
5D, once the connection is made between Bank POSvc appli-
cation 510(1), for example, and Bank services, an operator
agent on Web server 104 may be activated to ensure the
availability of distributed functions and capabilities.
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Each Web merchant may choose the types of services that
it would like to offer its clients. In this example, if Bank
decided to include in their POSvc application access to
checking and savings accounts, user 100 will be able to per-
form real-time transactions against lus checking and savings
accounts. Thus, if user 100 moves $500 from his checking
account into his savings account, the transaction will be per-
formed in real-time, in the same manner the transaction
would have been performed by a live teller at the bank or an
ATM machine. Therefore, unlike his prior access to his
account, user 100 now has the capability to do more than
browse his bank account. The ability to perform these types of
robust, real-time transactions from a Web client is a signifi-
cant aspect of the present invention.

Bank can also decide to provide other types of services in
POSvc application 510(1). For example, Bank may agree
with Car dealership to allow Bank customers to purchase a car
from that dealer, request a car loan from Bank, and have the
entire transaction performed on the Web, as illustrated in FIG.
5E. In this instance, the transactions are not merely two-way,
between the user and Bank, but three-way, amongst the con-
sumer, Bank and Car dealership. According to one aspect of
the present invention, this three-way transaction can be
expanded to n-way transactions, where n represents a prede-
termined number of merchants or other service providers who
have agreed to cooperate to provide services to users. The
present invention therefore allows for “any-to-any” commu-
nication and transactions on the Web, thus facilitating a large,
flexible variety of robust, real-time transactions on the Web.

Finally, Bank may also decide to provide intra-merchant or
intra-bank services, together with the inter-merchant services
described above. For example, if Bank creates a POSvc appli-
cation for use by the Bank Payroll department, Bank may
provide its own employees with a means for submitting time-
cards for payroll processing by the Bank’s Human Resources
(HR) Department. An employee selects the Bank HR POSvc
application, and submiits his timecard. The employee’s time-
card is processed by accessing the employee’s payroll infor-
mation, stored in the Bank’s Back Office. The transaction is
thus processed in real-time, and the employee receives his
paycheck immediately.

B. Van Switching and Object Routing

As described above, exchange 501 and management agent
601, illustrated in FIG. 6A, together constitute a value-added
network (VAN) switch. These two elements may take on
different roles as necessary, including peer-to-peer, client-
server or master-slave roles. Management manager 603 is
illustrated as residing on a separate computer system on the
Internet. Management manager 603 can, however, also reside
on the same machine as exchange 501. Management manager
603 interacts with the operator agent 503 residing on
exchange 501.

VAN switch 520 provides multi-protocol object routing,
depending upon the specific VAN services chosen. This
multi-protocol object routing is provided via a proprietary
protocol, TransWeb™ Management Protocol (TMP). TMP
incorporates the same security features as the traditional
Simple Network Management Protocol, SNMP. It also allows
for the integration of other traditional security mechanisms,
including RSA security mechanisms.

One embodiment of the present invention utilizes TMP and
distributed on-line service information bases (DOLSIBs) to
perform object routing. Alternatively, TMP can incorporate
s-HTTP, Java™, the WinSock API or ORB with DOLSIBs to
perform object routing. DOLSIBs are virtual information
stores optimized for networking. All information entries and
attributes in a DOLSIB virtual information store are associ-
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ated with a networked object identity. The networked object
identity identifies the information entries and attributes in the
DOLSIB as individual networked objects, and each net-
worked object is assigned an Internet address. The Internet
address is assigned based on the IP address of the node at
which the networked object resides.

For example, in FIG. 5A, Web server 104 is a node on the
Internet, with an IP address. All networked object associated
with Web server 104 will therefore be assigned an Intemet
address based on the Web server 104’s IP address. These
networked objects thus “branch” from the node, creating a
hierarchical tree structure. The Internet address for each net-
worked object in the tree essentially establishes the individual

. objectas an “IP-reachable” or accessible node on the Intemet.

TMP utilizes this Internet address to uniquely identify and
access the object from the DOLSIB. FIG. 6B illustrates an
example of this hierarchical addressing tree structure.

Each object in the DOLSIB has a name, a syntax and an
encoding. The name is an administratively assigned object ID
specifying an object type. The object type together with the
cbject instance serves to uniquely identify a specific instan-
tiation of the object. For example, if object 610 is information
about models of cars, then one instance of that object would
provide user 100 with information about a specific model of
the car while another instance would provide information
aboutadifferent model of the car. The syntax of an object type
defines the abstract data structure corresponding to that object
type. Encoding of objects defines how the object is repre-
sented by the object type syntax while being transmitted over
the network.

C. Management and Administration

As described above, exchange 501 and management agent
601 together constitute a VAN switch. FIG. 7 illustrates con-
ceptually the layered architecture of VAN switch 520. Spe-
cifically, boundary service 701 provides the interfaces
between VAN switch 520, the Intemet and the Web, and
multi-media end user devices such as PCs, televisions or
telephones. Boundary service 701 also provides the interface
to the on-line service provider. A user can connect to a local
application, namely one accessible via a local VAN switch, or
be routed or “switched” to an application accessible via a
remote VAN switch.

Switching service 702 is an OSI application layer switch.
Switching service 702 thus represents the core of the VAN
switch. It performs a number of tasks including the routing of
user connections to remote VAN switches, described in the
paragraph above, multiplexing and prioritization of requests,
and flow control. Switching service 702 also facilitates open
systems’ connectivity with both the Internet (a public
switched network) and private networks including back office
networks, such as banking networks. Interconnected applica-
tion layer switches form the application network backbone.
These switches are one significant aspect of the present inven-
tion.

Management service 703 contains tools such as Informa-
tion Management Services (IMS) and application Network
Management Services (NMS). These tools are used by the
end users to manage network resources, including VAN
switches. Management service 703 also provides applica-
tions that perform  Operations, Administration,
Maintenance & Provisioning (OAM&P) functions. These
OAM&P functions include security management, fault man-
agement, configuration management, performance manage-
ment and billing management. Providing OAM&P functions
for applications in this manner is another significant aspect of
the present invention.
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Finally, application service 704 contains application pro-
grams that deliver customer services. Application service 704
includes POSvc applications such as Bank POSvc described
above, and illustrated in FIG. 6A. Other examples of VAN
services include multi-media messaging, archival/retrieval
management, directory services, data staging, conferencing,
financial services, home banking, risk. management and a
variety of other vertical services. Each VAN service is
designed to meet a particular set of requirements related to
performance, reliability, maintenance and ability to handle
expected traffic volume. Depending on the type of service, the
characteristics of the network elements will differ. VAN ser-
vice 704 provides a number of functions including commu-
nications services for both management and end users of the
network and control for the user over the user’s environment.

FIG. 8is aflow diagram illustrating one embodiment of the
present invention. A user conrects to a Web server running an
exchange component in step 802. In step 804, the user issues
a request for a transactional application, and the web server
hands off the request to an exchange in step 806. The
exchange activates a graphical user interface to present user
with a list of POSve application options in step 808. In step
810, the user makes a selection from the POSvc application
list. In step 812, the switching component in the exchange
switches the user to the selected POSvc application, and in
step 814, the object routing component executes the user’s
request. Data is retrieved from the appropriate data repository
via TMP in step 816, and finally, the user may optionally
continue the transaction in step 818 or end the transaction.

Thus, a configurable value-added network switching and
object routing method and apparatus is disclosed. These spe-
cific arrangements and methods described herein are merely
illustrative of the principles of the present invention. Numer-
ous modifications in form and detail may be made by those of
ordinary skill in the art without departing from the scope of
the present invention. Although this invention has been shown
in relation to a particular preferred embodiment, it should not
be considered so limited. Rather, the present invention is
limited only by the scope of the appended claims.

The invention claimed is:

1. A method for performing a real time Web transaction
from a Web application over a digital network atop the Web,
the method comprising:

providing a Web page for display on a computer system

coupled to an input device;
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providing a point-of-service application as a selection
within the Web page, wherein the point-of-service appli-
cation provides access to both a checking and savings
account, the point-of-service application operating in a
service network atop the World Wide Web;

accepting a first signal from the Web user input device to

select the point-of-service application;

accepting subsequent signals from the Web user input

device; and

transferring funds from the checking account to the savings

account in real-time utilizing a routed (ransactional data
structure that is both complete and non-deferred, in addi-
tion to being specific to the point-of-service application,
the routing occurring in response to the subsequent sig-
nals.

2. The method of claim 1, wherein an exchange over the
Web is used to complete the transfer of funds in a Web
application.

3. The method of claim 1, wherein a management agent is
used to complete the transfer of funds in a Web application.

4. The method of claim 1, wherein object routing is used to
complete the transfer of funds in a Web application.

5. The method of claim 4, wherein the object routing
includes the use of a distributed on-line service information
bases.

6. The method of claim 1, wherein a virtual information
store is used to complete the transfer of funds.

7. The method of claim 6, wherein the virtnal information
store includes a networked object specific to a Web applica-
tion in a Web transaction. i

8. The method of claim 7, wherein the networked object is
the object identity in a Web transaction connecting from a
Web application on a Web page to a transactional application
executing anywhere across the Web.

9. The method of claim 1, wherein the Web transaction is a
loan requested from a lender across the Web from a Web
application.

10. The method of claim 1, wherein the Web transaction is
a vehicle purchased with bank financing across the Web from
a Web application.

11. The method of claim 1, wherein the Web transaction is
accessing an account across the Web from a Web application.
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BACKGROUND

1. Field of the Invention

The present invention relates to the area of Internet com-
munications. Specifically, the present invention relates to a
method and apparatus for configurable value-added network
switching and object routing.

2. Background of the Invention

With the Internet and the World Wide Web (“the Web™)
evolving rapidly as a viable consumer medium for electronic
commerce, new on-line services are emerging to fill the needs
of on-line users. An Internet user today can browse on the
Web via the use of a Web browser. Web browsers are software
interfaces that run on Web clients to allow access to Web
servers via a simple user interface. A Web user’s capabilities
today from a Web browser are, however, extremely limited.
The user can perform one-way, browse-only interactions.
Additionally, the user has limited “deferred” transactional
capabilities, namely electronic mail (e-mail) capabilities.
E-mail capabilities are referred to as “deferred transactions”
because the consumer’s request is not processed until the
e-mail is received, read, and the person or system reading the
e-mail executes the transaction. This transaction is thus not
performed in real-time.

FIG. 1A illustrates typical user interactions on the Web
today. User 100 sends out a request from Web browser 102 in
the form of a universal resource locator (URL) 101 in the
following manner: http://www.car.com. URL 101 is pro-
cessed by Web browser 102 that determines the URL corre-
sponds to car dealer Web page 105, on car dealer Web server
104. Web browser 102 then establishes browse link 103 to car
dealer Web page 105. User 100 can browse Web page 105 and
select “hot links” to jump to other locations in Web page 105,
or to move to other Web pages on the Web. This interaction is
typically a browse-only interaction. Under limited circum-
stances, the user may be able to fill out a form on car dealer
Web page 105, and e-mail the form to car dealer Web server
104. This interaction is still strictly a one-way browse mode
communications link, with the e-mail providing limited,
deferred transactional capabilities.,

Under limited circumstances, a user may have access to
two-way services on the Web via Common Gateway Interface
(CGI) applications. CGI is a standard interface for running
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external programs on a Web server. It allows Web servers to
create documents dynamically when the server receives a
request from the Web browser. When the Web server receives
a request for a document, the Web server dynamically
executes the appropriate CGI script and transmits the output
of the execution back to the requesting Web browser. This
interaction can thus be termed a “two-way” transaction. It is
a severely limited transaction, however, because each CGI
application is customized for a particular type of application
or service.

For example, asillustrated in FIG. 1B, user 100 may access
bank 150’s Web server and attempt to perform transactions on
checking account 152 and to make a payment on loan account
154. In order for user 100 to access checking account 152 and
loan account 154 on the Web, CGI application scripts must be
created for each account, as illustrated in FIG. 1B. The bank
thus has to create individual scripts for each of its services to
offerusers access to these services. User 100 can then interact
in a limited fashion with these individual applications. Cre-
ating and managing individual CGl scripts for each service is
not a viable solution for merchants with a large number of
services.

As the Web expands and electronic commerce becomes
more desirable, the need increases for robust, real-time, bi-
directional transactional capabilities on the Web. A true real-
time, bi-directional transaction would allow a user to connect
to a variety of services on the Web, and perform real-time
transactions on those services. For example, although user
100 can browse car dealer Web page 105 today, the user
cannot purchase the car, negotiate a car loan or perform other
types of real-time, two-way transactions that he can perform
with a live salesperson at the car dealership. Ideally, user 100
in FIG. 1A would be able to access car dealer Web page 105,
select specific transactions that he desires to perform, such as
purchase a car, and perform the purchase in real-time, with
two-way interaction capabilities. CGI applications provide
user 100 with a limited ability for two-way interaction with
car dealer Web page 105, but due to the lack of interaction and
management between the car dealer and the bank, he will not
be able to obtain a loan and complete the purchase of the car
via a CGI application. The ability to complete robust real-
time, two-way transactions is thus not truly available on the
Web today.

SUMMARY OF THE INVENTION

It is therefore an object of the present invention to provide
a method and apparatus for providing real-time, two-way
transactional capabilities on the Web. Specifically, one
embodiment of the present invention discloses a configurable
value-added network switch for enabling real-time transac-
tions on the World Wide Web. The configurable value added
network switch comprises means for switching to a transac-
tional application in response to a user specification from a
World Wide Web application, means for transmitting a trans-
action request from the transactional application, and means
for processing the transaction request.

According to another aspect of the present invention, a
method and apparatus for enabling object routing on the
World Wide Web is disclosed. The method for enabling object
routing comprises the steps of creating a virtual information
store containing information entries and attributes, associat-
ing each of the information entries and the attributes with an
object identity, and assigning a unique network address to
each of the object identities.
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Other objects, features and advantages of the present
invention will be apparent from the accompanying drawings
and from the detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

The features and advantages of the present invention will
be apparent from the accompanying drawings and from the
detailed description of the present invention as set forth
below.

FIG. 1A is an illustration of a current user’s browse capa-
bilities on the Web via a Web browser.

FIG. 1B is an illustration of a current user’s capabilities to
perform lmited transactions on the Web via CGI applica-
tions.

FIG. 2 illustrates a typical computer system on which the
present invention may be utilized.

FIG. 3 illustrates the Open Systems Interconnection (OSI)
Model.

FIG. 4A illustrates conceptually the user value chain as it
exists today.

FIG. 4B illustrates one embodiment of the present inven-
tion.

FIG. 5A illustrates a user accessing a Web server including
one embodiment of the present invention.

FIG. 5B illustrates the exchange component according to
one embodiment of the present invention.

FIG. 5C illustrates an example of a point-of-service
(POSvc) application list.

FIG. SD illustrates a user selecting a bank POSvc applica-
tion from the POSvc application list.

FIG. SE illustrates a three-way transaction according to
one embodiment of the present invention.

FIG. 6A illustrates a value-added network (VAN) switch.

FIG. 6B illustrates the hierarchical addressing tree struc-
ture of the networked objects in DOLSIBs.

FIG. 7 illustrates conceptually the layered architecture of a
VAN switch.

FIG. 8 is aflow diagram illustrating one embodiment of the
present invention.

DETAILED DESCRIPTION

The present invention relates to a method and apparatus for
configurable value-added network switching and object rout-
ing and management. “Web browser” as used in the context of
the present specification includes conventional Web browsers
such as NCSA Mosaic™ from NCSA and Netscape
Mosaic™ from Netscape™. The present invention is inde-

.pendent of the Web browser being utilized and the user can
use any Web browser, without modifications to the Web
browser. In the following detailed description, numerous spe-
cific details are set forth in order to provide a thorough under-
standing of the present invention. It will be apparent to one of
ordinary skill in the art, however, that these specific details
need not be used to practice the present invention. In other
instances, well-known structures, interfaces and processes
have not been shown in detail in order not to unnecessarily
obscure the present invention.

FIG. 2 illustrates a typical computer system 200 in which
the present mvention operates. The preferred embodiment of
the present invention is implemented on an IBM™ Personal
Computer manufactured by IBM Corporation of Armonk,
N.Y. Altemate embodiments may be implemented on a
Macintosh™ computer manufactured by Apple™ Computer,
Incorporated of Cupertino, Calif. It will be apparent to those
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of ordinary skill in the art that other alternative computer
system architectures may also be employed.

In general, such computer systems as illustrated by FIG. 2
comprise a bus 201 for communicating information, a pro-
cessor 202 coupled with the bus 201 for processing informa-
tion, main memory 203 coupled with the bus 201 for storing
information and instructions for the processor 202, a read-
only memory 204 coupled with the bus 201 for storing static
information and instructions for the processor 202, a display
device 205 coupled with the bus 201 for displaying informa-
tion for a computer user, an input device 206 coupled with the
bus 201 for communicating information and command selec-
tions to the processor 202, and a mass storage device 207,
such as a magnetic disk and associated disk drive, coupled
with the bus 201 for storing information and instructions. A
data storage medium 208 containing digital information is
configured to operate with mass storage device 207 to allow
processor 202 access to the digital information on data stor-
age medium 208 via bus 201,

Processor 202 may be any of a wide variety of general
purpose processors or microprocessors such as the Pen-
tium™ microprocessor manufactured by Intel™ Corporation
or the Motorola™ 68040 or Power PC™ brand microproces-
sor manufactured by manufactured by Motorola™ Corpora-
tion. It will be apparent to those of ordinary skill in the art,
liowever, that other varieties of processors may also be used in
a particular computer system. Display device 205 may be a
liquid crystal device, cathode ray tube (CRT), or other suit-
able display device. Mass storage device 207 may be a con-
ventional hard disk drive, floppy disk drive, CD-ROM drive,
or other magnetic or optical data storage device for reading
and writing information stored on a hard disk, a floppy disk,
a CD-ROM a magnetic tape, or other magnetic or optical data
storage mediwm. Data storage medium 208 may be a hard
disk, a floppy disk, a CD-ROM, a magnetic tape, or other
magnetic or optical data storage medium.

In general, processor 202 retrieves processing instructions
and data from a data storage medium 208 using mass storage
device 207 and downloads this information into random
access memory 203 for execution. Processor 202, then
executes an instruction stream from random access memory
203 or read-only memory 204. Command selections and
information input at input device 206 are used to direct the
flow of instructions executed by processor 202. Equivalent
input device 206 may also be a pointing device such as a
conventicnal mouse or trackball device. The results of this
processing execution are then displayed on display device
205.

The preferred embodiment of the present invention is
implemented as a software module, which may be executed
on a computer system such as computer system 200 in a
conventional manner. Using well known techniques, the
application software ofthe preferred embodiment is stored on
data storage medium 208 and subsequently loaded into and
executed within computer system 200. Once initiated, the
software of the preferred embodiment operates in the manner
described below.

FIG. 3 illustrates the Open Systems Interconnection (OSI)
reference model. OSI Model 300 is an international standard
that provides a common basis for the coordination of stan-
dards development, for the purpose of systems interconnec-
tion. The present invention is implemented to function as a
routing switch within the “application layer” of the OSI
model. The model defines seven layers, with each layer com-
municating with its peer layer in another node through the use
of a protocol. Physical layer 301 is the lowest layer, with
responsibility to transmit unstructured bits across a link. Data
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link layer 302 is the next layer above physical layer 301. Data
link layer 302 transmits chiunks across the link and deals with
problems like -checksumming to detect data corruption,
orderly coordination of the use of shared media and address-
ing when multiple systems are reachable. Network bridges
operate within data link layer 302.

Network layer 303 enables any pair of systems in the
network to communicate with each other. Network layer 303
contains hardware units such as routers that handle routing,
packet fragmentation and reassembly of packets. Transport
layer 304 establishes a reliable communication stream
between a pair of systems, dealing with errors such as lost
packets, duplicate packets, packet reordering and fragmenta-
tion. Session layer 305 offers services above the simple com-
munication stream provided by transport layer 304. These
services include dialog control and chaining. Presentation
layer 306 provides a means by which OSI compliant appli-
cations can agree on representations for data. Finally, appli-
cation layer 307 includes services such as file transfer, access
and management services (FTAM), electronic mail and vir-
tual terminal (VT) services. Application layer 307 provides a
means for application programs to access the OS] environ-
ment. As described above, the present invention is imple-
mented to function as a routing switch in application layer
307. Application layer routing creates an open channel for the
management, and the selective flow of data from remote
databases on a network.

A. Overview

FIG. 4A illustrates conceptually the user value chain as it
exists today. The user value chain in FIG. 4A depicts the types
of transactions that are performed today, and the channels
through which the transactions are performed. A “transac-
tion” for the purposes of the present invention includes any
type of commercial or other type of interaction that a user may
want to perform. Examples of transactions include a deposit
into a bank account, a request for a loan from a bank, a
purchase of a car from a car dealership or a purchase of a car
with financing from a bank. A large variety of other transac-
tions are also possible.

A typical user transaction today may involve user 100
walking into a bank or driving up to a teller machine, and
interacting with a live bank teller, or automated teller machine
(ATM) software applications. Alternatively, user 100 can per-
form the same transaction by using a personal computer (PC),
activating application software on his PC to access his bank
account, and dialing into the bank via a modem line. If user
100 is a Web user, however, there is no current mechanism for
performing a robust, real-time transaction with the bank, as
iltustrated in FIG. 4A. CGI scripts provide only limited two-
way capabilities, as described above. Thus, due to this lack of
a robust mechanism by which real-time Web transactions can
be performed, the bank is unable to be a true “Web merchant,”
namely a merchant capable of providing complete transac-
tional services on the Web.

According to one embodiment of the present invention, as
illustrated in FI1G. 4B, each merchant that desires to be a Web
merchant can provide real-time transactional capabilities to
users who desire to access the merchants’ services via the
‘Web. This embodiment includes a service network running on
top of a facilities network, namely the Internet, the Web or
e-mail networks. For the purposes of this application, users
are described as utilizing PC’s to access the Web via Web
server “switching” sites. (Switching is described in more
detail below). Users may also utilize other personal devices
such as network computers or cellular devices to access the
merchants’ services via appropriate switching sites. These
switching sites include non-Web network computer sites and
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cellular provider sites. Five components interact to provide
this service network functionality, namely an exchange, an
operator agent, a management agent, a management manager
and a graphical user interface. All five components are
described in more detail below.

As illustrated in FIG. 5A, user 100 accesses Web server
104. Having accessed Web server 104, user 100 can decide
that he desires to perform real-tine transactions. When Web
server 104 receives user 100’s indication that he desires to
perform real-time transactions, the request is handed over to
an exchange component. Thus, from Web page 105, for
example, user 100 can select button 500, entitled “Transac-
tions™ and Web server 104 hands user 100’s request over to
the exchange component. The button and the title can be
replaced by any mechanisim that can instruct a Web server to
hand over the consumer’s request to the exchange compo-
nent.

FIG. SBillustrates exchange 501. Exchange 501 comprises
Web page 505 and point-of-service (POSvc) applications
510. Exchange 501 also conceptually includes a switching
component and an object routing component (described in
more detail below). POSvc applications 510 are tragsactional
applications, namely applications that are designed to incor-
porate and take advantage of the capabilities provided by the
present invention. Although exchange 501 is depicted as
residing on Web server 104, the exchange can also reside on
a separate computer system that resides on the Internet and
has an Internet address. Exchange 501 may also include
operator agent 503 that interacts with a management manager
(described in more detail below). Exchange 501 creates and
allows for the management (or distributed control) of a ser-
vice network, operating within the boundaries of an 1P-based
facilities network. Thus, exchange 561 and a management
agent component, described in more detail below, under the
headings “VAN Switch and Object Routing,” together per-
form the switching, object routing, application and service
management functions according to one embodiment of the
present invention.

Exchange 501 processes the consumer’s request and dis-
plays an exchange Web page 505 that includes a list of POSve
applications 510 accessible by exchange 501. A POSvc appli-
cation is an application that can execute the type of transac-
tion that the user may be interested in performing. The POSve
list is displayed via the graphical user interface component.
One embodiment of the present invention supports Hyper-
Text Markup Language as the graphical user interface com-
ponent. Virtual Reality Markup Language and Java™ are also
supported by this embodiment. A variety of other graphical
user interface standards can also be utilized to implement the
graphical user interface.

An example of a POSvc application list is illustrated in
FIG. 5C. User 100 can thus select from POSvc applications
Bank 510(1), Car Dealer 510(2) or Pizzeria 510(3). Numer-
ous other POSvc applications can also be included in this
selection. If user 100 desires to perform a number of banking
transactions, and selects the Bank application, a Bank POSvc
application will be activated and presented to user 100, as
illustrated in FIG. 5D. For the purposes of illustration,
exchange 501 in FIG. 5D is shown as running on a different
computer system (Web server 104) from the computer sys-
tems of the Web merchants running POSvc applications
(computer system 200). Exchange 501 may, however, also be
on the same computer system as one or more of the computer
systems of the Web merchants.

Once Bank POSvc application 510 has been activated, user
100 will be able to connect to Bank services and utilize the
application to perform banking transactions, thus accessing
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data from a host or data repository 575 in the Bank “Back
Office.” The Bank Back Office comprises legacy databases
and other data repositories that are utilized by the Bank to
store its data. This connection between user 100 and Bank
services is managed by exchange 501. As illustrated in FIG.
5D, once the connection is made between Bank POSve appli-
cation 510(1), for example, and Bank services, an operator
agent on Web server 104 may be activated to ensure the
availability of distributed functions and capabilities.

Each Web merchant may choose the types of services that
it would like to offer its clients. In this example, if Bank
decided to include in their POSvec application access to
checking and savings accounts, user 100 will be able to per-
form real-time transactions against his checking and savings
accounts. Thus, if user 100 moves $500 from his checking
account into his savings account, the transaction will be per-
formed in real-time, in the same manner the transaction
would have been performed by a live teller at the bank or an
ATM machine. Therefore, unlike his prior access to his
account, user 100 now has the capability to do more than
browse his bank account. The ability to perform these types of
robust, real-tinie transactions from a Web client is a signifi-
cant aspect of the present invention.

Bank can also decide to provide other types of services in
POSvc application 510(1). For example, Bank may agree
with Car dealership to allow Bank customers to purchase a car
from that dealer, request a car loan from Bank, and have the
entire transaction performed on the Web, as illustrated in FIG.
5E. In this instance, the transactions are not merely two-way,
between the user and Bank, but three-way, amongst the con-
sumer, Bank and Car dealership. According to one aspect of
the present invention, this three-way transaction can be
expanded to n-way transactions, where n represents a prede-
termined number of merchants or other service providers who
have agreed to cooperate to provide services to users. The
present invention therefore allows for “any-to-any” commu-
nication and transactions on the Web, thus facilitating a large,
flexible variety of robust, real-time transactions on the Web.

Finally, Bank may also decide to provide intra-merchant or
intra-bank services, together with the inter-merchant services
described above. For example, if Bank creates a POSvc appli-
cation for use by the Bank Payroll department, Bank may
provide its own employees with a means for submitting time-
cards for payroll processing by the Bank’s Human Resources
(HR) Departiment. An employee selects the Bank HR POSvc
application, and submits his timecard. The employee’s time-
card is processed by accessing the employee’s payroll infor-
mation, stored in the Bank’s Back Office. The transaction is
thus processed in real-time, and the employee receives his
paycheck immediately.

B. Van Switching and Object Routing

As described above, exchange 501 and management agent
601, illustrated in FIG. 6A, together constitute a value-added
network (VAN) switch. These two elements may take on
different roles as necessary, including peer-to-peer, client-
server or master-slave roles. Management manager 603 is
illustrated as residing on a separate computer system on the
Internet. Management manager 603 can, however, also reside
on the same machine as exchange 501. Management manager
603 interacts with the operator agent 503 residing on
exchange 501.

VAN switch 520 provides multi-protocol object routing,
depending upon the specific VAN services chosen. This
multi-protocol object routing is provided via a proprietary
protocol, TransWeb™ Management Protocol (TMP). TMP
incorporates the same security features as the traditional
Simple Network Management Protocol, SNMP. It also allows
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for the integration of other traditional security mechanisns,
including RSA security mechanisms.

One embodiment of the present invention utilizes TMP and
distributed on-line service information bases (DOLSIBs) to
perform object routing. Alternatively, TMP can incorporate
s-HTTP, Java™, the WinSock API or ORB with DOLSIBs to
perform object routing. DOLSIBs are virtual information
stores optimized for networking. All information entries and
attributes in a DOLSIB virtual information store are associ-
ated with a networked object identity. The networked object
identity identifies the information entries and attributes in the
DOLSIB as individual networked objects, and each net-
worked object is assigned an Internet address. The Internet
address is assigned based on the IP address of the node at
which the networked object resides.

For example, in FIG. 5A, Web server 104 is a node on the
Internet, with an IP address. All networked object associated
with Web server 104 will therefore be assigned an Internet
address based on the Web server 104’s IP address. These
networked objects thus “branch” from the node, creating a
hierarchical tree structure. The Internet address for each net-
worked object in the tree essentially establishes the individual
objectasan “IP-reachable” or accessible node on the Internet.
TMP utilizes this Internet address to uniquely identify and
access the object from the DOLSIB. FIG. 6B illustrates an
example of this hierarchical addressing tree structure.

Each object in the DOLSIB has a name, a syntax and an
encoding. The name is an administratively assigned object ID
specifying an object type. The object type together with the
object instance serves to uniquely identify a specific instan-
tiation of the object. For example, if object 610 is information
about models of cars, then one instance of that object would
provide user 100 with information about a specific model of
the car while another instance would provide information
aboutadifferent model of the car. The syntax ofan object type
defines the abstract data structure corresponding to that object
type. Encoding of objects defines how the object is repre-
sented by the object type syntax while being transmitted over
the network.

C. Management and Administration

As described above, exchange 501 and management agent
601 together constitute a VAN switch. FIG. 7 illustrates con-
ceptually the layered architecture of VAN switch 520. Spe-
cifically, boundary service 701 provides the interfaces
between VAN switch 520, the Internet and the Web, and
multi-media end user devices such as PCs, televisions or
telephones. Boundary service 701 also provides the interface
to the on-line service provider. A user can connect to a local
application, namely one accessible via a local VAN switch, or
be routed or “switched” to an application accessible via a
remote VAN switch.

Switching service 702 is an OS] application layer switch.
Switching service 702 thus represents the core of the VAN
switch. It performs a number of tasks including the routing of
user connections to remote VAN switches, described in the
paragraph above, multiplexing and prioritization of requests,
and flow control. Switching service 702 also facilitates open
systems’ connectivity with both the Internet (a public
switched network) and private networks including back office
networks, such as banking networks. Interconnected applica-
tion layer switches form the application network backbone.
These switches are one significant aspect of the present inven-
tion.

Management service 703 contains tools such as Informa-
tion Management Services (IMS) and application Network
Management Services (NMS). These tools are used by the
end users to manage network resources, including VAN
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switches. Management service 703 also provides applica-
tions that perform Operations, Administration, Maintenance
& Provisioning (OAM&P) functions. These OAM&P func-
tions include security management, fault management, con-
figuration management, performance management and bill-
ing management. Providing OAM&P functions for
applications in this manner is another significant aspect of the
present invention.

Finally, application service 704 contains application pro-
grams that deliver customer services. Application service 704
includes POSvc applications such as Bank POSvc described
above, and illustrated in FIG. 6A. Other examples of VAN
services include multi-media messaging, archival/retrieval
management, directory services, data staging, conferencing,
financial services, home banking, risk management and a
variety of other vertical services. Each VAN service is
designed to meet a particular set of requirements related to
performance, reliability, maintenance and ability to handle
expected traffic volume. Depending on the type of service, the
characteristics of the network elements will differ. VAN ser-
vice 704 provides a number of functions including commu-
nications services for both management and end users of the
network and control for the user over the user’s environment.

FIG. 8 is a flow diagram illustrating one embodiment of the
present invention. A user connects to a Web server running an
exchange component in step 802. In step 804, the user issues
a request for a transactional application, and the web server
hands off the request to an exchange in step 806. The
exchange activates a graphical user interface to present user
with a list of POSvc application options in step 808. In step
810, the user makes a selection from the POSvc application
list. In step 812, the switching component in the exchange
switches the user to the selected POSvce application, and in
step 814, the object routing component executes the user’s
request. Data is retrieved from the appropriate data repository
via TMP in step 816, and finally, the user may optionally
continue the transaction in step 818 or end the transaction.

Thus, a configurable value-added network switching and
object routing method and apparatus is disclosed. These spe-
cific arrangements and methods described herein are merely
illustrative of the principles of the present invention. Numer-
ous modifications in form and detail may be made by those of
ordinary skill in the art without departing from the scope of
the present invention. Although this invention has been shown
in relation to a particular preferred embodiment, it should not
be considered so limited. Rather, the present invention is
limited only by the scope of the appended claims.

What is claimed is:

1. A system, comprising:

a Web server, including a processor and a memory, for
offering one or more Web applications as respective
point-of-service applications in a point-of-service appli-
cation list on a Web page;

each Web application of the one or more Web applications
for requesting a real-time Web transaction;,

a value-added network (VAN) switch running on top of a
facilities network selected from a group consisting of the
World Wide Web, the Internet and an e-mail network, the
VAN switch for enabling the real-time Web transactions
from the one or more Web applications;

a service network runuing on top of the facilities network
for connecting through the Web server to a back-end
transactional application; and

a computer system executing the Back-end transactional
application for processing the transaction request in
real-time.
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2. The system of claim 1, wherein the VAN switch is an
application layer switch in the application layer of the OS]
model.

3. The system of claim 1, wherein the VAN switch enables
the switching to Web merchant services in response to a Web
server’s receipt of a selection of one of the point-of-service
Web applications corresponding to the Web merchant ser-
vices from the point-of-service application list on the Web
page.

4. The system of claim 1, wherein each Web merchant
service includes one of the one or more Web applications
offered as a VAN service, utilizing the VAN switch.

5. The system of claim 1, wherein each Web application of
the one or more Web applications is a value-added network
(VAN) service or online service atop the Web, utilizing the
VAN switch.

6. The system of claim 1, wherein the service network
includes the one or more Web applications and wherein the
service network manages the flow of real-time Web transac-
tions from the one or more Web applications and includes the
VAN switch.

7. The system of claim 1, wherein the Web server is con-
figured to receive a Web transaction request and wherein the
Web transaction request is a request to perform one of the
real-time Web transactions from one of the one or more Web
applications, utilizing the VAN switch.

8. The system of claim 1, further comprising:

a computer system executing a back-end transactional
application for processing the transaction request in
real-time, wherein said computer system includes a data
repository, wherein the data repository is a data reposi-
tory to store banking data, and wherein retrieving data
includes retrieving banking data to comiplete a real-time
‘Web banking transaction as one of the real-time Web
transactions from a banking Web application as one of
the one or more Web applications.

9. The system of claim 1, further comprising the one or
more Web applications offered as software-as-a-service atop
the Web.

10. A method for performing real-time Web transactions
from a Web application, comprising:

receiving a request at a Web server, including a processor
and a memory, for a real-time Web transaction from a
‘Web application on a Web page, wherein the Web server
is configured to hand over the request to a Value Added
Network (VAN) switch;

offering a plurality of Web applications including the Web
application on a Web page, upon receipt from a Web
server a selection of the Web application from the
offered Web applications, the Web application corre-
sponding to arespective back-end transactional applica-
tion, wherein the back-end transactional application is
an application running at the back-office server of one or
more Web merchants or at the back-end,

receiving a request for Web merchant services upon receipt
by a Web server a selection of the Web application,
wherein the request for Web merchant services is a
request to connect to the selected back-end transactional
application to perform an interactive real-time Web
transaction from the Web application, wherein the trans-
actional application is an on-line service provided by
one or more Web merchants or the back-end;

switching utilizing the VAN switch to the back-end trans-
actional application in response to receiving the request
from the Web server;
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providing distributed control of a service network, operat-
ing within the boundaries of an IP-based facilities net-
work;

connecting to specified ones of the Web merchant services
or to back-end services, wherein the connection to the
Web merchant services or back-end transactional ser-
vices is managed;

accessing data from a host or data repository coupled to the
back office server of one or more Web merchants or to
the back-end transactional application, wherein the back
office server or back-end is coupled to legacy databases
and otlier data repositories that are utilized by the one or
more of the Web merchants or the back-end transac-
tional application to store data; and

completing the real-time Web transactions from the Web
application.

11. The method of claim 10, wherein the real-time Web
transactions are Web transactions from the Web application
accessing a value-added network service.

12. A computer-implemented system, operated by a busi-
ness entity comprising: .

a Web application network portal, wherein the portal
includes memory and a processor and one or more Web
applications offered respectively by one or more Web
merchants or other service providers, or by multiple
sub-entities of the business entity who have agreed to
cooperate to provide on-line Value Added Network
(VAN) services atop the Web for access by employees of
the business entity;
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a list of one or more point-of-service employee Web appli-
cations on a Web page offered by the business entity that
operates the portal, said portal allowing access to the one
or more point-of-service applications on the Web page
from said list, and wherein the portal offers the one or
more point-of-service applications as on-line services
on the Web page, and further wherein the portal is oper-
ated by the business entity over a service network run-
ning on top of a facilities network, the facilities network
being selected from a group consisting of: the World
Wide Web, the Internet and email networks, said service
network including a VAN Switch; .

one or more back-end transactional applications running at
one or more back-end host computers, corresponding,
respectively to the one or more point-of-service appli-
cations accessed, to complete a real-time Web transac-
tion from the Web application on the Web page.

13. The portal of claim 12, wherein the one or more Web
applications include a plurality of point-of-service applica-
tions on the Web page, wherein the business entity and the
sub-entities offer Web applications which are selected from a
group consisting of payroll Web applications, human
resources Web applications, expense report Web applications,
time card Web applications, travel Web applications, vacation
Web applications, financial Web applications and sales com-
mission Web applications.



