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Joseph S. Farzam (State Bar No. 210817) B
farzam@lawyer.com
JOSE R 1AW FIRM S
1875 Century Park East, Suite 1345 CLERK, U.S. DISTRICT COURT
Los Angeles, CA 90067 '
Telephone: 83 10) 226-6890
Facsimile: (310)226-6891

Attorneys for Plaintiff
PI-NET INTERNATIONAL, INC.

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

o

PI-NET INTERNATIONAL, INC,, c v %g = 1 @ 0 1 M (WX\

Plaintiff, COMPLAINT FOR PATENT
INFRINGEMENT

v. DEMAND FOR JURY TRIAL

THE HERTZ CORPORATION; HERTZ
GLOBAL HOLDINGS, INC.;

Defendants.

INTRODUCTION
1. Plaintiff PI-.NET INTERNATIONAL, INC., files this complaint for
patent infringement and jury demand against defendants THE HERTZ
CORPORATION; HERTZ GLOBAL HOLDINGS, INC. (collectively, “the

defendants™), and alleges as follows:

PARTIES
2. Plaintiff PI-NET INTERNATIONAL, INC. (“PI-NET”) is a California

corporation with its principal place of business in Menlo Park, California. PI-NET

has been a provider of innovative software products, services and solutions that

#:.14
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enable distributed transaction processing and control over public and private

networks, including, without limitation, the Internet and the World Wide Web.

3. The patents asserted here were issued to Dr. Lakshmi Arunachalam,
PI-NET’S founder. The patents disclose the fundamental technology underlying
Web commerce by use of Web applications. The patents describe a method and
apparatus for providing real-time, two-way transactional capabilities on the Web,
The examples of the pioneering technology in the patents encompass the

transactions commonly entered into by defendants with their vehicle rental

customers,

4 Defendant THE HERTZ CORPORATION is a subsidiary of HERTZ
GLOBAL HOLDINGS, INC. (collectively “Hertz”). Hertz is a Delaware
corporation with its headquarters in Park Ridge, New Jersey. Hertz operates as a
car rental company in the United States under the names Hertz and Advantage

Rent-A-Car.

JURISDICTION AND VENUE
5. This action arises under the patent laws of the United States, Title 35,
United States Code, including 35 U.S.C. sections 271 and 281-285. This Court has
jurisdiction over the action pursuant to 28 U.S.C. sections 1331 and 1338(a).
6. Upon information and belief, defendants are subject to this Court’s
specific and general personal jurisdiction due at least to their substantial business
within the State of California and »ﬂais judicial district, including:

(a) Operating a vehicle rental business by use of Internet
transaction capabilities which infringe the patents herein alleged in California and
in this judicial district; and

(b)  Regularly doing or soliciting business, engaging in other
persistent courses of conduct; and/or

(c)  Deriving substantial revenue from products and/or services

15
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7. Venue is proper in this judicial district under 28 U.S.C. sections
1391(b) (c) and (d) and 28 U.S.C. section 1400(b).
GENERAL ALLEGATIONS
8. On November 16. 1999, the United States Patent and Trademark

Office duly and legally issued United States Patent Number 5,987,500 (the “'500
patent”) entitled “Value-Added Network System For Enabling Real-Time, By-
Directional Transactions On A Network” to Dr. Lakshmi Arunachalam. PI-NET is

the assignee of all rights, title and interest in the '500 patent including the right to

|recover damages for past infringement. A copy of the '500 patent is attached to the

complaint as exhibit A.

9. OnlJanuary 31, 2012, the United States Patent and Trademark Office
duly and legdlly issued United St’a;j’cies Patent Number 8,108,492 (the “'492 patent”)
entitled “Web Application Network Portal” to Dr. Lakshmi Arunachalam. PI-NET
is the assignee of all rights, title and interest in the '492 patent, including the right to
recover damages for past infringement. A copy of the '492 patent is attached to the
complaint as exhibit B, o
10.  The '500 patent is valid and enforceable.

11.  The '492 patent is val.id and enforceabl_e;

12. Defendants infringe the '500 patent directly, contributorily and/or by
active inducement by conducting real-time two-way transactions on the Web
concerning rental transactions for automobiles and/or trucks. Such capabilities
include a reservations system, payment information, pickup and drop-off times and
locations, selection of a class of V-Q.hicle, and other‘.d_:etailed information. This real-
time two-way transactional capability on the Web is described in the 500 patent
and infringed by each defendant.

13. Defendants infringe the '492 patent directly, contributorily and/or by

Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 3 of 62 Page ID #:16
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aciive inducement by conducting real-time two-way tran

and infringed by each defendant.

ilobal Holdings, Inc. infringe the ‘500 and ‘492 patents
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15. Defendants’ infringing acts have been without exptess or implied

21/12 Page 4 of 62 Pad

sactions on the Web
concerning rental transactions for automobiles and/or trug:ks Such capabilities
include a reservations system, payment information, packup and drop-off times and
locations, selection of a class of vehicle, and other detaiiéd information. This real-

time two-way transactional capability on the Web is descr:‘oed in the '492 patemnt

14. The online capabilities of defendants The Hertz Corporation and Hertz
exemplified, in part, by
the foliawmg screen shot of its opening screen which dis plays the reservation,

location and vehicle selection applications of the inventions of the patents-in-suit:

e |D #17

license by PI-NET, and/or in violation of PI-NET’S rights or claims for relief.
FIRST CLAIM FOR RELIEF
INFRINGEMENT OF THE '500 PATENT

(Against Both Defendants)

16. PI-NET incorporates by reference each and every allegation in
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17.
infringement of, and/or contributing to the infringérﬁéﬂi
and/or under the doctrine of equivalence, by conducting
rransactions on the Web in connection with the rental of

18,

natent.

9. As a result of defendants’ infringing condus

paragraphs 1 through 20, as though fully set forth herein!

Defendants have each been and now are inffinging, inducing the

of the '500 patent, literally
real-time two-way

vehicles to their customers.

PI-NET has not authorized either of the defendants to use its

technology for transactions over the Web with its customers as covered by the '500

o, PI-NET has suffered and

ill continue to suffer, substantial and irreparable damage. Upen information and

onstructive notice of the '500 patent by operation of at
7. PI-NET has no adequate remedy at law for
contributory infringement, and/or induced infringement

ihe defendants’ infringing activities are enjoined by this

belief, defendants’ infringement, induced infringement cmdfer its contributory

ined by this Court.

infringement of the '500 patent will continue uniess enjo
70. Defendants’ infringement is and has been Winflﬂ.
21.  Upon information and belief, to the extent any defendant lacked actual

knowledge of the '500 patent prior to this lawsuit, at 2 minimum they had
Jeast 35 U.S.C. section 287.

defendants’ infringement,
of the '500 patent. Unless
Court, PI-NET will

ontinue to suffer monetary damages in an amount not yet determined.

SECOND CLAIM FOR REL [EF

INFRINGEMENT OF THE '492 BATENT

{Against Both Defendants)
23, PL-NET incorporates by reference each and
24,

infringement of, and/or contributing to the infringement

paragraphs 1 through 20, as though fully set forth herein.

every allegation in

Defendants have each been and now are infringing, inducing the

of the '492 patent, literally

21/12 Page 50of 62 Page ID #:18
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and/or under the doctrine of equivalents, by conducting real-time two-way

transactions on the Web in connéttion with the rental of vehicles to their customers.
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25.

26.

27.

Each defendant had knowledge of the 492

Bach defendant’s infringement is and has been willful.

28.

constructive notice of the '500 patent by operation of at
29.

contributory infringement, and/or induced infringement

PI-NET has no adequate remedy at law for

PRAYER FOR RELIEF
WHEREFORE, PI-NET prays for judgment:

actively induced infringement of the ‘500 patent.
2.

actively induced infringement of the '492 patent. .

That defendants have infringed, coht{jﬁput(

4.
further acts of infringement of the '500 patent.

rransactions over the Web with its customers as covered

the defendants’ infringing activities are enjoined by this

3. That defendants’ infringement was willful.

PI-NET has not authorized the defendants to use its technology for

by the '492 patent.

As a result of defendants’ infringing conduct, PI-NET has suffered and
Wwill continue to suffer, substantial and irreparable damage. Upon information and

belief, defendants’ infringement, induced infringemerit and/or its contributory

.

infringement of the '500 patent will continue unless enjoined by this Court.

patent prior to filing of this

complaint but have continued to engage in their infringing conduct nonetheless.

Upon information and belief, to the extent any defendant lacked actual

knowledge of the '492 patent prior to this lawsuit, at a minimum they had

least 35 U.S.C. section 287.
defendants’ infringement,
of the '492 patent. Unless
Court, PI-NET will

continue to suffer monetary damages in an amount pot yet determined.

1. That defendants have infringed, contributerily infringed and/or

rily infringed and/or

That defendants be preliminarily and permanently enjoined from
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5. That defendants be preliminarily and permanently enjoined from

further acts of infringement of the '492 patent.

6.  That PI-NET be awarded damages adequate to compensate for
defendants’ infringement of the '500 patent.

7. That PI-NET be awarded damages adequate to compensate for
defendants’ infringement of the 492 patent.

8. That PI-NET be awarded prejudgment interest and post-judgment
interest at the maximum rate allowed by law

9. That the Court declare this to be an exceptional case pursuant to 35
U.S.C. section 285, and award PI-NET its attorneys’ fees.

10.  That the Court award PI-NET enhanced damages pursuant to 35
U.S.C. section 284.

11.  That the Court award a compulsory future royalty.

12. That PI-NET be awarded costs of Court; and

13.  That PI-NET be awarded such other and further relief as the Court

deems just and proper.

Dated: November 17, 2012 JOSEPH FARZAM LAW FIRM

By: C?F @%f\

t:20

Joseph S. Farzam
Attorrieys for Plaintiff
PI-NET INTERNATIONAL, INC.
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DEMAND FOR JURY TRIAL
Plaintiff PI-NET INTERNATIONAL, INC, hereby demands a trial by jury
in this matter. Y
Dated: November 17,2012 JOSEPH FARZAM LAW FIRM
[Fo
Joseph S. Farzam
Attorneys for Plaintiff
PI-NET INTERNATIONAL, INC.
8
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(57

The present invention provides a method and apparatus for
providing real-time, two-way transacional capabilities on
the Web. Specifically, one embodiment of the present inven-
tion discloses a configurable value-added network switch for
enabling real-time transactions on the World Wide Web. The
configurable value added network switch comprises a sys-
tem for switching to a transactional application in response
to a user specification from a World Wide Web application,
a system rmeans for transmitting a frapsaction request from
the transactional application, and a system for processing the
transaclion request. Additionally, a method for enabling
object routing is disclosed, comprising the steps of creating
a virtual information store containing information entries
aod attributes associating each of the information eatries apd
the attributes with an object identity, and assigning a unique
network address to each of the object identities. Finally, a
method is disclosed for enabling service management of the
value-added network service, to perform OAM&P functions
on the services network.
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1

VALUE-ADDED NETWORK SYSTEM FOR
ENABLING REAL-TIME, BY-DIRECTIONAL
TRANSACTIONS ON A NETWORK

RELATED APPLICATIONS

This is a divisional of application Ser. No: 08/700,726,
filed Aug. 5, 1996, gow U.S. Pal. No. 5,778,178.

FIELD OF THE INVENTION

The present invention relates to the arca of Internet
communications. Specifically, the present invention relates
to & method and apparatus for configurable value-added
network switching and abject routing. !

BACKGROUND OF THE INVEN'T'ION

With the Internet and the World Wide Web (“'the Web™)
evolving rapidly as a viable cousumer medium for electronic
commerce, new on-line services are emerging to Ali the
needs of on-line users. Ao Internet user today can browse oo
the Web via the use of a Web browser. Web browsers are
software interfaces that run on Web clients to allow access
lo Web servers via a simple user interface. A Web user's
capabilities today from 2 Web browser are, however,
extremely limited. The user can perform one-way, browse-
only interactions. Additionally, the user has limited
“deferred” transactional capabilitics, namely electronic mail
(e-mail) capabilities. E-mail capabilities are referred 0 as
“deferred transactions” because the copsummer’s request is
not processed unlil the e-mail is received, read, and the
person or system reading the e-mail ¢xecutes the transaction.
This transaction is thus not performed in real-time.

FIG. LA illustrates typical user interactions.on the Web
today. User 100 sends out a request from Web browser 102
in the form of a universal resource locator (URL) 101 in the
following manner: hitp:/fwww.carcom. URL 101 is pro-
cessed by Web browser 102 that determines the URL cor-
responds to car dealer Web page 105, on car dealer Web
server 104. Web browser 102 then establishes browse link
1903 1o car dealer Web page 105, User 100 cin browse Web
page 103 and select “hot Hoks” to jump to otkier locations in
Web page 105, or to move to other Web pages oa the Web.
This interaction is typically a browse-coly interzction.
Under limited circumstances, the user may be able to fill out
a form on car dealer Web page 105, and ¢-mail the form to
car dealer Web server 104. This interaction is stili strictly a
one-way browse mode communications link, with the e-mail
providing limited, deferred transactiopal capabilities.

Under limited circumstances, a user may have access to
two-way services on the Web via Common Gateway Inter-
face (CGI} applications. CGI is & standard interface for
ruoning external programs on a Web server. It allows Web
servers lo create documents dynamically when the server
recelves a request from the Web browser. When the Web
server recéives a request for a docurment, the Web server
dypumically executes the appropriate CGI script and trans-
mits the output of the execution back to the requesting Web
browser. This interaction can thus be termed a “two-way”
transaction. It is a severely limiled transaction; thowever,
because each CGI application is customized for a-particular
type of application or service, :

For example, as illustrated in FIG. 1B, user 100 may
access bank 150's Web server and attempt to perform
transactions on checking account 152 and to make a pay-
ment on loan account 154. In order for user 100 to access
checking account 152 and loan accoual 154 on the Web. CGY
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application scripls must be created for each account, as
illustrated in FIG. 1B. The bank thus has to create individual
scripts for each of its services to offer users access to these
services. User 100 can then interact in 2 limited fashion with
these individual applications. Creating and managing indi-
vidual CGI scripts for each service is not a viable sphition
for merchants with a large aumber of services,

As the Web expands and electronic comrmerce becomes
more desicable, the need increases for robust, real-time,
bi-directional transactional capabilities oo the Web. A true
real-time, bi-directional transacticr would allow a user to
connect 1o a variety of services on the Web, and perform
real-time' transactions on those services. For example,
although user 100 can browse car dealer Web page 105
today, the user cannot purchase the car, negotiate a car loan
or perform other types of real-time, two-way transactions
that he.can perform with a live salesperson at the car
dealership, Ideally, user 100 in FIG. 1A would be able (o
access car dealer Web page 105, select specific transactions
that he desires to perform, such as purchase a car, and
perform the purchase in real-time, with two-way interaction
capabilities. CGI applications provide user 100 with a lim-
ited ability for two-way interaction with car dealer Web page
105, but due to the lack of interaction and mamagement
belween the car dealer and the bank, he will pot be able to
obtain a loan and complete the purchase of the car via a CGI
application, The ability to camplete robust real-time, 1wo-
w4y transactions is thus not truly available on the Web today.

SUMMARY OF THE INVENTION

[t is therefore an object of the preseat invention to provide
& method. akd apparatus for providing real-time, two-way
transactional capabitities on the Web. Specifically, one
embodiment of the present invention discloses a config-
urable value-added network switch for enabling real-time
transactions on the World Wide Web. The configurabie value
added aetwork switch comprises means for switching to a
transactional application in response to a user specification
from a World Wide Web application, means for transmitting
a trapsaction request from the transactional application, and
meags for processing the transaction request.

According to another aspect of the present invention, a
method and apparatus for enabling object routing on the
World Widé Web is disclosed. The metbod for enabling
object routing comprises the steps of creating a virtual
information store containing information eniries and
attribules, associating each of the information entries and the
atributes with an object ideutity, and assigning # unique
network address to each of the object identities.

Other objects, features and advantages of the preseat
tnvention will be appareat from the accompanying drawings
and from; the detailed description.

Bli[EF DESCRIFTION OF THE DRAWINGS

The features and advantages of the present invention will
be appareat from the accompanying drawings and from the
detailed description of the present invention as set forth
below, 7"

FIG. 1A is an illustration of a current user's browse
capabilities on the Web via a Web browser.

F1G. 1B is ao illustration of a current user’s capabilities
to pecform limiled transactions ot the Web via CGI appli-
cations.

FIG. 2 illusirates 2 typical computer system on which the
nresent inventinn mav he itilized
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FIG. 3 illustrates the Open Systems Interconnectioa (OSI)
Model. .

FIG. 4A illustrates conceptually the user value chain as it
exists today.

FIG. 4B illustrates one embodiment of the present inven-
tion,

FIG. 5A illustrates a user accessing a Web server includ-
ing cne embodiment of the present invention.

FIG. 5B illustrates the exchange component according to
one embodiment of the present tnveation.

FIG. 5C illustrates an example of a point-of-service
(POSvc) application list, )

FIG. SD illustrates a user selecting a bank POSve appli-
cation from the POSvc application list. -

FIG. SE illustrates a three-way transaction according to
one embodiment of the present invention.

EIG. 6A illustrates a value-added network (VAN) switch.

FIG. 6B illustrates the hierarchical addressing tree struc-
ture of the networked objects in DOLSIBs.

FIG. 7 illustrates conceptually the layered architecture of
a VAN switch.

FIG. 8 is 2 flow diagram illustrating one cmbodiment of
the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

The present invention relates to a method and apparatus
for configurable value-added network switching and object
rouling and management, “Web browser” as used in the
context of the present specification includes conventional
Web browsers such as NCSA Mosaic™ from NCSA and
Netscape Masaic™ from Netscape™. The present inveatioo
is independent of the Web browser being utilized and the
user can use any Web browser, without modifications to the
Web browser. fa the following detatled description, aumer-
ous specific details are set foth ja order ta provide a
thorough understanding of the present invention. 1t will be
apparent to one of ordinary skill in the art, however, that
these specific details need not be used to practice'the present
inventio. In other instances, well-known stiuctures, inter-
faces and processes have not been shown in detzil in order
not to unnecessarily cbscure the present invention.

HG. 2 itlustrates a typical computer system 200 in which
the present invention operates, The preferced embodiment of
the present invention is implemented on an IBM™ Personal
Computer manufactured by [BM Corporation of Armonk,
N.Y. Aliemate embodiments may be impiemented on a
Macintosh™ computer manufactured by Apple™
Computer, Incorporated of Cupertino, Calif. 11viAll be appar-
ent 10 those of ordinary skill in the art 1hat other alternative
computer system architectures may also be employed,

In general, such computer systems as illustrated by FIG.
2 comprise a bus 201 for communicating information, a
processor 202 coupled with the bus 201 for processing
information, main memory 203 coupled with the bus 201 for
storing information and instructions for the processor 202, a
read-only memory 204 coupled with the bus 201 for storing
static information and instructions for the processor 202, a
display device 205 coupled with the bus 201 far displaying
information for a computer user, an input device 206
coupled with the bus 201 for communicating information
and command selections (o the processor 202, and 2 mass
storage device 207, such as a magpetic disk and associated
disk drive, coupled with the bus 201 for storing information
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and instructions, A data storage medium 208 containing
digital information is configured 10 operate with mass stor-
age device 207 to allow processor 202 access to the digital
information oo data storage medium 208 via bus 201.

Processor 202 may be any of 2 wide variety of geacral
PWpose processors oI microprocessors such as the Pege
tium™ microprocessor manufactured by Intel™ Corpora-
tion or, the Motorola™ 68040 or Power PC™ brand micro-
processor manufactured by manufsctured by Motorola™
Corporation. It wilt be apparent to those of ordinary skill in
the art, bowever, that other varieties of processors may also
be used in a particular computer system. Display device 205
may be. aliquid crystal device, cathode ray tube (CRT), or
other suilable display device. Mass slorage device 207 may
be & conventional hard disk drive, floppy disk drive,
CD-ROM drive, or cther magpetic or optical data siorage
device for reading and weiting information stored on a hard
disk, a floppy disk, a CD-ROM a maggetic tape, or other
magunetic or optical data storage medium. Data storage
medium 208 may be a bard disk, a floppy disk, a CD-ROM,
a magoetic tape, or other magnetic or optical data storage
medium.

In general, processor 202 retrieves processing instructions
and data from a data storage medium 208 using mass storage
device 207 and downioads this information into random
access memory 203 for execulion. Processor 202, then
execules an instruction stream from raodom access memory
203 or read-only memory 204. Command selections and
information input at input device 206 are used to direct the
How of instructions executed by processor 202, Equivalent
input device 206 may also be a pointing device such as a
conventional mouse or trackball device, The results of this
processing cxecution are then displayed on display device
205.

The ‘proferred cmbodiment of the preseat invention is
implemeated as a software module, which may be exscuted
on a cormputer system such as computer system 200 in a
conventionz] manoner. Using well known techniques, the
application sofiware of the preferred embodiment is stored
ou data storage medium 208 and subsequently loaded into
and executéd within computer system 200. Ouce initiated,
the software of the preferred embodiment operates in the
manner described below,

FIG. 3 illustrates the Open Systeros Interconoection (O8Y)
reference model. OS] Model 300 is an international standard
that provides a common basis for the coordination of stan-
dards development, for the purpose of systems interconnec-
tion. The present invention is implemented to fuction as a
routing switch within the “application layer” of the OSI
model. The model defines seven layers, with each layer
communicating with its peer layer in another node through
the use of a protocol. Physical layer 301 is the lowest layer,
with respotsibility 1o transmit ubnstructured bits 4cross a
lick. Dats linklayer 302 is the next layer above physical
Tayer 301. Data link layer 302 transemits chunks across the
link and deals with problems like checksumming to detect
data corruption, orderly coordination of the use of shared
media and addressing when multiple systems are reachable.
Network bridges operate within data link layer 302,

Network layer 303 enabies any pair of systems in the
network o communicate with each other, Network layer 303
coatainsitiirdware units such 2s routers, that handle routing,
packet fragmentation and reassembly of packets. Transport
layer 304 establishes a reliable communication stream
between 2 pair of systems, dealing with ercors such as lost
packets. duplicate nackels. nacket reardering and frommon
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tation. Session layer 305 offers services above the simple
communication stream provided by transport fayer 304.
These services include dialog control and chaining. Presen-
tation layer 306 provides a means by which OS] compliant
applications can agree on represeatations for data. Finally,
application layer 307 includes services such as fie transfer,
access and management services (FTAM), elecironic mail
and virteal terminal (VT) services. Application layer 307
provides a means for application programs to access the OS!
enviropment, As described above, the present invention is
implemented to function 2s a routing switch in application
layer 307, Application layer routing creates an open channel
for the management, and the selective flow of data from
remote datzbases on a network.

A. Overview

FIG. 4A iltustrates conceptually the user value chain as it
exists today. The user value chain in FIG. 4A depicts the
types of trapsactions that are performed today, and the
channels through which the transactions are performed. A
“trapsaction” for the purposes of the present invention
includes zny type of commercial or other Lype of lnleraction
that a user may want to perform. Examples of -transactions
include a deposit into a bank account, a request for 2 loan
from a bank, a purchase of a car from a car dealership or 2
purchase of a car with financing from a bank. A large variety
of other transactions are also possible.

A typical user fransaction today may involve user 100
walking into a baok or driving up to a feiler, machine, and
interacting with a live baok teller, or zulomated teler
machine (ATM) software applications. Alternatively, user
100 can perform the same transaction by using a personal
computer (PC), activating application software on his PC (o
access his bank account, and disling into the bank via a
modem line. If user 100 is a Web user, however, there is no
current mechapism for performing a robust, real-time trans-
action with the bank, as iltustrated in FIG. 4A. CGI scrip(s
provide only limited two-way capabilities, as described
above. Thus, due to this lack of a robust mechanism by
which real-time Web transactions can be performed, the
bank is unable to be a true “Web merchant,” namely a
merchant capable of providing complete transactional ser-
vices on the Web,

According to one embodiment of the present invention, as
illustrated in FIG. 4B, each merchant that desires o be a
Web merchant can provide real-time transactional capabili-
ties (o users who desire 10 access the merchants’ services via
the Web. This embodjment includes a service network
running on top of a facilities network, namely the [aternet,

the Web or e-mail metworks, For the purposes of this.

application, users are described as utilizing PC’s to access
the Web via Web server “switching” sites. (Switching is
described in more detail below). Users may also uiilize other
personal devices such as aetwork computers or ceflular
devices to access the merchants’ services via appropriate
swilching sites. These swilching sites include non-Weh
aetwork computer sites and cellular provider. sites. Five
components interact 1o provide this service petwork
fuactiopality, namely an exchange, an operator agent, a
mazagement agent, a management manager and a graphical
user interface. All five compooents are described in more
detail below, _

As lustrated in FIG. 54, user 100 accesses Web server
104. Having accessed Web server 104, user 100 can decide
that he desires to perform real-time transactions. When Web
server 104 receives user 100's indication that he desires (o
perform real-time transaciions, the request is handed over 1o
an exchange compenent. Thus, from Web page 105, for
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example, vser 100 can select button 500, entitled “Transac-
tions” and Web server 104 hands user 100’s request over to
the exchange componemt. The button and the title can be
replaced by any mechagism that can instruct a Web server to
hand over the consumer’s request {o the exchange compo-
nenl. ..

FIG. 5B illustrates exchange 501. Exchange 501 cowm-
prises Web page 505 and point-of-service (POSvc) applica-
tions 510. Exchange 501 also conceptually includes a
switching component and an objec! routing compounsnt
(described in more detail below). POSve applications 510
are transactiopal applications, namely applications that are
designed to incorporate and take advantage of the capabili-
ties prayided by the present invention. Although exchange
501 is depicted as residing on Web server 104, the exchange
can also reside on 2 separate computer system that resides on
the Infemnet and has an Interet address. Exchange 501 may
also include operator agent 503 that interacts with a man-
agement manager {described in more -detail below),
Exchaage 501 creates and allows for the management (or
distributed contrel) of a service network, operating within
the boundares of an IP-based facilities network. Thus,
exchange 501 and a managemen! agent component,
described in more detail below, under the headings “VAN
Switch and Object Routing,” togetber perform the
switching, object routing, application and service manage-
ment functions according to one embodiment of the present
invention.

Exchange 501 processes the consumer’s request and
displays an exchange Web page 505 that includes a list of
POSve- applications 510 accessible by exchange 501. A
POSve application is an application that can execute the type
of transaction that the user may be interested in performing.
The POSwg list is displayed via the graphical user interface
compouent. One cmbodiment of the present invention sup-
ports HyperText Markup Language as the graphical user
interface component. Virtual Reality Markup Language and
Java™ are also supported by this embodiment. A variety of
other graphical user interface standards caz also be wtilized
to implemeat the graphical user interface.

An example of a POSvc application list is illustrated io
FIG. 5C, User 100 can thus select from POSvc applications
Bank 510(1), Car Dealer 510(2) or Pizzetia S10(3). Numer-
ous other POSve applications car also be included in this
selection. If user 100 desires to perform a number of banking
transactions, and selects the Bank application, a Bank
POSve application will be activated and presented to wser
100, as jllustrated in FIG, 5D. For the purposes of
illustration, exchange 501 in FIG. 5D is shown as running on
4 different computer system {Web server 104) from the
computer systems of the Web merchants running POSve
applications (computer system 200). Exchange 501 may,
bowever, also be on the same computer system as one or
more of the computer systems of the Web merchants,

Ouce Bank PQOSve application 516 has been activated,
user 1616, wili be able to connect 1o Bank services and utilize
the application to perform banking transactions, thus access-
iog data from a host or data repository 575 in the Bank
“Back Office.” The Bank Back Office comprises legacy
databases aod other date repositories that are utilized by the
Bank to store its data, This connection between user 100 zad
Bank serviges is managed by exchange 501. As illustrated in
FIG. 5D, one¢'the connection is made between Bank POSve
application 51(1), for example, apd Bank services, ao
operator agent on Web server 104 may be activated to ensure
the availability of distributed functions 2nd capabilities.

Each Web merchaat may choose the types of services that
it would like to offer its clients. In this examnle if Ranl
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decided 1o include in their POSve application access to
checking and savings accounts, user 100 will be able 10
perform real-time transactions against his checking and

savings accounts. Thus, if user 100 moves §500 from his - -

checking account into his savings account, the transaction
will be performed in real-time, in the same manner the
transaction weuld have been performed by a'live telier at the
bank or an ATM machine. Therefore, unlike his prior access
to his accouat, user 100 now has the capability lo do more
than browse his bank account. The ability 1o perform these
types of robust, reel-lime transactions from 2 Web clicnt is
a significant aspect of the preseat invention.

Bank can also decide to provide other types of services in
POSve application 510(1). For example, Bank may agree
with Car dealership to allow Bank customers to purchase a
car from that dealer, request 2 car loan from Bank, and have
the entire transaction performed on the Web, as illustrated in
FIG. SE. In this instance, the transactions are oot merely
two-way, between the user and Baok, but three-way,
amongst the consumer, Bank and Car dealership. According
to one aspeet of the present invention, this three-way trans-
action can be expanded to n-way transactions, where o
represents a predetenmined number of merchaats or other
service providers who have agreed to cooperate to provide
services (o users, The present inventior therefore allows for
“apny-1o-any” communication and transactions on the Web,
thus facilitating a large, Bexible variety of robust, real-time
transactions on the Web.,

Finally, Bank may also decide tc provide intza-merchant
or intra-bank services, together with the ‘inter-merchant
services described above, For example, if Bank creates a
POSve application for use by the Bank Payroll department,
Bauk may provide its own cmployees witl a means for
submitting timecards for payroll processing, by the Bank's
Human Resources (HR) Department. An employee selects
the Bank HR POSvce application, and submits his tmecard,
The employee’s timecard i processed by accessing the
employee’s payroll information, stored in the Bank’s Back
Olfice. The transaction is thus processed in real-time, and the
employee receives his paycheck immediately.

B. Van Switching and Object Routing

As described above, exchange 501 and management agent
601, illustrated in FIG. 6A, together constitute a value-added
network (VAN} switch. These two elements may take on
different roles as necessary, including peer-to-peer, client-

server or master-slave roles. Management manager 603 is
illustrated as residing on a separate computer system on the’
Internet. Management onanager 603 can, however, alsor

reside on the same machine as exchange S01. Management
maanager 603 lnteracts with the operator agent 503 residing
oa exchange 501,

VAN swiich 520 provides multi-protocol object routing,
depending upon the specific VAN services chosen. This
multi-protocol object routing is provided via a proprietary
protocol, TransWeb™ Management Protocol (TMP). TMP
incoiporates the same seccurity features as the. traditional
Simple Network Management Protocol, SNME. It also
allows for the iategration of other Iraditional securdty
mechanisms, including RSA security mechapisres.

Ope embodiment of the present inventiop utilizes TMP
and distributed on-line service informaljon bases
(DOLSEBs) o perform object routing, Allematively, TMP
can tocorporate s-HTTP, Java™, the WinSock API or ORB
with DOLSIBs to perform object rouling, DOLSIBs are
virtwal information stores oplitnized for networking. All
information eotries and atributes in a DOLSIB wvirtual
information store are associated with a nerwarked ohient
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identity. The networked object identity ideatifies the infor-
mation entries and attributes in the DOLSIB as individual
networked objects, and cach netwarked object is assigned an
Interoet address. The Internet address is assigned based on
the IP address of the node at whick the metworked object
resides:

For example, in FIG. SA, Web server 104 is a node on the
Internet, with an [P address. All nelworked object associated
with Web server 104 will therefore be assipned an Internel
address based on the Web server 104's [P address. These
nctworked objects thus “branch” from the aode, creating a
bierarchical tree structure. The [ntermet address for each
networked object in the tree esseatially establishes the
individual object as an “IP-reachable” or accessible node on
the Interdet. TMP utilizes this Internet address to uniquely
identify and access the object from the DOLSIB. FIG. 6B
illustrates an example of this hierarchical addressing tree
structure.

Each object in the DOLSIB bas a name, a syatax aad an
cocoding. The name is an administratively assigned object
ID specifying an object type. The object lype together with
the object ipstance serves 1o umiquely ideatify a specific
instantiation of the object. For example, if object 610 is
information about models of cars, then one instance of that
object would provide user 100 witk information about a
specific model of the car while another instagce would
provide information about a different mode! of the car, The
syntax of an object type defines the abstract data structure
correspondiog to that object type. Encoding of objects
defines how. the object is represented by the object type
syntax while being transmitled over the network.

C. Management and Administration

As deseribed above, exchange 501 and management agent
601 togethier constilute a VAN switch. FIG. 7 illustrates
concepiualiy the layered architecture of VAN switch 520.
Specifically, boundary service 701 provides toe interfaces
between VAN switch 520, the lotermet and the Web, and
multi-media end user devices such as PCs, televisions or
telephoaes. Bouadary service 701 slso provides the interface
to the op-line service provider. A user can connect to a local
application, namely one accessible via a local VAN switch,
or be routed or “switched” to an application accessible via
a remote VAN switch.

Switching service 702 is an OSI application layer switch,
Switching service 702 thus represents the core of the VAN
switch. It performs a number of tasks including the routing
of user:gonnections to remote VAN switches, described in
the paragraph above, multiplexing and prioritization of
requests, and flow control. Switching service 702 also
facilitates open systems’ connectivity with both the Internet
(2 public switched network) and private networks including
back office networks, such as banking networks. Intercoan-
nected application layer switches form the application net-
work backbope. These switches are cue significant aspect of
the present invention.

Managément service 703 contaias teols such as Tnforma-
tion Managemeat Services (IMS) and application Network
Management Services (NMS). These lools are used by the
end users lo manage network resources, including VAN
switches, . Managernent service 703 also provides applica-
tions that. perform Operations, Administration, Maintenance
& Provigioning (OAM&P) functions. These CAM&P fugc-
tions foclude security managemeat, fault mapagement, con-
figuration management, performance management and bill-
ing management. Providing OAM&P functions for
applications in this manner is another sigpificant aspect of
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Finally, application service 704 contains application pro-
grams that deliver customer services. Application service
704 includes POSvc applications such as Bank POSve
described-abave, and illustrated in FIG. 6A. Other examples
of VAN services include multi-media messaging, archival/
retrieval management, directory services, data staging,
cooferencing, financial services, home banking, risk rnan-
agement and a variety of other vertical services, Each VAN
service is designed to meet a particular set of requirements
related to performance, reliability, maintenance and ability
to handle expected traffic volume. Dependingign the type of
service, the characteristics of the network eclements will
differ. YAN service 704 provides a number of functions
including communications services for both management
and end users of the network and coatrol for the user over
the user’s covirenment.
FIG. 8 is 2 flow diagram illustrating one embodiment of
the present invention. A user conoects 0 2 Web server
running an exchange component in step 802. In step 804, the
user issues & request for a transactional application, and the
web server hands off the request to an exchange in step 806.
The exchange activates a graphical user interface to present
user with a list of POSvc application options in step 808. In
step 810, tbe user makes a seleclion from the POSve
application list. In step 812, the switching component in the
exchange swiiches the user to the sclected POSve
application, and in step 814, the object routing component
execules the user’s request. Data s retreved from the
appropriate data tepository via TMP in step 816, aad finally,
the user may optionally coatinue the transaction in step 818
or eod Lhe transaction.
Thus, a configurable value-added network switching and
object routing method and apparatus is disclosed. These
specific arrangements and methods described herein are
merely illustrative of the principles of the present invention.
- Numerous modifications in form and detail may be made by
those of ordinary skill in the art without departmg from the
scope of the present invention. Although this invention has
besa shown inrelation to a particular preferred smbodiment,
it should oot be considered so limited. Rather, the present
inveption is limited only by the scope of the appended
claims.
We claim:
1. A configurable vatue-added npetwork. switch for
enabling real-time transactions ca a network,,said config-
urable value-added network switch compromising:
means [or switching 10 a transactional application ia
response 1o a user specificatior from z network
application, said transactional application providing a
user with a plurality of transactional services managed
by at least one value-added network service provider,
said value-added network service provider keeping a
trapsaction flow captive, said plurality of transactional
services being performed interactively and in real time;

means for traosmitting a transaction request from said
transactional application; and

means for processing said transaction request.

2. The configurable value-added network switch as
claimed in claim 1 wherein said means for switching to a
iransactional apphication further comprises:

mezns for receiving said user specification;

means for ¢nabling a switch to said iransactional appli-

cation; and

means for activating said transactional application.

3. The configurable vilue-added petwork switch as
claimed in claim 2 wherein said means for activating said
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transactional application further includes means for creating
a transaction link between said network application and said
transactional application.

4. The configurable value-added wetwork switch as
claimed in claim 2 wherein said means for receiving said
user specification further comprises:

means for presenting said user with a list of transactional

applications, each of said transactional application
being associated with a particular value-added aetwork
service provider; and

means for submitting said user specification according lo

a yser’s selection of said transactional application from
said list of transactional applications.

5. The coofigurable valug-added network switch as
cleimed in claim 1 wherein said means for processing said
transaction request further comprises means for coupling
said meads for transmitting to a host means.

6. The configurable value-added network switch as
claimed in claim § wherein said host means contains data
corresponding to said transaction request,

7. The configurable value-added network switch as
claimed in claim L whersin said value-added network ser-
vice providers cooperating to provide said plurality of
transactional services 1o users,

8. The configurable value-added network swiich as
¢laimed in claim 1' further comprising means for controliing
and prioritizing muitiple transaction requests initiated by
various users.

9. The configurable value-added network switch as
claimed'in €laim 1 further comprising means for providing
security management, fault management, configuration
management, performance maragement and billing man-
agement.

10. A method for configuring a value-added petwork
switch for enabling real-time transactions on a network, said
method for coofiguring said value-added network switch
compromising the steps of:

switching to a transactional application in response to a

user specification from a petwork application, said
trapsactional application providing a user with a plu-
rality of transactionzl services managed by at least one
value-added network service provider, said value-
added network service provider keeping a transaction
flow captive, said plurality of tramsactiogal services
being performed interactively and in real tme;
transmitting a transaction request from said transactional
application; and processing said irapsaction request.

11. The method for configuring said vajue-added network
switch as-claimed in claim 10 wherein said step of switching
to 2 transagtional application further comprises the steps of:

receiving ‘said user specification;

enabling a switch to said transactional application; and

activating said transactional application,

12, The method for configuring said value-added network
switch as.claimed in claim 11 wherein said step of activating

said transacuonal application further includes a step of
creating a transaction liuk between said network application

and said transactional application,

13. The method for configuring said value-added network
switch as claimed in claim 11 further comprising the steps
of:

coatrolling security;

performing. fault management;

providing ‘configuration management;

managing nerformance: and
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enabling billing maragement. .

14. The method for configuring said value-added network
switch as claimed in claim 11 wherein said step of receivin J:4
sald user specification further comprises steps of:

presecting said user with a list of transactional

applications, cach of said transactional application
being associated with a particular Internet service pro-
vider; and

submitting said user specification according to a user's

selection of said transactional application from said list
of transactional applications.

15. The method for configuring said value-added network
switch as claimed in claim 10 wherein said step of process-
Ing said transaction request further comprises the step of
transmitting said transaction request to 2 host means.

16. The method for configuring said value-added network
switch as claimed in claim 15 wherein said host means
contains data corresponding to said transaction request,

17. The method for corfiguring said value-added nerwork
switch as claimed in claim 10 wherein said value-added
netwark service providers cooperate to provide said plurality
of transectional services 1o said user.

18. The method for configuring said valus-added network
switch as claimed in claim 10 further comprising the step of
controlling and prioritizing multiple transaction requests
initiated by various users.

19. A method for enabling object routing on a netwark,
said method for enabling object routing comprising the steps
oft

associating an:object identity with information eatries and

attcibules, wherein the object identity represents a net-
worked object; '

storing said information eniries and sajd attributes in a

vinual information store; and

assigning a unique network address to said cbject identity.

20. The metbod in claim 19 wherein said step of associ-
aling said object identity with said information entries and
said adribetes iz sdid virtual information store further
includes the step of associaling a name, 2 syntax aad an
encoding for said object ideatity.

2%. The method in claim 20 wherein said game associated
with said object identity specifies an object type.

22. The method iu claim 21 wherein said object type and
an object igstance uniquely identify an instantiation of said
object type. )

23. The method in claim 22 wherein said syntax defines
a data structure for said object type. .

24. The method in claim 19 further comprising the step of
utilizing said unique network address to identify and route
said abject identity on the network e

25. The method in claim 19 further comprising the step of
utilizing said unique aetwork address to ideatify and rowe
said object identity on the Internet.

26. The method in claim 19 further comprising the step of s

utilizing said unique network address of said object identity

»
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12
to perform Operations, Administration, Maintenance & Pro-
visioning (OAM&P) functions.
27. An object router on a network, said objec! router
comprisig:
means for associating an object ideatity with information
entries and atiributes, wherein the object ienlity rep-
resents a networked abject;

wedns for storing seid information eatries and said

attributes in a virtual information store; and

means for assigning a unique network address to said

object identity.
28. The abject router in claim 27 wherein said means for
associating said object identity with szid information eatries
and said attributes in said virtual information store Further
includes means for associaling a name, 2 syntax and an
encoding for said object identity.
29. The object router in claim 28 wherein said name of
said obiject identity specifies an object type.
30. The object router in claim 29 wherein said object type
and an object instance uniquely wlentify an instantiation of
said object type.
31. The object router in claim 30 wherein said syntax
defines a data structure for said abject type.
32. The object router in claim 27 Further comprising
weans for utilizing said unique network address to identify
and route said objeet identity on the network.
33. The object router in claim 27 further comprising
means for utilizing said unique oetwork address o identify
and route szid cbject identity on the Internet.
34. Theobject router in claim 27 further comprising the
slep of ulilizing said unique network address of said object
identity: fo perform Opetations, Administration, Mainte-
nance & Provisioning (OAM&P) functions.
35. A configurable valuc-added network system for
enablityteal-time tramsactions on 2 network, said config.
urable value-added network system comprising:
means for switching to a tramsactional application in
response o a user specification from a wetwork
application, said transactional application providing a
user with a plurality of transactional services managed
by at least one value-added network service provider,
said value-added network service provider keeping a
transaction flow captive, said plurality of trapsactional
services being performed interactively and in real time;

means for activating an agent to create a transaction link
between said user application and said trapsactional
application;

means for transmitting a trapsaction request from said

transactional application; and

a host means for processing said tracsactian reques! and

retrieving data corresponding to said tramsaction
request.




Case 2:12-cv-10012-PSG-JEM Document1 Filed 11/21/12 Page 30 of 62 Page ID #:43




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 31 of 62 Page ID #:44

N B

a2 United States Patent ao) Patent No.:  US 8,108,492 B2
Arunachalam (45) Date of Patent: Jan. 31,2012
(54) WEB APPLICATION NETWORK PORTAL 4,9%4,155 A 1/895%1 Gelereral.
5,125,091 A 6/1992 Staas, Jr. ol al.
. i 5,148,47¢ A 971992 Haralambopoulos ct al.
(76) Inventor: L:ksl}mlArunachalam,.Menlo Park, 5459632 A 101997 Crandal]
A US) : 5231,566 A 7/1993 Blatinges ol al.
. ] Lo i 5,239,662 A 81993 Danielson et al.
{*) Notice:  Subject to any disclaimer, the term of this 5,285,383 A 2/1994 Lindsey et ai.
patent is extended or adjusted under 35 i.%gg,ggg A 3{334 Eemstein a?t al.
. f A 71994 Frager ot al.
U-SC. 154(b) by O days. 5320619 A 7/1994 Pageet al.
1 Ne - 5347632 A 9/1934 Filepp et al.
(21)  Appl. No.: 12/628,060 5367635 A 1171994 Bauer et al.
X 5383113 A 171995 Kight et al.
(22) Filed: Nov. 30, 2009 5404,523 A 4/1993  Dellafera et al.
Continued
(65) Prior Publication Data (Continued)
US 201040306102 A1 Dec. 2, 2010 FOREIGN PATENT DOCUMENTS
WO WO 97/185]5 Al 51697
Related U.S. Application Data WO WO 00/63781 A1 10/2000
{60) Division of application No. ] 1/980,185, filed or Oct. OTHER PUBLICATIONS
30, 2007, now Pat. No. 8,037,158, which is a . , .
continuation-in-part of application No, 09/792,323,  U'S. Appl. No. 12/268,060, filed Nov. 30, 2009, Asunachalam.
filed on Feb. 23, 2001, now Pat. No. 7,340,506 which LLS. Appl. Ne. 12/628,066, filed Nov. 38, 2009, Arunachajam.
fs a division of application No. 06/266,207, fled on (7 AP} Ne- 12428068, fled Now 30, 2009 Aranachajar,
Apr. 21, 1999, now Pat. Neo. 6,212,556, whicl is a T e ‘
continuation-in-part of application No. 08/879,958, (Continued)
filed on Jun. 20, 1997, now Pat. No. 5,987,500, which
is 2 division of application No. 08/700,726, filed on Primary FExaminer — Viet Vu
Aug, 5, 1996, now Pat. No. 5,778,178,
(60)  Provisional application No. 60/006,634, filed on Nov. 57 ABSTRACT
13,1995,
’ The present invention provides a method and apparatus for
(531) IntClL N providing'tEalitime, two-way transactional capabilities on the
GO6F 13/00 . (2006.01) ’ Web. Specifically, one embodiment of the present invention
GB US. Cl oo, T09/219; 709/225; 709/228  discloses a methiod for eaabling object routing, the method
(58) Tield of Classification Search ! '709 /217 comprising the steps of creating a virtua! information store
. 7097219 223224225 227 "229’ contaizing information entries and atiributes associating each
See application file for com ’j ote ;:.arcl,: hisl,o : of the information ectrics and the attributes with an object
P prete s 24 identity, and assigning a unique network address 1o each of
5 References Cited the object identities. A method is also disclosed for enabling
56 elerences Lite service mapagement of the value-added network service, to
U.S. PATENT DOCUMENTS perfornn OAM&P functions on the services networl,
4,829372 A 311989 McCaliey et al.
4851988 A 71989 Trottier et al. 13 Claims, 13 Drawing Sheets

.

| OPERATOR
AGENT
WEB
SERVER 203
304 EXCHANGE 501
WEB POINT-OF- VAN OBJECT
PAGE SEAVICE SWITCH ROUTER
.| APPLICATIONS




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 32 of 62 Page ID #:45

US 8,108,492 B2

5,408,619
5,414,212
5,428,792
5432,937
5434974
5,440,744
5442771
5,442,791
5,444,152
5446856
5452433
5,435,903
5475819
5,491 860
5,517,645
5,519,868
5,537,464
5,539,909
5,557,780
5,560,005
5,577,251
5,590,197
5,592378
5,604,905
5,613,148
5,664,111
5,671,279
5,677,708
5,694,549
5,703,344
5,706,442
5,708,780
5,710,887
5,712,913
5715314
5,715,444
5,724,424
5,737,533
5,742,762
5,742,768
5,745,681
5754939
5757917
5,758,072
5758327
5,771,354
3,774,670
5,778,178
5,750,780
5,781,631
5,793,964
5,794,221
5,794,234
5,309,483
5,812,779
5,822,569
5,826,085
5,826,241
5,828,666
5,835,726
5,345,061
5,845,073
5,845,265
5,856,974
5,859,978
5,864,866
5,870,473
5,870,724
5,873,072
5,873,053
5,878,043
5,878,140
5,878,141
5,878,403
5,884,301
5,889,957
5,890,137
5,890,161

U.S. PATENT DOCUMENTS

A 4/1995 Oran

A 5/1995 Filip et al.
A 6/1995 Conperei al,
A 771995 Tevanian et al,
A 7/1995 Loucks et af.

A 81995 Jacobson ef al,

A 8/1995 Filepp et al.

A 8/1995 Wrabetz et al.

A 8/1995 Shetye et al,

A 31995 Hegarty et al.

A 91995 Nihart et al.

A 1071995 Jolissajgt et al.

A 121995 Miller et al,

A 21996 Goldsmith et al. .
A 5/1996 Sturz et a). "
A 31996 Allen et af.

A 711996

Tanaka et al,
Edwards ot af,
Hoover et al.
Hamilton et 2!,
Chen et al.
Cameron et al.
Tevanian et af,
Bezvineret al,
Nahan et al.
_Elgamal et al.
Matthews, Ii[ ot al.
Carlin et al.

Begzy et al.
Anderson <f a),
Levergood et al.

A /1996
A 9/1996
A 9/1996
A 1171996
A 121996
A 111997
A 211997
A 371997
A 91997
A 9/1997
A 10/1997
A 12/1997
A 1211997
A 1/19%8
- 171998
11998
1/1998
2/1998
271998
3/1998

A

A

A Chaumn
A

A

A

A 1/1998
A

A

A

A

A

A

Payne ef al,
Danish et al.
Gifford

de Hond
Scholl et at.
Gennarg et a).
Levine et al,
Herz et al,
Roze et al,
Filepp et ol.
Gardner et al.
Crawford
Montudlj

471998
311998
471998
5/199%
5/1998
5/1998
511998
6/1998
6/1998
71998
7/1998
7/1998
81998
8/1998 Egendosf
81998
9/1998
9/1998
1071998
10/1998
A 1o/1998
A 1071998
A 11/1998

Broka et al.
Ciscon et 31,
McPartlan et al.
Bennett et af,
Stein et al.
Focsancanu et al,
Schwed
Miyamoto et al.
Carlin et al.
Woolston
Gervais et al,
Sondercgger ct al.
Henckel <t al.
Boesch el al,
Lawlor et al.
Kight et al.
Williamson et al,
Casey et al.
Chaum

Daly ct al.
DeFrancesco et al,
Takznn

Ratner et al.
Koreeda

Helland ¢t al.

A
A
A
A
A
A
A ¥
A
A
A
A
A
A

A 121998
A 1X1998
A 1211993
A 111999
A 171993
A 171999
A 21999
A 21999
A 21999
A 2/1999
A 3/1999
A 3/1999
A 31999
A 3/1999
A 31999
A 31999
A 31999
A 341999

Lewiselal, . o ~-

Chellish etal, ...

Page 2
5.892.821 A 4/1999 Tumer
5893076 A 4/1999 Hafhner et al,
5895454 A 4/1999 Harington
5897621 A 471999 Boesch et al.
5901,228 A 5/1999  Crawford
5909492 A 61998 Payne et al.
5910987 A 6/1999  Ginter
5913061 A 6/1999 Gupta et al.
5,931,967 A 81999 Shimitzu et al.
5,946,509 A 81999 Morton et al,
5,956,400 A 971999 Chaum et al.
5,956,509 A 9/1999 Kevner
5958004 A 9/1999 Helfand et a.
5960411 A 9/1999 Hartinan  a).
5,987,500 A 1171999 Arupachalam
6,003,085 A [2/1999 Ratner et al,
6014651 A 172000 Crawford
6,014,666 A 172000 Heliand et ai,
6,049,785 A 472000 Gifford
6,049,819 A 472000 Buckie <t ai.
6055514 A 472000 Wren
6,055,567 A 4/2000 Ganesan et al.
6.073,237 A 6/2000 Ellison ez al.
6,092,053 A 72000 Boesch et al.
6094673 A 772000 Dilip et al,
6,101,482 A 872000 DeAngelo ct al.
6,101,527 A 82000 Lejeunc et al.
6.119,152 A 92600 Cartin et 2l
6125185 A 92000 Boesch
6,125,352 A 972000 Franklin et al.
6,128,315 A 10/2000 Takeuchi
6,134,599 A 10/2000 Helland et al.
6,135,646 A 1072000 Kahn et .’a‘.}l1
6,145090 A L7200 Yamaguchi ct al.

703/26.62 6,185,609 Bl 22001 Rangarajan et al.
6,192,250 B 22001 Buskens ef al.
6,205,433 B 3/2001 Boesch et al.
6,212,556 Bl 4/200F  Asunachalam
6,212,634 B! 4/2001 Gerret al.
6,249,291 Bi 672001 Popp et al.
6,279,001 B 8200) DeBettercourt et al,
6,289,322 B¢ 9/2001 Kijichen ¢ al,
6,295,522 B 9/260( Boesch
6,301,601 B 10/200t  Flelland et al.
6,327,577 Bl 1272001 Garrison et al.
6,327,579 Bl 12/200] Crawford
6.334,116 B!t 1272001 Gancsan ct al,
6,360,262 Bl 312001 Guenthner et aj.
6.363362 Bl 372002 Burfield et al,
6411943 B 6/2002 Crawford

6.453,426-B1 9/2002 Gamache et al,

. 0920 6,457,066 'B1 972002 Mein et a),

2 6473,740 B2 102007 Coclaitl et a).
6,473,791 Bl 1072002 Al-Ghosein et a).
6,486,895 Bl 112002 Robertson etal,
6.490,567 Bl 1272002 Gregory
6,530,518 Ri 372003 Krichilsky
6,553,427 Bl &/2003 Chang etal.
6,574,607 Bl 6/2003 Carter et al,
6,625,581 BJ 92003 Perkowski
6,678,664 Bl /2004 Ganesan
6,678,696 Bl 172004 Helland et al,
6,714,962 Bl 3/2004 Helland ef al.
6,839,677 B2 172005 Marhur et al.
6,850,996 B2 22005 Wagner
6,856,974 Bl 12005 Ganesan et af,
6,931,F1t B! 82005 Caffee
6,932,268 B} 82005 McCoy of al.
6,948,063 'B1 9/2005 Ganesan et al.
7.076,784 Bi 2006 Russell ef al.
7,080,051 BI 72006 Crawford
7,107,244 B2 /2006 Kight ct al.
7,120,602 B2 10/2006 Kitchen <t al.
7,146,338 B2 | %2006 Kight et al.
7,175,074 B2 2/2007 Mejias et al.,
7.177.845 B2 22007 Moenickheim et al
7.213,003 Bi 52007 RNight er ai.
7,240,03] B) 72007 Kight et al.
7251656 B2 712007 Kcown et al,




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 33 of 62 Page ID #:46

US 8,108,492 B2
Page 3

LH2007 Gamison et al,
7,302,408 B2 [1/2007 Engdabl et af.
730241 B2 {1/2007 Ganesan et al.
7,530,331 B2 22008 Bioudi et al.
7,334,128 B2 22008 (Gancsan et al.
7,340,506 B2 3/2008 Arunachalam
7,366,695 B| 4/2008 Ganesan ef al.
7,366,697 B2 /2008 Kitchen et at.
7,383,226 B2 6/2008 Kighr et al.
7,389,519 B2 /2008 ~Russell et af,
73922323 B 6/2008 Ganesan et al.
7,385,243 B} 7/2008 Zielke et al.
7395319 B2 712008 Harris ef 2l

7,296,004 Bj

7451400 B2¥ 11/2008 Balesetal. ... 715734
7,590,850 B2*  9/2009 Schoenberg . e TOSI2
7,600,027 B2* A0/2069 Yan coovrerreroro 7091227

200170037318 Al 11/2001 Lindskog
2002/0062218 Al 5/2002 Piasin

2002/0152200 A1 [0/2002 Krichilsky ot al.

2003/0069922 Al 4/2003 Arunachalam

2008/0091801 Al 42008 Arunachalam

2009/0094347 AL+ 4/2009 Tingetal. ... 7091219

OTHER PUBLICATIONS

Order, Motion to Bifurcate and for early trial on the Issue of Tnequri-
table Conduct, on Mar. £9, 2009, Dissnissal with Prejudice, order
dated Dec. 30, 2009, Denied as Moot, Crder Granted, signed by JJF,
C.A. No. 08-13] (JF), Allstate Docket #155. '

Order, Motion ta Bifurcate and for early wial on the Issue of faequi-
table Conduct, onr Mar. 19, 2009, Dismissal with Prejudice, order
dated Dec. 30, 2009, Denied as Moot, C.A. No. 08-132 (JJF)andC.A.
No. 03-133 (JIF) , Pell Docket #1535, signed by JIF, Order, Motion to
Bifurcate and for carly tria] on the Issue of Inequitable Conduct, on
Mar, 12, 2009, Dismissal with Prejudice, order dated Dec. 30, 2009,
Denied as Moot, C.A. No. 08-132 (JJF) and C.A. No. 08-133 (JIE),
Dell Dockert #155.

Plaintiff WebXchango [ne.’s Surreply in Opposition to Deferidants’
Motion 1o Bifurcate, and far Early Trial on, the Issue of inequitable
Conduct (C.A. No. 08-132 (JJF) and C.A. No. 08-133 @IFy , is
Granted Plaintiff's Surreply in Opposition to Defendant's Motion to
Bifurcate and for Early Trail on, The Issue on Inequitable Conduct is
deemed fiied (Entered Dec. 30, 2009), Dell Docket #(57.

Dell Inc's Second Amended Answer and Counterclaims to
WebxChange Inc.’s Original Complaint for Patent Infringement
(Entered: Jan. 20, 2010), Dell Docket #164.

Plaintitf WebxChange Inc.'s Surreply in Opposition to Defendants'
Motion to Bifurcate, and for Early Trial oz, The Issue of Encquitable
Conduct (Entered Dec. 30, 2009), Fedex Dacket #212.
Memorandum Opinion C.A. 08-133-1UF, and C.A. 0%-132-1JF
(Entered Diec. 30, 2009), Fedex Dacket #2185,

Defendant’s Fedex Corporation, Fedex Kinko's Office & Prist Ser-
vices, Inc., and Fedex Corporate Services, fnc.'s Serond Amended
Answer, Affirmative Defenses, and Counterclaims to Plajntiff
WebXchange, Inc.'s Complaint (Entered Jan. 20, 2010), Fedex
Docket #7217,

U.S. Appl. No. 60/208,057, filed May 31, 2000, Krichilsky.

U.S. Appi. No. 08/168.519, filed Dec. 1993, Gifford.

UTUC, “The Commeon Gateway Interface”, pp. 14, http:‘hoobog,
nc:;a.uiuc.edufcgifprimer.html, Retrieved on May 22, 2001, WBX
000

Arold, K. et al., “Media-Independent [ntesfaces in 2 Mediz-Depen-
dent World”, USENIX Conference on Object-Oriented Technolo-
gies, Monterey, CA Jun. 1995, WBX00t,

Asshad, K.M. etal.,“A CORBA baseq framework for trusted E-Com-
merce Transactions”, Enterprise Distributed Object Computing Con-
ference, pp. 18-25, EDOC ‘99 Sep. 27, 1999, WBX002.

Atkinson, R. , RFC 1825 “Security Aichitecture for the internet
Protocel”, Naval Research Laboratory, Category: Standards Track,
Network Working Group, Aug, I, 1995 , WBX007.

Banks, M., “America Onlige: A Graphics-based Success”, Link-Up,
Jan/Fel. 1992 WBX003,

Banks, M., “Compuserve for Windows”, M.IS Presg, 1994,
WBX009,

Baquero, C.et al.,“Integration of Concurrency Control in 2 Language
with Subtyping and Subc| assing" USENTX Conference on Object-
Orieated Techaologics, fun. 1995, WBX01¢,

Barroni'C -and Weil, B., "Dr. Dobbs Portal: Implementing a Web
Shopping” Cart”, Online Transactions in PERL, Sep. I, 1996
WBX0I1.

Bharat, K. et al. , “Visual Obliq: A System for Buildiag Distributed,
Muiti-User Applications by Direet Mazipulation”, SRC 1304, DEC,
Oct. 31, 1995, WBX012,

Blrarat, Ket 4., Distributed Applications in a Hypemedia Setting",
Proc. Intl Workshop on Hypermedia Design http.www.cc.gatech.
cdugvupc.oplcPhDK:ishnafWHD.hhni,Jun. 1, 1995 WBX013.
“CyberCash Cash Register Internet Paymeni Service". retrieved May
23, 200} hitp:#vww.cybercash. com/ cashregister pp. 1-2, 1996,
WBX034.

“CyberCash—Cash Register—How it Works™ retrieved May 23,
200Ihttp:ff'www.cybercash.conv’cashregisterﬂmwitwo:ks.btml pp.
E-3. 1996, WEX035.

“CyberCash—Industry Leading Features” retrieved May 23, 2001
hh‘p:l'/vmw.cybcrcash.com’cashrcgistcr/f‘mturcs.hr.rn[ pp. 14.1996,
W3X036.

“CyberCask Cash Register—Online Secure Payment Service™
CashRegister Domos.refrieved May 23, 2001 http:/fwww. webdata.
cybercash.com/demos/ pp. 1-2. 1996, WBX038.

“CyberCash. FraudPatrol TM, Service” retrteved oMay 23, 200]
hrlp:ilwww;cybcrcash.corn/fra:.zdpanol.’ pp. 1-2. 1996, WBX039.
“CyberCash FraudPatrol--How It Works™ retrieved ap; May 23, 2003
hrtp:flwww.cybércash.comffmudpa!.rc!ﬂtowitworks.h{m! pp. 1-2
‘96, WBX 040,

“CyberCash Home", hitp:/iwrwrw.cybercash.com {retrieved on May
23, 2001] 1996, WBX041.

“CyberCash [CVerify for Windows” Version 2.5 Upgrade, http:/
www.cybercash.coWiwerify/upgrade.htmi pp. -2 [retrieved on
May 23, 20017 1996 , WEBX(43,
Cybcrcash'a;“-'IC\’ERIFY—Feamres" retrieved on May 23, 2001
hurxf!ww-.‘bybei-cash.con':ficverjfy/fearures.html, 1996, pp. 13,
WBX044,"

Brando, T., “Comparing DCE and CORBA™, Mitre Docurnent MP
95893, Mar. 1, 1995, WBX018,

Business Wire , *Open Market releases first complete software soju-
tion™ 1995, WBXG2s.

Business Wise; "Sunsoft delivers carly access releass of Distributed
Objects Environment”, Jun. 4, 1995, WBX026.

Case, J. et al, , "Network Management and the Design of SNMP™,
Connexxions (ISSN 0894-5926), vol. 3, No. 3, Mar. 1989, WBX027.
Chupg, §. etal,, A Reterogeneous Distributed [nformation System™,
IEEE, pp. 443447, 1993, WBX0z9.

Courtrey, A, "Phantom; An Interpreted Langueage for Distributed
Programming”, Proceedings of USENTX Conference on Object-Ori-
ented Technologics, Monterey, CA. Jun, 1995, WBX030.
Cybercash, vAffiliate Marketing Service™, hrp:/feww.oybercash.
con‘u‘products/aﬂfilinterrmkeﬁng.htnﬂ [retrieved on May 23, 2001]
1996, WBX031.

"CyberCash' BJB Payment Services”, bt/ rwww.cybereash.com/
b2b pp. 1-2 [retrieved May 23, 2001] 1995, WBXQ3 7.

CyborCash B2BServices, 1996, WBX033.

CyberCash Cash Register fnternet Payment Service—Online Secure
Payment Service, retrieved on May 23, 2001 from htlp:/harwrw.
cybereah.comvcashrep;ster pp. 1-2,"96,WBX034,
"CyberCash—Cash Register—How it Works" retrieved May 73,
200! from hl:tp:/f(vmv.cybercash.com.v’cash:egisterfhowitworks.
htmd pp. 1-3. *96, WBX035.

“CyberCash—Industry Leading Features” retrieved May 23, 200!
http:.waw.cybercash.com/cashregister/features.hl‘m! pp. 14, 1996,
WBX 036.

“CyberCash _Cash  Register—Online Secure Payment Service”
CashRegister Demos.retrieved May 23, 2001 http:/iwww.webdata,
Sybercash.coitvdémos/pp, 1-2 1996, WBXQ38.

“CyberCash FraudPatrol. TM. Service” retrieved an May 23, 2001
hrtp:/'!www.cybercash.com/fmudp:mol! pp- 1-2. 1996, WBX039.
“CyberCash FraudPatrol—How It Works" selrieved onMay 23,
2001, kit fwwr, ybercash.com/frandpatrolihowitworks hmt Pp.
[-2 1996,WBX 01g; "

35/




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 34 of 62 Page ID #:47

US 8,108,492 B2
Page 4 '

Cyhereash, “TCVerify——Features” retrieved on May 23, 2001 from
ht:p:I!www.cyb-ercash.com/icverifyffeamres.htmj, 1996, pp. 1-3,
WBX044.

Cybercash, “Payment Software for Brick and Mostar Merchants”
hnp:!/www.cybcrcash.conupcau thorize 1956-2001, WBX046.

Dr. Gui oa Compenents, COM and ATL, bttp+//msdn.microsoft.com/
Iihra.ny."we[comufdsmsdn/msd.n_drguion020298.h(m, Feb. 2, 1998,
£p- 1-61 [retrieved on May 22, 2001}, WBX057.
Cybelcash,“Products” 1996. ratrieved o May 23, 2001 from <URL;
http:ifwrww.CyberCash.com/products?, 1996, pp. 1-2, WBX043.
Cybercash.“ WebAuthorize—Enterprise and Hosting Payment Pro-
cessing”. retrieved on May 23, 2001from <URL:http:/Aarvev.
Sybercash.com/webauthorize/, 1996,pp. 1-2, WBX050.

Bavis et al., “A Protocol and Server for a Distribrited Digital Tech~
nical Repont Library™, Apr. 23, 1994, WBX051.

Davison, A, , “Coding with HTML forms HTML goes interaclive™,
(hypertext markup language}(Tutorial), Dr. Dobb’s Joumal, Jun. 6,
1995, val. 20, No. 6, 19 pages, WRXD52a,

Davison, A. , “Coding with HTML forms: HT ML goes interactive"”,
Ds. Dobb's Journal, Jun. 6, 1993, vol. 20, No. 6, pp. 70-79,
WBX052b,

“Distributed Qbject Technology in the Financial Services Industry:
Trading and Risk Maragement”, A White Paper, Sun Microsystems,
1995, WBX053.

Deng, R.H. et al. , “Integrating Security in CORBA-based Architec-
tures”, IEEE, Jun, 1995, pp. 50-61, WBX(54.

Detlefs,D.e! al., Debugging Storage Management Probicms in Gar-

bage Collected Environments, Proc of USENIX Coaference on
Object-Oriented Technologies, Monterey, CA, Jun. 1995, WBX055.
Dietinger, T. , Object-Oriented Implementation of a Multiprotocol
Hyper-Gi client for MS-Windows, Diplomarbeit inTelematik, TU
Graz, Jul. |, 1995, WBX056.

Birrell A et al. , “Network Objects™, SRC Research Report, Feb, 28,
1994, WBX014. ’ .

Edwards, V., Object Wrapping (for WWW)—The,_K.gy 1o Integrated
Services, ANSA Phase II[, Apr, 25, 1995, WBX058,, 1.,
Ehikioya,5.A.,“An Agent-Based System for Distribyled Transac.
tions: a Model for lnternet-Based transactions™ Elec and Computer
Engg IEEE Canadian ConfV1,May 9, 1999,p. 289-294, WBX0 55.
MicrosoR 1)) Order, C-08-05149 WHA “Order Granting Defen-
dant’s Motion to Dismiss”, Federal Court of Nerthern California,
Feb. 17, 2009, WBX060.

“Portal Solutions, an Open Market cBusiness Solutioa Brief”. White
Paper, Open Market, Forrester Research TechRankings, Feb. 2001,
WBX061. :

“Wireless Solutions, An Open Market eBusiness Solution Brief”,
WhitePaper. Open Market, Forrester Research Teck Rankings, Feb,
2001, WBX0462,

Fraga. J. etal,, A Programming Model for Real-Time Applications
in Open Distributed Systems”, IEEE, 1995, pp. 104-111, WBX063.
Birrell A. et al, “lmp]ementing Remote Procedure Calls”, Xerox
Palo Alta Research Ceanter, ACM Transactions, Feb, b, 1994 |
WBX01s,

Bowen, C. et sl , “How to Get the Mostout of CompuServe™ 5th Ed.
1991, Randem House, Inc. 1991, WBXo016.

Braden, R. et al. , RFC 1122 “Requircineats for Internet Hosts—
Communication Layers” Oct, §, 1939, WBX017.

Broadvision, “Broadvision One-to-One: On-iine Marketing and Sell-
ing Application System Develapers’ Guide”, 1995, WBX020,
Broadvision, “Broadvision One-to-Ore: On-Line Marketing and
Selling Application System: Dynamic Command Center User's
Guide™, 1995, WBX02].

Broadvision, “Broadvision Qne-to-Ope: On-Line Marketing and
Selling Application System: Installatios: and System Admirisiration
Guide™ 1995, WBX022.

Broadvision, “Broadvision One-to-One: On-Line Ma:ﬁ'&fing and
Selling Application System: Technical Qverview™, 1995:',"\’3’-8)(023.
Glossbrenner, A. |, *"MasterGuide to Compuserve”, “Chidpter 15:
Travel Services: Join CompuServe and See the World™, Preatice Hall,
1987, WBX065.

Gross,C., “Taking the Splash Diving into ISAPI™JSAPI Program-
ming,Microzaft Interactive Developer, wwnw.Microsoft.com/mind/
OI9TISAPLhtm, Jan. i, 1397, pp. [-10,retrievedMay 22, 2001
WBX066. -

“Open Market Inc, Managing in a Turbulent Envizonment™, Harvard
Business School, 9-196.097, Aug. 29, 1996 WBX067.

Hickey, M., “Shopping al Home: One Mudem Line, No Wailiag",
Home PC, Dec. |, 1994, p. 307, Dialog, File 647, Ace#t 01038162,
WBX063A.

Lang, "Cashing In: The Rushison to Buy and Seil on the Internet Rut
on Sidelines for Now"™, Advertising Age, Dec. 19, 1994, p- 11, Dialog,
File 16, Accl 05419137, WBX06$B,

Lichty, T, , “America Online Tour Guide”, MacIntosh Edition, Ver-
sion 2, Chapter [, 3, 8,10, 1992, WEX058C.

Tymact, Wikipedia, the free cocyclopedia, hitpe/fon.wikipedia.org/
wiki/tymnet, Retrieved an May I, 2007, WBX068D.

Cox, B. et al., “NeatBill Security and Transaction Protocol”, Camegic
Millon University, Pittsburgh, Pa 15212-3899, undated, WBX068E,
Lamond, 'K.. ¢t al. , “Credit Card Transactions Real World and
OnLine”, h[tp::‘lwww.virtualschoo[.edu/monfElecuonPropenyf
klamond/credit_card htm, 1996, pp. 1-16, WBX0G6SF.

“Open  Market Calaiog Centre” Enterprise Content,/www,
opc:mna:ke(.com/cgi-bin/gx..cgiprpLogic-+FT» Content
Server?pagenamc=FutureTense’AppsL‘(cclemxe."Rendcr&ch:ti,_
ZZZ,WBX069,

Busiress Wire, High Beam Wire, “Open Market releases first com-
plete software solution” Get, 15, 1995, WBXG70.

MeCloghric, K. et al. , RFC 1156, “Management Information Base
for Network Managemens of TCP!] P-based internets™, May L, 1990
. WBX071.

Case, J. etal. ,RFC 1157 May [, 1990, WBX072.

Rase, M.. RFC [283:“SNMP over QSI", Dec. 1, 1991, WBX073.
Rose, M. etal,, RFC 1155: “Strucrure and ldertification of Manage-
ment Information for TCP/IP-based internets”, May 1, 1990,
WBX074, & .

Case, ). otal. RFC 1442; “Structure of Management [nformation for
version 2 of the Simple Network Management Protocol (SNMPv2)",
AllState 00011394 Apr. 1, 1993, WBX075.

“ORBIX Programmer's Guide™, IONA Technologies, Oct. |, 1997,
WBX0764-E,

“ORBEX Programmer's Guide™, Release | 3.1, TONA Technologies,
Feb. 1, 1995, WBX(77.

lto, 1. et al., “Using meta-objects to support optimization in the
Apertos Opéiating Systerm”, USENTX Conference on Object-Ori-
ented Techhologiss, Monterey, CA, Jun. 1993, WBX078.

Jordan, M, et a)., “Software Configuration Managementinan Object-
Odented Database”, USENIX Conference ot Object-Orented
Techno[ogiw,Monterey,CA,Jun. 1995, WBX079,

Kane, P., “Prodigy Made Easy", “Chapter 6, Shopping Made Basy™,
2nd ed., 1993, WBX0Z0.

Lagoze, C. etal.; “Dianst: implementation Reference Manual", May
5. 1995, WBX081.!

Open Market Commerce Products, Enterprise Content www.
openmarkel comicgi-binfgx.cgif

AppLogic+FT Contc:ntScrva?pagcnamc--‘FutureTcusdApps/
XcelemrefRender&FA_ZZZ, WBX082.

Lange, D.B. et al, “Program Explorer; A Program Visualizer for
C++", Proceedings of the USENTX Conference on Object-Oriented
Technologies, Monterey, Ca, Jin. 1595, WBX083.

Laufer. K. A Framework for Higher Order Functions in Ct+4",
Proceadings of the USENIX Conference on Ghbject- Oriented Toch-
nologies, Mdénterey, CA, Jun. 1995, WEX084.

Li, G. end Bacon, J., “Supporting Distributed Real-Time Objects”,
{EEE Jul. 1994, pp. 138-143, WBX085.

Limprecht, R, “Microsoft Transaction Server” IEEE, Compeon 97
Proceedings, 1997, pp. 14-18, WBX086.

Maffeis, 5., “Adding Group Communication and Fault-Toleyance o
CORBA", Proceedings of the USENTX Conference on Object-Ori-
enied Technologies, Monterey.CA, Jun. 1995 , WBX0%7,
Mahindea, A. et al. |, “Dymamic Insertion of Object Services”, Pro-
ceedings of the USENIX Conference on Object- Oriented Technolo-
gies, Montorey,CA, Jun. 19035, WBX083,




B D . 8

US 8,108,492 B2,

Page 5

et

McCloghrie, K. et al. . RFC 1213, “Management Information Base
for Network Management of TCP/IP-based internets: MIBL-T™,
SNMP Working Group, Mar. 1, 1991, WBX089.

McCloghrie, K. et al., RFC 1447, “Paty MIB for version 2 of the
SIMPLE Network Management Protocol”, SNMP Security Working
Group, Apr. |, 1993, WEX090.

McKie, 8., “"EEP Meus Web E-Commeree™, DBMS, Jul. I, 1998,
WBX0e.

McMastee D. etal, RFC 1 516; “§02.3 Repeaterdevices—Definition
of Managed Objects”, Feb. 9, 1992, WBX092.

“Allstate Connects with Countrywide Producer Network in Seven
Maaths Using Microsoft Visual Studio NET and the NET Frame.
work™, Micresoft.Net Customer Solution, Jan. 2003, WBX 093,
O’Brien Jones , 1.5, Appl. No. 90/610,346 which'is the 5,778,178
Re-exam doc, Exhibits Part [-WBX10), Exhibits Part 2-WBX102,
Nov. 21, 2008 Third Party Requests, WBX094.

“Microsoft Component Services, Server Operating System, A Tech-
nology  Overview~, http:ilw“wmicrosoﬁ.comfcomfwaperf
eorupsycs.asp,Aug. 15,1998, [retrieved on May 22,2001),WBX005,
Allstate Uses Web Services to Quickly Create Insurance Policy Mar-
agement Solution, Microsoft NET Customer Solution Case Study,
Jan. 2005, WBX098.

Mitchell et al, “An Overview of ithe Spring System”, Sun
Microsystems, WBX099.

Muckelbauer, P. and Russo, V.."Lingua Franca: An [DL for Struc-
fured  Subtyping  Distributed Object  Systems™, USENTX
Conlerence:0bject-Oriented 'i'echno!ogies,Monterey,CA,WBX100.
Reynolds, J. Posting to comp doc USENET group, htp://nyurl.comy
33a93p, RFC 1212, 12153- Google groups on cancise definitions MIB
and MIBII, Exhibit G, Mar. 27, 1991, WBX045,

Reliban, L. et al., “Untangling the Wortd-Wide Web.™, 12th Annua}
Intemational Conference on Systems Documentation, Qct. § , 1994,
pp- 17-24, ACM, WBX 1024

Rose, M. T, “The Simple Book: An Introductiog to Intemmet Man-
agement”, 1994, po. 14-15. 379387 (2nd ed.) Exhibit F, WBXI02¢C.
“Open Market Enterprise: Content Server”, www.openmarket.com/
cgi-hin/gx.cpi/

AppLogic+F T ConmntServcl’?pagcname=FutureTensei‘Appsf
Xcelerademtefkeudcr&FArtic, pp. 1-4,WBX103.. ::

“Open Market Enterprise:Content Cente. "y Wwveopenmarket.com/
cgi-bin/gx.cgif
Appl,ogic+F']‘ContentServer?pagenamFFutumTenseiAppy
chlcratc/Rendcr&c'-Aztic.Rct.rvdS."IS/Ol. WBX104., |
“Open  Market Entesprise: Content-Driven eBusig
openma:ket.comfcgi—bin/gx.cgi.v'AppLogic+P'I‘ -
ContanScrvcr?pagcnamFFuMmTcnseprps’XCc]cralchcndcr
&c=Artic, WRX 195,

“Open  Market ShopSite 50", Retrieved op May 15, 2001
Ero:n:<URLhttp:a’a’www.opcnnurket.com!cgi«bin/gx.cgif
AppLogic+FTCont. entServer?pagename=Future Tense/Apps,
WBX 112,

Orfali, R. et al., “Essential Client/Server Survival Guide™John Wikey
and Sons—Set f, 1994, WBX 1 14,

Orfali, R. et al., “Bssenijal Client/Server Survival Guide"-John Witey
and Sons—Set 2, 1994, WBX | 15, ‘

Orfaldi, R; Harkey, D.: Edwards, J,, “Essentia) Client!Server Survival
Guide' John Wiley and Sons, Sets i-4, Jun, 18, 2005, WRBX] 6.
Orfali, R. et al., “Essentia] Client/Server Survival Guide™-John Wiley
and Sons—Set 4, 1994, WBX 7. .

Pavlou, G. et al. . "A Generie Management Information Base
Browser”, WBX119.

Peterson, L. et al. “Computer Networks, A Systems Approach”,
Morgan Kaufinann Publishers, inc,, 1996, pp. 472-507, WBX 120,
Pitkow, J. et al.*Usiag the Web as a Survey Tool: Results from the
Second WWW {Jeer Survey” conducred [0/15& Nov, 1994 pre-~
sented at 3rd Intl WWW Conference Apr. 10-14, [995; WBX121.
Nebseape Unveils New Versiens of Comumerciy) Applications for
Enhanced Integration wirh Corporate Databases, NetScape Press
Release, May 13, 1996, WBX122.

Raatikainen, K. , “Datnbase Access iy Intelligent Networks™, Pro-
ceedings of IFIP TCg Warkshop on Intelligent Nerwarks; pp. 163-
183, WBX 123 T

Radia, 5. R. eral., "The Spring Object Modet", Praceedings of the
USENIX Conference on Object-Oriented Technelogies, Monterey,
CA, Jun. 1995, WBX |24,

Rosenberry, et al. | “OSF Distributed Computing Environment—
Undersianding DCE“—O‘Rci!ly&Associms. Jun, 1993, WBX126.
Rubin, C. “Wired: In the Bag”, Jun. 1997, WBX 127

Schepp et al. | “The Conplete Guide o CompuServe: Chapter |7
Travel Services; See the World Today the Compuserve Way", 1990,
pp. 409437, McGraw Hill, WBX128,

Schmidey, D, et al.,"Object-Oriented Components for High-Speed
Network Programming”, Predgs of USENTX Conference on Object-
Oriented Techaclogies, Monterey,C A Jun. 1995, WBX 129.
Stcgel, I, “Common ObjectScrvichpeciﬁcaﬂou vol. 1, Rev I, First
Editiop”, OMG Doc Jan. 1, 1994, Mar 1, 1994, WBX 130,
WBX1304.

“Common Desktop Environment: Product Glossary*, SunSof:,
19941995, WBX(3].

“Common Desktop Bnvironment: Applications Buitder User's
Guide”, SunSoft, [994-1995, WBX132.-

“OpenStep Development Tools™, SunSof, 1996, WBX1334,
WBX[33B.

Porling NextStep 3.2/3.3 Applications to OpenStep on Solaris,
Sunsofl, 1996, WBX134.

“Solstice  X.500 Pregramming Reference”, SunSoft, 1996 |
WBXI35:4,.B.

Tatters, W._,—*,“Navigaxing the Internet with Compuserve; Chapter 7
Business o' the Net™", 1995, Pp. 352.374, Sams Pubiishing.
WBX136.

Technical Staff,"The Cenductor Financial Services
Framework”: Distributed Objects on the Internet,Block Financial
Corporation  White Paper,BFC Technology Center, Qer. 17,
1995WBX137,

Vogler, H, etal.“The Transaction Internet Protocol in Practice; Rel;-
ability for Www Applications”,IEEE 1999 Intemet Workshop
IWS99.(ISSN-0-7803-5925-9).Feb. 18, 1992, WBX 145,

Weich, C.,"Geaeric Containers fora Distributed Qtyject Store", Pregs
of the USENLY Conference (Jun. 199%5) on Object-Orieated Tech-
nologies, Monferey,CA, May 18, 1995 WBX {50.

“SmallTalk”  Wikipedia Sl Talk https/Awrerw.obis.com/xak/
srafléalk htm and }1np:/fen.wikipedja.nrg/wiki/Smaj?talk WBXI151.
Wollrath, A. ef'al. , “Simple Activation for Distributed Objects”,
Proceedings of e USENTX Conference on Object-Oriented Tech-
nolegies, Monterey, CA, Jun. 1995, WBX 152,

USENIX , “Agenda of Proceedings of the USENIX Conference on
Object-Oriented Techpologies", Monterey, CA, Jun, 1995,
WBXiS3.

“Commion Desktop Eavironment: Desktop Komshell ser's Guide”,
Sun Microsystems, 1994-1995  WBX |54,

“Common Desktop Environment: Help System Autkor's and Pro.
grammer’s Guide”, Sun Microsystems, 1994-1995, (Three parts)
WBX1535,

“Common Desktop Environment: Irternationalization Program.
mer’s Guide!, Sun Microsysterms, 1994-1995, WBX | 56.

“Comunon Desktop Environment: Tooltalk Messaging Overview”,
Stun Microsystems, 1994-1995 WBX1s57,

“Common Desktop Environment: Commou StyleGuide and Certifi.
cation CheckList", SunSoft, 1994-1995 , WBX 158, 158C. .
“Common Désktop  Environment: Programuner's Overview™,
SunSoft, 1994-1995 » WBX1359,

Developer's Guide to Internationalization, Sun Microsystems, 1994,
WBX160.

“Dr. Gui’s Gentle Guide to COM™, http:iwrww.microso ft comiCom/
acws/drgui.asp [retrieved on May 22, 2001), Nov, 1, 1999, WBX16].
“iPIN Company Info", http:.f/wwmpin.comfmcomp.hnnl [retrieved

on May 23, 2001, iPIN Interactive Transaction Services, Inc., 2000,
WBX162.

“IPIN Home", hitp:tiwwnnipin.corn fretrieved oa May 23, 2001},
iPIN Interactive Transaction Services, Ine., 2000, WBX163.

“iPIN Service Oplions™, hltp:,’!www.ipia.cozw'Omed,, Sservice.hunl
fretrieved on May'23, 200 17, iPIN Interactive Transaction Services,
Ine., 2000, WBX 164




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 36 of 62 Page ID #:49

US 8,108,492 B2
Page 6

“iPIN  Solutions™, hrrp:lfwww.ipin.cnnﬂOmed_solulinn.hrml
[retrieved on May 23, 2001}, iPIN Internctive Trapsaction Services,
fac., 2000, WBX 165,

“IPIN Partoers”, hitp:/fwww.ipin.com/03 part hirnl fretrieved on May
23, 2001}, iPIN Interactive Transactiog Services, Ine,, 2000,
WBX166. .

“iPIN  Technology™, htip:!'fwww.ipin.co:n/OZprod_LBch.hlml
fretrieved on May 23, 2001 }, iPIN Interactive Transaction Services,
Ine., 2000, WBX 167.

NetScape Products: Open and Secure Internet Software, 1995,
WBX168A.

NetScape Merchant Systern, Data Sheet 1995, WBX1688.
NetScape Internet Applications, Customer Showcase 1995,
WBXI68C,

NetSeape Server API, 1995, WBX 168D,

NetScape Object-Oriented Pradigm of Server Configuration, 1995,
WBXI168E,

RSA: Verisign Redirection Information, important Announcernent
1995, WBX168F,

RSA: Verisign 1o Provide Digital IDs for Open Market's Secure
WebServer, 1995, WBX 658G, e

Verisign Adds the Missing Component to Onliné Security Solutions
1995, WBX168H. -

Hickman, K.ER.; Netscape, “The SSI. Protocol”, 1995, WBX168[,
NetScape [Storc DataSheet, 1995, WBX163J.

Choudhury, A K. er al. , “Copyright Protection for Electronic Pub-
lishing over Computter Networks™, 1995 JEITE Network, 9, M ayflun.,
vol. 3 pp. 12-20 (1995) WBX168L.

NSAPL Basics, (Chapter D httpifidevelopernetscape. com/docs/
manuals/enterprise/nsapi/svrop.htm [retrieved on May 22, 20013,
1997, WBX174.

“OpenStep User Ierface Guidelines”, SunSoft, 1996, WBX 175,
“OpenStep Programming Reference”, SunSoft, 1996 , (12 parts)
WBX176.

“QuickStart to Using the Open Step Deskeop™, SunSoft, 1994,
WEX177.

Rose, M. et al. . "RFC 1065:Structure and Identification of Mapage-
ment  information for TCPIP-based in:emets",Aug, I, 1988,
WHX 178,

Stewart, B., RFC [318: “Definition of Managed Objects for Parallcl-
printer-like Hardware Devices”, Apr. 1, 1992, WRBX 179

Rivest, R., “RFC 132]: The MDS Message-DigestAlgorithm", 1997,
WBX180.

Solaris Common Deskiop Envirnment: MOTIF Transition Guide,
Sun Microsystems, 1997 WBX|1%;.

“Selaris Commog Desktop Environment: Programuner's Guide",
Sun Microsystems, 19941995, WBX132.

“The iPin Approach”™, http:!!www.ipi.n.com.-'02prqd‘.hlm!. 2000,
[retrieved on May 23, 2001), Interactive Transaction'Services, Inc.,
WBXI83, R

Orfali, R. etal., *“The Essentjal Distributed Objects Survival Guide”-
Part!-1, John Wilcy and Sons, 1996, WBX201. .

Orfali, R etal., *The Essential Distributed Qbjects Survival Guide”-
Part]-2, John Wiley and Sons, 1996 | WRX207, Lo
Oifali, R. etal., “The Essentiaf Distributed Objects Survival Guide”-
Parrl-3, John Wiley and Sons, {996, WBXz203.

Qrtali, R.etal., “The Essentjal Distributed Objects Survival Gujden-
Pan2-1, John Wiley and Sons, 1996, WBX204.

Orfali, R. exal., *The Essential Distribtarted Objects Survival Guide™-
Pant2-2, John Wiley and Sons, 1996 , WBX205.

Orfali, R. etal., “The Essential Distributed Objects Survival Guide'-
Part2-3, John Wiley and Sons, 1996, WBX206.

O«fali, R. etal., “The Esseatial Distributed Objects Survival Guide™'-
Pant3-1, John Wiley and Sous, 1996 » WBX207.

Orfali, R etal., “The Essential Distributed Objects Survival Guide™.
Pan3-2, John Wiley and Sons, 1996 , WBX208.

Orfali, R. etal. , “The Essential Di stributed Objects Survival Guide™.
Part3-3, John Wiley and Sons, 1996, WBX209.

Orfali, R.etal., "The Essential Distributed Objects SurvivalGuide™
Pand-1, John Wiley and Sons, 1996, WBX210.

Orfali, R. et al. , “The Essential Distributed Objects Servival Guide”-
Parta-2, John Wiley and Sons, 1996. WBX21].

Qrfali, Rietal., *The Esseatial Distributed Objects Strrvival Guide”.
Partd-3, John Wiley and Sons, 1996, WBX212.

Orfali, R. etal., “The Essential Distributed Objects Survival Guide™.
Partd-4, John Wiley aad Sons, 1996, WBX 211,

Bmad\}is.ib'n + *Broadvision One-to-One: Programmer's Reference,
Part 1™[995 , WBX214.

Broadvision , “Broadvision One-to-One: Programmer's Reference,
Part 27 1995 WBX2i5.

OMG , “The Common Object Request Broker: Architecture and
Specification”, CORBA vZ.0_(NYC-#1655390-v1), Jul 1995.
1996, WBX216.

The Open Group , “Inter-domain Management: Specification Trans.
lation™, 1997, WBX222.

The Open Group , “Inter-domnain Management_Summary of Simj-
laritios and Differences”, 1997, WBX223,

The Open Group , “Inter-domain Management_object models com-
parison™, [997, WBX224.

Miller, M., “Managing Internerwarks with SNMP", 1993, pp. 138-
139, M&T Books., 'S06 Inter Partes Re-examination Exhibit 12
Dec. 2008, WBX225.

Unmay, A, | “Distributed Computing: A Practien} Synthesis”, “Appen-
dix B: Tutorial on TCPIP Prolocal Suite”, (BeliCore), 1993,
WBX226.

Unniarg, A. , “Distributed Computing: A Practica) Synthesis”, “Chapter
5: Client-Server Systemrs and Application- Interconnectivity™,
(BellCore), 1993, WBX227.

SPERQ,"Binary Gateway Interface-An API for Dynamically Exten-
sible http Servers”,jul. |, 1994, Retrieved on Apr. 5, 2009 from
htrp:ffwww.ibl'b!Io.org/mdma-re[ease!BGl—spec.m, wBX228,
“Point, Click and Shop Never So Easy;The CheckFree Wa.
!el'"‘NewsHounmS.Nercuxy News, PRNews:wir‘e,Apr. 10, 1995,
Retrieved: ‘Apr. . 5, 2009  from hup:fr’bem:tsou.nyu,cd__
ZZZWBX229,

DEC ObjBroker,1.0.9,Apr. 3, 1996 http//209.85. 173152/
sea:ch?q=caghe;q3inan3aUJ:www.Faqs.o:glfaqs!objecl-f‘aq/parﬂ.’
+DEC%2?§+ObjectBroker+8ervice&cd=9&.hlren&ct-=clnk&g_
ZZZ,.WBX230,

Afunachalam , U.S. Appl. No. | L/980,185_Duty of Candor Rule 56
Disclosure, Feb. {1, 2009, WBX220.

Anachalam , 1.8, Appl, Na. LI/980,185_Duty of Candor Rule $5
Disclosure, Mar. 4, 2009, WBX29],

NYC-#1579692-v] -Wechhangc_—-_March_ﬂ_B _DELL_Com-
plaint.DOC, Mar. 3, 2008, WBX217.

NYC-#1579751v I-Webxchangemu—_Maxch“S_Al Istate_ Com-
plaint.DOC, Mar. 3, 2008, WBX?18.

NYC-# 157994_va i -Wechhange_—_ March_3__ FedEx_ Com-
plaint. DOC, Mar. 3, 2008, WBX219.

“Easel Corporation Iutroduces Comprehensive Program” Mar. i3,
1995, " Busipess Wire, kttp://209.85.173 1337
search?q=cache: McsejZCZSrEJ:ﬁnda.rticlesfmi_mOEl'Nl is_1995_
Marc 227, WBX231.

“Internet Informiation Commerce: The First Virtual”,Jui. 1995, 1st
USENTX Wkshp:E-Commerce, NY Retrvd Apr. 9, 2000http:/fuww.
usenix.org/publications/| ibmyfpmccedi.ngs/ecQS/f__

LZZ WBX232.
“OReilly Releases Website",WebWew,EIT.Ma}' 2,
1995,V7:Issuc4].]SSN1004—042X, Computer underground Digest,
RuvdApr. 5 200911rtp::’Icu-digmt.org/CU‘DS?lcudﬂ__
227, WBX133,

“RSAAnd BIT Joint Venture”, Terisa Systems, EIT and RSA: Secure
HTTE, Jun. {3, 1994, Retrjeved on Apr. 5, 2009 http://1997 webhis-
tory.org/www listsiwww-talk. ] 994q2/0980.html WBX234.
“CommerceNet” The First Large-Seale Market Trial™ EIT:Com-
merceNet, Avg. 3, 1994, Proc. May 1994, Ties That Bind conference,
Rered Ape. 5, 2009 http:ifinternet.eser_ZZ7 WRX235.

Rubin, A..“IETF:Stockholm meeting” Ne(Chet:k:E—signatures.Aug.

5, 1995,pp. 1-2,CIPHER Newsletter[EEE Comparter Saciery’s TC8,

hitpriferwwiees sedur ty-org/Cipher/Pastlssu_ZZZ WBX 736,
Open Makel, “FastCGLA H igh-Performance Web Server [nter
face™, Apr. 1996, Retrieved on Apr. 5, 2009 http:/ www fastegi.com/
dwkit-‘doc.’f:l.stcgi-whitepaperffastcgj.hun,WBX 237.




Case 2:12-cv-10012-PSG-JEM Document1l Filed 11/21/12 Page 37 of 62

US 8,108,492 B2
Page 7 '

Page ID #:50

K .
[ERE

Sun Microsystems, “Hotjava™, Wikipedia, the frce encyclopedia,
Jun. 1995, Refrieved on Apr. 5, 2009 from http:/fen.wikipediz.org/
wikifHotlava, WBX?238.

W3 Status Codes, HTRESPhhtmI_\v3“org, 1992 WBX239.
Hewleut Packard, “HP Odagter/OpenOIIB™, Jul. | 994, Retrieved on
Apr. 5, 2009 from http:ffwab.bilkent.edu.tr!On[incfoofaqioo-faq-s-
8.13.0.5.htznl, WBX240.

Internet  Shopping Network_ISN Business Newswire (1995)
WBX241.

NCR Co-operative Frameworks 3, (1 503 WBX242.

Distributed Objects Everywhere, NEO, Wikipedia (1996) WBX 243,
NetMarket (1996) WRX244. .

Enterprise Object Netorks, Wikipedia {1996) WBX245.

OMG Document No.91,_12_1 Revision 1_| (1957) WEX246.
DigiCash Smartcards (1997) WBX247.

IBM System Object Model_SOM (1998) WBX248.

[BM System Object Model_SOM,DSOM (1928 WBX249.

Open Market StoreBuilder (1995) WRX250.

WebXpress Web StoreFroat (1996) WBX251.

PNC, Industry.Net do eCommerce (1996) WBX 252,

10K PowerShip,PowerPartner (1996) WBX252.

T. Berners Lee Hypertext Mark up Language RFC1866(1995) WBX
254,

E. Nebel RFCI867 (1995) WEBX255.

RFCI942 (1996) WEBX 256,

I. Seidman RFC198¢ (1996) WBX257.

HTML--Wikipedia, the free encyclopedia—Notepad  {1998)
WBX253. :
Bemers-Lee,_ T, RFC 1630, “Universal Resource Identifiers in
WWW” Network Working Group, CERN, Jun. 1994 WBX259.
Object Bidker Service Middleware Sourcebook (1995) WBX260,
WBXexecsummary4809new2bizplanf 1 ] (2009} WBX263.

Kramer, Douglas Java Whitepaper May 1996, WBX500.

* cited by examiner




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 38 of 62 Page ID #:51

U.S. Patent Jan. 31, 2012 Sheet 1 of 13 US 8,108,492 B2
CAR DEALER
WEB SERVER L
CAR
DEALER
105
BROWSE | 104
LINK '
103
WEB
BROWSER
102

hitp/Awww.car.com

FIG. 1A (Prorary

36




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 39 of 62 Page ID #:52

US 8,108,492 B2

Sheet 2 0f 13

Jan. 31, 2012

U.S. Patent

)

NVO1 4

DNINOIHO g

3sSvaviva

{14V HOM4Q)

- 4 |

DIA

%1 NOILYOITddV

<>

9

——

21

NYOT

30VAH3LN
- 190

443

NOLLYONddy
ONDIDIHO

30VIHILN

190

ANVE

H3AY3S gam

l

\
\
/)

/

8

H3ISMOHE
83M

37




Case 2:12-cv-10012-PSG-JEM. Document 1 Filed 11/21/12 Page 40 of 62 Page ID #:53

U.S. Patent Jan.31,2012  Sheet3 of 13 US 8,108,492 B2

READ ONLY
MEMORY
204

PROCESSOR

2

206

INPUT
DEVICE
FI6G.

ALPHANUMERIC




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 41 of 62 Page ID #:54

U.S. Patent Jan. 31,2012 Sheet 4 of 13 US 8,108,492 B2
0OS{ MODEL
(7 an
" APPLICATION
307
PRESENTATION
306
SESSION
309
TRANSPORT .

NETWORK

DATA LINK

PHYSICAL
201

FiG. 3




Case 2:12-cv-10012-PSG-JEM - Document 1  Filed 11/21/12 Page 42 of 62 Page ID #:55

US 8,108,492 B2

Sheet 50113

Jan. 31, 2012

U.S. Patent

00T wasn

00T n3sn

gAY "O1a

HITIEL IAN - !
HALSIDIY HSYD+ | IuVMOHVH
NIV WLV e |oeeo. ——- .h JHYMOYYH
......... HOM:1 wausas
ONILVE340 m.--- memees
Dde |===mrrerusn.
SNV HAje mg_._.gjn&. Sedy
ALYD C HIOTVD . di
SSTBHM» [ L e ASOH -
MLt | vnoud | FUMGHNHe|  SddvSOde w%m%m%
Sy | eS| o SO mcmzﬁw“mm;. e S
LININ | BANES a N | wvmroo | ISVEVLVE
STINNVID mqu
30N Nove
V¥ "‘DiA
HITIRL 34N m
HALSIOFWHSYD . | Iuvmauwm |
NIV WiV e oo 1 SHYMOHYH
A0~ | @w3igAe |
T N340 foommmmesee:
s SNOLYOIddY |
ALVD v g0V | 0¥ _ Sagv
SSI 130+ R i et 1SOH
. SNOLYOIdAY Loormr.. )
O [ cumanoug | vMOEwHe IUVMITO0N |

SH3IHEVD

3D 80+ |

FEEETIY HIAHIS 83N -

s g3m

llollllltl.ll.l.-

3uvmangany | JSVEVIVO

ST3NHYHD
Eel U]

wQ&o
v

to




Case 2:12-cv-10012-PSG-JEM Document 1 . Filed 11/21/12 Page 43 of 62 Page ID #:56

U.S. Patent Jan. 31,2012 Sheet 6 of 13 US 8,108,492 B2
USER - '
100
TRANSACTIONS
BUTTON
500}
WEB PAGE 105
WEB SERVER 104

OPERATOR
AGENT
WES

SERVER 203

104 EXCHANGE 501

WEB POINT‘OF' e VAN OBJECT

PAGE " SERVICE SWITCH
APPLICATIONS ROUTER
205 210 s20 ' 525

4




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 44 of 62 Page ID #:57

U.S. Patent Jan. 31, 2012 Sheet 7 0f 13 US 8,108,492 B2
r_ “““““““““““ b ;
l !
| |
| |
| |
, POINT-OF- SERVICE |
| APPLICATIONS |
| * GAR DAALER 2) !
| * PIZZERIA (3) '
| |
, [
: I
| |
| |
] |
, |




Sheet 8 of 13

Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 45 of 62 Page ID #:58

US 8,108,492 B2

Jan. 31, 2012

U.S. Patent

S5

viva

«301440 NOVE.

]
i
|
!
|
I
i
]
I
ABOLISOd3H |+ —
!
|
_
}
_
I
|
MNVE :
!

ac

02 W3LSAS H3LNanoo

015 (1) ¥nve

JHOMSSYd
JNVN

ANNOJTY ONINOIHD

DA

28

|

LR S,

V05 3ONVHOX3

{IN3DY ~ININFOYNYW |

Y3AHIS g3Mm

IN31D

oor
H3Isn

4%




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 46 of 62 Page ID #:59

U.S. Patent Jan. 31,2012 Sheet 9 of 13 US 8,108,492 B2
BANK
o AN
/ N
7 WEB PAGE 104 N
s/ \\
N
¥ \
USER N
100 - 2

WEB PAGE 560

e




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 47 of 62 Page ID #:60

US 8,108,492 B2

Sheet 1¢ of 13

Jan. 31,2012

U.S. Patent

__ _ ! aﬂzocéd% :

i Em0< I f OAgod |
L _ANSWIpYNYW | _ _
T e — e /1
\ _:8 3ONVHOXS |

T M o e — — —— ——




Case 2:12-cv-10012-PSG-JEM Docﬁment 1 Filed 11/21/12 Page 48 of 62 Page ID #:61

U.S. Patent . Jan. 31,2012 Sheet 11 of 13 US 8,108,492 B2
WEB SERVER
(NODE)
[ ] R
123.123.123.123
~—#&=  (THER
/ OBJECTS
OBJECT 1 | OBJECT 3
123.123.123.123.1 123.123.123.123.3

v

OBJECT 2
123.123.123.123.2

Yy



Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 49 of 62 Page ID #:62

U.S. Patent

Jan, 31, 2012

Sheet 12 0f 13 US 8,108,492 B2

R .

VAN SWITCH 520
/

i SWITCHING BOUNDARY
SERVICE SERVICE
01
zo_a] 704
MANAGEMENT APPLICATION
SERVICE SERVICE

FIG.

'




Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 50 of 62 Page ID #:63

U.S. Patent

Jan. 31, 2012 Sheet 13 of 13

RUNNING AN EXCHANGE -

Y

TRANSACTIONAL APPLICATION

Y

REQUEST TO EXCHANGE

Y

EXCHANGE ACTIVATES GRAPHICAL USER
INTERFACE TO PRESENT USER WITH L AST
OF POSyG APPLICATION OPTIONS

USER CONNECTS TO WEB SERVER |s— 802

USER ISSUES REQUESTFOR Lo 5%

WEB SERVER HANDS OFF s 208

J.—-BOB

Y

POSy APPLICATION LIST

v

SWITCHES USER TO
SELECTED POSye APPLICATION

USER MAKES REQUEST FROM F 810

SWITCHING COMPONENT IN ExCHgmaE]f ot

Y

EXECUTES USER'S REQUEST

v

REPOSITORY VIA TMP

OBJECT ROUTING COMPONENT L&'

DATA RETRIEVED FROM DATAA s 816

USER CONTINUES TRANSACTION |5 818

{OPTIONAL) OR ENDS TRANSACTION

;

FiIG. &

US 8,108,492 B2

2



i 64
Case 2:12-cv-10012-PSG-JEM Document 1 Filed 11/21/12 Page 51 of 62 Page ID #:6

7 US8,108492 B2

1
WEB APPLICATION NETWORK PORTAL

CROSS-REPERENCE TO RELATED
APPLICATIONS '

This application is a divisional and claims the priority
benefit of U.S. patent application Ser. No. 11/980,185 Hied
Oct. 30, 2007 now U L. Pat. No. 8,037,158, whick is a con-
tinuation-in-part of U.S. patent application Ser. No, 097792,
323, now U.S. Pat. No. 7,340,506, filed Feb. 23, 2001, which
is adivisional of U.S. patent application Ser. No, 09/296,207,
filed Apr. 21, 1999, now U S, Pat. No. 6,212,556, which js a
continuation-in-part of U.S, patent application Ser. No.
08/879,958, now U.S. Pat. No. 5,987,500, filed Jun. 20,1997,
which is a divisional and claims the pricrity benefit of U.S.
patent application Ser, No. 08/700,726, now U.S. Pat, No.
3,778,178, fited Aug, 5,-1996, which claims the priority ben-
efitof U.S. provisiapal application 60/006,634 filed Nov, I3,
1995, This application also claims beneft under 35 U.S.C.
11%(e) to U.8. Provisional application Ser. No. 60/006,634
filed Nov. 13, 1995, The following applications are related
applications: application Ser. Nos. 09/363,704; 12/628,066;
12/628,068; 12/628,069, 12/932,758 and 60/206,423.

BACKGROUND

1. Field of the Invention .

The present invention refates 10 the area of Interner com-
munications, Specifically, the present invention relates to a
method and apparatus for configurable value-added network
switchiag and object routing, '

2. Background of the Invention

With the Iuternet and the World Wide Web (“the Web™}
evolving rapidly as a viable consumer medium for electronic
conunerce, new on-line services are emerging to fill the needs
of an-line users. An Internet user today can browse on the
Web via the use of a Web browser. Web browsers are software
interfaces that run on Web clients 10 allow access 1w Web
Servers via a siniple user interface, A Web user’s capabilities
today from a- Web browser are, however, extremely limited,
The user can perform one-way, browse-only interactions,
Additionally, the user has limited “deferred” transactional
capabilities, namely electronic mai} (e-mail) capabilities.
E-mail capabiliies are reforred 10 as “deferred transactions™
because the consumer’s request is not processed unti] the
e-mail is received, read, and the personor system reading the
e-mail executes the transaction. This transaction is thus not
performed in real-time,

FIG. 1A illustrates typical user interactions on the Web
today. User 100 sends out a request from Web browser 102 i
the form of a universal resource locater (URL) 101 in the
tollowing manner: bttp/rwww.car.com, URL 101 s pro-
cessed by Web browser 102 that determines the URL corre-
sponds to car dealer Web page 105, on car dealer Web server
104. Web browser 102 then establishes browse link 103 tocar
dealer Web page 105, User 160 canbrowse Weh page 105 and
select “hot lipks” 16 jump to other locations in Web page 105,
Orto move to other Web pages on the Web. This interaction is
typicatly a browseonly interaction, Under limited circum-
Stances, the user may be able to fill out a form on car dealer
Web page 105, and-e-mail the form to car dealer Web server
104. This interaction is still strictly a one-way browse mode
communications link, with the e-mail providing limired,
deferred transactional capabilities,

Under timsted circumstances, 2 user may have access 1o
bwO-way services on the Web via Common Gateway Interface
{CGY) applications. CGI is a standard interface for ruaning
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external programs on a Web server, It zllows Web servers 1o
create documents dynamically when the server receives a
request from the Web browser. Whea the Web secver receives
a request for a document, the Webh server dynamically
executes the appropriate G script and transmits the output
of the execution back to the requesting Web browser. This
interaction can thus be termed 2 “two-way" transaction. Jt is
a severely limited transaction, however, because each GGl
application is customized for a particular type of application
or service.

Forexaniple, as illustrated in BIG, 1B, user 100 may access
bank 150" Web server and artempt to perform transactions o
checking account 152 and to make a payment on loan account
154. In order for user 100 1o access checking account 152 and
foanaccount 154 on the Web, CGI application scripts must be
createxd for each account, as itlustrated in FIG. 1B. The hank
thus has to create individual scripts for each of its services to
offer users access to these services, User 100 can then interact
in 4 limited fashion with these individual applications, Cre~
ating and managing individual CGJ Scripts for each service is
not a viable solution for merchants with a large number of
services,

As the Web expands and electronic commerce becomes
iore desirable, the need increases for robust, real-tinse, bi-
directional transactionai capabilities on the Web. A tnse geq)-
time, bi-directional transaction would allow a user 1o connect
la a varety of services on the Web, and perform real-time
transactions on those services, For example, although user
100 can browse car dealer Web page 105 today, the user
camiat purchase the car, negotiate a car Joan or perform other
types of real-time, two-way transactions that he can perform
with a live salesperson at the car dealership. Ideally, user 100
i FIG. 1A would be able to sccess car dealer Web page 105,
select specific transactions that he desires 10 perform, such as
purchase a car, and perform: the purchase in real-time, with
two-way interaction capabilities. CGI applications provide
user 160 with a limjted ability for two-way interaction with
car dealer Web page 105, but due to the lack ofinteraction and
management between the car dealer and the bank, he will not
be able to obtain a loan and complete the purchase of the car
via a CGI application. The zbility to compiete robust real-
time, two-way transactions is thus not truly available on the
Web today,

SUMMARY OF THE INVENTION

It is therefore an object of the present iavention o provide
a method and apparatus for providing real-time, two-way
Uansactional capabilities or the Web. Specifically, one
embodiment of the present invention discloses a configurable
value-added perwork switch for enabling real-time transac.
tions on thie World Wide Web, The configurable value added
for switching to a transac-
tional application in response 0 a user specification from a
World Wide Web application, means for tronsmitting a trans-
action request from the transactiona] application, and means
for processing the transaction request, ’

According to another aspect of the present invention, a
methed and apparatus for enabling abject routing on the
World Wide Web is disclosed. The method for enabling object
routing comprises the sieps of crealing a virual information
store containing infonmation etries and attnbutes, associat-
iug each of the infonnation enlries and the attributes with an
object identity, and assigning o unigue getwork address w
each of the object identities,
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Other objects, features and advantages of the present
inveation will be apparent from the accompanying drawings
and from the detailed description. o

BRIEF DESCRIPTION QF THE DRAWINGS

The features and advantages of the present invention will
be apparent from the accompanying drawings and from the
detailed description of the present invention as set forth
below.

FIG. TA is an illustration of a current user's hrowse capa-
bilities or: the Web via a Web browser.

FIG. 1B is an illustration of a curvent user's capabilities to
perform limited transacticas on the Web via CGI applica-
tions.

FIG. 2 illustrates a typical computer system on which the
present invention may be utilized. R

FIG. 3 iflustrates the Open Systems Interconaection (OSI)
Model.

FIG. 4A illustrates conceptually the user value chain as it
exists roday,

FIG. 48 jilustrates one emhodiment of the present inven-
tion.

F1G. SA illustrates a user accessing a Web server including
one embadiment of the present invention,

FIG. 5B illustrates the exchange component according to
one embodiment of the present invention.

-FIG. 5C ilustrates an example of a poini-of-service
{POSve) applicatian list,

FIG. 5D illnstrates a user selecting a bank POSvc applica-
tioz from the POSve application Kst, o

FIG. 5E illustrates a three-way transactioyi ‘according to
one embodiment of the present invention.

FIG. 6A illustrates a valve-added network (VAN) switch.

FiG. 68 illustrates the hicrarchica) addressing tree saruc-
ture of the networked objects in DOLSIs,

FI1G. 7 illustrates conceptually the layered architecture of a
VAN switck.

FIG. 8is aflow diagram illustrating one cmbodiment of the
present invertion.

DETAILED DESCRIPTION

The present invention relates to a method and apparatos for
canfigurable value-added netwaork switching and object rout-
ing and mamagement, “Web browser” as used in the contextof
the present specification includes comventional Web browsers
such 25 NCSA Mosaic™ from NCSA and Netscape
Masaic™ from Netscape™. The present invention is jnde.
pendent of the Web browser being utilized and the wser can
use any Web browser, withayt modifications to the Web
browser. In the following detailed description, numerous spe-
cific details arg set forth in order to provide a thorough under-
standing of the preseut invention. It will be appareqi to one of
ordinary skill in the art, however, that these specific details
need not be used to practice the present invention. ln other
instances, weli-known structures, interfaces and processes
have not been shown in detail in order not to unnecessarily
obscure the present invention. :

FIG. 2 illustrates # typical compuier system 200 in which
the present invention operates. The preferred embodiment of
the present invention js impiemented on an IBM™ Personal
Computer manufactured by IBM Corporation of Armonk,
N.Y. Alternate embodiments may be implemented on
Macintosh™ compuler manu fuctured by Apple™ Compuler,
Incorporated of Cupertino, Calif, It will be apparent to those
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of ordinary skill in the art that other alternative computer
system architectures may also be employed.

In general, such computer systems as illustrated by FIG. 2
comprisé a bus 201 for communicating information, a pro-
cessor 262 coupled with the bus 201 for processing informa-
tion, main memory 203 coupied with the bus 201 for storing
information and instructions for the processor 202, a read-
ouly memary 204 coupled with the bus 201 for sloring static
information and instructions for the processor 202, a display
device 205 coupled with the bus 201 for displaying informa-
tion fora computer user, an input device 206 covpled with rhe
bus 201 for communicating information and command selec-
tions to the processor 202, and a mass storage device 207,
such as a magnetic disk and associated disk drive, coupled
with the bus 201 for storing information and instructions. A
data sterage medium 208 conining digital infarmation s
configured to operate with mass storage deviee 207 to aliow
processor 202 access to the digital information on data stor-
age medium 208 via bus 201,

Processor 202 may be any of a wide variety of penerzl
purpose pracessors or microprocessors such as (he Pen-
tum™ microprocessor manufactured by [tei™ Cortporaticn
or the Motorola™ 68040 or Pawer PCT brand microproces-
sar manufactured by manufactured by Motorola™ Corpora-
tien. It will be apparent to those of ordinary skill in the ar,
however, that other varieties of processors may also be used in
& parficular computer system. Display device 205 may be a
liquid crystal device, cathode ray wbe (CRT), or other suit-
able display device. Mass storage device 207 may be a con-
ventional hard disk drive, fioppy disk drive, CD-ROM drive,
or other mignetic or optical data storge deviee for reading
and writing information stored on a hard disk, a Roppy disk,
aCD-ROM 2 magnetic tape, or other magnetic or optical data
storage medium. Data storage medjum 208 rray be a hard
disk, a floppy disk, a CD-ROM, a magnetic tape, or other
magnetic or opticat data storage mediim.

In general, processor 202 retrieves processing instructions
and data from a data storage medium 208 using mass storage
device 207 and downloads this information into random
access memory 203 for execution. Processor 202, then
executes an insiruction stream from randam accesg memory
203 or read-only memory 204. Command selections and
information input at input device 206 are used 10 direct the
flow of instructions executed by processor 202, Equivalent
input device 206 may also be a pointing device such as a
conventitnal ‘mouse or trackball device. The resulis of this
processing -éxécution are then displayed on display device
208, v

The preferred embodiment of the present invention is
implemented as & software module. which may be executed
0On a computer sysiem such zs computer system 200 in a
conventional mamner. Using well known techniques, the
application software of the preferred embodiment isstored on
data storage medium 208 and subsequently loaded inte and
executed within computer system 200, Once initiated, the
saltware of (he preferred embodiment operates in the manner
described below.

FIG. 3 illustrates the Open Systeras Interconnection {Osn
reference model. OSI Model 300 is an international standard
that provides common basis for the coordination of stap.
dards development; for the purpose of systems interconnec-
tion. The présent invention is mplemented to function as a
rowting switch within the “application layer” of the O3]
model. The mode defines seven layers, with each layer com-
municating with its peer layer in another node through the use
of 4 protocol. Physical layer 301 is the lowest layer, with
responsibility to transmit unstructured bits across a link. Data
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link layer 302 is the next layer above physical layer 301. Data
link layer 302 transmits chunks across the link and deals with
problems fike checksumming to detect’ data corruption,
orderly coordination of the use of shared media and address-
ing when multiple systems are reachable. Network bridges
operate within datz lik layer 302, )

Network layer 303 cnables any pair of systems in the
network to comumunicate with each other. Net work layer 303
contains hardware units suck as routers thal bandle routing,
packet fragmentation and reassembly of packets. Transport
layer 304 establishes a reliable conunuication stream
between a pair of systems, dealing with errors such as Jost
packets, duplicate packets, packet recrdering and fragmenta-
tion. Session layer 305 offers services above the simple com-
numication stream provided by transport layer 304, These
services inchide dialog conirel and chaining. Presentation
layer 306 provides a means by which OS] compliant appli-
cations can agree on representations for data, Finaily, appli-
cation layer 307 includes services such as file transfer, access
and management services (FTAM), electronic mai) and vir-
tual terminal (VT) services. Application layer 307 provides a
means for application programs to access the OSI environ-
ment. As described above, the present invention is imple-
lzented 1o function as a routing switch in application layer
307 Application layer routing creates an open channel for the
management, and the selective Aow of data from remote
databases on a network, -

A. Overview B

FIG. 4A illustrates conceptually the user value chain as it
exists today. The uservalue chain in FIG. 4A depicts thetypes
of transactions thar are performed taday, 4r tithe channety
through wlich the transactions are performetiy A “wransac-
tion” for the purposes of the present invention includes any
typeof commercial or other type of interaction that a userinay
want 1o perform. Examples of transactions include z deposit
into # bank account, a request far a Jodan from a bank, a
purchase of a car from a car dealership or a purchase of a car
with financing from 2 bank, A large variety of other ransac-
tions are also possible.

A typical user transaction today may involve user 100
walking into a bank or driving up to a teller machine, and
interacting with a Jive bank teller, orautomated teller machine
(ATM) software epplications. Alterpatively, user 100 can per-
form the same transaction by usinga personal computer (PC),
activaling application software on his P to access his bank
account, and disling into the bank vig a modem line. If user
100 is a Web user, however, there js no cwrent mechanism for
performing a robust, real-time transaction with the bank, as
tllustrated in FIG, 4A. CGI scripts provide only limited two-
way capabilities, as described above, Thus, due to this lack of
d robust mechunism by which real-time Web transactions can
be performed, the bank is unable tobe s true “Web merchant
namely a merchamt capable of providing complete transac-
tional services on the Web,

According 1o one embodiment of the present invention, as
illustrated in FIG. 4B, each merchani that desires 1 bea Web
merchant can provide real-time transactional capabilities to
users who desire to access the merchants’ servicés via the
Web, This embodiment includes a service Retwork running on
top of a facilities network, namely the Internet, the Web or
e-mail retworks. For the purposes of this application, users
are described as wtilizing PC’s (o access the Web via Web
server “switching” sites. {Switching is described in mare
detail below). Users may also utilize other personal devices
such as network computers or cellular devices 10 access the
merchamts’ services via appropriste switching sites. These
switching sites include non- Web network computer sites and
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cellular. provider sites. Five components interact to provide
this service network functionality, namety an exchange, an
operator agenl, a management apent, a management manager
and a graphical user interface. All five components are
described in more detai] below,

As fllustrated in FIG. 5A, user 100 accesses Web server
104. Having accessed Web server 104, user 100 can decide
titat he desires (o perform real-time lransactions. When Web
server 104 receives user 100 indication that he desires to
perform real-time transactions, the request is handed over to
an exchange component. Thus, from Weh page 105, for
example, 'user 100 can select button 500, entitled “Transac.
tions™ and- Web server 104 hands yser 100°s request over 1o
the excliange component. The button and the titie can be
replaced'by any mechanism that can insteuct a Web server to
hand over'the consumer's request ta the exchange compo-
nent.

FIG. 5B iilustrates exchange 561. Exchange 501 comprises
Web page 505 and point-af-service (POSvc) applications
510. Exchange 501 also conceptually inchudes a switching
component and an obfect routing component (described in
more detail below), POSvc applications 510 are transactiona)
applications, namely applications that are designed to incor-
porate and take advantage of the capabilities provided by the
present invention. Afthough exchange 501 is depicted as
residing ou Web server 104, the exchange ean also reside on
8 separate-ovnputer system that resides on the Intemet and
has an Internet address. Exchange 501 may also include
operator agent 503 that interacts with a management manager
{describéd in more detail below), Exchange 501 creates and
allows fiir the management (or distributed conuol} of a ser-
viee network, operating within the boundaries of an IP-baged
facilities network. Thus, excliange 501 and a management
agent component, described in more detail below, under the
headings “VAN Switch agd Object Routing,” together per-
form the switching, ubject routing, application and service
management functions according to one cmbodiment of the
present invention.

Exchange 501 processes the consuiner’s request and dis-
plays an exchange Web page 505 that includes a list of POSve
applications 510 accessible by exchange 501. A POSve 2ppli-
cation is anapplication that can execute the type of transac-
tion that the usermay be interested in performing. The POSve
list is displayed via the graphical user interface component,
One embodiment of the present invention supports Hyper-
Text Markup Language as the graphical user interface com-
ponent. Virtual Reality Mariup Language and Java™ are also
supported by this embodiment. A variety of other graphical
user interface standards can also be utitized to implement the
graphical user interface.

An example of s POSve application fist is illustrated in
FIG. 5C. User 100 can thus select from POSvc applications
Bank 510(1), Car Dealer 510(2) or Pizzeria 510(3). Numer-
ous other PO8ve applications can also be included in this
selection. If yser 100 desires 1o perform a number of banking
transactions, afid selects the Bank application, a Bank POSve
application will be activated and presented 1o user 100, as
illusirated in FIG. SD. For the purposes of jllustration,
exchange 501" in FIG. 5D is showq as running oo z different
computer system (Web server 104) from the cotapuler sys-
tems of the Web merchants running POSve applications
(computer system 200). Exchange 501 may, however, also be
on the sape computer system as one or more of the computer
systems of the Web merchants.

Once Bank POSve application 510 Las been activated, user
100 will be able 1w conmeet (0 Bank services and wtilize the
applicalion to perfomm banking transactions, thus accessing,
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data from  host or datz repository 575 in the Bank “Back
Office.” The Bank Back Office comprises legacy databases

and other data repositories that are utilized by the Bank to

store its data. This connection between user 100 and Bank
services is managed by exchange 501. As Hlustrated in FIG.
5D, once the connection is made between Baiik POSve appli-
cation 510(1), for example, and Bank services, an oporator
agent on Web server 104 may be activated 1o ensure the
availability of distributed functions and capabilities.

Each Web merchant may choose the types of services that
it would like to offer its clients. In this example, if Bank
decided 0 include in their POSve application access to
checking and savings accounts, user 100 will be able to per-
forin real-time transactions against his checking and savings
accounts. Thus, if user 100 moves $500 from his checking
account into his savings aceount, the transaction will he per-
formed in real-time, in the same manner the transaction
would have been performed by & live teiler at the bank or an
ATM machine. Therefore, unlike his prior access to his
account, user 100 now has the capability to do more than
browse his bank account. The ability 1 perform these typesol
robust, real-time transactions from a Web client is a signifi-
cant aspect of the present inventicn.

Bank can also decide to pravide other types of services in
POSvc application 510(2). For example, Bank may agree
with Car dealership to allow Bank customers to purchaseacar
from that dealer, request a car loan from Bank, and have the
entire ransaction performed on the Web, as illustrated in FIG.
SE. In this instance, the transactions are nat merely two-way,

between the user and Bank, but three-way, amongst the con-

sumer, Bank and Car dealership. According (o one aspect of
the present invention, this three-way (ransaction can be
cxpanded 10 n-way transactions, where n fepresenls a prede-
termined number of merchants or other service providers who
have agreed to cooperate o provide services to users. The
present invention therefore allows for “any-to-any" commu-
nication and transaétions on the Web, thus facilitating a large,
Pexible varety of robust, real-time transactions on the Web.

Finally, Bank may also decide to provide intra-merchant or
intra-bank sarvices, together with the inter-merchant services
described above. For example, if Bank crestes a POSve appli-
cation for use by the Bank Payroll department, Bank may
provide its own employees with 2 means for submitting tite-
cards for payroil processing by the Bank’s Human Resources
(FIR) Department. An employee selects the Bagk HR POSve
application, and: submits his timecard, The empioyee's time-
card is processed by accessing the employee’s payroll infor-
rmation, stored in the Bank’s Back Office. The transaction is
thus processed in real-time, and the employee receives his
paycheck immediately.

B. Van Switching and Object Routing

As described above, exchange 501 and mapagement agent
601, illustrated in FIG. 6A, together constitute 2 value-added
network (VAN) switch. These two elements may take on
different roles as necessary, including peer-to-peer, client-
server or master-slave roles. Managemen manager 603 is
illustrated as residing on a separate computer system on the
Internet, Management manager 603 can, however, also reside
on the same machine as exchange 501. Management manager
603 interacts with the operator agent 503 residing on
exchange 501,

VAN switch 320 provides multi-protocol, ébiéct routing,
depending upon the specific VAN services 'cHosen. This
multi-protocal ebject routing s provided via a proprietary
protocol, TransWeb™ Management Protocol (TMP). TMP
ncorporates the same securily leatures as e Traditional
Simple Nerwerk Management Protocol, SNMP. It 3150 allows
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for the integration of other traditional security mecharisms,
including RSA security mechanjsms.

Ogoe emnbodiment of'the preseat invention ulilizes TMP and
distributed on-line service information bases (DOLSIBs) to
perform object routing. Aliernatively, TMP can incorporate
5-HTTP, Java™, the WinSock API or ORB with DOLSIBs ta
perforin- object routing. DOLSIBs are virtual information
stores optimized for newworking. All information entries apd
attributes in a DOLSIB virtua! information store are associ-
ated with a networked object identity. The networked ob ject
identity identifies the information entries and ariributes in the
DOLSIB as individual networked objects, and cach net-
worked object is zssigned an Interner address. The Intemet
address is assigned based on the [P address of the nade at
which the networked object resides.

For exampie, in FIG. 5A, Web server 104 is a nade an the
Internct, with an [P address. All retworked object agsociated
with Web server 104 will therefore be assigned an Intemer
address based on the Web server 104's [P address. These
networked objects thus “branch” from the node, creating a
hierarchical tree structure. The Internet address for each net-
workedabject in the tree essentially establishes the individual
object asan “IP-reachable” or accessible node on the Interne;.
TMP wiilizes this Intemet address to uniquely identify and
access the object from the DOLSIB. FIG. 6B illustrates an
example of this hierarchical addressing tres structure,

Each object in the DOLSIB has a name, a syniax and an
encoding. The name is an administratively assigned object I
specifying an object type. The object type tozether with the
object instance serves to uniquely ident:fy « specific instan-
tistion of the ubject, For exampls, ifobject 619 is information
about models of cars, then onc instance of that object would
provide uéét 100 with information about a specific model of
the car ‘Wwhile another instance would provide information
abouta differentmodel of the car. The syntax of an object type
defines theahistract data structure correspanding io thal objec
type. Encoding of objects defines how the cbject is repre-
sented by the object fype syntax while being transmitted over
the network,

C. Management and Administration

As described above, exchange 501 and msnagenent agent
601 tegether constitute a VAN switch. FIG. 7 iliustrates con-
ceptually the layered architecture of VAN switch 520. Spe-
cificaily, boundary service 701 provides the interfaces
between VAN switch $20, the Internet and the Web, and
multi-media end vser devices such ag PCs, televisions ar
telephones. Bouadary service 701 also provides the interface
to the on-iink service provider. A user can connect o 2 local
application, riamely one accessible via a local VAN switch, or
be routed or-¥switched” to an application accessible via a
remole VAN switch,

Switching service 762 is an OS] application layer switch,
Switchiog service 702 thus represents the core of the VAN
switch. It performs a number of tasks including 1he routing of
user connections to remote VAN switches, described in the
paragraph above, multiplexing and priog tization of requests,
and flow control. Switching service 792 also facilitates open
systems’ connectivity with both the Internet (a public
switched nerwork) and private nerworks including back office
networks, such as banking networks. Interconnected applica-
tiom layer switches form the application network backbone.
These switches are one significant aspectol'the present inven-
tion. :

Managemient service 703 contains tools such as Informa-
tion Manageimeént Services (IMS) and application Network
Management Services (NMS), These tools are used hy the
end users to manage networl resources, including VAN

45>
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switches. Management service 763 also provides applica-
tions that perform Operations, Administration, Maintenance
& Provisicning (OAM&P) functions. These OAM&P fune-
tions include security Management, fault management, con-
figuration management, performance management and bill-
ing management, Providing OQAM&P functions for
applications in this manner is another significant aspect of the
present invention.

Finally, application service 704 contaius application pro-
grams that defiver customer services. Application service 704
includes POSve applications such as Bank PQSve described
above, and illustrated in FIG. 6A. Other examples of VAN
services include multi-media messaging, archival/retrieval
management, directory services, data staging, conferencing,
financial services, home bankip, . risk management and a
variety of other vertical services. Bach VAN service is
designed to mect a particuiar set of requirements related to
performance, reliability, maintepance and ability to handie
expested traffic volume. Depending on the typeofservice, the
chameteristics of the network elements will:differ, VAN ser-
vice 704 provides = number of fonctions inchiding commu-
nications services for both magagerment and end users of the
petwork and control for the vser over the user's environment.

FIG. 8isa flow diagram Hlustrating one embodiment of the
present invention, A user connects to a Web server ronning an
exchange component in step 802. In step 804, the user issues
a request for a transactional application, and the web server
hands off the request to an exchange in step 806. The
exchange activates a graphical user interface 10 present user
with a list of POSve spplication optioss in step 808. In step
810, the user makes a selection from the POSve application
list. In step 812, the switching componeat in the exchange
switches the user to the selecied PQSve application, and in
step 814, the object routing component exccutes the user's
request. Data js retrieved from the a ppropriate data repository
via TMP in step 816, and finally, the user may aplicnally
continue the transaction in step 818 or end the transaction.

‘Thus, 2 configurable value-zdded network switching and
object muting method and apparatus is disclosed. These spe-
cific arrangements and methods described herein are merely
llustrative of the principles of the present invention. Numer-
ous modificatians in form and deta;] may bemade by those of
ordinary sidill in the art without departing from the scope of
the present; nvention. Although this invention hasbeen shown
in relation to a particular preferred embadiment, it:should not
be considered so limited, Rather, the present invention js
limited only by the scope of the appended claims,

What is claimed is:

1. A system, comprising; :

4 Web server, inchding a processor and a memory, for
offering one or more Web applications as respective
point-of-service applications ina point-of-service appli-
cation list on a Web page;

each Web application of the one ar more Web applications
for requesting a real-time Web transaction;

a value-added network (VAN} switch running on top of a
facilities netwark selected froma group consisting of the
World Wide Web, the Internetagd an e-mail network, the
VAN switch for enabling the real-time Web transactions
from the one or more Web applications;

a service network running on top of the facilities network
for connecting through the Web server to a back-end
transactional application; and

a computer system executing the Back-end transactional
application for processing ke ransaction request in
real-time.

A
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2. The system of claim 1, wherein the VAN switch is an
applicdtion layer swiich in the application layer of the OS]
model,

3. The system of claim 1, wherein the VAN switch enables
the swiiching o Web merchant services in response to a Web
server’s receipt of a selection of one of the point-of-service
Web applications conesponding to the Web merchant ser-
vices from the point-of-service application list on the Weh
page.

4. The system of claim 1, wherein sach Web merchant
service includes one of the one ar more Web applications
offered as a VAN service, utilizing the VAN swiich,

5. The system of claim 1, wherein eacl Web application of
the one or more Web applications is o value-added network
(VAN) service or onlire service atop the Web, utilizing the
VAN switch,

6. The system of claim 1, wherein the service network
includes the one or mare Web applications and wherein the
service network manages the flow of real-time Web transac-
tiotss from the one or more Web applications and includes the
VAN switch.

7. The system of claim 1, wherein the Web gerver is con-
figured o receive 2 Web transaction request and wherein the
Web transaction request is a request to perform one of the
real-time Web transactions from one of the one or more Web
applications, wilizing the VAN switch.

8. The systers of claim 1, further comprising:

a compuyter. system executing a back-end transaciional
application for processing the transaction request in
regl-time, wherein said computer system includes a data
repository, wherein the data repository is a data reposi-

yitosstore banking data, and wherein retrieving data
includes retrieving banking data to complete a real-time
Web banking transaction as one of ite real-time Web
Lransactions from a banking Web application as one of
the one or more Web applications.

9. The system of claim ¥, further comprising the one or
more Web applications offered as software-as-a-service atop
the Web.

10. A method for performing real-time Web tansactions
from a Web application. conprising:

receiving 4 request at a Web server, including a processor
and a memory, for a real-time Web transaction from a
Web application on a Web Page, wherein the Web server
is configured to hand over the request to a Value Added
Network (VAN) switch,

offering’a plurality of Web applications inciuding the Web
application on a Web page, upon receipt from a Web
server a selection of the Web application from the
offered Web applications, the Web application corre-
sponding o a respective back-end uansactional applica-
tion, wherein the back-end trensactional application is
an application running ai the back-office server ofoneor
more Web merchants or at the back-end;

receiving a request for Web merchant services upon receipt
by & Web server & selection of the Web application,
whercin: the request for Web merchant services s a
request to connect to the selected back-end ransactional
spplication o perform @ interactive reai-time Webh
transaction from the Web application, wherein the trans-

_ aciional application is an on-line service provided by
one or more Web merchants or the back-end;

switching utilizing the VAN switch to the back-end trans-
actional application in respanse to receiving the request
from the Web server:
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providing distributed control of a service network, operat-
ing within the boundaries of an [P*-hased facilities net-
work;

connecting to specified ones of the Web merchant services
or to back-end services, wherein the connection to the
Webr merchant services or back-ead transactional ser-
vices is managed,;

accessing data from a host or data repository coupled to the
back office server of one or more Web merchants or to
the back-end transactional application, wherein the back
office server or back-end is coupled to legacy databases
and other data repositories that are wtiljzed by the one or
more of the Web merchants or the back-end transac-
tional application to store data; and

completing the real-time Web transactions from the Web
application,

11. The method of claim 18, wherein the real-time Weh
transactions are Web transactions from the Web application
accessing a value-added network service.

12, A computer-implemented system, operated by a busi-
ness entity comprising;

a Web application network portal, wherein the portal
includes memory and a processor and one or more Web
applications offered respectively by one or more Web
merchants or other service providers; or by multiple
sub-enitities of the business entity who hate agreed 1o
cooperate o provide on-line Value Added Netwark
(VAN) services atop the Web for access by employees of
the business enlity;

15

12

alistof one or more point-of-service employee Web a ppli-
cations on a Web page offered by the business entity that
operates the portal, said portal allowing access tothe one
or more point-of-service applications on the Web page
froma said list, and wherein the portal offers the one or
more point-of-service applications as on-lige services
on the Web page, and further wherein the portal is oper-
ated by the business eniity over a service network run-
nifig en top of a facilities network, the facilities network
being selected from a group consisting of: the World
Wide Web, the Internet and email netwerks, said service
nerwork including a VAN Switch;

ane or more back-end transactional applications running at

one or more back-end host computers, corresponding,
respectively to the one or more point-of-service appli-
cations accessed, to complete a real-time Web transac.-
tion from the Web application on the Web page.

13. The portal of claim 12, wherein the one or more Web
applications fnclude a plurality of point-ofservice applica-
tions on the Web page, wherein the business entity and the
sub-enlities offer Web applications which are selected fror =
Eroup comsisting of payroll Web applications, human
resources Web applications, expense report Web applications,
titne card Web applications, travel Web applications, vacation
Web applications, financial Web applications and sales com-
mission Web applications.
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge George King and the assigned discovery
Magistrate Judge is John E. McDermott.

The case number on all documents filed with the Court should read as follows:

Cv12- 10012 GHK (JEMx)

Pursuant to General Order 05-07 of the United States District Court for the Central
District of California, the Magistrate Judge has been designated to hear discovery related
motions.

All discovery related motions should be noticed on the calendar of the Magistrate Judge

NOTICE TO COUNSEL

A copy of this notice must be served with the summons and complaint on all defendants (if a removal action is
filed, a copy of this notice must be served on all plaintiffs).

Subsequent documents must be filed at the following location:

Western Division Southern Division Eastern Division
312 N. Spring St., Rm. G-8 411 West Fourth St., Rm. 1-053 3470 Twelfth 5t., Rm. 134
Los Angeles, CA 90012 Santa Ana, CA 92701-4516 Riverside, CA 92501

Failure to file at the proper location will result in your documents being returned to you.

Cv-18 (03/06) NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY
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E AQ 440 (Rev. 06/12) Summons in a Civil Action

) UNITED STATES DISTRICT COURT

for the

Central District of California

© py12-10012 vromy

Civil Action No.

C

Plaintiff{s}
V.

THE HERTZ CORPORATION; HERTZ GLOBAL
HOLDINGS, INC.;

e R

 Defendanits)
SUMMONS IN A CIVIL ACTION

To: (Defendant's name and address) THE HERTZ CORPORATION: HERTZ GLOBAL HOLDINGS, INC.;

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R, Ciyv.
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure, The answer or motion must be served on the plaintiff or plaintiffs attomey,

whose name and address are:  JOSEPH FARZAM LAW FIRM, 1875 Century Park £, Suite 1345, Los Angeles,
California 90067

It yau fail to respond, judgment by default will be entered against you for the relief demanded in the complaint.
You also must file your answer or motion with the court, :

Nov 21 200

Date:
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" AO 440 (Rev. 06/12) Summoens in a Civil Action (Page 2)

Civil Action No.

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (1))

This summons for (rame of individual and title, if any)

was received by me on rdates

71 1 personally served the summons on the individual at (place)

on (date por

(3 I left the summons at the individual’s residence or usual place of abode with (name)

, & person of suitable age and discretion who resides there,

on (date) . and mailed a copy to the individual’s last known address; or
[ 1 served the summons on (name of individual) , who is
designated by law to accept service of process on behalf of (rame of organization;

on (date) Lor
(7 1 returned the summons unexecuted because ,ar
(O Other (specifi):
My fees are § for travel and $ for services, for a total of § 0.00

I declare under penalty of perjury that this information is true.

Date:
Server's signature

Printed name and title

Server's address

Additional information regarding attempted service, etc:
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| (a) I;LAINTIFFS (Check box if you are representing yourself 0)
PI-NET INTERNATIONAL, INC.

DEFENDANTS -
THE HERTZ CORPORA

TION: HERTZ GLOBAL HOLDINGS, INC.;

(B) Attarneys (Firm Mame, Address and Telephone Number. [ you are representing
voursel, provide same.)

Ipseph 8. Farzam (State Bar No, 210817), JOSEPH FARZAM LAW FIRM

1875 Century Park . Suite 1345, Los Angeles, California 90067
Telephone (310) 226-6890 Facsimile (310) 226-6891
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11U
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Citizen of Another §

PTF
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tate 02

Citizen or Subject of & Foreign Country 33

DEF PTF DEF

011 Incorporated or Principal Place 04 14
of Business in this State

D2 Incarporated and Principal Place 05 [03
of Business in Another State

(13 Foreign Nation o6 U6
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(1 Original
Proceeding

Appeltate Court

Reopened

2 Removed from  [J3 Remanded from 4 Reinstated or (15 Transferred from another district (specifyy. 16
State Court

Muiti-
District
Litigation

[17 Appeal to District
Judge from
Magistrate fudge

', REQUESTED IN COMPLAINT:  JURY DEMAND: & ves T Ne (Check *Yes” only if demanded in complaint.}

LASS ACTION under F.R.C.P. 23: O Yes No

0 MONEY DEMANDED IN COMPLAINT: §

T, CAUSE OF ACTION (Cite the U.S, Civil Statute under which you are filing and write a brief statement of cause. Do not ¢ite jurisdictional st
Patent Infringement; 33 1.8.C. 271 and 281-285

atutes unless diversity.)
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Access to Justice 1245 Tort Product Liability |0 463 Habeas Corpus- 1M 440 Other Civil or Defendant)

1950 Censtitutionality of 07290 Al Other Real Property Alien Detainee Rights T187) IRS-Third Party 26
State Statules 0465 Othgr [mmigration LISC 7600

Actions
E 1' 1 &Y 1
OR OFFICE ST ONLY: Case Number: . . .
AFTER COMPLETING THE FRONT SIDE OF FORM CV-71, COMPLETE THE INFORMATION REQUESTED BELOW,
CIVIL COVER SHEET Page | of

V71 (05/08)




‘ : ) NTRAL DISTRICT OF CALIFORNIA
Case 2120 HOCTAPSRIERH BEQ sk PP Ni2 Page 62 of 62 Page ID #75

Ii(a). IDENTICAL CASES: Has this action been previously filed in this court and dismissed, remanded oy ¢losed? oNo OYes

yes, list case number(s);

I1I(b). RELATED CASES: Have any cases been previously filed in this court that are related to the present case? O No I!(Y

es
yes, list case number(s): CV12-04394 PSG (JEM); CV12-04303 PSG (JEM); CV12-04301 PSG (JEM}, CV12-04301 P3G (JEM): €V12-04270 PSG (JEM)

ivil cases are deemed related if a previously filed case and the present ease: S
‘heck all boxes thatapplyy O A, Arise from the same or closely related transactions, happenings, or ever ts; or

#B. Call for determination of the same or substantially related or similar questions of law and fact; or

[1C. For other reasons would entail substantial duplication of labor if heard by different judges; or

IS{D. Involve the same patent, trademark or copyright, angd one of the factors identified abave in &, b or ¢ also is preseat.

. VENUE: (When completing the following information, use an additional sheel if necessary 3

alifornia County outside of this District; State if other than California; or Foreign Country, in which EACH named plaintiff resides,
ed plaintiff, If this box is checked, go to item (b},

California County outside of this Districl: State, if other than California, or Foreign Country

) List the County in this District; C
{ Check here if the government, its agencies or employees i§ & nam

County in this Distriet:*

.0s Angeles County

ct; State if other than California; or Foreign Country, in which EACH named (_lefendanl resides.

1) List the County in this District; California County outside of this Distri
hecked, go to item (c).

1 Check here if the government, its agencies or employees is a named defendant. Ifthis box is ¢
California County outside of this District; State, if other than California; or Foreign Country

County in this District:*

"o Angeles County

:)  List the County in this District; California County outside of this District; State if other than California; or Foreign Country, in which EACH claim arose.

Note: In land condemnation cases, use the location of the tract of land involved.
California County Ql.;‘lS._i_dC of this District: State, if other than California; or Foreign Country

County in this Distriet*

Los Angeles County

* Los Angeles, Orange, $an Bernardino, Riverside, Ventura, Santa Barbara, or San Luis Obispo Counties
Vote: In land condemnation cases, usc the location of the tract of land involved

%’. S g_ﬂ/‘\ Date Nevember 19, 2012

¢ SIGNATURE OF ATTORNEY (OR PRO PER):

Notice to Counscl/Parties: The CV-71 (15-44) Civil Cover Sheet and the information contained herein neither replace nor supplement the filing and service of pleadings
or other papers as required by law. This form, approved by the Judiciat Conference of the United States in September 1974, is required pursuant to Local Rule 3-1 is not filed
but is used by the Clerk of the Court for the purpose of statistics, venue and initiating the civil docket sheet. {For more detailed instructions, see separate instructions sheet.}

ey

{ey 10 Statistical cedes relating to Social Security Cases:

Nature of Suit Code  Abbreviation Substantive Statement of Cause of Action

861 HIA i:! cla.imis gor I‘;ezflth insurance bencfits {Medicare) under Title 18, Part A, of the Social Security Act, as amended
s0, inciude claims by hospitals, skilled nursing facilities, etc., fo ification as iders of sorvic .
ety At 4 , for certification as providers of services under the

862 BL All claims for “Black Lung” benef under Title 4, Part B, of the Federa (1] E 969
" 5 benefit &} o = i )
(30 us.C. 923) B s 1 Titl N nB, ¢ I | Coal Mine Health and Safcty Actof 1969,

863 . } . e
b DIWC All claims filed by m_surcd workers for disability insurance benefits under Title 2 of the Social Security Act. as
amended; plus all j:;:llmms filed for child’s insuragce benefits based on disability. (42 U.5.C. 405(g)) )

86 DI All claims fil 3 idows widow i s 1 C T 54 naer e 2 of the cial Securit
3 WW claim. ed for wido or widowery insurance benefits based on disabili Ti S0¢] 3 i
, ! ‘ ( <C )) 1 ili Y N itl Social LIty

864 SSID All claims for suppleme ity i
fal security ing isability file i i
o amcndcd_pp ntal security income payments based upon disability filed under Title 16 of the Social Security

863 RSI All claims for retiremer ;
i t{old 2 5 5 i or T . .
US.C. () it {old age) and survivors benefits under Title 2 of the Social Security Act, as amended. (42
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