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1 Plaintiff Secured Mail Solutions, LLC (“SMS”) files this third amended complaint for

2 | patent infringement against Defendants Advanced Image Direct, LLC, Envelopes Unlimited, Inc.,
3 | Harte-Hanks, Inc., Harte-Hanks Direct, Inc., Harte-Hanks Direct Marketing/Baltimore, Inc.,

4 | Harte-Hanks Direct Marketing/Cincinnati, Inc., Harte-Hanks Direct Marketing/Dallas, Inc,,

5 | Harte-Hanks Direct Marketing/Fullerton Inc., Harte-Hanks Direct Marketing/Jacksonwville, LLC,

6 | Harte-Hanks Direct Marketing/Kansas City, LLC, and Harte-Hanks Print, Inc. SMS alleges:

7
8 THE PARTIES
9 1. SMS is a limited liability company duly organized under the laws of the state of

10 | Nevada, with its principal place of business at 9550 S. Eastern Ave., Suite 253, Las Vegas, NV

11 89123,

12 2. SMS is informed and believes, and on that basis alleges that Defendant Advanced
13 | Image Direct, LLC (“AID”) is a corporation duly organized and existing under the laws of the

14 | state of California, with its principal place of business at 1415 S. Acacia Avenue, Fullerton, CA
15 || 92831. |

16 3. SMS is informed and believes, and on that basis alleges that Defendant Envelopes
17 | Unlimited, Inc. (“EU Services”) is a corporation duly organized and existing under the laws of the
18 | state of Maryland, with its principal place of business at 649 North Homers Lane, Rockville, MD
19 || 20850.

20 4 SMS is informed and believes, and on that basis alleges that Defendant Harte-

21 | Hanks, Inc. is a corporation duly organized and existing under the laws of the state of Delaware,
22 || with its principal place of business at 9601 McAllister Freeway, Suite 610, San Antonio, TX

23 | 78216.

24 5. SMS is informed and believes, and on that basis alleges that Defendant Harte-

25 | Hanks Direct, Inc. is a corporation duly organized and existing under the laws of the state of New
26 | York, with its principal place of business at 777 Township Line Road, Suite 300, Yardley, PA

27 ) 19067.

28
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1 6. SMS is informed and believes, and on that basis alleges that Defendant Harte-

2 | Hanks Direct Marketing/Baltimore, Inc. is a corporation duly organized and existing under the

3 Il laws of the state of Maryland, with its principal place of business at 4545 Annapolis Road,

4 | Baltimore, MD 21227

5 7. SMS is informed and believes, and on that basis alleges that Defendant Harte-

6 || Hanks Direct Marketing/Cincinnati, Inc. is a corporation duly organized and existing under the

7 | laws of the state of Ohio, with its principal place of business at 2950 Robertson Avenue,

8 I Cincinnati, OH 45209,

9 8. SMS is informed and believes, and on that basis alleges that Defendant Harte-
10 | Hanks Direct Marketing/Dallas, Inc. is a corporation duly organized and existing under the laws
11 | of the state of Delaware, with its principal place of business at 2750 114th Street, Suite 100,
12 || Grand Pramie, TX 75050,
13 9. SMS is informed and believes, and on that basis alleges that Defendant Harte-
14 | Hanks Direct Marketing/Fullerton, Inc. is a corporation duly organized and existing under the
15 | laws of the state of California, with its principal place of business at 2337 West Commonwealth
16 | Avenue, Fullerton, CA 92833,
17 10. SMS is informed and believes, and on that basis alleges that Defendant Harte-
18 | Hanks Direct Marketing/Jacksonville, LLC is a corporation duly organized and existing under the
19 | laws of the state of Delaware, with its principal place of business at 7498 Fullerton Street, Bldg.
20 | 600, Jacksonville, FL 32256,
21 11. SMS is informed and believes, and on that basis alleges that Defendant Harte-
22 || Hanks Direct Marketing/Kansas City, LLC is a corporation duly organized and existing under the
23 | laws of the state of Delaware, with its principal place of business at 7801 Nieman, Shawnee, KS
24 || 66214,
25 12. SMS is informed and believes, and on that basis alleges that Defendant Harte-
26 § Hanks Print, Inc. is a corporation duly organized and existing under the laws of the state of New
27 | Jersey, with its principal executive offices at 9601 McAllister Freeway, Suite 610, San Antonio,

28 || TX 78216.
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1 13, In addition, the software used by AID is also used by EU Services to provide mail
2 I services. The software that is commonly used by AID and EU Services to provide mail services
3 | infringes the asserted patents. Given that this software 1s used by both of these Defendants (i.e.,
4 | AID and BU Services), SMS’s right to relief against each of these Defendants arises out of the
5 | same transaction, occurrence, or series of transactions or occurrences relating to making, using,
6 || importing into the United States, offering for sale, or selling mail services that are common to
7 1 each of these two Defendants. Additionally, questions of fact that are common to all Defendants
8 | will arise in this action, including whether software that is jointly used by all Defendants either
9 || infringes the asserted patents, or results in products or services that infringe the asserted patents.
10 | Therefore, joinder of the two Defendants identified in Paragraphs 2-3 above is proper under 35
11 | US.C §299.
12 14, SMS is informed and believes, and on that basts alleges that the Defendants
13 || identified in Paragraphs 4-12 above (collectively “Harte-Hanks”) are interrelated companies that
14 | together comprise a leading provider of mail services. These Defendants operate as a unitary
15 | business venture and are jointly and severally liable for patent infringement related to mail
16 | services provided by any one of them. SMS’s right to relief against each of these nine
17 | Defendants arises out of the same transaction, occurrence, or series of transactions or occurrences
18 | relating to making, using, importing into the United States, offering for sale, or selling mail
19 | services that are common to each of the nine Defendants. Additionally, questions of fact that are
20 | common to all nine Defendants will arise in this action, including whether software that is jointly
21 | used by all nine Defendants infringes the asserted patents. Therefore, joinder of the nine
22 I Defendants identified in Paragraphs 4-12 above is proper under 35 U.S.C. § 299.
23 15.  Furthermore, while the different products (or software) used by the eleven
24 | Defendants include certain differences, they also include certain commonalities. For example, all
25 || of the infringing products (or software) are configured to generate, store, process and acquire a
26 | common barcode (e.g., the Intelligent Mail barcode). Thus, SMS’s right to relief against each of
27 1 the eleven Defendants arises out of the same transaction, occurrence, or series of transactions or
28 | occurrences relating to making, using, importing into the United States, offering for sale, or
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1 | selling mail services that are common to each of the eleven Defendants. Additionally, questions
2 | of fact that are common to all Defendants will arise in this action, including whether software that
3 | is used by all Defendants, which include the foregoing commonalities, either infringes the
4 | asserted patents, or results in products or services that infringe the asserted patents. Therefore,
5 | joinder of the eleven Defendants identified in Paragraphs 2-14 above is proper under 35 U.S.C. §
6 [ 299.
7 16. SMS is informed and believes, and on that basis alleges that the eleven Defendants
8 | use certain software to generate and process various barcodes, including the Intelligent Mail
9 | barcode (“IMb”). The IMb is one of several barcodes used by the United States Postal Service
10 | (“USPS”). The IMb is a data-rich barcode that can be applied to a mail object, includes
11 | information on the mail object, and can be used to uniquely identify the mail object.
12 17 While IMb specifications are available from the USPS, SMS is informed and
13 | believes, and on that basis alleges that the eleven Defendants are performing infringing acts that
14 | are independent of the IMb specifications provided by the USPS. In other words, SMS alleges
15 | that the infringing conduct includes conduct that goes above and beyond the conduct required to
16 | comply with the IMb specifications provided by the USPS. SMS further alleges that the software
17 | used by the eleven Defendants to generate and process IMbs and IMD related data is not being
18 || used to comply with the IMb specifications provided by the USPS, but is instead being used to
19 | provide certain value-added mail services to their customers that infringe the asserted patents but
20 | are not required to comply with any USPS specification or requirement. For example, an IMb
21 | can be used to unique identify a mail object. Defendants use the “unique identifier” feature to
22 || gather, store, acquire, and disseminate information on mail objects (e.g., mail verification data,
23 | verification data, electronic data, etc.), thereby providing value-added mail services to their
24 | customers.
25 18. SMS is informed and believes, and on that basis alleges that the software used by
26 1 AID and BU Services in providing the foregoing certain value-added mail services includes, at
27 | leastin part, software provided by Grayhair Software, Inc. (“Grayhair software”). SMSis
28 | informed and believes, and on that basis alleges that the Grayhair software operates n
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1 | conjunction with software developed by, or at the direction of, AID and EU Services, and that this
2 {| software, together and separately, infringes the asserted patents.
3 19. SMS 1s informed and believes, and on that basis alleges that certain software is
4 || used by the eleven Defendants to generate various barcodes, including IMbs, and that infringing
5 | products are used to affix IMbs on mail objects, and store at least portions of the IMbs (together
6 || with related information) in a storage device. The infringing products are then used to interrogate
7 | the stored information, resulting in the production of data (e.g., verification data, electronic data,
8 | etc.) over a network.
9 20. SMS is informed and believes, and on that basis alleges, that evidence of direct
10 || infringement for AID and EU Services can be found on Grayhair Software’s website

11 | (www.gravhairsoftware com), which provides that AID and EU Services are users of SelectTrak.

12 | According to the website, SelectTrak 1s software that “offers a user-friendly, online dashboard

13 | that enables end-users a complete view into the life of their mailings. Mail data is updated in real
14 | time and delivered via a reporting engine that includes a wide array of options as well as the

15 | ability to produce ad hoc reports.”

16 21. SMS is informed and believes, and on that basis alleges, that evidence of direct

17 | infringement for Harte-Hanks can be found on Harte-Hanks’ websites (www.harte-hanks.com

18 | and http://pretrakim.harte-hanks.com). The websites describe a Harte-Hanks product referred to

19 | as PrEtrak, which 1s software that provides customers with “[w]eb-based reporting, updated

20 || hourly.” According to the websites, “PrEtrak provides state-by-state mapping plus reports on

21 | mail delivery by market, store, territory, class, shape, sort level, postal facility, and historical

22 || patterns.” IMbs can be processed using the PrEtrak software in order to provide value-added

23 | services to Harte-Hanks’ customers. According to the websites, the PrEtrak software can be used
24 | “[f]Jrom front-end strategy to back-end reporting, and everything in between ... to ensure your

25 | mall promotions deliver a great customer experience and measurable results.”

26 22. SMS is informed and believes, and on that basis alleges that the software used by
27 | the eleven Defendants has no substantial non-infringing uses, and was especially made or adapted
28 f| for use in an infringement of the asserted patents. Specifically, the software only functions to
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1 || generate and process IMbs and IMb related data, and only does so in a way that infringes the
2 | asserted patents. SMS is informed and believes, and on that basis alleges that the software cannot
3 I be used for any other purpose other than infringement.
4 23, SMS is informed and believes, and on that basis alleges that the eleven Defendants
5 | have been aware of the asserted patents and the infringement allegations since at least July 2012
6 | on service of the original complaint in this action, and continue to use their software to nfringe
7 || the asserted patents.
8 24, On September 17, 2012, counsel for SMS sent a letter to counsel for AID and EU
9 | Services identifying the asserted patents and the accused infringing activity. This letter states that
10 | AID and EU Services “use certain software (“Infringing Products”) to generate various barcodes,
11 | including the Intelligent Mail barcode (“IMb”). The Infninging Products are then used to affix
12 | T™bs on mail objects, and store at least portions of the IMbs (together with related information) in
13 | a storage device. The Infringing Products are then used to interrogate the stored information,
14 | resulting in the production of data (e.g., verification data, electronic data, etc.) over a network.”
15 | The letter further requests that AID and EU Services immediately cease and desist the infringing
16 | conduct. AID and EU Services did not confirm that they had ceased all infringing conduct.
17 25. On November 21, 2012, counsel for SMS sent a letter to counsel for Harte-Hanks
18 | identifying the asserted patents and the accused infringing activity. This letter states that Harte-
19 | Hanks “uses certain software (“Infringing Products™) to generate various barcodes, including the
20 | Intelligent Mail barcode (“IMb™). The Infringing Products are then used to affix IMbs on mail
21 | objects, and store at least portions of the IMbs (together with related information) in a storage
22 | device. The Infringing Products are then used to interrogate the stored information, resulting n
23 | the production of data (e.g., verification data, electronic data, etc.) over anetwork.” The letter
24 | further requests that Harte-Hanks immediately cease and desist the infringing conduct. Harte-
25 | Hanks did not confirm that it had ceased all infringing conduct.
26
27
28
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1 JURISDICTION AND VENUE

2 26. This Court has subject matter jurisdiction pursuant to 28 U.S.C. §§ 1338(a)

3 | because this action arises under the patent laws of the United States, 35 U.S.C. §§ 1 et seq. Venue
4 || is proper in this district pursuant to 28 U.S.C. §§ 1391(b)-(c) and 1400(b) in that a substantial part
5 | of the events giving rise to the claims occurred in this district and the Defendants have a regular

6 | and established practice of business in this district and have commutted acts of infringement in

7 | this district.

8
9 SECURED MAIL SOLUTIONS, LLC
10 27. SMS is a provider of mail and mail information services and technology, and 1s the

11 | owner of the three patents-in-suit, U.S. Pat. Nos. 7,814,032, 7,818,268 and 8,073,787.

12 28, The patents-in-suit disclose and claim various systems and methods for processing,
13 | verifying and/or authenticating mail identification data. In one embodiment of the claimed

14 | inventions, mail identification data is affixed to a mail object and includes (or 1s linked to)

15 || information related to the mail object (e.g., information on the sender of the mail object, the

16 | contents of the mail object, etc.). This information can then be used by various individuals or

17 | entities (e.g., a mail house, a mail carrier, a reciptent, etc.) to ensure that the mail object 1s secure,
18 | and can safely be processed, routed and opened. In fact, during prosecution of U.S. Pat. No.

19 | 7,818,268 (“the 268 patent™), the USPTO granted the "268 patent special examination status for
20 | disclosing “counter terrorism” technology. According to the USPTO, the *268 patent discloses
21 | technology that “reduces the risk of [a] terrorist attack.” See File History for the *268 patent,

22 | Decision on Petition to Make Special (Counter Terrorism), dated October 8, 2003. While the

23 | mail identification data claimed in the patents-in-suit can be used to secure mail objects, the data

24 | can also be used by mail houses to more effectively process and route mail objects.

25
26 INFRINGEMENT OF U.S. PATENT NO. 7,814,032
27 29, SMS repeats and realleges the allegations of the preceding paragraphs as if set

28 | forth herein.
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] 30. On October 12, 2010, United States Patent No. 7,814,032 (“‘the 032 patent”) was
2 | duly and legally issued for an invention entitled “System and Method for Mail Verification.”
3 | SMS was assigned the "032 patent and continues to hold all rights and interest in the 032 patent.

4 | A true and correct copy of the 032 patent is attached hereto as Exhibit 1.

5 31. AID has infringed and continues to infringe one or more claims of the *032 patent.
6 | AID is liable for infringing the 032 patent under 35 U.S.C. § 271 by at least generating, storing
7 | and processing mail identification data as claimed in the patent. This includes, but is not limited

8 | to, use of the software and/or products identified in Paragraphs 16-20 and 22 above.

9 32, AID has had actual notice of the "032 patent and SMS’s infringement contentions
10 | since at least July 2012, and, notwithstanding such notice, has continued to infringe the *032
11 || patent.
12 33.  AID’s acts of infringement have caused damage to SMS, and SMS is entitled to
13 | recover from AID the damages sustained by SMS as a result of AID’s wrongful acts in an amount
14 | subject to proof at trial. AID’s infringement of SMS’s exclusive rights under the "032 patent will
15 || continue to damage SMS, causing irreparable harm for which there is no adequate remedy at law,
16 || unless enjoined by this Court.
17 34.  EU Services has infringed and continues to infringe one or more claims of the "032
18 || patent. EU Services is liable for infringing the *032 patent under 35 U.S.C. § 271 by at least
19 | generating, storing and processing mail identification data as claimed in the patent. This includes,
20 | but is not limited to, use of the software and/or products identified m Paragraphs 16-20 and 22
21 || above.
22 35.  EU Services has had actual notice of the *032 patent and SMS’s infringement
23 | contentions since at least July 2012, and, notwithstanding such notice, has continued to mnfringe
24 | 032 patent.
25 36.  EU Services’ acts of infringement have caused damage to SMS, and SMS 1s
26 | entitied to recover from EU Services the damages sustained by SMS as a resuit of EU Services’
27 I wrongful acts in an amount subject to proof at trial. EU Services’ infringement of SMS’s
28
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1 | exclusive rights under the 032 patent will continue to damage SMS, causing irreparable harm for
2 | which there is no adequate remedy at law, unless enjoined by this Court.
3 37. Harte-Hanks has infringed and continues to infringe one or more claims of the
4 | °032 patent. Harte-Hanks is liable for infringing the 032 patent under 35 U.S.C. § 271 by at least
5 | generating, storing and processing mail identification data as claimed in the patent. This includes,
6 | but is not limited to, use of the software and/or products identified in Paragraphs 16-17, 19, and
7 1 21-22 above.
8 38 Harte-Hanks has had actual notice of the ’032 patent and SMS’s infringement
9 | contentions since at least July 2012, and, notwithstanding such notice, has continued to infringe
10 || the *032 patent.
11 39. Harte-Hanks’ acts of infringement have caused damage to SMS, and SMS is
12 I entitled to recover from Harte-Hanks the damages sustained by SMS as a result of Harte-Hanks’
13 | wrongful acts in an amount subject to proof at trial. Harte-Hanks’ infringement of SMS’s
14 | exclusive rights under the 032 patent will continue to damage SMS, causing irreparable harm for

15 | which there is no adequate remedy at law, unless enjoined by this Court.

16
17 INFRINGEMENT OF U.S. PATENT NO. 7,818,268
18 40. SMS repeats and realleges the allegations of the preceding paragraphs as if set

19 || forth herein,

20 41 On October 19, 2010, United States Patent No. 7,818,268 (“the *268 patent”) was
21 | duly and legally issued for an invention entitled *“System and Method for Mail Verification.”

22 | SMS was assigned the *268 patent and continues to hold all rights and interest in the *268 patent.
23 | A true and correct copy of the *268 patent is attached hereto as Exhibit 2.

24 42. AID has infringed and continues to infringe one or more claims of the *268 patent.
25 | AID is liable for infringing the *268 patent under 35 U.S.C. § 271 by at least generating, storing
26 | and processing mail identification data as claimed in the patent. This includes, but is not limited
27 || to, use of the software and/or products identified in Paragraphs 16-20 and 22 above.

28
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1 43, AID has had actual notice of the 268 patent and SMS’s infringement contentions
2 | since at least July 2012, and, notwithstanding such notice, has continued to infringe the '268
3 | patent.
4 44, AID’s acts of infringement have caused damage to SMS, and SMS 1s entitled to
5 | recover from AID the damages sustained by SMS as a result of AID’s wrongful acts in an amount
6 || subjectto proof at trial. AID’s infringement of SMS’s exclusive rights under the 268 patent will
7 | continue to damage SMS, causing irreparable harm for which there is no adequate remedy at law,

8 | unless enjoined by this Court.

9 45, EU Services has infringed and continues to infringe one or more claims of the 268
10 j patent. EU Services is liable for infringing the "268 patent under 35 U.S.C. § 271 by at least
11 | generating, storing and processing mail identification data as claimed 1n the patent. This includes,
12 § but is not limited to, use of the software and/or products 1dentified in Paragraphs 16-20 and 22
13 | above.
14 46. EU Services has had actual notice of the "268 patent and SMS’s infringement
15 || contentions since at least July 2012, and, notwithstanding such notice, has continued to infringe
16 [ the 268 patent.
17 47 EU Services’ acts of infringement have caused damage to SMS, and SMS is
18 | entitled to recover from EU Services the damages sustained by SMS as a result of EU Services’
19 | wrongful acts in an amount subject to proof at trial. EU Services’ infringement of SMS’s
20 | exclusive rights under the "268 patent will continue to damage SMS, causing irreparable harm for
21 || which there is no adequate remedy at law, unless enjoined by this Court.
22 48. Harte-Hanks has mfringed and continues to infringe one or more claims of the
23 || 268 patent. Harte-Hanks 1s liable for infringing the "268 patent under 35 U.S.C. § 271 by at least
24 | generating, storing and processing mail 1dentification data as claimed in the patent. This includes,
25 || but is not limited to, use of the software and/or products identified in Paragraphs 16-17, 19, and
26 | 21-22 above.
27
28
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1 49.  Harte-Hanks has had actual notice of the *268 patent and SMS’s infringement

2 | contentions since at least July 2012, and, notwithstanding such notice, has continued to infringe

3 | the 268 patent.

4 50.  Harte-Hanks’ acts of infringement have caused damage to SMS, and SMS is

5 | entitled to recover from Harte-Hanks the damages sustained by SMS as a result of Harte-Hanks’
6 | wrongful acts in an amount subject to proof at trial. Harte-Hanks’ infringement of SMS’s

7 | exclusive rights under the *268 patent will continue to damage SMS, causing irreparable harm for

8 | which there is no adequate remedy at law, unless enjoined by this Court.

9
10 INFRINGEMENT OF U.S. PATENT NO. 8,073,787
11 51. SMS repeats and realleges the allegations of the preceding paragraphs as if set

12 | forth herein.

13 52. On December 6, 2011, United States Patent No. 8,073,787 (“the *787 patent”) was
14 | duly and legally issued for an invention entitled “System and Method for Mail Verification.”

15 | SMS was assigned the *787 patent and continues to hold all rights and interest in the "787 patent.
16 || A true and correct copy of the *787 patent is attached hereto as Exhibit 3.

17 53. AID has infringed and continues to infringe one or more claims of the "787 patent.
18 | AID is liable for infringing the >787 patent under 35 U.S.C. § 271 by at least generating, storing
19 | and processing mail identification data as claimed in the patent. This includes, but is not limited
20 || to, use of the software and/or products identified in Paragraphs 16-20 and 22 above.

21 54,  AID has had actual notice of the *787 patent and SMS’s infringement contentions
22 | since at least July 2012, and, notwithstanding such notice, has confinued to infringe the >787

23 || patent.

24 55 AID’s acts of infringement have caused damage to SMS, and SMS is entitled to
25 | recover from AID the damages sustained by SMS as a result of AID’s wrongful acts in an amount
26 | subject to proof at trial. AID’s infringement of SMS’s exclusive rights under the 787 patent wall
27 | continue to damage SMS, causing irreparable harm for which there is no adequate remedy at law,

28 | unless enjoined by this Court.
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1 56.  EU Services has infringed and continues to infringe one or more claims of the 787
2 | patent. EU Services is liable for infringing the *787 patent under 35 U.S.C. § 271 by at least
3 | generating, storing and processing mail identification data as claimed in the patent. This includes,
4 | but is not limited to, use of the software and/or products identified in Paragraphs 16-20 and 22
S || above.
6 57.  EU Services has had actual notice of the *787 patent and SMS’s infringement
7 | contentions since at least July 2012, and, notwithstanding such notice, has continued to infringe
8 | the 787 patent.
9 58. EU Services’ acts of infringement have caused damage to SMS, and SMS 1s
10 | entitled to recover from EU Services the damages sustained by SMS as a result of EU Services’
11 | wrongful acts in an amount subject to proof at trial. EU Services’ infringement of SMS’s
12 || exclusive rights under the *787 patent will continue to damage SMS, causing irreparable harm for
13 || which there is no adequate remedy at law, unless enjoined by this Court.
14 59.  Harte-Hanks has infringed and continues to infringe one or more claims of the
15 || °787 patent. Harte-Hanks is hable for infringing the 787 patent under 35 U.S.C. § 271 by at least
16 | generating, storing and processing mail identification data as claimed in the patent. This includes,
17 | but is not limited to, use of the software and/or products identified in Paragraphs 16-17, 19, and
18 § 21-22 above.
19 60. Harte-Hanks has had actual notice of the *787 patent and SMS’s infringement
20 | contentions since at least July 2012, and, notwithstanding such notice, has continued to infringe
21 | the 787 patent.
22 61. Harte-Hanks’ acts of infringement have caused damage to SMS, and SMS is
23 || entitled to recover from Harte-Hanks the damages sustained by SMS as a result of Harte-Hanks’
24 | wrongful acts in an amount subject to proof at trial. Harte-Hanks’ infringement of SMS’s
25 | exclusive rights under the >787 patent will continue to damage SMS, causing irreparable harm for
26 | which there is no adequate remedy at law, unless enjoined by this Court.
27
28
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] JURY DEMAND
2 62.  Pursuant to Rule 38(b) of the Federal Rules of Civil Procedure, SMS respectfully

3 || requests a trial by jury on all issues properly triable by jury.

4

5 PRAYER FOR RELIEF

6 WHEREFORE, SMS requests entry of judgment in its favor and against Defendants as
7 | follows:

8 a) A declaration that Advanced Image Direct, LLC, Envelopes Unlimited, Inc.,

9 | Harte-Hanks, Inc., Harte-Hanks Direct, Inc., Harte-Hanks Direct Marketing/Baltimore, Inb.,

10 | Harte-Hanks Direct Marketing/Cincinnaty, Inc., Harte-Hanks Direct Marketing/Dallas, Inc.,

11 | Harte-Hanks Direct Marketing/Fullerton Inc., Harte-Hanks Direct Marketing/Jacksonville, LLC,
12 | Harte-Hanks Direct Marketing/Kansas City, LLC, and Harte-Hanks Print, Inc., have infringed

13 | U.S. Patent Nos. 7,814,032, 7,818,268 and 8,073,787.

14 b) Awarding the damages arising out of AID’s, EU Services’, and Harte-Hanks’

15 | infringement of U.S. Patent Nos. 7,814,032, 7,818,268 and 8,073,787 to SMS, together with

16 | prejudgment and post-judgment interest, in an amount according to proof,

17 c) Permanently enjoining AID, EU Services, and Harte-Hanks and their respective
18 || officers, agents, employees, and those acting in privity with them, from further infringement of
19 | U.S. Patent Nos. 7,814,032, 7,818,268 and 8,073,787, or in the alternative, awarding a royalty for
20 | post-judgment infringement; and

21
22
23
24
25
26
27
28
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1 d) Awarding such other costs and further relief as the Court may deem just and
2 | proper.
4 | Dated: February 7, 2013
BRETT J. WILLIATISON (S.B. #145235)
5 bwilliamson@omm.com
O’MELVENY & MYERS LLP
6 610 Newport Center Drive, 17th Floor
Newport Beach, CA 92660-6429
7 Telephone: (949) 760-9600
g Facsimile: (949) 823-6994
RYAN K. YAGURA (S.B. #197619)
9 ryagura@omm.com
VISION L. WINTER (S.B. #234172)
10 vwinter@omm.com
ALAN TSE (S.B. #266273)
11 atse(@omm,com
O’'MELVENY & MYERS LLP
12 400 South Hope Street
Los Angeles, CA 90071-2899
13 Telephone: (213) 430-6000
14 Facsimile: (213) 430-6407
15 Attorneys for SECURED MAIL SOLUTIONS,
LLC
16 ,
17
18
19
20
21
22
23
24
25
26
27
28
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SYSTEM AND METHOD FOR MAIL
VERIFICATION

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a continuation of U.S. patent applica-
tion Ser. No. 10/271,471, filed Oct. 15, 2002, which claims
the benefit pursuant to 35 U.S.C. §119(e) of U.S. Provisional
Patent Application No. 60/330,031 filed Oct. 16, 2001, which
applications are specifically incorporated herein, in their
entirety, by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to mail verification, and more
particularly to a system and method of authenticating at least
one mail object by providing at least a portion of mail iden-
tification data over a wide area network, such as the Internet,
in order to receive mail verification data.

2. Description of Related Art

Currently there are two ways to provided mail objects (e.g.,
letters, documents, packages, etc.) to an end user; that being
electronically (e.g., email, etc.) and through traditional mail
services (e.g., U.S. Postal Service, Federal Express, UPS,
Courier, etc.). However, because certain mail objects cannot
be delivered electronically (either because its impossible or
impractical), they are delivered using traditional mail ser-
vices.

There are several problems with delivering mail objects
through traditional mail services. First, the mail object is
typically secured inside packaging (e.g., envelops, boxes,
etc.) before it is provided to the mail service. Thus, neither the
mail service nor the recipient is aware of the contents of the
package until such package is opened by the recipient. This
creates a problem in that hazardous mail objects (ie,
Anthrax, explosives, etc.) are not detected until they are
opened by the recipient, thus exposing the recipient to the
hazardous material. 1t also creates a problem in that mail
objects (in general) are not known until they are opened by the
recipient, thus making it difficult for the recipient (or his
designee) to properly screen, sort or avoid certain mail objects
(e.g., offensive mail, annoying mail, etc).

Second, a manually delivered mail object is limited to a
one-way production of a finite set of information and/or prod-
ucts. This becomes problematic when the sender of the mail
object is interested in providing or receiving additional infor-
mation (e.g., product instructions, warranty information,
etc.). Finally, contents that can be delivered electronically
(e.g., advertisements, software, etc.) are often included in
mail objects that are delivered via traditional mail services.
The drawback with this is that it increases the cost associated
with producing and/or delivering the mail object and increase

the size of the mail object. For at least these reasons, a need s

exists in the industry for a system and method of providing
mail verification data in response to receiving mail 1D data
over a wide area network, such as the Internet.

SUMMARY OF THE INVENTION

The present invention provides a system and method for
providing mail verification data over a wide area network,
such as the Internet, in response to receiving and authenticat-
1ng at lcast a portion of mail identification (1D) data. Preferred

. embodiments of the present invention operate in accordance
with at least one reception device, a mail identification (ID)
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device, a memory, and a mail verification application adapted
to communicate with the reception device over a wide area
network, such as the Internet. Specifically, the mail verifica-
tion application is adapted to store at least a verifying portion
of mail ID data in memory. In one embodiment of the present
invention, the verifying portion of the mail 1D data includes
an identifiable code portion (e.g., an alpha code, a numeric
code, an alphanumeric code, a symbolic code, a digital code,
etc.), a shipping portion (e.g., ship date, shipping location,
shipping method, etc.) and/or a recipient portion (e.g., the
recipients name, address, email address, 1P address, account
number, social security number, etc.). The mail ID datais then
affixed to a mail object. The mail object, which may further
include a mail-to-address, a return-mail-address, and/or post-
age, ts then manually delivered to a recipient. In one embodi-
ment of the present invention, the mail 1D data further
includes mail-to-address data, return-mail-address data, and/
or postage data.

At least an authenticating portion of the mail 1D data is then
provided to the reception device. The reception device, which
conununicates with the mail ID device over a wide area
network, transmits at least the authenticating portion of the
mail 1D data to the mail verification application operating on
the mail ID device. The mail verification application then
compares the authenticating portion of the mail ID data with
the verifying portion stored in memory. If the authenticating
portion corresponds to the verifying portion (e.g., matches, is
reasonably related, etc.), then mail verification data is sent to
the reception device. In one embodiment of the present inven-
tion, at least a portion of the mail verification data includes
authenticating data (indicating that the mail ID data has been
authenticated), securing data (indicating who secured the
mail object), sender data (indicating who sent the mail
object), recipient data (indicating the intended recipient of the

" mail object) and/or additional data (e.g., the contents of the

mail object, downloadable product data, sender web-page
information, third party advertisements, etc).

In one embodiment of the present invention, the mail 1D
device further includes an input device adapted to provide at
least a verifying portion of the mail ID data to the mail
verification application and/or an output device adapted to
affix the mail ID data on the mail object. In another embodi-
ment of the present invention, the reception device includes
an input device for receiving at least an authenticating portion
of'the mail ID data from the mail object and/or a mail authen-
ticating application adapted to receive at least the authenti-
cating portion of the mail ID data from the input device and
provide at least the authenticating portion of the mail ID data
to the mail ID device. In another embodiment of the present
invention, the U.S. Postal Service (or an intenm authenticat-
ing or screening entity) is the recipient of the mail object, thus
interacting with the reception device to receive mail verifica-
tion data.

A more complete understanding of the system and method
for providing mail verification data in response to receiving at
least a portion of mail ID data will be afforded to those skilled
in the art, as well as a realization of additional advantages and
objects thereof, by a consideration of the fellewing detailed
description of the preferred embodiment. Reference will be
made to the appended sheets of drawings which will first be
described briefly.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates one embodiment of the mail verification
system.
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FIG. 2 illustrates a mail ID device communicating with a
plurality of reception devices over a wide area network, such
as the Internet.

FIG. 3 illustrates one embodiment of the mail I device
and the reception device depicted in FIG. 1.

FIG. 4 is a flow chart illustrating one method of providing
mail verification data in response to receiving at least a por-
tion of mail 1D data.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

The present invention provides a system and method for
providing mail verification data over a wide area network,
such as the Internet, in response (o receiving and authenticat-
ing at least a portion of mail identification (ID) data. In the
detailed description that follows, like element numerals are
used to describe like elements illustrated in one or more
figures.

Preferred embodiments of the present invention operate in 2

accordance with at least one reception device, a mail identi-
fication (ID) device, a memory, and a mail verification appli-
cation adapted to communicate with the reception device over
a wide area network, such as the Interet. FIG. 1 illustrates

one embodiment of the mail verification system 10, which »

includes a mail ID device 110 and a reception device 120
communicating through a wide area network 102, such as the
Internet. It should be appreciate, as depicted in FI1G. 2, that the
reception device(s) 120 includes, but is not limited to, per-
sonal computers, set top boxes, personal digital assistances
(PDAs), mobile phones, land-line phones, televisions, bar
code readers, and all other physically and wirelessly con-
nected reception devices generally known to those skilled in
the art. It should further be appreciated that the number of
reception devices 120 depicted in FIGS. 1 and 2 are merely to
illustrate how the present invention operates, and are not
intended to further limit the present invention.

As shown in FIG. 3, the mail ID device 110 further includes
a mail verification application 112 and a memory 114. The
mail verification application 112 is adapted to store at least a
portion (i.e., a verifying portion) of mail ID data in the
memory 114, receive at least a portion (i.e., an authenticating
portion) of mail ID data from the reception device 120, and
provide mail verification data if the portion of the mail ID data
received from the reception device 120 is authenticated. It
should be appreciated that the mail verification application
112 may farther be adapted to generate the mail ID data and
provide it to an external device (e.g., a printer, etc.) or receive
at least a verifying portion of the mail ID data from an external

device (e.g., a scanner, elc.). [Lshould also be appreciated that s

the mail verification application 112 may exist as a single
application, or as multiple applications (locally and/or
remotely stored) that operate together to perform the verifi-
cation functions as described herein. It should further be

appreciated that the location of the memory device 114 ss

depicted in FIG. 3 is not intended to further limit the present
invention. Thus, a memory device that is, for example, exter-
nal to the mail ID device 110 is within the spirit and scope of
thie present invention.

Referring back to F1G. 1, where the dashed arrows indicate
data transactions and the solid arrow indicates physical move-
ment, mail 1D data 132 is affixed to a mail object 130 (as used
in its broader sense to encompass the packaging that sur-
rounds the content). It should be appreciated that mail ID data
can be encoded/encrypted (e.g., using bar code data, digital
data, etc.) to prevent fraudulent nsage. It should further be
appreciated that atfixing the mail 1D data 132 on the mail
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object 130 includes, but is not limited to, printing or attaching
mail 1D data directly on the outer surface of the mail object
130 or printing/storing the mail 1D data 132 on labels, 1Cs,
smart cards, RI'l) tags, or any other data storage devices (or
materials) generally known to those skilled in the art, and
attaching them to the outer surface of the mail object 130. It
should also be appreciated that the location of the mail ID data
132 on the mail object 130 in FIG. 1 is merely to exemplify
how the invention operates, and is not intended to further [imit
the present invention. Thus, affixing the mail ID data 132 in
some other location, such as over the sealing flap of an enve-
lope, is within the spirit and scope of this invention.

At least a portion (i.e., a verifying portion) of the mail ID
data 132 (either before or after the mail ID data is affixed) is
stored in the mail ID device 110, or more particular (as shown
in F1G. 3) in a memory 114 Jocated within the mail 11> device
116. Specifically, the mail verification application 112 either
receives or generates at least the verifying portion of the mail
1D data 132, The verilying portion is then stored in the
memory 114. In one embodiment of the present invention, the
verifying portion of the mail 1D data includes a identifiable
code portion (e.g., an alpha code, a numeric code, and alpha-
numeric code, a symbolic code, a digital code, etc.), a ship-
ping portion (e.g., ship date, shipping Jocation, shipping
method, etc.), and/or a recipient portion {(e.g., the recipients
name, address, email address, IP address, account number,
social security number, etc.). The mail object 130, which may
further include a mail-to-address 134, a return-mail-address
136, and/or postage 138, can then be manually delivered to a
recipient. It should be appreciated that the mail {D data 132
can also be encoded (e.g., in a bar code, etc.) to include
mail-to-address data, return-mail-address data, and/or post-
age data. In other words, for example, mail 1D data could be
encoded to include both coded data and postage-account data.

Once the recipient (or their designee) receives the mail
object 130, at least an authenticating portion of the mail ID
data 132 is provided to the reception device 120. The recep-
tion device 120, which communicates with the mail ID device
110 over a wide area network 102, transmits at lcast the
authenticating, portion of the mail identification data to the
mail verification application 112 operating on the mail ID
device 110. The mail verification application 112 then com-
pares the authenticating portion of the mail JD data with the
verifying portion stored in memory 114. If the recetved por-
tion is authenticated, or corresponds to the verifying portion
(e.g., matches, is reasonably related, etc.), then mail verifica-
tion data is sent to the reception device 120.

In one embodiment of the present invention, at least a
portion of the mail verification data includes authenticating
data (e.g., image data, audio data, etc.) indicating that the mail
ID data has been authenticated. This would allow, for
example, the reception device 120 to produce at least one
authenticating image on a display and/or perform at least one
authenticating sound on a speaker. In another embodiment of
the present invention at least a portion of the mail verification
data includes securing data (indicating who secured the mail
object), sender data (indicating who sent the mail object),
recipient data (indicating who is to receive the mail object)
and/or additional data (e.g., the contents of the mail object,

o downloadable product data, sender web-page data, third party

advertisements, etc).

In another embodiment of the present invention, the mail
1D device and/or the reception device further include an input
device (e.g., 118, 124) adapted to receive at least a portion of
the matl ID data. It should be appreciated that that the input
devices depicted and discussed herein (e.g., 118, 124)
include, but are not limited to, scanners (e.g., bar code scan-
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ners, etc.), keyboards, RFID readers, smart card readers, IC
readers, and all other input devices generally known to those
skilled in the art.

In another emhodiment of the present invention, the mail
1D device further includes an output device 116 adapted to
affix (e.g., print, store, etc.) the mail 1D data on the mail
object. It should be appreciated that affixing the mail 1D data
on the mail object includes, but is not limited to, printing or
attaching mail 1D data directly on the outer surface of the mail
object or printing/storing the mail ID data on labels, 1Cs,
smart cards, RFID tags, or any other data storage devices (or
materials) generally known to those skilled in the art, and
attaching them to the outer surface of the mail object. It
should further be appreciated that the output device depicted
and described herein (e.g., 116) includes, but 1s not limited to,
printers, data storage device (e.g., device capable of storing
data on ICs, smart cards, RFID tags, etc.), and all other output
devices generally known to those skilled in the ant.

In another embodiment of the present invention, as shown
in FIG. 3, the reception device 120 further includes a mail
authenticating application 122 adapted to receive at least the
authenticating portion of the mail ID data from the input
device 124 and provide at least the authenticating portion of
the mail 1D data to the mail 1D device. It should be appreci-
ated that the mail authenticating application 122 may exist as
asingle application, or as: multiple applications (locally and/
or remotely stored) that operate together to perform the
authenticating functions as described herein.

In one embodiment of the present invention, the mail ID
data farther includes software-booting data adapted to boot
the mail authenticating application, an email application and/
or a browser application. Either one of these applications
could then be used to provide at least an authenticating, por-
tion of said mail ID data to said mail ID device, provide
additional information to said mail ID device (or the sender of
the mail object), and/or receive additional information from
either the mail 11) device, the sender of the mail object, or a
third-party. In another embodiment, the mail verification data
further includes software-booting data adapted to boot an
email application and/or a browser application. Either one of
these applications could then be used to provide additional
information to the mail 1D device and/or receive additional
information from either the mail ID device, the sender of the
mail object, or a third party.

In another embodiment of the invention, the reception
device 120, or more particularly the mail authenticating
application 122 is adapted to provide a reply email to the mait
1D device 130 or the sender of the mail object. This reply
email may either be sent automatically, 1o acknowledge the
reception of the mai} 1D data and/or mail verification data, or
manually, to allow the recipient to communicate with the mail
ID device and/or sender o the mail object. In another embodi-
ment of the invention the mail verification application 112 is
adapted to provide the mail verification data to the reception
device 120 via an email.

In another embodiment of the present invention, the U.S.
Postal Service (or an interim authenticating or screening
entity) is the recipient (as defined by this application) of the
mail object 138, thus interacting wiih the reception device
120 to receive mail verification data. If mail is authenticated
{or approved in the case of screening), the mail object 130 is
forwarded on to the actual intended recipient.

FIG. 4 is a flow chart illustrating one method of providing
mail verification data in response to receiving at least a por-
tion of the mail 1D data. Specifically, in step 402 mail ID data
is affixed to a mail object. At step 404, a verifying portion of
the mail ID data is stored in a memory device. The mail object
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is then delivered to its recipient (or designee) at step 406. At
step 408, a reception device receives at least an authenticating
portion of the mail 1D data. The reception device then pro-
vides at least the authenticating portion to a mail ID device at
step 410. If the authenticating portion of the mail 1D data
corresponds to the verifying portion of the mail ID data, then
nail verification data is provided to the reception device at
step 412. It should be appreciated that storing the verifying
portion of the mail 1D data before the mail 1D data is affixed
1o the mail object is within the spirit and scope of the present
invention.

Having thus described multiple embodiments of a system
and method of providing mail verification data in response to
receiving mail ID data, it should be apparent to those skilled
in the art that certain advantages of the system have been
achieved. It should also be appreciated that various modifi-
cations, adaptations, and alternative embodiments thereof
may be made within the scope and spirit of the present inven-
tion. The invention is further defined by the following claims.

What is claimed is:

1. A method for using a single barcode to verity the authen-
ticity of and identily a sender of'a physical mail object that is
being sent from said sender to a recipient via a mail carrier,
comprising:

a sender of a physical mail object generating a upique
identifier, wherein said unique identifier comprises a
numeric value, can be used by said sender to identify
said physical mail object, and is distinguishable from a
second unique identifier that can be used by said sender
to identify a second physical mail object that is being
sent from said sender to said recipient via said mail
carrier;

encoding at least said unique identifler, sender data and
recipient data into a single barcode, wherein said sender
data identifies said sender of said physical mail object
and said recipient data identifies a recipient of said
physical mail ebject;

storing at least a portion of said encoded data in a database,
said portion comprising at least said unique identifier,
said sender data and said recipient data;

printing said single barcode on said physical mail object;

submitting said physical mail object to a postal carrier;

scanuing by a scanner said single barcode to acquire said
encoded data; and

comparing by a computer at least a portion of said encoded
data to data stored in said database to verify the authen-
ticity of said physical mail object, wherein said at least a
portion of said encoded data comprises at least said
unique identifier, said sender data and said recipient data
and can be used by said postal carrier to identify said
sender of said physical mail object.

2. The method of claim 1, further comprising the step of
sending information pertaining to said physical mail object
electronically to said sender, wherein at least a portion of said
information indicates that said physical mail object has been
received by said mail carrier.

3. The method of claim 1, wherein said step of encoding at
least said unique identifier, sender data and recipient data into
a single barcode further comprises encoding at least said
unique identifier, sender data, recipient data and shipping data
into a single barcode, wherein said shipping data identifies at
least a particular method of shipping said physical mail object
from said sender to said recipient.

4. The method of claim 1, wherein said step of storing at
least a portion of said encoded data in a database further
comprises storing data in said database that can be used to
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identify at least one shipping location of said physical mail
object and at least one ship date of said physical mail object.

5. The method of claim 1, wherein said step of comparing
at least a portion ol said encoded data with data stored in said
database further comprises (1) delivering said physical mail
object directly to said recipient if there is correspondence
between said at least a portion of said encoded data and data
stored in said database and (2) not delivering said physical
mail object directly to said recipient if there is no correspon-
dence between said at least a portion of said encoded data and
data stored in said database. .

6. The method of claim 2, wherein said step of sending
information pertaining to said physical mail object electroni-
cally to said sender further comprises sending an email to said
sender, wherein said email includes said information.

7. The method of claim 1, wherein said step of storing at
least a portion of said encoded data in a database further
comprises storing at least a portion of said encoded data in a
database that is not maintained by said sender.

8. The method of claim 1, wherein said recipient data
identifies said recipient by identifying the destination of said
physical mail object.

9. The method of claim 1, wherein said sender data iden-
tifies said sender by identifying the origin of said physical
mail object.

10. The method of claim 1, wherein said step of submitting
said physical mail object to a postal carrier further comprises
submitting said physical mail object to the United States
Postal Service.

11. The method of claim 1, wherein said step of comparing
at feast a portion of said encoded data to data stored in said
database to verify the authenticity of said physical mail object
further comprises determining of there is correspondence

between said at least a portion of said encoded data and said -

data stored in said database.

12. The method of claim 3, wherein said step of comparing
at least a portion of said encoded data to data stored in said
database further comprising comparing at least said unique
identifier, sender data, recipient data and shipping data to data
stored in said database.

13. A method for using a single barcode to verify the
authenticity of and identify ef a sender of a physical mail
object that is being sent from said sender to a recipient via a
mail carrier, comprising:

a sender of a physical mail object generating a unique
identifier, wherein said unique identifier comprises a
numeric value, can be used by said sender to identify
said physical mail object, and 1s distinguishable from a
second unique identifier that can be used by said sender
to identify a second physical mail object sent from said
sender to said recipient via said mail carrier;

encoding at least said unique identifier, sender data, recipi-
ent data and shipping method data into a single barcode,
wherein said sender data can be used to identify said
sender of said physical mail object and said recipient
data can be used to identify a recipient of said physical
mail object;
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storing at least a portion of said encoded data in a database,
said portion comprising at least said unique identifier,
said sender data and said shipping method data;

printing said single barcode on said physical mail object;

submitting said physical mail object to a postal carrier;

scanning by a scanner said single barcode to acquire said
encoded data; and

comparing by a computer at least a portion of said encoded

data to data stored in said database to verify the authen-
ticity of said physical mail object, wherein said at least a
portion of said encoded data comprises at least said
unique identifier, said sender data and said shipping
method data and can be used by said postal carrier to
identity said sender of said physical mail object.

14. The method of claim 13, further comprising the step of
sending information pertaining to said physical mail object
electronically to said sender, wherein at least a portion of said
information indicates that said physical mail object has been
received by said mail carrer.

15. The method of claim 13, wherein said step of storing at
least a portion of said encoded data in a database further
comprises storing data in said database that can be used to
identify at least one shipping location of said physical mail
object and at least one ship date of said physical mail object.

16. The method of claim 13, wherein said step of compar-
ing at least a portion of said encoded data with data stored in
said database further comprises (1) delivering said physical
mail object directly to said recipient if there is correspon-
dence between said at least a portion of' said encoded data and
data stored in said database and (2) not delivering said physi-
cal mail object directly to said recipient if there is no corre-
spondence between said at least a portion of said encoded data
and data stored in said database.

17. The method of claim 14, wherein said step of sending
information pertaining to said physical mail object electroni-
cally to said sender further comprises sending an email to said
sender, wherein said email includes said information.

18. The method of claim 13, wherein said step of storing at
least a portion of said encoded data in a database further
comprises storing at least a portion of said encoded data in a
database that is not maintained by said sender.

19. The method of clatm 13, wherein said recipient data
identifies said recipient by identifying the destination of said
physical mail object.

20. The method of claim 13, wherein said sender data
identifies said sender by identifying the origin of said physi-
cal mail object.

21. The method of claim 13, wherein said step of submit-
ting said physical mail object 10 a postal carrier further com-
prises submitting said physical mail object to the United
States Postal Service.

22. The method of claim 13, wherein said step ol compar-
ing at least a portion of said encoded datato data stored in said
database to verify the authenticity of said physical mail object
further comprises determining of there is correspondence
between said at least a portion of said encoded data and said
data stored in said database.
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SYSTEM AND METHOD FOR MAIL
VERIFICATION

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims benefit pursuant to 35 U.S.C.
§119(e) of U.S. Provisional Application No. 60/330,031 filed
Oct. 16, 2001, which application 1s specifically incorporated
herein, in its entirety, by reference.

BACKGROUND O THE INVENTION

1. Field of the Invention

The present invention relates to mail verification, and more
particularly to a system and method of authenticating at least
one mail object by providing at least a portion of mail iden-
tification data over a wide area network, such as the Internet,
in order 1o receive mail verification data.

2. Description of Related Art

Currently there arc two ways to provided mail objects (e.g.,
letters, documents, packages, etc.) to an end vser; that being
electronically (e.g., email, etc.) and through traditional mail
services (e.g.. U.S. Postal Service, Federal Express, UPS,
Courier, etc.). However, because certain mail objects cannot
be delivered electronically (either because its impossible or
impractical), they are delivered using traditional mail ser-
vices.

There are several problems with delivering mail objects
through traditional mail services. First, the mail object is
typically secured inside packaging (e.g., envelops, boxes,
etc.) before it is provided to the mail service. Thus, neither the
mail service nor the recipient is aware of the contents of the
package until such package is opened by the recipient. This
creates a problem in that hazardous mail objects (ie.,
Anthrax, explosives, etc.) are not detected until they are
opened by the recipient, thus exposing the recipient to the
hazardous material. It also creates a problem in that mail
objects (in general) are not known until they are opened by the
recipient, thus making it ditficult for the recipient (or his
designee) to properly screen, sort or avoid certain mail objects
(e.g., offensive mail, annoying mail, etc).

Second, a manually delivered mail object is limited to a
one-way production of a finite set of information and/or prod-
ucts. This becomes problematic when the sender of the mail
object is interested in providing or receiving additional infor-
mation (e.g., product instructions, warranty information,
etc.). Finally, contents that can be delivered electronically
(e.g., advertisements, software, etc.) are often included in

mail objects that are delivered via traditional mail services, 5

The drawback with this is that it increases the cost associated
with producing and/or delivering the mail object and increase
the size of the mail object. For at least these reasons, a need
exists in the industry for a system and method of providing
mail verification data in response to receiving mail 1D data
over a wide area network, such as the Internet.

SUMMARY OF THE INVENTION

The present invention provides a system and method for
providing mail verification data over a wide area network,
such as the Internet. in response to receiving and authenticat-
ing at least a portion of mail identification (1) data. Preferred
embodiments of the present invention operate in accordance
with at least one reception device, a mail identification (ID)
device, a memory, and a mail verification application adapted
to communicate with the reception device over a wide area
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network, such as the Internet. Specifically, the mail verifica-
tion application is adapted to store at least a verifying portion
of mail ID data in memory. In one embodiment of the present
mvention, the verifying portion of the mail 1D data includes
an identifiable code portion (e.g., an alpha code, a numeric
code, an alphanumeric code, a symbolic code, a digital code,
etc.), a shipping portion (e.g., ship date, shipping location,
shipping method, etc.) and/or a recipient portion (e.g., the
recipients name, address, email address, TP address, account
number, social security number, etc.). The mail ID data is then
affixed to a mail object. The mail object, which may further
include a mail-to-uddress, a return-mail-address, and/or post-
age, is then manually delivered to a recipient. In one embodi-
ment of the present invention, the mail ID data further
includes mail-to-address data, rehurn-mait-address data, and/
or postage data.

At leastan authenticating portion of the mail ID data is then
provided to the reception device. The reception device, which
comununicates with the mail ID device over a wide area
network, transmits at least the authenticating portion of the
mail ID data to the mail verification application operating on
the mail 1D device. The mail verification application then
compares the authenticating portion of the mail 1D data with
the verifying portion stored in memory. If the authenticating
portion corresponds to the verifying portion (e.g., matches, is
reasonably related, etc.), then mail verification data is sent to
the reception device. In one embodiment of the present inven-
tion, at least a portion of the mail verification data includes
authenticating data (indicating that the mail ID data has been
authenticated), securing data (indicating who secured the
mail object), sender data (indicating who sent the mail
object), recipient data (indicating the intended recipient ofthe
mail object) and/or additional data (e.g., the contents of the
mail object, downloadable product data, sender web-page
information, third party advertisements, etc).

In one embodiment of the present invention, the mail 1D
device further includes an input device adapted to provide at
least a verifying portion of the mail ID data to the mail
verification application and/or an output device adapted to
affix the mail ID data on the mail object. In another embodi-
ment of the present invention, the reception device includes
an input device for receiving at least an authenticating portion
of the mail ID data from the mail object and/or a mail authen-
ticating application adapted to receive at least the authenti-

5 cating portion of the mail ID data from the input device and

provide at least the authenticating portion of the mail 1D data
to the mail ID device. In another embodiment of the present
invention, the U.S. Postal Service {or an interim authenticat-
ing or screening entity) is the recipient of the mail object, thus
interacting with the reception device to receive mail verifica-
tion data.

A more complete underslanding of the system and method
for providing mail verification data in response to receiving at
least a portion of mail ID data will be afforded to those skilled
in the art, as well as a realization of additional advantages and
objects thereof, by a consideration of the following detailed
description of the preferred embodiment. Reference will be
made to the appended sheets of drawings which will first be
described briefly.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 illustrates one embodiment of the mail verification
system.

FIG. 2 illustrates a mail ID device communicating with a
plurality of reception devices over a wide area network, such
as the Internet.
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F1G. 3 illustrates one embodiment of the mail ID device
and the reception device depicted in FIG. 1.

FIG. 4 is a flow chart illustrating one method of providing
mail verification data in response to receiving at least a por-
tion of mail 1D data.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

The present invention provides a system and method for
providing mail verification datla over a wide area network,
such as the Internet, in response to receiving and authenticat-
ing at least a portion of mail identification (ID) data. In the
detailed description that follows, like clement numerals are
used 10 describe like elements illustrated in one or more
figures.

Preferred embodiments of the present invention operate in
accordance with at least one reception device. a mail identi-
fication (1D) device, a memory, and a mail verification appli-

cation adapted to communicate with the reception deviceover »

a wide area network, such as the Internet. FIG. 1 illustrates
one embodiment of the mail verification system 10, which
includes a mail ID device 110 aod a reception device 120
communicating through a wide area network 102, such as the
Internet. It should be appreciate, as depicted in FIG. 2, that the
reception device(s) 120 includes, but is not limited to, per-
sonal computers, set top boxes, personal digital assistances
(PDAs), mobile phones, land-line phones, televisions, bar
code readers, and all other physically and wirelessly con-
nected reception devices generally known to those skilled in
the art. It should further be appreciated that the number of
reception devices 120 depicted in FIGS. 1 and 2 are merely to
illustrate how the present invention operates, and are not
intended to further limit the present invention.

As shown in FIG. 3, the mail ID device 110 further includes
a mail verification application 112 and a memory 114. The
mail verification application 112 is adapted to store at least a
portion (i.e., a verifying portion) of mail 1D data in the
memory 114, receive at least a portion (i.e., an authenticating
portion) of mail ID data from the reception device 120, and
provide mail verification data ifthe portion of the mail ID data
received from the reception device 120 is authenticated. [t
should be appreciated that the mail verification application
112 may further be adapted to generate the mail ID data and
provide it to an external device (e.g., a printer, etc.) or receive
at least a verifying portion of the mail ID data from an external
device (e.g., a scanner, etc.). [t should also be appreciated that
the mail verification application 112 may exist as a single
application, or as multiple applications (locally and/or
remotely stored) that operate together to perform the verifi-
cation functions as described herein. It should further be
appreciated that the location of the memory device 114
depicted in FIG. 3 is not intended to further Jimit the present
invention. Thus, a memory device that is, for example, exter-
nal to the mail ID device 110 is within the spirit and scope of
the present invention.

Referring back to FIG. 1, where the dashed arrows indicate
data transactions and the solid arrow indicates physical move-
ment, mail ID data 132 is affixed to a mail object 136 {as used
in its broader sense to encompass the packaging that sur-
rounds the content). It should be appreciated that mail 1D data
can be encoded/encrypted (e.g., using bar code data, digital
data, etc.) to prevent fraudulent usage. It should further be
appreciated that affixing the mail 1D data 132 on the mail
object 130 includes, but is not limited to, printing or attaching
mail ID data directly on the outer surface of the mail object
130 or printing/storing the mail ID data 132 on labels, ICs,
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smart cards, RFID tags, or any other data storage devices (or
materials) generally known to those skilled in the art, and
attaching them to the outer surface of the mail object 130. It
should also be appreciated that the location of the mail [1) data
132 on the mail object 130 in FIG. 1 is merely to exemplify
how the invention operates, and is not intended to turther Jimit
the present invention. Thus, affixing the mail ID data 132 in
some other location, such as over the sealing flap of an enve-
lope, is within the spirit and scope of this mvention.

At Jeast a portion (1.e., a verifying portion) of the mail ID
data 132 (either before or after the mail 1D data is affixed) is
stored in the mail ID device 110, or more particular (as shown
in FIG. 3) in a memory 114 located within the mail ID device
110. Specifically, the mail verification application 112 either
receives or generates at least the verifying portion of the mail
11> data 132. The verifying portion is then stored in the
memory 114. In oneembodiment of the present invention, the
verifying portion of the mail ID data includes a identifiable
code portion (e.2., an alpha code, a numeric code, and alpha-
numeric code, a symbolic code, a digital code, etc.), a ship-
ping portion (e.g., ship date, shipping location, shipping
method, etc.), and/or a recipient portion (e.g., the recipients
name, address, email address, 1P address, account number,
social security number, etc.). The mail object 130, which may
further include a mail-to-address 134, a return-mail-address
136, and/or postage 138, can then be manually delivered to a
recipient. It should be appreciated that the mail ID data 132
can also be encoded (e.g., in a bar code, etc.) to include
mail-to-address data, return-mail-address data, and/or post-
age data. In other words, for example, mail 113 data could be
encoded to include both coded data and postage-account data.

Once the recipient (or their designee) receives the mail
object 130, at least an authenticating portion of the mail ID
data 132 is provided to the reception device 120. The recep-

5 tion device 120, which communicates with the mail ID device

110 over a wide area network 102, transmits at least the
authenticating portion of the mail identification data to the
mail verification application 112 operating on the mail ID
device 110. The mail verification application 112 then com-
pares the authenticating portion of the mail ID data with the
verifying portion stored in memory 114. If the received por-
tion is authenticated, or corresponds to the veritying portion
(e.g., matches, is reasonably related, etc.), then mail verifica-
tion data is sent to the reception device 120.

In one embodiment of the present invention, at least a
portion of the mail verification data includes authenticating
data (e.g., image data, audio data, etc.) indicating that the mail
ID data has been authenticated. This would allow, for
example, the reception device 120 to produce at least one

v authenticating image on a display and/or perform at least one

authenticating sound on a speaker. In one embodiment of the
present invention, at least a portion of the mail verification
data includes securing data (indicating who secured the mail
object), sender data (indicating who sent the mail object),

s5 recipient data (indicating who is to receive the mail object)

and/or additional data (e.g., the contents of the mail object,
downloadable product data, sender web-page data, third party
advertisements, etc.).

In another embodiment of the prescnt invention, the mail

o ID device and/or the reception device further include an input

device (e.g., 118, 124) adapted to receive at least a portion of
the mail ID data. It should be appreciated that that the input
devices depicted and discussed herein (e.g, 118, 124)
include, but are not limited to, scanners (e.g., bar code scan-

s ners, ctc.), keyboards, RFID readers, smart card readers, IC

readers, and all other input devices penerally known to those
skilled in the art.
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In another embodiment of the present invention, the mail
1D device further includes an output device 116 adapied to
affix (e.g., print, store, etc.) the mail 1D data on the mail
object. It should be appreciated that athixing the mail 1D data
on the mail object includes, but is not limited to, printing or
attaching mail ID data dircctly on the outer surface of the mail
object or printing/storing the mail ID data on labels, ICs,
smart cards, RFID tags, or any other data storage devices (or
materials) generally known to those skilled in the art, and
attaching them to the outer surface of the mail object. It
should further be appreciated that the output device depicted
and described herein (e.g., 116) includes, but is not limited to,
printers, data storage device (e.g., device capable of storing
data on ICs, smart cards, RFID tags, etc.), and all other output
devices generally known to those skilled in the art.

In another embodiment of the present invention, as shown
in FIG. 3, the reception device 120 further includes a mail
authenticating application 122 adapted to receive at least the
authenticating portion of the mail ID data from the input
device 124 and provide at Jeast the authenticating portion of
the mail ID data to the mail ID device. It should be appreci-
ated that the mail authenticating application 122 may exist as
a single application, or as multiple applications (locally and/
or remotely stored) that operate together to perform the
authenticating functions as described herein.

In one embodiment of the present invention, the mail ID
data further includes software-booting data adapted to boot
the mail authenticating application, an email application and/
or a browser application. Either one of these applications
could then be used to provide at east an authenticating por-
tion of said mail ID data to said mail ID device, provide
additional information to said mail ID device (or the senderof
the mail object), and/or receive additional information from
either the mail ID device, the sender of the mail object, or a
third-party. In another embodiment, the mail verification data
further includes software-booting data adapted to boot an
email application and/or a browser application. Fither one of
these applications could then be used to provide additional
information to the mail 1D device and/or receive additional
information from either the mail ID device, the sender of the
mail object, or a third party.

Tn another embodiment of the invention, the reception
device 120, or more particularly the mail authenticating
application 122 is adapted to providea reply email to the mail
ID device 130 or the sender of the mail object. This reply
email may either be sent automatically, to acknowledge the
reception of the mail ]D data and/or mail verification data, or
manually, to allow the recipient to communicate with the mail
11) device and/or sender ofthe mail object. In another embodi-
ment of the invention the mail verification application 112 is
adapted to provide the mail verification data to the reception
device 120 via an email.

In another embodiment of the present invention, the U.S.
Postal Service (or an interim authenticating or screening

entity) is the recipient (as defined by this application) of the :

mail object 130, thus interacting with the reception device
120 to receive mail verification data. If mail is authenticated
(or approved in the case of screening), the mail object 130 is
forwarded on to the actual intended recipient.

FI1G. 4 is a flow chart illustrating one method of providing
mail verification data in response to receiving at least a por-
tion of the mail 1D data. Specifically, in step 402 mail ID data
is affixed to a mail object. At step 404, a verifying portion of
the mail ID data s stored in a memory device. The mail object
is then delivered to its recipient (or designee) at step 406. At
step 408, a reception device receives at least an authenticating,
portion of the mail ID data. The reception device then pro-
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vides at least the authenticating portion to a mail ID device at
step 410. If the authenticating portion of the mail ID data
corresponds to the verifying portion of the mail ID data, then
mail verification data is provided to the reception device at
step 412. Tt should be appreciated that storing the verifying
portion of the mail ID data before the mail ID data is affixed
to the mail object is within the spirit and scope of the present
invention.

Having thus described multiple embodiments of a system
and method of providing mail verification data in response to
receiving mail ID data, it should be apparent to those skilled
in the art that certain advaniages of the system have been
achicved. 1t should also be appreciated that various modifi-
cations, adaptations, and alternative embodiments thereof
may be made within the scope and spirit of the present inven-
tion. The invention is further defined by the following claims.

What is claimed is:

1. A method of verifying mail identification data, compris-
ng:

affixing mail identification data to at least one mai] object,

said mail identification data comprising a single set of
encoded data that includes at least a unique identifier,
sender data, recipient data and shipping method data,
wherein said unique identifier consists of a nmumeric
value assigned by a sender of said at least one mail
object;

storing at least a verifying portion of said mail identifica-

tion data;
receiving by a computer at least an authenticating portion
of said mail identification data from at least one recep-
tion device via a network, wherein said authenticating
portion of said mail identification data comprises at lcast
said sender data and said shipping method data; and

providing by said computer mail verification data via said
network when said authenticating portion of said mail
identification data corresponds with said verifying por-
tion of said mai! identification data.

2. The method of claim 1, wherein said step of affixing mail
identification data further comprises affixing a bar code on
said at least one mail object.

3. The method of claim 1, wherein said step of affixing mail
identification data further comprises printing said mail iden-
tification data at least indirectly on said at least one mail
object,

4. The method of claim 1, wherein said step of affixing mail
identification data further comprises storing said mail identi-
fication data on a device attached to said at least one mail
object.

5. The method of claim 1, wherein said step of receiving at
least an authenticating portion of said mail identification data
further comprises receiving at least said authenticating por-
tion of said mail identilication data from said at least one
reception device via said network, wherein said authenticat-
ing portion of said mail identification data further comprises
at least said unique identifier.

6. The method of claim 5, wherein said step of atfixing mail
identification data further comprises affixing at least a human
readable version of said unique identifier on said at Jeast one
maij object.

7. The method of claim 5, wherein said step of affixing mail
identification data further comprises affixing at least a human
readable version of recipient data on said at least one mail
object.

8. The method of claim 5, wherein said step of allixing mail

s identification data further comprises affixing at least a human

readable version of said sender data on said at least one mail
object.
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9. The method of claim 1, wherein said step of receiving at
least an authenticating portion of said mail identification data
further comprises receiving at least said authenticating por-
tion of said mail identification data from said at least one
reception device via said network, wherein said authenticat-
ing portion of said mail identification data further comprises
at least said recipient data.
10. The method of claim 1, wherein said step of receiving
at least an authenticating portion of said mail identification
data further comprises receiving at least said authenticating
portion of said mail identification data from said at least one
reception device via said network, wherein said authenticat-
ing portion of said mail identification data further comprises
at Jeast said recipient data and said unique identifier.
11. The method of ctaim 1, where said step of providing
mail verification data further comprises providing said mail
verification data to said at least one reception device.
12. The methed of claim 1, wherein said step of providing
mail verification data further comprises providing at least
authenticating data to said at least one reception device.
13. The method of claim 1, wherein said step of providing
mail verification data further comprises providing said mail
verification data to a recipient of said at least one mail object.
14. The method of claim 13, wherein said step of providing
mail verification data further comprises providing said mail
verification data to said recipient of said at least one mail
object via an email.
15. The method of claim 13, wherein said step of providing
mail verification data further comprises providing at least said
sender data to said recipient of said at least one mail object.
16. The method of claim 1, further comprising the step of
sending a web page to a sender of said at least one mail object,
said web page including data related to said at least one mail
object.
17. The method of claim 1, further comprising the step of
sending an email to a sender of said at least one mail object,
said email including data related to said at least one mail
object.
18. A method of verifying mail identification dala, com-
prising:
receiving said mail identification data from a mail object,
said mail identification data comprising a single set of
encoded data that includes at least a unique identifier,
recipient data, shipping method data and sender data,
wherein said unique identifier consists of a numeric
value that is assigned by a sender of said mail object;

providing by at least one computer at Jeast said sender data
and said shipping method data to a mail identification
device over a network;

receiving by said at least one computer mail verification

data from said mail identification device when said at
least said sender data and said shipping method data are
stored on said mail identification device, said mail veri-

fication data indicating, at least in part, that said at least s

one mail object was senl by an identifiable entity, and
therefore traceable to a source; and
routing said at least one mail object to be delivered to a
recipient if said mail verification data is
19. The method of claim 18, wherein said steps of provid-
ing at least said sender data and said shipping method data and
receiving mail verification data further comprises providing,
at least said recipient data to said mail identification device
over said network and receiving said mail verification data
from said mail identification device if said sender data, said

racaiued
receivea.

shipping method data and said at least said recipient data are
stored on said mail identification device.
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20. The method of claim 19, wherein said steps of provid-
ing at Jeast said sender data, said shipping method data and
said recipient data and receiving mail verification data further
comprises providing at least said unique identifier to said mail
identification device over said network and receiving said
mail verification data from said mail identification device if
said sender data, said unique identifier, said recipient data and
said shipping method data are stored on said mail identifica-
tion device.

21. The method of claim 18, wherein said steps of provid-
ing atleast said sender data and said shipping method dataand
recetving mail verification data further comprises providing
at least said unique identifier to said mail identification device
over said network and receiving mail verification data from
said mail identification device if said sender data, said ship-
ping method data and said at least said unique identifier are
stored on said mail identification device.

22. The method of claim 18, further comprising using said
mail identification data to generate an email addressed to said
mail identification device.

23. The method of claim 18, further comprising using said
mail identification data to generate an email addressed to a
sender of said mail object.

24. The method of claim 18, further comprising booting a
mail authenticating application in response to receiving said
mail identification data.

25. The method of claim 18, further comprising producing
an authenticating image on a display after said mail verifica-
tion data is received.

26. The method of claim 18, further comprising producing
anauthenticating-sound on at least one speaker after said mail
verification data is received.

27. The method of claim 18, further comprising the step of
sending a web page to a sender of said mail object, said web
page including data related to said mail object.

28. The method of claim 27, wherein said steps of provid-
ing at least said sender data and said shipping method dataand
receiving mail verification data further comprises providing
at least said unique identifier to said mail identification device
over said network and receiving, said mail verification data
from said mail identification device if said sender data, said
shipping method data and said at least said unique identifier
are stored on said mail identification device.

29. The method of claim 28, wherein said steps of provid-
ing at least said sender data, said shipping method data and
said unique identifier and receiving mail verification data
further comprises providing at least said recipient data to said
mail identification device over said network and receiving
said mail verification data from said mail identification device
if said sender data, said shipping method data, said unique
identifier and said at least said recipient data are stored on said
mail identification device.

30. The method of claim 18, further comprising the step of
storing a shipping location of said mail object on said mail
identification device.

31. The method of claim 18, further comprising the step of’
storing a shipping date of said mail object on said mail iden-
tification device.

32. The method of claim 18, further comprising the step of
sending an email to a sender of said mail object, said email
including data related to said mail object.

33. A mail verification system for authenticating at least
one mail object, said at least one mail object being a physical
object and including mail identification data, comprising;

65 atleast one mail verification device adapted to communi-
cate withat least one reception device via a network, said
at least one mail verification device comprising;

_34.

EXHIBIT 2



Case 8:12-cv-01090-DOC-MLG Document 78 Filed 02/07/13 Page 35 of 50 Page ID #:870

US 7,818,268 B2

9

a memory; and
a mail verification application adapted to:
store at least a verifying portion of mail identification
data in said memory, said mail identification data
comprising a single set of encoded data that
includes at least a unique identifier, sender infor-
mation, recipient information and shipping method
information, wherein said unique identifier con-
sists of'a mumeric value assigned by a sender of said
at least one mail object;
receive at Jeast an authenticating portion of said mail
identification data [rom said at least one reception
device via said network, wherein said authenticat-
ing portion comprises at Jeast said sender informa-
tion and said shipping method information; and
provide mail verification data via said network if at
least said authenticating portion of said mail iden-
tification data correspouds to said verifying portion
of said mail identification data.

34. The mail verification system of claim 33, wherein a
portion of said mail verification application under said send-
er’s control is further adapted to generate at least said verify-
g portion of said mail identification data.

35. The mail verification system of claim 34 further com-
prising an output device adapted to affix said mail identifica-
tion data on said at least one mail object.

36. The mail verification system of claim 35, wherein said
output device is adapted to affix said mail identification data
on said at least one mail object by printing said mail identi-
fication data on at least one label.

37. The mail verification system of claim 35, wherein said
output device is adapted to affix said mail identification data
on said at least one mail object by storing said mail identifi-
cation data on at least one tag.

38. The mail verification system of claim 33 further com- 3

prising an input device adapted to receive at least said veri-
tying portion of said mail identification data.

39. The mail verification system of claim 33, wherein said
authenticating portion of said mail identification data further
includes at least said unique identifier.

40. The mail verification system of claim 39, wherein said
authenticating portion of said mail identification data further
includes at least said recipient information.

41. The mail verification system of claim 33, wherein said
mail identification data is encoded on said at least one mail
object through a bar code.

42. The mail verification system of claim 33, wherein a
portion of said mail verification application under said send-
er’s control is further adapted to generate at least said unique
identifier.

43. The mail verification system of claim 33, wherein said
mail identification data further includes at least postage data.
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44. The mail venification system of claim 33, wherein said
mail verification data includes at least authenticating data.

45. The mail verification system of claim 33, wherein said
mail venification data includes at least said sender informa-
tion.

46. The mail verification system of claim 33, wherein said
mail identification data includes at least mail-object-content
data.

47. The mail verification system of claim 33, wherein said
mail verification data includes at least securing data.

48. The mail verification system of claim 33, wherein said
mail verification application is further adapted to send an
email in response to receiving said authenticating portion of
said mail identification data.

49. The mail verification system of claim 33, wherein said
mail verification application is further adapted to send an
email if said authenticating portion of said mail identification
data corresponds to said verifying portion of said mail iden-
tification data.

50. The mail verification system of claim 33, further com-
prising said at least one reception device.

51. The mail verification system of claim 50, wherein said
at least one reception device comprises an input device for
receiving at least a portion of said mail identification data
from said at least one mail object.

52. The mail verification system of claim 51, wherein said
at least one reception device further comprises a mail authen-
ticating application adapted to:

receive said at least a portion of said mail identification

data from said input device; and

provide at least said authenticating portion of said mail

identification data to said at least one mail verification
device.

53. The mail verification system of claim 52, wherein said
at least one reception device further includes a display, said
mail authenticating application being further adapted to dis-
play at least one anthenticating image on said display if said
mail verification data is not received.

54. The mail verification system of ¢laim 52, wherein said
at least one reception device further includes at least one
speaker, said mail authenticating application being further
adapted to produce at least one authenticating sound on said
at least one speaker if said mail verification data is not
received.

55, The mail verification system of claim 52, wherein said
mail authenticating application is further adapted to send an
email in response to receiving said mail identification data.

56. The mail verification system of claim 52, wherein said
mail authenticating application is further adapted to send an
email in response to receiving said mail verification data.



Case 8:12-cv-01090-DOC-MLG Document 78 Filed 02/07/13 Page 36 of 50 Page ID #:871

EXHIBIT 3

-36 -
EXHIBIT 3



Case 8:12-cv-01090-DOC-MLG Document 78 Filed 02/07/13 Page 37 of 50 Page ID #:872

(12)

United States Patent

Fitzsimmons

FCE DR 000 0 A

US 8,073,787 B2
*Pec. 6, 2011

(10y Patent No.:
(45) Date of Patent:

(54)

(76)

")

(21)
(22)

(65)

(63)

(60)

(1)

(52)

(58)

(56

SYSTEM AND METHOD FOR MAIL
VERIFICATION
Inventor: Todd E. Fitzsimmons, Long Beach. CA
(Us)
Notice:  Subjeet to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 431 days.
This patent is subject to a terminal dis-
claimer.
Appl. No.: 12/454,052
Filed: May 11, 2009
Prior Publication Data
LIS 2009/0287344 Al Nov. 19, 2009
Related U.S. Application Data
Continuation of application No. 10/271,471, filed on
Oct. 15, 2002, now Pat. No. 7,818,268.
Provisional application No. 60/330,031, filed on Oct.
16, 2001.
Int. Cl.
GU6F 17/00 (2006.01)
GO6F 21/00 (2006.01)
GO6Q 10/00 (2006.01)
G06Q 20/00 (2006.01)
GO7B 17/02 (2006.01)
US.CL ... 705/401;705/1.1; 70564, 705/402;
705/408; 713/186
Field of Classification Search .................. 705/1.1,
705/64, 401, 402, 408, 713/136
See application file for complete search history.
References Cited
U.S. PATENT DOCUMENTS
4,558,318 A 12/1985 Katz et al.
5,043,908 A 8/1991 Manduley et al.

STORE AT LEADT A YERSTIG FORTION OF
Teun,

5,684,705 A 11/1997 Herbert
5,963.927 A 10/1999 Herbert
5,984.366 A 11/1699  Priddy
6,260,029 Bl 7/2001 Critelli
6,289,323 Bl 9/2001 Gordon et al.
6,510.992 B2 1/2003 Wells et al.
6,539.360 B! 3/2003 Kadaba
6,810,408 Bl 1072004 Bates et al.
7,200,753 B! 4/2007 Shinzaki et al.
7.305.104 B2 12/2007 Carretal.
2002/0029152 Al /2002 Lee etal.
(Continucd)
FOREIGN PATENT DOCUMENTS
Jp 09-09993 1 4/1997
(Continued)

Primary Examiner — Fadey Jabr

(57) ABSTRACT

A system and method is provided for transmitting mail veri-
fication data over a wide area network, such as the Internet, in
response to receiving and authenticating at least a portion of
mail identification (ID) data. In one embodiment of the
present invention, a mail verification application is adapted to
store at least a verifying portion (e.g., an identifiable code
portion, a shipping portion, a recipient portion, etc.) of mail
ID data in memory. The mail ID data is then affixed to a mail
object. The mail object is then manually delivered to a recipi-
ent. At Jeast an authenticating portion of the mail 1D data is
then provided to a reception device. 'the reception device,
which communicates with the mail 1D device over a wide area
network, transmits at least the authenticating portion of the
mail D data to the mail verification application operating on
the mail 1D device. The mail verification application then
compares the authenticating portion of the mail ID data with
the verifying portion stored in memory. If the authenticating
portion of the mail ID data is authenticated, mail verification
data is sent to the reception device. In one embodiment of the
present invention, at least a portion of the mail verification
data incjudes authenticating data, securing data, sender data,
recipient data, mail-content data, downloadable-product
data, sender-web-page data, and/or third-party-web-page
data.
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SYSTEM AND METHOD FOR MAIL
VERIFICATION

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a continuation of U.S. patent applica-
tion Ser. No. 10/271,471, filed Oct. 15, 2002, now U.S. Pat.
No. 7,818,268 which claims the benetit pursvantto 35U.S.C.
§119(e) of U.S. Provisional Patent Application No. 60/330,
031 filed Oct. 16, 2001, which applications are specifically
incorporated herein, in their entirety, by reference.

BACKGROUND OF TIIE INVENTION

1. Field of the Invention
The present invention relates to mail verification, and more
particularly to a system and method of authenticating at least

one mail object by providing at least a portion of mail iden-

tification data over a wide area network, such as the Intemet,
in order to receive mail verification data.

2. Description of Related Art

Currently there are two ways to provided mail objects (e.g.,
letters, documents, packages, etc.) to an end user; that being
electronically (e.g., ematl, etc.) and through traditional mail
services (e.g., U.S. Postal Service, Federal Express, UPS,
Courier, etc.). However, because certain mail objects cannot
be delivered electionically (either because its impossible or
impractical), they arc delivered using traditional mail ser-
vices.

There are several problems with delivering mail objects
through traditional mail services. First, the mail abject is
typically secured inside packaging (e.g.. envelops, boxes,
ele,) belore it is pruvided (o the mail service. Thus, netther the
mail service nor the recipient is aware of the contents of the
package until such package is opened by the recipient. This
creates a problem in that hazardous mail objects (ie,
Anthrax, explosives, etc.) are not detected unu! they are
opened by the recipient, thus exposing the recipient to the
hazardous material. 1t also creates a problem in that iail
objects (in general) are not known until they are opened by the
recipient, thus making it difficult for the recipient (or his
designee) to properly screen, sort or avoid certain mail objects
(e.g., oftensive mail, annoying mail, eic).

Second, a manually delivered mail object is limited to a
one-way production of a finite set of information and/or prod-
ucts. This becomes problematic when the sender of the mail
object is interested in providing or receiving additional infor-

mation (e.g., product instructions, warranty information,

etc.). Finally, contents that can be delivered electronically
(e.g., advertisements, sofiware, etc.) are often included in
mail objects that are delivered via traditional mail services.
The drawback with this is that it increases the cost associated

with producing and/or delivering the mail object and increase

the size of the mail object. For at least these reasons, a need
exists in the industry for a system and method of providing
mail verification data in response to receiving mail 11D data
over a wide area network, such as the Internet.

SUMMARY OF THE INVENTION

The present invention provides a system and method for
providing mail verification data over a wide area network,
such as the Internet, in response 1o receiving and authenticat-
ing at Jeast a portion of mail identitication (1D) data. Preferred
embodiments of the present invention operate in accordance

_42.
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with at least une reception device, a mail identification (1D)
device, a memory, and a mail verification application adapted
to communicate with the reception device over a wide area
network, such as the Internet. Specifically, the mail verifica-
tion application is adapted to store at least a verifying portion
of mail ID data in memory. In one embodiment of the present
invention, the verifying portion of the mail 1D data includes
an identifiable codc portion (c.g., an alpha code, a numeric
code, an alphanumeric code, a symbolic code, a digital code,
elc.), a shipping portion (e.g., ship date, shipping location,
shipping method, etc.) and/or a recipient portion (e.g.. the
recipients name, address, email address, IP address, account
number, social security number, etc.). The mail 1) data is then
affixed to a mail object. The mail object, which may further
include a mail-to-address, a return-mail-address, and/or post-
agc, is then manually delivered to a recipient. In onc embodi-
ment of the present invention, the mail ID data further
includes mail-to-address data, return-mail-address data, and/
or postage data.

At least an authenticating portion ofthe mail 1D data is then
provided o the reception device. The reception device, which
communicates with the mail ID device over a wide area
network, transmits at least the authenticating portion of the
mail ID data to the mail verification application operating on
the mail 1D device. The mail verification application then
compares the authenticating portion of the mail 11) data with
the verifying portion stored in memory. If the authenticating
portion corresponds to the verifying portion (e.g., matches, is
reasonably related, etc.), then mail verification data is sent to
the reception device. In one embodiment of the present inven-
lion, at least a portion of the mail verification data includes
authenticating data (indicating that the mail ID data has been
authenticated), securing data (indicating who secured the
mail object), sender data (indicating who sent the mail
object), recipient data (indicating the intended recipient of the
mail object) and/or additional data (e.g., the contents of the
mail object, downloadable product data, sender web-page
information, third party advertisements, etc).

In une embodiment of the present invention, the mail 1D
device further includes an input device adapted to provide at
least a verifying portion of the mail ID data to the mail
verification application and/or an output device adapted to
affix the mail 1D data on the mail object. In another embodi-
ment of the present invention, the reception device includes
an input device for receiving atleast an authenticating portion
of the mail 1D data from the mail object and/or a mail authen-
ticating application adapted to receive at least the authenti-
cating portion of the mail 1D data from the input device and
provide at least the authenticating portion of the mail ID data
to the mail ID device. In another embodiment of the present
invention, the U.S, Postal Service (or an interim authenticat-
ing or screening entity)is the recipient of the mail object, thus
interacting with the reception device to recetve mail verifica-
tion data.

A more complete understanding of the system and method
forproviding mail verification data in response (o receiving at
least a portion of mail ID data will be afforded to those skilled
in the art, as well as a realization of additional advantages and
objects thereof, by a consideration of the following detailed
description of the preferred embodiment. Reference will be
made to the appended sheets of drawings which will first be
described briefly.
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BRIEF DESCRIPTION OF THE DRAWINGS

[1G. 1 illustrates one embodiment of the mail verification
systen.

FIG. 2 illustrates a mai} 1D device communicating with a
plurality of reception devices over a wide area network. such
as the Internet.

FIG. 3 illustrates one embodiment of the mail 1D device
and the reception device depicted in FIG. 1.

FIG. 4 is a flow chart illustrating onc method of providing
mail verification data in response to receiving af least a por-
tion of matl 1LY data.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

The present invention provides a system and method for
providing mail verification data over a wide area network,
such as the Internet, in response 1o receiving and authenticat-

ing at least a portion of mail identification (ID) data. In the 2

detailed description that follows, like clement numerals arc
used to describe like elements illustrated in one or more
figures.

Preferred embodiments of the present invention operate in
accordance with at least one reception device, a mail identi-
fication (1D) device, a memory, and a matl verification appli-
cation adapted to communicate with the reception device over
a wide area network, such as the Internet. FIG. 1 illustrates
one embodiment of the mail verification system 10, which
includes a mail 11} device 110 and a reception device 120
communicating through a wide area network 102, such as the
Internel. It should be appreciate, as depicted in F1G. 2, that the
reception device(s) 120 includes, but is not limited to, per-
sonal computers, set top boxes, personal digital assistances
(PDAs), mobile phones, land-line phones, televisions, bar
code readers, and all other physically and wirelessly con-
nected reception devices generally known to those skilied in
the art. It should further be appreciated (hat the number of
reception devices 120 depicted in FIGS. 1 and 2 are merely to
illustrate how the present invention operates, and arc not
intended to further limit the present invention.

Asshown in F1G. 3, the mail 1D device 110 further includes
a mail verification application 112 and a memory 114. The
mail verification application 112 is adapted to store at least a
poriion (i.e., a verifying portion) of mail ID data in the
memory 114, receive at least a portion (1.¢., an authenticating
portion) of mail 1D data from the reception device 120, and
provide mail verification data if the portion of the mait ID data
recetved from the reception device 120 is authenticated. It

should be appreciated that the mail verification application 5

112 may further be adapled o generate the mail 1D data and
provide it to an external device (e.g., a printer, etc.) or receive
atleast a verifying portion of the mail ID data from an external
device (e.g., a scanner, etc.). It should also be appreciated that

the mail verification application 112 may exist as a single

application, or as multiple applications (locally and/or
remotely stored) that vperale together to perform the verifi-
cation functions as described herein. It should further be
appreciated that the location of the memory device 114
depicted in F1G. 3 is not intended to further limit the present
invention. Thus, a memory device that is, for example, exter-
nal to the mail ID device 110 is within the spirit and scope of
the present invention.

Referring back to IFIG. 1, where the dashed arrows indicate
data transactions and the solid arrow indicates physicalmove-
ment, mail ID data 132 is affixed to a mail object 130 (as used
in its broader sense to encompass the packaging that sur-
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rounds the content). It should be appreciated that mail 1D data
can be encoded/encrypted (e.g., using bar code data, digital
data, etc.) to prevent fraudulent vsage. It should forther be
appreciated that affixing the mail 1D data 132 on the mail
object 130 includes, but s not limited to, printing or attaching
mail 1D data directly on the outer surface of the mail object
130 or printing/storing, the mail 1D data 132 on labels, 1Cs,
smart cards, RIFID tags, or any other data storage devices (or
materials) generally known to those skilled in the art, and
attaching them to the outer surface of the mail object 130. It
should also be appreciated that the location of the mazl ID data
132 on the mail object 130 in FIG. 1 is merely to exemplify
how the invention operates, and is notintended to further Jimit
the present invention. Thus, affixing the mail ID data 132 in
some other location, such as over the scaling flap of an cnve-
lope, is within the spirit and scope of this invention.

At least a portion (i.e., a verifying portion) of the mail ID
data 132 (either before or after the mail 1D data is affixed) is
stored in the mail ID device 110, or more particular (as shown
in FIG. 3) in a memory 114 located within the mail ID device
1190. Specifically, the mail verification application 112 cither
receives or generates at least the veritying portion of the mail
ID data 132. The verifying portion is then stored in the
memory 114. In oneembodiment of the present invention, the
verifying portion of the mail ID data includes a identifiable
code portion (e.g., an alpha code, a numeric code, and alpha-
numeric code, a symbolic code, a digital code, etc.), a ship-
ping portion (e.g., ship date, shipping location, shipping
method, etc.), and/or a recipient portion (e.g., the recipients
name, address, email address, TP address. account number,
social security number, etc.). The mat} object 130, which may
further include a mail-lo-address 134, a return-mail-address
136, and/or postage 138, can then be manually delivered to a
recipient. It should be appreciated that the mail 1D data 132
can also be encoded (e.g.. in a bar code, etc.) to inchude
mail-to-address data, retuirn-mail-address data, and/or post-
age data. In other words, for example, mail 1D data could be
encoded to include both coded data and postage-account data.

Once the recipient (or their designee) receives the mail
object 130, at Icast an authenticating portion of the mail 1D
data 132 is provided to the reception device 120. The recep-
tion device 120, which communicates with the mail 1D device
110 over a wide area network 102, transmits at least the
authenticating portion of the mail identification data to the
mail verification application 112 operating on the mail ID
device 110. The mail verification application 112 then com-
pares the authenticating portion of the mail ID data with the
veritying portion stored in memory 114. If the received por-
tion is authenticated, or corresponds to the verifying portion
(e.g., matches, is reasonably related, etc.), then mail verifica-
Gion data is sent to the reception device 120.

In one embodiment of the present invention, at least a
portion of the mail verification data includes authenticating
data(e.g., image data, audio data, etc.) indicating that the mail
11D data has been authenticated. This would allow, for
example, the reception device 120 to produce at least one
authenticating image on a display and/or perform at least one
authenticating sound on a speaker. In another embodiment of
the present invention at least a portion of the muii verification
data includes securing data (indicating who secured the mail
object), sender data (indicating who sent the mail ohject),
recipient data (indicating who is to receive the mail object)
and/or additional data (e.g., the contents of the mail object,
downloadable product data, sender web-page data, third party
advertisements, ctc).

In another embodiment of the present invention, the mail
ID device and/or the reception device further include an input
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device (e.g., 118,124) adapted 10 receive at leasl g portion of
the mail ID data. It should be appreciated that that the input
devices depicted and discussed herein (e.g., 118, 124)
include, but arc not limited to, scanners (¢.g., bar code scan-
ners, etc.), keyboards, RFID readers. smart card readers, IC
readers, and all other input devices generally known to those
skilled in the art.

In another embodiment of the present invention, the mail
iD device further includes an output device 116 adapted to
atfix (e.g., print, store, etc.) the mail ID data on the mail
object. Tt should be appreciated that affixing the mail 11 data
on the mail object includes, but is not limited to, printing or
attaching mail ID data directly on the outer surface of the mail
object or printing/storing the mail ID data on labels, I1Cs,
smart cards, RFID tags, or any other data slorage devices (or
materials) generally known to those skilled in the art, and
attaching them to the outer surface of the mail object. It
should further be appreciated that the output device depicted
and described herein{e.g., 116} includes, but is not limited to,
printers, data storage device (e.g., device capable of storing
data on ICs, smart cards, RFID tags, etc.), and all other output
devices generally known to those skilled in the art.

In another embodiment of the present invention, as shown
in FIG. 3, the reception device 120 further includes a mail
authenticaling application 122 adapted to receive at least the
authenticating portion of the mail ID data from the input
device 124 and provide at least the authenticating portion of
the mail ID data to the mail ID device. It should be appreci-
ated that the mail anthenticating application 122 may exist as
a single application, or as multiple applications (locally and/
or remotely stored) that operate together to perform the
authenticating functions as described herein.

In one embodiment of the present invention, the mail ID
data further includes software-booting data adapted 1o boot
the mail authenticating application, an email application and/
or a browser application. Either one of these applications
could then be used (0 provide at least an authenticating por-
tion of said mail 1D data to said mail 1D device, provide
additional information to said mail ID device (or the sender of
the mail object), and/or receive additional information from
either the mail ID) device, the sender of the mail object, or a
third-party. In another embodiment, the mail verification data
further includes software-hooting data adapted to boot an
email application and/or a browser application. Either one of
these applications could then be used to provide additional
information to the mai} 1D device and/or receive additional
information from either the mail ID device, the sender of the
mail object, or a third party.

In another embodiment of the invention, the reception 3

device 120, or more particularly the mail authenticating
application 122 is adapted to provide a reply email to the mail
ID device 130 cr the sender of the mail object. This reply
email may either be sent automatically, to acknowledge the

reception of the mail 1D data and/or mail verification data, or s:

manually, to allow the recipient to communicate with the mail
1D device and/or sender of the mail object. In anotherembuodi-
ment of the invention the mail verification application 112 is
adapted to provide the mail verification data to the reception
device 120 via an email.

In another emhodiment of the present invention, the U.S.
Postal Service (or an interim authenticating or screening
entity) is the recipient (as defined by this application) ol the
matl object 130, thus interacting with the reception device
120 to receive mail verification data. If mail is authenticated
(or approved in the case of screening), the mail object 130 is
forwarded on to the actual intended recipient.
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F1G. 4 is a flow chart illustrating one method of providing
mail verification data in response to receiving at least a por-
tion of the mail ID data. Specifically, in step 402 mail 1D data
1s affixed to a mail object. At step 404, a verifying portion of
the mail 1D data is stored in a memory device. The mai] object
is then delivered to its recipient (or designee) at step 406. At
step 408, a reception devicereceives at least an authenticating
portion of the mail 1D data. The reception device then pro-
vides at least the anthenticating portion to a mai} 1D device at
step 410. If the authenticating portion of the mail 1D data
corresponds to the verifying portion of the mail I data, then
mail verification data is provided to the reception device at
step 412. It should be appreciated that storing the verifying
portion of the mail 1D data before the mail ID data is affixed
10 the mail object is within the spirit and scope of the present
vention.

ITaving thus described multiple embodiments of a system
and method of providing mail verification data in responsc to
receiving mail ID data, it should be apparent to those skilled
in the art that certain advantages of the system have been
achieved. 1t should also be appreciated that various modifi-
cations, adaptations, and alternative embodiments thereof
may be made within the scope and spirit of the present inven-
tion. The invention is further defined by the following claims,

What is claimed is:

1. A system for authenticating a mail object, said mail
object being provided to a mail carrier and including mail
identification data affixed on said mail object in a single
barcode, comprising:

a firsl computer configured to communicate at least a lirst
portion of said mail identification data over a network,
said mail identification data including a shipping por-
tion, a recipient portion, a sender portion, and an iden-
tifier portion, wherein said shipping portion includes
shipping method data, said recipient portion includes an
address of a recipient of said mail object, and said iden-
tifier portion includes a unique identifier that consists of
anumeric value assigned by a sender of said mail object;

a database; and

a second computer comprising a verification application,
said second computer being configured to receive at
least said first portion of said mail identification data
from said first computer via said network, said first por-
tion of said mail identification data consisting of said
shipping portion, said sender portion and said identifier
portion;

wherein said verification application is in communication
with said database and configured 10 authenticate said
first portion ol said mailidentification data by determin-
ing whether said first portion of said mail identification
data is stored in said database and providing verifying
data to said first computer via said network, said verify-
ing data indicating whether said first portion of said mail
identification data is stored in said database, wherein at
least a portion of said [irst portion can be used by said
mail carrier to identify said sender of said mail object.

2. The system of claim 1, wherein said first computer is
further configured to generate said unique identifier.

3. The system of claim 1, wherein said first computer
further comprises an output device for affixing said barcode
onto said mail object.

4. The system of claim 3, wherein said first computer is
further configured to encode said mail identification data into
said barcode prior to said barcode being affixed to said mail
object.
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5. The system of claim 4, wherein said first computer s
further configured to encrypt said mail identification data
betore it is encoded into said barcode.

6. The system of claim 1, wherein said sender portion
includes data that is assigned by said mail carrier and can be
used by said mail carrier to identify said sender of said mail
object.

7. The system of claim 6, wherein said verifying data
further includes postage data pertaining to said mail object.

8. The system ol claim 7, wherein said verification appli-
cation is further configured to determine whether said first
portion of said mail identification data is stored in said data-
base and to provide said verifying data to said first computer
before said mail object is accepted by said mail carrier.

9. The system ol claim 6, wherein said first computer is
further confligured to communicate said first portion of said
mail identification data to said second computer before said
mail object is provided to said mail carrier.

10. The system of claim 1, wherein said verifying data
further includes postage data pertaining to said mail object.

11. The system of claim 10, wherein said verification appli-
cation is further configured to generate an email concerning,
said verifying data and provide said email to said first com-
puter.

12. The system of claim 1, wherein said verification appli-
cation is further configured to determine whether said first
portion of said mail identification data is stored in said data-
base and to provide said verifying data to said first computer
before said mail object is accepted by said mail carrier.

13. The system of claim 1. wherein said first computer is
further configured to communicate second mail identification
data to said second computer, said second mail identification
data being affixed in a single barcode to a second mail object
provided to said mail carricr, wherein said second mail iden-
tification data includes sender data and a second unique iden-
tifier assigned by said sender, and said verification application
is further configured to determine whether said second mail
identification data is stored in said database, wherein said
veritying data further indicates whether said second mail
identification data is stored in said database.

14. The system of claim 13, wherein said verifying data
further inchades content data pertaining to said second mail
object.

15. The system of claim 13, wherein said verifying data
further includes postage data pertaining to said second mail
object.

16. The system of claim 14, wherein said second mail

identification data further includes destination data and ship- 5

ping method data.

17. A method for authenticating a mail object, said mail
object including mail identification data affixed on said mail
object as a single barcode, comprising:

communicating by at least one computer at least a first

portion of said mail identification data over a network,
said mail identification data includes a shipping, portion,
a recipient portion, a sender portion, and an identifier
portion, wherein said shipping portion includes shipping
method data, said recipient portion includes destination
data of said mail object, and said identifier portion con-
sists of a numeric value assigned by a sender of said mail
object; and

receiving by a second computer at least said first portion of

soid mail identification data, said first portion of said
mail identification data consisting of said shipping por-
tion, said sender portion and said identifier portion;
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determining by said second computer whether said first
portion of said mail identification data is stored in a
database in communication with said second computer;
and

generating at least one electronic file in response to said

step of determining whether said first portion is stored
on said database, said at least one electronic file com-
prising verification data and postage data, said verifica-
tion data providing whether said first portion of said mail
identification dala is stored in said database;

wherein said at least one electronic file is accessible to said

at least one computer and at least a portion of said first
portion of said mail identification data can be used by a
mail carrier to identify said sender.

18. The method of claim 17, [urther comprising:

encoding said mail identification data in said single bar-

code;

affixing by an output device said single barcode on said

mail objeet; and

providing said mail object 1o said mail carrier.

19. The method of claim 18, further comprising using an
algorithm to digitally code said mail identification data prior
to encoding said mail identification data in said single bar-
code.

20. The method of claim 18, wherein said sender portion
includes sender data that is assigned by said mail carrier,
wherein said sender data can be used by said mail carrier to
identify said sender of said mail object.

21. The method of claim 20, wherein said steps of deter-
mining whether said first portion of said mail identification
datais stored in said database and generating said at leas! one
electronic file are performed before said mail object is
accepted by said mail carrier.

22. The method of claim 20, further comprising:

communicating by said at least one computer second mail

identification data to said second computer, said second
mail identification data being aflixed as a single barcode
on a second object provided to said mail carrier and
including at least said scnder data and an identifier
assigned by said sender;

determining by said second computer whether said second

mail identification data is stored in said database,
wherein said verification data further provides whether
said second mail ideniification data is stored in said
databasc,

23, The method of claim 22, wherein said verification data
turther includes content data pertaining to said second object.

24. The method of claim 23, further comprising scanning
said single barcode on said second object to acquire said
second mail identification data, determining whether said
second mail identification data is stored in said database. and
providing data to said at Jeast one computer if said second
mail identification data is stored in said database, said data
indicating that said second object has heen received by said
mail carxer.

25. The method of claim 22, further comprising scanning
said single barcode on said second object to acquire said
second mail ideniification data, determining whether said
second mail identification data is stored in said database, and
providing content data pertaining to said second ohject aver
said network if said second mail identification data is stored in
said database.

26. The method of claim 18, further comprising providing
said at least onc clectronie file to said at lcast onc computer
via said network, wherein satd steps of determining whether
said first portion of said mail identification data is stored in
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said database and providing said verifying data to said at least
one computer are performed before said mail object is
accepted by said mail carrier.

27. The mcthod of claim 18, wherein said step of commu-
nicating at least said first portion of said mail identification
data over said network is performed before said step of pro-
viding said mail object to said mail carrier.

28. The method of claim 17, wherein said postage data
pertains to at least said mail object.

2Y.'I'he method of claim 17, further comprising generating
an email concerning said verifving data, and addressing said
email to said sender of said mail object.

30. A method for authenticating a mail object that includes
mail identification data, said mail identification data being
encoded inlo a single barcode, which is then aflixed onto said
mail object, comprising:

communicating by at least one sender computer at Jeast a

first portion of said mail identification data over a net-
work, said mail identification data including a shipping
portion including at least shipping method data, a recipi-
ent portion including destination data for said mail
object, a sender portion, and an identifier portion inciud-
ing at least a numeric value assigned by a sender of said
mail object, and said first portion of said mail identifi-
cation data consisting of said shipping portion, said
sender portion and said identifier portion;

receiving by said at least one sender computer verifying

data from a second computer viaanetwork, wherein said
verifying data verifies the authenticity of said first por-
tion of said mail identification data by stating whether
said first portion corresponds to data that is stored on a
database in communication with said second computer;
providing said mail object to a mail carrier, wherein at Jeast
a portion of said first portion can be used by said mail
carrier to identify said sender of said mail object.

31. The method of claim 30, further comprising using an
algorithm 10 encrypt said mail identification data prior to
encoding said mail identification date in a single barcode.

32. The method of claim 30, wherein said sender portion
includes data that is assigned by said mail carrier and can be
used to identify a sender of said mail object.

33. The method of claim 30, wherein said step of commu-
nicating at least said first portion of said mail identification
data over said network is performed before said step of pro-
viding said mail object to said mail carricr, and said verifying
data states whether said first portion of said mail identifica~
tion data, as communicated by said at least one sender com-
puter, carresponds to data that is stored on said database.

34. The method of claim 30, wherein said step of receiving
verifying data is perfonned before said mail object is routed
by said mail carrier through a mail stream to a recipient of said
matl object.

35. The method of claim 30, further comprising:

communicating by said at least one sender computer sec- s

ond mail identification data to said second computer,
said second mail wdentification data being aflixed as a
single barcode on a second object provided to said mail
carrier and including at least sender dota and an identi-
fier assigned by said sender;
wherein said verfying data further states whether said
second mail identification data corresponds to data that
is stored in said database.
36. The method of claim 35, wherein said verifying data
further includes data on a content of said sccond object,
37. The method of claim 35, wherein said verifying data
further includes postage data pertaining to said second object.
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38. The method of claim 36, wherein said verifying data
further includes postage data pertaining to said second object.

39. The method of claim 36, further comprising:

scanning said single barcode on said sccond object to

retrieve said second mail identification data;

providing data 10 said at Jeast one sender computer if said

second mail identification data is stored in said database,
said data indicating that said second object has been
received by said mail carrier.

41). 'I'he method of claim 35, further comprising:

scanning said single bharcode on said second object to

retrieve said second mail identification data;

providing to said at least one sender computer data on a

content of said second object if said second mail identi-
fication data corresponds to data that is stored on said
database.

41. A method for providing electronic data concerning a
mail object having mail identification data encoded into a
single barcode and affixed to said mail object, comprising:

receiving by at least a first computer at least a first portion

of said mail identification data from said mail object,
said mail identitication data including a shipping portion
including at least shipping method data, a recipient por-
tion including destination data for said mail object, a
sender portion, and an identifier portion comprising a
numeric value, and said first portion of said mail identi-
fication data consisting of said shipping portion, said
sender portion, and said identifier portion;

determining by said at least said first computer whether

said first portion of said mail identification data is stored
in a database in communication with said at least said
first computer;

providing by said at least said first computer said electronic

datato atleast a second computer via a network, wherein
said electronic data is generated when said first portion
of said mail identification data matches data that is
stored in said database,

42, The method of claim 41, further comprising the step of
providing by said at lcast said sccond computer at least a
portion of said electronic data to a third computer via said
network.

43, The method of claim 42, wherein said step of providing
by said at least said second computer at least a portion of said
electronic data to a third computer further comprises provid-
ing said at Icast a portion of said clectronic data to said third
computer via an email.

44. The method of'claim 42, wherein said step of providing
by said at least said second computer at least a portion of said
electronic data to a third computer further comprises provid-
ing said al least a portion of said electronic data 1o suid third
computer via a web page.

45. The method of claim 44, further comprising the step of
generating by said at least said second computer said numeric
value.

46. The method of claim 44, further comprising the step of
providing by said at least said second computer an email
concerning said mail object to said third computer via said
network.

47. The method of claim 46, wherein said email is provided
automatically in response to the reception of the mail ohject
by the United States Postal Service.

48. The method of claim 42, further comprising the step of
providing by said at least said second computer additional
information concerning said mail object to said third com-
puter via said network, said additional information being at
least one of information on a recipient of said mail object,
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information on a sender of said mail object, and poslage
information on at least said mail object.

49. The method of claim 48, wherein said additional infor-
mation further indicates whether said mail object has been
received by the United States Postal Service.

50. A system for providing electronic data concerning a
mail object having mail identification data encoded into a
single barcode and affixed to said mail object, comprising:

a scanner configured to scan at least a first portion of said
mail identification data from said mail object. said mail
jdentification data including a shipping portion includ-
ing at least shipping method data, a recipient portion
including destination data for said mail object, a mailer
portion. and an identifier portion comprising a numeric
value assigned by a mailer of said mail object, and said
(irst portion of said mail identification data consisting of
said shipping portion, said mailer portion. and said iden-
tifier portion;

-

a database for storing data on said mail objcet; 20

at least a first computer in communication with said scan-
ner and said database; and

at least one application running on said at least said first
computer and configured 10 (i) receive at least a first

portion of said mail identification data from said scan- 23

ner, (ii) determine whether szid first portion of said mail
identification data is stored in said database, and (iii)
provide said electronic datato atleast a second compuier
via a network, wherein said electronic data is generated

when said first portion of said mail identification data 30

matches said data that is stored in said database.
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51. The method ol claim 50, further comprising at least said
sccond computer having at least onc other application con-
figured to provide at least a portion of said electronic data to
a third computer via said network and via at least one of an
ematl and a web page.

52, The system of claim 51, wherein said at least one other
application is further configured to generate said numeric
value.

53. The system of claim 51, wherein said at least one other
application is [urther configured to provide an email concern-
ing said mail object to said third computer via said network.

54. The system of claim 51, wherein said at least one other
application is further configured to provide additional infor-
mation concerning said mail object to said third computer via
said network, said additional information being at least one of
information on a recipient o[ said mail object, information on
a sender of said mail object, and information on postage of at
least said mail object.

55, The system of claim 53, wherein said email is provided
automatically in response to said mail object being recerved
by a recipient of said mail object.

56. The system of claim 53, wherein said email is provided
automatically in response to said mail object being received
by the United States Postal Scrviee.

57. The system of claim 54, wherein said additional infor-
mation further indicates whether said mail object has been
received by a recipient of said mail object.

58. The system of claim 54, wherein said additional infor-
mation indicates whether said mail object has been received
by the United States Postal Scrvice.

* * * * *
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addressed as set forth below. I am readily familiar with the firm's practice
of collecting and processing correspondence for mailing. Under that
practice it would be deposited with the U.S. Postal Service on that same
day with postage thereon fully prepaid in the ordinary course of business. 1
am aware that on motion of the party served, service is presumed invalid if
the postal cancellation date or postage meter date is more than one day
after date of deposit for mailing in affidavit;

0 by causing the document(s) to be emailed or electronically transmitted to
the person(s) at the email addresses set forth below, pursuant to a court
order or an agreement of the parties to accept service by email or electronic
transmission. [ did not receive, within a reasonable time after the
transmission, any electronic message or other indication that the
transmission was unsuccessful;

on the attached Service List.

I declare under penalty of perjury under the laws of the State of California that the
above is true and correct,

Executed on February 7, 2013, at Newport Beach, California.

Copthaaotishses

CynMﬁia B. Pacheco, Legal Assistant
O’MELVENY & MYERS LLP

610 Newport Center Drive

Newport Beach, CA 92660
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SERVICE LIST

Counsel for Defendants Advanced Image Direct, LLC;
Envelopes Unlimited, Inc.; Vertis, Inc.; and Vertis Holdings, Inc.

James E. Doroshow
jdoroshow@foxrothschild.com
Lena Bacani
Ibacani@foxrothschild.com

Fox ROTHSCHILD LLP

1800 Century Park East, Suite 300
Los Angeles, CA 90067

Counsel for Defendants Microdynamics
Corporation, Microdynamics, Inc. and Microdynamics Group, Inc.

Thomas S. McConville
tmcconville@orrick.com

Ric T. Fukushima

rfukushima (@orrick.com

ORRICK, HERRINGTON & SUTCLIFFE LLP
2050 Main Street, Suite 1100

Irvine, CA 92614

Robert M. Isackson
risackson@orrick.com

Nicholas H. Lam

nlam@orrick.com

ORRICK, HERRINGTON & SUTCLIFFE LLP
51 West 52nd Street

New York, NY 10019-6142

Counsel for Defendant R.R. Donnelley & Sons Company

Peter E. Perkowski
pperkowski@winston.com
David P. Enzminger
denzminger@winston.com
WINSTON & STRAWN LLP

333 South Grand Avenue

Los Angeles, CA 90071-1543

Samantha L. Maxfield
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)

smaxfield@winston.com
Derek J. Sarafa
dsarafa@winston.com
WINSTON & STRAWN LLP
35 West Wacker Drive
Chicago, IL 60601-9703
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Counsel for Defendants Harte-Hanks, Inc., et al.

Mario Moore
mario.moore@morganlewis.com
MORGAN, LEWIS & BockIus LLP
5 Park Plaza, Suite 1750

Irvine, CA 92614

James A. Glenn
jglenn@morganlewis.com
Michael L. Raspino
mraspino@morganlewis.com
MORGAN, LEWIS & Bockius LLP
1000 Louisiana Street, Suite 4000
Houston, TX 77002



