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18 | SERVICES GROUP, INC., a Delaware DEMAND FOR JURY TRIAL
corporation,
19
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20
21 Plaintiff MyMedicalRecords, Inc. ("MMR" of "Plaintiff") brings this
22 | Complaint against Defendants WebMD Health Corp. and WebMD Health Services
23 | Group, Inc. (collectively, "WebMD" or "Defendants"), alleging as follows:
24
25 PARTIES
26 1 Plaintiff MMR is a Delaware corporation with its principal place of
27 | business in Los Angeles, California.
28
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2. On information and belief, Defendant WebMD Health Corp. is a

[y

Delaware corporation with its principal place of business in New York, New York.
3. On information and belief, Defendant WebMD Health Services Group,
Inc. is a Delaware corporation with its principal place of business in Portland,

Oregon.

JURISDICTION, VENUE AND JOINDER
4. This action arises under the patent laws of the United States, Title 35 of

R v o Y . VS

the United States Code. This Court has subject matter jurisdiction pursuant to 28
U.S.C. §§ 1331 and 1338(a). '

5. This Court has personal jurisdiction over Defendants. Defendants have

[ —
e s

conducted extensive commercial activities and continue to conduct extensive

[
.

commercial activities within the State of California. On information and belief,

—
3

Defendants directly and/or through intermediaries (including Defendants' entities,

JO e vy
TN

subsidiaries, distributors, sales agents, partners and others), distribute, offer for sale,

sell, and/or advertise their products (including, but not limited to, the products and

_—
o

services that are accused of infringement in this lawsuit) in the United States, in the

—
~]

State of California, and in this judicial district. Defendants have purposefully and

p—
e o]

voluntarily placed one or more of their products and services accused of

N
< ND

infringement in this lawsuit, including those offered on Defendants' websites, into

the stream of commerce with the expectation that the products and services will be

S T
D

purchased or used by customers in California. Accordingly, Defendants have

infringed MMR''s patents within the State of California as alleged in more detail

[N
(8]

below.
6. Venue is proper in this district under 28 U.S.C. §§ 1391 and 1400(b).
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BACKGROUND
7. MMR is a wholly owned operating subsidiary of MMRGlobal, Inc.

MMR provides various electronic solutions in the healthcare information technology
market ("Health IT"), including MyMedicalRecords, MyMedicalRecordsMD,
MMRPatientView and MyEsafeDepositBox.

8. MMR's product, known as MyMedicalRecords, is a personal health
records solution ("PHR") that enables individuals and families to safely maintain
their medical records and other important documents in one central location and
instantly access them anytime from anywhere in the world. The MyMedicalRecords
PHR is buiit on proprietary, patented technologies that facilitate, among other things,
documents, images and voicemail messages to be transmitted and stored using a
variety of methods, including fax, e-mail, phone, or file upload, creating an
integrated telecommunications platform that does not rely on any specific electronic
medical record ("EMR") system to populate a user's account. The product is
"untethered" providing the patient with significant benefits. Further, in the event of
an emergency or disaster, medical personnel and first responders can retrieve
potentially lifesaving informaﬁon via a separate emergency login to the patient's
PHR.

9. MyMedicalRecordsMD ("MMRPro") is MMR's professional solution
for healthcare providers, designed to give physicians and hospitals an easy and cost-
effective solution to digitizing paper-based medical records and sharing them with
patients in real time through an integrated patient portal, MMRPatientView.

10. MMR's MyEsafeDepositBox service provides secure online storage for
vital financial, legal and insurance documents in addition to medical records using
the same patented technologies that drive the MyMedicalRecords PHR service.

11. MMR is the owner of seven issued patents covering innovations
regarding PHRs and the electronic exchange of medical records. The patents include
US Patent Nos. 8,117,045; 8,117,646; 8,121,855; 8,301,466; 8,321,240; 8,352,287,

3
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and 8,352,288. MMR's patents are generally directed to methods for providing a
user with the ability to access and collect personal health records associated with the
user in a secure and private manner, among other things. These patents are relevant
to the market for providing PHRs as required under current law.,

12.  On information and belief, WebMD provides health information
services to consumers and healthcare providers, as well as employers and health
plans through both their private and public portals. The public portal, such as the one
accessible at www.webmd.com, allows consumers to review a variety of health and
wellness information.

13.  On information and belief, WebMD has provided private portals for
consumers, the nature of which has evolved since its creation approximately 10 years
ago. As disclosed in MMR's patents, at that time WebMID's patient portal was very
limited. Unlike the WebMD's current private portal, WebMD's earlier patient portal
simply allowed users to enter personal information and compare that information
against a database to obtain a "self-assessment." The WebMD patient portal was not
a patient controlled portal of the nature disclosed in MMR's patents. Further,
Defendants did not offer its private portal, the WebMD Health Manager, to
employers or health plans at that time.

14.  On information and belief, MMR met with Defendants in 2007. At that
time, MMR had applied for patents relating to its untethered patient portal. WebMD
had no such product and was interested in MMR's assistance in developing a patient
portal, among other things. Accordingly, the parties executed a Mutual
Confidentiality and Nondisclosure Agreement, which also includes a non-
circumvention agreement, effective as of May 7, 2007. During following
discussions, Defendants admitted the limitations of its consumer offering and that
MMR's solution was something they were not then providing,.

15.  On information and belief, after it terminated its meetings with MMR in

2007, Defendants began work on changing their patient portal. Currently,

4
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Defendants offer to employers, health plans and consumers an untethered patient
portal capable of receiving and integrating self-reported and professionally sourced
data from multiple sources. Defendants' patient portal offers secure online access,
the ability for the consumer to access his or her personal health records, and the
option of importing insurance claim information,

16.  On information and belief, personal health records can be sent to
WebMD's patient portal for inclusion in the customer's account by ¢lectronic means,
such as facsimile or email. The number of different physicians whose records can be
included in Defendants' portal is not limited. Further, the physicians need not be part
of the same physician group or practice at the same hospital. The personal health
records stored as part of WebMD's patient portal is independent from records stored

by the physician or healthcare provider.

FIRST CLAIM FOR RELIEF
(Patent Infringement as to the '466 Patent)

17.  Plaintiff incorporates paragraphs 1 through 16 of this complaint as if set
forth in full herein.

18. MMR is the owner of the entire right, title, and interest in and to U.S.
Patent No. 8,301,466 (the ‘466 Patent), entitled "Method and System for Providing
Online Records." The '466 Patent was duly and legally issued on October 30, 2012
to MMR as assignee of inventor Robert H. Lorsch. A true and correct copy of the
'466 Patent is attached as Exhibit A.

19, Defendants have directly infringed and continue to infringe, either
literally and/or under the doctrine of equivalents, the '466 Patent by making, using,
offering for sale, and/or selling in the United States certain methods or systems
disclosed and claimed in the '466 Patent, including, but not limited to Defendants'

WebMD Health Manager and online private portals.
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20. Defendants have contributorily infringed and are currently
contributorily infringing the 466 Patent by making, using, offering for sale, and/or
selling in the United States certain methods or systems disclosed and claimed in the
'466 Patent, including, but not limited to Defendants' WebMD Health Manager and
online private portals.

21. Defendants have actively induced and are actively inducing the
infringement of the '466 Patent by making, using, offering for sale, and/or selling in

the United States certain methods or systems disclosed and claimed in the 466

Patent, including, but not limited to Defendants' WebMDD Health Manager and online
private portals.

22.  The infringement by Defendants of the '466 Patent has been and
continues to be willful, rendering this case exceptional within the meaning of 35
U.S.C. § 285.

23.  Unless enjoined by this Court, Defendants will continue to infringe on
the '466 Patent.

24.  As a direct and proximate result of the Defendants' conduct, Plaintiff
has suffered, and will continue to suffer, irreparable injury for which it has no
adequate remedy at law. Plaintiff also has been damaged and, until an injunction

issues, will continue to be damaged in an amount yet to be determined.

PRAYER FOR RELIEF
Wherefore, MMR respectfully requests that the Court enter judgment against

Defendants and each of them as follows:

1. That Defendants have directly infringed the ‘466 Patent;
That Defendants have contributorily infringed the '466 Patent;
That Defendants have induced the infringement of the '466 Patent;

Pl e

That Defendants' infringement be adjudged willful and deliberate;

6
COMPLAINT FOR PATENT INFRINGEMENT

41391/250/ 1010563v2.1




Case 2:13-cv-00979-CAS-dC Document 1 Filed 02/11/13 PRage 7 of 39 Page ID #:10

L v e = T ¥ T L S

] [\ o Q] 4] [N (] [0} [\.] — fo— i Ju—y f— — — j— [y [
o ~J [} Ln B~ (8] [N] — < O o0 ~} N uLh W Mo —_ jan

5. That Defendants and any of their affiliates, subsidiaries, officers,
directors, employees, agents, representatives, successors, assigns, and all those acting
in concert with them or on their behalf, including customers, be enjoined from
infringing, inducing others to infringe or contributing to the infringement of the '466
Patent;

6. For damages, according to proof, for Defendants' infringement, together
with pre-judgment and post-judgment interest, as allowed by law and that such
damages be trebled as provided by 35 U.S.C. § 284;

7. That this Court determine that this is an exceptional case under 35

UU.S.C. § 285 and an award of attorneys' fees and costs to MMR is warranted; and
g. For such other and further relief as the Court may deem just and proper.

Dated: February 11, 2013
LINER GRODE STEIN YANKELEVITZ

EEIPSSHINE REGENSTREIF & TAYLOR

Tl D L

Randall J. Sunshine

Ted S. Ward

Edward A. Klein

Kim Zeldin

Attorneys for Plaintiff
MYMEDICALRECORDS, INC.

COMPLAINT FOR PATENT INFRINGEMENT

41391/2507 1010563 v2.t




Case 2:13-cv-00979-CAS-JC Document 1 Filed 02/11/13 Page 8 of 39 Page ID #:11

1 JURY DEMAND
2 Pursuant to Federal Rules of Civil Procedure Rule 38(b), Plaintiff
3 | MyMedicalRecords, Inc. respectfully demands a jury trial on any and all issues
4 | triable as of right by a jury in this action.
5
6 | Dated: February 11, 2013 Respectfully submitted,
7
LINER GRODE STEIN YANKELEVITZ
8 SUNSHINE REGENSTREIF & TAYLOR
LLP
9 /
19 By: ’/ /6/ ;ﬁf/ﬂl """@
11 Randall J. Sunshine
Ted S. Ward
12 Edward A. Klein
Kim Zeldin
13 Attorneys for Plaintiff
4 MYMEDICALRECORDS, INC.
15
16
17
18
19
20
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26
27
28
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METHOD AND SYSTEM FOR PROVIDING individual, more information may be shared then the patient
ONLINE RECORDS wartts to be shared. For example, 2 message left with another
requesting that the patient call a particular doctor may be
PRIORITY STATEMENT mote than what the patient would want shared with others.

‘This application is a Continuation application of U.8. Ser.
No. 12/204,465 filed Sep. 4, 2008 which is a Contisuation of
1.8, Ser. No. 11/305,685 filed Dec. 16, 2005 which is a
Continuation-in-part of, and claime priority to, U.5, patent
application Ser. No. 11/225,518, filed Sep. 12, 2005, all of
which are hereby incorporated by reference in their entiraty.

BACKGROUND OF THE INVENTION

The present invention relates to the provision of online
records. More particularly, the present invention relates to
providing & means for consumers to request their medical
records from healthcare providers, store their medical
records, and provide {or private communications between the
consumers and their healthcare providers.

Medical and other health information can be particularly
sensitive cornmunications. Laws such as the HIPAA Privacy
Rule restrict, Emit, or place specific conditions on the dis-
semination of medical records. Laws such as the Health Insur-
ance Portability and Accountability Act (MIPAA} provide a
patient with the right to access to their own medical records.

A health provider, such as a hospital may require a patient
to submit to their own privacy practices as a condition for
treatment or admitiance. A privacy practice statement by the
bealth provider will likely explain thaf the patient has the right
to inspect and copy their medical records, but there may be
significant procedural hurdles to overcome that burden both
the health provider and the patient, For example, the patient
may be required to provide a written request, there may be
processing delays in receiving copies of the medical or health
related records, and the patient may incur additional process-
ing charges resulting from the inconvenience created for the
health provider to comply with the procedural hurdles that
they put in place 10 avoid inappropately disclosing records
of their patients.

OF course, privacy concems regarding a patient’s medical
records creates other probleras for healtheare providers. For
example, suppose a healthcare provider needs to coromuni-
cate with a patient over the phone to check on a patient,
request additional mformation regarding 2 patient’s current
condition, to schedule a test, report the results of a test,
express the need for a return visit, or for other reasons related
to providing health care o tiie patient. The healtheare pro-
vider cails the patient at home or at work and the patient is not
available. Instead, the phone is answered by another person
who could be a co-worker or family member, Alternatively,
the healthcare provider is provided with the opportunity o
leave a voicemail message. The healthcare provider must be
very cantions to avoid inadvertently disclosing private infor-
mation. Thus, the healthcare provider may not be able to leave
a message with another person or with a voicemail system if
doing se would violate the patient™s privacy rights or expec-
tations of privacy. Even in cases where the heglthcare pro-
vider may be legally authorized to do so via a previously
agreed upon privecy policy, doing so may be against the
person’s wishes a5 they did not understand what they were
consenting to when they consented to the privacy policy or
did not understand their dghts under the privacy policy. A
message for the patient may provide other parties with more
information then the patient would want them to know, Even
when a healthcare provider atfempts to leave a seemingly
innocuous message with a voicemail system or with another

—

a

For example, suppose it is known or readily determined that
the doctor is an obstetrician and the patjent is a woman who
does not wart her significant other to know she is pregnant
vet.Suppose it is known or readily determined that the doctor
is an oncologist and the patient does not waat their co-work-
ers or employer to know that the patient has cancer. Mere
knowledge of the doctor’s pame, in these cases would be
sufficient to make an educated guess about the patient’s con-
dition or potential condition. A patient may consider this a

_ violation of their privacy. Regardless of whether or not the
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patient has any legal recourse, this can result inx the patient
being upset and canhave a negative irapact on the refationship
between the patient and their healtheare provider.

Of course, instead of leaving 2 message, a healthcare pro-
vider could simply call back, but this is inconvenient for the
healtheare provider or their staff and may unduly delay the
amouat of time before the patient receives the message. Thus,
private and secure communications would benefit both the
healthcare provider and the patient. The healthcare provider
would not have 10 worry about disclosing private information
to a party who should not have the information. And, the
patient would be more likely ta receive the communications
sooner and eould take comfort knowing that their privacy was
maintained.

Another problem relating 10 medical records is that where
an individual sees multiple healthcare providers, the incon-
venience of requesting medical records is multiplied. Given
the inconvenienceand the potential delay in obtaining records
it 1s also Iikely that in such instances the individual does not
actually compile a complete medical bistory. To theextent the
individual has their records, the individual must determine a
method of storing and erganizing them.

Yet another problem relating to medical records is that
often times they are most needed at a time when the individual
is unahle to provide them. For example, in emergency situa-
tions it would be desirable for caregivers to know and under-
stand the individual’s medical history. Knowledge of specific
allexgies may be essential to avoid administeation of medica-
tions that would adversely impact the condition of the indi-
vidual, Knowledge of pre-existing conditions may be essen-
tial to correct diagnosis and treatment. What is desired is a
way that relevant medical records could be shared when
needed most.

Various atiempts have been made o assist consumers with
their medical records in different ways. One example of such
anattesipt is Synchart. Synchart is a web-based service (ww-
w.synchart.com) that allows conswmers to enter their per-
sonal apd family health information into a database. Users
can enter doctor visits, immunizations, hospital visits, aller-
gies, and other relevant information snd generate reports
based on the datg entered. As part of the services, consumers
receive p CD with their medical information data, as well as a
wallet card. Because medical data i stored on the Synchart
web server, user health information is accessible from any
Internet-connected computer, which Synchart claims will
allow doctors and other providers 1o access user information
if the user gives them acconat information.

One of the problems with a service such as Synchart is that
it requires users to enter information about their bealth histo-
ries inio a databage, a time consuming and cumbersome pro-
cess which is inconvenient and sometimes difficslt, These
issues are further magnified if an individual does not have a
complete understanding of their medical records. Another
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problem of such a sysiem is that clerical errors by the nsercan
result in the user’s medical records having inaccurate infor-
mation. A further problem is that medical information is not
immediately available if the individual does not immediately
enter the information. Such 2 problem is exacerbated by the
fact thal often times when an individual is frequently seeing
healthcare providers they are ill or injured and it s particu-
larly inconvenient for them to updsate their medical records.
Finally, such a system does notaddress issues of obtaining the
medical records from the henlthcare provider.

Redi-Records is ancther example of a system that assists
consumers with obtaining access to their medical records. For
a fee, Redi-Records will gather all of a subscriber’s medical
records from different doctors and hospitals, Once the records

are gathered, Redi-Records will dipitize them and put them -

onto two mini-CDs. Users can carry 1 mini-CD in their wallet
and keep one at home. For an additional cost, the company
will update a user’s records every 180 or 90 days. Such a
service is marketed with the promise that having records on a
mini-CD will make it zasier for you 1o receive proper treak-
ment in the event of a medical emergency. One of the prob-
lems with such an approach is that the records are not neces-
sarily carrent. Another problem with such an approach is that
a third parly is invelved so that complex forms will need to be
completed by the consumer and the consumer’s providers in
order fo grant the third party access to the medical records
which could cause delay in gathering information. Due to the
third party involvernent, there is a chain of human handling of
the documents that could compromise the privacy of the
documents. In addition, the mini-CDs mzy not be secured or
password protected, or the information about how to access
thern readily available. Where the mini-CDs are not secured
orpassword protected, unauthorized individuals covld access
a person’s medical records.

Another prior art approach is HeariRecord (www.beart-
centerontine.com). This services focuses on cardiac paticnts.
Userspay a subscription fee and are able to enter information
about their medical history, doctors, and prescriptions inte a
datzbase that is accessible using the Infernet and a secured
password. As a yesult, important information is available in
the event of a medical emergency or when users visita doctor.
HeartRecord also allows asers to upload their EKGs and other
vital images to their accotmt either from a computer, or by
e-mailing, faxing or mailing the image to the company.
HeariRecord has several inherent problems. HeartRecord's
system places the onus of entering data and uploading images
completely on the user, HeartRecord’s system fails o con-
template the user’s possible unfamiliarity with entering deta
and upioading images. Tt also assumes the user will keep their
record current by practicing the utmost diligence in updating
new datz and imapes to their account. Another problem with
such as service is that it is limited in scope, A further problem
with such as system is that it does not create a private comit-
munications link between a doctor and patient,

Ancther prior art approach is demonstrated by Personal
MD. This preduct (www.personalmd.com) uses a fax-based
technoiopy to allow nsers to store secords that can beaccessed
viathe Internet. Personal MD also offers a feature where users
can file the most critical information in 4 folder marked
“Emergency”, which can be printed out by personnel via fax
in the event of a medical crisis. Personal MD also offers
medicationreminders and other ¢alendar features, and the site
includes syndicated health information content. One of the
problems with this approach is difficulty of use. For example
with Personz] MD, a non-dedicated munber is used thus the
person sending a fax must enter a PIN before sending the fax.
This can create an unacceptable inconvenience for a busy

4

doctor’s office and can cause frustration. Moreover, it also
creates an additional opportanity for human error in that use
of the wrong piz pumber may direct the fax to a wrong
destination. Furthermore, the non-dedicated number may be
busy more often than not, adding 1o the frustration of updating
or accessing the user’s medical records. Such a system s not
focused on providing a private communications link between
a patient and their healtheare provider.

Another prior art approach is Web M Health Manager
offered by WebMD (www.webmd com), This systermn allows

- users to enter data abowt their personal health such as health
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conditions, blood pressure, cholesterol level and other met-
rics, This system will then rup those numbers against a data-
base to provide a personal “self-assessment” and provide tips
onbetter health, Such a system does not provide for storage of
medical records or a private commurications links between a
healthcare provider and patient.

Another prior art approach is available from iHealthRecor-
diorg. This service provides an interactive data entry screen
that allows users to enter thejr personal and family health
histories. This information can then be printed out on awallet
card. One of the problems with such an approach is that jt
requires users to enter information en their medical records
into & database, a time consuming aod cumbersome task
which assumes the user will be diligent. in updating their
heaith history, but even so may resylt in inaccuracies. In
addition, this approach does not provide a secure cortmuni-
cations link between a healthcare provider and their patient or
offer storage and management of persontal health and medical
records.

Another example of a prior art approach is disclosed ja U.
8. Patent Application Publication No. 2004/0267572 to
Emery et al. Bmery is directed towards a system for an online
database for personal, medical, appointment and other infor-
mation. Emery also discloses providing patients with emer-
gency information 1D cards whick provide information that
cat be used to access the online database. The system of
Emery requires either the patient or the healtheare providerto
access the online datsbase and rmodify the online health
records. Thus, such a system is cumbersome to use, requiring
patients to either enter their own information without error jn
a timely fashion or requite healthcare providers to add yet
another additional service which would require additionat
time, resources, and familiarity or training with the system,

Another prior art approach is disclosed in U.S. Patent
Application Publication No. 2005/0209891 to Jacobus et al.
Jacobus discloses organizing and apgregating medical
recards, clinical observations, and medical imagery into a
common database which is zccessible over the wek. Tacobus
also allows providers to upload or update patient records and
patients to request that their information be uploaded. Such a
system requires the heajthcare provider's use of the system
and involvement in the process. Thus, a patient would be
unable to fujly berefit from such a system without all of their
healtheare providers using the same system, which their
healthcare providers may not be willing or able to da, par-
ticularly given the added time and costs which would be
associated with uging such a syster,

Another prior art approach is disclosed in U.S. Patent
Application Publication No. 2005/0251423 to Bellam et al.
Bellam discloses a programmable rules-based interface
between a patient apd an electronic medical record (EMR)
which allows controlled patient access to the BMR to increase
patient participation in the healthcare process. Bellam actu-
ally limits a patient’s access to their own data. In addition,
Beallam doezs not address the problems of obtaining a com-
plete and accurate EMR.
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Thus, despite the advancements in these areas, problems
remain. In particular, there is a general lack of recopnition of
the need to provide secure snd private communications
between & heatthcare provider end their patient and todoso in
a manner that is convenient 1o both the healthcare provider
and the patient. There is also 2 general [ack of recognition of
the problems for an individual to exercise their rights to
receive access to their healtheare records and be able to store
and maintain those records in ore secured, password pro-
tected account that allows for files to be organized.

BRIEF SUMMARY OF THE INVENTION

Therefore it Is a primary ohject, feature, or advantageofthe
present invention to improve upon the state of the art.

It is a further object, festure, or advantage of the present
invention to facilitate health care personnel’s compliance
with HIPAA or other legal requirements regarding privacy of
medical records.

A stitl further object, feature, or advantage of the present
invention is to provide an individual with meaningful access
to their healthcare records thereby allowing the individual to
exercise their legal rights with respect to controlling access to
their medical records.

Yet another object, feature, or advantage of the present
invention is providing individuals with immediate access to
healthcare records in emergency situations to assist in pro-
vidiag appropriate care.

A forther object, feature, or advantage of the present nven-
tion is 1o provide a convenient and cost effective method for
healthcare providers to comply with laws regarding privacy
of healtheare records.

A still further object, feature, or advantage of the present
invention s to provide a convenientand cost effective method
for individuals to request that their bealtheare providers pro-
vide copies of medical records.

Another objeet, feature, or advantage of the present inven-
tion is to provide a private comurunications link between
healthcare personnel and their patients.

Yit another object, feature, or advantage of the present
invention is to provide for placing an individual in control of
their medical records and allowing them to selectively pro-
vide access to others.

A still further object, feature, or advantage of the present
inventionis to facilitate storing all of an individual or family’s
medical records and related information in a single location
so that healthcare personnel can be given complete medical
information/history when needed or analysis can be per-
formed on the medical records.

Asnother object, feature, or advaniage of the present inven-
tion is to provide a means for individuals 1o create calendars
10 remind thern of the need 1o refill prescriptions.

Yet another object, feature, or advantage of the present
invention is o provide a measns for individuals to create
calendars to maintain doctor's appointments.

A further object, feature, or advantage of the present inven-
tion is to provide reminder messages regarding the need to
refifl preseriptions or remember doctor’s appointments,

A stifl further object, feature, or advantage of the present
invention is te provide a method to store, organize, and anno-
tate raedical records and also to customize the storage by
giving the user the ability to pame the folders in which those
records are stored.

Another object, feature, or advantage of {he present inven-
tion is to pive users the ability to upload images, such as
X-rays or scans.
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Yet another object, feature, or advantage of the preseat
invention is to give users the ability to forward records via fax
to a bealthcare provider.

A further object, feature, or advantage of the preseni inven-
tion 1s to give users tha ability 1o see if there are any possible
interactions betwesn prescription drugs they are taking.

A further ohject, feature, or advamtage of the present inven-
tion is 10 provide a means for individoals 1o store and access
not only medical records, but other types of health records
inclading dental records, healtheare records associated with
pets, and vital documents, including, without limitation,
wills, living wills, a powerof attorney, and a healthcare power
of attormey.

Yet ancther object, feature, or advantage of the present
invention is to allow for the healtheare provider to quickly and
easily, yet securely, communicate records associated with an
individual to the individual,

Cne or more of these and/or other objects, features, or
advantages of the present invention will become apparent
from the specification and claims that foliow,

According to cne aspect of the present invention, a meethod
forproviding a consumer with the ability to access and collect
personal health records assoctated with the consumer is pro-
vided. The method includes assigning z phose number indi-
vidually associated with the consumer for fax and voice com-
munications from a healthcare provider and associating
access informationwith the consumer for the consurmer touse
to access a secure web site. The consumer is provided with a
document to provide to the healtheare provider exercising
legal rights of the consumer for access to the health records,
the document reguesting the healthcare provider to send the
health records to the phone number. The method further pro-
vides for receiving a private fax communication comprising a
personal health record associafed with the consumer for
which the consumer has requested and given permission to
the hegltheare provider to send, converting the private fax
commugnications into an image file format (such a5 a PDF),
storing the health record encoded in the image file format, and
providing the consumer with sechre access to the web site
using the access information and providing on theweb site an
interface to the health records of the consumer for the con-
sumer to access the heaith record.

The document may include an adhesive or be a sticker so
that it can be easily attached to the heaith records. An emer-
gency access card which inchudes access information and can
be used by a third-party to access the health record associated
with the consumer in the event of a medical emetpency asso-
ciated with the consumer can also be provided.

The web site interface preferably allows for organizing
health records into separate file folders with functionality for
the consumer to name the fite folders and add file folders as
well as pravide additional password protection for the file
folders.

According to another aspect of the present invention akitis
provided for assisting a customer with exercising rights to
health records associated with the eustomer, accessing the
health records, maintaining the health records as private, and
providing access to the health records in case of emergency,
The kit inciudes an access card comprising aceess informa-
tion associated with the customer 1o bewsed to access a secure
web site providing access to health records of the customer to
be used to convey the access information to another in event
of a medical emergency associated with the customer. The kit
abso includes at Jeast one sticker exercising legal rights of the
customerto healthcare records and comprising instructions to
ahealtheare provider to clectronically send the health records



Case 2:13-cv-00979-CA§JC Document 1 Filed 02/11/13#“:“Page 30 of 39 Page ID #:33

US 8,301,466 B2

7

to a destination and wherein the health records sent to the
destination are accessible on the secure web site.

According o one aspect of the present invention, a method
is provided for providing a user with the ebility 1o access and
collect records associated with the vser in & secure and private
roanper, The method includes assigning a phone number to
the user for private fax and voice copammnications from ser-
vice providers, assoctating access information with the user
for fhe user to vse 1o access a web site, receiving a private fax
communication comprising a record associated with the user
for which the user hias requested and given permission to the
service provider 1o send to the phone number; converting the
private fax communications into an image file format, storing
the record encoded in the image file format, providing the

user with access to the web site using the access information |

and providing on the web site an interface to therecords of the
user for the user to access the record, and wherein the web site
interface further provides for orgapizing and annotating the
records by the user into separate file folders with functionality
for the user to name the file folders and add file folders.
According to another aspest of the present invention a, kit
is provided for assisting a user with exercising rights to
racords associated with the user and created by a service
provider, accessing the records, maintaiming the records as
private, and providing access to the records in case of enzer-
gency. The kit includes an access card comprising access
information associated with the user to be used 10 access 4
secure web site providing access fo records of the user to be
used to convey the access information to another in event of
an emerpency associated with the userand at least ene docu-
ment comprising a request to a service provider to electroni-
cally send the records 10 a destination and granting permis-
sion by the user to the service provider to electronically send
the records to the destination and wherein the records sent to
the destination are accessible on the secure web site.
According to another aspect of the present inventicn a
system for communicating records of a user, the system
includes a consent document providing instructions for and
giving permission to a service providerto fax recordsof a user
to a dedicated phone number associated with the user, a fax
server for receiving faxes of the records directed to the dedi-
cated phone muntber, a web server in operative communica-
tion with the fax server and adapted to provide a secure
web-based interface to the records, and wherein the web-
based interface providee for organizing and annotating the
records by the user into separate file folders with fusctionality
for the user fo pame the file folders and add file folders.
According to another aspect of the present invention, a
method for providing a user with the ability to access and
collect records associated with the user in a private maaner is
provided, The method includes assigning a destination
address associated with a user for private fax communications
from a service provider, associating access information with
the user for the user to use to access a wehb site, receiving 2
private fax communication comprising a record associated
with the user for which the user has requested and given
permission to the service provider to send to a fax number,
converting the record into an image Gie format, storing the
record encoded in the image file format, associating the
record encoded in the image file formar with a user account of
the user, and providing the vser with access to the user
acceunt on the web siteusing the access inforrtation. The web
site provides an interface to the user for organizing and anno-
tating the into separate file folders with Tunctiopality for the
user to name the file folders and add file folders.
According to another aspect of the present invention, a
methad for providing a user with fanctionality for accessing
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and collecting records associated with the nser s provided.
The method includes associating access information with the
user to use to access a web site, receiving 4 record encoded in
an image file format from a sexvice provider, automatically
determining a user account associated with the record apd
associating the record with the user account, and providing
the user with access to the user account on the web site using
the access information. The record encoded in the image file
format is a representation of a faxed communication fom the
service provider.

According to another aspect of the present invention, a
method for providing d user with the ability to access and
collect records associated with theviser in a secure and ptivate
manner is provided. The method includes assigning an iden-
tifier to the user for private fax and veice communications
from service providers, associating access information with .
the user for the user to se to access a web sife, receiving a
plurality of private fax communications {rom different pro-
viders, each of the private fax communications comprising a
record associated with the nser for which the user has
requested and given permission fo the service provider 10
send to the phone number, converting the private fhx commu-
nications into image file formats, storing the records encoded
in the image file formais, and providing the vser with access
to the weh site using the access information and providing on
the web site an interface to the records of the user for the user
to use o access the record. The interface provides for orga-
nizing the records into folders, creating additional folders,
and naming the folders.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is diagram illustrating one embodiment of a system
of the present invention.

FIG. 2 is a pictorial representation of a sticker authorizing
transmissions of records to the user account according to one
embodiment of the present invention.

FIG. 3A and FIG. 3B illustrate a card with medical record
access information acecrding to one embodiment of the
present invention.

FIG. 4 is a diagram ilustrating one embodiment of a sys-
tem of the present invention.

FIG. 5A and FIG, 5B are fow diagrams illustrating an
enrollment process according to one embodiment of the
present invention.

FIG. 6 15 4 flow diagram for accessing records according to
one embodiment of the present irvention.

FIG. 7 is a screen display of a web site according to one
embodiment of the present invention.

FIG. 8 is another screen display of a web site according to
one embodiment of the present invention.

FIG. 9 is 2 screen display according to onpe embodiment.

FIG. 10 is a screen display for folder administration
according 1o another embodiment.

FIG. 11 is & screen displey for an uploaded file feature
according to another emboditment of the present invention.

FIG. 12 is a pictorial representation of a preferred embodi-
ment of a sticker providing instructions for faxing medical
records.

F1GS. 13 and 14 are pictorial representations of a prefemred
embodiment of a wallet card which can be used according to
the present invention.

FIG. 15 1s diagram illustrating one embodiment of drug
imeracting reporting and analysis of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

The present invention provides fora convenient method Tor
individuals to collect and store their private medical informa-
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tion and 1o provide private communications between the indi-
vidual and their healthcare providers. One of the ways that the
present invention collects and stores private medical informa-
tion and facilitates private communications is through vse of
a LIFELINE which js a dedicated toll-free mumber for fax and
voice communications. This dedicated toll-free number pro-
vides direct and private communications between a health-
care provider and their patient so that a healthcare provider
can be assured that they are maintaining patient comrnunica-
fions in secret and to aveid violating applicable privacy laws
or patient expectations regarding privacy.

FIG. 1 is a diagram illasirating one erobodiment of a sys-
tern 160 of the present invention. In FIG, 1, a consumer or
patient 102 is shown. A healthcare provider 104 is also show
as well ag a fax/voice server 106, A web server 108 is opera-
tively connected to the fax/voice server 146, The healthcare
provider 104 uses the phone 110 to communicate privaie
voicemail messages through a toll-free dedicated phone puem-
ber 1o the faxivoice server 106, In addition, the healthcare
provider faxes health or medical records 112 to the fax/fvoice
server 106 using the toll-free dedicated phone number. The
medical record 112 preferably has a sticker 114 present on the
medical record 112, The sticker 114 indicates or instructs the
healtheare provider 104 or thelr staff to fax the information to
the toll-free dedicated phone number. In addition, the sticker
114 provides an indication of clear consent from the patient
102 to the hesltheare provider 104 to the toll-free dedicated
phone number, Thus, it becomes a simple process for a con-
sumer or patient 102 1o provide their healtheare provider 104
with instructions to fax health records, a simple process for
the healtheare provider 164 to obtain permission to fulfill a
request for healtheare records, and a simple process for the
healtheare provider 104 1o do so in a secure and convenient
maneser as the fax is going directly to 2 toli-free dedicated
phone number associated with the patient 102.

The web server 108 is operatively comected to the fax/
voice server 106 such as over a network or otherwise. A
patient 102 or their proxy can commuaicate directly with the
weh server 108 through a computing device 109 or the fax/
voice server 106 using a phone 117, The patient 102 can use
a LIFELINGE card 116 that contains access information to log
on fo the web server 108 associated with a web site of the
present invention, or as a reminder of their toli free dedicated
phone nurnber which they cun call to access voicemail mes-
sages, listen to tert-to-speech conversion of emails, or ofher-
wise aceess information.

The present invention also allows a patient 102 to upload
files using a computing device 109 to the web server 108. In
addition, the patient 182 can use the computing device 109 to
interact with the web server 108 to specify that a prescription
or other personal health record is faxed via the fax/voice
server 106 to a healthcare provider 104,

FIG. 2 illustrates one embodiment of a sticker 114 for 3
patient 10 give to their healthcare provider to request or
instruct their healthcare provider to fax medical records to the
toll free dedicated phone number associated with the patient.
Although it is preferred that a sticker 114 be used because of
the added convenience provided by being able to permanently
or semi-permanently attach to a patient file at a healthcare
providers office, the presestinvention contemplates that other
types of documents could be used. The sticker 114 includes
the LIFELINE phone number 120 which is the toll free dedi-
cated phone pumber associated with the patient. Note that
there is no pin number required which greatly simplifies the
process of faxing documents. In addition, the name 122 of the
patient is shawn, Thete is also a written request 124 on the
sticker 114 that instructs the healtheare provider to fax the
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records and explicitly gives permission to fax the healthcare
record, The language of the writtens request 124 may vary as
necessary to comply with any applicable laws. It should be
appreciated that the sticker 114 provides great convenience to
both an individual who wants to instruct their healthcare
provider 1o give them access to their medical records as well
as fo the healthcare provider who can now easily provide the
individual with access to their medical records. The present
invention further conternplates that medical alert information
can also be placed on the sticker 114, The types of medical
alert information includes, without [imitation, blood type
informeation (i.e, ABO and Rhesus information), allergies to
drugs, presence of a pacemaker, diabetes, epilepsy, or ather
conditions,

FIG. 12 illustrates another embodiment of such a sticker.
Note that in FIG, 12, a sticker 808 is shown. The sticker 500
faclndes instructions to fax or email medical records 802
which serve to exercise a patients dghts under 45 CER,
§164.522 and 45 C.FR. §164.524 {(HIPAA Privacy Reguia-
tions) to oblain a copy of their protected health information:
(PHI) and to have such communications sent to the patient at
an alternative location. In particular, the instrzctions 802
instruct the heallhcare provider to fax a copy of the PHI to 2
personal, private mailbox at a toli-free or local owmber after
every visit and/or whenever the PHI is updated so (hat the
patient can maintain a copy of their PHI. Alternatively, the
instructions 802 provide for instructing the healtheare pro-
vider to email the records to specified email address 810.

The sticleer 808 includes a region 804 for the patient to print
or type their name and a region 806 for the patient to print or
type their date of birth, There is also a region 808 for the fax
number 1o which medical records are delivered. Preferably,
the nomber is a toll-free fax or local number assigned to the
patient. There is also a region 810 for an email address to
which the medical records are to be submitted.

FIG. 3A apd FIG. 3B illustrate one embodiment of a LIFE-
LINE card 116. The LIFELINE card has a front side 130 and
anopposite back side 132. The card 116 includes the name of
the individual 122, a2 URL for a web site 136 which stores
medical records for the individual, In addition there is access
information 134 such a username and password. The card 116
also includes the toll free dedicated phone number 120 asso-
oiated with the individual. On the back side 132 of the card
116 a5 best shown in FIG. 3B, medical alert information 139
is provided. The medical alert information 139 can include
allergies which the individual kas, medical conditions such as
diabetes or epilepsy, the presence of a pacemaker, or other
medical information that may beofgreat importance in evalu-
ating or treating the individual in the case of a medical emer-
geney, The medical alert information can further include
blood type information (i.e. ABO and Rhesus information).
Also, instructions 138 are provided on the card 116 to indicate
how one could access complete medical records or informa-
tion about the individual.

The present invention contemplates including the sticker
114 (or other permission/request document) and the LIFE-
LINE card 116 ir a welcome kit when an individual or family
subscribes or signs-up for the service. In addition, from the
web site associated with the serviee, preferably addition
stickers and/or additional cards can be printed and informa-
tion can be updated as necessary,

FIGS. 13 and 14 illusirate another embodiment of a wailet
card of the present invention. The wailet card 82@ includes a
first side 822 and an. opposite second side 824. As shown in
FIG. 13, the first side 822 of the wallet card 82¢ has a first
panel 826 and a second panel 828. The first pane] 826 inchudes
identifying information about an individual and emergency
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instractions 830, The emergency instructions 830 indicate
that protecied health information can beaccessed, in an emer-
gency, at a weh site. The second panel 828 of the first side 822
of the wallet card 828 includes insurance information and
signature of the patient.

As best shown in ¥1G, 14, the second side 824 of the wallet
card 820 includes emergency contact information, including
a secret guestion or passcode $o that the emergency contact
person can better verify that there is an emergency, and not a
frandulent notification. Thesecond side 824 of the wallet card
824, also prefesably includes information regarding cusrent
medications, allergics, blood type, and medical conditions
which may be critical to providing appropriate emergency
care.

FIG. 4 illustrates one embodiment of a system of the
present invention. Preferably such a system is implemented’
using equipment from Prairie Systems, Inc. of Omaha, Nebr.,
although the present invention contemplates that other ven-
dors may be used, As shown in FIG. 4, the system 200

meludes a faxfvoice server 202, The fatfvoice server 202 is

accessible by a fax machine 204 ora phone 208 through using
a dedicated phone number 206. Preferably, the phone nuzaber
2086 is toll-free as this increases the accessibility and conve-
niencs of the system which is very important. However, the
phone number 206 could also be a direct dial phons number.
When the fax/voice server 202 receives a ¢all, a determination
is aade instep 210 asto whetherthe call is a voice callorafax
call, Where the call is 2 voice cel], an interactive voice
response (IVR) system is used to detenmine who the calleris,
the purpose of the call, or other information, and then stores
any voicemail message in voice storage 212. The system is
adapted to notify the individual that there is a voicemail
message through an email notification in step 214 and/or
other types of gotification in step 216, Other types of notifi-
cation can include, but are not Himited to text messages to a
cell phone or pager. Thus, a healthcare provider can call the
LIFBLINE number 206 and leave a voicemail message for the
individual and kpow that the comuhumication is a private
commumication. Thus, the healthcare provider can leave pri-
vate and confidential information, such as the vesults of a test,
or the need to schedule 2 new appointment, or other informa-
tion, The individual is alerted 1o the presence of the voicemail
message and can then call-in to the fax/voice server 202 ta
check messages.

‘Where documents are faxed, fax images are collected and
converted to portable document format (PDF) documents
218 Although, the PDF format is preferred, the present inven-
tion consemplates that other types of document conversions
can be done as may be appropriate in a particular implemen-
tation.of the present invention. Based on the dedicated phone
number 206 used {o send the documents, the faxed documents
are assigned o a user account and stored in step 220. The
individual is alerted via email that the documents have been
sent in step 224, Altematively, the individual is alerted via fext
messaging in step 222 that a fax has been sent.

The web site of the present invention provides a convenient
Ioeation to collect and store healtheare records and provide
secure access to the records. It also provides a convenient way
to enroll in a service for providing online access fo health
records. FIGS, 5A and 5B provides one embodiment of an
enroliment process In FIG. SA, a user 250 accesses a home
page 252 for a medical records web site, In step 254, a deter-
mination s made as to whether the user 250 is an existing
member. If the member is, then in step 256 the user is pro-
vided access to their user interface as shown in FIG. 6. If not,
then in step 258 a determination is made as to whether the user
250 agrees 10 termns and conditions of service. If not, then in
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step 260 the user is thanked for their inferest but not allowed
to continue. The user is also given the option or encouraged to
output the temos and conditions toa printerin step 262 5o that
they can review them closely and maiutain a copy for their
records ifthey wish, If iu step 258, thenser agrees to the terms
and conditions of service then in step 264 the system collects
user data. User data 266 can include last name, first name,
address information, eity, state, zip code, phone number,
email/pager/mobile device information, emergency contact
name, emergency contact phone number, primary care phy-
sician phone number, insurance information, allergies and
medications, and/or other information, If all fields are
received instep 268, theninstep 272 thesystem assigns a user
name and password. It is to be understood that the user may
also request a particular username and/or set their own pass-
word. Where 2 user selects their own password, then in step
270, a determination is made as to whether the password
meets security requirements, For exampie, there may be a
minimem number of characters required, or there mnst be at
least one numeric character, orother requirements. Wherethe
vser is allowed to select their own name, in step 274, a
usemame database is searched and in step 276 a determina-
tion is made as to whether or not the pame is available. If it is,
then in 278 the user iz permitted 1o create a personal identi-
fication nember (PIN]. In step 280, & rule such a5 one Fequir-
ing a particnlar number of digits or a particular minimmn
digits is apphied. In step 282 the PIN is validated and the
enroliment process proceeds fo billing options in step 284. In
FIG. 5B, the user is aliowed 1o choose a plan in step 286. The
individual could, for example, choose an individual or family
plan from the plan options 288. In step 290, the user enters
credit card information 292 which may include & credit card
nuzmber, billing address, and CW nurber, This information is
then submitied to a payment processer 294, In step 298, a
determination is made as to whether the credit card informa-
tion can be anthorized for payment. I net, then the number of
retries Is determined in step 296 and the user is allowed to
re-enter their credit card information in step 296. I there have
already been two tries tovalidate credit card information, then
in step 300 the individual is told that they can not enrol] at this
time and should try again later, If paymaent is autherized in
step 294 then in step 302 & dedicated toll free phone number
is assigned and an IP address associated with the user is
registered. In step 304 a user accountis created. In step 306 an
email notification confirming registration is sent to the user.
Iz step 308 the user can begir to setop their personal web site
such as their database of doctors, family members, calendar,
and otherwise configure their web site,

Where 2 calendar is used, the present invention contem-
plates that the calendar can be synchronized with an applica-
tion such as Microsoft Qutlook, 2 calendar program asseci-
ated with a P, or other personal information manager,

After registration, the user can access the user interface of
the web site. FIG, 6 illustrates one embodiment of the user
imerface 256. The user 250 can access the homepage 252. In
step 409, a deterrnination is made as to whether the system
recognizes the ip address being used by the user as being
associated with the user. If the ip address is not recognized
then extra security measures are taken beginning in siep 414,
In step 414 a username and a double [evel of password log-in
is required. If a valid log-in, then the process proceeds 1o step
474, If not, ther in step 418, the number of invalid log-in
atteropts or tries is monitored and if it is three, then in step 426
the account is frozen. Returning to step 404, i the ip address
is recognized as being associated with the user, then in step
492 a2 username and 2 single level of password log-in is
required. In step 412 a detenmination is made as 1o whether or
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not the password is valid. If a valid password, then the process
proceeds to step 424, If not, then in step 404 a determination
is made as to the number of fnvalid attempts. Afler three
invalid attempts, in step 406 the account is frozen and in step
408 an email is sent to the individual who may, in step 418,
implement procedures to change the password and re-open
the account.

Returning to step 424, a determination is made as o
whether the account Is associated with zn individual or a
family, If the accounnt is associated with a family, then in step
426, the user can sefect the family member and access the
family database 428, If, in step 424 the account is not a family
account, then in step 430 the user can view their mailbox
showing new PDF files and voice files. Preferably, these new
filas include date and time stamps so that the user can see
whes the files were received,

Instep 432, the user is allowed to annotate the messages to
better identify the messages in 2 manner that is convesdent for
the user. In step 434, the user can play the voicemail mes-
sages. Instep 436, the user can choose to save the messages to
voice storage 438 or to send the message to the trash 440. In
step 442, the user can select a doctor o associate with the
voicemail messages. For example, the doctor from which the
voicerail or imaged document was received. Preferably the
doctor is within the doctor database 444, If not, then in step
460, the user canupdate the doctor database 444 to include the
doctar. The user can then organize the voicemail or document
socording to the user's preference into one or more file fold-
ers. Bxamples of file folders include RX 446, XRAY'S 448,
LABS 450, BXAM NOTES 452, OTHER 454. The user can
make new file folders such as file folder 436 and identify it
appropriately, The user interface offers fanctions 458 such as
movement of files between folders, drag and drop, cut and
paste, andfor ather functions fiat will assist the user in arga-
nizing their records,

The present invention provides for each of the file folders to
be protected with one or more additional passwords, Such an
implementation is particularly useful in a pumber of contexts,
For example, the use of multiple passwords atlows informa-
tion such as insurance information, financial information, or
other proprietaty information 1o be protected differently than
the medical records.

Axnother exampie of where this extra layer of security can
be useful is where a single account is shared by a family
consisting of two parvents and multipie children, Each parent
may have their own folder separately password protected so
that the other parent can not access their folder, but still
allowing both parents to access the folders for the chifdren.

FIG. 7 illustrates oneembodiment of a screen display of the
present invention. In FIG. 7, the screen display 500 includes
a menn bar 502 along the top with different menu items sach
as “Home" 564, “My Medical Records™ 506, “My Calendar™
508, “Manage Prescriptions™ 510 and “My Doctor” 512. The
screen display 500 also ineludes a reminder to the individual
of their LIFELINE toll free dedicated phone number 514. A
message center 518 includes alerts as to recent faxes, voice-
mails, doctor appointnents, prescription refills, or other
related evenis. Theuser can view the recent faxes 518, and for
each fax, can file it vsing fax filing options 520 which allow
the user to give a document title to the fax, associate a phy-
sician with the fax, file the fax under a particular account
where the account is a family account, and identify the fax as
a prescription, x-ray/image, or lab report.

It showld also be appreciated that a user need not fax them-
selves documents. Instead, the user can upload scanned docu-
ments or other files in any number of formats.
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FIG. 8 illustrates another example of a screen display
according to one embodiment of the present invention. In
FIG. 8, the screen display 550 alsc includes & files seclion 552
wherein different folders are shown for storing and organiz-
ing information, This aHows a nser o gtore records in 4
manner appropriate for them. In one embodiment, the folders
ean include separate folders for lab reports, prescriptions,
x-rayfimages, dental records, lab reports, prescriptions, and
all records. As shown in FIG, 8, there is a promotional space
554, The present invention allows for promotional material to
be placed in the promotional space 554 that is of potential
interest to the user. The promotional information can come
from a third party source or advertiser. In additions, news
information may be placed in a news information portion 556
of the web page. The news information can include breaking
news regarding the medications that the patient is on, health
and fitness news, or other news of potential interest or imgpor-
tance to the user,

FIG. 9 is another example of a screen display 560 accord-
ing to one embodiment of the present invention. Note that a
MYACCQUNT option 513 is shown nearthe top ofthe screen
display 560. Also note that a user is allowed o select a family
member using the dropdown list box 515, There is also an
upload record option 602 provided so that a user may upload
files of varjous types directly io their acvount.

Shown in the MY FILES portion 852 are a plurality of file
folders, including: EMERGENCY folder 562, X-RAY/IM-
AGES folder 564, LAB REPORTS 566, VACCINATIONS
568, OBSTETRICS 570, PATIENT CHARTS 572, DENTAL
574, PET/VET 576, SURGERIES 578, QFFICE VISITS 580,
TEST RESULTS 582, CARDIOLOGY 584, PEDIATRICS
586, UROLOGY 538, VITAL DOCUMENTS 598,
eSAFEDEPOSITBOX 592, The various file folders shown
provide a convenient method for users to organize their files,
Note that each folder indicates how many files are stored
within the file folder.

A WHAT’S NEW portion 594 allows users to leam about
new featutes or other information. A FAMILY panel 596 can
display information or links to information relevant to fami-
lies. A SENTORS panel 598 can display information or finks
to information refevant to senjors. A DOCTORS panel 600
can display information or link to information relevant to
doctors, Of course, the present invention contemplates that
panels 596, 598 and 660 need not be presemt, znd where
present can be used to convey ather types of information of
potential interest fo users.

FIG. 10is another example of a sereen display according to
one embodiment of the present invention. The screen display
610 allows for folder administration. A folder administration
portion 612 includes a Bisling of multiple folders (16 shown)
witha column 614 indicating the current name for each folder
and a column 616 indicating the new name to be assigned to
each folder. In operation a user cen change the name of the
folders to suit their particular needs, Note that at least a
portion of the folders have a password associated with them.
This provides an additional layer of security to these files.

FIG. 11 is a screen display for an uploaded file featurc
according to another embodiment -of the present invention.
The screen display 638 allows for uploading a medical record
602, The upload arecord window 632 allows the user to select
a file o be uploaded 634 by browsing 636 to the location of
the stored file, Por example, if the user has chest x-rays saved
in a picture format such as a jpep, they would be able o
browse 636 to the file and upload the file §34 to add to or 1o
make current their present set of medical records. The upload
a record window 632 also allows the user 1o record a title 638
for the file uploaded 634. Additionally, the uploaded a record
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window 632 allows the user to associate the fileuploaded 634
with the appropriate doctor selected from a drop-down list
640, If the account is family or joint type account and alfows
storing medical records for multiple persons, the user may use
the drop-down menu 642 to select the family member 642 to
whorn this newly uploaded file 634 should be associated with.
The upload a record window 632 also allows the user to
record a date 644 associated with the newly uploaded file 634.
Lastly, the user has the option of selecting the individual
folders 646 where he or she would like a copy of the newly
uploaded file 634 to be saved. Forexample, the user may wish
to save the chest x-rays in the X-ray and images folder as well
as other folders, snch as the emergency folder Iab report
and/or surgeries folder. The upload a record window 632
allows the user tt periodically update their personal medical
records with important medical information and associate
that information with the appropriate folders. The upload a
record window 632 also makes it easy for the nser to browse
{o and save medical files in electronic form in a convenient
and organized manner,

In one embodiment, not only is a password reguired to
access the website, but an additional password is required to
access such a folder. This feature can be advantageous in a
number of different situations. For example, a family may
share an account, but each spouse may maintain certain files
in confidence from the other. Or where healthcare informa-
tion is accessed in an emergency {or through fraudulent use of
an emergency card), the most private information which is
protected with a second level of password protection remains
secure. As shown there are buttons 618, 622, 624, 626 for
providing a secondary level of password protection.

FIG. 15 illustrates one embodiment of using the health-
related information collected to provide additional benefits to
a consumer. For example, the present invention allows for a
systemn 800 that includes a personal health records database
850 and 4 drug interactions database 852 operatively con-
pected to an analysis system 854, The analysis systern 854 is
operatively connected to a drug interaction reporting compo-
nent 856. The personal health records 850 includes informa-
tionregarding which prescription drugs are being taken by the
user. The drug interactions database 852 includes information
regarding known interactions between different drugs. The
analysis system 854 analyzes the prescription drugs taken by
the user to deterraine if there is any known interaction that
may be adverse in any way t the user. Based on the results of
this analysis, the drug interaction reporting component 856
reports the results to the user, their pharmacist, doctor, or
other healthcare provider as appropriate, The present inven-
tion confemplates that drug interaction reporting 856 can be
reported in different ways to different people based on factors
such as user preferences regarding the drug interacting report-
ing, the severity or certainty of a determined adverse drug
interaction, or otherwise. The present invention contemplates
that in addition 10 drug interaction analysis and reporting,
other types of analysis and reporting can be performed on the
personal health records. One of the advantages of the present
invention is that it ailows for a convenient method o build and
mainiain complete and up-to-date health records, thus allow-
ing the personal health records to be snalyzed in any number
of ways.

The present invention provides for numerous other features
and advantapes. For example, the web site can provide
reminders far doctor appointments, prescription refills, or
other events through email reminders or text messaging
reminders. In addition, the web site allows the user to select
the option of sending information via fax to a care provider.
For example, & user can fax a prescription to their pharmacy
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of choice. In addition, the user can fax their medical records
received from one healtheare provider to another healthcare
provider.

Aceording 1o another embodiment of the present invention,
the healtheare records can include hoth medical recoxds as
well as dental records, In addition, the healthcare records can
include, healthcare records not just for humans, but for pets as
weifl. Thus, a family could monage healthcare records for
every memtber of the family, including one or more pete.

According to another aspect of the present invention, other
vital records are alsa stored on the web site. Bxamples ofother
types of vitel records include wills, Hving wills, healthcare
power of attormeys, and related information.

The present invention is not to be limited to the specific
disclosure provide hersin. The present invention contem-
plates numerous variations as may be appropriate in a par-
ticular context, environment, or situation.

What is claimed js:

1. A method for providing a vse with the ability to access
and collect personal health records agsociated with the userin
a secure and private manner, the method comprising:

associating access information with the wser for the user to

use to access a server storing files comprising personal
health records assoclated with the user in a computer
readable storage medium;

providing. the user with a user interface on 2 computing

device to remotely access the personal health records
stored on the server, the user interface providing for
organizing the files into separate file folders with func-
tiopality for the user 1o name the file folders and add Rle
folders and individually assign password protection fo
cach of the file folders;

receiving at the server the files comprising personal health

records associated with the user from a health care pro-
vider associated with the user;

receiving at the sorver a request from fhe user made

through the user interlace of the computing device for
access 1o the files, wherein the access information is
associated with the request;

sending the user s file containing the personal health

records associated with the user from the server to the
compuiing device in response 1o the request,

wherein the files are maintained on the server indepen-

dently from any files maintained by the health care pro-
vider and wherein the files are managed privately by the
use independently from the health care provider.

2. The methad of claim 1 wherein the access information
comprises a password.

3. The method of claim 1 further comprising receiving at
the server additional files comprising personal health records
associated with the user from a second health care provider
associated with the user.

4. The method of claim 3 wherein the files comprise image
file format files.

5, The method ofclaim 4 wherein the image file format files
include image representations of medical records, living
wills, power of attosneys, or other medical ar legal docu-
ments.

6. The method of claim 3 wherein the files comprises audio
recordings.

7. The method of claim 6 wherein the andio recordings
inchide voicemail recordings from a health care provider.

8. A method for providing a user with the ability to access
and colleci personal health records associated with the user in
2 secure and private manner, the method comprising:
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associating access information with the user for the user to
use to access a server storing files comprising personal
health records associated with the user in a computer
readable storge medium;

providing the user with 2 user interface on a computing

device to remotely access the personal health records
stored on the server;

receiving at the server the files comprising the personal

health records associated with the user from a health
care provider associated with the user;

receiving at the server a reguest from the user made

through the user interface of the computing device for
access to the files, wherein the access informstion is
associated with the request;

sending the user a file containing the personal heaith

records associated with vser from the server to the com-
puting device in response to the request;

wherein the files are maintained on the server indepen-

dently from any files maintained by the health care pro-
vider and wherein the files are managed privately by the
user independently from the health care provider.

9. The method of claim 8 wherein the sccess information
comprises a password.

10. The method of claim 8 fusther comprising further com-
prising receiving at the server additional files comprising
personal health records associated with the user from a sec-
ond health care provider associated with the user.

11. The methed of claim 10 wherein the files comprise
image file format fles.

12. The method of claim 11 wherein the image file format
files inciude image representations of at medical records,
living wills, power of attorneys, or other medical or legal
documents.

13. The method of claim 10 wherein the files comprises
audio recordings. .

14, The method of ¢laim 13 wherein the audio recordin
inchide voicemail recordings from a health care provider.
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15, A method for providing a user with the ability 10 access
and collect personal health records associated with the user in
a secure and private manner, the method comprising:

associating access information with the user for the user to

use to access a sérver storing files comprising personal
bealth records asscciated with the user in a computer
readable storage mediurm;

providing the user with a user interfsce on a computing

device fo remotely access the personal health records
stored on the server, the user interface providing for
otganizing the files into separate file folders with fane-
tiogality for the user to name the file folders and add file
folders and individually assign pagsword protection 10
each of the file folders;

receiving at the server the files comprising records associ-

ated with the user from a health care provider associated
with the user;
receiving at the server a request from the user made
through the user interface of the computing device for
access to the files, wherein the access information is
-associated with the request;

sending the user a flle containing the personal health
recaords associated with the user from the server to the
computing device in response to the request;

receiving at the server a request from the user made

through the user interface of the computing device for
sending one of the files to & second health care service
provider;

sending the second health care service provider the one of

the files from the server;

wherein the files are maintaized on the server indepen-

dently from any files maintained by the health care pro-
vider and wherein the files are managed privately by the
user and independently from the health care provider
and wherein the user interface is not provided 1o the
besith care provider.

L N



Case 2:13-cv-00979-CAS-JC Document 1 Filed 02/11/13 Page 36 of 39 Page ID #:39

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITE!D STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge Christina A. Snyder and the assigned
discovery Magistrate Judge is Jacqueline Chooljian,

The case number cn il Jdoceimeats T ed willi the Court should read as follows:

Cv1i3- 979 CAS (JCx)

Pursuant to General O+der 05-07 of *he Upited Stares District Court for the Central
District of California, the Magistrate Judgzc lias been designated to hear discovery related
motions.

All discovery related rmo.ions siould be avticed on the calendar of the Magistrate Judge

MUGICE TO COUNSEL

A copy of ihis notice must be served with the summons and complaint on all defendants (if a removal action is
filed, & copy of this notice must be served on all plaintiffs).

Subsequent documents must be filed at the follow 51 lo zztion:

Western Division i1 Souta:ca Division [__] Eastern Division
312 N. Spring 8t., Rm. G-8 411 West Fourth §t., Rm. 1-053 3470 Twelfth St., Rm. 134
Los Angeles, CA 80012 Santa Ana, CA 92701-4516 Riverside, CA 92501

Failure to file at the oroper ioeation wili resuit in your docunents being returned {o you.

CV-18 (G3/08) NOTICE OF ASSIGHIMENT TG UnITE D STATES MAGISTRATE JUDGE FOR DISCOVERY
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

MYMEDICALRECORDS, INC., a Delaware
corporation

PLAINTIFF(S)
V.

WEBMD HEALTH CORP., a Delaware corporation;
and WEBMD HEALTH SERVICES GROUP, INC,, a
Delaware corporation

DEFENDANT(S).

CASE NUMBER

SUMMONS

TO: DEFENDANT(S):

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it), you

must serve on the plaintiff an answer to the attached [X] complaint

amended complaint

[ ] counterclaim [_] cross-claim or a motion under Rule 12 of the Federal Rules of Civil Procedure. The answer
or motion must be served on the plaintiff’s attorney, Ted S. Ward, whose address is LINER GRODE STEIN
YANKELEVITZ SUNSHINE REGENSTREIF & TAYLOR LLP, 1100 Glendon Avenue., Los Angeles, CA

90024-3503. If you fail to do so, judgment by default will be entered against you for the relief demanded in the
complaint. You also must file your answer or motion with the court.

FEB 11 2013

Dated:

s w,
Clerk, U.S. District Court - R %$
JULIE PRAD )5 &
By: ' “oNNGT B
Deputy Clerk = " &
v i
(Seal of the Court)

[Use 60 days if the defendant is the United States or a United States agency, or is an officer or employee of the United States. Allowed

60 days by Rule 12(a)(3)].

CV-01A (10/11
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CIVIL COVER SHEET

I (a) PLAINTIFFS (Check box if you are representing yourself I:])
MYMEDICALRECORDS, INC., a Delaware corporation

DEFENDANTS
WEBMD HEALTH CORP., a Delaware corporation; and WEBMD
HEALTH SERVICES GROUP, INC., a Delaware corporation

(b) Attorneys (Firm Name, Address and Telephone Number. If you are representing

yourself, provide same.)

Randall J. Sunshine, Esq. SBN 137363
Ted S. Ward, Esq. SBN 143810

LINER GRODE STEIN YANKELEVITZ SUNSHINE

REGENSTREIF & TAYLOR LLP
1100 Glendon Avenue, 14" Floor
Los Angeles, CA 90024-3503

(310) 500-3500

Attorneys (1f Known)

I1. BASIS OF JURISDICTION

[:' 1 U.S. Government Plaintiff

!:I 2 U.S. Government Defendant

(Place an X in one box only.)

[<] 3 Federal Question (U.S.
Government Not a Party

[ 4 Diversity (Indicate Citizenship

of Parties in Item [IT)

Citizen of This State

Citizen of Another State

111. CITIZENSHIP OF PRINCIPAL PARTIES - For Diversity Cases Only
(Place an X in one box for plaintiff and one for defendant.)

PTF DEF PTF DEF

D i D 1 Incorporated or Principal Place K4 Oa
of Business in this State

(02 [J2 incorporated and Principal Place []5 45

Citizen or Subject of a Foreign Country 3 3

of Business in An

Foreign Nation

other State

e (e

IV. ORIGIN (Place an X in one

box only.)

B3 1 Original [] 2 Removed from D 3 Remanded from [_] 4 Reinstated or [] 5 Transferred from another district (specify): ] 6 Multi- [:] 7 Appeal to District
Proceeding State Court Appellate Court Reopened District Judge from
Litigation Magistrate Judge

V. REQUESTED IN COMPLAINT: JURY DEMAND: Yes D No (Check 'Yes' only if demanded in complaint.)

CLASS ACTION under F.R.C.P.23: [] Yes le No

Per Proof; Permanent
<] MONEY DEMANDED IN COMPLAINT: $ Injunction

V1. CAUSE OF ACTION (Cite the U. S. Civil Statute under which you are filing and write a brief statement of cause. Do not cite jurisdictional statutes unless diversity.)
Patent Infringement under 35 U.S.C. § 1, et. seq., including 35 U.S.C. § 271.

VII. NATURE OF SUIT (Place an X in one box only.)

OTHER STATUTES CON'] RACT “TORTS ek : PRISONER 43 LABOR e :

Il 400 State Reapportionment 11 ID Insurance PERSONAL ]NJURY I PEHTIONS D 710 Fair Lahnr Standards

[:] 410 Antitrust ] 120 Marine D 310 Airplane |:| 510 Motions to Vacate Act

] 430 Banks and Banking 1 130 Miller Act [1315 Airplane Product D 370 Other Fraud Sentence Habeas [ ] 720 Labor/Mgmt.

[] 450 Commerce/1CC ] 140 Negotiable Instrument Liability ] 371 Truth in Lending Corpus Relations
Rates/etc. 1 150 Recovery of [[] 320 Assault, Libel &  [[] 380 Other Personal  [] 530 General [] 730 Labor/Mgmt.

D 460 Deportation Overpayment & Slander Property Damage [] 535 Death Penalty R?poﬂing &

] 470 Racketeer Influenced Enforcement of [] 330 Fed. Employers' (] 385 Property Damage [[_] 540 Mandamus/ Disclosure Act
and Corrupt Judgment Liability ~ Product Liability Other [ 740 Railway Labor Act
Organizations [] 151 Medicare Act (] 340 Marine “BANKRUPTCY " |[] 550 Civil Rights ] 790 Other Labor

[] 480 Consumer Credit [] 152 Recovery of Defaulted [] 345 Marine Product [] 22 Appeal 28 USC |:] 555 Prison Condition Litigation

[[] 490 Cable/Sat TV Student Loan (Excl. Liability ]5_8 FORFEITU'REI 108 9 Empl. Ret. Inc.

[ 810 Selective Service Veterans) (1 350 Motor Vehicle [] 423 Withdrawal 28 - PENALTY Security Act

[ 850 Securities/Commodities/ (1 153 Recovery of [ 355 Motor Vehicle g |:| 610 Agriculture . PROPERT_Y EIE0AS
Exchange Overpayment of’ Product Liability | .. CIVIL RIGHTS “[7] 620 Other Food & [] 820 Copyrights

[] 875 Customer Challenge 12 Veteran's Benefits (] 360 Other Personal [:I 441 Voting Drug (<] 830 Patent
USC 3410 [] 160 Stockholders' Suits Injury [1 442 Employment [] 625 Drug Related D 840 Trademark

[] 890 Other Statutory Actions [] 190 Other Contract [] 362 Personal Injury- [ 443 Housing/Acco- Seizure of SOCIAL SECURITY

[ so1 Agricultural Act 1195 C(.)nll.'a.cl Product Med Malp(acllce mmodations Property 21 USC |:| 61 HIA(1395(1)

[] 892 Economic Stabilization Liahdlity [ 365 Personal Injury-  [(]444 Welfare 881 [ 862 Black Lung (923)
Adt [1 196 Franchise Product Liability |T] 445 American with  |[] 630 Liquor Laws [] 863 DIWC/DIWW

[] 293 Environmental Matters REAL PROPERTY . . [[]368 Asbestos Personal Disabilities— ] 640 R.R.& Truck 405(g))

[] 894 Energy Allocation Act  {[_] 210 Land Condemnation ;r:L'erfmd"m Emplpymer(l [ 1650 Airline Regs [] 864 SSID Title X V1

[[] 895 Freedom of Info. Act  |[] 220 Foreclosure : MN:HGR;T] o (1446 American with  [7] 660 Occupational ] 865 RSI (405(2))

] 900 Appeal of Fee Determi- | 230 Rent Lease & Ejectment | - Disabilities - Safety /Health | . FEDERAL TAX SUITS
nstben Ui Bigiat [ 240 Torts to Land [:I 462 Nazur_ahz_auon Other [ 1690 Other [] 870 Taxes (U.S. Plaintiff
Access to Justice ] 245 Tort Product Liability Application (1440 (a‘_hi’ Civil or Defendant)

[ 950 Constitutionality of State ] 290 All Other Real Property (] 463 Habeas Corpus- s ] 871 IRS-Third Party 26
Statutes Alien Detainee USC 7609

D 465 Other Immigration
Actions
4% B o
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CIVIL COVER SHEET

VHI(2). IDENTICAL CASES: Has this action been previously filed in this court and disinissed, remanded or closed? No [[] Yes
if yes, list case number(s):

VII{h). RELATED CASES: Have any cases been previously filed in this court that are relaled to the present case? Mo Yes
If yes, list case number(s):  2:13-CV-00631-ODW-SH

Civil cases are deemed related if a previously filed case and the present case:

(Check all boxes that apply} B A. Arise from the same or closely refated transactions, happenings, or events; or
i:] B. Call for determination of the same or substantially related or similar questions of law and facet; or
{3 ¢. For other reasons would entail substantial duplication of kabor if heard by different judges; or
B D. Involve the same patent, trademark or copyright, and one of the factors identified above in a, b or € also is present.

1X. VENUE: (When completing the following information, use an additional sheet if necessary.)

{a) List the County in this District; California County outside of this District; State if other than California; or Foreign Country, in which EACH named plaintiff resides.
] Check here il the government, its agencies or employees is a named plaintiff. i this box is checked, go to item (b).

County in this District* California County outside of this District; State, i other than California; or Foreign Country

Los Angeles

(b) List the County in this District; California County outside of this District; State if other than California; or Foreign Country, in which EACH named defendant resides.
D Check here if the government, its agencies or cmployees is a named defendant. If this box is checked, go to item {c).

County in this District:* California County outside of this District; State, if other than California; or Foreign Country

New York
Oregon

(c) List the County in this District; California County ouiside of this District; State if other than California; or Foreign Country, in which EACH claim arose.
Note: In land condemnation cases, use the location of the tract of land involved.

County in this District:* California County outside of this District; State, if other than California; or Foreign Country

Los Angeles

* Los Angeles, Orange, San Bernardino, Riverside, Ventura, Santa Barbara, or San Luis Obispo Counties
Note: In land condemnation cases, use the Jocation of the tract of land involved

X. SIGNATURE OF ATTORNEY (OR PRO PER): MJALA \ _,./ Date February 11,2013
Ted S. Ward '

Naotice to Counsel/Parties: The CV-T1 (J5-44) Civil Cover Sheet and the information contained herein neither replace nor supplement the filing and service of pleadings
or other papers as required by law, This form, approved by the Judicial Conference of the United States in September 1974, is required pursuamt to Local Rule 3 -1 is not filed
but is used by the Clerk of the Coun for the purpose of statistics, venue and initiating the civil docket sheet. (For more detailed instructions, see separate instructions sheet.)

Key to Statistical codes relating to Social Security Cases:

Nature of Suit Code Abbreviation Substantive Statement of Cause of Action

8ol HIA All clahms for health insurance benefits (Medicare) under Title 18, Pant A, of the Social Security Act, as amended.
Also, include claims by hospitals, skilled norsing facilities, etc., for certification as providers of services under the
program. {42 11.5.C..1935FF{(b))

862 BL. All claims for "Black Lung" benefits under Title 4, Part B, of the Federal Coal Mine Health and Safety Act of 1969,
(30 U.S.C. 923)

863 DIWC Al claims filed by insured workers for disability insurance benefits under Title 2 of the Social Security Act, as
amended; plus all claims filed for child's insurance benefits based on disability. (42 U.5.C. 405(g))

863 DIWwW All claims filed for widows or widowers insurance benefits based on disability under Title 2 of the Social Security
Act, as amended. (42 U.S.C. 405(g))

864 SSID All claims for supplemental security income payments based upon disabilicy filed under Fitle 16 of the Social Security
Act, as amended,

865 RSI All ctaims for retirement {old age) and survivors benefits under Title 2 of the Social Security Act, as amended. (42
U.S.Co(gh
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