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DEMAND FOR JURY TRIAL

Plaintiff demands a trial by jury on all issues triable to a jury.

Date: March 5, 2013 Respectfully submitted,
COLT/WALLERSTEIN LLP
By:

Doug Colt

Thomas E. Wallerstein
Kimberly 1. Culp Cloyd
Attorneys for PaymentOne Corporation

NIRO, HALLER & NIRO

By:_/s/ Matthew G. McAndrews
Matthew G. McAndrews
Kara Szpondowski
Oliver D. Yang
Ashley LaValley
Attorneys for PaymentOne Corporation
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Account Number Statement Date Page 1
Dec 4, 2002
Questions about your bill? 1-800-000-0000

XYZ _

Total Current Charges (See detail below) $106.11

Billed on Behalf of BlueLight.com

Description Amount;

1. Dec3 BLUELIGHT
ISP ACCESS $9.21
2. Dec3 ONLINE SERVICE $4.91
3. Dec3 DSLLINE CHARGE $29.91
4, Dec3 UNIFIED MESSAGING $5.95
5. Dec3 WEBHOSTING $20.00

Total Monthly Chargers $70.80

Billed on Behalf of INTERNET TELEPHONY PROVIDER

Date  Time Place and Number Called Type Rate Minutes Amount
6. Nov.8 3:37pm Anywhere, USA 444 555-7777  Direct Day 6 42
7. Nov.10 3:37pm Anywhere, USA 444 555-7777 Direct Day 10 70
8. Nov.14 337 pm Anywhere, USA 444 555-7777 Direct Day 7 1.61
9. Nov.16 3:37 pm Anywhere, USA 444 555-7777 Direct Day 23 49
10. Nov.21 3:37 pm Anywhere, USA 444 555-7777 Direct Day 50 3.92
TotalCalls $7.14
Billed on Behalf of INTERNET SERVICE PROVIDER
11. Nov.14 2:32pm Online Games 444 555-7774 Direct Day 1 $6.00
12. Nov.16 2:37 pm Software 444 555-7771 Direct Day 1 $14.95
13, Nov.21 5:17 pm MPS Smooth Jazz 444 555-7772 Direct Eve 1 $8.99
TotalCalls $24.94
Taxes & Surcharges
Description
14, Charges for Network Access for Interstate Calfing. Ammount
Imposed by Federal Communications Commission $3.50

Fig. 6
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METIHOD AND APPARATUS TO VALIDATE A associated with the subseriber line 17. It is to be appreciated
SUBSCRIBER LINE that any electronic apparatus, e.g. a personal computer, PDA,

The present application is a continuation of 10/225,098,
now U.S. Pat. No. 7,054,430 entitled “METHOD AND
APPARATUS TO VALIDATE A SUBSCRIBER LINE” filed
Aug. 20, 2002 which claims the benefit of the filing date of
U.S. provisional patent application No. 60/314,604 entiticd
“METHOD OF VALIDATING A SUBSCRIBER LINE”
filed Aug. 23, 2001. U.S. Pat. No. 7,054,430 and U.S. provi-
sional patent application No. 60/314,604 are incorporated
herein by reference in their entirety.

BACKGROUND TO THE INVENTION

Anincreasing number of vendors are offering goods and/or
services which may be purchased via a communication net-
work such as a telecommunication network. For example, the
customer may conduct a transaction via a subscriber line
using a landline telephone or a personal computer. Conven-
tionally, credit or debit card details are furnished by the cus-
tomer to the vendor to effect payment for the goods and/or
services. As many customers are hesitant to supply credit or
debit card details over a communication network, an alternate
method of payment would be advantageous. However, if an
alternate method is used, verification of the payment method
should preferably take place prior to concluding the transac-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is now described, by way of example, with
reference to the accompanying diagrammatic drawings.

FIG. 1 shows a schematic block diagram of a subscriber
line validation system, in accordance with the invention, for
validating a subscriber line of a communication network;

FIGS. 2 to 4 show a schematic flow chart of a method, in
accordance with the invention, for validating the subscriber
line;

FIG. 5 shows a schematic block diagram of how the system
may be used in a conventional commercial environment; and

FIG. 6 shows a schematic representation of a sample tele-
phone bill platform which the system can automatically
update.

FIG. 7 shows a diagrammatic representation of machine in
the exemplary form of a computer system within which a set
of instructions, for causing the machine to perform any one of
the methodologies discussed herein, may be executed.

DETAILED DESCRIPTION

Referring to the drawings, reference number 10 generally
indicates an exemplary subscriber line validation system, in
accordance with an aspect of the invention, for validating a
subscriber line 17 of a subscriber. In one exemplary embodi-
ment, the subscriber line 17 is a telephone line or the like
which a consumer or business 11 (see FIGS. 1 and 5) obtains
from a telephone company (Telco) 13 or a local exchange
carrier (LEC). As described in more detail below, the system
10 uses line data in the exemplary form of an automatic
number identification (ANI) service to obtain the telephone
line number of the subscriber line 17 thereby to validate the
subscriber line 17 when the subscriber line 17 initiates a
communication or connection. In one exemplary embodi-
ment, the line number obtained from the ANI service is used
to investigate various databases to obtain, for example, an
indication of the credit worthiness of the subscriber account

30

35

40

45

50

cellular telephone, or the like may be used to initiate the
comimunication.

Referring in particular to FIG. 1 of the drawings, the sys-
tem 10 includes an application program interface (API) 14
which is connected to a vendor 12 or service provider (see
also FIG. 5) of goods and/or scervices which requires valida-
tion of a subscriber account. The vendor 12, which could for
example be an Internet Service Provider, may request the
validation of the subscriber line 17 prior to concluding an
electronic transaction with a subscriber (e.g., a consumer or
business 11) via the subscriber line 17. It is, however, to be
appreciated that the AP 14 may be connected to a variety of
different hosts or clients which require validation of a sub-
scriber line via which the vendor may carry out transactions
for goods and/or services.

1n one exemplary embodiment, the system 10 is connected
to a plurality of vendors which conduct transactions with
users via line termination equipment such as a telephone, a
personal computer or the like. Such vendors, when conduct-
ing transactions, may preferably charge a user for their ser-
vices by adding such charges to a telephone account of the
user rather than charging the goods and/or services to a credit
card, debit card, or the like. Accordingly, the validation of the
subscriber line 17, and the subscriber account associated with
the subscriber line 17, may be of benefit to the vendor 12 prior
to completing a transaction. The validation may include
determining whether or not the subscriber line 17, via which
the communication is made to the vendor, is a billable line
and, accordingly, the subscriber account associated with the
subscriber line 17 may thus be billed for the transaction.

In one exemplary embodiment, the vendor 12 communi-
cates a request to the system 10 and forwards the subscriber
line number, determined by the ANI service, to the system 10
via its API 14. The system 10 then processes the information
received from the vendor 12 and provides a validation status,
e.g. a code indicating a valid billable number or a code indi-
cating that the subscriber line number is not a valid billable
number (e.g. unbillable or non-billable). In particular, a plu-
rality of codes associated with various statuses of the sub-
scriber line 17 may be communicated to the vendor 12 as
described in more detail below.

The system 10 includes hardware and software to imple-
ment the invention. In the exemplary embodiment, the system
10 includes a comparator module 18, a threshold database 20,
an OFFNET database 22, an ONNET database 24, a competi-
tive local exchange carrier (CLEC) database 26. a 42 BLOCK
database 28, a block and cancel database 30, an unbilled
and/or unpaid bills database 32, line identification database
(LIDB) short term cache 34, a validity check module 36, a
regional account office (RAQ) database 38, an operating
company number (OCN) database 40, an ONNET database
42, an address verification database 44, a customer account
record exchange (CARE) results database 46, an AN] waich
database 48, and an NPA (Numbering Plan Area) exchange
database 50. It is to be appreciated that, in less sophisticated
embodiments of the invention, all ofthe above databases need
not be included. However, for enhanced accuracy, all of the
above databases are preferably included. Further databases
may also be included to further enhance the reliability of the
validation process.

In addition to any one or more of the above databases, the
system 10 is in communication via a conventional communi-
cation channe] with an off-site or, in some embodiments,
on-site line identification database (LIDB) host 52. The LIDB
host 52 may include a line number portability (LNP) data-
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TABLE 3-continued

LIDB/LNP SOURCE TRANSLATIONS for ISP:

Resp. Resp.
Type Code LIDB ntfc Code
In In  ACTION ADMIN? Description type Out
CON 064 Approved Y Commercial credit card is approved but cC 505
the zip code and the address do not
match.
CON 065 Conditional Y Low Limit Waraing - The ANI G3 000
exceeded the low limit threshold in the
Admin. fraud control system. (Admin.
Reply)
CON 066 Denied Y Excessive Use ANI - The ANI exceeded G3 000

the high threshold in the Admin. fraud
control system. (Admin. Reply)

CON 070 Approved Calling card has no service denial in the G1 000
Card Service Denial Indicator field.
Calling card calls may be billed to this
card number.

CON 071 Approved Calling card has no service denial in the Gl 000
Pin Service Denial Indicator field.
Calling card calls may be billed to this
card number.

CON 080 Verify Collect calls - Accept intralata, Reject 01 000
intetlata collect calls. Recommend
verify acceptance of the charge.

CON OR1 Verify Third-party calls - Accept intralata, 01 000
reject interlata third-party calls.
Recommend verify acceptance of the
charge.

CON 082 Verify Collect calls - Accept intralata, verify 01 000
interlata collect calls. Recommend
verify acceptance of the charge.

CON 083 Verify Third-party calls - Verify intralata, 01 000
reject interlata third-party calls.
Recommend Verify acceptance of the

charge.

CON 084 Verify Collect call - Verify acceptance of the o1 000
charge by an Operator.

CON 085 Verify Third-party call - Verify acceptance of o1 000
the charge by an Operator.

CON 086 Verify Collect call - Accept intralata charge, o1 000
verify interlata charge with Operator.

CON 087 Verify Third-party calls - Verify intralata 01 000
charge with operator, reject interlata
charge with Openator.

CON 088 Verfy Collect Calls: POTS Line GS 000
(Business/Residential)

CON 089 Venfy Third-Party Calls: POTS Line G35 000
(Business/Residential)

CON 090 Verify BNS: Centrex Line, Collect calls - Some G4 000

LECs allow billing to this type of line,
others do not. Verify Acceptance.

CON 091 Verify BNS: POTS Line - Residential - G9 000
Message rate 1

CON 092 Verify BNS: POTS Line - Residential G9 000
Message rate 2

CON 093 Verify BNS: POTS Line - Business - flat rate G9 000

CON 094 Verify BNS: POTs Line - Business - message G9 000
rate 1

CON 095 Verify BNS: POTS Line - Business - message G9 000
Tate 2

CON 096 Verify BNS: POTS Line - Residential - flat rate  G9 000

DENY 100 Denied Message Format Error Message S 994

DENY 100 Denied Message Format Error- Date format S 994

DENY 100 Denied Message Format Error-Header Message S 994
Error

DENY 100 Denied Message Format Error- Merchant ID N 994
Emor

DENY 100 Denied Message Format Error-No End of S 994
Header Indicator

DENY 100 Denied Message Format Error-Header Data S 994

Indicator, did not contain data in each
field of the message That was
represented by the message text map
field
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In the embodiment described above, information on the
subscriber line 17 is forwarded by the scrvice provider or
vendor 12 to the system 10 for validation. Tlowever, in other
embodiments of the invention, the consumer or customer 11
may call the system 10 directly, as shown by line 150 in F1G.
5,and the ANT may then be obtained by the system 10 directly
from the customer 11 and not indirectly from the vendor 12.
Further subscriber line data, c.g. BTN, address of the cus-
tomer 11 and so on, may then also be obtained directly from
the customer 11. For example, the customer 11 may have
appropriate software installed on his/her PC which allows the
customer 11 to dial into the system 10 in an automated fashion
should he/she wish to charge any requested goods or services
10 his/her subscriber account. The system 10 would then
validate the subscriber line number 17 using the method
described above. The system 10 then typically communicates
a validation code (e.g. corresponding to approval or non-
approval) to the vendor 12 as shown by line 152. The vendor
12 would then conclude the transaction with the customer 11
if the subscriber line has been validated.

The proprietor or user of the system 10 may function as a
type of clearing house. In particular, the proprietor or user of
the system 10 may be responsible or accountable for payment
for the goods or services for each transaction to the service
provider or vendor 12 and, in turn, receive payment from the
Telco 13. As mentioned above, the system 10 may update the
telephone bill or account of the subscriber in an automated
fashion (see line 154) and the account that the subscriber or
customer 11 receives (see FIG. 6 and line 156 in F1G. 5)
includes the charges for the goods and/or services provided
by the vendor 12. The customer 11 may pay the Telco 13 (see
line 155), the Telco 13 may pay the system 10 (see line 156),
and the system 10 may pay the vendor 12 (see line 160). It is
important to appreciate that these payments need not take
place at the same time. In one exemplary embodiment, the
payments between the Telco and the system 10, and the sys-
tem 10 and vendor 12, take place periodically in a batch
fashion.

FIG. 7 shows a diagrammatic representation of machine in
the exemplary form of a computer system 600 within which a
set of instructions, for causing the machine to perform any
one of the methodologies discussed above, may be executed.

The computer system 600 includes a processor 602, a main
memory 604 and a static memory 606, which communicate
with each other via a bus 608. The computer system 600 may
further include a video display unit 610 (e.g.. a liquid crystal
display (LCD) or a cathode ray tube (CRT)). The computer
system 600 also includes an alpha-numeric input device 612
(e.g.,akeyboard), a cursor control device 614 (e.g., a mouse),
a disk drive unit 616, a signal generation device 618 (e.g., a
speaker) and a network interface device 620.

The disk drive unit 616 includes a machine-readable
medium 622 on which is stored a set of instructions (software)
624 embodying any one, or all, of the methodologies or
functions described herein. The software 624 is also shown to
reside, completely or at least partially, within the main
memory 604 and/or within the processor 602. The software
624 may further be transmitted or received via the network
interface device 620. For the purposes of this specification,
the term “machine-readable medium” shall be taken to
include any medium that is capable of storing, encoding or
carrying a sequence of instructions for execution by the
machine and that cause the machine to perform any one of the
methodologies of the present invention. The term “machine-
readable medium” shall accordingly be taken to included, but
not be limited to. solid-state memories, optical and magnetic
disks, and carrier wave signals.

—
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‘Thus, a method and system to validate data associated with
a subscriber line of a telecommunication network have been
described. Although the present invention has been described
with reference to specific exemplary embodiments, it will be
evident that various modifications and changes may be made
(o these embodiments without departing from the broader
spirit and scope of the invention. Accordingly, the specifica-
tion and drawings arc to be regardced in an illustrative rather
than a restrictive sense.

The invention claimed is:
1. A computer-implemented method, the method compris-
ing:

receiving a first request via the Internet for a first transac-
tion for goods or services between a user and a vendor;

obtaining a billing telephone number (BTN) of the user;

automatically, utilizing an application programming inter-
face, charging the first transaction 1o a subscriber
account associated with the BTN;

detecting a second request via the Internet for a second
transaction for goods or services between the user and a
vendor;

automatically, using one or more processors, detecting that
billing to the account associated with the BTN has been
declined,

automatically detecting an event indicative of an option to
charge the second transaction 1o the user using an alter-
native payment method, the detecting of the event being
subsequent to the charging of the first transaction to the
subscriber account associated with the BTN; and

completing the second transaction using the alternative
payment method and not debiting the subscriber
account.

2. The method of claim 1, wherein the alternative payment

5 method is a credit card payment method.

3. The method of claim 1, wherein the alternative payment
method is a debit card payment method.

4. The method of claim 1, wherein the subscriber account is
a telephone account.

5. The method of claim 4, wherein the billing is declined as
the subscriber line has been blocked from further billing.

6. The method of claim 4, wherein the telephone number is
associated with a wireless device.

7. The method of claim 4, wherein the telephone number is
associated with a landline device.

8. The method of claim 1, wherein the first and second
requests are received from a computer operatively connected
to the Internet.

9. The method of claim 8, wherein the first transaction for
goods or services is associated with an online game.

10. The method of claim 1, whercin the BTN is sourced
from the user.

11. The method of claim 10, wherein the first transaction
for goods or services is associated with an online game.

12. The method of claim 1, wherein the first transaction for
goods or services is associated with an online game.

13. The method of claim 1, wherein:

the receiving of the first request is from a first vendor

compuler system, the first vendor computer system
being controlled by a first vendor; and

the receiving of the second request is from a second vendor

computer system, the second vendor computer system
being controlled by a second vendor.

14. The method of claim 1, wherein the receiving of the
second request is from a user computer system, the user
computer system being controlled by the user.
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