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METHODS AND APPARATUS FOR 
CONDUCTING ELECTRONIC 

TRANSACTIONS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is a divisional ofU.S. application Ser. No. 
09/652,899 ?led on Aug. 31, 2000, now US. Pat. No. 7,343, 
351, the entire disclosure of Which is hereby incorporated by 
reference. 

This application claims the bene?t of: US. Provisional 
Application No. 60/151,880, ?led Aug. 31, 1999; US. Pro 
visional Application No. 60/164,668, ?led Nov. 9, 1999; US. 
Provisional Application No. 60/165,577, ?led Nov. 15, 1999; 
and, US. Provisional Application No. 60/ 201 ,635, ?led May 
3, 2000. 

FIELD OF THE INVENTION 

The invention relates generally to methods and apparatus 
for conducting netWork transactions. More particularly, the 
invention relates to systems for authenticating and conduct 
ing business over data netWorks such as the Internet. 

BACKGROUND OF THE INVENTION 

In recent years, many consumers have discovered the con 
venience and economy of purchasing goods and services 
electronically. A number of channels for electronic purchases 
(commonly called “e-purchases”) are available, including 
shop-at-home television networks, call-in responses to tele 
vision advertisements, and the like. Mo st recently, direct pur 
chasing via the Internet has become extremely popular. 

In a typical Internet transaction, a consumer generally 
identi?es goods and/or services for purchase by vieWing an 
online advertisement such as a hypertext markup language 
(HTML) document provided via a World Wide Web (WWW) 
broWser. Payment typically occurs via a charge card number 
that is provided via a secure channel such as a secure sockets 
layer (SSL) connection that is established betWeen the con 
sumer and the merchant. A charge card account number is 
typically a sixteen-digit credit card number. Credit card num 
bers typically comply With a standardized format having four 
spaced sets of numbers, as represented by the number “0000 
0000 0000 0000”. The ?rst ?ve to seven digits are reserved for 
processing purposes and identify the issuing bank, card type, 
etc. The last sixteenth digit is used as a sum check for the 
sixteen-di git number. The intermediary eight-to -ten digits are 
used to uniquely identify the customer. The merchant then 
processes the charge card number by, for example, receiving 
direct authoriZation from the card issuer, then the merchant 
completes the transaction. The SSL standard is described by, 
for example, “The SSL Protocol Version 3.0” dated Nov. 18, 
1996 Which is available online at http://home.netscape.com/ 
eng/ssl3/draft302.txt, the entire contents of Which are incor 
porated herein by reference. 

Although millions of transactions take place every day via 
the Internet, conventional SSL transactions often exhibit a 
number of marked disadvantages. Although SSL typically 
provides a secure end-to-end connection that prevents 
unscrupulous third parties from eavesdropping (e.g., “sniff 
ing”) or otherWise obtaining a purchaser’s charge card num 
ber, the protocol does not provide any means for ensuring that 
the charge card number itself is valid, or that the person 
providing the card number is legally authorized to do so. 
Because of the high incidence of fraud in Internet transac 
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2 
tions, most charge card issuers consider netWork transactions 
to be “Card Not Present” transactions subject to a higher 
discount rate. Stated another Way, because of the increased 
risk from “Card Not Present” transactions, most charge card 
issuers charge the merchant a higher rate for accepting card 
numbers via electronic means than Would be charged if the 
card Were physically presented to the merchant. 

To improve the security de?ciencies inherent in transport 
ing charge card numbers over unsecure netWorks, many have 
suggested the use of “smart cards”. Smart cards typically 
include an integrated circuit chip having a microprocessor 
and memory for storing data directly on the card. The data can 
correspond to a cryptographic key, for example, or to an 
electronic purse that maintains an electronic value of cur 
rency. Many smartcard schemes have been suggested in the 
prior art, but these typically exhibit a marked disadvantage in 
that they are non-standard. In other Words, merchants typi 
cally must obtain neW, proprietary softWare for their Web 
storefronts to accept smartcard transactions. Moreover, the 
administration costs involved With assigning and maintaining 
the cryptographic information associated With smart cards 
have been excessive to date. 

The Secure Electronic Transaction (SET) standard has 
been suggested to improve the security of Internet transac 
tions through the use of various cryptographic techniques. 
Although SET does provide improved security over standard 
SSL transactions, the administration involved With the vari 
ous public and private keys required to conduct transactions 
has limited SET’s Widespread acceptance. SET also requires 
special softWare for those merchants Wishing to support SET 
transactions. 

Existing digital Wallet technology, such as the digital Wal 
let technology provided by, for example, GlobeSet, Inc., 1250 
Capital of Texas HighWay South, Building One, Suite 300, 
Austin, Tex., 78746, provides a means for customers to utiliZe 
transaction card products (e.g., credit, charge, debit, smart 
cards, account numbers and the like) to pay for products and 
services on-line. In general, digital Wallets are tools Which 
store personal information (name, address, chargecard num 
ber, credit card number, etc.) in order to facilitate electronic 
commerce or other netWork interactions. The personal infor 
mation can be stored on a general server or at a client location 

(PC or Smartcard) or on a hybrid of both a general server and 
a client server. The digital Wallet general server is comprised 
of a Web server and a database server Which centrally houses 
the customer’s personal and credit card information, shop 
ping preferences and pro?les of on-line merchants. 
A digital Wallet preferably performs functions such as 

single sign on/one passWord, automatic form ?lling of check 
out pages, one- or tWo-click purchasing, personaliZation of 
Websites, on-line order and delivery tracking, itemiZed elec 
tronic receipts, and customiZed offers and promotions based 
upon spending patterns and opt-ins. More particularly, a one 
click purchase activates the Wallet and con?rms the purchase 
at the same time. A tWo-click check out ?rst activates the 
Wallet, then the second click con?rms the purchase. 

In use, the Wallet bookmark is typically clicked by the 
customer and an SSL session is established With the Wallet 
server. A broWser plug-in is executed and the customer sup 
plies an ID/passWord or smartcard for authentication in order 
to gain access to the Wallet data. When shopping at an on-line 
merchant, the appropriate Wallet data is transferred from the 
Wallet server to the merchant’s Web server. 

A neW system of conducting electronic transactions is 
therefore desired. Such a system should provide improved 
security Without additional overhead for customers and mer 
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chants. Moreover, such a new system should integrate Well 
With various Internet Wallets and other services provided by 
various vendors. 

SUMMARY OF THE INVENTION 

In exemplary embodiments of the invention, a user is pro 
vided With an intelligent token, such as a smar‘tcard, Which 
can be used in conducting electronic transactions. The intel 
ligent token contains a digital certi?cate and suitably authen 
ticates With a server on the netWork that conducts all or 
portions of the transaction on behalf of the user. The user is a 
purchaser conducting a purchase transaction and the server is 
a Wallet server that interacts With a security server to provide 
enhanced reliability and con?dence in the transaction. 

Electronic transactions, such as purchase transactions, are 
conducted by: receiving a transaction request from a user at a 
server; issuing a challenge to the user; receiving a response 
from the user based upon the challenge; processing the 
response to verify a transaction instrument; assembling cre 
dentials Which include at least one key for the electronic 
transaction; providing at least a portion of the credentials to 
the user; receiving a second request from the user Which 
includes the portion of the credentials; and validating the 
portion of the credentials With the key to provide access to a 
transaction service. 

Moreover, the present invention protects a netWork server 
from an attack by: restricting access to the netWork server to 
a portion of the netWork server for at least a selected protocol 
and scanning the portion of the netWork server for particular 
characters associated With the selected protocol. The particu 
lar characters may be removed or replaced With benign char 
acters in order to reduce the security risk posed by the selected 
protocol. Preferably, the characters can be logged in order to 
form a security log. The security log can be revieWed to 
determine Whether the particular characters are ho stile. Alter 
natively, a request may be denied. 

The present invention also includes a transaction tool, such 
as a digital Wallet used to perform purchase transactions, 
having an activator and a toolbar. Preferably, the toolbar 
alloWs a user to perform a small doWnload of the activator and 
the toolbar utiliZes one or more operating system controls, for 
example, a system tray icon. The transaction tool also 
includes a form ?ll component and an auto remember com 
ponent for pre-?lling forms With information previously pro 
vided by the user. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and other features and advantages of the present 
invention are hereinafter described in the folloWing detailed 
description of exemplary embodiments to be read in conjunc 
tion With the accompanying draWing ?gures, Wherein like 
reference numerals are used to identify the same or similar 
parts in the similar vieWs, and: 

FIGS. 1A-1C are block diagrams of various embodiments 
of an exemplary transaction system; 

FIG. 2 is a block diagram of an exemplary purchaser sys 
tem; 

FIG. 3 is a block diagram of an exemplary security system; 
FIG. 4 is a block diagram of an exemplary Wallet server; 
FIGS. 5-8 are exemplary screen displays for an embodi 

ment of a digital Wallet formed in accordance With the present 
invention; 

FIG. 9 is a How diagram of an exemplary process executed 
by an exemplary activator application; 
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4 
FIG. 10 is a message sequence chart of an exemplary login 

sequence; 
FIG. 11 is a message sequence chart of an exemplary 

purchase sequence; 
FIG. 12A is a message sequence chart illustrating a poten 

tial security problem encountered With many scripting lan 
guages; 

FIG. 12B is a message sequence chart of a correct commu 
nications ?oW Without the security problems shoWn in FIG. 
12A; and 

FIG. 13 is a How diagram of an exemplary process for 
reducing or eliminating undesired executable code. 

DETAILED DESCRIPTION OF PREFERRED 
EXEMPLARY EMBODIMENTS 

The present invention may be described herein in terms of 
functional block components and various processing steps. It 
should be appreciated that such functional blocks may be 
realiZed by any number of hardWare and/ or softWare compo 
nents con?gured to perform the speci?ed functions. For 
example, the present invention may employ various inte 
grated circuit (I.C.) components, e.g., memory elements, pro 
cessing elements, logic elements, look-up tables, and the like, 
Which may carry out a variety of functions under the control 
of one or more microprocessors or other control devices. 
Similarly, the softWare elements of the present invention may 
be implemented With any programming or scripting language 
such as C, C++, Java, COBOL, assembler, PERL, or the like, 
With the various algorithms being implemented With any 
combination of data structures, objects, processes, routines or 
other programming elements. Further, it should be noted that 
the present invention may employ any number of conven 
tional techniques for data transmission, signaling, data pro 
cessing, netWork control, and the like. Still further, the inven 
tion could be used to detect or prevent security issues With a 
scripting language, such as JavaScript, VBScript or the like. 

It should be appreciated that the particular implementa 
tions shoWn and described herein are illustrative of the inven 
tion and its best mode and are not intended to otherWise limit 
the scope of the present invention in any Way. Indeed, for the 
sake of brevity, conventional data netWorking, application 
development and other functional aspects of the systems (and 
components of the individual operating components of the 
systems) may not be described in detail herein. Furthermore, 
the connecting lines shoWn in the various ?gures contained 
herein are intended to represent exemplary functional rela 
tionships and/or physical couplings betWeen the various ele 
ments. It should be noted that many alternative or additional 
functional relationships or physical connections may be 
present in a practical electronic transaction system. 

To simplify the description of the exemplary embodiments, 
the invention is frequently described as pertaining to a system 
of electronic commerce running over the Internet. It Will be 
appreciated, hoWever, that many applications of the present 
invention could be formulated. For example, the system could 
be used to authenticate users of a computer system, or to 
activate a passcode system, or any other purpose. Similarly, 
the invention could be used in conjunction With any type of 
personal computer, netWork computer, Workstation, mini 
computer, mainframe, or the like running any operating sys 
tem such as any version of WindoWs, WindoWs NT, Win 
doWs2000, WindoWs 98, WindoWs 95, MacOS, OS/2, BeOS, 
Linux, UNIX, or the like. Moreover, although the invention is 
frequently described herein as being implemented With TCP/ 
IP communications protocols, it Will be readily understood 
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that the invention could also be implemented using IPX, 
Appletalk, IP-6, NetBIOS, OSI or any number of existing or 
future protocols. 

Furthermore, the customer and merchant may represent 
individual people, entities, or business While the bank may 
represent other types of card issuing institutions, such as 
credit card companies, card sponsoring companies, or third 
party issuers under contract With ?nancial institutions. The 
payment netWork includes existing proprietary netWorks that 
presently accommodate transactions for credit cards, debit 
cards, and other types of ?nancial/banking cards. The pay 
ment netWork is a closed netWork that is assumed to be secure 

from eavesdroppers such as the American Express® netWork, 
VisaNet® netWork or Veriphone®. 

Additionally, other participants may be involved in some 
phases of the transaction, such as an intermediary settlement 
institution, but these participants are not shoWn. Each partici 
pant is equipped With a computing system to facilitate trans 
actions. The customer has a personal computer, the merchant 
has a computer/ server, and the bank has a main frame com 
puter; hoWever, any of the computers may be a mini-com 
puter, a PC server, a netWork set of computers, laptops, note 
books, hand held computers, set-top boxes, and the like. 

Referring noW to FIG. 1A, a transaction system 100 suit 
ably includes at least one user computer 110, a transaction 
authoriZer computer 120, a security server 130 and an 
optional transaction tool server 140. In various embodiments 
described in detail herein, the transaction system 100 is used 
in electronic commerce to conduct purchase transactions. 
Speci?cally, the user computer 1 10 is a purchaser or customer 
computer, the transaction authoriZer computer 120 is a mer 
chant computer and the transaction tool server 140 is a digital 
Wallet server. It Will be appreciated that although the transac 
tion system described herein is an electronic commerce sys 
tem, the present invention is equally applicable to various 
other electronic transaction systems. 

The various computer systems and servers are intercon 
nected as appropriate by a data netWork 102, Which is any data 
netWork such as the Internet or another public data netWork. 
Other suitable netWorks 102 include the public sWitched tele 
phone netWork (PSTN), corporate or university intranets, and 
the like. In various embodiments, such as the one shoWn in 
FIG. 1B, merchant computer 120 is electronically coupled to 
security server 130 through a data connection 152 separate 
from netWork 102. Similarly, various embodiments include a 
connection 150 separate from netWork 102 connecting the 
Wallet server 140 and security server 130. Exemplary data 
connections suitable for use With connections 150 and 152 
include telephone connections, ISDN connections, dedicated 
T1 or other data connections, Wireless connections and the 
like. It Will be appreciated that connection 150 and connec 
tion 152 may be identical connections, or each may be an 
entirely different form of connection in various embodiments 
of the invention. 

Various embodiments, such as the one shoWn in FIG. 1C, 
also include an application server 160. In various embodi 
ments, databases (not shoWn) and/or pro?le servers (not 
shoWn) may be connected to application server 160 and/or 
Wallet server 140. Application server 160 can be used to 
balance the Workload. Spreading the Workload betWeen digi 
tal Wallet 140 and application server 160 can enhance e?i 
ciency and/or security. For example, application server 160 
may perform some of the functionality performed by the 
Wallet server 140, such as database access. Because the appli 
cation server 160 is not connected to the data netWork 102, 
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6 
security may be enhanced by having database access be per 
formed by the application server 160 instead of the Wallet 
server 140. 

While various exemplary embodiments have been illus 
trated in FIGS. 1A-1C, it Will be appreciated that other 
embodiments are possible. For example, an embodiment may 
include connection 150 but not connection 152 or vice versa. 

Furthermore, components (e.g., customer 110, merchant 120, 
security server 130, Wallet server 140 and application server 
160) may be individual computers or netWorked groups of 
computers acting With similar purpose to ful?ll the functions 
described herein. Functionality attributed to a single compo 
nent may be distributed among one or more individual com 
puters in order to ful?ll the described functionality. For 
example, the Wallet server 140, may in fact be a collection of 
Web servers, application servers, database servers and other 
types of servers. 

To conduct a transaction, customer 1 10 suitably establishes 
a connection through netWork 102 With a merchant 120. 
When a purchase is to be consummated, customer 110 
accesses Wallet server 140. The customer 110 is then redi 
rected to security server 130 to verify that a smartcard is in the 
customer’s possession. The smartcard may include a digital 
certi?cate that uniquely identi?es the card such that digital 
credentials relating to the transaction may be created, as 
described beloW. In various embodiments, portions of the 
digital credentials are returned to customer 110 and a portion 
is provided to Wallet server 140 via secure connection 150. 
Customer 110 may then use the digital credentials to authen 
ticate to a Wallet server 140, Which may complete the elec 
tronic transaction as a proxy for customer 110. Wallet server 

140 may include functionality for completing purchase forms 
a?iliated With merchant computer 120, for example. When 
merchant 120 receives a secure purchase instrument identi?er 
from customer 110 or from Wallet server 140, card authori 
Zation may take place over connection 152 as With any ordi 
nary charge card authorization. As described above, the com 
munications can be performed using various protocols, for 
example SSL or VPN and the like. Because the smartcard 
contains identifying information that is unique to the particu 
lar card and Which can be made knoWn to the netWork through 
electronic means, a purchase transaction conducted With the 
smartcard is more secure than a transaction conducted With an 

ordinary charge or credit card. A loWer discount rate may be 
justi?ed for the secure transaction, Which may be processed 
by the card issuer as a “Card Present” transaction. Addition 
ally, if the transaction is a “Card Present” transaction, the risk 
of fraud may be transferred from the merchant to the card 
issuer. 

With reference noW to FIG. 2, an exemplary purchaser 
computer 110 (also referred to as a client, customer, or user 
computer) is any computer system that is capable of initiating 
an electronic purchase transaction on data netWork 102. In 
various embodiments, purchaser computer 110 is a personal 
computer running any operating system 212 such as any 
version of the WindoWs operating system available from the 
Microsoft Corporation of Redmond, Wash. or any version of 
the MacOS operating system available from the Apple Cor 
poration of Cupertino, Calif. 

Purchaser computer 110 suitably includes hardWare and/or 
softWare to alloW a smartcard 202 to interface With a Web 
broWser 216 through operating system 212. Web broWser 216 
is any program compatible With purchaser computer 110 that 
communicates via netWork 102 such as Netscape Communi 
cator available from the Netscape Corporation of Mountain 
VieW, Calif., Internet Explorer available from the Microsoft 
Corporation of Redmond, Wash., or the AOL BroWser avail 
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able from the America Online Corporation of Dulles, Va. In 
various embodiments, purchaser computer 110 includes a 
Wallet client 214, Which is any computer program con?gured 
to communicate With Wallet server 140. An exemplary Wallet 
client 214 is the Microsoft Wallet, or the Globeset Wallet 
available from the Globeset Corporation of Austin, Tex., 
although any Wallet program could be used. 

Wallet client 214 and broWser 216 may interact With smart 
card 202 by sending data through operating system 212 to a 
card reader 204. Card reader 204 is any reader device capable 
of transferring information betWeen Wallet client 214 and 
smartcard 202. In various embodiments, card reader 204 is an 
ISO-7816 compatible reader such as the Model GCR410 
available from the Gemplus Corporation of RedWood City, 
Calif., or any other suitable reader. 

Smartcard 202 is any card that is capable of conducting 
electronic transactions, such as any smartcard that is compat 
ible With the folloWing ISO standards, all incorporated herein 
by reference in their entirety: 

ISO/IEC 7816-1:1998 Identi?cation cardsiIntegrated 
circuit(s) cards With contactsiPart 1: Physical charac 
teristics; 

ISO/IEC 7816-2:1999 Information technologyiIdenti? 
cation cardsiIntegrated circuit(s) cards With con 
tactsiPart 2: Dimensions and location of the contacts; 

ISO/IEC 7816-3: 1997 Information technologyiidenti? 
cation cardsiIntegrated circuit(s) cards With con 
tactsiPart 3: Electronic signals and transmission pro 
tocols; 

ISO/IEC 7816-4:1995 Information technologyiIdenti? 
cation cardsiIntegrated circuit(s) cards With con 
tacts-Part 4: Interindustry commands for interchange; 

ISO/IEC 7816-5: 1994 Identi?cation cardsiIntegrated 
circuit(s) cards With contactsiPart 5: Numbering sys 
tem and registration procedure for application identi? 
ers; 

ISO/IEC 7816-6: 1996 Identi?cation cardsiIntegrated 
circuit(s) cards With contactsiPart 6: Interindustry data 
elements; and 

ISO/IEC 7816-7: 1999 Identi?cation cardsiIntegrated 
circuit(s) cards With contactsiPart 7: Interindustry com 
mands for Structured Card Query Language (SCQL). 
An exemplary smartcard 202 is a smartcard in accordance 

With the ISO 7816 speci?cations including a model SLE66 
chip available from the In?neon Corporation of Munich, Ger 
many. The SLE66 chip includes a memory (such as a 16 k 
memory, although more or less memory could be used) and a 
processor running, for example, the Multos operating system 
(such as Multos v.4). In various embodiments smartcard 202 
also includes an applet for storing and processing digital 
certi?cates or other cryptographic functions. For a basic 
introduction of cryptography, see “Applied Cryptography: 
Protocols, Algorthms, And Source Code In C,” by Bruce 
Schneier and published by John Wiley & Sons (second edi 
tion, 1996), Which is hereby incorporated by reference. For 
example, an X509 Java applet could be included on smart 
card 202 for processing an X509 certi?cate stored thereon. 
While the embodiments described herein utilize a smartcard, 
it Will be appreciated that other intelligent tokens, for 
example a global system for mobile communication (GSM) 
mobile phone, can be substituted for the smartcard in various 
embodiments of the invention. 

With reference noW to FIG. 3, a security server 130 suitably 
includes an interface to netWork 102, a security engine 304 
and an authorization server 306 communicating With a data 
base 310. Network interface 302 is any program that facili 
tates communications on netWork 102, such as a Web server. 
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8 
In various embodiments, netWork interface 302 is based upon 
Netscape Enterprise Server, available from the Netscape Cor 
poration of Mountain View, Calif. NetWork interface 302 
received electronic messages on netWork 102 and routes them 
to security engine 304 or authorization server 306 as appro 
priate. 

Security engine 304 and authorization server 306 may be 
separated by a ?reWall 308. FireWall 308 is any hardWare or 
softWare control (such as a router access control) capable of 
restricting data How betWeen an internal and an external net 
Work (not shoWn). In various embodiments, security engine 
304 suitably resides outside the ?reWall to administer data 
transfers betWeen the security server 130 and the customer 
110 or Wallet server 140. Authorization server 306 retains 
valuable con?dential information such as database 310, 
Which may contain a cross-reference of x.509 certi?cates 
stored on the various smartcards 202 associated With the 
system 100, so it may be suitably maintained on an internal 
netWork for enhanced security. It Will be understood that the 
functionality of security engine 304 and authorization server 
306 may be suitably combined or separated in various Ways 
Without departing from the scope of the present invention. 

With reference noW to FIG. 4, an exemplary Wallet server 
140 includes a netWork interface 402, an optional applet 
server 404 and a Wallet application 406. NetWork interface 
402 is any program that facilitates communications on net 
Work 102, such as a Web server. In various embodiments, 
netWork interface 402 is based upon Netscape Enterprise 
Server, available from the Netscape Corporation of Mountain 
VieW, Calif. Optional applet server 404 provides server func 
tionality for distributed programs such as Java programs or 
ActiveX controls. An exemplary applet server is the Java 
Applet Server available from Sun Microsystems of Mountain 
VieW, Calif. Applet server 404 and netWork interface 402 
provide support functionality for Wallet application 406, 
Which may handle login functionality, retrieve Wallet data 
from Wallet database 408, and/or administer transactions as 
described herein. In various embodiments of the invention, 
Wallet server 140 may include the SERVERWALLET (a.k.a. 
NETWALLET) program available from the Globeset Corpo 
ration of Austin, Tex. 

Various embodiments of the invention may include an acti 
vator application that suitably helps consumers With the Wal 
let purchase process. The activator application may present 
status information, for example, or may actively launch the 
Wallet client 214 (FIG. 2) When appropriate. Additionally, the 
activator may maintain a local cache of sites supported by the 
Wallet. 

The activator application program may be implemented as 
a conventional computer application. In various embodi 
ments, the activator application displays information as a 
system tray icon, as a “?oating bitmap”, or in any other 
suitable manner. The graphical representations (e.g., icons) 
may indicate status information such as “broWsing at a sup 
ported site”, “broWsing at a supported checkout page”, 
“broWsing at a supported payment page”, “no broWser Win 
doWs open”, “broWsing at an unsupported page”, and/or the 
like. 

A ?oating bitmap may be implemented With any graphical 
?le or format, for example, a graphics interchange format 
(GIF) ?le. Alternate embodiments present information in 
graphical, audio, visual, audiovisual, multimedia, animated 
or other formats. Moreover, GIF ?les may be replaced With 
LZW ?les, TIFF ?les, animated GIF ?les, J PEG ?les, MPEG 
?les, or any other sort of graphical, audio or multimedia 
format or ?le. 
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Preferably, the present invention is enhanced by providing 
a transaction tool With a WindoW Which includes controls 
Which alloW a user to more easily use the transaction tool. The 
transaction tool can be used for various electronic transac 
tions. For example, purchase transactions, ?nancial advisory 
transactions, insurance transactions, consumer-to-consumer 
transactions, such as barter transactions, transactions relating 
to offers and reWards, etc. The transaction tool described in 
detail herein is a digital Wallet used for electronic purchase 
transactions. The digital Wallet is enhanced by providing a 
WindoW With controls for the customer to more easily use the 
Wallet. Preferably, the present invention includes a client-side 
implementation for accessing digital Wallet functionality 
(“activator”) and a server-side toolbar, that alloWs the user to 
perform a small doWnload of the activator and utiliZe one or 
more control elements of the Operating System User Inter 
face, for example, a Microsoft WindoWs system tray icon. 

The activator is object code that runs on the user’s com 
puter and contains routines for accessing the Wallet server. 
The activator can generate events and the activator contains 
procedural logic Which alloWs for communication With the 
Wallet server in response to speci?c user and system actions 
or events. Preferably, the activator presents a single graphical 
element, for example an icon Which in a Microsoft WindoWs 
embodiment appears as a WindoWs system tray icon, and 
Which enables the user to trigger the appearance of the Wallet 
toolbar. In various embodiments, the Wallet toolbar is, in 
effect, a special broWser WindoW that accesses the Wallet 
server. The activator communicates With the Wallet server to 
automate the update of the activator object code, via a small 
doWnload. Preferably, the user is queried for a con?rmation 
prior to performing the activator download. In various 
embodiments, the activator communicates With applications 
other than the Wallet, for example, offers of reWards. 

The system provides the content of relevant options on 
each of its Web pages, namely dynamic and contextual infor 
mation that is speci?c to each page vieWed by the user. This is 
accomplished by the activator monitoring URLs and poten 
tially keying on pages so that the user can be made aWare of 
potential opportunities. For example, the activator can check 
to see if the user is vieWing a merchant site and present 
applicable offers (e.g., discount on merchandise, etc.) to the 
user. The activator can also monitor versions of softWare on 
the user’s system and inform the user of possible upgrade 
versions. In an exemplary embodiment, the system is imple 
mented on any netWork, such as a WAN, LAN, Internet, or on 
any personal computer, Wireless electronic device or any 
other similar device. The system can be implemented on an 
operating system, for example Microsoft WindoWs, Mac OS, 
Linux, WindoWs CE, Palm OS, and others. 

The activator, Which is preferably implemented on the 
client side, alloWs the user 110 to be in constant or intermit 
tent communication With the digital Wallet 140 issuer, for 
example, American Express, Without having to have intrusive 
WindoWs taking up space on the user’s display. As described 
above, this alloWs the Wallet issuer to monitor and present 
possible items of interest to the user at appropriate times. The 
con?gurable controls presented in the WindoW alloW the cus 
tomer to quickly navigate to desired Web sites, and to imme 
diately invoke desired functionality such as digital shopping 
cart checkout. Preferably, the client toolbar may be a discrete 
WindoW that associates With the user’s broWser WindoW, and 
maintains a geometry that effectively renders it a part of the 
user’ s broWser. Although When the user clicks on its controls, 
the WindoW remains in its original state, namely the WindoW 
directs the broWser WindoW to visit desired URLs and invoke 
speci?c actions (such as, use of the digital Wallet). For 
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10 
example, after selecting a digital Wallet icon from the system 
tray, the digital Wallet toolbar 502 is displayed as a discrete 
WindoW that is associated With the user’s broWser WindoW 
500 as shoWn in FIG. 5. In an alternative embodiment, the 
client toolbar frames the existing Wallet WindoW, providing 
the additional controls as described above in an extension of 
the WindoW area Which is provided by an existing Wallet. In 
another alternative embodiment, the area is divided in the 
user’s standard broWser WindoW to create an area that can be 
used for Wallet and the other controls described above. 

The system preferably provides a convenient Way for cus 
tomers to not only visit favorite URLs, but also to invoke 
speci?c functionality that might otherWise incur many steps, 
and Which might change as the vendors’sites are continually 
updated. The system also preferably provides a simpler user 
experience by making the Wallet and e-commerce sites not 
only easy to use, but by making the Wallet and client toolbar 
easy to ?nd. When a user has many different WindoWs open, 
?nding the Wallet WindoW can be dif?cult and annoying, 
especially as different broWser WindoWs seiZe GUI focus 
during the course of normal navigation and interaction With 
sites. As such, use of the system tray icon and server side 
functionality provides a superior user experience. In a pre 
ferred embodiment, the present system Works With any 
knoWn in the art broWser, such as Netscape Navigator. 

While prior art systems may simply provide a customiZ 
able portal (e.g., MyAmericanExpress.com) that alloWs a 
user to visit the page and then traverse links from that page, an 
exemplary embodiment of the present invention suitably pro 
vides a WindoW With controls that Will stay on the users’ 
desktop as they navigate throughout the Web. Additionally, 
the client toolbar provides a means of automating actions for 
the user, Where these actions take place on third party e-com 
merce sites. Moreover, prior art systems may utiliZe a sepa 
rate broWser WindoW to render the Wallet controls, but the 
present invention utiliZes a standard broWser WindoW Which 
has been divided to provide an area for the Wallet to occupy. 
For example, in a preferred embodiment, a digital Wallet icon 
is available to the user as a system tray icon (not shoWn). 
Upon invocation of the digital Wallet icon, the digital Wallet 
toolbar 502 is displayed as shoWn in FIG. 5. The digital Wallet 
toolbar is unobtrusive While including controls Which alloW 
the user to utiliZe the digital Wallet. Preferably, the toolbar 
502 is associated With the broWser WindoW 500. 

As shoWn in FIG. 6, if the user selects a shopping directory 
button from the toolbar 502, the toolbar expands to a shopping 
directory page 602. The user can select a merchant from the 
list of merchants 604 displayed in the shopping directory 
page 602. Upon selecting a merchant from the list of mer 
chants 604, the digital Wallet takes the user to the selected 
merchant site 702, such as is shoWn in FIG. 7. Preferably, 
When the digital Wallet takes a user to a merchant site 702, the 
toolbar 502 returns to its normal siZe. 

When the user makes a purchase from a merchant, for 
example by placing items in a shopping cart and proceeding 
to checkout at the merchant’s site, the checkout function is 
performed, in part, by the digital Wallet of the present inven 
tion. As shoWn in FIG. 8, When the user indicates a desired 
purchase at a merchant site 702, the checkout user interface 
802 of the digital Wallet is displayed. For example, the check 
out display 802 appears in one side of the broWser WindoW, 
While the merchant WindoW 702 is still displayed on the 
opposite side of the broWser WindoW. Much of the informa 
tion that a user Would normally have to enter at the merchant 
checkout (for example, name, address, e-mail address, credit 
card information, etc.) is already knoWn by the digital Wallet 
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and is pre-?lled in the digital Wallet checkout WindoW 802. In 
a preferred embodiment, the user can edit the pre-?lled infor 
mation. 

Preferably, the present system also includes methods and 
apparatus that facilitate the reliable population of HTML 
forms on Web sites. The end result is that users can identify 
information content that they Wish to provide to sites in a 
general manner, independent of the actual appearance, label 
ing, and behaviors of various e-commerce Web sites. Prefer 
ably, the present invention includes an “auto-remember” 
component that alloWs a user to capture data that is entered 
and a “form ?ll” component Which includes a poWerful set of 
processes that results from the combination of several differ 
ent models of sites and users. 

The present invention collects information from users, 
storing it securely and reliably on a server, and then provides 
it to appropriate form ?elds under the user’s direction. The 
system maintains mappings of user information to the various 
HTML form ?elds of sites that are of interest to the user. This 
information can then direct hoW HTML forms are to be ?lled 
(or pre-?lled) for users Who Wish to interact With those sites. 

With respect to the “auto -remember” feature, prior art digi 
tal Wallets may implement a remember function, but it must 
be initiated by the user. With the present “auto-remember” 
feature, digital Wallet users do not need to click a button to 
remember the form they just ?lled out because the present 
system remembers the ?elds that the user is submitting on a 
merchant WindoW. When a form is submitted (for example, by 
pressing a “Submit” button or a “Buy” button), the online 
Wallet responds by determining if the WindoW that triggered 
the form submission is a merchant WindoW of interest. If so, 
the Wallet suitably remembers the data; otherwise, the Wallet 
can disregard the occurrence of the form submission and 
continue to run as normal. The digital Wallet controls may 
include a button labeled “remember”, or may also support an 
automatic remember feature that is alWays active. In general, 
?elds other than those that are automatically populated by the 
Wallet can be remembered. In this context, remembering a 
?eld means that When a user enters data into a speci?c ?eld, 
the value Will be stored by the system. The Wallet component 
Will detect ?eld values entered in this Way, and Will securely 
transmit them to a server via the Internet. When a user next 

goes to this page, the Wallet, in addition to populating the 
form With ?elds that are retrieved from the Wallet system, Will 
also populate the form With values that had previously been 
remembered. When processing the form (pre-?ll), the Wallet 
Will securely retrieve ?eld values from the server. 
More particularly, With respect to the Internet Explorer 

broWser, the invention suitably implements an ActiveX con 
trol that attaches itself to a Web page such as, for example, the 
American Express Online Wallet. In a preferred embodiment, 
the ActiveX control contains a method that captures the 
broWser events of all Internet Explorer broWsers, so that the 
American Express Online Wallet can respond to these events 
if necessary by a JavaScript function loaded Within the 
American Express Online Wallet, thereby alloWing the sys 
tem to obtain the completely doWnloaded document Within an 
Internet Explorer broWser. Speci?cally, this alloWs the system 
to capture the “Document Complete” event raised by the 
Internet Explorer broWser Which speci?es When a document 
has ?nished loading. When this event is captured, the ActiveX 
control noti?es the American Express Online Wallet by call 
ing a JavaScript function loaded Within the American Express 
Online Wallet. This function responds to this event by suit 
ably communicating With the ActiveX control to capture the 
“Form Submit” events for all forms on all Internet Explorer 
broWsers. 
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When a user ?lls a form on a Web page and clicks the 

“Submit” (i.e., any control, such as a button, that submits a 
form) button for that page, the American Express Online 
Wallet is noti?ed by the ActiveX control calling a JavaScript 
function loaded Within the American Express Online Wallet. 
The American Express Online Wallet then suitably deter 
mines if the document raising the “Submit” event is of interest 
by checking the URL of the WindoW that raised the event. If 
the event is to be handled, the American Express Online 
Wallet must call a suitable function Within the ActiveX con 
trol that obtains the document object model (DOM) that 
raised the event. The DOM can then be traversed and the form 
values can be saved so that they can be sent to the server for 

storage in memory. In a preferred embodiment, the ActiveX 
control must properly detach itself from capturing the 
broWser events and form “Submit” events so that runtime 
errors are minimiZed. 

With respect to the Netscape broWser, because of 
Netscape’ s implementation of events, the system captures the 
event from Within JavaScript alone. If the system successfully 
obtains the “Universal BroWser Write” privilege (i.e. granted 
by the user), the system can then successfully call a function 
that alloWs an external WindoW to capture events of another 
WindoW. The system then can traverse the document object 
model for all frames of that WindoW. When doing so, the 
system noti?es each form of the WindoW that the system 
Wants to capture the “Submit” event. As such, When a user ?lls 
a form on the WindoW that the system noti?ed and clicks the 
“Submit” button (i.e., any control, such as a button, that 
submits a form) for that page, the online Wallet is noti?ed and 
suitably responds. One skilled in the art Will appreciate that 
the present invention may be implemented in any suitable 
transaction system, including, but not limited to any suitable 
digital Wallet system. 

With respect to the form ?ll function, the digital Wallet, 
such as, for example, the American Express Online Wallet, 
provides a form ?ll functionality to aid users in populating 
forms. Prior art systems, such as the system provided by 
GlobeSet, Inc., typically use a BroWser Helper Object (BHO). 
The BHO approach often includes disadvantages such as, for 
example, the Internet Explorer 5 .0 broWser has a bug Where it 
Will only load the ?rst BHO speci?ed in the registry. This is a 
problem for any application since it can’t be sure Whether its 
BHO is loaded or not. Moreover, a BHO is loaded for each 
instance of Internet Explorer such that multiple instances of a 
BHO could be running at any given timeitherefore eating up 
memory and sloWing doWn navigation for all broWsers versus 
only the one of interest. 

The present invention preferably replaces the BHO solu 
tion by using the same ActiveX control as speci?ed in the 
“auto remember” feature. By attaching anActiveX control to 
the Online Wallet Web page, the system suitably obtains the 
document object model for any document loaded Within any 
given Internet Explorer broWser by using, for example, the 
Shell WindoWs API. When a user clicks a “Fill Form” button 
on the Online Wallet, the Wallet can respond by ?rst obtaining 
the document object model through the ActiveX control. 
Next, the Wallet can save the names of the ?elds that make up 
forms and send them to a heuristic engine on the server. The 
server Will respond to this request by returning the values that 
should be used to ?ll these ?elds. The ?elds can then be ?lled 
using the same document object model obtained earlier. As 
such, the present invention reduces the problem of having to 
enter repetitive data in forms at Web sites. In addition to 
saving effort on part of customers, it increases accuracy of the 
entered data. 












