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(57) ABSTRACT 

A system, method and computer program product are dis 
closed for receiving data from a satellite radio network in 
accordance With an embodiment of the present invention. In 
accordance With an embodiment of the present invention, a 
datagram broadcast via a satellite radio network is received 
utilizing a receiver. 

The datagram includes broadcast identi?er information that 
identi?es a segment of receivers in the satellite radio netWork 
to Which the datagram is directed. Utilizing the broadcast 
identi?er information, a determination is made as to Whether 
the recipient receiver is a member of the identi?ed segment of 
receivers to Which the datagram is directed. If the recipient 
receiver is determined to be a member of the identi?ed seg 
ment of receivers to Which the datagram is directed, then the 
datagram is processed. 

320 322 324 326 329 328 316 
hividual Group (htegory Are. Vehicle D!!! Data 

ID ID in ID ID ID 

Broadcast [D31 8 ' 

One ofXM bmadcast data 314 

Data broadcast 303 ~ & 
' 310 

m 302 
C lhll @ g1 2 at Service Center 

User interface 334 

Data 

Antenna LIE.’ Bmadcaatdam receiver _ Dam Embedded cellular unit, 

3 330 ' PDA, Usegrscgelmlar, PC 

Cable or wireless comrmmication 

340 342 
Individual 

ID ID 
Group Cilllbr'y 

ID 

346 
Vehicle 
[0 

Receiver ID inside 
receiver memory 

Reciver [D 
From vehicle sensor, 
dhgnosis-data, etc. 



Patent Application Publication Jul. 1, 2010 Sheet 1 0f 7 US 2010/0165909 A1 

100 

RECEIVING A DATAGRAM’ BROADCAST VIA ASATELLITE 
RADIO NETWORK UTILIZING A RECEIVER, THE DATAGRAM 
INCLUDING BROADCAST IDENTIFIER INFORMATION THAT 
IDENTIFIES A SEGMENT OF RECEIVERS IN THE SATELLITE 
RADIO NETWORK TO'WHICH THE'DATAGRAM ISv DIRECTED 

I 
DETERMINING IF THE RECIPIENT RECEIVER IS A MEMBER 104‘ 
OF THE IDENTIFIED SEGMENT OF RECEIVERS TOv WHICH ' 
THE DATAGRAM IS DIRECTED UTILIZING THE BROADCAST 

IDENTIFIER INFORMATION 

1 
PROCESSING THE DATAGRAM IF THE RECIPIENTRECEIVER 106 

IS DETERMINED TO BE A MEMBER OF THE IDENTIFIED ' 
SEGMENT OF RECEIVERS TO WHICH THE DATAGRAM IS 

DIRECTED 

FIG. 1 



Patent Application Publication Jul. 1, 2010 Sheet 2 0f 7 US 2010/0165909 A1 

200 
202 

RECEIVING A DATAGRAM BROADCAST VIA-ASATELLITE 
RADIO NETWORK UTILIZING A RECEIVER IN A'VEHICLE 

V 

' OBTAINING INFORMATION ABOUTA GEOGRAPHIC 
LOCATION OF THE RECIPIENT RECEIVER UTILIZINGA 

GLOBAL POSITIONING'SYSTEM RECEIVER‘ COUPLED TO 
THE RECIPIENT RECEIVER 

204 

COMPARING A GROUP IDENTIFIER AND ANAREA 296 
IDENTIFIER 0F THE DATAGRAM WITH A LOCALLY STORED ' 
GROUP IDENTIFIER AND THE OBTAINED‘ GEOGRAPHIC 

LOCATIONINFORMATION OF THE RECIPIENT RECEIVER To 
DETERMINEIIF THE RECIPIENT RECEIVER ISAN- INTENDED 

REcIPIENToF THE DATAGRAM 

V 

' ' .208 

DETERMINING WHETHER A LOCALLY STORED INDIVIDUAL _ ' ' 

IDENTIFIERQOF THE RECIPIENT RECEIVER MATCHES AT 
LEAST ONE INDIVIDUAL IDENTIFIER IN A‘SET OF ONE OR 
MORE-INDIVIDUAL IDENTIFIERS THE‘DATAGRAM BY_ 

COMPARING THE LOCALLY STORED INDIVIDUAL IDENTIFIER 
OF'THE RECIPIENT RECEIVER TO' THE SET .OF'ONE OR 
MORE INDIVIDUAL IDENTIFIERS OF ‘THE DATAGRAM 

210. 

REPLACING THEEILOCALLY STORED GROUP IDENTIFIER OF I THE RECIPIENT .RECEIVERWITH AJSECOND GROUP ‘ 

IDENTIFIER OF THE DATAGRAM lF-A MATCH IS FOIJND 

FIG‘. 2 



Patent Application Publication Jul. 1, 2010 Sheet 3 0f 7 US 2010/0165909 A1 

320- 322 324 326 V 329 3-28 316 
lncividual Group Can'gory Area vehicle I)“: Data 

ID ID ID ID ID H) 
\g j 

g ‘ Broadcast ID 318 __I 

One ofXM broadcast data 314, 

310 

K 
4"""Z------> @ 302 

c2213!” Sam‘ 2 Center 

User interface 334 

Data Embedded cellular unit, 

[ Cable or'wireless communication I 

Broadcast data receiver Antenna 
332 

338 340 342 344 
a ln?vhinl Group Cilgg'or'y Vcbicl: 

to ID [0 I m 

Recsiver m mm Receiver-ID 
receiver mmmy From vehicle sensor, 

diagnosis data, etc. 

FIG. 3 



Patent Application Publication Jul. 1, 2010 Sheet 4 0f 7 US 2010/0165909 A1 

......... .. ,. w: 2 A v. . 

@m .24 3.53 “955m. +. .2 m; 

.m. mm‘. .m l . if? . . gsiumzzw .llvwwu?mm ++ 4 C: .v .3 
3v. ~ . ‘ 4L1 528 23:»? 

N? 042m m llvvww?m?www ‘Iv ‘ Emguaa W8‘. UQDAE . DmU 11v @5505 V “333G, 1V mwwOnvwQi-m LIV mg?m?mrvm 
. a3.“ , . 1% 5:52: E5 32 \Q ll‘ 

£u=< % a; $339» $6 

5 a3. 052 $0333. 2% 0mm 5 
f K 



Patent Application Publication Jul. 1, 2010 Sheet 5 0f 7 US 2010/0165909 A1 

[ Data atoll-age‘ of inside-broadcast data receiver 

i 
l packet data reception 

+ 
Data correct and Sum check 1504' 

. Data is cancel 
No . 

524 SameData'ID 
‘__. I" let}: 9r llpdate is already exists’ in the 
No '5 mslde [D ‘ " - eivcr memo 

526 N0 
Delete data of same-ID I 

Delete or Update: Update‘ 

514 Send data 
to other unit 

Yes 
_ 518 v r 

: Clmige Group ID in _ is for Gmnp " . 
Inside receiver ' Chane , 

506 

516 

520 

Store Dam lD'and data 
in theqeceiver-memory 

' and inform user 

522 

FIG. 5 F 



Patent Application Publication Jul. 1, 2010 Sheet 6 0f 7 US 2010/0165909 A1 

H)v con?rmation 
508 

Group ID& Area ID 31'8-Lh13id6 Broadcast ID 

Both match: is for this vehic 1e. ‘ 
Else: I _ V Data is not for this vehicles'e " 

' ' ' 602‘ 

Only ‘Group ID or Area-ID is.-,.iins~ide Broadcast-‘ID 

Group or Area ID tha'tch'zDeit’a for vehicle 
Else: Data is noti'for this. vehicle. 

7 604 

Only Individual 'IDIis Tins ide Broadcast ID 

Individual IDmatch: Data isv forthis vehicle 
Else: Data is not for this vehicle ‘ 

606 



Patent Application Publication 

700 

Jul. 1, 2010 Sheet 7 of7 

702 

[User hit Message button on receiver unit 

Decrypt or decompress datav 

708 

Display message number and message category By'tex't ' 

Hit cancel 

I l 

Hit cancel 71° 
User ‘selects; one-message 

712 

Voice output of selected. message 
and change open ?ag ?‘om l to 0 

; 

User selects call button. 
714. 

716 

Display “Call sender” 

l 718 

Send telephone number to cellular and call 

FIG. 7 

US 2010/0165909 A1 



US 2010/0165909 A1 

SYSTEM, METHOD AND COMPUTER 
PROGRAM PRODUCT FOR RECEIVING 

DATA FROM A SATELLITE RADIO 
NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a continuation of US. Pat. No. 
, currently US. application Ser. No. 12/053,533, 

entitled “System, Method And Computer Program Product 
For Receiving Data FromA Satellite Radio,” ?led on Mar. 21, 
2008, and alloWed on Dec. 23, 2009, Which application is a 
continuation of US. application Ser. No. 10/400,831, now 
US. Pat. No. 7,415,243, entitled “System, MethodAnd Com 
puter Program Product For Receiving Data From A Satellite 
Radio,” ?led on Mar. 27, 2003 and issued on Aug. 19, 2008, 
the contents of each of Which are incorporated in their entirety 
into this disclosure by reference. 

BACKGROUND 

[0002] This invention relates to broadcasting of data and 
more particularly to broadcasting data to a de?ned group of 
remotely located recipients. 
[0003] Satellite radio netWorks may be utiliZed to provide 
satellite digital audio services to compatible radio receivers. 
In a satellite radio network, the same data is typically simul 
taneously transmitted to all receivers in the netWork so that all 
receivers receive the same broadcast data. The general broad 
cast character of satellite radio transmissions hinders the easy 
transmission of data that is intended only for a segment of the 
receivers especially When the amount of data to be transmit 
ted is large. 
[0004] Many of today’s satellite radio receivers are being 
installed in automobiles and other vehicles. Because of the 
increasing number of vehicles With satellite radio receivers, 
automobile manufactures are being presented With a poten 
tially useful Way of providing information to users of their 
vehicles. For example, to the automobile manufacturers, it 
may be extremely desirable to deliver service and/or recall 
information to their vehicles’ users via satellite radio. 
[0005] Most service and recall information, hoWever, is 
directed at a particular make and model of vehicle and rarely 
applies to all vehicles having a satellite radio receiver (let 
alone all vehicles of a particular manufacturer). Unfortu 
nately, the dif?culty in delivering information to a targeted 
segment of satellite radio receivers provides a di?icult chal 
lenge in providing such service and/ or recall information to a 
targeted segment of recipient vehicles. 
[0006] In addition, today’s satellite radio netWorks fail to 
provide a means for pennitting changing or updating of the 
group of intended recipients. For example, once a vehicle has 
been repaired after receiving a service or recall noti?cation 
via satellite radio, the vehicle may no longer be an intended 
recipient to a subsequent reminder message directed to those 
vehicles that have not yet been serviced. Receiving such a 
reminder message could lead to annoying or confusing users 
of an already serviced vehicle. 

SUMMARY 

[0007] A system, method and computer program product 
are disclosed for receiving data from a satellite radio netWork 
in accordance With an embodiment of the present invention. 
In accordance With an embodiment of the present invention, a 
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datagram broadcast via a satellite radio network is received 
utiliZing a receiver. The datagram includes broadcast identi 
?er information that identi?es a segment of receivers in the 
satellite radio netWork to Which the datagram is directed. 
Utilizing the broadcast identi?er information, a determina 
tion is made as to Whether the recipient receiver is a member 
of the identi?ed segment of receivers to Which the datagram is 
directed. If the recipient receiver is determined to be a mem 
ber of the identi?ed segment of receivers to Which the data 
gram is directed, then the datagram is processed. 
[0008] In one embodiment, the recipient receiver may be 
located in a vehicle. In another embodiment, the broadcast 
identi?er information of the datagram may be compared With 
locally stored identi?er information of the recipient receiver 
to determine if the recipient receiver is a member of the 
identi?ed segment of receivers to Which the datagram is 
directed. In an additional embodiment, the broadcast identi 
?er information may include information identifying a geo 
graphic area to Which the datagram is directed. In such an 
embodiment, the broadcast identi?er information may be 
compared With information about a geographic location of 
the recipient receiver to determine Whether the recipient 
receiver is in the geographic area to Which the datagram is 
directed. As a further option in such an embodiment, the 
geographic location information of the recipient receiver may 
be obtained utiliZing a global positioning system. 
[0009] In a further embodiment, the broadcast identi?er 
information may include information that identi?es a subject 
matter of the datagram. In such an embodiment, the broadcast 
identi?er information may be compared With locally stored 
identi?er information of the recipient receiver to determine 
Whether the datagram is directed to the recipient receiver. In 
such an embodiment, a user of the recipient receiver may be 
able to de?ne at least a portion of the locally stored identi?er 
information that is compared With the broadcast identi?er 
information. 

[0010] In an embodiment, the datagram may include an 
instruction to modify at least a portion of locally stored iden 
ti?er information of the recipient receiver. In such an embodi 
ment, the processing of the datagram may include modifying 
the locally stored identi?er information according to the 
instruction. As an option, a modi?ed portion of the locally 
stored identi?er information may de?ne at least one segment 
of receivers in the satellite radio netWork to Which the recipi 
ent receiver belongs. As another option, a contact may be 
noti?ed upon modi?cation of the locally stored identi?er 
information. In such an embodiment, the contact may be 
noti?ed via a cellular Wireless communication link. 

[0011] In another embodiment, the processing of the data 
gram may include storing the datagram in memory. In an 
additional embodiment, the processing of the datagram may 
include informing a user of the recipient receiver of the 
receipt of the datagram. In yet a further embodiment, the 
processing of the datagram may include determining Whether 
a previously received copy of the datagram is stored in 
memory coupled to the recipient receiver. In such an embodi 
ment, a determination may be made as to Whether the received 
datagram includes information for updating and/or deleting 
the previously received copy of the datagram stored in 
memory. In even another embodiment, an instruction to 
modify at least a portion of locally stored identi?er informa 
tion of the recipient receiver may be received via a cellular 
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wireless communication link. In this embodiment, the locally 
stored identi?er information may then be modi?ed according 
to the instruction. 

[0012] In one embodiment, a modi?ed portion of the 
locally stored identi?er information may de?ne at least one 
segment of receivers in the satellite radio network to which 
the recipient receiver is a member. In an additional embodi 
ment, the datagram may include audio information and the 
processing of the datagram may include presenting the audio 
information of the datagram utiliZing an audio component 
coupled to the recipient receiver. In a further embodiment, the 
datagram may include visual information that may be pre 
sented utiliZing a visual component coupled to the recipient 
receiver during the processing of the datagram. 
[0013] In one embodiment, diagnostic information may 
also be collected about a vehicle in which the recipient 
receiver is located. In such an embodiment, the processing of 
the datagram may include a determination as to whether 
information in the datagram relates to the collected diagnostic 
information, and if so, presenting the information of the data 
gram relating to the diagnostic information to a user of the 
recipient receiver. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] FIG. 1 is a ?owchart of a process for receiving data 
from a satellite radio network in accordance with an embodi 
ment of the present invention; 
[0015] FIG. 2 is a ?owchart of a process for receiving data 
from a satellite radio network in accordance with an embodi 
ment of the present invention; 
[0016] FIG. 3 is a schematic diagram of a system for deliv 
ering and receiving data broadcast via a satellite radio net 
work in accordance with an embodiment of the present inven 
tion; 
[0017] FIG. 4 is a schematic diagram of an exemplary 
receiver in accordance with an illustrative embodiment of the 
present invention; 
[0018] FIG. 5 is a ?owchart of a process for receiving data 
broadcast via a satellite radio network in accordance with an 
exemplary embodiment of the present invention; 
[0019] FIG. 6 is a depiction of three exemplary scenarios 
for identi?er con?rmation in determining whether a received 
data packet is directed at the recipient receiver in accordance 
with an embodiment of the present invention; and 
[0020] FIG. 7 is a ?owchart ofa process for enabling com 
munication between a receiver receiving a datagram broad 
cast via a satellite radio network and a remote location in 
accordance with an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0021] FIG. 1 is a ?owchart ofa process 100 for receiving 
data from a satellite radio network in accordance with an 
embodiment of the present invention. In operation 102, a 
datagram broadcast via a satellite radio network is received 
utiliZing a receiver. The datagram includes broadcast identi 
?er information that identi?es a segment of receivers in the 
satellite radio network to which the datagram is directed. In 
one embodiment, the recipient receiver may be located in a 
vehicle. As an option, the datagram may be checked for 
transmission errors upon receipt. In one such embodiment, 
the datagram may include a check sum that is utiliZed in 
checking the received datagram has transmission errors. 
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[0022] As set forth in operation 104 of FIG. 1, a determi 
nation is made utiliZing the broadcast identi?er information 
to determine whether the recipient receiver is a member of the 
identi?ed segment of receivers to which the datagram is 
directed. In one embodiment, the broadcast identi?er infor 
mation of the datagram may be compared with locally stored 
identi?er information of the recipient receiver to determine if 
the recipient receiver is a member of the identi?ed segment of 
receivers to which the datagram is directed. 
[0023] In an additional embodiment, the broadcast identi 
?er information may include information identifying a geo 
graphic area to which the datagram is directed. In such an 
embodiment, the broadcast identi?er information may be 
compared with information about a geographic location of 
the recipient receiver to determine whether the recipient 
receiver is in the geographic area to which the datagram is 
directed. As a further option in such an embodiment, the 
geographic location information of the recipient receiver may 
be obtained utiliZing a global positioning system. For 
example, in such an embodiment, the recipient receiver may 
be coupled to a GPS receiver capable of receiving GPS infor 
mation from a GPS transmitter (such as, e.g., a GPS satellite) 
or, as another option, directly from a satellite in the satellite 
radio network. 
[0024] In a further embodiment, the broadcast identi?er 
information may include information that identi?es a subject 
matter of the datagram. In such an embodiment, the broadcast 
identi?er information may be compared with locally stored 
identi?er information of the recipient receiver to determine 
whether the datagram is directed to the recipient receiver. 
Additionally, a user of the recipient receiver may also be able 
to de?ne at least a portion of the locally stored identi?er 
information that is compared with the broadcast identi?er 
information. 
[0025] With continuing reference to FIG. 1, if the recipient 
receiver is determined to be a member of the identi?ed seg 
ment of receivers to which the datagram is directed, then the 
datagram is processed in operation 106. In one embodiment, 
the processing of the datagram may include storing the data 
gram in memory. In another embodiment, the processing of 
the datagram may include informing a user of the recipient 
receiver of the receipt of the datagram. 
[0026] In a further embodiment, the datagram may include 
an instruction to modify at least a portion of locally stored 
identi?er information of the recipient receiver. In such an 
embodiment, the processing of the datagram may include 
modifying the locally stored identi?er information according 
to the instruction. As an option, a modi?ed portion of the 
locally stored identi?er information may de?ne at least one 
segment of receivers in the satellite radio network to which 
the recipient receiver belongs. As another option, a contact 
(such as, for example, a service center, a dealer, a manufac 
turer, a satellite radio network provider, a location or node in 
the satellite radio network such as a radio station, and/ or even 
a user of the recipient receiver) may be noti?ed upon modi 
?cation of the locally stored identi?er information. In such an 
embodiment, the contact may be noti?ed via a cellular wire 
less communication link. In one embodiment, the datagram 
may be broadcast via a non-satellite radio transmission or 
other type of general broadcast transmission. 
[0027] In one embodiment, the processing of the datagram 
may include determining whether a previously received copy 
of the datagram is stored in memory coupled to the recipient 
receiver. In such an embodiment, a determination may be 
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made as to Whether the received datagram includes informa 
tion for updating and/ or deleting the previously received copy 
of the datagram stored in memory. In even another embodi 
ment, an instruction to modify at least a portion of locally 
stored identi?er information of the recipient receiver may be 
received via a cellular Wireless communication link. In this 
embodiment, the locally stored identi?er information may 
then be modi?ed according to the instruction. 
[0028] In another embodiment, diagnostic information 
may also be collected about a vehicle in Which the recipient 
receiver is located. In such an embodiment, the processing of 
the datagram may include a determination as to Whether 
information in the datagram relates to the collected diagnostic 
information, and if so, presenting the information of the data 
gram relating to the diagnostic information to a user of the 
recipient receiver. 
[0029] In a further embodiment, a modi?ed portion of the 
locally stored identi?er information may de?ne at least one 
segment of receivers in the satellite radio netWork to Which 
the recipient receiver is a member. In an additional embodi 
ment, the datagram may include audio information and the 
processing of the datagram may include presenting the audio 
information of the datagram utiliZing an audio component 
coupled to the recipient receiver. In a further embodiment, the 
datagram may include visual information that may be pre 
sented utiliZing a visual component coupled to the recipient 
receiver during the processing of the datagram. 
[0030] In an embodiment of the present invention, the pro 
ces sing of the received datagram may include making a deter 
mination as to Whether a copy of datagram has been previ 
ously stored in a memory of the recipient receiver. In an 
aspect of such embodiment, the broadcast identi?er informa 
tion of the received datagram may includes a data identi?er 
(such as, e.g., a serial number) associated With content of the 
datagram. In this aspect, the data identi?er of the received 
datagram may be compared With the data identi?ers of data 
grams already stored in the memory of the recipient receiver 
to determine Whether a copy of the datagram has been previ 
ously stored in the memory. As a further option, data identi?er 
of the received datagram may include information for indi 
cating to the recipient receiver Whether the previously stored 
copy of the datagram needs to be updated (i.e., replaced With 
the received datagram) or deleted from memory. 

[0031] FIG. 2 is a ?owchart ofa process 200 for receiving 
data from a satellite radio netWork in accordance With an 
embodiment of the present invention. In operation 202, a 
datagram broadcast via a satellite radio netWork may be 
received utiliZing a receiver in a vehicle. The datagram may 
have a header portion that includes a ?rst group identi?er 
identifying a group of one or more receivers in the satellite 
radio netWork to Which the datagram is directed, and an area 
identi?er identifying a geographic area in Which the datagram 
is directed. In operation 204, information about a geographic 
location of the recipient receiver may be obtained utiliZing a 
global positioning system receiver coupled to the recipient 
receiver. 

[0032] In this embodiment, the receiver may have a locally 
stored individual identi?er and a locally stored group identi 
?er associated thereWith and Which are stored in a memory 
coupled to the receiver. To determine if the recipient receiver 
is an intended recipient of the datagram, the group identi?er 
and the area identi?er of the datagram may be compared to the 
locally stored group identi?er and obtained geographic loca 
tion information of the recipient receiver in operation 206. 
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[0033] The datagram may also have a body portion that 
includes a set of one or more individual identi?ers of receivers 

in the satellite radio netWork and an instruction for replacing 
the locally stored group identi?ers of the receivers identi?ed 
by the set of one or more individual identi?ers With a second 
group identi?er. In operation 208, a comparison of the locally 
stored individual identi?er of the recipient receiver to the set 
of one or more individual identi?ers of the datagram may then 
be performed to determine Whether the locally stored indi 
vidual identi?er of the recipient receiver matches at least one 
individual identi?er in the set of one or more individual iden 
ti?ers of the datagram. If a match is found, then the locally 
stored group identi?er of the recipient receiver may be 
replaced With the second group identi?er of the datagram in 
operation 210. 
[0034] FIG. 3 is a schematic diagram of system 300 for 
carrying out embodiments of the present invention. System 
300 comprises a satellite radio netWork that provides for 
satellite radio transmissions of data from one node (e.g., 
server 302) to one more other nodes (e.g., vehicles 304 and 
306). The satellite radio netWork may include orbiting satel 
lites 308 and Earth located satellite transmitters 310. The 
satellite radio netWork may also include terrestrial repeaters 
(including non-line of sight repeaters) capable of receiving 
and retransmitting the datagram in order to facilitate reliable 
reception in geographic areas Where line of sight reception 
from the satellites 308 may be obstructed. As an option, a 
cellular Wireless link 312 may also be available betWeen a 
vehicle 304 and another node 302. 

[0035] The data being transmitted may comprise one or 
more datagrams (i.e., packets of data). FIG. 3 also illustrates 
an exemplary embodiment of a datagram 314. Datagram 314 
may comprise a header and a body portion (or data portion) 
316. The header of the datagram may include a broadcast 
identi?er (broadcast ID) 318. The broadcast identi?er 318 
may comprise one or more of the folloWing identi?ers includ 
ing, for example: an individual identi?er (individual ID) 320, 
a group identi?er (group ID) 322, a category identi?er (cat 
egory ID) 324, an area identi?er (area ID) 326, a data identi 
?er (data ID) 328, and a vehicle identi?er (vehicle ID) 329. 
[0036] The individual identi?er 320 may identify an indi 
vidual node or receiver in the satellite radio netWork to Which 
the datagram 314 is directed. In an exemplary embodiment, 
the individual identi?er 320 may comprise or relate to a serial 
number of particular receiver. Thus, if the datagram 314 is 
targeted for a single speci?c recipient, a sender (e.g., server 
302) may include the individual identi?er 320 in the broad 
cast identi?er 318 of the datagram 314. 

[0037] The group identi?er 322 may de?ne a group of 
nodes for Which the datagram 314 is directed. In an illustra 
tive embodiment, some examples of possible groups Which 
may be de?ned by the group identi?er 322 include: a model 
year of a vehicle (e.g., 2003, 2002, 2001, etc.), a particular 
model or vehicle type (e.g., Acura RL, Acura TL, Honda 
Accord, Honda CR-V, etc.), a feature or variation included in 
a vehicle (e.g., vehicles that include an onboard navigation 
system such as a NAVI brand system or OnStar brand sys 
tem), a service area (e.g., Torrance Acura, Detroit Honda, 
etc.), the maintenance history of a vehicle (e.g., Whether or 
not a vehicle has been repaired in response to a vehicle recall), 
and a geographic location in Which an oWner (or otheruser) of 
the vehicle resides (e.g., Los Angeles, Torrance, San Fran 
cisco, etc.). With a group identi?er 322 included in the broad 
cast identi?er 318 of single datagram 314, a sender may direct 
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the datagram 314 to a speci?c set of receivers that are mem 
bers of the group associated With the group identi?er 322. 
[0038] In one embodiment, the broadcast identi?er 318 
may include a plurality of group identi?ers 322 to de?ne a 
subgroup of a particular group. For example, a group identi 
?er associated With vehicles of model year 2002 and a group 
identi?er associated With Honda Accord model vehicles may 
be both included in the broadcast identi?er 318 of a datagram 
314 to direct the datagram 314 to 2002 Honda Accord 
vehicles. In a speci?c aspect of this embodiment, the group 
identi?ers 322 may be combined in the broadcast identi?er 
318 With the user of an “AND” function in the broadcast 
identi?er (e.g., group identi?er for 2002 model year vehicles 
AND group identi?er for Honda Accords). 
[0039] The category identi?er 324 may identify a particular 
category of Which the datagram 314 is associated. The cat 
egory identi?er 324 may provide general information about 
the contents of the data 316 included in the datagram 314. For 
example, the category identi?er 324 may be indicate that the 
contents of the datagram 314 relate to a service reminder for 
the vehicle, neWs information, an advertisement and so on. 

[0040] The inclusion of a category identi?er 324 in the 
broadcast identi?er 318 may be used to help a user to selec 
tively ?lter datagrams targeted to the user Which are received 
by the user’s receiver. For example, the user may select to not 
receive datagrams that include advertisements (Which are 
identi?ed as advertisements by their category identi?er). As a 
result, the user’s receiver may be able to ?lter out the data 
grams containing advertisements by simply comparing the 
category identi?er 324 of the received datagram With a stored 
list of category identi?ers that the user does not Want to 
receive. 
[0041] The area identi?er 326 may de?ne a particular geo 
graphic location, region or area (e.g., Minneapolis, Califor 
nia, Eastern USA, etc) to Which the datagram 314 is directed. 
Thus, if the datagram 314 is targeted for all nodes located in 
a speci?c geographic location, region or area, a sender may 
include the area identi?er 326 in the broadcast identi?er 318 
of the datagram 314. 
[0042] The data identi?er 328 may identify the contents of 
the datagram 314 (i.e., the data 316 in the body of the data 
gram). In one embodiment, the data identi?er 328 may be a 
serial number associated With the contents of the datagram 
314. The data identi?er 328 may also include version infor 
mation about the contents of the datagram 314 Which may be 
used to determine Whether the contents of the datagram 314 
are an updated version of a previously received datagram. 
[0043] The vehicle identi?er 329 may indicate a current 
condition of vehicles to Which the datagram is directed. For 
example, the vehicle identi?er 329 may be utiliZed to direct a 
datagram 314 to vehicles having an odometer reading 
betWeen 7400 miles and 7600 miles. The receiver 330 then be 
able to ?lter the datagram by comparing the vehicle identi?er 
to information about the condition or status of its associated 
vehicle 304 (e. g., the odometer reading of the vehicle 304) to 
determine if the receiver 330 is an intended recipient of the 
datagram 314. 
[0044] FIG. 3 further illustrates a satellite radio netWork 
receiver 330 for receiving datagrams 314 broadcast via the 
satellite radio netWork. Receiver 330 may be included in at 
least a portion of the nodes in the satellite radio netWork (e.g., 
vehicles 304 and 306). Receiver 330 may have an antenna 332 
coupled thereto for aiding reception of a datagram 314 broad 
cast via the satellite radio netWork. A user interface 334 may 
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also be coupled to the receiver 330 to facilitate user control 
and interaction thereWith and for presenting information 
associated With received datagram 314 to the user. The 
receiver 330 may also be in communication With other 
devices/ components 336 (e. g., an embedded cellular unit, 
personal digital assistant (PDA), a user’s cellular phone/de 
vice, a computer, etc.) for permitting transmission of data 
therebetWeen. 
[0045] Receiver 330 also has locally stored identi?er infor 
mation 338 Which may be stored in a memory of the receiver 
330. In one embodiment, the locally stored identi?er infor 
mation 338 may comprise a locally stored individual identi 
?er 340 associated With the receiver 338, one or more locally 
stored group identi?ers 342 associated With the receiver and, 
as a further option, one or more locally stored category iden 
ti?ers 344 associated With the receiver 330. In an exemplary 
embodiment, the locally stored individual identi?er 340 may 
be a unique serial number associated With the receiver 330. 
The one or more locally stored group identi?ers 342 of the 
receiver 330 identify the groups of Which the receiver 330 is 
a member or With Which the received is associated. The one or 
more locally stored category identi?ers 344 identify the cat 
egories or subjects of data that the user is interested in receiv 
ing and/or Wishes not to receive. As an option, the locally 
category identi?ers 344 may be selected by a user from a set 
of category identi?ers provided by the receiver 330 and/ or the 
locally category identi?ers 344 may be de?ned by the user. 
The user may carry out this selection and/or de?ning of the 
locally stored category identi?ers 344 via the user interface 
334. 

[0046] As a further option, the locally stored identi?er 
information 338 may further comprise a locally stored 
vehicle identi?er 346 that is associated With a current condi 
tion of the vehicle 304. The locally stored vehicle identi?er 
346 may be generated based on information pertaining to the 
status or current condition of the vehicle 304 collected by 
sensors and detectors in the vehicle 304 in communication 
With the receiver 330. For example, mileage information col 
lected from the vehicle’s odometer may be used to generate a 
corresponding locally stored vehicle identi?er 346. The 
receiver 330 may then compare the locally stored vehicle 
identi?er 346 With the vehicle identi?er 329 in a received 
datagram 314 to determine if the datagram is directed at the 
receiver 330 of the vehicle 304. 

[0047] include Which may be stored in a memory of the 
receiver 330. In one embodiment, the locally stored identi?er 
information 338 may comprise a locally stored individual 
identi?er 340 associated With the receiver 338, one or more 
locally stored group identi?ers 342 associated With the 
receiver and, as a further option, one or more locally stored 
category identi?ers 344 associated With the receiver 330. The 
vehicle identi?er 329 may de?ne a particular group of 
vehicles based on a current condition of the vehicle. For 
example, the vehicle identi?er 329 may be utiliZed to direct a 
datagram 314 to vehicles having an odometer reading 
betWeen 7400 miles and 7600 miles. The receiver 330 then be 
able to ?lter the datagram by comparing the vehicle identi?er 
to information about the condition or status of its associated 
vehicle 304 (e.g., the odometer reading of the vehicle 304) to 
determine if the receiver 330/vehicle 304 is an intended 
recipient of the datagram 314. 
[0048] Receiver 330 may also be adapted for obtaining 
information corresponding to a current (or at least near-cur 
rent) geographic location of the receiver 330. In one embodi 
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ment, geographic location information may be obtained uti 
liZing a global positioning system (GPS). For example, the 
recipient receiver 330 may have a GPS receiver coupled 
thereto that is capable of receiving GPS information from a 
GPS transmitter (such as, e. g., a GPS satellite) or, as another 
option, directly from a satellite in the satellite radio netWork 
(e.g., satellite 308). As an option, the receiver 330 may cor 
relate the obtained geographic location to an area identi?er 
pre-associated With the geographic location from a local data 
base of area identi?ers and their corresponding pre-associ 
ated geographic locations. In such an embodiment, the cor 
related area identi?er may be compared With an area identi?er 
326 of a received datagram 314 to determine if the area 
identi?ers match and, if they match, indicate that receiver 33 0 
is in a geographic location for Which the datagram 314 is 
directed. 

[0049] With continuing reference to FIG. 3, server 302 may 
include logic for generating the broadcast identi?er 318 
included in a datagram 314 and thereby permit a user (via a 
user interface coupled to the generating logic of the server 
302) to de?ne the segment of receivers in a satellite radio 
netWork to Which the datagram 314 is directed identi?ed by 
the broadcast identi?er 318. Once the broadcast identi?er of 
a datagram has been de?ned, the datagram can be broadcast 
over the satellite radio netWork via a transmitter (e.g., trans 
mitter 310) coupled to the server 302. Server 302 may also 
include logic adapted for receiving noti?cations sent by the 
targeted receivers (i.e., receivers in the segment of receivers 
for Which the datagram is directed). In an exemplary embodi 
ment, the noti?cations may be transmitted via the cellular 
Wireless communication link 312. In one embodiment, the 
noti?cations may indicate that the responding receivers have 
received the datagram (i.e., a con?rmation of receipt). In 
embodiments Where the datagram 314 includes an instruction 
to modify locally stored identi?er information in the targeted 
receivers, the noti?cation may be sent to the server 302 after 
modi?cation of the locally stored identi?er information in the 
responding receiver. Server 302 may also maintain a database 
of information relating to at least a portion of the receivers in 
the satellite radio network. This database may be updated 
upon receipt of the noti?cations sent by the receivers. 
[0050] Through the use of embodiments of the system 300 
set forth in FIG. 3, a datagram 314 directed to a selected 
segment of receivers may be sent in a single broadcast over 
the satellite radio network. HoWever, since it is possible to 
imagine situations Where an intended receiver is turned off or 
otherWise not able to receive datagrams broadcasted via the 
satellite radio netWork, it may be necessary to transmit the 
datagram more than once (i.e., multiple times) over a period 
of time and/or at different times in a day. 

[0051] FIG. 4 is a schematic diagram of an exemplary 
receiver 330 in accordance With an illustrative embodiment of 
the present invention. In this illustrative embodiment, satel 
lite radio antenna 332 may be coupled to a satellite radio 
receiver component 402 adapted for receiving datagrams 
broadcast via a satellite radio netWork. Satellite radio receiver 
component 402 may be coupled to the user interface 334 
Which may be, for example, an vehicular audio head unit for 
providing data (such as, e.g., audio information) to the user 
interface 334. 

[0052] Exemplary receiver 330 may also include a proces 
sor (e.g., central processing unit (CPU)) 404. Satellite radio 
receiver component 402 may be coupled to the processor 404 
for providing data received by the satellite radio receiver 
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component 402 to the processor 404. As an option, receiver 
330 may also have a buffer memory 406 interposed betWeen 
the processor 404 and satellite radio receiver component 402 
for temporally storing data being transmitted from the satel 
lite radio receiver component 402 to the processor 404. 
Receiver 330 may also have local memory 408 coupled to the 
processor 404 for storing data therein. In an exemplary 
embodiment, local memory 408 may be of a type of memory 
capable of storing data even When poWer to the receiver 330 is 
turned off. In one embodiment, the local memory 408 may 
comprise a ?ash type of memory. Local memory 408 may 
store therein local identi?er information of the receiver 330, 
text message data and voice message data With message iden 
ti?er information, softWare for operating and controlling the 
receiver 330. In one embodiment, When local memory 
becomes full, data stored therein may be automatically 
deleted starting With oldest data (the data that has been stored 
the longest) ?rst. In addition, receiver 330 may permit data 
stored in local memory to be read, reWritten, deleted from 
data received from the other components 336 coupled to the 
receiver 330. 

[0053] With continuing reference to FIG. 4, receiver 330 
may also have a sensor interface 410 for coupling the receiver 
330 to diagnostic and other sensors 412 in the hosting vehicle 
(e.g., vehicle 304) to permit transmission of diagnostic, status 
and other data about the vehicle collected by the sensors 412 
to the receiver 330. In an illustrative embodiment, the sensor 
interface 410 may comprise a Control Area NetWork bus 

(CANbus). 
[0054] Receiver 330 may have a poWer supply 414 that is 
coupled to an external poWer supply 416. In an exemplary 
embodiment Where the receiver 330 resides in a vehicle, the 
external poWer supply 416 may include an ignition poWer 
supply (IG) and/or an accessory poWer supply (ACC). In an 
illustrative exemplary embodiment of the receiver 330 illus 
trated in FIG. 4, receiver 330 may be activated by turning on 
poWer supply (IG and/ or ACC) 416 upon Which time the 
receiver 402 may be set to receive data from satellite radio 
netWork broadcasts. The receiver 330 may save received data 
While simultaneously receiving satellite radio music and data. 
As an option, the receiver 330 may be able to temporarily 
cancel satellite radio netWork data reception and saving pro 
cess When doWnloading softWare onto the memory of the 
receiver 33 0 and/ or When the receiver 33 0 is performing large 
amounts of processing (i.e., heavy processing). 
[0055] As illustrated in FIG. 4, receiver 330 may also 
include a plurality ofinterfaces 418, 420, 422, 424, 426, 428 
for coupling the receiver 330 to the user interface 334 and 
other components 336 in the hosting vehicle (e.g., vehicle 
304). In an exemplary embodiment, interfaces may include 
serial interfaces (e.g., RS232C interfaces 420, 424, 426) and 
other interfaces (e. g., audio interfaces 418 and 428 and Blue 
tooth interface 422). In the illustrated exemplary embodi 
ment, audio interface 428 may comprise an audio bus for 
aiding control of audio portions of user interface 334. Addi 
tionally in this exemplary embodiment, components 336 may 
include a cellular communication component 430 for cellular 
Wireless communication, a computer component 432 (e.g., a 
PDA and/or PC), a subscriber mobile assistance component 
(SMAC) 434 (e.g., an OnStar system component), and a 
navigation/location component 436 (Which may also include 
a personal computer element) for providing navigational and 
location information to a user (e.g., GPS component, NAVI 
brand navigation system, etc.). 
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[0056] In an exemplary embodiment, the user interface 334 
may be utilized to display textual information and voice mes 
sage replay functions. V1a the user interface 334, a user may 
be able to control information handled by the receiver 330 
such as controlling the selecting and displaying of text mes 
sages and open display of messages, selecting and replaying 
or canceling of voice messages, and controlling voice output 
via “text to speech” and voice output via “MP3” data replay. 
[0057] In such an illustrative embodiment, receiver 330 
may received inputs from via cellular component 430 via 
interface 422. These inputs may include point of interest 
(POI) information, softWare doWnloads, and message data. 
Via the interface 422, the receiver 330 may output to the 
cellular component 430 information such as telephone num 
bers, identi?er information to con?rm reception of satellite 
radio netWork data, vehicle diagnosis/ sensor data and other 
forms of message data suitable for transmission via a cellular 
Wireless communication link. Cellular component 430 may 
also be utiliZed to receive softWare updates and additional 
support relating to release data compression, data coding, 
voice data replay formats, cellular/PDA/PC communication 
formats, vehicle diagnosis/ sensor data input formats and tim 
ing changes, and navigation component 436 updates. 
[0058] Via interface 424, receiver 330 may receive POI 
information from the subscriber mobile assistance compo 
nent 434 and output information similar to that output to the 
cellular component 430 but suitable for transmission via the 
subscriber mobile assistance component 434. Receiver 330 
may receive via interface 426 POI information and softWare 
doWnloaded by navigation/location component 436 While 
providing the navigation/location component 436 informa 
tion obtained from the satellite radio netWork data and the 
cellular component 430. 
[0059] FIG. 5 is a ?owchart of a process for receiving and 
storing data broadcast via a satellite radio netWork in accor 
dance With an exemplary embodiment of the present inven 
tion. When a packet of data (i.e., a datagram) is broadcast via 
a satellite radio netWork, the received data may ?rst be 
checked for errors (see operations 502, 504, 506). After error 
checking, the broadcast identi?er information of the received 
data packet is con?rmed and compared With locally stored 
identi?er information of the receiver to determine if the data 
packet is directed at the receiving vehicle and receiver (see 
operations 508, 510, 512). If the received data packet is 
intended for another component in the vehicle (that is in 
communication With the receiver), the data packet may be 
forWarded to the intended component in operation 514. In 
operation 516, the received data packet is analyZed to deter 
mine if it contains instructions for changing a locally stored 
group identi?er associated With the receiver, and if so, the 
locally stored group identi?er of the receiver is changed 
according to the instructions of the received data packet in 
operation 518. 
[0060] The broadcast identi?er information of received 
data packet may also be analyZed to determine if a data 
identi?er of the received data packet matches a data identi?er 
of a data packet already stored in the memory of the receiver 
in operation 520. If no match to the data identi?er of the 
received data packet can be found in the memory of the 
receiver, then the received data packet is stored in the memory 
in operation 522. On the other hand, if the data identi?er of the 
received data packet is determined to match a data identi?er 
of a data packet already stored in the memory of the receiver, 
then a determination is made as to Whether the locally stored 
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version of the data packet is to be deleted or updated by the 
received data packet (see operations 524, 526, 528). In the 
exemplary embodiment, received data packet may be ana 
lyZed to determine if it contains a delete or update ?ag in order 
to determine Whether the locally stored version of the data 
packet is to be deleted or updated by the received data packet. 
[0061] FIG. 6 is a depiction of three exemplary scenarios 
602, 604, 606 for identi?er con?rmation (operation 508) in 
determining Whether a received data packet is directed at the 
recipient receiver in accordance With an embodiment of the 
present invention. 
[0062] In the ?rst scenario 602, the broadcast identi?er 
information of the received data packet may include both a 
group identi?er and an area identi?er. If both the group iden 
ti?er and the area identi?er of the received data packet match 
a group identi?er and area identi?er locally stored in the 
recipient receiver, then the data packet is determined to be 
directed at the recipient receiver and vehicle. If either or both 
identi?ers of the data packet do not match the locally stored 
group identi?er and area identi?er, then the data packet is 
determined to not be directed at the recipient receiver and 
vehicle. As previously set forth, the locally stored area iden 
ti?er may be derived from location data obtained from a GPS 
or the broadcasting satellite. 
[0063] In the second scenario 604, the broadcast identi?er 
information of the received data packet may include either a 
group identi?er or an area identi?er (but not both). If either 
the group identi?er and the area identi?er of the received data 
packet match the locally stored group identi?er and the area 
identi?er respectively, then the data packet is determined to 
be directed at the recipient receiver and vehicle. If neither 
identi?ers of the data packet match the locally stored group 
identi?er and area identi?er, then the data packet is deter 
mined to not be directed at the recipient receiver and vehicle. 
[0064] In the third scenario 606, the broadcast identi?er 
information of the received data packet may include an indi 
vidual identi?er that identi?es a single intended receiver for 
the data packet. In this scenario 606, the individual identi?er 
of the data packet is compared to a locally stored individual 
identi?er of the recipient receiver that may be uniquely asso 
ciated With the receiver. If the individual identi?ers match, 
then the data packet is determined to be directed to the recipi 
ent receiver and vehicle. If the individual identi?ers do not 
match, then the data packet is determined to not be directed at 
the recipient receiver and vehicle. 
[0065] FIG. 7 is a ?owchart ofa process 700 for enabling 
communication betWeen a receiver receiving a datagram 
broadcast via a satellite radio netWork and a remote location 
such as a service center in accordance With an embodiment of 

the present invention. In process 700, messages to a user may 
be transmitted via datagrams received by the satellite radio 
netWork receiver (e. g., receiver 330). In operation 702, a user 
may issue a command to the receiver via a user interface (e. g., 
via user interface 334) to revieW messages sent to the user via 
the satellite radio netWork. Upon issuance of the command, 
information relating to the message(s) may be obtained from 
the receiver and presented to the user via the user interface 
(see operations 704, 706, 708). Process 700 may also include 
operations for decrypting the message is it is determined to be 
encrypted (see operations 704, 706). If there are a plurality of 
messages, a listing of the messages may be presented to the 
user. 

[0066] The user may then select for revieW one of the mes 
sages from the listing of messages in operation 710 and the 
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selected message may then be presented either visually or 
audibly to the user (see operation 712). If the selected mes 
sage indicates that the user needs to contact a remote location 

such as, for example, a service center, the user may then issue 
a command to contact (via a cellular communication) the 
remote location via the user interface (see operation 714). 
Upon issuing of this command, the receiver may then retrieve 
a telephone number associated With the remote location that 
Was stored With or as part of the message in the local memory 
of the receiver and then initiate a cellular communication link 
With the remote located using the retrieved telephone number 
and a cellular communication transmitter/receiver coupled to 
the receiver (e.g., cellular communication component 430) 
(see operations 716, 718). The process set forth in FIG. 7 may 
be utiliZed to permit changing of a group identi?er of a 
receiver via cellular Wireless communication link. In such an 
embodiment, after the remote location has been contacted, 
the remote location could issue a group identi?er change 
command via the cellular Wireless communication link in a 
manner similar to that previously set forth. 

[0067] In an embodiment of the present invention, the sat 
ellite radio netWork may comprise a satellite digital audio 
radio service (SDARS) netWork such as that provided by XM 
Satellite Radio (formerly American Mobile Radio) and Sirius 
Satellite Radio (formerly CD Radio). These satellite radio 
netWorks function in a spectrum in the S band allocated by the 
FCC for digital satellite radio transmissions. Another satellite 
digital audio radio service provided by WorldSpace provided 
satellite radio broadcasts in other regions of the World such as 
Asia and Africa. An exemplary embodiment of a satellite 
digital audio radio service netWork is set forth in US. Pat. No. 
6,510,317 to Marko et al. entitled, “Satellite Digital Audio 
Radio Service Tuner Architecture for Reception of Satellite 
and Terrestrial Signals.” In particular, an exemplary satellite 
radio netWork may include a plurality of geostationary satel 
lites Which transmit line-of-sight signals to satellite radio 
receivers. The satellites may provide for interleaving and 
spatial diversity hoWever, the signals from the tWo satellites 
could be delayed to provide time diversity. The satellite radio 
netWork may also include a plurality of terrestrial repeaters 
(including non-line of sight repeaters) may also be Which 
receive and retransmit the satellite signals to the satellite radio 
receivers in order to facilitate reliable reception in geographic 
areas Where line of sight reception from the satellites is 
obscured by tall buildings, hills, tunnels and other obstruc 
tions. The satellite receivers may be located in automobiles, 
handheld units, and/ or stationary units. 

[0068] A Global Positioning System (GPS) comprises a 
number of satellites orbiting the Earth that make it possible 
for user With GPS receivers to pinpoint their geographic loca 
tion. In general, the satellites may be spaced apart so that from 
any point on Earth, four satellites Will be above the horiZon. 
Each satellite contains a computer, an atomic clock, and a 
radio. With an understanding of its oWn orbit and the clock, 
the satellite continually broadcasts its changing position and 
time. (Once a day, each satellite checks its oWn sense of time 
and position With a ground station and makes any minor 
correction.) The GPS receiver includes a computer that “tri 
angulates” its oWn position by getting bearings from three of 
the four satellites. The result is provided in the form of a 
geographic position in longitude and latitude. A GPS receiver 
may also be equipped With a display screen that shoWs a map 
so that the receiver’s position can be shoWn on the map. In 
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addition, if a fourth satellite may be received, the receiver/ 
computer may be able to calculate the altitude of the receiver. 

[0069] In the present description, the various sub-compo 
nents of each of the components may also be considered 
components of the system. For example, particular softWare 
modules executed on any component of the system may also 
be considered components of the system. Components of 
embodiments of the present invention may be implemented 
on computers having a central processing unit such as a 
microprocessor, and a number of other units interconnected 
via a bus. Such computers may also include Random Access 
Memory (RAM), Read Only Memory (ROM), an I/ O adapter 
for connecting peripheral devices such as, for example, disk 
storage units and printers to the bus, a user interface adapter 
for connecting various user interface devices such as, for 
example, a keyboard, a mouse, a speaker, a microphone, 
and/or other user interface devices such as a touch screen or a 

digital camera to the bus, a communication adapter for con 
necting the Workstation to a communication netWork (e.g., a 
data processing netWork) and a display adapter for connect 
ing the bus to a display device. The Workstation may utiliZe an 
operating system such as, for example, a Microsoft WindoWs 
Operating System (OS), a Macintosh OS, a Linux OS and/or 
a UNIX OS. Those skilled in the art Will appreciate that the 
present invention may also be implemented on platforms and 
operating systems other than those mentioned. Embodiments 
of the present invention may also be implemented using com 
puter program languages such as, for example, ActiveX , 
Java, C, and the C++ language and utiliZe object oriented 
programming methodology. 
[0070] Transmission Control Protocol/Internet Protocol 
(TCP/IP) is a basic communication language or protocol of 
the Internet. It can also be used as a communications protocol 
in the private netWorks called intranet and in extranet. TCP/IP 
is a tWo-layering program. The higher layer, Transmission 
Control Protocol (TCP), manages the assembling of a mes 
sage or ?le into smaller packet that are transmitted over the 
Internet and received by a TCP layer that reassembles the 
packets into the original message. The loWer layer, Internet 
Protocol (IP), handles the address part of each packet so that 
it gets to the right destination. Each gateWay computer on the 
netWork checks this address to see Where to forWard the 
message. Even though some packets from the same message 
are routed differently than others, they’ll be reassembled at 
the destination. 
[0071] TCP/IP uses a client/server model of communica 
tion in Which a computer user (a client) requests and is pro 
vided a service (such as sending a Web page) by another 
computer (a server) in the netWork. TCP/IP communication is 
primarily point-to-point, meaning each communication is 
from one point (or host computer) in the netWork to another 
point or host computer. TCP/IP and the higher-level applica 
tions that use it are collectively said to be “stateless” because 
each client request is considered a neW request unrelated to 
any previous one (unlike ordinary phone conversations that 
require a dedicated connection for the call duration). Being 
stateless frees netWork paths so that everyone can use them 
continuously. (Note that the TCP layer itself is not stateless as 
far as any one message is concerned. Its connection remains 
in place until all packets in a message have been received.). 
[0072] Protocols related to TCP/IP include the User Data 
gram Protocol (U DP), Which is used instead of TCP for spe 
cial purposes. Other protocols are used by netWork host com 
puters for exchanging router information. These include the 
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Internet Control Message Protocol (ICMP), the Interior Gate 
way Protocol (IGP), the Exterior Gateway Protocol (EGP), 
and the Border Gateway Protocol (BGP). 
[0073] Internetwork Packet Exchange (IPX)is a network 
ing protocol from Novell that interconnects networks that use 
Novell’s NetWare clients and servers. IPX is a datagram or 
packet protocol. IPX works at the network layer of commu 
nication protocols and is connectionless (that is, it doesn’t 
require that a connection be maintained during an exchange 
of packets as, for example, a regular voice phone call does). 
[0074] Packet acknowledgment is managed by another 
Novell protocol, the Sequenced Packet Exchange (SPX). 
Other related Novell NetWare protocols are: the Routing 
Information Protocol (RIP), the Service Advertising Protocol 
(SAP), and the NetWare Link Services Protocol (NLSP). 
[0075] A virtual private network (VPN) is a private data 
network that makes use of the public telecommunication 
infrastructure, maintaining privacy through the use of a tun 
neling protocol and security procedures. A virtual private 
network can be contrasted with a system of owned or leased 
lines that can only be used by one company. The idea of the 
VPN is to give the company the same capabilities at much 
lower cost by using the shared public infrastructure rather 
than a private one. Phone companies have provided secure 
shared resources for voice messages. A virtual private net 
work makes it possible to have the same secure sharing of 
public resources for data. 
[0076] Using a virtual private network involves encryption 
data before sending it through the public network and 
decrypting it at the receiving end. An additional level of 
security involves encrypting not only the data but also the 
originating and receiving network addresses. Microsoft, 
3Com, and several other companies have developed the 
Point-to-Point Tunneling Protocol (PPP) and Microsoft has 
extended Windows NT to support it. VPN software is typi 
cally installed as part of a company’s ?rewall server. 

[0077] Wireless refers to a communications, monitoring, or 
control system in which electromagnetic radiation spectrum 
or acoustic waves carry a signal through atmospheric space 
rather than along a wire. In most wireless systems, radio 
frequency (RF) or infrared transmission (IR) waves are used. 
Some monitoring devices, such as intrusion alarms, employ 
acoustic waves at frequencies above the range of human 
hearing. Common examples of wireless equipment in use 
today include the Global Positioning System, cellular tele 
phone phones and pagers, cordless computer accessories (for 
example, the cordless mouse), home-entertainment-system 
control boxes, remote garage-door openers, two-way radios, 
and baby monitors. An increasing number of companies and 
organiZations are using wireless LAN. Wireless transceivers 
are available for connection to portable and notebook com 
puters, allowing Internet access in selected cities without the 
need to locate a telephone jack. Eventually, it will be possible 
to link any computer to the Internet via satellite, no matter 
where in the world the computer might be located. 
[0078] Bluetooth is a computing and telecommunications 
industry speci?cation that describes how mobile phones, 
computers, and personal digital assistants (PDA’s) can easily 
interconnect with each other and with home and business 
phones and computers using a short-range wireless connec 
tion. Each device is equipped with a microchip transceiver 
that transmits and receives in a previously unused frequency 
band of 2.45 GHZ that is available globally (with some varia 
tion of bandwidth in different countries). In addition to data, 
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up to three voice channels are available. Each device has a 
unique 48-bit address from the IEEE 802 standard. Connec 
tions can be point-to-point or multipoint. The maximum 
range is 10 meters. Data can be presently be exchanged at a 
rate of l megabit per second (up to 2 Mbps in the second 
generation of the technology). A frequency hop scheme 
allows devices to communicate even in areas with a great deal 
of electromagnetic interference. Built-in encryption and veri 
?cation is provided. 
[0079] Encryption is the conversion of data into a form, 
called a ciphertext, that cannot be easily understood by unau 
thoriZed people. Decryption is the process of converting 
encrypted data back into its original form, so it can be under 
stood. 
[0080] Rivest-Shamir-Adleman (RSA) is an Internet 
encryption and authentication system that uses an algorithm 
developed in 1977 by Ron Rivest, Adi Shamir, and Leonard 
Adleman. The RSA algorithm is a commonly used encryption 
and authentication algorithm and is included as part of the 
Web browser from Netscape and Microsoft. It’s also part of 
Lotus Notes, Intuit’s Quicken, and many other products. The 
encryption system is owned by RSA Security. 
[0081] The RSA algorithm involves multiplying two large 
prime numbers (a prime number is a number divisible only by 
that number and 1) and through additional operations deriv 
ing a set of two numbers that constitutes the public key and 
another set that is the private key. Once the keys have been 
developed, the original prime numbers are no longer impor 
tant and can be discarded. Both the public and the private keys 
are needed for encryption/ decryption but only the owner of a 
private key ever needs to know it. Using the RSA system, the 
private key never needs to be sent across the Internet. 
[0082] The private key may be used to decrypt text that has 
been encrypted with the public key. For example, to send a 
message to a recipient, a sender ?rst obtains the recipient’s 
public key (but not the recipient’s private key) from a central 
administrator and encrypt the message using the recipient’s 
public key. When the recipient receives the encrypted mes 
sage from the sender, the recipient may then decrypt the 
encrypted message with the recipient’s private key. In addi 
tion to encrypting messages (which ensures privacy), senders 
may also authenticate themselves to recipients (so that the 
recipient can verify the identity of the sender) by using the 
sender’s own private key to encrypt a digital certi?cate. When 
the recipient receives the digital certi?cate, the recipient can 
use the sender’s public key to decrypt it. 
[0083] The Secure Sockets Layer (SSL) is a commonly 
used protocol for managing the security of a message trans 
mission on the Internet. SSL has recently been succeeded by 
Transport Layer Security (TLS), which is based on 
[0084] SSL. SSL uses a program layer located between the 
Internet’s Hypertext Transfer Protocol (HTTP) and Transport 
Control Protocol (TCP) layers. SSL uses the public-and 
private key encryption system from RSA, which also includes 
the use of a digital certi?cate. A SSL protocol is described in 
the SSL Protocol Version 3.0 by the Transport Layer Security 
Working Group, Nov. 18, 1996 for providing communica 
tions privacy over the Internet and allowing client/ server 
applications to communicate in a way that is designed to 
prevent eavesdropping, tampering, or message forgery, the 
disclosure of which is incorporated herein by reference in its 
entirety. 
[0085] Transport Layer Security (TLS) is a protocol that 
ensures privacy between communicating applications and 
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their users on the Internet. When a server and client commu 

nicate, TLS ensures that no third party may eavesdrop or 
tamper With any message. TLS is a successor to the Secure 
Sockets Layer (SSL). TLS is composed of tWo layers: the 
TLS Record Protocol and the TLS Handshake Protocol. The 
TLS Record Protocol provides connection security With some 
encryption method such as the Data Encryption Standard 
(DES). The TLS Record Protocol can also be used Without 
encryption. The TLS Handshake Protocol alloWs the server 
and client to authenticate each other and to negotiate an 
encryption algorithm and cryptographic keys before data is 
exchanged. The TLS protocol is based on Netscape’s SSL 3 .0 
protocol; hoWever, TLS and SSL are not interoperable. The 
TLS protocol does contain a mechanism that alloWs TLS 
implementation to back doWn to SSL 3.0. A TLS protocol is 
described in the document entitled, “The TLS Protocol, Ver 
sion 1” by the NetWork Working Group of the Internet Soci 
ety, 1999, the disclosure of Which is incorporated herein by 
reference in its entirety. This document speci?es Version 1.0 
of the Transport Layer Security (TLS) protocol. The TLS 
protocol provides communications privacy over the Internet. 
The protocol alloWs client/ server applications to communi 
cate in a Way that is designed to prevent eavesdropping, 
tampering, or message forgery. 
[0086] Wireless Transport Layer Security (WTLS) is the 
security level for Wireless Application Protocol (WAP) appli 
cations. Based on Transport Layer Security (TLS) v1.0 (a 
security layer used in the Internet, equivalent to Secure 
Socket Layer 3.1), WTLS Was developed to address the prob 
lematic issues surrounding mobile netWork devicesisuch as 
limited processing poWer and memory capacity, and loW 
bandWidthiand to provide adequate authentication, data 
integrity, and privacy protection mechanisms. 
[0087] The Wired Equivalent Privacy (WEP) algorithm, is 
part of the 802.1 1 standard. The 802.1 1 standard describes the 
communication that occurs in Wireless local area netWorks 
(LANs). The Wired Equivalent Privacy (WEP) algorithm is 
used to protect Wireless communication from eavesdropping. 
A secondary function of WEP is to prevent unauthoriZed 
access to a Wireless netWork; this function is not an explicit 
goal in the 802.11 standard, but it is frequently considered to 
be a feature of WEP. WEP relies on a secret key that is shared 
betWeen a mobile station (eg a laptop With a Wireless Eth 
ernet card) and an access point (i.e. a base station). The secret 
key is used to encrypt packets before they are transmitted, and 
an integrity check is used to ensure that packets are not 
modi?ed in transit. The standard does not discuss hoW the 
shared key is established. In practice, most installations use a 
single key that is shared betWeen all mobile stations and 
access points. 

[0088] Based on the foregoing speci?cation, the invention 
may be implemented using computer programming or engi 
neering techniques including computer softWare, ?rmWare, 
hardWare or any combination or subset thereof. Any such 
resulting program, having computer-readable code means, 
may be embodied or provided Within one or more computer 
readable media, thereby making a computer program prod 
uct, i.e., an article of manufacture, according to the invention. 
The computer readable media may be, for instance, a ?xed 
(hard) drive, diskette, optical disk, magnetic tape, semicon 
ductor memory such as read-only memory (ROM), etc., or 
any transmitting/receiving medium such as the Internet or 
other communication netWork or link. The article of manu 
facture containing the computer code may be made and/or 
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used by executing the code directly from one medium, by 
copying the code from one medium to another medium, or by 
transmitting the code over a netWork. 

[0089] One skilled in the art of computer science Will easily 
be able to combine the softWare created as described With 
appropriate general purpose or special purpose computer 
hardWare to create a computer system or computer sub-sys 
tem embodying the method of the invention. 
[0090] While various embodiments have been described 
above, it should be understood that they have been presented 
by Way of example only, and not limitation. Thus, the breadth 
and scope of a preferred embodiment should not be limited by 
any of the above described exemplary embodiments, but 
should be de?ned only in accordance With the folloWing 
claims and their equivalents. 

What is claimed is: 
1. A method for receiving data from a satellite radio net 

Work, comprising: 
a) receiving at a ?rst receiver a packet of data comprising a 

header portion and a body portion broadcast via a satel 
lite radio netWork, Wherein the header portion of the 
packet of data includes broadcast identi?er information 
that is associated With a selected set of receivers con?g 
ured to receive the broadcast that are intended recipients 
of the packet of data; 

b) determining if the ?rst receiver is a member of the 
selected set of receivers con?gured to receive the broad 
cast that are intended recipients of the packet of data 
using the broadcast identi?er information; and 

c) processing the packet of data if the ?rst receiver is 
determined to be a member of the selected set of receiv 
ers con?gured to receive the broadcast that are intended 
recipients of the packet of data. 

2. The method of claim 1, Wherein the ?rst receiver is 
located in a vehicle. 

3. The method of claim 1, Wherein the broadcast identi?er 
information included in the header portion of the packet of 
data is compared With locally stored identi?er information 
associated With the ?rst receiver to determine if the ?rst 
receiver is a member of the selected set of receivers con?g 
ured to receive the broadcast that are intended recipients of 
the packet of data. 

4. The method of claim 3, Wherein a user of the ?rst 
receiver de?nes at least a portion of the locally stored identi 
?er information that is compared With the broadcast identi?er 
information. 

5. The method of claim 1, Wherein the broadcast identi?er 
information includes information identifying a geographic 
area to Which the packet of data is directed, and Wherein the 
broadcast identi?er information is compared With informa 
tion about a geographic location of the ?rst receiver to deter 
mine Whether the ?rst receiver is in the geographic area to 
Which the packet of data is directed. 

6. The method of claim 1, Wherein the packet of data 
includes an instruction to modify at least a portion of locally 
stored identi?er information of the ?rst receiver, and Wherein 
the processing of the packet of data includes modifying the 
locally stored identi?er information according to the instruc 
tion. 

7. The method of claim 1, Wherein the packet of data 
includes one or more of audio and video information, and 
Wherein processing of the packet of data includes presenting 
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the one or more of audio and visual information included in 
the packet of data using a user interface coupled to the ?rst 
receiver. 

8. A system for receiving data from a satellite radio net 
Work, comprising: 

a ?rst receiver for receiving a packet of data comprising a 
header portion and a body portion broadcast via a satel 
lite radio network, Wherein the header portion of the 
packet of data includes broadcast identi?er information 
that is associated With a selected set of receivers con?g 
ured to receive the broadcast that are intended recipients 
of the packet of data; 

a processor for determining if the ?rst receiver is a member 
of the selected set of receivers con?gured to receive the 
broadcast that are intended recipients of the packet of 
data using the broadcast identi?er information; and 

Wherein the processor processes the packet of data if the 
?rst receiver is determined to be a member of the 
selected set of receivers con?gured to receive the broad 
cast that are intended recipients of the packet of data. 

9. The system of claim 8, Wherein the ?rst receiver is 
located in a vehicle. 

10. The system of claim 8, further comprising locally 
stored identi?er information stored in memory coupled to the 
?rst receiver; and 

Wherein the broadcast identi?er information included in 
the header portion of the packet of data is compared With 
the locally stored identi?er information to determine if 
the ?rst receiver is a member of the selected set of 
receivers con?gured to receive the broadcast that are 
intended recipients of the packet of data. 

11. The system of claim 10, Wherein the packet of data 
includes an instruction to modify at least a portion of locally 
stored identi?er information of the ?rst receiver, and Wherein 
the processing of the packet of data includes modifying the 
locally stored identi?er information according to the instruc 
tion. 

12. The system of claim 8, Wherein the broadcast identi?er 
information includes information identifying a geographic 
area to Which the packet of data is directed, and Wherein the 
broadcast identi?er information is compared With informa 
tion about a geographic location of the ?rst receiver to deter 
mine Whether the ?rst receiver is in the geographic area to 
Which the packet of data is directed. 

13. The system of claim 8, further comprising a user inter 
face coupled to the ?rst receiver; 
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Wherein the packet of data includes one or more of audio 
and video information; and 

Wherein the processor presents the one or more of audio 
and visual information included in the packet of data via 
the user interface. 

14. A system for broadcasting data for transmission via a 
satellite radio netWork, comprising: 

logic for preparing a packet of data for broadcast, Wherein 
the packet of data comprises a header portion and a body 
portion, and Wherein the header portion of the packet of 
data further comprises broadcast identi?er information 
associated With a selected set of receivers con?gured to 
receive the broadcast that are intended recipients of the 
packet of data; 

a transmitter for broadcasting the packet of data including 
the header portion With the broadcast identi?er informa 
tion; and 

a receiver for receiving a noti?cation con?rming that at 
least one intended recipient in the selected set of receiv 
ers has received the packet of data. 

15. The system of claim 14, Wherein at least one of the 
receivers in the selected set of receivers is located in a vehicle. 

16. The system of claim 14, Wherein the broadcast identi 
?er information includes information identifying a geo 
graphic area to Which the packet of data is directed, and 
Wherein the broadcast identi?er information is compared 
With information about a geographic location of the at least 
one intended recipient receiver to determine Whether the at 
least one intended recipient receiver is in the geographic area 
to Which the packet of data is directed. 

17. The system of claim 14, Wherein the packet of data 
includes an instruction to modify at least a portion of locally 
stored identi?er information of each of the receivers in the 
selected set of receivers that are intended recipients of the 
packet of data. 

18. The system of claim 17, Wherein the noti?cation is 
received upon modi?cation of the locally stored identi?er 
information in the at least one intended recipient in the 
selected set of receivers. 

19. The system of claim 14, Wherein the noti?cation is 
received via a cellular Wireless communication link. 

20. The system of claim 14, Wherein a database of infor 
mation relating to the selected set of receivers con?gured to 
receive the broadcast that are intended recipients of the packet 
of data is updated upon receipt of the noti?cation. 

* * * * * 
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