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16, 2005, expired; 

[0062] M. US. patent application Ser. No. 11/425,040 
?led Jun. 19, 2006, now US. Pat. No. 7,539,520, Which 
is a nonprovisional of US. Patent Application Ser. No. 
60/691,718 ?led Jun. 17, 2005, expired; 

[0063] N. US. patent application Ser. No. 11/425,047 
?led Jun. 19, 2006, now US. Pat. No. 7,554,442, Which 
is a nonprovisional of US. Patent Application Ser. No. 
60/691,574 ?led Jun. 17, 2005, expired; 

[0064] O. US. patent application Ser. No. 11/428,535 
?led Jul. 3, 2006, pending, Which is a nonprovisional of 
US. Patent Application Ser. No. 60/696,159 ?led Jul. 1, 
2005, expired; 

[0065] P. US. patent application Ser. No. 11/428,536 
?led Jul. 3, 2006, pending, Which is a nonprovisional of 
US. Patent Application Ser. No. 60/696,159 ?led Jul. 1, 
2005, expired 

[0066] Q. US. patent application Ser. No. 11/465,466 
?led Aug. 18, 2006, pending, Which is a nonprovisional 
of both of US. Patent Application Ser. No. 60/709,204 
?ledAug. 18, 2005, expired, and US. PatentApplication 
Ser. No. 60/719,061 ?led Sep. 21, 2005, expired; 

[0067] R. US. patent application Ser. No. 11/465,796 
?ledAug. 18, 2006, now US. Pat. No. 7,705,747, Which 
is a nonprovisional of both of US. Patent Application 
Ser. No. 60/709,204 ?led Aug. 18, 2005, expired, and 
US. Patent Application Ser. No. 60/719,061 ?led Sep. 
21, 2005, expired; 

[0068] S. US. patent application Ser. No. 11/555,164 
?led Oct. 31, 2006, pending, Which is a nonprovisional 
of US. PatentApplication Ser. No. 60/596,930 ?led Oct. 
31, 2005, expired; 

[0069] T. US. patent application Ser. No. 11/555,173 
?led Oct. 31, 2006, pending, Which is a nonprovisional 
of US. PatentApplication Ser. No. 60/596,930 ?led Oct. 
31, 2005, expired; 
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[0070] U. U.S. patent application Ser. No. 11/618,931 
?led Jan. 1, 2007, pending, Which is a nonprovisional of 
U.S. PatentApplication Ser. No. 60/766,223 ?led Jan. 1, 
2006, expired; 

[0071] V. U.S. patent application Ser. No. 11/306,764 
?led Jan. 10, 2006, and noW U.S. Pat. No. 7,391,321, 
Which is a nonprovisional of U.S. Patent Application 
Ser. No. 60/642,632 ?led Jan. 10, 2005, expired; 

[0072] W. International Patent Application No. PCT/ 
US08/54630 ?led on Feb. 21, 2008, pending, Which is a 
nonprovisional of each of U.S. Patent Application Ser. 
No. 60/890,990 ?led Feb. 21, 2007, expired, U.S. Patent 
Application Ser. No. 60/891,008 ?led Feb. 21, 2007, 
expired, and U.S. Patent Application Ser. No. 60/891, 
153 ?led Feb. 22, 2007, expired; and 

[0073] X. International Patent Application No. PCT/ 
US08/54633 ?led on Feb. 21, 2008, pending, Which is a 
nonprovisional of each of U.S. Patent Application Ser. 
No. 60/890,990 ?led Feb. 21, 2007, expired, U.S. Patent 
Application Ser. No. 60/891,008 ?led Feb. 21, 2007, 
expired, and U.S. Patent Application Ser. No. 60/891, 
153 ?led Feb. 22, 2007, expired. 

[0074] Each of the above-referenced U.S. patent applica 
tions, U.S. patent application publications, U.S. patents, 
international applications and international application pub 
lications is hereby incorporated herein by reference. 
[0075] Additionally, the present application hereby incor 
porates herein by reference each of the folloWing U.S. patent 
application publications and U.S. patents: 20080303897 
titled VISUALLY CAPTURING AND MONITORING 
CONTENTS AND EVENTS OF CARGO CONTAINER; 
200801 12378 titled COMMUNICATIONS AND SYSTEMS 
UTILIZING COMMON DESIGNATION NETWORKING; 
20080112377 titled RADIO FREQUENCY IDENTIFICA 
TION BASED NETWORKS; 20080111692 titled RADIO 
FREQUENCY IDENTIFICATION BASED SENSOR; 
20070291724 TITLED METHOD FOR SUPPLYING CON 
TAINER SECURITY; 20070291690 titled SYSTEM FOR 
SUPPLYING CONTAINER SECURITY; 20070273503 
titled KEYHOLE COMMUNICATION DEVICE FOR 
TRACKING AND MONITORING SHIPPING CON 
TAINERAND CONTENTS THEREOF; 20070268134 titled 
KEYHOLE COMMUNICATION DEVICE FOR TRACK 
ING AND MONITORING SHIPPING CONTAINER AND 
CONTENTS THEREOF; 20070268126 titled KEYHOLE 
COMMUNICATION DEVICE FOR TRACKING AND 
MONITORING SHIPPING CONTAINER AND CON 
TENTS THEREOF; 20070159999 titled INTELLIGENT 
NODE COMMUNICATION USING NETWORK FORMA 
TION MESSAGES IN A MOBILE AD HOC NETWORK; 
20070155327 titled DETERMINING PRESENCE OF 
RADIO FREQUENCY COMMUNICATION DEVICE; 
20070099629 titled USING GPS AND RANGING TO 
DETERMINE RELATIVE ELEVATION OF AN ASSET; 
20070099628 titled DETERMINING RELATIVE ELEVA 
TION USING GPS AND RANGING; 20070069885 
EVENT-DRIVEN MOBILE HAZMAT MONITORING; 
20070043807 titledAll WEATHER HOUSINGASSEMBLY 
FOR ELECTRONIC COMPONENTS; 20070041333 titled 
SENSOR NETWORKS FOR MONITORING PIPELINES 
AND POWER LINES; 20070004431 titled FORMING AD 
HOC RSI NETWORKS AMONG TRANSCEIVERS 
SHARING COMMON DESIGNATION; 20070004331 
titled TACTICAL GPS DENIAL AND DENIAL DETEC 
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TION SYSTEM; 20070004330 titled SELECTIVE GPS 
DENIAL SYSTEM; 20070002808 titled TRANSMITTING 
SENSOR-ACQUIRED DATA USING STEP-POWER FIL 
TERING; 20070002793 titled MAINTAINING INFORMA 
TION FACILITATING DETERMINISTIC NETWORK 
ROUTING; 20070002792 titled COMMUNICATING VIA 
NONDETERMINISTIC AND DETERMINISTIC NET 
WORK ROUTING; 20070001898 titled OPERATING GPS 
RECEIVERS IN GPS-ADVERSE ENVIRONMENT; 
20060289204 titledAll WEATHER HOUSINGASSEMBLY 
FOR ELECTRONIC COMPONENTS; 20060287822 titled 
GPS DENIAL DEVICE DETECTION AND LOCATION 
SYSTEM; 20060287008 titled REMOTE SENSOR INTER 
FACE (RSI) HAVING POWER CONSERVATIVE TRANS 
CEIVER FOR TRANSMITTING AND RECEIVING 
WAKEUP SIGNALS; 20060282217 titled NETWORK 
AIDED TERRESTRIAL TRIANGULATION USING 
STARS (NATTS); 20060276963 titled NETWORK AIDED 
TERRESTRIAL TRIANGULATION USING STARS 
(NATTS); 20060276161 titled REMOTE SENSOR INTER 
FACE (RSI) STEPPED WAKE-UP SEQUENCE; 
20060274698 titled USING WAKE-UP RECEIVERS FOR 
SOFT HAND-OFF IN WIRELESS COMMUNICATIONS; 
20060237490 titled KEYHOLE COMMUNICATION 
DEVICE FOR TRACKING AND MONITORING SHIP 
PING CONTAINER AND CONTENTS THEREOF; 
20060023679 titled PROPAGATING AD HOC WIRELESS 
NETWORKS BASED ON COMMON DESIGNATION 
AND ROUTINE; 20060023678 titled FORMING COMMU 
NICATION CLUSTER OF WIRELESS AD HOC NET 
WORK BASED ON COMMON DESIGNATION; 
20060018274 titled COMMUNICATIONS WITHIN POPU 
LATION OF WIRELESS TRANSCEIVERS BASED ON 
COMMON DESIGNATION; 20040082296 titled NET 
WORK FORMATION IN ASSET-TRACKING SYSTEM 
BASED ON ASSET CLASS; U.S. Pat. No. 7,221,668 titled 
COMMUNICATIONS WITHIN POPULATION OF WIRE 
LESS TRANSCEIVERS BASED ON COMMON DESIG 
NATION; US Pat. No. 7,209,771 titled BATTERY POW 
ERED WIRELESS TRANSCEIVER HAVING LPRF 
COMPONENT AND SECOND WAKE UP RECEIVER; 
U.S. Pat. No. 7,209,468 titled FORMING COMMUNICA 
TION CLUSTER OF WIRELESS AD HOC NETWORK 
BASED ON COMMON DESIGNATION; U.S. Pat. No. 
7,200,132 titled FORMING AD HOC RSI NETWORKS 
AMONG TRANSCEIVERS SHARING COMMON DES 
IGNATION; U.S. Pat. No. 7,155,264 titled SYSTEMS AND 
METHODS HAVING LPRF DEVICE WAKE UP USING 
WIRELESS TAG; U.S. Pat. No. 7,133,704 titled MANU 
FACTURE OF LPRF DEVICE WAKE UP USING WIRE 
LESS TAG; US Pat. No. 6,934,540 titled NETWORK FOR 
MATION IN ASSET-TRACKING SYSTEM BASED ON 
ASSET CLASS; U.S. Pat. No. 6,745,027 titled CLASS 
SWITCHED NETWORKS FOR TRACKING ARTICLES; 
20080136624 titled KEYHOLE COMMUNICATION 
DEVICE FOR TRACKING AND MONITORING SHIP 
PING CONTAINER AND CONTENTS THEREOF; 
20080130536 titled METHOD INA RADIO FREQUENCY 
ADDRESSABLE SENSOR FOR COMMUNICATING 
SENSOR DATA TO A WIRELESS SENSOR READER; 
20080129458 titled RADIO FREQUENCY IDENTIFICA 
TION BASED SENSOR; U.S. Pat. No. 7,378,959 titled 
KEYHOLE COMMUNICATION DEVICE FOR TRACK 
ING AND MONITORING SHIPPING CONTAINER AND 
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CONTENTS THEREOF; US. Pat. No. 7,378,958 titled 
KEYHOLE COMMUNICATION DEVICE FOR TRACK 
ING AND MONITORING SHIPPING CONTAINER AND 
CONTENTS THEREOF; and US. Pat. No. 7,378,957 titled 
KEYHOLE COMMUNICATION DEVICE FOR TRACK 
ING AND MONITORING SHIPPING CONTAINER AND 
CONTENTS THEREOF. Additionally, the present applica 
tion expressly incorporates herein by reference: US. Pat. 
Nos. 6,753,775; 6,665,585; and 5,458,042; as Well as US. 
Patent Appl. Publication Nos. 2004/0183673 and 2004/ 
0021572. 

COPYRIGHT STATEMENT 

[0076] All of the material in this patent document is subject 
to copyright protection under the copyright laWs of the United 
States and other countries. The copyright oWner has no obj ec 
tion to the facsimile reproduction by anyone of the patent 
document or the patent disclosure, as it appears in of?cial 
governmental records but, otherWise, all other copyright 
rights Whatsoever are reserved. 

BACKGROUND OF THE INVENTION 

[0077] The present invention generally relates to tracking 
and/ or monitoring assets that are stored and/or transported in 
shipping containers and, in particular, to facilitating commu 
nications for tracking and/or monitoring assets that are stored 
and/ or transported in shipping containers at a level of tracking 
and/or monitoring that is at or beloW that of the shipping 
container. 
[0078] The ISO standard maritime and intermodal contain 
ers are ubiquitous and the primary means of shipping goods 
internationally to and from the United States. The container 
technology is a mature and Well established practice With over 
16 million containers WorldWide. This in-place infrastructure 
represents billions of dollars in capital for shippers and ter 
minal operators, most of Which is designed to handle and 
transport the standardized ISO container. 
[0079] In the last decade, and With increased emphasis fol 
loWing the passage of the Maritime Transportation Security 
Act, the Department of Homeland Security has devoted con 
siderable resources toWard securing maritime cargo. Indeed, 
container tracking and sensor monitoring have taken on 
added importance With the realiZation that a container 
shipped into the US could cause severe damage if a Weapon of 
mass destruction (WMD) Were to be smuggled therein. Pro 
grams that have been initiated include Operation Safe Com 
merce, the Container Security Initiative, C-TPAT, and the 
Smart Container initiative. The development continues With 
programs such as the Advanced Container Security Device 
and the Automated Commercial Environment. Unfortunately, 
all of these programs suffer from a lack of granularity in the 
level of tracking and monitoring provided. More speci?cally, 
none of the contemplated security and information systems 
are being designed to track or monitor a unit any smaller than 
today’s ISO container. It is believed that a better system 
Would include tracking and/or monitoring not only of such 
shipping containers as a Whole, but the individual assets 
Within such shipping containers as Well. 
[0080] Accordingly, in furtherance of the protection and 
security of international and national commerce, and in the 
interests of US. national security, one or more preferred 
embodiments of the present invention is intended to facilitate 
communications for tracking and/ or monitoring of assets that 
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are stored and/or transported Within the ISO standard mari 
time and intermodal container, i.e., to provide visibility at a 
granularity beloW that of merely tracking or monitoring the 
shipping container itself. In this respect, one or more pre 
ferred embodiments of the present invention facilitates the 
tracking and/or the monitoring of not only the shipping con 
tainer, but the contents Within the container as Well. 

SUMMARY OF THE INVENTION 

[0081] The present invention includes many aspects and 
features. 
[0082] In an aspect of the invention, a shipping container is 
equipped to facilitate Wireless communications betWeen one 
or more Wireless communication devices Within the shipping 
container and a netWork that is external to the shipping con 
tainer. The shipping container includes: a Wall structure for 
receiving and containing items to be shipped; and a commu 
nication device, adapted for Wireless communications With 
the external netWork, that includes a ?rst housing component 
and a second housing component. The ?rst housing compo 
nent is disposed substantially exterior to the Wall structure of 
the shipping container, and the second housing component is 
disposed substantially interior to the Wall structure of the 
shipping container. Furthermore, the ?rst and second housing 
components together form an integrated housing structure 
that extends through a small opening in the Wall structure of 
the shipping container. Because the communication device 
physically extends through the small opening of the shipping 
container, it is sometimes referred to hereinbeloW as a “key 
hole” communication device. 
[0083] Additionally, in accordance With this aspect of the 
invention, the keyhole communication device includes a ?rst 
antenna disposed Within the ?rst housing component and ?rst 
electronic circuitry disposed Within the second housing and 
connected to the ?rst antenna. The ?rst electronic circuitry is 
adapted to control signal reception and transmission via the 
?rst antenna for communications With the external netWork 
and for communications With the Wireless communication 
devices Within the shipping container. Furthermore, the small 
opening in the Wall structure of the shipping container pref 
erably includes a diameter that is betWeen about one-quarter 
to one full Wavelength of the signals that are transmitted and 
received by the ?rst antenna under the control of the ?rst 
circuitry. 
[0084] In a feature of this aspect, the ?rst antenna com 
prises an antenna that is adapted for communications Within 
the 2 .4 GHZ band such as, for example, an antenna adapted for 
Bluetooth or WiFi communications. 

[0085] In another feature, the communication device fur 
ther includes a GPS receiver disposed Within the second hous 
ing component and a patch antenna for the GPS receiver 
disposed Within the ?rst housing component. 
[0086] In other features of this aspect, the ?rst electronic 
circuitry includes a tag turn on circuit (TTOC) for Waking up 
a standards-based radio of the keyhole communication 
device; and the ?rst electronic circuitry includes tag turn on 
(TTO) electronics for causing a tag turn on circuit (TTOC) of 
another communication device to Wake up a standards-based 
radio of the other communication device. 

[0087] In another feature, the ?rst electronic circuitry is 
adapted for communication With one or more Wireless tags 
(WTs), the WTs being associated With assets disposed Within 
the interior of the shipping container. 
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