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A method, apparatus and computer program for discovery of
network devices and application user. An example method for
use in an access point or station may comprise receiving a
discovery request from an application, the application run-
ning thereon, the discovery request including at least one
application level identifier, causing monitoring of a discovery
channel for at least one device within a proximate distance,
and upon discovery of a device associated with the applica-
tion level ID, providing an indication to the application of the
discovery of the device.
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Receiving a discovery request from a ProSe
enabled application having a first application
level ID and stored on a first device, the —2-305
request including at least a second application
level ID

y

Upon receiving the discovery request,
providing a ProSe server with a request for a

user equipment (UE) ID associated with the [ =310
second application level ID
Receiving an UE ID identifying a second
device, on which a second ProSe-enabled
2-315

application is stored and optionally, a
corresponding index value

!

Causing monitoring of a discovery channel for
an occurrence of at UE ID and optionally, the F=2-320
corresponding index value

!

Upon discovery, providing an indication to the
ProSe-enabled application of the discovery of [=2-325
the second device

!

Providing notification to a user associated with
the first application level ID of the proximity of
the user associated with the second
application level ID

FIG.3
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ProSe Server

Subscriber ID

Unknown at the application
Known only in the 3GPP system

Device /UEID

Unknown at the application
Known only in the 3GPP system

IMSI/ Subscriber ID
)

-TMSI/ ProSe ID

Applications (APP ID)

Unique across PLMNs; or
Unique per PLMN

APPID

ProSe App User ID

Allocated by the Application

Unique per Application

One-to-one mapping with App User ID
Protects the privacy of App User ID
Known to the ProSe server

ProSe_App_User_ID

This does not
reside in the ProSe
server. Itis

shown here for
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App User ID
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S-TMSI / ProSelD
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{S-TMSI/ ProSe ID, entry n} uniquely identifies an
Application user

S-TMSI1 / ProSelD1

Entry 1. APPID 1, ProSe App User ID1
Entry 2. APPID 1, ProSe App User ID2
Entry 3. APP ID 2, ProSe App User ID1

S-TMSI2 / ProSelD3

Entry 1. APPID 1, ProSe App User ID3
Entry 2. APP ID 3, ProSe App User ID1

S-TMSI3 / ProSelD3
Entry 1. APPID 2, ProSe App User ID2

FIG.5



Patent Application Publication = Mar. 19, 2015 Sheet 6 of 12 US 2015/0079899 A1

Register with server, indicating a UE identifier [F=2—605

!

Receiving acknowledgment from server, the
acknowledgement including an assigned ID  F=2-¢g10
for use for discovery or a S-TMSI

!

Cause indication to ProSe-enabled
applications that the UE is ProSe allowed

!

Receive request from ProSe-enabled
application(s) that its application user be 2620
discoverable, the request including a user ID

!

Providing request from application to ProSe

~&—615

2
server, including an App ID and User ID 625
Receiving one of an acknowledgment from the
ProSe server, or an indication of the entry — 630

index corresponding to the App ID and User
ID
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METHOD AND APPARATUS FOR
DISCOVERING DEVICES AND APPLICATION
USERS

TECHNOLOGICAL FIELD

[0001] Embodiments of the present invention relate gener-
ally to a method, apparatus, and computer program product
for discovering network devices and application users in near
proximity.

BACKGROUND

[0002] Proximity-based applications and services are a
recent and enormous socio-technological trend. Proximity-
based applications may be able to discover instances of appli-
cations running in devices that are within proximity of each
other, and may then also exchange application-related data.
[0003] Current methods are limited given that all discovery
related traffic and signaling as well as application related data
exchanged may be routed through the network. This may
negatively impact network performance and add unnecessary
load. These current limitations may also impede creation of
more advanced proximity-based applications.

BRIEF SUMMARY

[0004] A method, apparatus and computer program prod-
uct are therefore provided according to an example embodi-
ment of the present invention for the discovery of network
devices and application users in near proximity. An example
method provides for discovery of user equipment (UE)s and
of Application users in proximity of each other, using direct
radio signals (discovery signals) exchanged between UEs on
a common discovery channel, while minimizing the amount
of signaling on this channel, without jeopardizing the confi-
dentiality and privacy of the permanent identities of the UE in
the Evolved Packet System (EPS) (such as International
mobile subscriber identity (IMSI), International Mobile
Equipment Identity (IMEI)) and of the Application user iden-
tity (such as Bob@socialApp), and allowing full control by
the network operator.

[0005] In one example embodiment, a method is provided.
The method for use in a station may comprise receiving a
discovery request from an application, the application run-
ning thereon, the discovery request including at least one
application level identifier (ID), causing monitoring of a dis-
covery channel for at least one device within a proximate
distance, and upon discovery of a device associated with the
application level 1D, providing an indication to the applica-
tion of the discovery of the device. In one embodiment, the
station is a Proximity Service (ProSe)-enabled user device
and the application is a ProSeenabled application. In one
embodiment, the method may comprise upon receiving the
discovery request, providing a server with a request for a user
equipment (UE) ID associated with the application level 1D,
receiving the UE ID from the server, wherein monitoring is
performed by monitoring an occurrence of the UE ID on the
discovery channel.

[0006] In one embodiment, the method may comprise
receiving a discovery signal indicating a UE ID, and deter-
mining if a record associating the UE ID to an application
level ID is stored therein, and providing notification to the
application of the discovery of the second application level
ID. In one embodiment, the method may comprise upon
receiving the discovery request, providing a server with a
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request for a UE ID associated with the application level 1D,
receiving the UE ID and a corresponding index value,
wherein monitoring is performed by monitoring for an occur-
rence of the UE ID and the corresponding index value on the
discovery channel, and wherein, providing an indication to
the ProSe-enabled application of the discovery of the device
is performed subsequent to discovering an occurrence of the
UE ID and the corresponding index value on the discovery
channel. In one embodiment, the index value indicates that an
application user is active and has provided a request to be
discovered. In one embodiment, the method may comprise
receiving a discovery signal indicating a UE ID and an index
value, determining if a record associating the UE ID to an
application level ID is stored therein, determining if the index
value matches the corresponding index value received from
the server, and providing notification to the application of the
discovery of the second application level ID. In one embodi-
ment, the method may comprise a UE ID is one of a S-Tem-
porary Mobile Subscriber Identity (S-TMSI), a ProSe 1D, and
aNon-Access-Stratum (NAS) level identifier. In one embodi-
ment, a UE ID belongs to one of a public address space and a
private address space.

[0007] In another embodiment, a method for use in an
access point may be provided, the method may comprise
receiving a request from an application stored therein, to
make an application user discoverable, wherein the request
includes an application level 1D, determining an application
ID of the requesting application, and providing the applica-
tion ID, a UE ID, and the application level ID to a ProSe
server. In one embodiment, the method may comprise pro-
viding a UE identifier to a ProSe server, receiving from the
ProSe server, after positive determination of ProSe authori-
zation, an acknowledgement of registration, and providing
notification to at least one application stored therein, of UE
ProSe enablement. In one embodiment, application identifier
is a digital signature or provides a link to a digital signature,
verifying that an application is authorized for ProSe discov-
ery or communication. In one embodiment, a UE ID is one of
a S-TMSI, a ProSe ID, and a NAS level identifier.

[0008] In one embodiment of the present invention, an
apparatus may be provided. The apparatus may comprise at
least one processor and at least one memory including com-
puter program code, the at least one memory and the com-
puter program code configured to, with the processor, cause
the apparatus to at least receive a discovery request from an
application, the application running thereon, the discovery
request including at least one application level identifier (ID),
cause monitoring of a discovery channel for at least one
device within a proximate distance, and upon discovery of a
device associated with the application level 1D, provide an
indication to the application of the discovery of the device.
[0009] In one embodiment, the station is a ProSe-enabled
user device and the application is a ProSeenabled application.
In one embodiment, at least one memory and the computer
program code are further configured to, with the processor,
cause the apparatus to upon receiving the discovery request,
provide a server with a request for a user equipment (UE) ID
associated with the application level ID, receive the UE ID
from the server, wherein monitoring is performed by moni-
toring an occurrence of the UE ID on the discovery channel.
[0010] Inoneembodiment, the at least one memory and the
computer program code are further configured to, with the
processor, cause the apparatus to receive a discovery signal
indicating a UE ID, and determine if a record associating the
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UE ID to an application level ID is stored therein, and pro-
viding notification to the application of the discovery of the
second application level ID. In one embodiment, the at least
one memory and the computer program code are further
configured to, with the processor, cause the apparatus to upon
receiving the discovery request, provide a server with a
request for a UE ID associated with the application level 1D,
receive the UE ID and a corresponding index value, wherein
monitoring is performed by monitoring for an occurrence of
the UE ID and the corresponding index value on the discovery
channel, and wherein, providing an indication to the ProSe-
enabled application of the discovery of the device is per-
formed subsequent to discovering an occurrence of the UE ID
and the corresponding index value on the discovery channel.

[0011] Inoneembodiment, the index value indicates that an
application user is active and has provided a request to be
discovered. In one embodiment, the at least one memory and
the computer program code are further configured to, with the
processor, cause the apparatus to receive a discovery signal
indicating a UE ID and an index value, determine if a record
associating the UE ID to an application level ID is stored
therein, determine if the index value matches the correspond-
ing index value received from the server, and provide notifi-
cation to the application of the discovery of the second appli-
cation level ID. In one embodiment, a UE ID is one of a
S-Temporary Mobile Subscriber Identity (S-TMSI), a ProSe
1D, and a Non-Access-Stratum (NAS) level identifier. In one
embodiment, a UE ID belongs to one of a public address
space and a private address space.

[0012] Inanother embodiment of the present invention, an
apparatus may be provided, the apparatus may comprise at
least one processor and at least one memory including com-
puter program code, the at least one memory and the com-
puter program code configured to, with the processor, cause
the apparatus to at least receive a request from an application
stored therein, to make an application user discoverable,
wherein the request includes an application level ID, deter-
mine an application 1D of the requesting application, and
provide the application ID, a UE ID, and the application level
ID to a ProSe server.

[0013] In one embodiment, at least one memory and the
computer program code are further configured to, with the
processor, cause the apparatus to provide a UE identifier to a
ProSe server, receive from the ProSe server, after positive
determination of ProSe authorization, an acknowledgement
of registration, and provide notification to at least one appli-
cation stored therein, of UE ProSe enablement. In one
embodiment, the application identifier is a digital signature or
provides a link to a digital signature, verifying that an appli-
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ated with the application level ID, providing an indication to
the application of the discovery of the device.

[0015] In one embodiment, the station is a ProSe-enabled
user device and the application is a ProSeenabled application.
In one embodiment the computer-executable program code
portions further comprise program code instructions for upon
receiving the discovery request, providing a server with a
request for a user equipment (UE) ID associated with the
application level ID, receiving the UE ID from the server,
wherein monitoring is performed by monitoring an occur-
rence of the UE ID on the discovery channel.

[0016] In one embodiment, the computer-executable pro-
gram code portions further comprise program code instruc-
tions for receiving a discovery signal indicating a UE ID, and
determining if a record associating the UE ID to an applica-
tion level ID is stored therein, and providing notification to
the application of the discovery of the second application
level ID.

[0017] In one embodiment, computer-executable program
code portions further comprise program code instructions for
upon receiving the discovery request, providing a server with
arequest fora UE ID associated with the application level ID,
receiving the UE ID and a corresponding index value,
wherein monitoring is performed by monitoring for an occur-
rence of the UE ID and the corresponding index value on the
discovery channel, and wherein, providing an indication to
the ProSe-enabled application of the discovery of the device
is performed subsequent to discovering an occurrence of the
UE ID and the corresponding index value on the discovery
channel.

[0018] Inoneembodiment, the index value indicates that an
application user is active and has provided a request to be
discovered. In one embodiment, the computer-executable
program code portions further comprise program code
instructions for receiving a discovery signal indicating a UE
ID and an index value, determining if a record associating the
UE ID to an application level ID is stored therein, determining
if the index value matches the corresponding index value
received from the server, and providing notification to the
application of the discovery of the second application level
ID. In one embodiment, a UE ID is one of a S-Temporary
Mobile Subscriber Identity (S-TMSI), a ProSe ID, and a
Non-Access-Stratum (NAS) level identifier. In one embodi-
ment, UE ID belongs to one of a public address space and a
private address space.

[0019] In another embodiment of the present invention, a
computer program product is provided comprising at least
one non-transitory computer-readable storage medium hav-
ing computer-executable program code portions stored

cation is authorized for ProSe discovery or communication.
In one embodiment, the UE ID is one of a S-TMSI, a ProSe
ID, and a NAS level identifier.

[0014] In another embodiment of the present invention, a
computer program product may be provided, the computer
program product may comprise at least one non-transitory
computer-readable storage medium having computer-execut-
able program code portions stored therein, the computer-
executable program code portions comprising program code
instructions for a discovery request from an application, the
application running thereon, the discovery request including
at least one application level identifier (ID), causing monitor-
ing of a discovery channel for at least one device within a
proximate distance, and upon discovery of a device associ-

therein, the computer-executable program code portions
comprising program code instructions for receiving a request
from an application stored therein, to make an application
user discoverable, wherein the request includes an applica-
tion level ID, determining an application ID of the requesting
application, and providing the application ID, a UE ID, and
the application level ID to a ProSe server.

[0020] In one embodiment, the computer-executable pro-
gram code portions further comprise program code instruc-
tions for providing a UE identifier to a ProSe server, receiving
from the ProSe server, after positive determination of ProSe
authorization, an acknowledgement of registration, and pro-
viding notification to at least one application stored therein, of
UE ProSe enablement. In one embodiment, the application
identifier is a digital signature or provides a link to a digital
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signature, verifying that an application is authorized for
ProSe discovery or communication. In one embodiment, the
UE ID is one of a S-TMSI, a ProSe ID, and a NAS level
identifier.

[0021] Inanother embodiment of the present invention, an
apparatus is provided comprising means for receiving a dis-
covery request from an application, the application running
thereon, the discovery request including at least one applica-
tion level identifier (ID), means for causing monitoring of a
discovery channel for at least one device within a proximate
distance, and upon discovery of a device associated with the
application level ID, means for providing an indication to the
application of the discovery of the device. In one embodi-
ment, the station is a ProSe-enabled user device and the
application is a ProSeenabled application. In one embodi-
ment, the apparatus may further comprise upon receiving the
discovery request, providing a server with a request for a user
equipment (UE) ID associated with the application level 1D,
receiving the UE ID from the server, wherein monitoring is
performed by monitoring an occurrence of the UE ID on the
discovery channel.

[0022] Inoneembodiment, the apparatus may further com-
prise receiving a discovery signal indicating a UE ID, and
determining if a record associating the UE ID to an applica-
tion level ID is stored therein, and providing notification to
the application of the discovery of the second application
level ID. In one embodiment, the apparatus may further com-
prise upon receiving the discovery request, providing a server
with a request for a UE ID associated with the application
level ID, receiving the UE ID and a corresponding index
value, wherein monitoring is performed by monitoring for an
occurrence of the UE ID and the corresponding index value
on the discovery channel, and wherein, providing an indica-
tion to the ProSe-enabled application of the discovery of the
device is performed subsequent to discovering an occurrence
of the UE ID and the corresponding index value on the dis-
covery channel.

[0023] Inoneembodiment, the index value indicates that an
application user is active and has provided a request to be
discovered. In one embodiment, the apparatus may further
comprise receiving a discovery signal indicating a UE ID and
an index value, determining if a record associating the UE ID
to an application level ID is stored therein, determining if the
index value matches the corresponding index value received
from the server, and providing notification to the application
of the discovery of the second application level ID.

[0024] In one embodiment, the UE ID is one of a S-Tem-
porary Mobile Subscriber Identity (S-TMSI), a ProSe ID, and

private address space.
[0025] Inanother embodiment of the present invention, an
apparatus is provided comprising means for receiving a
request from an application stored therein, to make an appli-
cation user discoverable, wherein the request includes an
application level ID, means for determining an application ID
of the requesting application, and means for providing the
application ID, a UE ID, and the application level ID to a
ProSe server. In one embodiment, the apparatus may further
comprise means for providing a UE identifier to a ProSe
server, means for receiving from the ProSe server, after posi-
tive determination of ProSe authorization, an acknowledge-
ment of registration, and means for providing notification to
at least one application stored therein, of UE ProSe enable-
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ment. In one embodiment, the application identifier is a digi-
tal signature or provides a link to a digital signature, verifying
that an application is authorized for ProSe discovery or com-
munication. In one embodiment, the UE ID is one of a
S-TMSI, a ProSe ID, and a NAS level identifier.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] Having thus described embodiments of the inven-
tion in general terms, reference will now be made to the
accompanying drawings, which are not necessarily drawn to
scale, and wherein:

[0027] FIG. 1 is block diagram of a system that may be
specifically configured in accordance with an example
embodiment of the present invention;

[0028] FIG. 2 is a block diagram of an apparatus that may
be specifically configured in accordance with an example
embodiment of the present invention;

[0029] FIG. 3 is an example flowchart illustrating a method
of operating an example apparatus in accordance with an
embodiment of the present invention.

[0030] FIG. 4A is an example diagram showing a layered
approach that may be taken where Application ProSe Discov-
ery may be utilized upon Radio ProSe Discovery in accor-
dance with an embodiment of the present invention;

[0031] FIG. 4B shows an example diagram of restrictions
and permissions for discoverability in accordance with an
embodiment of the present invention;

[0032] FIG. 5 is an exemplary diagram of a ProSe Server
showing one possible organization structure, in accordance
with an embodiment of the present invention;

[0033] FIG. 6A is an example flowchart illustrating a
method of operating an example apparatus in accordance
with an embodiment of the present invention;

[0034] FIG. 6B is a diagram showing a method of operating
an example apparatus in accordance with an embodiment of
the present invention;

[0035] FIG. 7 is a diagram showing a method of operating
an example apparatus in accordance with an embodiment of
the present invention;

[0036] FIG. 8 is a diagram showing a method of operating
an example apparatus in accordance with an embodiment of
the present invention;

[0037] FIG. 9 is a diagram showing a method of operating
an example apparatus in accordance with an embodiment of
the present invention; and

[0038] FIG. 10 is an exemplary embodiment of a discovery

signal in accordance with an embodiment of the present
invention.

[0039] Some example embodiments will now be described
more fully hereinafter with reference to the accompanying
drawings, in which some, but not all embodiments are shown.
Indeed, the example embodiments may take many different
forms and should not be construed as limited to the embodi-
ments set forth herein; rather, these embodiments are pro-
vided so that this disclosure will satisfy applicable legal
requirements. Like reference numerals refer to like elements
throughout. The terms “data,” “content,” “information,” and
similar terms may be used interchangeably, according to
some example embodiments, to refer to data capable of being
transmitted, received, operated on, and/or stored. Moreover,
the term “exemplary”, as may be used herein, is not provided
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to convey any qualitative assessment, but instead merely to
convey an illustration of an example. Thus, use of any such
terms should not be taken to limit the spirit and scope of
embodiments of the present invention.

[0040] As used in this application, the term “circuitry”
refers to all of the following: (a) hardware-only circuit imple-
mentations (such as implementations in only analog and/or
digital circuitry) and (b) to combinations of circuits and soft-
ware (and/or firmware), such as (as applicable): (i) to a com-
bination of processor(s) or (ii) to portions of processor(s)/
software (including digital signal processor(s)), software, and
memory(ies) that work together to cause an apparatus, such as
a mobile phone or server, to perform various functions) and
(c) to circuits, such as a microprocessor(s) or a portion of a
microprocessor(s), that require software or firmware for
operation, even if the software or firmware is not physically
present.

[0041] This definition of “circuitry” applies to all uses of
this term in this application, including in any claims. As a
further example, as used in this application, the term “cir-
cuitry” would also cover an implementation of merely a pro-
cessor (or multiple processors) or portion of a processor and
its (or their) accompanying software and/or firmware. The
term “circuitry” would also cover, for example and if appli-
cable to the particular claim element, a baseband integrated
circuit or application specific integrated circuit for a mobile
phone or a similar integrated circuit in server, a cellular net-
work device, or other network device.

[0042] A method, apparatus and computer program prod-
uct are provided in accordance with an example embodiment
of the present invention in order to allow discovery of UEs
and application users in proximity of each other, using direct
radio signals exchanged between UEs on a common discov-
ery channel, while trying to limit the amount of signaling on
this channel, without jeopardizing the confidentiality and pri-
vacy of the permanent identities of the UE in the EPS (such as
IMSI, IMEI) and of the Application user identity.

[0043] Referring now to FIG. 1, which illustrates an
example system that supports communications between a
plurality of stations 10 and one or more access points 12, each
access point may communicate with one or more stations and,
in one embodiment, may communicate with a large number
of stations, such as 6,000 or more stations. The access points
may, in turn, communicate with a network 14. While the
access points may communicate via an Long Term Evolution
(LTE) or LTE-Advanced (LTE-A) network, other networks
may support communications between the access points
including those configured in accordance with wideband
code division multiple access (W-CDMA), CDMA2000, glo-
bal system for mobile communications (GSM), general
packet radio service (GPRS), the IEEE 802.11 standard
including, for example, the IEEE 802.11ah or 802.11ac stan-
dard or other newer amendments of the standard, wireless
local access network (WLAN), Worldwide Interoperability
for Microwave Access (WiMAX) protocols, universal mobile
telecommunications systems (UMTS) terrestrial radio access
network (UTRAN) and/or the like.

[0044] The access points 12 and the stations 10 may com-
municate via wireline communications, but most commonly
communicate via wireless communications. For example, the
access points and the stations may communicate in a sub 1
GHz band as defined by IEEE 802.11ah standard or in a 5
GHz band, which may be defined by, for example, IEEE
802.11ac standard. The access point may be embodied by any
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of'avariety of network entities, such as an access point, a base
station, a Node B, an evolved Node B (eNB), a radio network
controller (RNC), a mobile device (e.g., mobile telephones,
smart phones, portable digital assistants (PDAs), pagers, lap-
top computers, tablet computers or any of numerous other
hand held or portable communication devices, computation
devices, content generation devices, content consumption
devices, or combinations thereof), or the like. The stations
may also be embodied by a variety of devices, such as sensors,
meters or the like. The sensors and meters may be deployed in
a variety of different applications including in utility appli-
cations to serve as a gas meter, a water meter, a power meter
or the like, in environmental and/or agricultural monitoring
applications, in industrial process automation applications, in
healthcare and fitness applications, in building automation
and control applications and/or in temperature sensing appli-
cations. Stations that are embodied by sensors or meters may
be utilized in some embodiments to backhaul sensor and
meter data. Alternatively, the stations may be embodied by
mobile terminals or user equipment(s) (UE), such as mobile
communication devices, e.g., mobile telephones, smart
phones, portable digital assistants (PDAs), pagers, laptop
computers, tablet computers or any of numerous other hand
held or portable communication devices, computation
devices, content generation devices, content consumption
devices, or combinations thereof. In an embodiment in which
the station is embodied by a mobile terminal, the communi-
cation between an access point and the station may serve to
extend the range of wi-fi or another wireless local area net-
work (WLAN), such as by extending the range of a hotspot,
and to offload traffic that otherwise would be carried by a
cellular or other network.

[0045] The access point 12 and/or the station 10 may be
embodied as or otherwise include an apparatus 20 that is
specifically configured to perform the functions of the respec-
tive device, as generically represented by the block diagram
of FIG. 2. While the apparatus may be employed, for
example, by an access point or a station, it should be noted
that the components, devices or elements described below
may not be mandatory and thus some may be omitted in
certain embodiments. Additionally, some embodiments may
include further or different components, devices or elements
beyond those shown and described herein.

[0046] Asshown in FIG. 2, the apparatus 20 may include or
otherwise be in communication with processing circuitry 22
that is configurable to perform actions in accordance with
example embodiments described herein. The processing cir-
cuitry may be configured to perform data processing, appli-
cation execution, signal processing, measurements and report

invention. In some embodiments, the apparatus or the pro-
cessing circuitry may be embodied as a chip or chip set. In
other words, the apparatus or the processing circuitry may
comprise one or more physical packages (e.g., chips) includ-
ing materials, components and/or wires on a structural assem-
bly (e.g., a baseboard). The structural assembly may provide
physical strength, conservation of size, and/or limitation of
electrical interaction for component circuitry included
thereon. The apparatus or the processing circuitry may there-
fore, in some cases, be configured to implement an embodi-
ment of the present invention on a single chip or as a single
“system on a chip.” As such, in some cases, a chip or chipset
may constitute means for performing one or more operations
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for providing the functionalities described herein. Alterna-
tively or additionally, a processing system may be embodied
by or have similar functionality to the processing circuitry.
[0047] Inanexample embodiment, the processing circuitry
22 may include a processor 24 and memory 26 that may be in
communication with or otherwise control a communication
interface 28 and, in some cases, a user interface 30. As such,
the processing circuitry may be embodied as a circuit chip
(e.g., an integrated circuit chip) configured (e.g., with hard-
ware, software or a combination of hardware and software) to
perform operations described herein. However, in some
embodiments, the processing circuitry may be embodied as a
portion of the mobile terminal 10.

[0048] The user interface 30 (if implemented) may be in
communication with the processing circuitry 22 to receive an
indication of a user input at the user interface and/or to pro-
vide an audible, visual, mechanical or other output to the user.
In this regard, the user interface and/or the processing cir-
cuitry 22 may include user interface circuitry configured to
facilitate user control of at least some functions based upon
user input. The user interface may include, for example, a
keyboard, a mouse, a trackball, a display, a touch screen, a
microphone, a speaker, and/or other input/output mecha-
nisms. The apparatus 20 need not always include a user inter-
face.

[0049] Thecommunication interface 28 may include one or
more interface mechanisms for enabling communication with
other devices and/or networks, such as for enabling commu-
nication between an access point 12 and a station 10 or
between two or more stations. In some cases, the communi-
cation interface may be any means such as a device or cir-
cuitry embodied in either hardware, or a combination ofhard-
ware and software that is configured to receive and/or
transmit data from/to a network and/or any other device or
module in communication with the processing circuitry 22. In
this regard, the communication interface may include, for
example, an antenna (or multiple antennas) and supporting
hardware and/or software for enabling communications with
a wireless communication network and/or a communication
modem or other hardware/software for supporting communi-
cation via cable, digital subscriber line (DSL), universal serial
bus (USB), Ethernet or other methods.

[0050] In an example embodiment, the memory 26 may
include one or more non-transitory memory devices such as,
for example, volatile and/or non-volatile memory that may be
either fixed or removable. The memory may be configured to
store information, data, applications, instructions or the like
for enabling the apparatus 20 to carry out various functions in
accordance with example embodiments of the present inven-
tion. For example, the memory may be configured to buffer
input data for processing by the processor 24. Additionally or
alternatively, the memory could be configured to store
instructions for execution by the processor. As yet another
alternative, the memory may include one of a plurality of
databases that may store a variety of files, contents or data
sets. Among the contents of the memory, applications may be
stored for execution by the processor in order to carry out the
functionality associated with each respective application. In
some cases, the memory may be in communication with the
processor via a bus for passing information among compo-
nents of the apparatus.

[0051] The processor 24 may be embodied in a number of
different ways. For example, the processor may be embodied
as various processing means such as one or more of a micro-

Mar. 19, 2015

processor or other processing element, a coprocessor, a con-
troller or various other computing or processing devices
including integrated circuits such as, for example, an appli-
cation specific integrated circuit (ASIC), an field program-
mable gate array (FPGA), or the like. In an example embodi-
ment, the processor may be configured to execute instructions
stored in the memory 26 or otherwise accessible to the pro-
cessor. As such, whether configured by hardware or by a
combination of hardware and software, the processor may
represent an entity (e.g., physically embodied in circuitry—in
the form of processing circuitry 22) capable of performing
operations according to embodiments of the present invention
while configured accordingly. Thus, for example, when the
processor is embodied as an ASIC, FPGA or the like, the
processor may be specifically configured hardware for con-
ducting the operations described herein. Alternatively, as
another example, when the processor is embodied as an
executor of software instructions, the instructions may spe-
cifically configure the processor to perform the operations
described herein.

[0052] A method, apparatus and computer program prod-
uct are provided in accordance with an example embodiment
of'the present invention in order to discover devices, applica-
tions, and application users. Furthermore, a method, appara-
tus and computer program product are provided in accor-
dance with an example embodiment of the present invention
in order to provide for the discovery of UEs and Application
users in a proximity of each other, using signals exchanged
between UEs on a channel, while limiting the amount of
signaling on this channel. The method, apparatus and com-
puter program product may provide for the discovery without
jeopardizing the confidentiality and privacy of the permanent
identities of the UE and of the Application user identity.

[0053] Inone example embodiment, an exemplary method
may utilize one or more UE identifiers that may be (a) pre-
configured in the UE; or (b) assigned by the network
(S-TMSI); or (c¢) assigned by a ProSe server (ProSe ID). The
ProSe server may be a part of the network. The UE identifier
(e.g., Subscriber ID or ProSe ID shown in FIG. 5) may belong
to one of a public or private address space, while an applica-
tion level identifier (e.g., App ID shown in FIG. 5) can gen-
erally allow a network and a UE to identify a given applica-
tion. In one embodiment, the network could verify whether a
given request is from an authorized application. Some digital
signature may be necessary. That could be linked to the appli-
cation level identifier App_ID for instance, or be the applica-
tion level identifier App_ID itself The format thereof can
(should) be specified by 3GPP. A ProSe application user
identifier ProSe_App_User_ID, which is one of the applica-
tion level identifiers, may allow identification of a specific
Application user in a given Application (e.g., a proximity
service application) without disclosure of the identity of said
Application user outside this application. The ProSe applica-
tion user identifier ProSe_App_User_ID may be assigned by
the given Application using an Application layer mechanism.
The Application may be a third-party application of which
execution or operation is requested by a third party, not a user.
The ProSe_App_User_ID could be assigned by a ProSe
server. A ProSe server can store, for one or more associated
UEs, various information including: the UE identifier of said
UE; and/or the list of application level ID combinations { App
ID; ProSe_App_User_ID} of the UE, possibly with a differ-
ent index assigned to each of the application level ID combi-
nations { App ID; ProSe_App_User_ID}. The UE, associated
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with the ProSe server, can store, for corresponding one of the
user’s purposes or interests, various information including:
the UE’s identifier, possibly fetched from the ProSe server;
and a list of one or more application level ID combinations
{App ID; ProSe_App_User_ID}, possibly fetched from the
ProSe server; and selectively or alternatively, the index for
each of the application level ID combinations { App 1D; Pro-
Se_App_User_ID}, possibly fetched from said the associated
ProSe server. The ProSe server can include the UE identifier
only; or alternatively, the UE identifier and a list of indices of
one or more application level ID combinations {App ID;
ProSe_App_User_ID} for each associated UE where the list
could be defined per a discovery range class such that all UEs
in the list belong/use the same discovery range class. Further,
as another enhancement way, the list could be determined by
adding user’s content which is in the form of plain text, (short)
web address, etc. A discovery process in the UE and/or the
ProSe server (or the network) can identify a given UE in
proximity and/or an Application user in proximity, based on
the UE identifier of said given UE; (b) the application level
identifier App 1D, i.e., one of the application level ID combi-
nations { App ID; ProSe_App_User_ID}, forsaid given UE to
identify the Application executed or operated on said given
UE; and (c) the prose application user identifier ProSe_App_
User_ID in said application to identify the Application user in
proximity.

[0054] As such, the method, apparatus and computer pro-
gram product of an example embodiment may provide means
for radio discovery of UEs and application level discovery of
application users, based on: UE identifiers (one per UE),
internal to the 3GPP system. The UE identifier assigned to
each UE may belong to one of a public or private address
space. The prose application user identifiers (called ProSe_
App_User_ID) allow to identify ProSe Application users in
ProSe Application without disclosure of the identity of ProSe
Application user outside the ProSe application. The prose
application user identifier ProSe_App_User_ID can provide
users’ identification information applicable to the ProSe
application, not other applications generally operable on
UEs. Signaling between UEs and a ProSe server may be
required to enable discoverability and discovery of UEs and
Application users through associated functions in the ProSe
server and in the UE. A ProSe Discovery generally means
process that identifies that a UE is in proximity of another,
using E-UTRA. There are two types of ProSe discovery: one
is an open ProSe discovery which discovers other UEs with-
out explicit permission from the discovered UEs; the other is
a restricted ProSe discovery which only takes place with
explicit permission from the UE being discovered. Applica-
tion level restrictions such that a first application level 1D
blue@app can only be discovered by a second or third appli-
cation level ID red@app, white@app may be enforced at the
application level. A ProSe server may store, for each UE, the
identity of the UE and associated identifiers of applications
and application users for this UE. A discovering UE may
query the ProSe server to retrieve this information, based on
arequest from the application. The discovering UE may then
monitor the discovery channel for discovery signals including
the UE identity that was retrieved, and optionally, additional
information that may allow the UE to determine the Applica-
tion identity and associated application user.

[0055] Possible or plausible situations can be assumed as
follows: first, the same application may be used across dif-
ferent UEs (i.e. devices) by the same Application user (i.e., a
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single user can execute the same application on different
wireless devices); second, different application users may use
the same device (UE) (i.e., a single wireless device can be
used by one or more users). If several users share the same
device with each other, the Application user identity which is
assignable to each operated application per each user should
not be visible within the 3GPP domain (EPS) (not only in
order to respect privacy, but also and importantly to ensure
that privacy terms at the application are able to be enforced by
the application itself). When the Application user identity is
hidden from other users in the 3GPP domain, a third party
application provider can remain solely liable for enforcing
the privacy terms of its application. When multiple users use
or operate the same application on the same or different
wireless devices, the discovery process eventually conveys
application layer information in a particular form from one
application instance to another application instance to enable
each application instances to access each other by use of
ProSe UE Discovery. For the way of example but not limita-
tion, an application may be a social network application oper-
able for a mobile operating system such as iOS, Android, etc.;
and an application instance would then be execution or run of
such social network application on a given wireless device
having a mobile operation system such as iOS, Android, etc.
A ProSe entity in the network provides functions required to
support ProSe operation (hereinafter, referred as to a “ProSe
Server”).

[0056] FIGS. 3, 4A, 4B, 6A, 6B, 7, 8, and 9 illustrate an
example flowchart of the example operations performed by a
method, apparatus and computer program product in accor-
dance with an embodiment of the present invention. It will be
understood that each block of the flowcharts, and combina-
tions of blocks in the flowcharts, may be implemented by
various means, such as hardware, firmware, processor, cir-
cuitry and/or other device associated with execution of soft-
ware including one or more computer program instructions.
For example, one or more of the procedures described above
may be embodied by computer program instructions. In this
regard, the computer program instructions which embody the
procedures described above may be stored by a memory 26 of
an apparatus employing an embodiment of the present inven-
tion and executed by a processor 24 in the apparatus. As will
be appreciated, any such computer program instructions may
be loaded onto a computer or other programmable apparatus
(e.g., hardware) to produce a machine, such that the resulting
computer or other programmable apparatus provides for
implementation of the functions specified in the flowchart
block(s). These computer program instructions may also be
stored in a non-transitory computer-readable storage memory
that may direct a computer or other programmable apparatus
to function in a particular manner, such that the instructions
stored in the computer-readable storage memory produce an
article of manufacture, the execution of which implements
the function specified in the flowchart block(s). The computer
program instructions may also be loaded onto a computer or
other programmable apparatus to cause a series of operations
to be performed on the computer or other programmable
apparatus to produce a computer-implemented process such
that the instructions which execute on the computer or other
programmable apparatus provide operations for implement-
ing the functions specified in the flowchart block(s). As such,
the operations of FIGS. 3, 4A, 4B, 6A, 6B, 7, 8, and 9, when
executed, convert a computer or processing circuitry into a
particular machine configured to perform an example
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embodiment of the present invention. Accordingly, the opera-
tions of FIGS. 3, 4A, 4B, 6A, 6B, 7, 8, and 9 define an
algorithm for configuring a computer or processing to per-
form an example embodiment. In some cases, a general pur-
pose computer may be provided with an instance of the pro-
cessor which performs the algorithms of FIGS. 3,4A,4B, 6A,
6B,7, 8, and 9 to transform the general purpose computer into
a particular machine configured to perform an example
embodiment.

[0057] Accordingly, blocks of the flowchart support com-
binations of means for performing the specified functions and
combinations of operations for performing the specified func-
tions. It will also be understood that one or more blocks of the
flowcharts, and combinations of blocks in the flowcharts, can
be implemented by special purpose hardware-based com-
puter systems which perform the specified functions, or com-
binations of special purpose hardware and computer instruc-
tions.

[0058] In some embodiments, certain ones of the opera-
tions herein may be modified or further amplified as
described below. Moreover, in some embodiments additional
optional operations may also be included. It should be appre-
ciated that each of the modifications, optional additions or
amplifications below may be included with the operations
above either alone or in combination with any others among
the features described herein.

[0059] Referring now to FIG. 3, the operations performed
by an apparatus 20, such as illustrated in FIG. 2, embodied by
a computing device 10 are illustrated and will be hereinafter
described. FIG. 3 is an example flowchart illustrating a
method for discovering devices and application users in
accordance with an embodiment of the present invention.
[0060] Referring now to block 305 of FIG. 3, the apparatus
may include means, such as the processing circuitry 22, the
processor 24, the communication interface 28 or the like, for
receiving a discovery request from an application (e.g., an
application registered with a server and thus enabled for
ProSe Discovery and/or communication) having a first appli-
cation level ID and stored on a first device, the request includ-
ing at least second application level ID. In one embodiment,
the application receives the second application level 1D,
which may be associated with a second application user, from
an application server as related to an application user that has
permitted the application to discover it.

[0061] Referring now to block 310 of FIG. 3, the apparatus
may include means, such as the processing circuitry 22, the
processor 24, the communication interface 28 or the like, for,
upon receiving the discovery request, providing a server (e.g.,
a ProSe server) with a request for a UE ID associated with the
second application level ID. In one embodiment, the appara-
tus may have already come to possess the UE ID and need not
provide a request for such information to the ProSe server.
[0062] Referring now to block 315 of FIG. 3, the apparatus
may include means, such as the processing circuitry 22, the
processor 24, the communication interface 28 or the like, for
receiving a UE 1D identifying a second device, on which a
second ProSe enabled application is stored. In one embodi-
ment, the apparatus also receives a corresponding index
value. The index value indicative of a state of the device and
whether the application user has provided a request to be
discovered.

[0063] Referring now to block 320 of FIG. 3, the apparatus
may include means, such as the processing circuitry 22, the
processor 24, the communication interface 28 or the like, for
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causing monitoring of a discovery channel for an occurrence
of'the UE ID. In one embodiment, the apparatus is configured
for causing the monitoring of the discovery channel for both
the UE ID and the corresponding index value. In one embodi-
ment, the apparatus may receive a discovery signal. The appa-
ratus may then be configured for determining if a record exists
in memory for the UE ID and optionally, the corresponding
index value.

[0064] Referring now to block 325 of FIG. 3, the apparatus
may include means, such as the processing circuitry 22, the
processor 24, the communication interface 28 or the like, for,
upon discovery, providing an indication to the application of
the discovery of the device for which the second application
level ID was requested.

[0065] Referring now to block 330 of FIG. 3, the apparatus
may include means, such as the processing circuitry 22, the
processor 24, the communication interface 28 or the like, for
providing notification to user associated with the apparatus,
the application, or the like of the proximity of the user asso-
ciated with the second device, the second application level ID
or the like.

[0066] Ingeneral, ProSe UE Discovery can be divided into
two levels. FIG. 4A is an illustration showing an exemplary
process for discovery using the two levels. The first level is
related to radio (3GPP) discovery of ProSe devices (UEs).
Here, a device may discover other ProSe devices in proximity
based on ProSe-provided information of indicating whether
those other ProSe devices are ON and enabled/allowed to be
accessed. Discovery signaling may be performed by opera-
tor’s control, and/or may be performed periodically. The sec-
ond level is related to application discovery of Application
users who operate a particular application on their ProSe
devices located in proximity to each other. Here, each appli-
cation utilizes proximity services (ProSe) can receive and
handle an indication of the same application executed in other
UEs discovered by the UE through radio discovery. The
application has a role to identify the Application users in the
proximity based on information from discovered devices in
the proximity.

[0067] Alayered approach may betaken where Application
ProSe Discovery may be utilizing Radio ProSe Discovery, as
shown in FIG. 4A. The radio (3GPP) level discovery may be
based at least on a UE identifier, such as for example S-Tem-
porary Mobile Subscriber Identity (S-TMSI). The S-TMSI
identifies a mobile device within a given Mobility Manage-
ment Entity (MME). A 3GPP level UE identifier (a Non-
Access-Stratum (NAS) level) may be assigned for the UE in
a relatively static manner whilst protecting the permanent
identities of the UE and subscriber in the EPS. A new identi-
fier ProSe ID, for the way of example but not limitation, may
also be assigned. This 3GPP level UE identifier ProSe ID may
later be used for addressing a UE in Radio ProSe Discovery
and possible ProSe Communication establishment either by
an Evolved Packet Core (EPC) executing the establishment
between two UEs, or also directly between the two UEs. That
is, the 3GPP level UE identifier ProSe ID enables the ProSe
Communication between two different UEs in proximity by
means of acommunication path established between the UEs.
Direct ProSe communication between the UEs or the ProSe
communication path routed via a local network eNB is fea-
sible.

[0068] The UE identifier for radio level ProSe discovery
may belong to one of a public address space, or private
address space. The network operator may define address
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spaces accordingly. Some default public UE identifiers may
be configured by the operator (and made available in the
memory 26 such as USIM/UICC set by the operator, for
example) according to categories, such as hospitals, police, or
the like that may be immediately identifiable as such.
[0069] The system may allow the use of several types of UE
identifiers. In such a case, the type of UE identifier ID Type
can be indicated as an additional information alongside the
UE identifier for radio level ProSe discovery.

[0070] For the way of example but not limitation, the iden-
tification of the PLMN to which a UE is registered can be used
for radio level ProSe discovery, such that a receiving UE can
detect the PLMN of other discoverable UEs. The UE identi-
fier for radio level ProSe discovery may be defined such that
it could intrinsically distinguish the PLMN, or alternatively, a
separate PLMN identifier may be used alongside the UE
identifier.

[0071] Regarding application level discovery, a ProSe
application user identifier ProSe_App_user_ID which may
allow identification of the user within an application using a
proximate service ProSe is introduced. An application user
identifier may provide a one-to-one mapping with an Appli-
cation user within a certain application without disclosure of
the Application user identity like, by the way of example but
not limitation, a form of user@app.com to the 3GPP system
or other application systems, thus preserving privacy. If an
application executed on UE does not use a proximate service
ProSe, it is not required that the application user identifier for
that application discloses the Application user identity to the
ProSe server/system. The ProSe application user identifier
ProSe_App_user_ID may be unique per an application using
a proximate service and known to a ProSe Server and an
Application Server for that application. The ProSe applica-
tion user identifier ProSe_App_User_ID may be defined at
the application executed on user’s UE, by an application level
mechanism, and exchanged between application instances
using application level mechanisms, such that other Applica-
tion users operating the same application can get hold of the
relevant information like the ProSe application user identifier
ProSe_App_User_ID which is transmitted to other users’
UEs for contacts between the user and other users. Alterna-
tively, the ProSe application user identifier ProSe_App_user_
1D could be defined by the 3GPP system or the ProSe system.
[0072] Restrictions and permissions for discoverability
may be set and enforced at the application level and at the
3GPP (ProSe) level respectively, as illustrated in FIG. 4B.
[0073] FIG.5 shows a ProSe server. The ProSe Server may
be an entity in the EPC configured for supporting the ProSe
operation. For the discovery process, the ProSe server may
store one or more entries per each authorized subscriber and
ProSe UE pair. FIG. 5 shows possible organization of the IDs.
As one skilled the art would readily appreciate, other organi-
zations are possible.

[0074] Note that in the following, the notation “S-TMSI/
ProSe ID” means S-TMSI or ProSe 1D, consistently, such that
all notations refer to S-TMSI or all notations refer to ProSe
D.

[0075] Referring now to FI1G. 6 A, the operations performed
by an apparatus 20, such as illustrated in FIG. 2, embodied by
a computing device 10 are illustrated and will be hereinafter
described. FIG. 6A is an example flowchart illustrating a
method for registering a device and an application with a
ProSe server, in accordance with an embodiment of the
present invention.
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[0076] Referring now to block 605 of FIG. 6A, the appara-
tus may include means, such as the processing circuitry 22,
the processor 24, the communication interface 28 or the like,
for registering with a ProSe server by providing an UE iden-
tifier.

[0077] Referring now to block 610 of FIG. 6A, the appara-
tus may include means, such as the processing circuitry 22,
the processor 24, the communication interface 28 or the like,
for receiving acknowledgment from the ProSe server, the
acknowledgment including an assigned ID for use for discov-
ery or a S-TSMIL.

[0078] Referring now to block 615 of FIG. 6A, the appara-
tus may include means, such as the processing circuitry 22,
the processor 24, the communication interface 28 or the like,
for causing an indication to one or more ProSe enabled appli-
cations that the apparatus is ProSe enabled.

[0079] Referring now to block 620 of FIG. 6A, the appara-
tus may include means, such as the processing circuitry 22,
the processor 24, the communication interface 28 or the like,
for receiving a request from a ProSe enabled application
requesting that the application be discoverable, the request
including a user ID.

[0080] Referring now to block 625 of FIG. 6A, the appara-
tus may include means, such as the processing circuitry 22,
the processor 24, the communication interface 28 or the like,
for providing the request from the application to the ProSe
server, including an App 1D and a user ID.

[0081] Referring now to block 630 of FIG. 6A, the appara-
tus may include means, such as the processing circuitry 22,
the processor 24, the communication interface 28 or the like,
for receiving an acknowledgment from the ProSe server or an
indication of the entry index corresponding to the Application
level ID and user ID.

[0082] Referring now to 6B, the operations performed by
an apparatus 20, such as illustrated in FIG. 2, embodied by a
computing device 10 are illustrated and will be hereinafter
described.

[0083] Referring now to step 1, the UE registers with the
ProSe server indicating its UE identifier, for example as
shown, its S-TMSI (S-TMSI1). Note that for out-of-coverage
operation, this registration step does not take place; the UE
may be implicitly authorized and configured to use ProSe. In
this case, the UE is also pre-configured, e.g., by a manufac-
turer or a network operator, with a dedicated UE identity.
[0084] Referring now to step 2a, the ProSe server may
determine that the UE is authorized for ProSe and acknowl-
edges the registration to the UE. If a ProSe ID is assigned
(optional) for use for discovery (e.g., instead of S-TMSI) then
it may be indicated in the acknowledgement to the UE. The
acknowledgement may include the S-TMSI as a confirmation
to the UE.

[0085] Referring now to step 25, the ProSe server deter-
mines that the UE is not authorized for ProSe and negatively
acknowledges the registration, possibly indicating the cause
thereof to the UE.

[0086] Asaresultofstep 2a, the UE may now be allowed to
use ProSe and may be discoverable (radio discovery) and
proceeds to Step 3. As a result of step 26, the UE may not
allowed to use ProSe, and does not proceed to Step 3.
[0087] Referring now to step 3, the UE may indicate to
ProSe-enabled applications that the UE is allowed to use
ProSe. Active ProSe-enabled applications may use the
assigned ProSe application user identifier ProSe_App_User_
ID or activate an already assigned/configured ProSe applica-
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tion user identifier ProSe_App_User_ID. Here, “assignment™
may refer to an application server providing the ProSe appli-
cation user identifier ProSe_App_User_ID to an application
instance for a given Application user and “configuration” may
refer to a ProSe application user identifier ProSe_App_User_
1D readily available at the application, for example, without
preliminary communication with an application server.
[0088] Referring now to step 4, the application requests that
its Application user be ProSe discoverable by indicating the
ProSe_App_User_ID to the UE. The application may also
include the App ID. Alternatively, the UE may determine the
appropriate App ID (if App IDs are “owned” by the user/
operator).

[0089] Referring now to step 5, the UE may forward the
request from the application to the ProSe server, including its
S-TMSI (or ProSe ID), the application level identifier App ID
and the related ProSe application user identifier ProSe_App_
User_ID. In one embodiment, one or more requests from
several applications may be aggregated into a single request
to the ProSe server, in which case the UE then indicates, for
each application, an application level ID combination of the
App ID and ProSe_App_User_ID.

[0090] Referring now to step 6a, the ProSe server may
determine using the received App 1D that the application is
authorized to use ProSe. The ProSe server may create an entry
for this UE, storing the received application level ID combi-
nation of App ID and ProSe_App_User_ID. The ProSe server
may then acknowledge the request to be discoverable to the
UE. Thereafter, the network may be able to verify that a given
request is from an authorized application. In some embodi-
ment, some digital signature may be necessary (this could be
linked to the App_ID for instance, or be the App_ID). The
format thereof may be specified by 3GPP.

[0091] Referring now to step 65, the ProSe server may
determine using the received application level identifier App
1D that the currently executed application is not authorized to
use ProSe. The ProSe server may negatively acknowledge to
the UE, the request from the application to be discoverable. In
an embodiment in which the UE sent the aggregate request in
step 5, the ProSe Server may send an aggregated response
indicating per requested application whether the request from
the UE is accepted or not.

[0092] Referring now to step 7a, the UE may forward the
response from the ProSe server to the application. Upon step
7a, the application (server) thereafter exchanges the ProSe
application user identifier ProSe_App_User_ID of the appli-
cation user with other application users as per restrictions
and/or permissions set at the application by the application
user.

[0093] The application user is now discoverable to other
application users executing the same application using ProSe,
according to the restrictions enforced at the application.
[0094] Referring now to 7, the operations performed by an
apparatus 20, such as illustrated in FIG. 2, embodied by a
computing device 10 are illustrated and will be hereinafter
described. FIG. 7 shows a diagram of a first process (e.g.,
option 1) where discovery may be made utilizing S-TSMI/
ProSe ID.

[0095] FIG. 7 may assume that first and second mobile
devices UE1 and UE2 are successfully registered to the ProSe
Server. At a first application App1, a second user ‘blue’ on the
first application ‘appl’ (i.e., blue@appl) allows a first user
‘green’ on the same application ‘appl’ (i.e., green@appl) to
discover the first user ‘blue’ on the first application ‘appl’;
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and a second user’s ProSe application user identifier ProSe_
App_User_ID2 is made available to the first application App1
in the first mobile device ProSe UE1L (i.e., the first user).
Likewise, atthe first application App1, the first user ‘green’ on
the first application ‘appl’ (i.e., green@appl) permits the
second user ‘blue’ on the first application ‘appl’ (i.e.,
blue@appl) to discover the first user ‘green’ on the first
application ‘appl’; and a first user’s ProSe application user
identifier ProSe_App_User_ID1 is made available to the first
application Appl in the second mobile device ProSe UE2
(i.e., the second user). The ProSe server holds a record for a
first user’s S-Temporary Mobile Subscriber Identity
S-TMSI1 associated with a first user’s application level 1D
combination {App ID1, ProSe_App_User_ID1} and for a
second user’s S-TMSI2 associated with a second user’s appli-
cation level ID combination {App ID2, ProSe_App_User_
ID2}.

[0096] Referring now to step la, given the permission
above, the first application App 1 on the first mobile device
UE1 requests the first mobile device UE1 to be able to dis-
cover the second user’s ProSe application user identifier Pro-
Se_App_User_ID2 by means of the ProSe sever.

[0097] Referring now to step 2a, upon reception of a dis-
covery request REQ_Discover from the first application
Appl, the first mobile device UE1 may determine whether the
first mobile device UE1 holds no UE identity record about the
second user’s ProSe application user identifier regarding the
first application (i.e., the second user’s application level ID
combination {App ID1; ProSe_App_User_ID2}), and then,
the first mobile device UE1 transmit its discovery request for
looking for the second user’s application level ID combina-
tion to the ProSe Server.

[0098] Referring now to step 3qa, the ProSe server retrieves
the second user’s S-TMSI2 (and/or ProSe 1D2) based on the
information { App ID1; ProSe_App_User_ID2} requested by
the first mobile device UE1 and sends back the second user’s
S-TMSI2 (and/or ProSe 1D2) to the first mobile device UE1
which can record of the second user’s S-TMSI2 (and/or
ProSe 1D2) with the second user’s application level 1D com-
bination of {App ID1; ProSe_App_User_ID2}.

[0099] The first mobile device UE1 may now be able to
discover the proximity of the second user’s application level
ID combination { App ID1; ProSe_App_User_ID2} by moni-
toring the occurrence of the second user’s S-TMSI2 (or ProSe
1D2) on the discovery channel. Following similar steps, the
second mobile device UE2 may also be able to discover the
proximity of the first user’s application level ID combination
{App ID1; ProSe_App_User_ID1} by monitoring the occur-
rence of the first user’s S-TMSI1 (or ProSe ID1) on the
discovery channel.

[0100] Referring now to step 4q, the first application ‘appl’
operated by the second user ‘blue’ (i.e., blue@app1) requests
the second mobile device UE2 to be disclosed by the first
mobile device UE1 through the second user’s S-TMSI2 (or
ProSe 1D2). The first application ‘Appl’ executed on the
second mobile device UE2 issues the ProSe_App_User_ID2
corresponding to the user identity blue@appl.

[0101] Referring now to step 4b, upon receipt of the dis-
covery request REQ_DiscoverMe from the first application
Appl, the second mobile device UE2 sends its DiscoverMe
signal on the discovery channel, indicating its S-TMSI2/
ProSe ID2.

[0102] Referring now to step 5, the first mobile device UE1
receives the discovery signal DiscoverMe including
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S-TMSI2/ProSe ID2. The first mobile device UE1 determines
whether the first mobile device UE1 holds a record for
S-TMSI2/ProSe 1D2, namely the second user’s application
level ID combination {App ID1; ProSe_App_User_ID2}.
The first mobile device UE1 then notifies the first application
Appl (App ID1) that the first application Appl executed on
the first mobile device has discovered ProSe_App_User_ID2.
Note that the first mobile device UE1 could hold a set of
several records for S-TMSI2/ProSe 1ID2 (i.e., a multiple
records regarding the second user’s application level ID com-
bination {App IDx; ProSe_App_User_IDy}. In this case,
upon detecting S-TMSI2/ProSe ID2 in a discovery signal, the
first mobile device UE1 notifies each of all applications iden-
tified in the record that each application has discovered the
corresponding ProSe_App_User_ID.

[0103] The first application Appl operated on the first
mobile device UE1 identifies the second user’s ProSe appli-
cation user identifier ProSe_App_User_ID2 corresponding
to the second user’s identity blue@appl. The first user’s
identity Green@appl is thereafter notified of the proximity of
the second user’s identity blue@appl.

[0104] Referring now to 8, the operations performed by an
apparatus 20, such as illustrated in FIG. 2, embodied by a
computing device 10 are illustrated and will be hereinafter
described.

[0105] FIG. 8 shows a diagram of a second process (e.g.,
option 2) where discovery may be made. Here, this discovery
method may utilize S-TSMI/ProSe ID with an Application
User Index.

[0106] First and second mobile devices UE1 and UE2 are
successfully registered to the ProSe Server. Regarding
restrictions/permission at the first application App1, a second
user ‘blue’ on the first application (i.e., blue@app1) permits a
first user ‘green’ on the first application (i.e., green@app1) to
discover the second user ‘blue’; and a second user’s ProSe
application user identifier ProSe_App_User_ID2 is made
available to the first application Appl operated in the first
mobile device ProSe UE1. Likewise, at the first application
Appl, the first user ‘green’ on the first application (i.e.,
green@appl) permits the second user ‘blue’ on the first appli-
cation (i.e., blue@app1l) to discover the first user ‘green’; and
a first user’s ProSe application user identifier ProSe_App_
User_ID1 is made available to the first application Appl
operated in the second mobile device ProSe UE2. The ProSe
server holds a record for the first user’s S-TMSI1 (or ProSe
1D1) showing the first user’s application level ID combina-
tion {App ID1, ProSe_App_User_ID1} and for the second
user’s S-TMSI2 (or ProSe 1D2) indicating the second user’s
application level ID combination {App ID2, ProSe_App_
User_ID2}.

[0107] Referring now to step la, given the permission
above, the first application Appl on the first mobile device
1JFE1 requests the first mohile device 1JF1 to discover a second
user’s ProSe application user identifier ProSe_App_User_
1D2 by means of a ProSe server or system.

[0108] Referring now to step 2a, upon reception of the
discovery request REQ_Discover from the first application
Appl, the first mobile device UE1 determines whether the
first mobile device UE1 holds no other UE identity record
(nor App ID record for the first mobile device UE1) for
finding the corresponding of the second user’s application
level ID combination {App ID 1; ProSe_App_User_ID2}
and then the first mobile device UE1 transmit its discovery
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request for looking for the second user’s application level ID
combination to the ProSe Server.

[0109] Referring now to step 3qa, the ProSe server retrieves
the second user’s S-TMSI2 (and/or ProSe 1D2) based on the
information { App ID1; ProSe_App_User_ID2} requested by
the first mobile device UE1, as well as the application user
index (“1”) of {App ID1; ProSe_App_User_ID2} for
S-TMSI2. The ProSe server responds back to the first mobile
device UE1, indicating the second user’s S-TMSI2 and the
application user index “1”, which stores a corresponding
entry of the second user’s S-TMSI2 with the second user’s
application level ID combination {App ID1; ProSe_App_
User_ID2} under the application user index “1”.

[0110] The first mobile device UE1 may now be able to
discover the proximity specifically of the second user’s appli-
cation level ID combination {App ID1; ProSe_App_User_
ID2} by monitoring the occurrence of the second user’s
S-TMSI2 (or ProSe ID2) together with the application user
index “1” on the discovery channel. Following similar steps,
the second mobile device UE2 is also able to discover the
proximity of the first user’s application level ID combination
{App ID1; ProSe_App_User_ID1} by monitoring the occur-
rence of the first user’s S-TMSI1 (or ProSe ID1) together with
the application user index “1” on the discovery channel.
[0111] Referring now to step 4q, the first application ‘appl’
operated by the second user ‘blue’ (i.e., blue@app1) requests
the second mobile device UE2 to be disclosed by the first
mobile device UE1 through the second user’s S-TMSI2 (or
ProSeID2). The first application ‘App1’ on the second mobile
device UE2 issues the ProSe_App_User_ID2 corresponding
to the user identity blue@appl.

[0112] Referring now to step 4b, upon receipt of the dis-
covery request REQ_DiscoverMe from the first application
Appl, the second mobile device UE2 sends its DiscoverMe
signal on the discovery channel, indicating its S-TMSI2/
ProSe ID as well as the application user index value (“1”)
corresponding to the second user’s application level ID com-
bination {App ID1, ProSe_App_User_ID2}.

[0113] Referring now to step 5, the first mobile device UE1
may receive the discovery signal DiscoverMe containing
S-TMSI2 (or ProSe ID2) and the application user index value
“1”. The first mobile device UE1 may determine that the first
mobile device UE1 holds a record for the second user’s
S-TMSI2/ProSe 1D2, and whether the application user index
value received (“1””) matches a recorded index of the second
user’s S-TMSI2 which are recorded in the first mobile device
UE1. Matching the S-TMSI/ProSe 1D and the application
index value, the first mobile device UE1 retrieves the record
about the second user’s application level ID combination
{App ID1, ProSe_App_User_ID2}. The first mobile device
UE1 then notifies the first application Appl (App ID1) that
the first application App 1 has discovered the second user’s
ProSe application user identifier ProSe_App_User_ID2.
[0114] The first application Appl operated on the first
mobile device UE1 identifies the second user’s ProSe appli-
cation user identifier ProSe App User ID2 corresponding to
the second user’s identity blue@appl. The first user’s iden-
tity Green@appl1 is thereafter notified of the proximity of'the
second user’s identity blue@appl.

[0115] FIG. 9 shows an example of the registration & dis-
coverability process (as shown in FIGS. 6A and 6B) and
discovery (as shown in FIG. 7) when two applications are
involved. As shown, first and second mobile devices UE1 and
UE2 are successfully registered to the ProSe Server. At a first
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application Appl, a second user on the first application (i.e.,
blue@appl) permits a first user on the first application (i.e.,
green@appl) to discover the second user; and the second
user’s ProSe application user identifier ProSe_App_User_
1D2 is made available to the first application App1 operated in
the first mobile device ProSe UE1. At the first application
Appl, the first user on the first application (i.e., green@app1)
permits the second user on the first application (i.e.,
blue@appl) to discover the first user; and the first user’s
ProSe application user identifier ProSe_App_User_ID1 is
made available to the first application App1 operated in the
second mobile device ProSe UE2. At a second application
App2, a third user on the second application (i.e.,
spring@app2) permits a fourth user on the second application
(i.e., sun@app2) to discover the third user. At the second
application App2, the fourth user on the second application
(i.e., sun@app2) permits the third user on the second appli-
cation (i.e., spring@app2) to discover the fourth user. Herein,
the first user ‘green’ and the third user ‘spring’ shares the first
mobile device UE1, while the second user ‘blue and the fourth
user ‘sun’ shares the second mobile device UE2. FIG. 9 then
shows a discoverability procedure including authorization
and registration. Once the ProSe server provides acknowl-
edgements to the first and second mobile devices UE1 and
UE2, a discovery process is shown. The discovery process
provides for discovering users at the application level.
[0116] After the discovery process, the first mobile device
UE1 may be able to discover the proximity specifically of
{App ID1; ProSe_Appl_User_ID2} and {App ID2; ProSe_
App2_User_ID2} by monitoring the occurrence of S-TMSI2
(or ProSe ID2) on the discovery channel. Following similar
steps, the second mobile device UE2 is also able to discover
the proximity of {App ID1; ProSe_Appl_User ID1} and
{App 1D2; ProSe_App2_User_ID1} by monitoring the
occurrence of S-TMSI1 (or ProSe ID1) discovery channel.
[0117] As shown, the first application Appl knows that
ProSe_Appl_UserID2 includes the second user identity
blue@appl.com and ProSe_App2_UserID1 shows the first
user identity green@appl.com. The second application App2
knows that ProSe_App2_Userld2 indicates the fourth user
identity sun@app2.com and ProSe_App2_UserID1 shows
the third user identity spring@app2.com.

[0118] Accommodation of Discovery Range Class

[0119] An application may request to use a range class for
discovery (subject to operator authorization). N range classes
may be defined from shortest to longest. N is an integer.
[0120] By the way of example but not limitation, the range
class may be determined as follows:

[0121] In Option 1, a discovery signal from a given UE
(S-TMSL/ProSe ID) only contains the identifier of the UE, no
per-Application data. The receiving UE may not distinguish a
particular application from a received discovery signal. This
may imply that the range class used when transmitting a given
discovery signal eventually applies to all Applications oper-
ated on that UE. If one of two active applications requires a
short range and the other requires a long range, for effective
operation, a range class is determined for the two active
applications whenever a discovery signal is sent from that
UE.

[0122] In Option 2, a discovery signal from a given UE
(S-TMSI/ProSe ID) may contain the indices for one or more
application level ID combination {App ID; ProSe_App_U-
ser_ID}. A discovery signal may include the indices which
are determined by some active applications requesting the
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same range class “R”. Additionally, the discovery signal
could contain indices from another application requesting a
higher range class than the range class “R”, but it shall not
contain indices from another application requesting a lower
range class than the range class “R”.

Communication Phase

[0123] Once a UE has discovered another UE, and enabled
application level discovery, the application may require the
establishment of a communication channel between the two
Application users. In this case, the UE identifiers (S-TMSI/
ProSe ID) may be used to identify the two UE end-points of
the communication channel and establish the communication
channel, either directly between the two UEs without involv-
ing the network, or involving the network (e.g. notifying the
eNB of the target UE with which to establish a communica-
tion channel).

User Content in the Discovery Signal

[0124] A further enhancement to consider is that of allow-
ing a discovery signal to include not only the necessary fields
to identify the UE and possibly enable the identification of an
Application user, but also a small amount of user content such
as a plain text (e.g. for messaging) or a website address, etc.
This would allow a direct transmission of user data without
needing the establishment of a separate communication chan-
nel.

[0125] FIG. 10 shows a discovery signal in accordance with
an example embodiment of the present invention. The discov-
ery signal may include an ID type 1005, a PLMN identifier
1010, a UE Identifier 1015, Application user Index 1 1020,
other application user index N (4-digit), Application user
index N 1025, and User content 1030. The ID type 1005 may
indicate the type of UE identifier, such as S-TMSI, ProSe ID,
orthe like. The ID type may be used only if the system allows
the use of different types of identifiers. The PLMN identifier
1010 may allow identification directly or indirectly (i.e.
through a mapping table), the PLMN in which the UE is
registered. The PLMN identifier 1010 is optional and may be
used when the UE identifier does not distinguish PLMNSs.
Application user Index 1 to N 1020, 1025 shows n different
application user indices n=1 to N where N is the maximum
number of indices that may be included. Content of the dis-
covery signal for option 1 (shown above in FIG. 7) 1035 may
include the ID type 1005, the PLMN identifier 1010 and the
UE identifier 1015. Content of the discovery signal for option
2 (as shown in FIG. 8) 1040 may include the ID type 1005, the
PLMN identifier 1010 and the UE identifier 1015 and appli-
cation user index 1 1020 through application user index N
1025.

[0126] Content of the discovery signal for option 1 (shown
above in FIG. 7) including user content 1045 may include the
1D type 1005, the PLMN identifier 1010 and the UE identifier
1015 and user content 1030. Content of the discovery signal
for option 2 (as shown in FIG. 8) plus user content may
include the ID type 1005, the PLMN identifier 1010 and the
UE identifier 1015 and application user index 1 1020 through
application user index N 1025 and user content 1030.
[0127] Many modifications and other embodiments of the
inventions set forth herein will come to mind to one skilled in
the art to which these inventions pertain having the benefit of
the teachings presented in the foregoing descriptions and the
associated drawings. Therefore, it is to be understood that the
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inventions are not to be limited to the specific embodiments
disclosed and that modifications and other embodiments are
intended to be included within the scope of the appended
claims. Moreover, although the foregoing descriptions and
the associated drawings describe example embodiments in
the context of certain example combinations of elements and/
or functions, it should be appreciated that different combina-
tions of elements and/or functions may be provided by alter-
native embodiments without departing from the scope of the
appended claims. In this regard, for example, different com-
binations of elements and/or functions than those explicitly
described above are also contemplated as may be set forth in
some of the appended claims. Although specific terms are
employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.

1. A method for use in a station comprising:

receiving a discovery request from an application running
on the station, the discovery request including at least
one application level identifier (ID);

causing monitoring of a discovery channel for at least one

device within a proximate distance; and

upon discovery of a device associated with the application

level ID, providing an indication to the application of the
discovery of the device.

2. The method according to claim 1, wherein the station is
a proximity-services (ProSe)-enabled user device and the
application is a ProSe-enabled application.

3. The method according to claim 1, further comprising:

upon receiving the discovery request, providing a server

with a request for a user equipment (UE) ID associated
with the application level ID; and

receiving the UE ID from the server,

wherein monitoring is performed by monitoring an occur-

rence of the UE ID on the discovery channel.

4. The method according to claim 3, further comprising
receiving a discovery signal indicating a UE ID; and deter-
mining ifa record associating the UE ID to second application
level ID is stored within the station; and providing notifica-
tion to the application of the discovery of the second appli-
cation level ID.

5. The method according to claim 1, further comprising:

upon receiving the discovery request, providing a server

with a request for a UE ID associated with the applica-
tion level 1D,

receiving the UE ID and a corresponding index value;

wherein monitoring is performed by monitoring for an

occurrence of the UE ID and the corresponding index
value on the discovery channel, and

wherein, the application is a proximity-services (ProSe)-

enabled application and providing the indication to the
ProSe-enabled application of the discovery of the device
is performed suhsequentto discovering an occurrence of
the UE ID and the corresponding index value on the
discovery channel.

6. The method according to claim 5, wherein the index
value indicates that an application user is active and has
provided a request to be discovered.

7. The method according to claim 5, further comprising:
receiving a discovery signal indicating a UE ID and an index
value; determining if a record associating the UE ID to a
second application level ID is stored within the station; deter-
mining if the index value matches the corresponding index
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value received from the server; and providing notification to
the application of the discovery of the second application
level ID.

8. The method according to claim 7, wherein the UE 1D is
one of a S-Temporary Mobile Subscriber Identity (S-TMSI),
aProSe ID, and a Non-Access-Stratum (NAS) level identifier.

9. The method according to claim 8, wherein the UE ID
belongs to one of a public address space and a private address
space.

10. A method for use in an access point, comprising:

receiving a request from an application stored within the

access point to make an application user discoverable,
wherein the request includes an application level iden-
tifier (ID);

determining an application ID of the requesting applica-

tion; and

providing the application ID, a user equipment (UE) ID,

and the application level ID to a proximity services
(ProSe) server.

11. The method according to claim 10 further comprising:

in response to providing the UE ID to the ProSe server,

receiving from the ProSe server, after positive determi-
nation of ProSe authorization, an acknowledgement of
registration; and

providing notification to at least one application stored

within the access point of UE ProSe enablement.
12. The method according to claim 10, wherein the appli-
cation identifier is a digital signature or provides a link to a
digital signature, verifying that the application is authorized
for ProSe discovery or communication.
13. The method according to claim 10, wherein the UE ID
is one of a S-TMSI, a ProSe ID, and a NAS level identifier.
14. An apparatus comprising at least one processor and at
least one memory including computer program code, the at
least one memory and the computer program code configured
to, with the processor, cause a station comprising the appara-
tus to at least:
receive a discovery request from an application running on
the station, the discovery request including at least one
application level identifier (ID);

cause monitoring of a discovery channel for at least one
device within a proximate distance; and upon discovery
of a device associated with the application level 1D,
provide an indication to the application of the discovery
of the device.

15. An apparatus according to claim 14, wherein the station
is a proximity services (ProSe)-enabled user device and the
application is a ProSe-enabled application.

16. An apparatus according to claim 14, wherein the at least
one memory and the computer program code are further
configured to, with the processor, cause the station compris-
ing the apparatus to:

upon receiving the discovery request, provide a server with

arequest for the user equipment (UE) ID associated with
the application level ID; and

receive the UE ID from the server,

wherein monitoring is performed by monitoring an occur-

rence of the UE ID on the discovery channel.

17. An apparatus according to claim 16, wherein the at least
one memory and the computer program code are further
configured to, with the processor, cause the station compris-
ing the apparatus to: receive a discovery signal indicating the
UE ID; determine if a record associating the UE ID to a
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second application level ID is stored within the station; and
provide notification to the application of the discovery of the
second application level ID.

18. An apparatus according to claim 14, wherein the at least
one memory and the computer program code are further
configured to, with the processor, cause the station compris-
ing the apparatus to:

upon receiving the discovery request, provide a server with

a request for the UE ID associated with the application
level ID; and

receive the UE ID and a corresponding index value;

wherein monitoring is performed by monitoring for an
occurrence of the UE ID and the corresponding index
value on the discovery channel, and

wherein the application is a proximity-services (ProSe)-
enabled application and providing the indication to the
ProSe-enabled application of the discovery of the device
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is performed subsequent to discovering an occurrence of
the UE ID and the corresponding index value on the
discovery channel.

19. An apparatus according to claim 18, wherein the index
value indicates that an application user is active and has
provided a request to be discovered.

20. An apparatus according to claim 18, wherein the at least
one memory and the computer program code are further
configured to, with the processor, cause the station compris-
ing the apparatus to: receive a discovery signal indicating the
UE ID and an index value; determine if a record associating
the UE ID to a second application level ID is stored within the
station; determine if the index value matches the correspond-
ing index value received from the server; and provide notifi-
cation to the application of the discovery of the second appli-
cation level ID.

21-52. (canceled)



	Page 1 - Bibliography/Abstract
	Page 2 - Drawings
	Page 3 - Drawings
	Page 4 - Drawings
	Page 5 - Drawings
	Page 6 - Drawings
	Page 7 - Drawings
	Page 8 - Drawings
	Page 9 - Drawings
	Page 10 - Drawings
	Page 11 - Drawings
	Page 12 - Drawings
	Page 13 - Drawings
	Page 14 - Description
	Page 15 - Description
	Page 16 - Description
	Page 17 - Description
	Page 18 - Description
	Page 19 - Description
	Page 20 - Description
	Page 21 - Description
	Page 22 - Description
	Page 23 - Description
	Page 24 - Description
	Page 25 - Description/Claims
	Page 26 - Claims

