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(57) ABSTRACT 

Described herein is a method and apparatus for connecting 
packet telephony calls between secure networks and non 
secure networks. A ?rst telephony stream having information 
content for delivery to a ?rst address may be received wherein 
the ?rst telephony stream is formatted according to a ?rst 
communication protocol used by a ?rst network. The ?rst 
telephony stream may be terminated at a secure boundary 
between the ?rst network and a second network. A second 
address associated with the ?rst address may be identi?ed. A 
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METHOD AND APPARATUS FOR 
CONNECTING PACKET TELEPHONY CALLS 
BETWEEN SECURE AND NON-SECURE 

NETWORKS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of and claims the 
bene?t priority to US. patent application Ser. No. 10/095,138 
?led Mar. 8, 2002, entitled A Method and Apparatus for 
Connecting Packet Telephony Calls between Secure and 
Non-Secure Networks. 

TECHNICAL FIELD 

[0002] The present invention generally relates to the ?eld of 
telephony communications and, more particularly, to a 
method and apparatus for connecting packet telephony calls 
between secure networks and non-secure networks. 

BACKGROUND 

[0003] With the proliferation of computing devices it is 
often desirable to network such devices, i.e., communica 
tively couple such devices, through data networks to facilitate 
the exchange of information between such devices. In corpo 
rate data networks, however, there is often an interest in 
securing the information resident within a corporate network 
from intrusion and/or attacks from external third-parties, i.e., 
attacks through an Internet connection to the corporate intra 
net. Accordingly, ?ltering technology, which discriminates 
between data packets based on the header of each data packet, 
has been developed to control the passage of packet-based 
data tra?ic between networks. Before commercial ?rewalls 
became available, network administrators began formulating 
rules that could be statically applied to ?lter out unwanted and 
malicious tra?ic. However, such static packet ?ltering had 
many disadvantages, including allowing external clients to 
directly connect to internal hosts. An unfriendly user could 
take over a trusted external host and gain malicious access to 
the entire internal network with relative ease through the 
direct connection. 
[0004] Dynamic packet ?ltering was developed to solve 
some of the problems of static packet ?ltering. Dynamic 
packet ?lters allow a temporary “window” in a ?rewall based 
on packet header information. The temporary window in the 
?rewall is closed once a series of packets have reached their 
destination. Since the amount of time the window in the 
?rewall is open is much shorter compared to a static packet 
?lter, many types of attacks that work against a static packet 
?lter are more di?icult to deploy against a dynamic packet 
?lter. However, dynamic packet ?ltering still allows the pos 
sibility of direct IP connections between an internal host and 
an external client. 

[0005] One emerging application that is typically not sup 
ported by conventional corporate ?rewalls is colloquially 
referred to as Internet telephony, Internet Protocol (IP) tele 
phony, or “packet telephonyz” that is, telephony between 
networks using IP data packets. One example protocol for 
packet telephony is formally described in the International 
Telecommunication UnioniTelecommunication Standard 
iZation Sector (ITU-T) standard entitled, “Draft H.323v4.”As 
one example packet telephony standard, H.323 speci?es the 
components, protocols, and procedures that provide tele 
phony services, i.e., real-time audio, video, and data commu 
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nications overpacket networks, including IP-based networks. 
The protocols speci?ed by H.323 are audio codecs; video 
codecs; subprotocols such as H.225 which de?nes a call setup 
sequence based on Q.931 operations including registration, 
admission, and status (RAS); H.245 control signaling; real 
time transfer protocol (RTP); and real-time control protocol 
(RTCP). However, H.323 is independent of the packet net 
work and the transport protocols over which it runs and does 
not specify them. 
[0006] H.323 gateways for telephony tra?ic between IP 
networks are known. In this regard, such conventional gate 
ways provide for the translation of protocols for call setup and 
release, media format conversion between different net 
works, and the transfer of information between H.323 and 
non-H.323 networks. In IP telephony, an H.323 gateway may 
connect an IP network and a circuit-switched network, such 
as an analog or digital public switched telephone network 
(PSTN) or an integrated services digital network (ISDN). 
[0007] However, in the case of packet telephony between 
networks, it is a well-known problem that the security of a 
packet telephony exchange is not reliably provided by stan 
dard packet protocol ?rewalls and H.323 gateways. The tele 
phony data packets may appear to the ?rewall or gateway to 
be unsolicited insofar as they are streamed from an IP address 
that has not been targeted by an intranet client and therefore 
the telephony exchange may be refused. Or, the telephony 
exchange may be allowed, resulting in a direct connection 
between a potentially malicious external entity and the intra 
net client. The potentially malicious external entity then has 
direct access to the intranet client, and often to the entire 
intranet. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] The present invention is illustrated by way of 
example, and not by way of limitation, in the ?gures of the 
accompanying drawings in which like reference numerals 
refer to similar elements and in which: 
[0009] FIG. 1 is a block diagram of an example computing 
device incorporating the teachings of the present invention, in 
accordance with one example implementation of the present 
invention; 
[0010] FIG. 2 is a block diagram of an example con?gura 
tion of networks incorporating the teachings of the present 
invention, in accordance with one example implementation of 
the present invention; 
[0011] FIG. 3 is a block diagram ofa ?rst example embodi 
ment of the invention; 
[0012] FIG. 4 is a block diagram of a second example 
embodiment of the invention; 
[0013] FIG. 5 is a block diagram of a third example 
embodiment of the invention; 
[0014] FIG. 6 is a block diagram in more detail of the 
example controller element of FIGS. 3 and 4, according to 
one example implementation of the present invention; 
[0015] FIG. 7 is more detailed block diagram of the 
example stream transformer of FIG. 6 according to one 
example implementation of the present invention; 
[0016] FIG. 8 is more detailed block diagram of the 
example protocol translator of FIG. 6 according to one 
example implementation of the present invention; 
[0017] FIG. 9 is more detailed block diagram of the 
example AT of FIG. 6 according to one example implemen 
tation of the present invention; 
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[0018] FIG. 10 is a ?owchart of one example method of 
stream transforming, according to one aspect of the present 
invention; 
[0019] FIG. 11 is a ?owchart of one example method of 
protocol translating, according to one aspect of the present 
invention; 
[0020] FIG. 12 is a ?owchart of one example method of 
address transforming, according to one aspect of the present 
invention; 
[0021] FIG. 13 is a ?owchart of an example method of 
transforming packet telephony streams, according to a deep 
packet inspecting aspect of the invention; and 
[0022] FIG. 14 is a block diagram ofan article ofmanufac 
ture, including an example storage medium comprising a 
plurality of executable instructions which, when executed, 
cause an accessing machine to implement one or more 

aspects of a packet telephony transformer (PTT) of the inven 
tion, in accordance with an alternative embodiment of the 
present invention. 

DETAILED DESCRIPTION 

[0023] Described herein is a method and apparatus for con 
necting packet telephony calls between secure networks and 
non-secure networks. 

[0024] In accordance with the teachings of the present 
invention, a packet telephony transformer (PTT) is intro 
duced, unencumbered by the inherent limitations commonly 
associated with conventional packet ?lters and gateways for 
multimedia communications. As developed in greater detail 
below, the PTT provides a secure communications interface 
for telephony information content between any combination 
of secure and non-secure communications networks. That is, 
the PTT facilitates any of a wide range of telephony services 
through a ?rewall-like security infrastructure to maintain the 
secure integrity of a protected network. For example, the PTT 
may allow the public to gain telephony access through a 
?rewall to managed and/or secure servers and services with 
out compromising the security of the managed and/or secure 
network. 
[0025] According to one example implementation, the PTT 
is provisioned with a “stream transformer” security feature: a 
dual-homed network-insulating proxy that, in one embodi 
ment, functions on an IP application level, such as the appli 
cation level of the Open Systems Interconnection (OSI) stan 
dard for data communications. The stream transformer 
terminates an incoming “?rst leg” of a telephony stream 
(“stream” or “call”) at the boundary of a protected network, 
and initiates a new, separate, safe “second leg” stream within 
the protected network. The process of terminating a ?rst call 
at a network boundary and initiating a second call on the other 
side of the boundary (the second call replicating only the 
“meaning” or “information content” of the ?rst call) is herein 
referred to as “stream transformation.” 

[0026] Although the sending network, by sending a stream 
to the PTT, may (or may not) induce the PTT to initiate an 
analogous and/ or corresponding stream within the protected 
network, the sending network has no access to the physical 
and/or protocol layers of the protected network, as will be 
described more fully below. Conversely, a client within the 
protected network may initiate a telephony connection from 
within the protected network that is extended by the PTT into 
the unprotected network and/or the outside world without 
exposing either the true identity of the endpoint in the pro 
tected network or the topology of the protected network. 
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[0027] Although a PTT has network interfaces coupled to 
the two or more networks being isolated from each other, (i.e., 
the PTT is dual-homed or multi-homed), the stream trans 
former completely insulates the networks from each other by 
transferring only the data content (“information content”) of 
a telephony communication between telephony streams. 
Information content is the “call content,” the “data structure,” 
and/or the “telephony information payload,” i.e., the “mean 
ing,” carried by the telephony stream. Thus, the data content 
may be transferred by making a replica of the information 
carried by one telephony stream and imposing the replica on 
another telephony stream. In other words, the form of the data 
is transferred, but not the physical data stream itself. In some 
variations, all or some of the call “payload” (i.e., the data 
packet payload carrying the telephony information content) 
may be passed between networks through a media router or a 
deep packet inspection engine under the control of a PTT. 
Since only the information content is transferred between 
telephony streams, a telephony client on one network has no 

direct (for example, physical, electronic, administrative) 
access to the clients, topology, and network administration of 
other networks that use one or more PTTs. 

[0028] In addition, the PTT may well be provisioned with a 
portable protocol translator, in accordance with another 
aspect of the present invention. As discussed above, the 
stream transformer is dual-homed or multi-homed, having a 
network interface in each of two or more networks. The ?rst 
leg stream sent to a ?rst network, for instance a protected 
network (i.e., sent by way of the PTT), may be of any format 
and/or protocol. Since a second leg stream initiated by the 
stream transformer is separate and completely insulated from 
the ?rst leg stream, the second leg stream may likewise be of 
any format and/ or protocol (i.e., selected as being best suited 
to the receiving client). In accordance with this aspect of the 
present invention, the stream transformer receives the ?rst leg 
stream in accordance with its associated ?rst leg communi 
cation protocol, and translates the ?rst leg communication 
protocol to a dynamically selected second leg communication 
protocol. Since any stream protocol may be used on each side 
of the stream transformer, the stream transformer may be 
provisioned to automatically translate between any two pro 
tocols. 

[0029] According to certain implementations, the PTT is 
also provisioned with an address transformer (AT), in accor 
dance with yet another aspect of the present invention. A 
trusted client within a protected network may register a pri 
vate and/or trusted address with a PTT. The AT assigns a 
public version of the client’s private and/or trusted address 
(“alias”) to the trusted client. The AT may publiciZe the alias 
on one or more secure or non-secure networks and may autho 

riZe the stream transformer of the PTT to perform an insulated 
stream transform between the trusted client and an untrusted 
client outside the trusted network that requests a connection 
to the alias. In accordance with one aspect of the invention, 
the untrusted client communicates with a ?rst side of the 
stream transformer, which the untrusted client sees as the 
endpoint bearing the alias. The second side of the stream 
transformer initiates a separate second leg stream between 
itself and the trusted client. The second leg stream is com 
pletely insulated from the ?rst leg stream and, as mentioned 
above, may differ from the ?rst leg stream in format and/or 
protocol. The trusted client sees the second side of the stream 
transformer as the endpoint of the untrusted client. Thus, in 
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one implementation, the AT may cause the stream trans 
former to be a dual endpoint conduit betWeen IP telephony 
networks. 
[0030] Reference throughout this speci?cation to “one 
embodiment” or “an embodiment” means that a particular 
feature, structure or characteristic described in connection 
With the embodiment is included in at least one embodiment 
of the present invention. Thus, appearances of the phrases “in 
one embodiment” or “in an embodiment” in various places 
throughout this speci?cation are not necessarily all referring 
to the same embodiment. Furthermore, the particular fea 
tures, structures or characteristics may be combined in any 
suitable manner in one or more embodiments. 

[0031] Turning noW to FIG. 1, a block diagram of an 
example computing device 101 is depicted, incorporating an 
example PTT 100, according to one example implementation 
of the present invention. In addition to including and/ or hav 
ing access to the PTT 100 incorporating one or more aspects 
of the invention, the computing device 101 may contain one 
or more of a processor 116, a memory 118, and a disk con 
troller 120 coupled by one or more busses 124. The disk 
controller 120 may control a data storage device 122 or sev 
eral data storage devices. The processor 116 accesses data, 
including computer programs that may be stored in the stor 
age device 122. In addition, the processor 116 transfers com 
puter programs into the memory 118 and executes the pro 
grams once resident in the memory. A video interface 126 
may couple a monitor 128 to the system, and a keyboard 
interface 130 may couple a keyboard 132 to the system. A 
person having ordinary skill in the art Will appreciate that a 
computing device 101 suitable for practicing one or more 
aspects of the invention may contain additional or different 
components. 
[0032] According to one implementation of the present 
invention, the PTT 100 may be connected to a ?rst netWork 
102 and a second netWork 104. In other variations, the PTT 
100 may be connected to more than tWo netWorks, and/or 
more than one PTT 100 may be connected to any number of 
netWorks. 
[0033] A PTT 100 may possess one or more of its oWn 
processors and/ or control logic, or may use a processor 116 or 
processors of the host computing device 101. A PTT 100 may 
also possess its oWn memory for implementing one or more 
aspects of the invention, and/or may avail itself of the memory 
118 of the computing device 101. LikeWise, the PTT 100 may 
be provisioned to contain its oWn applications, for instance in 
the form of softWare and/ or instructions, and/or the PTT 100 
may use applications stored on the storage device 122 of the 
computing device 101 accessed by the disk controller 120. 
The PTT 100 may be accessible and/or programmable using 
the video interface 126, monitor 128, keyboard interface 130, 
keyboard 132, and/or equivalent input devices, but in other 
variations a computing device 101 or computing environment 
hosting a PTT 100 may not possess these elements, as Will be 
appreciated by persons having ordinary skill in the art. 
[0034] Although the illustrated example PTT 100 is 
depicted in block form suggesting a hardWare module, it 
should be noted that a PTT 100 may be comprised of soft 
Ware, or any combination of softWare, hardWare, objects, 
procedures, components, subcomponents, modules, routines 
and/ or subroutines. 

[0035] FIG. 2 is a graphical illustration of an example con 
?guration of netWorks 200 providing an environment for 
implementing an example PTT 204 of the invention. A PTT 
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204, a trusted netWork 202, an untrusted netWork 208, and a 
boundary 206 betWeen the trusted netWork 202 and the 
untrusted netWork 208 are depicted in relation to each other as 
illustrated. The boundary 206 may also comprise a ?reWall. 
The private, protected, and/or secure (“trusted”) netWork 202 
employs the PTT 204 at the boundary 206 betWeen the trusted 
netWork 202 and the non-secure outside World, Which in the 
illustrated example con?guration includes the example pub 
lic, unprotected and/or non-secure (“untrusted”) netWork 
208. Although the untrusted netWork 208 is used to depict any 
example netWork beyond the secure boundary 206 of the 
trusted netWork 202, it should be noted that one or more 
implementations of the present invention may be used 
betWeen tWo trusted netWorks, or any combination of trusted 
and untrusted netWorks. 

[0036] In accordance With one aspect of the invention, a 
trusted client 21 0 in the trusted netWork 202 registers a private 
address 212 With a PTT 204. The PTT 204 assigns an alias to 
the private address of the trusted client 210, and may publi 
ciZe, advertise, and/or otherWise grant access to the alias. An 
untrusted client 216 may request a connection to the public 
address representing the trusted client 210 from the PTT 204. 
One or more elements of a controller 220 of the PTT 204 may 
alloW or deny the connection request based, in accordance 
With one aspect of the invention, on communication permis 
sioning policy built into and/ or programmed into the particu 
lar controller 220. If the requested connection is authoriZed 
by the controller 220, then a ?rst stream 222 from the 
untrusted client 216 is received by the PTT 204, and is 
received by various layers of a ?rst protocol stack 224, but 
terminates at the controller 220. In other Words, the ?rst leg 
230 of a communication betWeen the untrusted client 216 and 
the trusted client 210 terminates at the PTT 204. 

[0037] The controller 220 of the PTT 204 initiates a second 
stream 228, Which comprises a second leg 232 of the com 
munication betWeen the untrusted client 216 and the trusted 
client 210. The second stream 228 is transmitted from the 
controller 220 through a second protocol stack 226, Which 
may implement different or partly different protocols than the 
?rst protocol stack 224. The ?rst stream 222 and the second 
stream 228 are separate communication legs 230, 232 that are 
completely insulated from each other, and may be completely 
different in format, protocol, and medium. Thus, the trusted 
netWork 202 is isolated from direct physical access by the 
untrusted netWork 208. The controller 220 transfers informa 
tion content and/ or call payload from the ?rst stream 222 to 
the second stream 228. 

[0038] The trusted client 210 can also initiate a connection, 
in Which case a stream Would proceed from the trusted client 
210 to the second protocol stack 226 and be terminated by the 
controller 220 . A second stream Would then be initiated by the 
controller 220 and proceed from the ?rst protocol stack 224 to 
the untrusted client 216. 

[0039] In other variations, the controller 220 may delegate 
the transfer of payload to other mechanisms that maintain 
isolation betWeen netWorks. It Will be appreciated by persons 
having ordinary skill in the related arts that the foregoing 
description depicts a controller 220 of the PTT 204 that insu 
lates netWorks, transfers data content betWeen streams, trans 
lates private and public addresses, and translates protocols 
betWeen netWorks, While insulating the streams from each 
other and the netWorks from each other. It Will also be appre 
ciated by persons having ordinary skill in the art that the ?rst 
and second protocol stacks 224, 226 and their netWork inter 
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faces may assume a wide variety of forms and con?gurations 
depending on the types of networks coupled to each side of a 
PTT 204. 

[0040] The PTT 204 may act as a stateful inspection proxy 
for the ?rewall 206. For example, an H.323 client on an 
example trusted “network address translation” (NAT) 
enabled network may connect with an H.323 client in an 
untrusted network, such as the Internet. The PTT 204 may 
authenticate users, log call information, and direct the use of 
speci?ed port ranges. In one variation, a second PTT external 
to the ?rewall 206 of the trusted network 202 may register the 
untrusted client 216. In this case, the connection may proceed 
through both the trusted PTT 204 and the external PTT. Both 
PTTs may allow or reject connections between the trusted 
client 210 and the untrusted client 216. Thus, the invention 
has the advantage that any PTT (including PTTs implement 
ing stream management functions that may be present on 
either or both sides of the PTT) can be totally independent. 
When a stream must be connected through multiple networks, 
it is likely that various ?rewalls, gateways, and PTTs will be 
involved in the path. The PTTs create a secure boundary so 
that each PTT used may operate without interference in its 
own domain, and can provide a secure packet telephony 
stream bridge to other networks without merging topologies 
with the other networks or communicating non-securely 
beyond its side of a network boundary 206. 
[0041] It will be appreciated by persons having ordinary 
skill in the related arts that the isolation of networks provided 
by the invention has the advantage of allowing ?exibility of 
protocol usage, for example, in service provider networks and 
customer premise networks. A ?rst PTT may allow example 
media gateway control protocol (MGCP)-based customers to 
participate in a service provider network. A second PTT may 
allow example session initiation protocol (SIP)-based cus 
tomers to participate in the same service provider network. 
Thus, the customer premises can use different protocols than 
the protocol used in the service provider backbone. This may 
help to protect the service provider’s network investment. 
Service providers can deploy a protocol speci?c network, for 
example, H.323, and later add other protocol support, such as 
SIP, MGCP, and/or proprietary protocols, by using the proto 
col translation aspect of the invention. 
[0042] FIG. 3 shows a ?rst example PTT 300 having an 
example con?guration of protocol stack sets 315, 317. The 
protocol stack sets 315, 317, a controller 322, a ?rst commu 
nication interface board 318, a second communication inter 
face board 320, a ?rst packet telephony stream network 302 
(“stream network”), and a second stream network 304 are 
coupled as depicted. In this implementation, the ?rst stream 
network 302 and the second stream network 304 are each 
assigned complete and separate sets of physical network 
interfaces 306, 308, packet network protocol stacks 310, 312, 
and protocol stacks, in this case H.323 protocol stacks 314, 
316, residing on the separate communication interface boards 
318, 320. Each communication interface board 318, 329 is 
coupled to the controller 322 of the PTT 300. The actions of 
these two separate protocol stack sets 315, 317 are coordi 
nated and controlled by the controller 322, which decides 
which streams may be transformed by the PTT 300 and may 
accomplish the information content and/or payload transfers 
between the protocol stacks 315, 317. 
[0043] In accordance with one example implementation, 
stream payload may be transferred between the two stack sets 
315, 317 via a time division multiplexing (TDM) bus 324, or 
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by any other means that maintains separation between the 
protocol stack sets 315, 317 at the physical network interface 
level 306, 308, the packet network protocol level 310, 312, 
and the packet telephony stream protocol level 314, 316. For 
example, data structures within the controller 322 containing 
digitiZed segments of the stream payload could be transferred 
between networks 302, 304 while maintaining secure sepa 
ration between protocol stack sets 315, 317. 
[0044] Although the example embodiment illustrated in 
FIG. 3 shows a PTT 300 of the invention transforming 
streams between two example H.323 packet telephony stream 
networks 302, 304, many other variations are possible. Dif 
ferent physical network interfaces 306, 308, such as asyn 
chronous transfer mode (ATM) instead of Ethernet, could be 
used in one or both protocol stack sets 315, 317. A different 
packet network protocol 310, 312, such as a proprietary ver 
sion of transmission control protocol/ Internet protocol (TCP/ 
IP) that supports multiple classes of services instead of stan 
dard TCP/IP, could be used in one or both protocol stack sets 
315, 317. A different telephony stream protocol 314, 316, 
such as SIP or MGCP, may be used in one or both protocol 
stack sets 315, 317. In other variations, both protocol stack 
sets 315, 317 may be partially or completely implemented in 
a host processor instead of in separate specialiZed communi 
cation interface boards 318, 320. The method of transferring 
stream payload by transferring digitiZed payload segments in 
data structures could be performed by the host processor that 
implements the two protocol stack sets 315, 317. The inven 
tion may also be implemented as a single controller 322 
object that creates the other necessary objects in the PTT 300. 
[0045] When used in an example IP telephony implemen 
tation, the PTT 300 enables a secure connection of packet 
telephony calls between two TCP\IP networks 302, 304 with 
out merging the topologies of the two networks 302, 304 and 
without causing any security problems related to TCP\IP 
traf?c. The PTT 300 makes it impossible for one telephony 
network to determine the physical topology, packet network 
topology, and packet telephony topology of another network. 
Thus, two telephony networks 302, 304 remain isolated from 
each other on the physical, packet network, and packet tele 
phony levels, as discussed above. 
[0046] Some embodiments of a PTT 300 implemented for 
telephony are not limited to packet telephony, but may be 
used between packet and circuit-switched telephony net 
works, such as PSTN. Regardless of the types of telephony 
networks and protocols used on each side of a PTT 300, 
various telephony implementations of a PTT 300 may man 
age call policy, perform alias-to-private address translation, 
support routed call models and direct call models, store reg 
istered endpoint information, support call transfer services, 
support fast-connect and H.245 tunneling, support full event 
recording for network engineering, and support an event log, 
for instance, for serious errors. In some embodiments the PTT 
300 may be signaled to terminate a connection between con 
trolled endpoints, provide call forwarding for higher level 
applications, provide an option for direct routing request ser 
vice, provide de?ect service, provide make-call service, pro 
vide callback indications for RAS and Q.93l messages, and 
provide an interface to manage policy and user’s information, 
as will be appreciated by persons having ordinary skill in 
related telephony arts. A PTT 300 may also be made fully 
con?gurable via computer operating system registry, and pro 
vide support for Web-based management support. Other 
variations of the PTT 300 may provide automatic detection of 
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inbound and outbound calls, may turn inbound and outbound 
calls on and off, and may route RTP and RTCP packet audio 
and packet video streams. 
[0047] FIG. 4 shoWs a second example PTT 400 having a 
controller 402, an example ?rst telephony protocol stack, 
such as a H.323 protocol stack 404, an example second tele 
phony stack, such as a SIP protocol stack 406, a media router 
408, RTP stacks 410, 412, a port manager 413, netWork 
interface boards 414, 416, a ?rst netWork 418, and a second 
netWork 420 all communicatively coupled as depicted. In this 
example implementation of a PTT 400, the controller 402 
delegates transfer of payload content betWeen ?rst and second 
telephony streams to a media plane 408, 410, 412 Which may 
comprise various media transfer modalities, in accordance 
With another aspect of the invention. A signaling plane main 
tained in the controller 402 handles connection requests, 
applies permissioning policy, and makes connection deci 
sions (“signaling”). The media plane transfers data informa 
tion content betWeen insulated telephony streams. In the illus 
trated embodiment, the example H.323 protocol stack 404 
(coupled to the ?rst netWork interface 414 used by the ?rst 
netWork 418) and the SIP protocol stack 406 (coupled to the 
second netWork interface 416 used by the second netWork 
420) each exchange signals With the controller 402 to estab 
lish authorization for a “connection” by Which stream trans 
formation can occur. 

[0048] The controller 402 delegates media transfer to the 
media router 408 that passes payload betWeen the ?rst RTP 
stack 410 coupled to the ?rst network interface 414 and the 
second RTP stack 412 coupled to the second netWork inter 
face 416. In this embodiment, the port manager 413 stores/ 
manages the free and used ports information for netWork 
interfaces in the entire system. Prior to establishing the ses 
sion, a media router 408 communicates With the port manager 
413 to ascertain free ports to be used for address translation, 
replacing external addresses With internal addresses and/or 
vice versa). Once a communication session is closed, the 
media router 408 Will recycle the ports it has used back to the 
port manager 413 for reuse. 

[0049] Other embodiments are possible, including substi 
tuting protocols such as media gateWay control protocol 
(MGCP) (Request for Comments 2805, “Media GateWay 
Control Protocol Architecture and Requirements,” April 
2000) or media gateWay control (Megaco) (Request for Com 
ments 3015, “Megaco Protocol Version 1.0,” November 
2000; and Request for Comments 3054, “Megaco IP Phone 
Media GateWay Application Pro?le,” January 2001) for the 
H.323 and SIP protocols. It should be noted that using the 
same media codecs on both the ?rst leg 414, 410, 408 of the 
media transfer and the second leg 408, 412, 416 of the media 
transfer can provide the advantage of avoiding media 
transcoding, With a resulting improvement in the ef?ciency of 
the media router 408. 

[0050] In other implementations of the media plane dis 
cussed above, media routing speed may be increased using 
hardWare acceleration. For example, Wire speed routing hard 
Ware may be implemented for packet routing. For example, 
the routing hardWare may use a netWork processor and/or 
Digital Signal Processing (DSP) based hardWare. The illus 
trated media router 408 and RTP stacks 410, 412 could be 
replaced by a user datagram protocol-Internet protocol (U DP/ 
IP) router. Thus, the processor-intensive signaling part of the 
invention may be executed by a host processor in the PTT 400 
While the Wire speed packet routing may be executed by a 

Apr. 22, 2010 

netWork processor and/or DSP based hardWare. If a media 
manager is substituted for the media router 408, the media 
manager, in turn, may use the services of a dynamic link 
library (DLL) to pass audio and/or video packets. The DLL 
may provide generic port mapping (i.e., for UDP), packet 
passing betWeen endpoints, session tracking, and ?ltering 
services. 
[0051] FIG. 5 shoWs athird example PTT 500 embodiment, 
incorporating a deep packet inspection engine 509 for very 
high-performance packet telephony stream transformation at 
Wire speeds. The example PTT 500 can read inside data 
packet payloads and if necessary modify the payloads before 
forWarding them. 
[0052] The example PTT 500 may contain a controller 502, 
a ?rst protocol engine 504, a second protocol engine 506, a 
packet inspector 508, a packet disassembler/reassembler 
(PDR) 510, a ?rst netWork interface 512, and a second net 
Work interface 514 all communicatively coupled as illus 
trated. The ?rst netWork interface 512 is coupled to a ?rst 
netWork 516, and the second netWork interface 514 is coupled 
to a second netWork 518. 

[0053] In this embodiment, the protocol engines 504, 506 
process call setup and can process not only the (signaling 
packet) telephony connection protocols (e.g., H.323, SIP) but 
also the (call payload packet) talk-path transport protocols 
(e.g., RTP). The protocol engines 504, 506 can support all 
protocols used in their respective connections, and in some 
variations may include various protocol sub-engines, each 
processing one or more distinct protocols and Working 
together to support a single connection. 
[0054] HardWare acceleration can be used in some or all of 
the packet inspector 508, the PDR 510, the ?rst netWork 
interface 512, and the second netWork interface 514 to enable 
the PTT 500 to e?iciently inspect general netWork tra?ic (for 
instance the netWork tra?ic pas sing betWeen the ?rst netWork 
interface 512 and the second netWork interface 514) for the 
presence of data packets representing packet telephony calls. 
When telephony packets are recogniZed, they are removed 
from the netWork stream by the packet inspector 508 and 
passed to the PDR 510. There may be multiple PDRs 510 in 
an embodiment, the number being selected appropriately to 
match the processing requirements of a particular packet load 
and/or connection load. The PDR 510 inspects the header(s) 
of each packet received from the packet inspector 508 to 
determine Which connection, that is, Which protocol engine 
504, 506 each packet is associated With. A packet (and/ or its 
equivalent decoded information contents) is passed to one of 
the protocol engines 504, 506 handling that connection. The 
protocol engines 504, 506 exchange the information content 
and/or call payload With each other under instructions from 
the controller 502. 
[0055] All or at least some of the protocol engine 504, 506 
logic may be implemented in hardWare. For example, the RTP 
payload protocols and the information content and/or call 
payload exchange may be implemented in hardWare While the 
call setup protocols may be implemented in softWare operat 
ing on a host computing system. 
[0056] FIG. 6 shoWs an example controller 600 element of 
a PTT, according to one implementation of the invention. The 
example controller 600 includes at least one processor 604, 
applications 602, a stream transformer 608, a protocol trans 
lator 610, an AT 606, and a policy database 607 coupled by 
one or more busses 601 as shoWn. In some embodiments, the 
processor 604 may coordinate activities of all the other ele 
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ments of the controller 600, or may be reserved to control only 
some of the elements. In other embodiments, a controller 600 
may lack a processor 604 and instead rely on an external 
processor in a hosting computing device and/ or hosting sys 
tem. The stream transformer 608 is connected to tWo or more 
separate netWorks and may typically be coupled to a ?rst set 
of protocol stacks for the ?rst netWork 612 and to a second set 
of protocol stacks for the second netWork 614. Simplistically 
speaking, the stream transformer 608 receives a ?rst stream 
from one network, terminates the stream, and initiates for the 
other netWork a second stream having the data content of the 
?rst stream. The stream transformer 608 Will be described in 
greater detail in relation to a folloWing ?gure. 
[0057] According to another aspect of the invention, the 
controller 600 may include a protocol translator 610 coupled 
to the stream transformer 608 as shoWn. The protocol trans 
lator 610 may be statically programmed to translate betWeen 
a ?rst protocol used on a ?rst netWork and a second protocol 
used on a second netWork, or alternately may be programmed 
to adaptively translate betWeen any protocols used on any 
netWorks attached to a PTT. In one implementation, the pro 
tocol translator 610 senses the protocols used on tWo or more 
netWorks attached to a PTT and dynamically selects matching 
protocols for communication With each netWork and for 
translation of protocols betWeen netWorks. The protocol 
translator 610 may be coupled to elements in the stream 
transformer that terminate and initiate streams, in order to 
sense one or more protocols being used and to initiate one or 

more protocols required for stream translation. The protocol 
translator 610 Will be described in greater detail in relation to 
a ?gure that folloWs. 

[0058] According to yet another aspect of the invention, the 
AT 606 and the policy database 607 may be coupled to each 
other and to the stream transformer 608 as illustrated. The AT 
606 translates trusted addresses of clients on a trusted net 
Work into public addresses for publication and/or access on 
public and/or untrusted netWorks according to rules in the 
policy database 607. The policy database 607 may also 
retrieve and store information about registered endpoints and 
makes policy-based decision in response to RAS requests 
from remote endpoints. The AT 606 may dynamically trans 
late betWeen private and public addresses for the stream trans 
former 608. The AT 606 may also perform connection autho 
riZation betWeen tWo netWorks and may therefore be coupled 
to a transform permissioning element in the stream trans 
former 610 that controls the activity of the stream transformer 
610. The AT 606 Will be described in greater detail in relation 
to a ?gure that folloWs. 

[0059] Although the controller 600 is depicted as coupled 
modules, it should be noted that the modules may be parts of 
one or more softWare programs. The controller 600 may be 
comprised totally of softWare, or any combination of soft 
Ware, hardWare, objects, procedures, components, subcom 
ponents, modules, routines and/or subroutines. 
[0060] Turning noW to FIG. 7 the example stream trans 
former 700 of FIG. 6 is shoWn in greater detail. A ?rst trans 
ceiver 702 is depicted as including a ?rst terminator 714 and 
a ?rst initiator 718 and a second transceiver 704 is depicted as 
including a second terminator 716 and a second initiator 720. 
The ?rst and second transceivers 702, 704 are insulated and/ 
or isolated from each other on physical and protocol levels. 
The ?rst transceiver 702 is coupled to a ?rst set of protocol 
stacks 706 coupled in turn to a ?rst netWork 710, and the 
second transceiver 704 is coupled to a second set of protocol 
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stacks 608 coupled in turn to a second netWork 712. In the 
embodiment shoWn, streams from each netWork 710, 712 
terminate at respective terminators 702, 704, Which may relay 
data contents of the streams to a content transferor 722 ele 
ment. The content transferor 722, Which may be implemented 
in numerous modalities, transfers payload betWeen the trans 
ceivers 702, 704. For example, the content transferor 722 may 
transfer the content from the ?rst terminator 714 included in 
the ?rst transceiver 702 to the second initiator 720 included in 
the second transceiver 704, or, from the second terminator 
716 included in the second transceiver 704 to the ?rst initiator 
718 included in the ?rst transceiver 702. Thus, the payload is 
typically transferred from the termination point of a ?rst 
stream to the initiation point of a second stream. As discussed 
above, payload transfer may take place using a physical TDM 
bus, or alternately, may take place using an exchange of data 
structures Within a processor included in a PTT, and/or a 
processor external to a PTT. The content transferor 722 may 
delegate payload transfer not only outside the stream trans 
former 700 (but still Within a controller and/ or PTT, as 
depicted in FIG. 4), but even delegate payload transfer outside 
a PTT, for example to an external media manager and/or 
netWork packet router. 
[0061] A transfer permissioner 724 coupled to the content 
transferor 722 may govern payload transfer, and therefore in 
some embodiments may determine Whether a second leg 
stream is alloWed to be initiated folloWing reception of a ?rst 
leg stream. A transferpermissioner 724 may perform a simple 
on-off sWitch function, alloWing the content transferor 722 to 
either transfer payload completely or not at all, or the transfer 
permissioner 724 may ?lter the payload content, basing a 
transfer decision on the content, and/or transferring partial 
payload content based on the content. In accordance With 
another aspect of the invention, the transfer permissioner 724 
may be coupled to anAT, Which may authoriZe payload trans 
fer based on address, signaling, and/or security policies and 
protocols. 
[0062] FIG. 8 shoWs the example protocol translator 800 of 
FIG. 6 in greater detail, coupled to elements of the stream 
transformer of FIG. 7. One or more protocol sensors 804 and 
one or more dynamic protocol selectors 802 may be included 
in implementations of the protocol translator 800. The illus 
trated protocol sensor 804 is coupled to the terminators 854, 
856 of a stream transformer element. The protocol sensor 804 
discovers the protocol being used by a netWork. The protocol 
sensor 804 may be coupled to the dynamic protocol selector 
802, Which simplistically speaking, may match the protocol 
of a communication being sent to a netWork With the protocol 
being received from the netWork. The dynamic protocol 
selector may be coupled to the initiators 858, 860 of the 
transceivers 850, 852 of a stream transformer to implement 
the protocols needed by the initiators 858, 860 When sending 
streams. It Will be appreciated by those skilled in the art that 
the illustrated protocol translator 800 is only one example, 
and that various protocol translators Within the scope of the 
invention are possible. The protocol translator 800 might be 
constructed and/ or programmed to unchangingly translate 
betWeen only tWo unchanging protocols. Protocol translation 
hardWare and/or softWare relevant to the unchanging proto 
cols used by the netWorks could be substituted for the proto 
col sensor 804 and the dynamic protocol selector 802. 

[0063] FIG. 9 shoWs the example AT 900 of FIG. 6 in 
greater detail, coupled to elements of the example stream 
transformer shoWn in FIG. 7. A public address register 902, a 
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