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SYSTEM AND METHOD OF INTELLIGENT 
AGENT MANAGEMENT USING AN AGENT 

INTERFACE FOR USE IN VEHICLE 
DIAGNOSTICS 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates generally to computer-as 

sisted vehicle diagnostics and, more speci?cally, to a system 
and method of intelligent agent management using an agent 
interface, for use in vehicle diagnostics. 

2. Description of the Related Art 
Vehicles, and in particular motor vehicles, frequently 

incorporate monitoring systems that function to monitor the 
status of various vehicle components. An on-board diagnostic 
system (OBD) is frequently utiliZed in monitoring the engine, 
emissions, transmission or other key vehicle systems. The 
information obtained by such a monitoring system may be 
useful in detecting a vehicle condition, such as a malfunction, 
or other such abnormal operating condition. A key feature of 
the on-board diagnostic system is the ability to notify the 
vehicle operator of the detected vehicle condition. Early 
detection, diagnosis, or noti?cation of a malfunction is 
important to the continued operation of the vehicle. 

While the on-board diagnostic systems Work Well, they 
may not provide information regarding causation. Intelligent 
agent diagnostic systems are knoWn to collect and transfer 
data Within an electronic system that may be relevant to 
causation. An example of a multi-agent diagnostic system for 
a vehicle that can detect and isolate a fault is described in 
commonly assigned US. patent application Ser. No. 10/629, 
035, Which is incorporated herein by reference. 

The above-described system Works Well for fault isolation. 
A system and method of intelligent agent identi?cation is 
disclosed in commonly assigned US. patent application Ser. 
No. 11/282,925, Which is incorporated by reference. Agent 
identi?cation provides security for the ingress and egress of 
an agent at the vehicle level. Another example of a system and 
method of intelligent agent management for an intelligent 
agent system improves the security of the intelligent agent 
system by searching for a malicious agent using an overseer 
agent, as is disclosed in commonly assigned US. patent 
application Ser. No. 11/41 1,289, Which is incorporated herein 
by reference. A further example of a system and method of 
intelligent agent management provides for self-repair of the 
agent, as disclosed in commonly assigned US. patent appli 
cation Ser. No. 1 1/430,382, Which is also incorporated herein 
by reference. 

SUMMARY OF THE INVENTION 

Accordingly, the present invention is a system and method 
of intelligent agent management using an agent interface 
Within an intelligent agent system of a vehicle. The system 
includes a host system having a processor, a memory associ 
ated With the processor and an input/output means and a local 
system having a processor, a memory associated With the 
processor and an input/output means. The system also an 
agent operatively in communication With the local system and 
host system via a communication network. The system fur 
ther includes an interface that includes a processor and a 
memory, and is in communication With the rest of the local 
system and the agent via the communications means. 
The method includes the steps of receiving an agent by a 

local intelligent agent system for the vehicle and transferring 
instructions carried by the agent to the interface Within the 
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2 
local system, and the instructions includes information 
regarding a task to be performed by the agent. The method 
still also includes the steps of copying predetermined infor 
mation from the host system database into the memory por 
tion of the interface via a communications netWork, and 
assembling the agent instructions together With the stored 
information by the interface processor. The methodology fur 
ther includes the steps of transferring assembled instructions 
from the interface to the local system processor and transfer 
ring the assembled instructions from the local system proces 
sor to the agent. The methodology still includes the steps of 
executing the assembled instructions by the agent. 
One advantage of the present invention is that a system and 

method of intelligent agent management for an intelligent 
agent system is provided that improves communication 
Within the system. Another advantage of the present invention 
is that a system and method of intelligent agent management 
is provided that reduces the amount of program information 
carried by the agent by improving the allocation of resources 
Within the electronic system for the vehicle. Still another 
advantage of the present invention is that a system and 
method of intelligent agent management is provided that 
utiliZes an interface betWeen the agent and the local system to 
allocate and better utiliZe the resources of the local system. 

Other features and advantages of the present invention Will 
be readily appreciated as the same becomes better understood 
after reading the subsequent description taken in conjunction 
With the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagrammatic vieW of a system for use in 
conjunction With a method of agent management using an 
agent interface in an electronic system, according to the 
present invention. 

FIG. 2 is a further diagrammatic vieW of the slave system of 
FIG. 1, according to the present invention. 

FIG. 3 is a ?owchart illustrating the method of agent man 
agement using an agent interface in an electronic system 
using the system of FIG. 1, according to the present invention. 

DESCRIPTION OF THE PREFERRED 

EMBODIMENT(S) 

Referring to FIGS. 1 and 2, a system 10 for intelligent agent 
management using an agent interface in an electronic system 
is provided. In this example, the electronic system is incor 
porated in a vehicle 12, and in particular an automobile. The 
vehicle electronic system includes an intelligent diagnosis 
and repair feature. Expert agents, each having a speci?c func 
tion, are dispersed Within the electronic system of the vehicle 
in order to monitor its behavior. 
The system 10 for agent management using an agent inter 

face includes at least one intelligent agent 30 disposed Within 
the vehicle electronic system in a predetermined manner. For 
example, the agents 30 may be arranged in hierarchical lay 
ers. The intelligent agent 30 includes a microprocessor, a 
memory, a database, an input, an output and necessary oper 
ating softWare. The intelligent agent 30 encompasses many 
forms. For example, the intelligent agent 30 may be a sensing 
means, such as a sensor, or an electronic control. The intelli 
gent agent 30 may also be an Application Speci?c Integrated 
Circuit (ASIC) incorporated into a computer controller. As 
such, the system may simultaneously include various types of 
agents, depending on the diagnostic task to be performed. 
One function of the agent 30 is to carry information 42 or 
instructions in the form of executable program code to a 
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particular component in the electronic system of the vehicle. 
The executable program code may contain instructions 
directing the agent to perform a particular function. One 
function is to obtain data that is analyZed and utiliZed by the 
vehicle. Another function of the agent 30 is to gather neW 
information or knowledge through data logging, user input or 
output or diagnostics or the like. In this example, the collected 
data is used for intelligent vehicle diagnostics. The instruc 
tions may be stored Within the agent processor. The siZe of the 
agent 30 depends on the function and executable instructions 
carried by the agent 30. 

It should be appreciated that recognition of the agent 30 is 
advantageous in preserving the integrity of the information. A 
non-identi?ed agent or a non-conforming agent 30 may carry 
information that could have a negative impact on the vehicle 
12. The agent 30 may be identi?ed Within the system 10 using 
an identi?cation code, or other identi?cation information use 
ful for identi?cation veri?cation purposes. The type of iden 
ti?cation information may be a name or number or the like 
and the format is non-limiting. An example of a method of 
identifying the agent 30 is disclosed in commonly assigned 
US. patent application Ser. No. 11/282,925, Which is incor 
porated by reference. 

The system for agent management 10 includes a commu 
nication netWork 36 that selectively receives, transmits or 
monitors data communications betWeen the various compo 
nents Within the system 10. Various different types of com 
munication means may be simultaneously incorporated 
Within the communication netWork 36. The communication 
means may be Wired or Wireless type connection, or the like. 
An example of a Wired communication means is a data bus. 
An example of a LAN/WAN communication means is an 
intranet or intemet 26. The communication network 36 may 
include other types of linked communication devices, such as 
facsimile, telephone, pagers or cellular phones or the like. 

The intelligent agent management system 10 includes a 
host system 14 operatively in communication With a local 
system 16 or the agent 30 via the communication netWork 36. 
The local system 16 is also operatively in communication 
With the agent 30 via the communications netWork 36. The 
host system 14 includes a processor 20 having a memory 
means, a data storage device 24, an input/output interface 
means, and operational softWare programs 22. The host data 
storage device may be a ?xed memory device having a data 
base or the like, or a removable memory device 24. In this 
example, the host system 14 is a server. It should be appreci 
ated that various other peripheral devices may be connected 
to the host system 14, such as another remotely located data 
storage device 28, or another computer system (not shoWn). 
Preferably, the host system 14 is a central computer facility 
remotely located from the vehicle. 

The local system 16 is typically located at the vehicle level. 
An example of a local system 16 for a vehicle is an electronic 
control unit, or ECU. The local system 16 includes an input 
means, a processor 34 having a memory means, a communi 
cation means, an output means and a local data storage device 
38. For example, the processor is a CPU having a controller 
and a memory. The local data storage device 38 may be a ?xed 
memory device having a database or the like, or a removable 
memory device. 

The host computer system 14 and the local computer sys 
tem 16 each maintain various softWare programs necessary to 
the operation of the system. For example, an agent manage 
ment softWare program 22 coordinates the functions of the 
various agents 30 disposed Within the system. An example of 
an agent management program 22 is disclosed in commonly 
assigned US. patent application Ser. No. 11/282,925, Which 
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4 
is incorporated by reference. In particular, the agent manage 
ment softWare program 22 coordinates activities such as the 
addition of an agent, the deletion of an agent, the education of 
an agent and the generation of identi?cation code for the 
agent, or the like. The agent management program 22 also 
coordinates communications Within the system 10. 
The local system 16 further includes an interface 32, as 

shoWn in FIG. 2, that facilitates the processing of the instruc 
tions carried by the agent 30. The interface 32 is operatively 
in communication With the agents 30, as Well as the rest of the 
system 10 via the previously described communication net 
Work 36. The interface 32 may include a processor or con 
troller 40. In this example, the processor is a central process 
ing unit (CPU) 40. The interface stores data 42, such as a 
process plan, process sequence for implementing the instruc 
tions and process content of the instructions. The use of the 
interface 32 advantageously reduces the siZe of the program 
instructions carried by the agent 30. Therefore, the agent 
utiliZes the resources of the local system 16, including pro 
gram code, system memory, database 38 or the like as neces 
sary to carry out its responsibilities. 
The system 10 may include other components or features 

relevant to the above-described system and the method to be 
described. For example, the system 10 may include an indi 
cator means (not shoWn) for providing a message to the 
vehicle operator. The indicator means may be a visual means, 
such as an LED, CRT or LCD display or the like; or an audio 
means, such as a voice alarm or sound alarm or the like; or any 
other means of alerting the vehicle operator. The system 10 
may include an interactive means for transmitting an input 
from a vehicle operator to the intelligent diagnostic system. 

Referring to FIG. 3, a method of intelligent agent manage 
ment using an agent interface 32 is provided. The method is 
implemented by the system 10 described With respect to 
FIGS. 1 and 2. The methodology assists in maintaining the 
siZe of the agent at a predetermined siZe that coincides With 
the load on the communication environment. The agent uses 
the interface 32 in executing the instructions carried by the 
agent 30 to the destination or local system 16. The method 
ology takes place in the destination environment, Which in 
this case is at the vehicle level. 

The methodology begins in block 100 When called for. It 
should be appreciated that the methodology may be called for 
as part of the execution of the agent management softWare 
program. In block 100 the agent is received Within the local 
system 16 by the interface 32. It should be appreciated that the 
agent Was previously identi?ed. The interface 32 coordinates 
information and activities of the agent Within the local sys 
tem, and provides access to various resources Within the local 
system 16. The methodology continues to block 105. 

In block 105, the agent 30 transfers the instructions 42 that 
it carries over to the interface 32. The instructions 42, as 
previously described, includes detailed information regard 
ing the task to be executed by the agent 30 Within the local 
system 16. 

In block 110, the interface copies predetermined informa 
tion 44 maintained in the local system database 38 into the 
interface memory 40. For example, the stored information 44 
may include program code or other data relevant to the agent 
and the instructions carried by the agent. 
The methodology advances to block 115 and the interface 

processor 40 assembles together the stored information 44 
from the local database 38 and processing procedure or 
instructions 42 from the agent into a single set of operating 
instructions 46. Per the agent 30, these operating instructions 
46 may be forWarded to a memory portion of the processor. 
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The methodology advances to block 120 and the interface 
32 noti?es the local system processor 34 that the assembled 
operating instructions 46 are available and begins the forward 
transfer of such operating instructions 46 to the local system 
processor 34. Preferably, the operating instructions 46 
includes complete instructions for Work to be executed by the 
agent 32. The instructions may be in the form of executable 
program code. One example of a Work instruction is to sense 
a temperature of a predetermined component. Another 
example of a Work instruction is to sense a speed of the 
vehicle. The local system processor 34 may further process 
the information for use by the agent 30. 

In block 125, the instructions are transferred from the local 
system processor 34 to the agent 30. The agent 30 executes 
the instructions and collects the data. The data may be stored 
in the local agent’s database 38. Preferably, the data or infor 
mation maintained in an agent database 31 is adaptively 
updated. That is, the neWly learned information is added to 
the database and modi?es the existing information in the 
database. The methodology may encrypt the information 
obtained by the agent through the local application program, 
using an encryption technique, as previously described. It 
should be appreciated that the encryption steps improve the 
security of the system 10. 

In block 130, the interface 32 noti?es that local system 
processor 34 that the agent’s Work is complete, and the local 
system 16 releases the memory area of the processor for other 
activities. The memory area deletes the information stored in 
the reserved memory area of the processor 34 When it is no 
longer needed. For example, the information is deleted When 
the receiving agent 30 completes execution of its program 
instruction 46. It should be appreciated that this memory 
space is noW available for other uses. 

Advantageously, the consistency and accuracy of the infor 
mation is improved through management of communications 
Within the system. An advantage of this methodology is that it 
utiliZes existing hardware. 

It should be appreciated that the methodology may include 
other steps necessary for the implementation of the method. 
Further, the steps may be executed in another order, While 
achieving the same result. It should also be appreciated that 
the methodology may be implemented in an iterative manner. 

The present invention has been described in an illustrative 
manner. It is to be understood that the terminology Which has 
been used is intended to be in the nature of Words of descrip 
tion rather than of limitation. 
Many modi?cations and variations of the present invention 

are possible in light of the above teachings. Therefore, Within 
the scope of the appended claims, the present invention may 
be practiced other than as speci?cally described. 

The invention claimed is: 
1. A method of intelligent agent management using an 

agent interface Within an intelligent agent system for a 
vehicle, said method including the steps of: 

receiving an agent by a local intelligent agent system for 
the vehicle, Wherein the agent includes a processor and 
a memory associated With the processor and the local 
system includes a processor having a memory and a 
database; 

transferring instructions carried by the agent to an interface 
Within the local system via a communication netWork, 
Wherein the interface includes a memory and a processor 
and the instructions includes information regarding a 
task to be performed by the agent; 

copying predetermined information from a host system 
database to the interface via the communications net 

Work; 
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6 
assembling together the agent instructions and information 

stored in the local system memory by the interface pro 
cessor to produce assembled operating instructions; 

transferring the assembled operating instructions from the 
interface to the local system processor; 

transferring the assembled operating instructions from the 
local system processor to the agent; and 

executing the assembled operating instructions by the 
agent. 

2.A method as set forth in claim 1 further including the step 
of the interface notifying the local system processor that the 
memory of the processor can be released for other uses. 

3. A method as set forth in claim 1 Wherein the assembled 
operating instructions includes executable code for the task to 
be performed by the agent. 
4.A method as set forth in claim 1 further including the step 

of using the assembled operating instructions by the agent for 
vehicle diagnostics. 

5. A method of intelligent agent management using an 
agent interface Within an intelligent agent system for a 
vehicle, said method including the steps of: 

receiving an agent by a local intelligent agent system for 
the vehicle, Wherein the agent includes a processor and 
a memory associated With the processor and the local 
system includes a processor having a memory and a 

database; 
transferring instructions carried by the agent to an interface 

Within the local system via communications netWork, 
Wherein the interface includes a memory and a processor 
and the instructions includes information regarding a 
task to be performed by the agent; 

copying predetermined information from a host system 
database to the interface via the communications net 
Work; 

assembling together the agent instructions and information 
stored in the local system memory by the interface pro 
cessor to produce assembled operating instructions; 

transferring the assembled operating instructions from the 
interface to the local system processor; 

transferring the assembled operating instructions from the 
local system processor to the agent; 

executing the assembled operating instructions by the 
agent; and 

notifying the local system processor that the memory of the 
processor can be released for other uses. 

6. A method as set forth in claim 5 Wherein the assembled 
operating instructions includes executable code for the task to 
be performed by the agent. 

7. A method as set forth in claim 5 further including the step 
of using the assembled instructions by the agent for vehicle 
diagnostics. 

8. A system of intelli gent agent management using an agent 
interface Within an intelligent agent system for a vehicle, 
comprising: 

a host system Within the intelligent agent system, Wherein 
the host system includes a processor, a memory associ 
ated With the processor, means for input/ output commu 
nication, and a database; 

a local system in communication With the host system via 
a communications netWork, Wherein the local system 
includes a processor, a memory associated With the pro 
cessor, a means for input/output communication, and a 
database; 

an intelligent agent in communication With the ho st system 
and the local system via the communication netWork, 
Wherein the intelligent agent include a processor and a 
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memory associated With the processor, and instructions 
stored Within the processor memory regarding a task to 
be performed by the agent; 

an interface Within the local system, Wherein the interface 
includes a processor and a memory associated With the 
processor and the interface; 

Wherein the interface copies predetermined information 
from the host system database into the memory portion 
of the interface Via the communication network, the 

8 
interface processor assembles the agent instructions 
together With the information stored in the local system 
memory to produce assembled operating instructions, 
the interface transfers the assembled operating instruc 
tions to the local system processor, and the local system 
processor transfers the assembled operating instructions 
to the agent for execution by the agent. 

* * * * * 


