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OVER-THE-AIR TRIGGER TO VEHICLE
INTERROGATOR UPDATES

TECHNICAL FIELD

[0001] The illustrative embodiments generally relate to a
method and apparatus for performing over-the-air software
updates responsive to a published over-the-air trigger to
perform vehicle interrogation.

BACKGROUND

[0002] 'To update a software version of a component of a
vehicle, the vehicle may be driven to a dealership and
serviced by a technician. The technician may utilize a
system that tracks the individual software levels of every
component in the vehicle as well as available software
updates. The technician may manually apply the software
updates indicated by the system and record any changes
back into the system.

[0003] Over-the-air (OTA) software updates are a tech-
nique by which software of a vehicle may be updated via a
wireless connection. Using an embedded modem or other
wireless data connection to the vehicle, OTA updates allow
soltware changes on vehicle electronic control units (ECUs)
without a dealership visit.

SUMMARY

[0004] In a first1llustrative embodiment, a system includes
a vehicle, subscribed to a topic maintained by a message
broker and associated with the vehicle, including at least one
controller programmed to send, to a service delivery net-
work server, an interrogator log enumerating configuration
information of the vehicle generated responsive to a trigger
message published to the topic by the server, and retrieve a
manifest indicating network locations of updates determined
using the interrogator log.

[0005] In a second illustrative embodiment, a method
includes receiving, by a vehicle processor, a message pub-
lished by a service delivery network to a topic maintained by
a message broker and associated with a vehicle indicating
vehicle update availability; generating an interrogator log
enumerating vehicle configuration information responsive to
receiving the message; sending the interrogator log to the
service delivery network; and retrieving, from the service
delivery network, a manifest indicating network locations of
updates determined using the interrogator log.

[0006] In a third i1llustrative embodiment, a non-transitory
computer-readable medium includes instructions that when
executed by a computing system of a vehicle cause the
vehicle to retrieve a manifest of service delivery network
locations for updates served by a web server, the updates
selected based on a log having vehicle configuration infor-
mation compiled by the vehicle computing system in
response to receiving a message published to a vehicle-
subscribed topic maintained by a message broker indicating
vehicle update availability.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 illustrates an example block topology for a
vehicle-based computing platiform:;

[0008] FIG. 2 illustrates an exemplary service delivery
network 1n communication over the network with a vehicle
having a configurable module;
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[0009] FIGS. 3A and 3B illustrate exemplary communi-
cations flows of messages between the vehicle and the
service delivery network via the message broker;

[0010] FIG. 4 illustrates an exemplary topic tree for use 1n
vehicle-based computing platform to service delivery net-
work communication; and

[0011] FIG. 5 illustrates an exemplary process for updat-
ing soiftware of the computing platform.

DETAILED DESCRIPTION

[0012] As required, detailed embodiments of the present
invention are disclosed herein; however, 1t 1s to be under-
stood that the disclosed embodiments are merely exemplary
of the invention that may be embodied in various and
alternative forms. The figures are not necessarily to scale;
some features may be exaggerated or minimized to show
details of particular components. Therefore, specific struc-
tural and functional details disclosed herein are not to be
interpreted as limiting, but merely as a representative basis
for teaching one skilled in the art to variously employ the
present invention.

[0013] A software update system may utilize a publish/
subscribe model to publish messages to and from vehicles.
The publish/subscribe model may utilize topics, also known
as logical channels, through which publishers may send
messages and subscribers may receive messages. In some
cases, a vehicle may be a publisher and may send vehicle
alerts to a service delivery network, respond to commands
from the service delivery network, or notily the service
delivery network of vehicle connectivity status. In other
cases, a vehicle may be a subscriber and may receive control
messages or indications of available software updates from
a service delivery network.

[0014] A topic tree structure may be utilized to define a
structure of the topics and sub-topics used in sending
messages between the vehicles and the service delivery
network. A computing platform of the vehicle may subscribe
to nodes of the topic tree that correspond to the installed
software/firmware version of one or more modules included
within the vehicle. These modules may include, as one
example, a telematics unit (TCU).

[0015] A service delivery network may receive notifica-
tion for a software update from a publisher. The notification
may result in the service delivery network publishing a
trigger notification message 1n a topic node corresponding to
a vehicle to be updated or a version of the software to be
updated. The service delivery network may further publish
the software update binary to a web server at a web address
specific to the update. The publisher may be a remote
original equipment manufacturer (OEM) server or a third-
party software provider.

[0016] The vehicle may generate an interrogator log based
upon receipt of the trigger message notification 1n the topic
tree 1ndicating that updates are available. The interrogator
log may include version information of at least one hardware
or software module installed on the vehicle, and may be used
to determine what modules to update. The interrogator log
may include information compiled 1n accordance with a data
identifier list defining what information to include in the
interrogator log and where such information 1s located 1n the
active software installation.

[0017] The vehicle may be configured to send the inter-
rogator log to the service delivery network. In an example,
the vehicle may send the interrogator log to an address of the



US 2017/0262274 Al

service delivery network over a secure hyper-text transport
protocol (HTTPS) connection. The service delivery network
may receive the iterrogator log, and respond to the vehicle
with a manifest based on the information included in the
provided interrogator log. The manifest may indicate web
server locations of at least one software update to be

installed by the vehicle, and may be provided back to the
vehicle over HTTPS.

[0018] Based on the manifest, the vehicle may be config-
ured to install updated binaries and/or configurations
retrieved from the specified web server locations. As the
updates may be made available from the web server, the
vehicles may be able to download the updates using resume
functionality available from web server downloads. More-
over, as the interrogator log generation and upload 1s per-
formed responsive to a service notification that updates are
available, periodic polling by the vehicle for updates 1is
avoided, thereby avoiding the resource use of periodically
generating and uploading interrogator logs. Further aspects
of the system are discussed in detail below.

[0019] FIG. 1 illustrates an example diagram of a system
100 that may be used to provide telematics services to a
vehicle 102. The vehicle 102 may be of various types of
passenger vehicles, such as crossover utility vehicle (CUV),
sport utility vehicle (SUV), truck, recreational vehicle (RV),
boat, plane or other mobile machine for transporting people
or goods. Telematics services may include, as some non-
limiting possibilities, navigation, turn-by-turn directions,
vehicle health reports, local business search, accident report-
ing, and hands-free calling. In an example, the system 100
may include the SYNC system manufactured by The Ford
Motor Company of Dearborn, Mich. It should be noted that
the 1llustrated system 100 1s merely an example, and more,
tewer, and/or differently located elements may be used.

[0020] The computing platform 104 may include one or
more processors 106 connected with both a memory 108 and
a computer-readable storage medium 112 and configured to
perform instructions, commands, and other routines in sup-
port of the processes described herein. For istance, the
computing platform 104 may be configured to execute
instructions of vehicle applications 110 to provide features
such as navigation, accident reporting, satellite radio decod-
ing, and hands-iree calling. Such instructions and other data
may be maintained 1n a non-volatile manner using a variety
of types of computer-readable storage medium 112. The
computer-readable medium 112 (also referred to as a pro-
cessor-readable medium or storage) includes any non-tran-
sitory (e. g., tangible) medium that participates in providing
instructions or other data that may be read by the processor
106 of the computing platform 104. Computer-executable
instructions may be compiled or interpreted from computer
programs created using a variety of programming languages
and/or technologies, including, without limitation, and either

alone or 1n combination, Java, C, C++, C#, Objective C,
Fortran, Pascal, Java Script, Python, Perl, and PL/SQL.

[0021] The computing platform 104 may be provided with
various features allowing the vehicle occupants to interface
with the computing platform 104. For example, the com-
puting platform 104 may include an audio input 114 con-
figured to recerve spoken commands from vehicle occupants
through a connected microphone 116, and auxiliary audio
input 118 configured to receive audio signals from con-
nected devices. The auxiliary audio mput 118 may be a
wired jack, such as a stereo mput, or a wireless 1nput, such
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as a BLUETOOTH® audio connection. In some examples,
the audio mput 114 may be configure to provide audio
processing capabilities, such as pre-amplification of low-
level signals, and conversion of analog inputs into digital
data for processing by the processor 106.

[0022] The computing platiorm 104 may also provide one
or more audio outputs 120 to an 1nput of the audio playback
functionality of the audio module 122. In other examples,
the computing platform 104 may provide audio output to the
occupants through use of one or more dedicated speakers
(not illustrated). The audio module 122 may include an 1input
selector 124 configured to provide audio content from a
selected audio source 126 to an audio amplifier 128 for
playback through vehicle speakers 130. The audio sources
126 may 1include, as some examples, decoded amplitude
modulated (AM) or frequency modulated (FM) radio sig-
nals, and compact disc (CD) or digital versatile disk (DVD)
audio playback. The audio sources 126 may also include
audio recerved from the computing platform 104, such as
audio content generated by the computing platform 104,
audio content decoded from flash memory drives connected
to a universal serial bus (USB) subsystem 132 of the
computing platform 104, and audio content passed through

the computing platform 104 from the auxiliary audio input
118.

[0023] The computing platform 104 may utilize a voice
interface 134 to provide a hands-iree interface to the com-
puting platform 104. The voice mterface 134 may support
speech recognition from audio received via the microphone
116 according to a grammar of available commands, and
voice prompt generation for output via the audio module
122. In some cases, the system may be configured to
temporarily mute, fade, or otherwise override the audio
source specified by the mput selector 124 when an audio
prompt 1s ready for presentation by the computing platform
104 and another audio source 126 1s selected for playback.

[0024] The computing platform 104 may also receive
input from human-machine interface (HMI) controls 136
configured to provide for occupant interaction with the
vehicle 102. For instance, the computing platform 104 may
interface with one or more buttons or other HMI controls
configured to mvoke computing platform 104 functions
(e.g., steering wheel audio buttons, a push-to-talk button,
instrument panel controls, etc.). The computing platiorm
104 may also drive or otherwise communicate with one or
more displays 138 configured to provide visual output to
vehicle occupants by way of a video controller 140. In some
cases, the display 138 may be a touch screen further con-
figured to receive user touch input via the video controller
140, while 1n other cases the display 138 may be a display
only, without touch input capabilities.

[0025] The computing platform 104 may be further con-
figured to communicate with other components of the
vehicle 102 via one or more in-vehicle networks 142. The
in-vehicle networks 142 may include one or more of a
vehicle controller area network (CAN), an Ethernet network,
or a media oriented system transfer (MOST), as some
examples. The in-vehicle networks 142 may allow the
computing platform 104 to communicate with other vehicle
102 systems, such as an vehicle modem 144 (which may not
be present 1n some configurations), a global positioning
system (GPS) module 146 configured to provide current
vehicle 102 location and heading information, and various
vehicle electronic control units (ECUs) 148 configured to
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provide other types of information regarding the systems of
the vehicle 102. As some non-limiting possibilities, the
vehicle ECUs 148 may include a powertrain controller
configured to provide control of engine operating compo-
nents (e.g., 1dle control components, fuel delivery compo-
nents, emissions control components, etc.) and monitoring,
of engine operating components (e.g., status of engine
diagnostic codes); a body controller configured to manage
various power control functions such as exterior lighting,
interior lighting, keyless entry, remote start, and point of
access status verification (e.g., closure status of the hood,
doors, and/or trunk of the vehicle 102); a radio transceiver
configured to communicate with key fobs or other local
vehicle 102 devices; and a climate control management
controller configured to provide control and monitoring of
heating and cooling system components (e.g., compressor
clutch and blower fan control, temperature sensor informa-
tion, etc.).

[0026] As shown, the audio module 122 and the HMI
controls 136 may communicate with the computing platform
104 over a first in-vehicle network 142A, and the vehicle
modem 144, GPS module 146, and vehicle ECUs 148 may
communicate with the computing platform 104 over a
second 1n-vehicle network 142B. In other examples, the
computing plattorm 104 may be connected to more or fewer
in-vehicle networks 142. Additionally or alternately, one or
more HMI controls 136 or other components may be con-
nected to the computing platform 104 via different in-
vehicle networks 142 than shown, or directly without con-
nection to an in-vehicle network 142.

[0027] The computing platform 104 may also be config-
ured to communicate with mobile devices 152 of the vehicle
occupants. The mobile devices 152 may be any of various
types of portable computing device, such as cellular phones,
tablet computers, smart watches, laptop computers, portable
music players, or other devices capable of communication
with the computing platiorm 104. In many examples, the
computing platform 104 may include a wireless transceiver
150 (e.g., a BLUETOOTH® module, a ZIGBEE® trans-
ceiver, a Wi-F1 transceiver, etc.) configured to communicate
with a compatible wireless transceiver 154 of the mobile
device 152. Additionally or alternately, the computing plat-
form 104 may communicate with the mobile device 152
over a wired connection, such as via a USB connection
between the mobile device 152 and the USB subsystem 132.

[0028] The wide-area network 156 may provide commu-
nications services, such as packet-switched network services
(e.g., Internet access, VoIP communication services), to
devices connected to the wide-area network 156. An
example of a wide-area network 156 may i1nclude a cellular
telephone network. Mobile devices 152 may provide net-
work connectivity to the wide-area network 156 via a device
modem 1358 of the mobile device 152. To facilitate the
communications over the wide-area network 156, mobile
devices 152 may be associated with unique device identifiers
(e.g., media access control (MAC) addresses, mobile device
numbers (MDNs), Internet protocol (IP) addresses, mobile
station international subscriber directory numbers (MSIS-
DNs), international mobile subscriber 1dentity (IMSI), etc.)
to 1dentily the communications of the mobile devices 152
over the wide-area network 156. In some cases, occupants of
the vehicle 102 or devices having permission to connect to
the computing platform 104 may be 1dentified by the com-
puting platform 104 according to paired device data 160
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maintained 1n the storage medium 112. The paired device
data 160 may indicate, for example, the unique device
identifiers of mobile devices 152 previously paired with the
computing platform 104 of the vehicle 102, secret informa-
tion shared between the paired mobile device 152 and the
computing platform 104 such as link keys, and/or personal
identification numbers (PINs), and most recently used or
device priority information, such that the computing plat-
form 104 may automatically reconnect to the mobile devices
152 matching data 1n the paired device data 160 without user
intervention. In some cases, the paired device data 160 may
also indicate additional information or options related to the
permissions or functionality of the computing platform 104
that the paired mobile device 152 i1s authorized to access
when connected.

[0029] When a paired mobile device 152 that supports
network connectivity 1s automatically or manually con-
nected to the computing platform 104, the mobile device 152
may allow the computing platform 104 to use the network
connectivity of the device modem 158 to communicate over
the wide-area network 156. In one example, the computing
platform 104 may utilize a data-over-voice connection over
a voice call or a data connection of the mobile device 152 to
communicate information between the computing platiorm
104 and the wide-area network 156. Additionally or alter-
nately, the computing platform 104 may utilize the vehicle
modem 144 to communicate information between the com-
puting platform 104 and the wide-area network 156, without

use of the communications facilities of the mobile device
152.

[0030] Simuilar to the computing platiorm 104, the mobile
device 152 may include one or more processors 164 con-
figured to execute instructions of mobile applications 170
loaded to a memory 166 of the mobile device 152 from
storage medium 168 of the mobile device 152. In some
examples, the mobile applications 170 may be configured to
communicate with the computing platiorm 104 or other
locally-networked devices and with the wide-area network

156.

[0031] The computing platform 104 may also include a
device link interface 172 to facilitate the integration of
functionality of the mobile applications 170 into the gram-
mar of commands available via the voice interface 134. The
device link interface 172 may also provide the mobile
applications 170 with access to vehicle features, such as
information available to the computing platform 104 via the
in-vehicle networks 142 or access to the display 138. An
example of a device link interface 172 may be the SYNC

APPLINK component of the SYNC system provided by The
Ford Motor Company of Dearborn, Mich.

[0032] FIG. 2 illustrates an exemplary diagram 200 of a
service delivery network 202 in communication over the
network 156 with a vehicle 102 by way of a message broker
204. The vehicle 102 may be 1n wireless communication
with the network 156 by way of the computing platiform 104
of the vehicle 102. When a vehicle 102 1s assembled, the
vehicle 102 may include various hardware and software
components. Upon or after assembly, a computing platiorm
104 of the vehicle 102 may be configured to query for
existence and version information for at least a portion of
these hardware and software components of the vehicle 102.
Using the queried information and additional information
identifying the specific vehicle 102 (e.g., vehicle 1dentifica-
tion number (VIN) information published on the car area
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network (CAN) bus, subscriber identity module (SIM) infor-
mation of the vehicle modem 144 such as international
mobile station equipment i1dentity (IMEI), etc.), the com-
puting platform 104 may communicate via the network 156
and message broker 204 to establish an account with the
service delivery network 202. The service delivery network
202 may receive these communications from the vehicles
102, and may maintain a data store of the hardware con-
figurations and software (e.g., firmware, etc.) versions

linked to identifiers of the vehicles 102.

[0033] The message broker 204 may additionally provide
publish/subscribe messaging functionality for communica-
tion between the service delivery network 202 and the
vehicles 102. The publish/subscribe model may utilize one
or more topics 206, where topics 206 are named logical
channels through which publishers may send messages 208
and subscribers may receive messages 208. Rather than
receiving all the messages 208, subscribers to the topics 206
receive the messages 208 published to the topics 206 to
which they subscribe, and all subscribers to a topic 206 will
receive substantially the same topic messages 208.

[0034] FIGS. 3A and 3B illustrate exemplary communi-
cations flows of messages 208 between the vehicle 102 and
the service delivery network 202 via the message broker
204. Messages 208 may be of various categories, such as
commands 302, command responses 304, and alerts 306.

[0035] As shown in FIG. 3A, a command 302 may be
published by the service delivery network 202 to a topic of
the message broker 204 that 1s subscribed to by vehicle 102.
A command 302 1s a type of message 208 that requests a
recipient of the command 302 to perform an action specified
by the command 302. A command response 304 1s a message
208 provided back to a sender responsive to receipt of a
command 302. The response 304 to the command 302 may
be published by the vehicle 102 to a topic 206 subscribed to
by the service delivery network 202.

[0036] As shown in FIG. 3B, an alert 306 may be pub-
lished by the vehicle 102 to a topic of the message broker
204 subscribed to by the service delivery network 202. An
alert 306 1s a type of message 208 providing information
from a sender to a recipient, without requesting the perfor-
mance of a particular action. Responsive to the alert 306, the
message broker 204 may publish an alert response 308 to the
vehicle 102, as the service delivery network 202 1s not
required to provide a response to the alert 306.

[0037] A publisher of the messages 208 may be respon-
sible for providing messages 208 to the topics 206 that are
consistent with the topic 206. The publisher may include, for
example for commands 302, an OEM or other entity respon-
sible for maintaining and/or updating vehicle software/
firmware. In some cases, a vehicle 102 may be a publisher
and may send vehicle alerts 306 to a topic 206 subscribed to
by the service delivery network 202, may use alerts 306
notily the service delivery network 202 of vehicle 102
connectivity status to the network 156, or may respond to
messages 208 from the service delivery network 202 with
command responses 304. In other cases, a vehicle 102 may
be a subscriber and may receive commands 302 or other
information from a service delivery network 202 via the
message broker 204.

[0038] The messages 208 may utilize a name/value pair
model allowing for data elements of the messages 208 to be
defined and referenced by vehicles 102 and the service
delivery network 202 by name. Fach message 208 may
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include certain base fields present in all messages 208.
Moreover, each category of message 208 may include a
certain minimum set of data elements present 1n all mes-
sages 208 of that category. For example, alerts 306 or other
messages 208 from the vehicle 102 to the service delivery
network 202 may include a first set of common information
useful for recipients of messages 208 from vehicles, and
commands 302 or other messages 208 from the service
delivery network 202 to the vehicle 102 may include a
second set of common information useful for recipients of
messages 208 from the service delivery network 202.

[0039] Depending on the type of the message 208 (e.g., the
type of command 302), the message 208 may further include
additional fields relevant to that specific message type 208.
To do so, the name/value pair model may allow for subsets
of data to be defined (e.g., information to include in mes-
sages 208 from vehicles 102, information to be included 1n
messages 208 from the service delivery network 202, infor-
mation describing the status of the vehicle 102, etc.) which
may then be included in message 208 definitions without
requiring redundant redefinition for each type of message
208 requiring the common information. Further, since the
fields of the message 208 may be referenced by the vehicles
102 and service delivery network 202 by name or identifier
(rather than by raw byte oflset into the message 208), the
system may allow for the addition of data elements to the
message 208 definitions (or to the common information
definitions) without undesirably aflecting deployed vehicles
102 that implement communication with the service delivery
network 202 utilizing a previous version of the message 208
definitions.

[0040] With respect to the processing of the various cat-
egories of messages 208 published to the topics 206, the
vehicle 102 may be configured to execute commands 302
that 1t receives from the service delivery network 202 1n the
order 1n which the commands 302 were received. To do so,
the vehicle 102 may be configured to maintain a command
queue of received commands 302, to allow the vehicle 102
to execute the received commands 302 from the queue 1n a
first-in-first-out (FIFO) manner. The vehicle 102 may also be
configured to execute alerts 306 1n the order they take place
on vehicle 102 side. To do so, the vehicle 102 may be
configured to maintain an alert queue so that 1t may execute
the alerts 306 from the queue 1n a last-in-first-out (LIFO)
manner. In the case of a conflict between a command 302
and an alert 306, the vehicle 102 may be configured to
execute the messages 208 1n the order they are received from
the service delivery network 202 or took place on the vehicle
102 based on time stamps of the messages 208.

[0041] The topics 206 may be utilized to allow the mes-
sages 208 to be published to or from the appropriate vehicles
102 and 1n the proper category of message 208. To facilitate
the publishing of messages 208 to appropriate topics 206,
the topics 206 may be arranged into a topic tree 210. The
topic tree 210 may be defined by the service delivery
network 202 to provide a structure of the topics 206 and
sub-topics 206 that are used in sending messages 208

between the vehicles 102 and the service delivery network
202.

[0042] FIG. 4 1illustrates an exemplary topic tree 210 for
use 1n vehicle 102 to service delivery network 202 commu-
nication. A computing platform 104, such as a telematics
unit of a vehicle 102, may subscribe to nodes of the topic
tree 210 that correspond to the installed region, software/
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firmware version, features, configuration file version of the
vehicle 102, etc. It should be noted that the particular layout
of the exemplary topic tree 210 1s for purpose of 1llustration
only, and other layouts of topic tree 210 may be used. For
example, other topic trees 210 may be used by the service
delivery network 202 that have more, fewer, or different
levels of categorization.

[0043] Referring to the topic tree 210 of FIG. 4, a region
node 400 of the topic tree 210 may indicate a region for
which the sub-topic 206 nodes under the region node 400
may relate. In some cases, the region nodes 400 may
represent different regional market areas 1n which vehicles
102 may be sold, such as North America, Europe, and Asia
Pacific. In other examples, the region nodes 400 may relate
to other geographical areas, such as countries, states, postal
codes, and telephone area codes. By segmenting the topic
tree 210 by region, the service delivery network 202 may
accordingly publish different information for vehicles 102
associated with different regions.

[0044] Under each region node 400, the topic tree 210 may
include one or more vehicle-specific nodes 402, where each
vehicle-specific node 402 relates to a vehicle 102 associated
with the parent region node 400. As one possibility, the
service delivery network 202 may create vehicle-specific
nodes 402 for vehicles 102 according to VIN or other unique
identifier of vehicles 102 that register with the service
delivery network 202 as belonging to the particular region.
Sub-nodes to the vehicle-specific nodes 402 may be used to
turther organize topics 206 configured for communication to
and from the individual vehicles 102.

[0045] For mnstance, under the vehicle-specific nodes 402,
the topic tree 210 may further include one or more vehicle
topic nodes 404 for communication to the specific vehicles
102. A vehicle 102 may subscribe to the vehicle topic node
404 that correspond to the VIN or other unique 1dentifier of
the vehicle 102, so that the vehicle 102 may be able to

receive messages 208 1n topics 206 that specifically relate to
the vehicle 102 1tself.

[0046] As one example, a vehicle 102 may subscribe to a
time-sensitive update vehicle topic node 404-A for receiving
messages 208 (such as time-sensitive commands 302 as
discussed 1n more detail below) for the particular vehicle
102 that are of a time-sensitive nature. Due to their time-
sensitive nature, messages 208 posted to the time-sensitive
update vehicle topic node 404-A may time out and be
removed from the topic 206 1f they are not received by the
vehicle 102 within an amount of time (e.g., an amount of
time specified by the message 208, an amount of time
common to all time-sensitive messages 208, etc.). As
another example, a vehicle 102 may subscribe to a non-
time-sensitive vehicle topic node 404-B for receiving mes-
sages 208 for the particular vehicle 102 that are not of a
time-sensitive nature (e.g., non-time-sensitive commands
302, also discussed 1n more detail below).

[0047] Updates, such as calendar updates, may be posted
to the non-time-sensitive vehicle topic node 404-B, and may
remain in the topic 206 until received by the subscribed
vehicle 102. As a further example, a vehicle 102 may
subscribe to a feature update vehicle topic node 404-C for
receiving messages 208 1n a topic 206 directed to particular
vehicles 102 and relating to updates to the features of the
vehicle 102. In this content, a feature may refer to a grouping
of configuration parameters applicable to the specified
vehicle 102 included 1n the topic tree 210. A feature may, for
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example, represent settings to implement an available con-
nected service (e.g., MY FORD MOBILE®) or a customer-
specific collection of settings (e.g., a suite of features
requested to be enabled and/or disabled for use by a par-
ticular fleet purchaser). As yet a turther example, a vehicle
102 may subscribe to a firmware update vehicle topic node
404-D for receiving messages 208 1n a topic 206 directed to

particular vehicles 102 and relating to updates to the firm-
ware of the vehicle 102.

[0048] The vehicle-specific nodes 402 of the topic tree 210
may further include one or more vehicle topic nodes 406 for
communication from the specific vehicles 102 (e.g., to the
service delivery network 202). For example, a general alert
topic node 406-A may be used by a vehicle 102 to publish
messages 208 (e.g., alerts 306) such as indications of low
fuel, erratic driving by the vehicle 102, or periodic current
vehicle 102 GPS locations. As another example, a connec-
tion status topic node 406-B may be used by a vehicle 102
to publish messages 208 such as the connection status of the
vehicle 102 (e.g., alerts 306 indicating whether the vehicle
102 was disconnected and then reconnected to the network
156). As yet a further example, a command response alert
topic node 406-C may be used by a vehicle 102 to publish
messages 208 such as alerts 306 indicating success or failure

of command 302 requested by the service delivery network
202.

[0049] Moreover, under each region node 400 the topic
tree 210 may include one or more hardware version topic
nodes 408, where each hardware version topic node 408
relates to a installed vehicle 102 hardware version that may
be shared by multiple vehicles 102 (e.g., a version of the
computing platform 104 hardware). These hardware version
topic nodes 408 and sub-topic nodes may accordingly be
used to reference the vehicles 102 according to hardware
version, not according to individual vehicle 102.

[0050] Under each hardware version topic node 408, the
topic tree 210 may include one or more firmware version
nodes 410. Each firmware version node 410 may organize
nodes of the topic tree 210 associated with a firmware
version that may be installed on the parent tree relationship
vehicle 102 hardware for a particular region.

[0051] The firmware version node 410 may further include
feature nodes 412 organizing nodes of the topic tree 210
associated with a particular feature. As mentioned above, a
feature may represent settings to implement an available
connected service or a customer-specific collection of set-
tings. Thus, a firmware version may support multiple dif-
ferent features, where different portions of functionality of
the firmware are engaged or disengaged for the various
features.

[0052] The feature nodes 412 may further include con-
figuration version nodes 414, each representing a topic 206
related to a version of a configuration file for the associated
feature, firmware version, hardware version, and region. The
configuration files may include setting and other information
related to the parent features that they configure (e.g., for the
version of firmware installed on the version of hardware for
the particular region). Because settings and other options
may change from version to version, the configuration files
may also include a version number of the firmware for which
they are compatible.

[0053] A vehicle 102 may subscribe to topics of 206 the
topic tree 210 that relate to the configuration of the vehicle
102. As one example, a vehicle may subscribe to a vehicle
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topic node 404 corresponding to the VIN of the vehicle 102,
to receive any updates targeting the specific vehicle 102. As
another example, a computing platform 104 of a vehicle 102
may subscribe to a configuration version node 414 of the
topic tree 210, to receive configuration or other updates
corresponding to the installed region, hardware version,
firmware version, feature, and global configuration version
of the vehicle 102. The subscribed vehicle 102 may check or
otherwise be informed of messages 208 published to the
subscribed topics 206.

[0054] The service delivery network 202 may publish
messages 208 into topics 206 of the topic tree 210 for which
updates are to be performed. As one possibility, the service
delivery network 202 may publish a command 302 into a
vehicle topic node 404 to cause a particular vehicle 102 to
be informed that an update should be performed for the
vehicle 102. As another possibility, the service delivery
network 202 may publish a command 302 into a configu-
ration version node 414 to cause any subscribed vehicles
102 having a particular region, hardware version, firmware
version, feature, and global configuration version to perform
an update.

[0055] Referring back to FIG. 2, a user of the vehicle 102
may opt ito software updates being performed by the
vehicle 102. To facilitate the opt-in process, 1 some
examples the computing platform 104 may provide a prompt
to the user via the display 138 and/or audio module 122
requesting the user’s authorization. An exemplary prompt
may request the user to consent to over-the-air updates to be
performed via the in-vehicle modem 144 (or via WikF1 or
through a data connection of a connected mobile device
152). The consent may be requested once, but utilized across
multiple update cycles. As another possibility, the user may
opt into over-the-air updates using a mobile device 152
paired or otherwise associated with the vehicle 102 (e.g., by
providing consent via a mobile application executed by the
mobile device 152, via sending a short message service
(SMS) message from the mobile device 152 to a specific
number, by use of an authorization webpage accessible from
the mobile device 152, etc.).

[0056] Once authorized (e.g., by way of receiving button
presses or spoken dialog from the user), the computing
plattorm 104 may be configured to query for software
updates of the vehicle ECUs 148. This querying may be
performed silently, without requiring user 1nput.

[0057] The computing platform 104 may be configured to
collect information related to the modules of the vehicle 102.
The process of collecting data may be referred to as inter-
rogation, and the collected data may be referred to as an
interrogator log 212. The information to interrogate may
include, as some non-limiting examples, module name,
module serial number, VIN, hardware part number, MAC
address, part numbers of software applications, languages,
and service packs installed on the module, available storage
space on the module, and status information regarding the
installation of previous updates.

[0058] The computing platform 104 may be further con-
figured to determine what information to collect by use of an
optimized data identifier list (ODL) file 214 defiming the
specific information to interrogate and where such informa-
tion may be located. Notably, the information to collect may
include data elements from the vehicle ECUs 148 or other
controllers of the vehicle 102, and may be retrieved via the
controller area network (CAN) or other vehicle 102 com-
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munication architecture supporting data transier between
controllers. The information may also include diagnostic
codes and other vehicle state information that may be
collected during vehicle 102 servicing by a dealer. The
information may also include analytics data including usage
and logging data providing insight into usage of various
vehicle features. In some cases, the ODL file 214 may be
installed as part of an installation of software on the com-
puting platform 104, while in other cases the ODL file 214
may have been previously received according to earlier
performed updates (described in greater detail below). As
yet a further example, the computing platiorm 104 may be
configured to publish an ODL request to a vehicle-specific
topic 206 of the message broker 204 (e.g. the general alert
topic 406-A), and receive an ODL 214 file published in
response defining what information to interrogate for the
particular VIN.

[0059] The computing platform 104 may be configured to
send the interrogator log 212 to the service delivery network
202. In an example, the computing platiorm 104 may send
the interrogator log 212 to the service delivery network 202
via HTTPS (e.g., by connection of the computing platform
104 to a predefined web address of the service delivery
network 202 known to the computing platform 104). Varia-
tions on sending the interrogator log 212 to the service
delivery network 202 are possible. As another example, the
computing platform 104 may be configured to publish the
interrogator log 212 to a topic 206 of the message broker 204
specific to the vehicle 102, to be retrieved by the service
delivery network 202.

[0060] The service delivery network 202 may check the
topics 206 to which the vehicle 102 1s subscribed. If the
vehicle 102 has published the interrogator log 212, the
service delivery network 202 may review the current module
configuration and current version of the computing platform
104, and determine whether any software updates to the
vehicle 102 should be installed. Based on the determination,
the service delivery network 202 may identify binaries that
should be installed on the vehicle 102 to perform the
identified updates. These binaries may be identified 1n a
manifest 216. Moreover, the manifest 216 may specily
network locations at which each of the specified update
binaries may be retrieved. As one example, the manifest 216
may specily the network locations as URLs served by a web
server 218 of the service delivery network 202. In some
cases, the binaries may include new versions of files to be
installed, while 1n other cases, the binaries may include
incremental updates to be applied to currently installed
binaries to update the currently installed binaries from one
version to a next version.

[0061] To identily the software updates, the service deliv-
ery network 202 may be configured to compare the current
versions of modules indicated in the interrogator log 212
with the latest version of the modules compatible with the
computing platform 104. The service delivery network 202
may be further configured to identify, for any components
that should be updated, any additional dependencies that
those updated versions may require. Those additional depen-
dencies may further be added to the mamifest 216.

[0062] Once complete, the service delivery network 202
may send the manifest 216 to the computing platform 104.

In an example, the service delivery network 202 may send
the manifest 216 to the vehicle 102 via HT'TPS (e.g., over
the HT'TPS connection to which the computing platform 104
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sent the interrogator log 212 to the computing platiorm 104,
over a different connection to the same or a different a
predefined web address of the service delivery network 202
known to the computing platform 104, etc.). Vanations on
sending the manifest 216 to the vehicle 102 are possible. For
instance, the service delivery network 202 may publish the
manifest 216 to a topic 206 of the message broker 204, to be
retrieved by the vehicle 102. The computing platform 104
may check the topics 206 to which the vehicle 102 1s
subscribed.

[0063] Regardless of approach, once received, the com-
puting platform 104 may be configured to install the updates
indicated by the manifest 216. Based on the manifest 216,
the computing platform 104 may be configured to download
the updated binaries and/or configurations retrieved from the
web server locations specified by the manifest 216. As one
example, the manifest 216 may specily the network loca-
tions as URLs served by a web server 218 of the service
delivery network 202, and the computing platform 104 may
download the updated from the URLs specified by the
manifest 216. As the updates may be made available from
the web server 218 via HI'TPS, the computing platiorm 104
may be able to download the updates using resume func-
tionality available for downloads from web servers 218.

[0064] In some examples, to avoid disruption of the cur-
rent version of software installed to the computing platform
104, the computing platform 104 may be configured to
perform the installation to a second installation of the
computing platform 104, other than the currently active
installation from which the computing platiorm 104 was
booted. The installation of the updates to the second instal-
lation may be performed silently, without requiring input
from the user.

[0065] Upon completion of installation of the software
updates specified by the manifest 216, the computing plat-
form 104 may be configured to perform an additional
interrogation of the modules of the vehicle 102 to create a
new 1nterrogator log 212. Similar to as describe above, the
computing platform 104 may create the interrogator log 212,
but this time utilizing the received ODL 214, providing an
updated definition of what information to interrogate for the
currently performed software update. Also, similar to as
discussed above, the computing platform 104 may be con-
figured to publish the interrogator log 212 to the message
broker 204, to be received by the service delivery network
202. Accordingly, the service delivery network 202 may be
automatically updated of the 1nstallation status of the vehicle
102, without requiring user HMI interaction.

[0066] FIG. 5 illustrates an exemplary process 500 for
updating software of the computing platform 104. The
process 500 may be performed, for example, by a computing
plattorm 104 of a vehicle 102 in communication with a
service delivery network 202 over a network 156.

[0067] At operation 502, the computing platform 104
subscribes to topics 206 of a topic tree 210 in which
commands 302 to update the software version or configu-
ration of one or more modules of the vehicle 102 are
published. These modules may include, for example the
computing platform 104 itself and/or other vehicle ECUs
148. For example, the computing platform 104 may sub-
scribe to a desired feature node 404-C of the topic tree 210
into which vehicle-specific updates for a software compo-
nent of a module of the vehicle 102 may be published by the
service delivery network 202. As another example, the
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computing platform 104 may subscribe to a configuration
version node 414 representing a topic 206 of the topic tree
210 served by the service delivery network 202 and related
to the installed version, features, and region of the compo-
nent or module of the vehicle 102.

[0068] At operation 504, the computing platform 104
determines whether a trigger notification message 208 1is
rece1ved 1n one of the subscribed topics 206. As an example,
the service delivery network 202 may publish a trigger
notification message 208 1n the desired feature node 404-C
to target an update to the vehicle 102. As another example,
the service delivery network 202 may publish a trigger
notification message 208 1n the configuration version node
414 to target vehicles 102 having a particular configuration.
The vehicle 102 may be notified of or may otherwise receive
the notification message 208 due to i1ts subscription to the
topics 206 of the topic tree 210. The trigger notification
message 208 may 1ndicate to the vehicle 102 that software
updates are available. If a notification message 208 1s
received, control passes to operation 506. Otherwise, control
remains at operation 504.

[0069] At operation 506, the vehicle 102 generates an
interrogator log 212. The interrogator log 212 may include
version information of at least one software module installed
on the vehicle 102. The information to interrogate may
include, as some non-limiting examples, module name,
module serial number, VIN, hardware part number, MAC
address, part numbers of software applications, languages,
and service packs installed on the module, available storage
space on the module, and status information regarding the
installation of previous updates. The computing platiorm
104 may be configured to generate the interrogator log 212
according to an ODL 214 defining what information to
interrogate and where such information may be located. The
information to interrogate may include, for example,
requested 1dentifiers from the computing platform 104 and
other vehicle ECUs 148 within the vehicle 102. The infor-
mation may be gathered via the CAN bus or other vehicle
network 142, and included in the interrogator log 212. In
some cases, the ODL 214 may be received as part of an
installation of software on the vehicle 102, while 1n other
cases the ODL 214 may have been previously received
according to earlier performed updates.

[0070] At operation 508, the vehicle 102 sends the inter-
rogator log 212 to the service delivery network 202. In an
example, the computing platform 104 may send the inter-
rogator log 212 to the service delivery network 202 via
HTTPS (e.g., by connection of the computing platform 104
to a predefined web address of the service delivery network
202 known to the computing platform 104). Variations on
sending the interrogator log 212 to the service delivery
network 202 are possible. As another example, the comput-
ing platform 104 may publish the interrogator log 212 to a
topic 206 of the message broker 204 specific to the vehicle
102, to be retrieved by the service delivery network 202.

[0071] At operation 510, the vehicle 102 receives a mani-
fest 216 from the message broker 204. The manifest 216
may 1ndicate one or more binaries to be downloaded and
installed by the vehicle 102, as well as other information to
use when performing the update, such as updated ODL 214
and/or keys to decrypt the binaries to be downloaded and
installed. In an example, the service delivery network 202
may send the manifest 216 to the vehicle 102 via HT'TPS

(e.g., over the HI'TPS connection to which the computing
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platform 104 sent the iterrogator log 212 to the computing
platform 104, over a different connection to the same or a
different a predefined web address of the service delivery
network 202 known to the computing platform 104, etc.).
Variations on sending the manifest 216 to the vehicle 102 are
possible. For instance, the service delivery network 202 may
publish the manifest 216 to a topic 206 of the message
broker 204, to be retrieved by the vehicle 102. The com-
puting platform 104 may check the topics 206 to which the
vehicle 102 1s subscribed.

[0072] At operation 512, the vehicle 102 downloads the
binaries specified by the manifest 216. For example, the
computing platform 104 of the vehicle 102 may download
the binaries from the web server 218 of the service delivery
network 202 at network locations specified by the manifest
216. The computing platform 104 may also decrypt the
binaries ito decrypted binaries according to the received
keys.

[0073] At operation 514, the computing platform 104
installs the software update. For example, the computing
platform 104 may execute or otherwise apply the firmware
update to the installed firmware version to update the
firmware version. In some cases, the computing platform
104 may be further configured to publish a message 208 to
a command response alert topic node 406-C of the vehicle
102 to alert the service delivery network 202 of success or
tailure of the software update. Upon receiving a message
208 indicating success of the software update, the service
delivery network 202 may update 1ts records of the installed
configuration status of the vehicle 102. As another possibil-
ity, 1f the software update fails, the computing platiorm 104
may publish a failure message 208 to the command response
alert topic node 406-C, and the process 600 may end, or
possibly pass control to operation 512 to retry the download
and installation.

[0074] At operation 516, the computing platform 104
updates the topic 206 subscriptions of the vehicle 102. For
example, the computing platform 104 may unsubscribe the
vehicle 102 from the configuration version node 414 of the
topic tree 210 and the firmware version node 410 for the old
version, and subscribe to the configuration version node 414
of the topic tree 210 related to the new installed version of
the firmware. Thus, the vehicle 102 may be able to receive
turther trigger notification messages 208 corresponding to
the updated configuration of the vehicle 102. After operation
516, control passes to operation 504.

[0075] Thus, a service delivery network 202 may utilize a
topic tree 210 to selectively provide updates to vehicles 102
according to installed software version, such as firmware
version of a module of the vehicle 102, or a software version
of an application installed on the computing platform 104,
without aflecting the vehicle 102 installations of software
versions on vehicles 102 of different versions. Moreover,
these updates may be provided incrementally and automati-
cally over-the-air to the vehicles 102, without incurring
manufacturer or dealer technician costs. As the updates may
be made available from the web server 218, the vehicles 102
may be able to download the updates using resume func-
tionality available from web server 218 downloads. More-
over, as the interrogator log 212 generation and upload 1s
performed responsive to a service notification that updates
are available, periodic polling by the vehicle 102 for updates
1s avoided, thereby avoiding the resource use of periodically
generating and uploading interrogator logs 212.
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[0076] Computing devices described herein, such as the
computing platform 104, mobile devices 152, service deliv-
ery network 202, and message broker 204, generally include
computer-executable 1nstructions, where the instructions
may be executable by one or more computing devices such
as those listed above. Computer-executable instructions may
be compiled or interpreted from computer programs created
using a variety of programming languages and/or technolo-
gies, including, without limitation, and either alone or in
combination, Java™, C, C++, C#, Visual Basic, Java Script,
Perl, etc. In general, a processor (e.g., a miCroprocessor)
receives 1nstructions, e€.g., from a memory, a computer-
readable medium, etc., and executes these instructions,
thereby performing one or more processes, including one or
more of the processes described herein. Such instructions
and other data may be stored and transmitted using a variety
of computer-readable media.
[0077] With regard to the processes, systems, methods,
heuristics, etc., described herein, it should be understood
that, although the steps of such processes, etc., have been
described as occurring according to a certain ordered
sequence, such processes could be practiced with the
described steps performed 1n an order other than the order
described herein. It further should be understood that certain
steps could be performed simultaneously, that other steps
could be added, or that certain steps described herein could
be omitted. In other words, the descriptions of processes
herein are provided for the purpose of illustrating certain
embodiments, and should 1n no way be construed so as to
limit the claims.
[0078] While exemplary embodiments are described
above, 1t 1s not intended that these embodiments describe all
possible forms of the invention. Rather, the words used in
the specification are words of description rather than limi-
tation, and 1t 1s understood that various changes may be
made without departing from the spirit and scope of the
invention. Additionally, the features of various implement-
ing embodiments may be combined to form further embodi-
ments of the invention.
What 1s claimed 1is:
1. A system, comprising;
a vehicle, subscribed to a topic maintained by a message
broker and associated with the vehicle, including at
least one controller programmed to
send, to a service delivery network server, an interro-
gator log enumerating configuration information of
the vehicle generated responsive to a trigger message
published to the topic by the server, and

retrieve a manifest indicating network locations of
updates determined using the interrogator log.

2. The system of claam 1, wherein the at least one
controller 1s further programmed to include, in the interro-
gator log, at least one of (1) current state information of at
least one software component installed on the vehicle and
(11) diagnostic codes of at least one software component
installed on the vehicle.

3. The system of claam 1, wherein the at least one
controller 1s further programmed to generate the interrogator
log based on a data identifier list defining the configuration
information to include 1n the interrogator log and on which

of a plurality of vehicle electronic control units (ECUs) the
information 1s located.

4. The system of claim 1, wherein the topic 1s associated
with a vehicle i1dentification number (VIN) of the vehicle.
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5. The system of claim 1, wherein the at least one
controller 1s further programmed to:

download the updates from the network locations;

install the updates to the vehicle;

generate a second interrogator log responsive to comple-

tion of the install of the updates; and

send the second interrogator log to the server.

6. The system of claim S5, wherein the at least one
controller 1s further programmed to download the updates
from the network locations over one or more secure hyper-
text transport protocol (HTTPS) connections.

7. The system of claim 1, wherein the at least one
controller 1s further programmed to:

send the interrogator log to the service delivery network

server over a secure hyper-text transport protocol
(HT'TPS) connection; and

retrieve the manifest from the service delivery network

server over the HI'TPS connection.

8. A method comprising:

receiving, by a vehicle processor, a message published by
a service delivery network to a topic maintained by a
message broker and associated with a vehicle indicat-

ing vehicle update availability;

generating an interrogator log enumerating vehicle con-
figuration information responsive to receiving the mes-
sage;

sending the interrogator log to the service delivery net-

work; and

retrieving, from the service delivery network, a manifest

indicating network locations of updates determined
using the interrogator log.

9. The method of claim 8, further comprising including, in
the interrogator log, at least one of (1) current state infor-
mation of at least one software component 1nstalled on the
vehicle and (1) diagnostic codes of at least one software
component installed on the vehicle.

10. The method of claim 8, further comprising generating
the interrogator log based on a data identifier list defining the
configuration information to include 1n the interrogator log
and on which of a plurality of vehicle electronic control units
(ECUs) the information 1s located.

11. The method of claim 8, wherein the topic 1s associated
with a vehicle 1dentification number (VIN) of the vehicle.
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12. The method of claim 8, further comprising:
downloading the updates from the network locations;
installing the updates to the vehicle;

generating a second interrogator log responsive to

completion of the install of the updates; and

sending the second 1nterrogator log to the service delivery

network.

13. The method of claim 12, wherein the network loca-
tions 1nclude at least one unmiversal resource locator (URL)
served by a web server of the service delivery network.

14. A non-transitory computer-readable medium 1nclud-
ing instructions that when executed by a computing system
of a vehicle cause the vehicle to:

retrieve a manifest of service delivery network locations

for updates served by a web server, the updates selected
based on a log having vehicle configuration informa-
tion compiled by the vehicle computing system in
response to receiving a message published to a vehicle-
subscribed topic maintained by a message broker 1ndi-
cating vehicle update availability.

15. The medium of claim 14, wherein the log includes at
least one of (1) current state information of at least one
software component installed on the vehicle and (11) diag-
nostic codes of at least one software component installed on
the vehicle.

16. The medium of claim 14, wherein the log 1s generated
based on a data identifier list defining the configuration
information to include in the log and on which of a plurality
of vehicle electronic control units (ECUs) the information 1s
located.

17. The medium of claim 14, wherein the topic 1s asso-
ciated with a vehicle identification number (VIN) of the
vehicle.

18. The medium of claim 14, further comprising instruc-
tions that, when executed by the computing system of the
vehicle, cause the vehicle to:

download the updates from the network locations;

install the updates to the vehicle;

generate a second log after the install; and

publish the second log to the topic.

19. The medium of claim 18, wherein the network loca-
tions include at least one unmiversal resource locator (URL)
served by a web server of the service delivery network.
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