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(57) ABSTRACT

The present invention relates to a method to generate prime
numbers on board a portable device, said method compris-
ing the steps of, each time at least one prime number 1s
requested:
when available, retrieve results from previously per-
formed derivation calculation or, 1f not, select a start
point for derivation;
process derivation calculation to converge towards a
prime number;
11 a prime number 1s found, store 1t and restart derivation
calculation from a new start point;

stop the dernivation calculation after a predetermined
amount of time;

store intermediate results to be used a next time a prime
number will be requested;
output a stored prime number.
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METHOD FOR ON-BOARD PRIME NUMBER
GENERATION

FIELD OF THE INVENTION

[0001] The present invention relates to a method to gen-
erate prime number on board a portable device. More
specifically the invention addresses PKI key on board gen-
eration.

[0002] The invention also pertains to a device implement-
ing said method.

BACKGROUND OF THE INVENTION

[0003] Generally, 1n classical PKI architectures, devices
like smart cards, tokens, USB keys or any other portable
device, are advantageously able to internally generate RSA
key pairs (public/private key). Such key pairs are used for
the creation or verification of digital signatures.

[0004] Using independent portable devices 1s advanta-
geous on a security point of view as such support provides
a hardware protection. Private key used for the signature
generation remains stored 1n the device’s memory without
any exposure to hackers.

[0005] RSA On Board Key Generation (OBKG) 1s thus a
successiul functionality 1n such architectures. Many dedi-
cated APIs are proposed, for example by Javacard, to
provide this functionality for applications Implemented
inside or outside the device.

[0006] However, this functionality faces a major draw-
back: calculation duration to generate a key pair 1s time
consuming, sometimes several tens of seconds, and indeter-
minist.

[0007] RSA Key pair generation i1s primarily based on a
pair of prime numbers generation, classically referenced as
p and . Their product constitutes the modulus which 1s
associated to both key public and private. The prime number
generation 1s the more time consuming step during key pair
generation. Other steps are performed in a shortest and
deterministic time.

[0008] Prime number generation is an iterative calculation
from an 1nitial random number and converging through
successive derivations towards a prime number. Each 1itera-
tion ends 1n a primality test and the loop stops when test 1s
positive. Initial number being random, the number of 1tera-
tions to perform varies in a non predictable way.

[0009] FIG. 1 schematically shows an 1terative process as
used 1n the prior art to generate a prime number.

[0010] In a first step S1, a random number 1s generated by
a random number generator RNG. This random number
constitutes a start point p_. This start point 1s then used 1n a
derivation step S2. This derivation step S2, outputs candi-
date p_. which 1s submitted to a primary test PT 1n a step S3.

[0011] If the primality test PT 1s negative (case N), the
candidate p_.1s input to the derivation step S2 which will give
another candidate. Iteratively. the process thus converges
towards a prime number. This part of the process 1s proba-
bilistic.

[0012] It 1s necessary to derive two prime numbers to
generate a pair of keys. It 1s thus necessary to perform the
iterative derivation process twice 1n order to obtain a pair of
prime numbers. The process shown on FIG. 1 1s thus
repeated two times. Then a key generation based on the two
prime numbers 1s performed. The duration of this last
process 1s of constant duration.
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[0013] However to generate a key pair, the calculation
time can vary in large proportions. If the Iterative loop
quickly converges, the key pair can be 1n short time gener-
ated. Contrarly, 1f the generation of at least one of the two
prime numbers requires a high number of iterations, the key
pair generation can exceed admissible durations.

[0014] Thus, algorithms generally give an average run
duration deduced from a large number of generations and
depending from the device characteristics. However no
maximal time can be guaranteed and large durations could
be observed. Such duration can become too large for some
requesting applications authorizing a limited processing
time to the card.

[0015] Above this time limit, generation 1s considered as
defective. The failure proportion i1s a function of the statis-
tical distribution of the calculation time.

[0016] Alternative implementations enable to reduce the
width of the distribution. A solution called On the Fly PK

(Off-line/On-line Generation of RSA Keys with Smart Cards

by N.Feyt, M Joye, D. Naccache, and P. Pallier, published In
S.-P. Shieh, Ed., 2nd International Workshop for Asian
Public Key infrastructures, pp. 153-158, Taipe1, Taiwan,
Oct. 30-Nov. 1, 2002) proposed to store on the card a
predefined number of seeds enabling a very short and
deterministic calculation of corresponding prime numbers
requested for key generation.

[0017] This solution 1s however diflicult to 1implement
due, among others, to the constraints during the card pro-
duction. Another major drawback 1s the limited generation
number as this number directly depends on the number of
stored seeds.

[0018] Another possibility to control the generation dura-
tion 1s interruptible OBKG interruptible which consists to
interrupt calculations when a critical time 1s reached and to
store the current intermediary context. The requesting appli-
cation 1s asked through a specific return code to later pursue
the calculation. Such a solution implies constraints that are
potentially not admissible for the application.

[0019] Further alternative and advantageous solutions
would, accordingly, be desirable 1n the art.

[0020] SUMMARY OF THE INVENTION

[0021] The present invention proposes to guarantee dura-
tion of a prime number generation around a predetermined
amount of time, thus avoiding scattering of such durations.
[0022] The present invention 1s defined, 1n its broadest
sense, as a method to generate prime numbers on board a
portable device, said method comprising the steps of, each
time at least one prime number 1s requested:

[0023] when available, retrieve results from previously
performed derivation calculation or, 1f not, select a start
point for derivation;

[0024] process derivation calculation to converge
towards a prime number;

[0025] 1if a prime number 1s found, store it and restart
derivation calculation from a new start point;

[0026] stop the derivation calculation after a predeter-
mined amount of time;

[0027] store intermediate results to be used a next time
a prime number will be requested;

[0028] output a stored prime number.

[0029] The invention enables to use systematically a pre-
determined amount of time dedicated for the prime number
generation for this generation, also when a prime number 1s
found. While using this “hidden” time, the invention enables
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to generate prime numbers 1n advance and thus to store a
maximum number of prime numbers, this number being
only limited by the memory resource of the card.

[0030] The invention proposes to further store intermedi-
ary results. These intermediary results are candidates in
derivation process. Such candidates are processed 1n priority
when a next request of prime number 1s received, for
example 1n case of a key pair generation need. Indeed on a
probabilistic point of view, these candidates will require
shorter calculation time as a purely random start point.
[0031] Contrarily the invention enables, 1f none prime
number has been found in the predetermined time limit, to
use previously stored prime numbers. Depending on the
requesting application, exceed of the predetermined time
limit can be punctually accepted 1f no more prime number 1s
available.

[0032] According to an advantageous feature, the method
includes a preliminary step of storing a predefined number
of pre-calculated prime numbers, said pre-calculated prime
numbers being intended to be output in case no other
calculated prime number 1s available.

[0033] This feature consists 1n storing prime numbers
betore the card 1s distributed. It has here to be understood
that. 1nstead of exact prime numbers, seeds of prime num-
bers can also be stored, such seeds requesting very few
calculation to converge to the prime number. This feature
provides a reserve that can be used 1n case none other prime
number 1s available.

[0034] In a preferred embodiment, the predefined number
of pre-calculated prime numbers 1s determined depending on
the device calculation resource and generation duration
constraints from application requesting the generation.
[0035] This embodiment takes into account the limitation
in the device and the requirements from the applications
necessitating the prime numbers. Production constraints in
the device can limit the capacity for “on the fly” generation.
Meanwhile, 1t can be tolerated to have a given percentage of
key generation exceeding a critical time. It gives room for
determining the number of pre-stored prime numbers. A
compromise can be found taking into account such con-
straints and requirements.

[0036] According to an advantageous feature, the method
1s further implemented during non critical phases of func-
tioning of the device even 1n absence of any request for any
prime number.

[0037] This feature enables to use any hidden time of the
functioning of the card to do derivation calculation. Candi-
dates are thus produces while not harming the card normal
performance.

[0038] According to an advantageous application, the
prime numbers are intended to be used for the generation of
cryptographic material.

[0039] This application of the invention enables to render
the generation of cryptographic material of constant dura-
tion, also in devices having limited resources.

[0040] In an advantageous embodiment, cryptographic
material being an RSA key pair and the generation of two
prime numbers being requested, the predetermined amount
of time 1s determined based on a double prime number
generation.

[0041] Such an embodiment applies the invention to RSA
key pair generation which 1s advantageously used 1n largely
spread devices having limited resources 1n terms of memory
Or processing.
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[0042] The present invention also relates to a device
intended to produce cryptographic material based on prime
numbers, said device implementing a method of the inven-
tion and comprising, for this purpose, derivation calculation
module to perform derivation calculation to converge
towards at least one prime number, a timer, a memory to
store prime numbers, a monitoring module to monitor the
derivation calculation and to stop such calculation after a
predetermined amount of time.

[0043] While implementing the invention, such a device 1s
able to be operative 1n field during a large period as 1t 1s able
to maintain its internal provision of prime numbers.

[0044] Practically speaking, the device advantageously
belongs to the group constituted by smart cards, HSM used
in production lines, tokens, USB keys, embedded secure
clements.

[0045] Such devices are the kind of device presenting
limited resource 1n term of memory and calculation. They
are typically the kind of devices to which the invention 1s

dedicated.

[0046] 'To the accomplishment of the foregoing and related
ends, one or more embodiments comprise the features
hereinatfter fully described and particularly pointed out in the
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0047] The following description and the annexed draw-
ings set forth 1n details certain illustrative aspects and are
indicative of but a few of the various ways 1n which the
principles of the embodiments may be employed. Other
advantages and novel features will become apparent from
the following detailed description when considered in con-
junction with the drawings and the disclosed embodiments
are intended to include all such aspects and their equivalents.

[0048] FIG. 1 schematically shows the iterative process to
obtain a prime number according to the prior art;

[0049] FIG. 2 schematically shows a tflowchart of prime
number generation according to the invention;

[0050] FIG. 3 shows a comparison of the distributions of
key generation durations obtained with and without the
invention;

[0051] FIG. 4 schematically shows a device according to
the 1nvention.

DETAILED DESCRIPTION OF EMBODIMENTS
OP THE INVENTION

[0052] For a more complete understanding of the mnven-
tion, the invention will now be described 1n details with
reference to the accompanying drawing. The detailed
description will illustrate and describe what 1s considered as
a preferred embodiment of the invention as claimed here-
inafter. It should of course be understood that various
modifications and changes 1n form or details could readily
be made without departing from the spirit of the invention.

[0053] For clarity, only those elements and steps which are
useful to the understanding of the present invention have
been shown 1n the drawings and will be described.

[0054] FIG. 2 shows a prime number generation process
according to the invention. As soon as a request for at least
one prime number 1s recerved, a timer T 1s triggered 1n a step
S00 1n order to track the duration of the prime number
generation.
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[0055] Then 1n a step S10, 1t 1s verified 1f a candidate p_
1s available in memory from previous calculation. Typically
at the first use of the device implementing the method, none
1s available. It 1s here noted that candidate p_ 1s Intermediary
result from derivation.

[0056] In the case where no intermediary result 1s avail-
able 1n memory (case N), 1n a step S11, a random number p_
1s generated by a random number generator RNG. This
random number p. 1s a start point for derivation calculation
in a step S2.

[0057] In the case intermediary result 1s available 1n
memory (case Y), the candidate p_ 1s output from memory
towards derivation calculation 1n step S2. While derivation
calculations are processed, according to the invention, the
duration 1s tracked. If the timer T reaches a predetermined
amount of time T, as schematically shown by step S21 on
FIG. 2 (case Y), the intermediate result, here at least a
candidate p_, 1s stored 1n a step S22 1n memory to be later
retrieved for pursuing iterative derivation process. Interme-
diate results are candidates under derivation and elements
linked to the derivation algorithm used. Typically 1n case of
generation of FIPs keys, candidates are two small prime
numbers but any other intermediate data (unit . . . ) depend-
ing on the algorithm are here stored.

[0058] As long as the timer has not reached the predeter-
mined amount of time T 5, the candidate p_. 1s submitted to
a primality test PrT 1n a step S3. If the candidate 1s a prime
number p (case Y), it 1s stored 1n memory 1n a step S31.
Meanwhile the timer T 1s still monitored as schematically
shown by step S32. If the time limit T, . not yet reached
(case N), the method 1s looped and a new random number p.
1s then generated 1n a new step S11. As soon as the time limait
T 5 has been reached 1n step S21 or step S32, 1n a step S4,
a prime number 1s extracted from memory to be used by the
requesting application.

[0059] The illustrative figure refers to a case where one
prime number 1s requested. The invention also applies of
course to cases whatever 1s the number of primes to gener-
ate. It thus clearly applies to cases where precisely two
prime numbers have to be generated for RSA key genera-
tion.

[0060] FIG. 3 illustrates the effect of the invention. In
dashed line 1s shown the repartition of the number NB of
obtained prime numbers 1n relation with the necessitated
time duration T. Such a repartition 1s spread around an
average time T,,of generation. In general, a critical time T,
1s the maximal admissible duration for a random number
generation. It can be seen on FIG. 3 that some prime number
generations are longer than this critical time T ..

[0061] While choosing a predetermined amount of time
T, between the average time and the critical time, the
prime number generation 1s regularly maintained.

[0062] With the invention the time generation for a prime
number 1s centered on the predetermined time limit T, as
shown 1n plain line.

[0063] It 1s seen here that the invention enables to narrow
the statistical distribution of the calculation duration around
the predetermined amount of time T, chosen to interrupt
the prime number generation. If the predetermined amount
of time 1s too close or below the average time T, ,, the reserve
of previously stored prime number will be too quickly
consumed and there will be an important risk for the prime
number generation duration to exceed the critical time T .
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[0064d] When T, 1s chosen above the average time T, , but
below the critical time T ,, the quantity of prime number can
be maintained and the duration of the prime number gen-
eration will be systematically below the critical time T ,.

[0065] Inrelation with awaited behaviors in specific cases/
applications, strategic choice concerning the prime numbers
and candidates provision can be elaborated.

[0066] FIG. 4 schematically shows a device D according
to the invention. It comprises a calculation module DERIV
to perform derivation calculators, a memory MEM to store
candidates p_ and generated prime numbers p. The prime
number generation 1s monitored by a monitoring module
MON which operates while using a timer T enabling to track
the duration of the prime number generation according to the
invention. It stops the derivation calculation as soon as the
predetermined amount of time 1s reached, triggers the stor-
age of intermediary results and extracts at least a prime
number from memory to perform operations necessitated by
the prime numbers requesting application.

[0067] The invention 1s advantageous as few production
constraints are generated. Only a pre-provisioning of some
prime numbers 1s necessitated. The invention 1s indeed
technically easy to implement. Furthermore the invention 1s
interoperable and compatible with existing APIs. If the
pre-provisioning 1s suflicient and 1f the time parameters are
well chosen, the generation on board of the device has no
limitation in time.

[0068] Based on a better process time management on
board, the mnvention does not require important cooperation
from external parties contrarily to the prior art’s solutions.

[0069] In the above detailed description, reference 1s made
to the accompanying drawings that show, by way of illus-
tration, specific embodiments 1n which the invention may be
practiced. These embodiments are described 1n suflicient
detail to enable those skilled in the art to practice the
invention. It 1s to be understood that the location or arrange-
ment of imndividual elements within each disclosed embodi-
ment may be modified without departing from the spirit and
scope of the mvention. The above detailed description 1s,
therefore, not to be taken 1n a limiting sense, and the scope
of the present invention i1s defined only by the appended
claims, appropriately interpreted, along with the full range
of equivalents to which the claims are entitled.

1. Method to generate prime number on board a portable
device, said method comprising the steps of, each time at
least one prime number 1s requested:

when available, retrieve results from previously per-
formed derivation calculation or, if not, select a start
point for derivation;

process derivation calculation to converge towards a
prime number;

11 a prime number 1s found, store 1t and restart derivation
calculation from a new start point;

stop the derivation calculation after a predetermined
amount of time;

store intermediate results to be used a next time a prime
number will be requested;

output a stored prime number.

2. Method according to claim 1, including a preliminary
step of storing a predefined number of pre-calculated prime
numbers, said pre-calculated prime numbers being available
to be output in case no other calculated prime number 1s
available.
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3. Method according to claim 2, wherein the predefined
number of pre-calculated prime numbers 1s determined
depending on calculation resources of the portable device
and generation duration constraints from an application
requesting the generation.

4. Method according to claim 1, said method being further
implemented during non critical phases of functioning of the
device even 1n absence of any request for a prime number.

5. Method according to claim 1, further including using
the prime numbers for the generation of cryptographic
material.

6. Method according to claim 5, wherein, cryptographic
material being an RSA key pair and the generation of two
prime numbers being requested, the predetermined amount
of time 1s determined based on a double prime number
generation.

7. Device configured to produce cryptographic material
based on at least one prime number, said device implement-
ing a method of claam 1 and comprising, a derivation
calculation module to perform derivation calculation to
converge towards a prime number, a timer, a memory to
store prime numbers, a monitoring module to monitor the
derivation calculation and to stop such calculation after a
predetermined amount of time.

8. Device according to claim 7, said device belonging to
the group constituted by smart cards, HSM, tokens, USB
keys, and embedded secure elements.

e o e e o
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