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METHOD AND APPARATUS FOR 
PROVIDING SECURE WIRELESS 

COMMUNICATION 

RELATED APPLICATIONS 

This application is related to, and claims the bene?t of the 
earlier ?ling date under 35 U.S.C. § 119(e) of, US. Provi 
sional Patent Application (Ser. No. 60/627,785) ?led Nov. 12, 
2004, entitled “TWo-Way Messaging With Encryption”; the 
entirety of Which is incorporated herein by reference. 

FIELD OF THE INVENTION 

The present invention relates to communications, and more 
particularly, to secure Wireless communication. 

BACKGROUND OF THE INVENTION 

Wireless networks, such as paging systems, permit users to 
communicate With great convenience on a store-and-forWard 
manner or real-time basis. Because of the broadcast nature of 
these netWorks, security is a paramount concern. Tradition 
ally, commercial paging systems lack adequate security or 
require signi?cant change in the hardWare and software infra 
structure to effect an acceptable level of security. Inadequacy 
of security measures has limited the types of service offerings 
and their appeal to customers Who place a high premium on 
privacy and con?dentiality. These customers largely include 
business entities that process highly con?dential data, for 
example, ?nancial and medical information. A further con 
sideration in deploying effective security mechanisms in a 
Wireless netWork is the impact on the user device, in terms of 
user interface. That is, the ease or user friendliness of existing 
Wireless devices must be maintained or enhanced. 

Another application for a Wireless system is telemetry ser 
vices, notably ?eet and asset management. The management 
of vehicles Within a ?eet as Well as assets involves obtaining 
information, generally in real-time, about the location and 
movement of these objects. The ?eet manager utiliZes this 
information to maximize use of ?eet resources. Customers 
may vieW such information as con?dential, and thus, may 
require that such communication is securely exchanged. 

Therefore, there is a need for a security mechanism that can 
be readily deployed in a Wireless netWork, Without altering 
the existing infrastructure or introducing complexity in the 
end user devices. 

SUMMARY OF THE INVENTION 

These and other needs are addressed by the present inven 
tion, in Which an approach for secure messaging over a Wire 
less netWork is provided. 

According to one aspect of the present invention, a method 
for communicating in a Wireless netWork is disclosed. The 
method includes generating a command to enable a secure 
mode of operation for a Wireless device, Wherein the Wireless 
device is con?gured to operate in a secure mode and an 
unsecure mode in support of tWo-Way messaging. The 
method also includes transmitting the command to the Wire 
less device to activate the secure mode of operation. The 
secure mode of operation provides transmission of an 
encrypted message by the Wireless device over the Wireless 
netWork. 

According to another aspect of the present invention, a 
netWork apparatus for supporting secure communication over 
a Wireless netWork is disclosed. The apparatus includes a 
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2 
processor con?gured to generate a command to enable a 
secure mode of operation for a Wireless device, Wherein the 
Wireless device is con?gured to operate in a secure mode and 
an unsecure mode in support of tWo-Way messaging. Addi 
tionally, the apparatus includes a communication interface 
con?gured to transmit the command to the Wireless device to 
activate the secure mode of operation, Wherein the secure 
mode of operation provides transmission of an encrypted 
message by the Wireless device over the Wireless netWork. 

According to another aspect of the present invention, a 
method for communicating in a Wireless netWork is disclosed. 
The method includes sWitching from an unsecure mode of 
operation to a secure mode of operation. The method also 
includes establishing a shared secret key With a cryptographic 
server over the Wireless netWork in support of tWo-Way mes 
saging. Further, the method includes generating an encrypted 
message using the shared secret key. 

According to yet another aspect of the present invention, a 
device for communicating in a Wireless netWork is disclosed. 
The device includes means for sWitching from an unsecure 
mode of operation to a secure mode of operation. The device 
also includes means for establishing a shared secret key With 
a cryptographic server over the Wireless netWork in support of 
tWo-Way messaging. Further, the device includes means for 
generating an encrypted message using the shared secret key. 

Still other aspects, features, and advantages of the present 
invention are readily apparent from the folloWing detailed 
description, simply by illustrating a number of particular 
embodiments and implementations, including the best mode 
contemplated for carrying out the present invention. The 
present invention is also capable of other and different 
embodiments, and its several details can be modi?ed in vari 
ous obvious respects, all Without departing from the spirit and 
scope of the present invention. Accordingly, the draWing and 
description are to be regarded as illustrative in nature, and not 
as restrictive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by Way of example, and 
not by Way of limitation, in the ?gures of the accompanying 
draWings and in Which like reference numerals refer to similar 
elements and in Which: 

FIG. 1 is a diagram of a Wireless netWork capable of pro 
viding unsecure and secure modes of operation, according to 
an embodiment of the present invention; 

FIG. 2 is a diagram of a NetWork Operations Center (NOC) 
in the system of FIG. 1, according to an embodiment of the 
present invention; 

FIG. 3 is a diagram of a Wireless device con?gured to 
provide secure communication in the system of FIG. 1, 
according to an embodiment of the present invention; 

FIG. 4 is a ?oWchart of a forWard channel encryption 
process, according to an embodiment of the present inven 
tion; 

FIG. 5 is a ?oWchart of a reverse channel encryption pro 
cess, according to an embodiment of the present invention; 

FIG. 6 is a ?oWchart of a process for key establishment, 
according to an embodiment of the present invention; 

FIG. 7 is a ?oWchart of a process for generating keys based 
on signal strength, according to an embodiment of the present 
invention; 

FIG. 8 is a state diagram for secure and unsecure device 
operation, according to an embodiment of the present inven 
tion; 

FIG. 9 is a diagram of a process for changing of keys, 
according to an embodiment of the present invention; 
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FIGS. 10A and 10B are ?oWcharts of processes for auto 
matically changing device keys, according to an embodiment 
of the present invention; 

FIG. 11A-11D are diagrams of a user interface of the 
devices used in the system of FIG. 1, according to an embodi 
ment of the present invention; and 

FIG. 12 is a diagram of a computer system that can be used 
to implement an embodiment of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

An apparatus, method, and softWare for secure communi 
cation over a Wireless netWork are described. In the following 
description, for the purposes of explanation, numerous spe 
ci?c details are set forth in order to provide a thorough under 
standing of the present invention. It is apparent, hoWever, to 
one skilled in the art that the present invention may be prac 
ticed Without these speci?c details or With an equivalent 
arrangement. In other instances, Well-knoWn structures and 
devices are shoWn in block diagram form in order to avoid 
unnecessarily obscuring the present invention. 

FIG. 1 is a diagram of a Wireless netWork capable of pro 
viding unsecure and secure modes of operation, according to 
an embodiment of the present invention. The system 100 
provides, in an exemplary embodiment, tWo-Way paging ser 
vices as Well as ?eet and asset tracking. The system 100 
utiliZes a combination of autonomous GPS and Assisted GPS 
(A-GPS); in particular, mobile-centric A-GPS. The system 
100 includes a NetWork Operation Center (NOC) 101 that 
provides both secure and unsecure over-the-air communica 
tions for telemetry devices 103 and two-messaging devices 
104. For tracking telemetry devices 103, Which can be resi 
dent Within vehicles 105. Moreover, it is contemplated that 
the telemetry device 103 can be af?xed to an asset (or any 
other object). 
A Wireless netWork 107 supports tWo-Way communication 

among the telemetry devices 103 and the NOC 101. In an 
exemplary embodiment, the Wireless netWork 107 is a tWo 
Way paging system employing the ReFLEXTM protocol by 
Motorola for tWo-Way advanced messaging. The Wireless 
netWork 107 provides over-the-air encrypted messages for 
secure communication through establishment of a highly 
secure area (SA) in the NOC 101. According to one embodi 
ment of the present invention, the system 100 supports 
advanced cryptographic techniques for the transfer and 
administration of complex and highly secure encryption keys. 
By Way of example, the Advanced Encryption Standard 
(AES) in Counter (CTR) mode is used for over-the-air 
encryption. AES is detailed in NIST, FIPS PUB 197, entitled 
“Advanced Encryption Standard (AES),” November 2001; 
Which is incorporated herein by reference in its entirety. CTR 
mode of AES is Well suited for ReFLEXTM netWork as it does 
not propagate errors and utiliZes minimal overhead. Addition 
ally, only one function (encrypt) is adequate to handle both 
encryption and decryption. The protocol for the secured mes 
saging can be found in the Paging Technical Committee 
(PTC) Engineering Standards and Publications document 
RFC 30 Which describes the method identi?er “0x61” de?n 
ing hoW AES should be implemented in a ReFLEXTM net 
Work. This highly secure system 100 can operate Within the 
constraints, for example, of a micro-poWered handheld tWo 
Way messaging device, such as devices 104, Without dimin 
ishing the ease of sending or reading messages. 

Messages are created on the 2-Way messaging device 104 
and readily encrypted for transmission over the netWork 107. 
Once enabled for a particular customer, all messages deliv 
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4 
ered to/from the corresponding 2-Way messaging devices 104 
Will be encrypted. The 2-Way messaging device 104 places 
the clear-text of the message into the outbox. When the device 
104 is ready to transmit the message, it Will be encrypted and 
sent over the normal Wireless netWork 107 using the 
ReFLEXTM protocols. When received by the NOC 101, the 
system 100 checks to determined Whether the received mes 
sage is a secured message. If the message is secured, the 
message is sent to a cryptographic server (i.e., crypto server) 
Within the NOC 101 for decoding along With the address of 
the sending unit. The operation of the crypto server is more 
fully described beloW in FIG. 2. When the 2-Way messaging 
device 104 receives the secured message, the device decrypts 
the message, places the clear text of the message into the 
inbox, and alerts the oWner that a message has arrived. 

Advantageously, the operation, coordination, and admin 
istration of the encryption process is transparent to the end 
user, and therefore, maintains the existing ease of use of the 
Wireless netWork 107 as a paging system. 

For secure messages exchanged With the telemetry devices 
103, the NOC 101 can accordingly encrypt and decrypt such 
messages. The telemetry devices 103 have tWo modes of 
operation: autonomous GPS mode, and A-GPS mode. When 
operating in A-GPS mode, the system 100 can provide for 
better in building or obstructed vieW geolocation With in a 
paging system Zone. When out of netWork coverage, the 
autonomous GPS may be used to obtain geolocation data that 
may be stored on the device for later transmission. 
The NOC 101 provides the necessary ?eet and asset man 

agement functions, such as user account creation and man 
agement, access control, and deployment of business rules. 
The NOC 101 also supports remote management capabilities 
by hosts 109 over a data netWork 111, such as the global 
Internet. 

To better understand the hybrid A-GPS environment of the 
system 100, it is instructive to describe the operation of the 
general operation of a mobile-centric A-GPS system. The 
telemetry device 103 has GPS hardWare and intelligence, 
Whereby the netWork 107 in conjunction With the NOC 101 
employs mechanisms for providing GPS aiding data (or assis 
tance data). The netWork 107 includes base transmitters and 
some base receivers containing GPS hardWare from Which 
the ephemeris and approximate location can be obtained, 
constituting a GPS reference netWork 113. The GPS refer 
ence netWork 113 utiliZes multiple GPS satellites 115. 
The assistance data that is transmitted to the devices 103, in 

an exemplary embodiment, can include ephemeris data dif 
ferential GPS correct data, timing data and/or other aiding 
data. Using the aiding (or assistance) data, the telemetry 
devices 103 performs geolocation calculations, yielding a 
number of advantages. For example, the telemetry devices 
103 can generate real-time speed and route adherence alerts. 
Additionally, transmission of geolocation data need not be 
frequent. Transmission of geolocation data is more compact 
because it is true location rather than pseudo range data. Also, 
the telemetry devices 103 can more intelligently request 
assistance data because the devices 103 themselves can deter 
mine When the ephemeris data is no longer valid. 
The hybridA-GPS system 100 thus permits fast and precise 

geolocation When in netWork coverage of the netWork 107, 
While providing immunity from obstructed vieW of the sky. 
Also, When the sWitch is made to autonomous GPS mode 
(When outside of the coverage area of the netWork 101), the 
devices 103 can still obtain geolocation data. This data can be 
stored Within the device 103 and transmitted to the NOC 101 
When the associated vehicle 105 returns to the netWork cov 
erage area. 
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As noted earlier, the telemetry devices 103 may be attached 
to a host entity such as a vehicle or other valuable asset. The 

device may be used to track, monitor, and control aspects of 
the host entity. These devices 103 are con?gurable With 
respect to the existence and number of digital inputs/outputs 
(I/O), analog inputs/ outputs (I/O), and device port interfaces 
for connection With peripheral devices. By Way of examples, 
the digital inputs can be used to monitor various components 
of the vehicles 105: ignition status, door lock status, generic 
sWitch status, headlight status, and seat occupancy status. The 
digital outputs can be used to control, for example, the starter, 
and door locks, and to monitor such parameters as engine 
temperature, cargo temperature, oil pressure, fuel level, ambi 
ent temperature, and battery voltage. The exact con?guration 
of the telemetry devices 103 can be based on cost consider 
ation and/ or applications. 

The telemetry devices 103, in an exemplary embodiment, 
employ a Wireless protocol to receive commands and transmit 
data and alerts (e.g., high speed alert) over the radio netWork 
107. The telemetry devices 103 can queue alerts, message 
responses, and scheduled data, Whereby if the devices 103 are 
unable to send the messages, the messages are queued and 
sent When the device 103 returns to Wireless netWork cover 
age. PrioritiZed queues are used and include, for example, 
queues for high, normal, and loW priority messages. In the 
exemplary implementation, critical device status changes are 
given highest priority, While other alerts and responses are 
given normal priority. Scheduled data messages are given the 
loWest priority. The queues are con?gured, as ?rst in yields 
?rst out, Wherein neW messages are dropped When its corre 
sponding queue is full. This arrangement advantageously 
alloWs for the status of the device 103 at the time of transmis 
sion failure to be knoWn even When the data stored in the data 
log at time of the transmission has been overWritten. 

The telemetry devices 103 can also respond to status (e.g., 
of position, speed, digital I/ O port status, analog input chan 
nel status, peripheral status or other device status) queries 
transmitted by the NOC 101. The status query may request 
either current status or status Within a time and date range. 
The device 103 responds to the query With either the current 
status or all status Within the date and time range that is 
currently stored in the device’s data log. 
As regards data logging, the devices 103 support use of one 

or more schedules for the data acquisition. The data logging 
involves storing of the data locally on the device 103. This 
data, Which can include position, speed, digital I/O port sta 
tus, analog input channel status, peripheral status or other 
device status is not automatically transmitted over the air. 
Instead, the data is stored for a ?nite period of time and made 
available for use by scheduled data acquisitions, data acqui 
sitions on demand, and data acquisitions associated With 
alerts. The data log is circular in that When the last available 
memory for the data logger has been Written, the data logger 
begins recording neW data at the ?rst location of memory 
available for the data logger. 

With scheduled acquisitions of the data collected by the 
data logger, the data Within the data log is transmitted by the 
device 103 according to a con?gurable schedule at the con 
?gured transmission rate. Multiple schedules may be con?g 
ured on the device 103. Schedules are con?gured to obtain 
data at a regular interval based upon calendar time and date. 
Schedules may be con?gured such that they are enabled and 
disabled based upon status of a digital input. For example, an 
ignition status input may be used to turn a schedule on When 
the engine is On and turn the schedule off When the engine is 
Off. A Response (or Data) Message WindoW value can be 
con?gured on the device 103, such that the device 103 delays 
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6 
sending scheduled data using an Offset Within the Data Mes 
sage WindoW. That is, the scheduled transmit time is adjusted 
by the Offset, the device 103 delays queuing the scheduled 
data until the time is equal to the transmit time plus the Offset. 
Use of the Data Message WindoW helps prevent overWhelm 
ing the Wireless netWork 107 When many devices are sched 
uled to transmit data at the same time. For example, it is likely 
that many schedules Will be based upon transmitting on the 
hour, half past the hour, or at ?fteen minute intervals. Using 
the Offset ensures that the scheduled data transmissions from 
all of the devices With similar schedules are not sent at pre 
cisely the same time. Given the precision of the telemetry 
device’s clock (as it is based upon GPS time), this random 
iZation of regularly scheduled device transmissions is particu 
larly useful. 
The telemetry devices 103 can be con?gured to monitor a 

variety of information relating to the vehicle or asset through 
the digital I/ O and analog I/O. For instance, alerts can be used 
to indicate status change of the digital inputs. Each Digital 
Input Status Change Alert can be enabled and disabled 
through con?guration. The alert may be con?gured to trans 
mit other device status recorded at the time of the alert such as 
position, speed, status of other digital I/ O ports, analog input 
status, peripheral status, or other device status. As regards the 
digital output, the status of each available digital output can 
be changed or read. 

Similarly, the statuses of analog inputs of the devices 103 
are monitored for change. In an exemplary embodiment, mul 
tiple threshold levels (e. g., high and loW) can be set, Whereby 
alerts are generated (e.g., LoW Range Entry alert, LoW Range 
Exit, High Range Entry, and High Range Exit). That is, if the 
value of the Analog Input falls beloW the LoW Threshold, a 
LoW Range Entry Alert is generated. If the value of the Ana 
log Input rises above the LoW Threshold plus a Hysteresis is 
value, a LoW Range ExitAlert is generated. In similar fashion, 
if the value of the Analog Input rises above the High Thresh 
old, a High Range Entry Alert is output from the device 103. 
Also, if the value of the Analog Input falls beloW the High 
Threshold minus a Hysteresis value, a High Range Exit Alert 
is generated. The alert may be con?gured to transmit other 
device status recorded at the time of the alert such as position, 
speed, status of other digital I/O ports, analog input status, 
peripheral status, or other device status. 
By Way of example, the devices 103 can be used to monitor 

excessive speed via a High Speed Alert Control, Whereby a 
High Speed Threshold can be set by a ?eet manager. In 
addition, a duration parameter (i.e., High Speed Duration) 
can be utiliZed to specify the time at Which the High Speed 
Threshold must be exceeded before an alert is generated. 
Further, a con?gurable High Speed Hysteresis parameter is 
set as the delta change beloW the High Speed Threshold used 
to determine When the High Speed Threshold has no longer 
been exceeded. The alert may be con?gured to transmit other 
device status recorded at the time of the alert such as position, 
speed, status of other digital I/O ports, analog input status, 
peripheral status, or other device status. 
The system 100 also permits users via the hosts 109 to 

specify and con?gure areas of interest Within the coverage 
area of the netWork 101 such that alerts can be generated 
When a device 103 enters or exits the con?gured areas. The 
alert may be con?gured to transmit other device status 
recorded at the time of the alert such as position, speed, status 
of other digital I/O ports, analog input status, peripheral sta 
tus, or other device status. 

It is recognized that a tremendous amount of data and 
associated alerts can result. Therefore, ?ltering such data is 
useful, particularly if the data is inaccurate. Notably, GPS 
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positional data can be erroneous due to environmental con 
ditions, Which can cause errors or distortions of the GPS 
signal received by the devices 103. For example, small posi 
tion changes can sometimes be detected on non-moving 
vehicles, as Well as excessive speeds and erroneous positions. 
Consequently, such errant information is ?ltered, in an exem 
plary embodiment, at a gateway Within the NOC 101. The 
data collected and transmitted by the telemetry devices 103 
are processed by the NOC 101, the components of Which are 
described in FIG. 2. 

FIG. 2 is a diagram of a Network Operations Center (NOC) 
in the system of FIG. 1, according to an embodiment of the 
present invention. According to an embodiment of the present 
invention, each device 103, 104 on the Wireless netWork 107 
has a pro?le that contains various bits of information about 
the unit and is maintained by the NOC 101. The devices 103, 
104 that are capable of decryption and have been enabled for 
a secure communication service are speci?ed accordingly in 
their respective pro?les. Such devices 103, 104 can receive all 
of their messages encrypted. The pro?le optionally can indi 
cate that particular encryption algorithm is being used if 
multiple cryptographic servers (i.e., “crypto server”) are uti 
liZed. For example, a customer may request to have its oWn 
crypto server hosted at the NOC 101, Whereby all of the 
customer’s messages are processed by the particular crypto 
server for encryption and decryption. 
The NOC 101 utiliZes, in this exemplary embodiment, a 

client-server architecture to support the Wireless devices 103, 
104. Speci?cally, the NOC 101 houses a messaging server 
201 for sending and receiving messages to the devices 103, 
104 over the air, for storing the messages, and routing these 
messages to their destination. The NOC 101 provides con 
nectivity via a local area netWork (LAN) (not shoWn) for the 
messaging server 103 With an A-GPS server 203, a routing 
server 205, and a gateWay 207. The gateWay 207 communi 
cates With a security server (i.e., cryptographic server) 209 to 
support encryption and decryption of the messages. 
A presentation server 211 resides Within the NOC 101 to 

interface With the data netWork 111 (e.g., the global Internet), 
such that the host 109 can access the services of the ?eet and 
asset management system. The host 109 under this scenario is 
loaded With a desktop client 213. Although a single server is 
shoWn for the presentation server 211, in the alternative, the 
server 211 can functionally be implemented as three separate 
servers: a database server, a middleWare server, and a Web 
server. The database server is responsible for data storing, 
data updating, and data retrieval as Well as providing a set of 
interfaces to achieve these functions. The Web server is 
responsible for serving maps, presenting user interfaces to 
manage and control user administration, device con?gura 
tion, and etc. The middleWare server can be deployed betWeen 
the database server and the Web server, and has the folloWing 
responsibilities: converting the Web server’s data retrieval 
requests to database server Application Programming Inter 
faces (APIs) and then sending to database server, receiving 
the responses from the database server and then sending back 
to Web server, receiving data from gateWay 207 and then 
sending requests to the database to store/update data records. 
Because of the modularity in this design, these three compo 
nents can reside on the same machine, as shoWn in FIG. 2, or 
reside in multiple platforms. 

Messages from the Wireless devices 103 and 104 are for 
Warded by the messaging server 201 to either the A-GPS 
server 203 or the routing server 205 depending on the type of 
device. For example, in the case of the telemetry devices 103, 
if the message is an assist request, the message is sent to the 
A-GPS server 203. In response to the GPS assist request, the 
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8 
A-GPS server 203 determines GPS assistance data for trans 
mission to the requesting telemetry device 103. 
The A-GPS server 203 obtains ephemeris data from the 

GPS reference netWork 113, and determines satellite con?gu 
ration for each of the geographic Zones comprising the Wire 
less netWork. The A-GPS server 203 also determines the 
assistance data for each geographic Zone. The NOC 101 then 
periodically broadcasts the assistance data to each geographic 
Zone. In addition, the A-GPS server 203 supplies GPS assis 
tance data to any telemetry device 103 that requests the GPS 
assistance data. When supporting this request, the NOC 101 
determines approximate location of the requesting device 103 
based upon base receivers that received the request, using a 
type of triangulation. Subsequently, a GPS Assistance mes 
sage is generated by the A-GPS server 203 to send to the 
telemetry device 203 based upon its approximate location. 
The messaging server 201 sends the GPS Assistance message 
to the particular telemetry device 103. 

Thus, the A-GPS server 203 delivers GPS assistance data 
through tWo mechanisms by periodically broadcasting GPS 
assistance data to all devices 103 in each of the geographic 
Zones covered by the Wireless netWork 107, or by responding 
to speci?c requests by the telemetry devices 103 for GPS 
assistance data. 

The routing server 205 has responsibility for routing of the 
messages from the Wireless devices 103 and 104, and man 
aging such messages from the devices 103, 104 to their server 
destinations. Each device 103 can be con?gured to have mes 
sages directed to one or more destination servers. The routing 
server 205, upon receiving message from the Wireless device 
103 and 104, determines a destination address that has been 
con?gured for the device 103 and 104 and modi?es the des 
tination address accordingly. The message is then forWarded 
to the con?gured destination. According to one embodiment 
of the present invention, by default, the messages are directed 
to the gateWay 207. 

The gateWay 207 interfaces With the presentation server 
211 to permit the desktop client 213 access to the ?eet and 
asset management or messaging services. The gateWay 207 
provides translation of Wireline messages and commands 
from the presentation server 211 to the Wireless protocol for 
communication With the telemetry devices 103. For example, 
the gateWay 207 supports an eXtensible Markup Language 
@(ML) interface, such that XML commands submitted to the 
gateWay 207 over Wireline are converted to the Wireless pro 
tocol commands and sent over the paging netWork 107 to the 
devices 103. In turn, the Wireless protocol messages received 
from the devices 103 are converted to Wireline XML mes 
sages. The gateWay 207 provides translation of Wireline mes 
sages and commands from the host 109 to the Wireless pro 
tocol for communication With the telemetry devices 103. In 
turn, the Wireless protocol messages received from the 
devices 103 are converted to Wireline XML messages and 
sent to host 109. 

The presentation server 211 provides the folloWing func 
tions: messaging, ?eet and asset tracking, and general pur 
pose I/O monitoring and control. The server 211 also main 
tains a database (not shoWn) for user accounts and other 
related data (e. g., con?guration data, user management infor 
mation, device management, and data acquired from the 
devices 103). The presentation server 211, as mentioned, also 
generates the maps corresponding to Where the devices 103 
are tracked and the mapping preferences con?gured. Using 
the desktop client 213, a user can even issue requests to 
command a particular device 103, such as requesting location 
ofthe device 103. 
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With the presentation server 211 as a front end, a user via 
the desktop client 213 can con?gure the telemetry devices 
103 via Web interfaces. In an exemplary embodiment, the 
server 211 is a World Wide Web (“Web”) application server to 
support a Web broWser based front-end for the desktop clients 
109. The Web application server (not shoWn) can be deployed 
to support such Web interfaces as a set of Java Server Pages 
(J SP) and Java Applet to interact With the user on the desktop 
client 213. On the backend, based on data collected by J SP 
and Java Applet, the Web server can generate the proper XML 
commands that are compliant WithApplication Programming 
Interface (API) of the presentation server 211. Consequently, 
the collected records can be stored in the database of the 
presentation server 211. The database also stores the proper 
ties of the telemetry devices 103, such as the alerts and thresh 
olds. 

The desktop client 213 interfaces to the system 100 through 
the presentation server 211. From the desktop client 213, the 
user logs in to the system 100. The presentation server 211 
can also perform authentication as Well as administration 
tasks such as adding neW users or devices 103. The user can 

also con?gure business rules executed by the presentation 
server 211, Wherein the business rules logic uses this user 
supplied con?guration to con?gure the devices 103, acquire, 
and process data from the devices 103. 

Additionally, the presentation server 21 1 provides a report 
ing capability based on the stored information in the database. 
The presentation server 211 can support standard reports or 
customiZe reports to the user via the desktop client 213. 

Instead of using a desktop client 213, the user, if associated 
With a large organiZation, can utiliZe an enterprise server to 
obtain all of the user functionality through the gateway 207 
using the API of the system 100. Accordingly, the enterprise 
server Would possess the functional capabilities of the pre 
sentation server 211, but Would be managed by the customer 
(or user) at the customer’s premise. 
As noted, the Wireless protocol supports communications 

betWeen the NOC 101 and the Wireless devices 103 and 104. 
In an exemplary embodiment, the messaging is performed 
according the FLEXsuite Uniform Addressing & Routing 
(UAR) protocol (developed by MOTOROLA). The Wireless 
protocol message, Which can be encapsulated With an UAR 
message, can be unencrypted or encrypted. 
As seen in FIG. 2, the NOC 101 houses a SecureArea (SA) 

215. The SA 215 can be implemented as a physically secured 
area for housing a crypto server 209, Whereby personnel is 
screened and Will have limited, controlled access. That is, all 
activity in this area including entry, and exit by users are 
recorded. Additionally, remote access into the SA 215 is 
highly restricted and rigorously monitored. 

The crypto server 209 interacts With a SA (Secure Area) 
Wireless Communication Transfer Protocol (WCTP) and SA 
SendA Message (SAM) interface 219. The SA WCTP & SA 
SAM interface 219, in an exemplary embodiment, supports 
the Wireless Communication Transfer Protocol (WCTP) fea 
tures (inbound & outbound) that are currently supported by 
WCTP NOC interface. The WCTP is a paging standard for 
sending paging messages over the Internet 111. The crypto 
server 209 can receive messages destined for the Wireless 
devices 103, 104 from a NOC interface (e. g., email, Web, 
IVR, and WCTP interfaces), an unsecured device, a secured 
device, or an interface Within the SA 215. From the user’s 
perspective, the NOC interfaces are provided for both secure 
and unsecure communication. These NOC interfaces can be 
made are optional for secure mode of operation. As a default, 
all NOC interfaces are enabled. The crypto server 209 deter 
mines Whether the recipient device is alloWed to receive mes 
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10 
sage from the originating device/interface (e.g., NOC inter 
face and unsecured device). If alloWed, the crypto server 209 
encrypts the message With a symmetric key and sends the 
encrypted message to device. 
The SA WCTP & SA SAM interface 219 provides virtual 

end-to-end security. In an exemplary embodiment, the inter 
face 219 provides secure messaging over the Internet 111. 
Messages received via the SA WCTP & SA SAM interface 
219 are passed to the crypto server 209, Which provides 
secure messaging over the air. According to one embodiment 
of the present invention, the interface 219 and the crypto 
server 209 can be implemented on the same physical box. The 
crypto server 209 encrypts the clear text message using AES 
and sends the ciphertext to the Wireless device (e.g., telemetry 
device 103 or 2-Way messaging device 104). It is noted that 
the clear text message, in one embodiment of the present 
invention, is not logged into a ?le system or stored in data 
base. 
The crypto server 209 communicates With other compo 

nents and/or processes of the NOC 101 via a NOC-to-SA 
interface 225. Namely, the crypto server 209 communicates 
With the messaging server 201. Additionally, the server 209 
can communicate With other NOC interfaces and databases, 
Without comprising the security of the Wireless devices 103, 
104 or the messages. 

Also, the crypto server 209 interfaces a database 221 and a 
CALEA (Communications Assistance for LaW Enforcement 
Act) interface 223. This crypto database 221 holds device 
keys and security settings for the Wireless devices 103, 104, 
but does not store encrypted messages. The CALEA interface 
223 provides clear text message to appropriate government 
agencies, in accordance With the LaW Enforcement Agency 
(LEA) mandate. 
As shoWn, an RF controller 227 is provided to support 

routing of secure messages. In particular, the RF controller 
227 recogniZes the key establishment and secure messages, 
and routes such messages appropriately. In an exemplary 
embodiment, if the messages originate from the telemetry 
device 103, these messages can be routed to the messaging 
server 201, otherWise, they are routed to the crypto server 
209. The RF Controller 227 supports location query request 
for a particular device (e. g., device 104); this mechanism can 
used by the crypto server 209 or other subsystems to recover 
from error scenarios. 

In an exemplary embodiment, the gateWay 207 provides 
various core processes that are responsible for handling error 
messages received from the Wireless devices 103, 104. 
The SA 215 can be con?gured for redundancy for high 

reliability. In accordance With one embodiment of the present 
invention, to support redundancy, the database 221*Wh1Cl1 
holds device keys and security settingsiis replicated 
betWeen tWo NOCs 101, 233 over a secure link. By Way of 
example, the NOC 101 can serve as a primary facility, While 
the NOC 233 is the secondary facility. In case of an emer 
gency or scheduled maintenance, the secondary NOC 233 can 
be designated as the primary facility. 

FireWall rules can be deployed betWeen the tWo NOCs 101, 
233. For example, privileges are appropriately assigned to 
permit access to the crypto databases only by the respective 
crypto servers. Also, components With the SA 215, 231 can 
communicate freely. Messages from the CALEA process 
(e.g., CALEA 223) to a LEA are secured. A secured port is 
designated for WCTP & SAM messages from the Internet 
111. For database replication betWeen tWo the NOCs 101, 
233, a secure link using, for example, a Virtual Private Net 
Work (V PN) over dedicated lines Within a transport netWork 
235, is enabled. 
















