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(57) ABSTRACT

A method for managing a secure element embedded 1n an
equipment comprising an NFC controller. The secure ele-
ment comprises a security indicator. The method comprises
the steps of: on receipt of a triggering command sent by the
NFC controller, the secure element switches 1n a test con-
text; on receipt of a restore command sent by an application,
the secure element sets the security indicator, such as a
counter of unusual events, to a predefined value only 11 the
secure element 1s 1n test context; and on receipt of an ending
command sent by the NFC controller, the secure element
switches 1n a Live context. The secure element keeps a track
of the switch in the test context and denies any further
triggering commands. The method enables reset of security
indicator after manufacturing and test where the security

.................................. 16305906.6 indicator may have been aflected.
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METHOD OF MANAGING A SECURE
ELEMENT

FIELD OF THE INVENTION

[0001] The present imnvention relates to methods of man-
aging a secure element embedded 1n an equipment. It relates
particularly to methods of securely managing the content of
a secure element.

PRIOR ART

[0002] Secure elements are small devices comprising a
memory, a microprocessor and an operating system for
computing treatments. Such secure elements may comprise
a plurality of memories of different types, like non-volatile
memory and volatile memory. They are called “secure”
because they are able to control the access to the data they
contain and to authorize or not the use of data by other
machines. The secure elements may also provide computa-
tion services based on cryptographic components. In gen-
eral, secure elements have limited computing resources and
limited memory resources and they are intended to be
connected to a host machine which provides them with
electric power. Secure elements may be removable or fixed
to a host machine. For example, smart cards and embedded
secure element as defined by Global platform Card Speci-
fication v2.3 or JavaCard v3.0.5 are kind of secure elements.

[0003] A secure element may have a security mechanism
aiming at detecting attacks. Such security mechanisms gen-
erally decrement a counter which reflects the number of
detected unusual events. During tests which are performed

at the equipment production stage, several events (like
power on/oil of the hosting terminal or other hardware

components) may generate unexpected voltage values which
are considered as suspect events. In this case the security
mechanism may decrement 1ts counter and the secure ele-
ment may be permanently locked when the counter reaches
a preset threshold.

[0004] There 1s a need for allowing to securely reset a
security counter 1n a secure element before 1t reaches its
locking threshold at the equipment production stage.

SUMMARY OF THE INVENTION

[0005] An object of the invention 1s to solve the above
mentioned technical problem.

[0006] An object of the present invention 1s a method for
managing a secure element embedded 1n an equipment that
comprises a NFC controller. The secure element comprises
a security indicator. The method comprises the following
steps:

[0007] on receipt of a triggering command sent by the
NFC controller, the secure element switches 1n a test
context,

[0008] on receipt of a restore command sent by an
application, the secure element sets the security indi-
cator to a predefined value only if the secure element 1s
1n test context, and

[0009] on receipt of an ending command sent by the
NFC controller, the secure element switches 1n an Live
context. The secure element keeps a track of the switch
in the test context and denying any further triggering
commands.
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[0010] Advantageously, the secure element may set the
security indicator to the predefined value only if the appli-
cation successiully authenticated to the secure element.

[0011] Advantageously, the secure element may send a
specific message to the NFC controller when the security
indicator has been set to the predefined value and the NFC
controller may send the ending command in response to the
receipt of the specific message.

[0012] Advantageously, on receipt of a switch command
sent by an administration equipment, the NFC controller
may switches 1n a test mode and send the triggering com-
mand to the secure element. The NFC controller may
automatically switch 1n a Live mode after sending the
ending command.

[0013] Advantageously, the application may be hosted by
either the equipment or an external computer (1.e. distinct
from the equipment).

[0014] Another object of the invention 1s a NFC controller
configured to send a triggering command to a secure element
for requesting that said secure element switches 1n a test
context. The NFC controller 1s configured to send an ending
command to the secure element for requesting that said
secure element permanently switches 1n a Live context.

[0015] Advantageously, the NFC controller may be con-
figured to send the ending command in response to the
receipt of a specific message received from the secure
clement.

[0016] Advantageously, the NFC controller may be con-
figured to switch 1n a test mode and to send the triggering
command to the secure element on receipt of a switch
command sent by an administration equipment. The NFC
controller may be configured to automatically switch 1n a
Live mode after sending the ending command.

[0017] Advantageously, the NFC controller may be con-
figured to keep a track of the switch 1n the Live mode and
to deny any further triggering commands.

[0018] Another object of the invention 1s a secure element
comprising a security indicator and configured to switch 1n
a test context on receipt of a triggering command received
from a NFC controller The secure element 1s configured to,
on receipt of a restore command received from an applica-
tion, set the security indicator to a predefined value only 1f
the secure element 1s 1n test context. The secure element 1s
configured to switch 1 a Live context on receipt of an
ending command received from the NFC controller. The
secure element 1s configured to keep a track of the switch in
the test context and to deny any further triggering com-
mands.

[0019] Advantageously, the secure element may be con-
figured to set the security indicator to the predefined value
only 1f the application successfully authenticated to the
secure element.

[0020] Another object of the invention 1s an equipment
comprising a NFC controller according to the invention and
a secure element according to the invention. The equipment
comprises an application configured to both authenticate to
the secure element and to send a restore command to the
secure element to request that the secure element sets the
security indicator to a predefined value.

[0021] Advantageously, the equipment may be a mobile
phone, a connected watch, a device embedded 1n a Personal
Computer or a tablet.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0022] Other characteristics and advantages of the present
invention will emerge more clearly from a reading of the
following description of a number of preferred embodiments
of the invention with reference to the corresponding accom-
panying drawings in which:

[0023] FIG. 1 depicts schematically an example of archi-
tecture of an equipment comprising a NFC controller and a
secure element according to the invention; and

[0024] FIG. 2 depicts schematically an example of mes-
sage exchanges allowing to reset a security indicator stored
in an embedded secure element according to the imnvention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0025] The NFC (Near Field Communication) technology
1s based on the exchanging of data via a magnetic field. For
example, ISO14443 and ISO18092 standards provide modu-
lation technologies and communication protocols which
may be used in NFC domain.

[0026] A NFC controller 1s a hardware module also named
ContactLess Front-end chip or Contactless Frontend (CLF).
Typically, a Contactless Frontend 1s a circuitry which
handles the analogue part of the contactless communication,
handles the communication protocol layers of the contact-
less transmission link and exchanges data with the UICC or
secure element. The invention may apply to any types of
NFC controller which are able to communicate with a secure
clement.

[0027] The invention applies to any types of equipment
which embed a NFC controller and a secure element. The
invention applies to any kind of NFC-enabled equipment,
For example, 1t applies to a terminal equipment or portable
devices like mobile phone, tablet, connected watches, per-
sonal computer, gaming machine or FElectronic Funds Trans-
fer Terminals for payment. It applies to a device or a box
embedded 1n computer. It also applies to vehicles like car
and to any computer machine equipped with a NFC con-
troller and a secure element.

[0028] The invention relies on the fact that the NFC
controller 1s adapted to control the current context of the
secure element. In a first context (called Operating context,
Live context or Field context) the security indicator stored 1n
the secure element cannot be reset. In a second context
(called Test context) the security indicator stored in the
secure element may be reset.

[0029] FIG. 1 shows an example of architecture of an
equipment comprising a NFC controller and a secure ele-
ment according to the ivention.

[0030] The equipment 20 may be a Mobile phone. The
NFC controller 30 1s connected to both an antenna (not

shown) and a secure element 10.

[0031] The secure element 10 comprises a security indi-
cator 40 and a registry 45.

[0032] In the present description, the word registry means
a system for keeping a record of items. For instance, the
registry may be implemented as a database, one or several

files, one or several registers, or as one or several software
containers.

[0033] The security indicator 40 may be an error counter,
a security counter reflecting the number of detected hostile
events, or an authentication flag for example. It may also be
implemented as a plurality of counters, flags, files or regis-
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ters. The security indicator 40 has a value which 1s intended
to evolve to retlect some kind of events during the life of the
secure element.

[0034] The equipment 20 includes the NFC controller 30,
the secure element 10 and a software application 50 which
1s designed to communicate with the embedded secure
clement 10.

[0035] In a preferred embodiment, the secure element 10
1s an embedded secure element (eSE) comprising a proces-
sor, a non-volatile memory and an operating system.

[0036] Alternatively, the secure element 10 may be a
Secure Digital (SD) card, a minmiSD card, a microSD card, an
embedded Umversal Integrated Circuit Card (eUICC), a
smart card, an integrated secure element (1SE) or even a
software secure element.

[0037] The NFC controller 30 and the secure element 10
are linked by a direct single wire link which allows a
communication 1 contact mode between the NFC controller

30 and the secure element 10. In a preferred embodiment,
both the NFC controller 30 and the secure element 10 use the

Single Wire protocol (SWP) as defined by TS 102.613.

[0038] The secure element 10 comprises a software appli-
cation 49 which 1s in charge of updating the security
indicator 40. The software application 49 may be imple-
mented as an applet in Javacard® language for instance.
Alternatively, the software application 49 may be part of the
operating system of the secure element 10.

[0039] The secure element 10 1s designed to work 1n at
least two distinct contexts: the Live context and the Test
context. When working in Live context, the secure element
denies all attempts to reset the security indicator 40. When
working 1n Test context, the secure element may accept to
reset the security indicator 40 11 additional security condi-
tions are fulfilled. The secure element 10 1s designed to
switch a single time 1n Test context and to refuse all turther
attempts to switch in Test context.

[0040] The NFC controller 30 1s adapted to send a trig-
gering command 60 to the secure element 10 1n order to
request that the secure element 10 switches 1n the Test

context. For instance, the triggering command 60 can be the
ANY_SET_PARAMETER( ) command as defined by

TS_102 622 v120100 with a specific parameter value dedi-
cated to the request to switch to test context.

[0041] The NFC controller 30 1s also adapted to send an
ending command 65 to the secure element 10 1n order to
request that the secure element 10 permanently switches in
the Live context. For instance, the ending command 65 can
be the ANY_SET_PARAMETER( ) command with a spe-
cific parameter value dedicated to the request to switch to
Live context.

[0042] The NFC controller 30 may be adapted to send the
ending command 65 to the secure element 10 1n response to
the receipt of a specific message 64 coming from the secure
clement 10. For instance, the specific message 64 can be the

EVENT_TRANSACTION( ) command as defined by
ts_102 622 v120100 with a specific parameter value dedi-
cated to inform the CLF 30 that a switch to the Live context
1s needed.

[0043] The NFC controller 30 may be designed to work 1n
at least two distinct modes: the Live and the Test modes. The
Live mode 1s also called Operating mode or Field mode.
When working 1n Live mode, the NFC controller 30 cannot
send any commands requesting a change of context of the
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secure element 10. When working 1n test mode, the NFC
controller 30 monitors the current context of the secure
elements 10.

[0044] The NFC controller 30 may be adapted to both

switch 1n Test mode and automatically send the triggering
command 60 to the secure element 10 on receipt of a switch
command 66 receirved from an administration equipment 80.
For instance, the switch command 66 can be the conveyed
through USB connection or a TCP/IP connection (dedicated
socket used) with a specific parameter value dedicated to
inform the CLF 30 that 1t must switch to test mode.

[0045] The administration equipment 80 may be a Pro-
duction computer or a test platform including at least one
computer. Additionally, the NFC controller 30 may be
adapted to automatically switch back 1n Live mode after
sending the ending command 65 to the secure element 10.

[0046] Optionally, the NFC controller 30 may be config-
ured to switch 1n Test mode only once.

[0047] The secure element 10 1s configured to switch 1n
test context on receipt of the triggering command 60 sent by
the NFC controller 30. It should be noted that the secure
element 10 accepts the triggering command 60 only 1f this
command 1s received through the physical interface dedi-
cated to the communication with the CLF.

[0048] In response to the restore command 63 sent by the
application 50, the secure element 10 1s configured to set the
security indicator 40 to a predefined value only 1f the secure
element 10 1s currently 1n test context. It should be noted that
the secure element 10 accepts the restore command 63 only
if th1is command 1s received through the physical interface
dedicated to the communication with the application 50.

[0049] The restore command 63 may be a dedicated
command sent in the form of APDU as defined by ISO

7816-3/4.

[0050] The software application 49 i1s designed to check
the content of the registry 45 in order to verify that the
current context 1s the Test context. It 1s to be noted that the
software application 49 has access rights to read the registry
45. The entity (1.e. Operating System of the secure element
10 which 1s authorized to run the Triggering command 60
and the entity (1.e. application 49) which 1s authorized to
reset the security indicator 40 share a piece of information
reflecting the current context through the registry 45.

[0051] On receipt of the ending command 65 sent by the
NFC controller 30, the secure element 10 1s configured to
switch 1n Live context.

[0052] The secure element 10 1s configured to keep a track
of the switch 1n Test context and to deny any further
triggering commands. In other words, the secure element 10
can switch to test context only once. The secure element 10
can be adapted to store a context indicator 1n the registry 45.

[0053] Preterably, the secure element 10 1s configured to
set the security indicator 40 to the predefined value only 1
the application 50 successtully authenticated to the secure
clement 10. The authentication can be performed using
well-known mechanisms as static authentication or mutual
authentication.

[0054] The predefined value can be the default value of the
security indicator 40.

[0055] Optionally, the secure element 10 may be adapted
to send a specific message 64 to the NFC controller as soon
as the security indicator 40 has been restored to the pre-
defined value.
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[0056] Optionally, the context indicator (reflecting the
current context) and the switch indicator (reflecting that a
switch to Test context occurred) can be stored 1n two distinct
registries.

[0057] Advantageously, when powered, the secure ele-
ment 10 1s configured to start in Live context regardless its
last current context. Thus the indicator of current context
may be overwritten during the starting stage of the secure
clement 10.

[0058] The application 50 may be designed to run 1n
Android® environment, 10S® environment or with any
operating system running on the equipment 20.

[0059] Optionally, the application S0 may be a standalone
software application or a proxy application routing com-
mands to the NFC controller 30.

[0060] In another embodiment, the application 50 may be
located 1n another computer. (1.e. outside the equipment 20).
For example, the application 50 may be hosted by a NFC-
enabled computer or a NFC reader able to send contactless
commands to the secure element 10 through the CLF 30.
[0061] The software application 49 may include the pre-
defined value 1n 1ts own code (hard-coded) or may retrieve
the predefined value from another area of the non-volatile
memory of the secure element 10.

[0062] FIG. 2 shows an example of message sequence
allowing to reset a security indicator stored in an embedded
secure element according to the invention.

[0063] The NFC controller 30, the secure element 10, the
application 50, the equipment 20 and the administration
equipment 80 are assumed to be similar to those described
at FIG. 1.

[0064] In a first embodiment, the secure element 10 1s
assumed to be 1n Live context and has never switch to Test
context. The NFC controller 30 sends a Triggering command
60 to the secure element 10. The secure element 10 executes
the Triggering command 60 and thus switches to Test
context and updates the registry 45 to record the new current
context and the fact that the test context has been activated.
[0065] Then the secure element 10 receives a restore
command 63 sent by the application 50. The secure element
checks that the current context 1s the Test context (by
checking the registry 45) and sets the security indicator 40
to a predefined value since the secure element 10 1s currently
in Test context. If the current context was the Live context,
the secure element 10 would deny the update of the security
indicator 40. The secure element 10 can send a response to
the restore command 63 so that the application 50 1s aware
of the execution result. Optionally, the receipt of this
response may trigger the uninstallation of the application 50
from the equipment 20.

[0066] Then the NFC controller 30 sends an ending com-
mand 65 to the secure element which permanently switches
in Live context.

[0067] Advantageously, the application 50 and the soft-
ware application 49 may update a command counter which
1s increment each time a command 1s send between them and
which avoids replay of sensitive commands by the secure
clement.

[0068] In a second embodiment, 1n addition to actions
performed in the first embodiment, the secure element 10
automatically sends a specific message 64 to the NFC
controller 30 after the update of the security indicator 40.
This specific message 64 1s intended to inform the CLF 30
that the secure element 10 has no more action to perform in
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Test context. The receipt of the specific message 64 by the
CLF 30 triggers the sending of the ending command 65 by
the NFC controller 30. Thus the NFC controller 30 fully
monitors the current context of the secure element 10.
[0069] In a third embodiment, 1n addition to actions per-
formed 1n the first or second embodiment, the application 50
sends an authentication command 62 to the secure element
10. For 1nstance, the application 50 may send an AUTHEN-
TICATE command.

[0070] In this embodiment, the secure element checks that
the application 50 successfully authenticated before updat-
ing the security indicator 40 and denies the reset of the
security indicator 40 1n case of lack of authentication.
[0071] Advantageously, the application 50 may send a
Select command (as defined by Global platform Card Speci-
fications v2.3) to the security element 10 in order to select
the software application 49. In this case, the authentication
command 62 can be treated by the application 49.

[0072] Optionally, the application 50 may send a Read
command to the software application 49 to get the current
value of the security indicator 40.

[0073] In a fourth embodiment, in addition to actions
performed 1n any of the previously presented embodiments,
the administration equipment 80 may send a switch com-
mand 66 to the NFC controller 30 for requesting the CFL to
switch 1n Test mode. The NFC controller 30 switches in Test
mode and automatically sends the triggering command 60 to
the secure element 10.

[0074] The capability of the NFC controller 30 to treat the
Switch command 66 1s disabled when the CLF 30 switches
to the Live mode. Thus the switch command 66 cannot be
used after Test mode has been used once on CLF side.
[0075] Preterably, the administration equipment 80 may
send the switch command 66 to the NFC controller 30
through a contact communication interface. Alternatively,
the administration equipment 80 may send the switch com-
mand 66 through the contactless communication interface of
the CLF 30.

[0076] The administration equipment 80 may also send
another switch command to the application 50 to synchro-
nize the process of resetting the security indicator.

[0077] In this embodiment, the NFC controller 30 auto-
matically switches back when sending the ending command
65 to the secure element. (Preferably just after sending the
command)

[0078] The invention 1s not restricted to a single secure
clement monitored by the CLF. The NFC controller 30 can
manage the context of several secure elements hosted by the
equipment 20. For example the NFC controller may have 2
or 3 SWP links connected to as many secure elements.
[0079] Thanks to the invention, the lifecycle of the secure
clement remains unchanged and may remain compliant with
Global Platform Card Specifications v2.3 specifications.
[0080] The invention allows to prevent unauthorized
access to the security indicator 1in the field.

[0081] Thanks to the invention, collaboration between the
NFC controller which monitors the secure element context
and the application 50 which 1s entitled to request the update
of the security indicator provides an enhanced security
framework. It 1s to be noted that the NFC controller and the
application 50 use their own logical channel to communicate
with the secure element.

[0082] In one embodiment, the application 50 may use the
CLF 30 as a pass-through 1n order to communicate with the
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secure element 10. In this case the NFC controller 30 routes
the messages 1n both directions between the application 50
and the secure element 10.

[0083] It must be understood, within the scope of the
invention, that the above-described embodiments are pro-
vided as non-limitative examples. In particular, the equip-
ment may comprise any number of secure elements man-
aged according to the invention.

[0084] The 1invention 1s not limited to the described
embodiments or examples. In particular, the features
described in the presented embodiments and examples may
be combined.

[0085] The architecture of the equipment 20 and the
architecture of the secure element shown at FIG. 1 are
provided as examples only. These architectures may be
different.

[0086] The invention 1s well-suited for managing non-
removable secure elements.

1. A computer-implemented method for managing a
secure element embedded in an equipment comprising an
NFC controller, said secure element comprising a security
indicator,

wherein said method comprises the steps:

on receipt of a triggering command sent by the NFC

controller, the secure element switches 1n a test context
in which the secure element may accept to reset the
security indicator,

on receipt of a restore command sent by an application,

the secure element sets the security indicator to a
predefined value only 1f the secure element 1s 1n test
context,

on receipt of an ending command sent by the NFC

controller, the secure element switches 1n a Live con-
text 1n which the secure element denies any attempt to
reset the security indicator, said secure element keeping
a track of the switch 1n the test context and denying any
further triggering commands.

2. A method according to claim 1, wherein the secure set
the security indicator to the predefined value only 1f the
application successiully authenticated to the secure element.

3. A method according to claim 1, wherein the secure
clement sends a specific message to the NFC controller
when the security indicator has been set to the predefined
value and wherein the NFC controller sends the ending
command 1n response to the receipt of the specific message.

4. A method according to claim 1, wherein on receipt of
a switch command sent by an administration equipment, the
NFC controller switches 1n a test mode and sends the
triggering command to the secure element and wherein the
NFC controller automatically switches 1n a Live mode after
sending the ending command.

5. Amethod according to claim 1, wherein the application
1s hosted by either the equipment or an external computer.

6. A secure element comprising a security indicator,
wherein on receipt of a triggering command receirved from
an NFC controller, the secure element 1s configured to
switch 1n a test context in which the secure element may
accept to reset the security indicator, wherein on receipt of
a restore command received from an application, the secure
clement 1s configured to set the security indicator to a
predefined value only 11 the secure element 1s 1n test context,
wherein on receipt of an ending command received from the
NFC controller, the secure element 1s configured to switch in
a Live context in which the secure element denies any
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attempt to reset said security indicator and wherein said
secure element 1s configured to keep a track of the switch 1n

said test context and to deny any further triggering com-
mands.

7. A secure element according to claim 6, wherein the
secure element 1s configured to set the security indicator to
the predefined value only if the application successtully
authenticated to the secure element.

8. An equipment comprising a secure element according
to claim 6 and an NFC controller which 1s configured to send
the triggering command to the secure element requesting
that said secure element switches 1n the test context, and
wherein said NFC controller 1s configured to send the ending
command to the secure element for requesting that said
secure element permanently switches 1n the Live context.

9. An equipment according to claim 8, wherein said
equipment comprises an application configured to both
authenticate to the secure element and to send a restore
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command to the secure element to request that the secure

clement sets the security indicator to a predefined value.
10. An equipment according to claim 8, wherein the NFC

controller 1s configured to send the ending command 1n

response to the receipt of a specific message received from
the secure element.

11. An equipment according to claim 8, wherein the NFC
controller 1s configured to switch 1n a test mode and to send
the triggering command to the secure element on receipt of
a switch command sent by an administration equipment and
wherein the NFC controller 1s configured to automatically
switch 1n a Live mode after sending the ending command.

12. An equipment according to claim 11, wherein the NFC
controller 1s configured to keep a track of the switch 1n said
[Live mode and to deny any further triggering commands.

13. An equipment according to claim 8, wherein the
equipment 1s a mobile phone, a connected watch, a tablet or
an electronic device embedded in a computer.
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