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MALICIOUS SOFTWARE DETECTION
BASED ON API TRUST

BACKGROUND

[0001] In examples, a variety of application programming
interfaces (APIs) may be used when executing a set of
soltware 1nstructions on a computing device. However, such
APIs may be used by both benign and malicious software,
such that 1t may be difficult to identity software threats based
on API usage without also identifying false positives.

[0002] It 1s with respect to these and other general con-
siderations that the aspects disclosed herein have been made.
Also, although relatively specific problems may be dis-
cussed, 1t should be understood that the examples should not
be limited to solving the specific problems 1dentified in the
background or elsewhere 1n this disclosure.

SUMMARY

[0003] Examples of the present disclosure describe sys-
tems and methods for malicious software detection based on
API trust. In an example, a set of software instructions
executed by a computing device may call an application
programming interface (API). A hook may be generated on
the API, such that a threat processor may receive an indi-
cation when the set of software instructions calls the API.
Accordingly, the threat processor may evaluate aspects of
the execution of the set of software instructions in order to
generate a trust metric, which may be used to determine
whether the set of software instructions poses a potential
threat.

[0004] As an example, the trust metric may be generated
by evaluating one or more call stack frames to determine
whether a return address of the call stack frame 1s preceded
by a call instruction, whether the return address 1s associated
with a set of software instructions or memory associated
with a set of software 1nstructions, and/or whether the set of
software 1nstructions satisfies a variety of security criteria.
Accordingly, the generated trust metric may retlect the
evaluation result of one or more call stack frames from the
call stack, such that it may be possible to identify the
presence of a return-oriented-programming attack or return
flow manipulation, among other potential computer security
threats. The trust metric may then be evaluated based on a
threshold or other analysis to determine whether the set of
software 1nstructions 1s a potential threat. If so, a variety of
corrective actions may be performed.

[0005] This Summary 1s provided to introduce a selection
of concepts 1n a simplified form that are further described
below 1n the Detailed Description. This Summary 1s not
intended to 1dentily key features or essential features of the
claimed subject matter, nor 1s 1t intended to be used to limait

the scope of the claimed subject matter. Additional aspects,
features, and/or advantages of examples will be set forth 1n
part in the description which follows and, 1n part, will be
apparent from the description, or may be learned by practice
of the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Non-limiting and non-exhaustive examples are
described with reference to the following figures.

[0007] FIG. 1 1llustrates an overview of an example sys-
tem for malicious software detection based on API trust.
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[0008] FIG. 2 illustrates an overview of an example com-
puting device with which aspects of malicious software
detection based on API trust may be performed.

[0009] FIG. 3 illustrates an overview of an example
method for malicious software detection based on API trust.
[0010] FIG. 4A illustrates an overview of an example
method for evaluating the call stack of software to generate
a trust metric.

[0011] FIG. 4B illustrates an overview of an example
method for evaluating a call stack frame when generating a
trust metric.

[0012] FIG. 4C illustrates an overview of an example
method for evaluating a call stack frame when generating a
trust metric.

[0013] FIG. 4D illustrates an overview ol an example
method for evaluating a call stack frame when generating a
trust metric.

[0014] FIG. $ illustrates one example of a suitable oper-
ating environment in which one or more of the present
embodiments may be implemented.

DETAILED DESCRIPTION

[0015] Various aspects of the disclosure are described
more fully below with reference to the accompanying draw-
ings, which form a part hereof, and which show specific
example aspects. However, different aspects of the disclo-
sure may be implemented 1n many different forms and
should not be construed as limited to the aspects set forth
herein; rather, these aspects are provided so that this disclo-
sure will be thorough and complete, and will fully convey
the scope of the aspects to those skilled in the art. Aspects
may be practiced as methods, systems or devices. Accord-
ingly, aspects may take the form of a hardware implemen-
tation, an entirely software implementation or an implemen-
tation combiming software and hardware aspects. The
following detailed description 1s, therefore, not to be taken
in a limiting sense.

[0016] In an example, a computing device may comprise
or make available one or more application programming
interfaces (APIs), which may be used when executing a set
of software instructions. However, both benign software and
malicious software may use similar APIs when executed
and, 1n some examples, may even use such APIs in similar
ways. As such, 1t may be dithicult to accurately determine
whether a given set of software instructions 1s benign, or
whether 1t may pose a potential computer security threat.
Such difliculties may cause user frustration, incorrect assess-
ment of both malicious and benign software (e.g., false
positives and false negatives), and may generally reduce
overall computer security.

[0017] Accordingly, the present disclosure provides sys-
tems and methods for malicious software detection based on
API trust. In an example, one or more hooks may be used to
intercept and/or manage execution when an API 1s called by
a set of software instructions. Execution control may be
passed to a threat processor, which may evaluate aspects of
the execution environment to determine whether the set of
soltware 1nstructions 1s a potential threat. As an example, a
call stack associated with the execution of the set of software
instructions may be evaluated to determine whether aspects
of the call stack are benign or 1f a potential threat may exist,
thereby generating a trust metric for the call stack. In some
examples, 1 a potential threat 1s identified, an indication or
prompt may be presented to a user, an entry may be
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generated 1n a log, corrective action may be taken (e.g.,
terminating execution or adjusting execution parameters,
access to one or more APIs, or access to memory, etc.),
and/or data may be gathered for contemporaneous or later
analysis, among other examples.

[0018] As an example, a computing device may be any of
a variety of devices, including, but not limited to, a mobile
computing device, a tablet computing device, a desktop or
laptop computing device, an Internet of Things (IoT) com-
puting device, a server computing device, or a distributed
computing device (e.g., which may be comprised of a
plurality of computing devices). An API provided by or
made available by the computing device may enable a set of
software instructions to engage in file system access or
searching, network communication, process management,
memory management, or communication with a specific
hardware component (e.g., device drivers, sensor data
access, etc.), among other functionality. While the term API
1s used, 1t will be appreciated than an API may comprise any
of a wide variety of software interfaces, commands, librar-
1es, or services, among others, useable by a set of software
instructions when executed by a computing device. In
examples, at least some of APIs on which hooks are gen-
erated may be those determined to enable bootstrapping of
potentially malicious behavior.

[0019] As used herein, “software,” “software instruc-
tions,” and a “set of software instructions” may be used
interchangeably. Example software may include applica-
tions, plugins, scripts, modules, drivers, and/or web appli-
cations, among other examples. In some examples, software
may be pre-compiled, compiled at runtime, or interpreted at
runtime. In another example, software may execute 1n kernel
mode, user mode, or a combination thereof.

[0020] In some examples, one or more hooks may be
generated by a threat processor 1n order to determine when
a given API 1s called by a set of software instructions. In an
example, the hook may be generated by replacing, overwrit-
ing, or altering aspects of the API 1n order to intercept a call
to the API. In another aspect, the threat processor may
generate interrupt handlers and/or register for event handlers
in order to determine when a given intercept or event occurs.
It will be appreciated that while examples herein are
described with respect to generating hooks to intercept or
manage execution, other techniques may be used to monitor
API calls by a set of software instructions.

[0021] When 1t 1s determined that a set of software 1nstruc-
tions has made an API call, the generated hook may cause
execution to be passed to a threat processor. In some
examples, execution may be passed to a threat processor
executing in user mode (e.g., an application, a service, or a
module within an application, etc.) or a threat processor
executing 1n kernel mode (e.g., provided by a kernel module,
a system service, etc.), or a combination thereof. The threat
processor may generate a trust metric by evaluating a call
stack associated with the execution of the software instruc-
tions that resulted in the API call. While the examples set
forth herein are described with respect to performing such
operations prior to continuing execution, 1t will be appreci-
ated that, 1n other examples, at least some of the operations
may alternatively or additionally be performed substantially
contemporaneously with continued execution and/or after
execution of the API, among other examples.

[0022] As an example, evaluating the call stack may
comprise evaluating one or more call stack frames. For
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example, call stack frames may be evaluated sequentially, 1n
reverse order, or 1n any of a variety of other orders. In some
examples, only a subset of call stack frames may be evalu-
ated. In examples, a call stack frame may be evaluated to
determine whether a return address of the call stack frame 1s
preceded by a call instruction, whether the return address 1s
associated with a set of software instructions or memory
associated with a set of software instructions, and/or
whether the set of software 1nstructions satisfies a variety of
security criteria. In an example, aspects of the evaluation
may be cached as a cache entry, such that a later call stack
frame having the same return address may be evaluated
based at least 1n part on the cached evaluation, which may
thereby reduce at least a part of the processing associated
with the evaluation. Accordingly, the generated trust metric
may reflect the evaluation result of one or more call stack
frames from the call stack, such that 1t may be possible to
identify the presence of a return-oriented-programming
attack or return flow manipulation, among other potential
computer security threats.

[0023] Example security criteria include whether the set of
software 1nstructions 1s digitally signed by a trusted certifi-
cate and/or a certificate 1ssued by a trusted certificate author-
ity, whether the set of software instructions 1s listed in a
trusted security catalog, whether the set of software instruc-
tions has been whitelisted (e.g., by a user, by a system
administrator, by an automated process, etc.), and/or an
analysis of reputation information from a security service
(e.g., whether the set of software instructions has been
identified as potentially malicious, whether the reputation of
the set of software 1nstructions 1s below a threshold, etc.). In
some examples, the type and/or rigor of the evaluation that
1s performed may vary depending on a variety of factors,
including, but not limited to, the type of software (e.g.,
whether the software 1s an application, a plugin, a dniver,
etc.), whether the software 1s executing in user mode and/or
kernel mode, and/or the type of API called by the software.

[0024] If the trust metric indicates the set of software
instructions may comprise a potential threat, any of a variety
of actions may be performed. As an example, an 1ndication
or prompt may be generated and presented (e.g., to a user, a
system administrator, etc.), which may comprise a display of
information associated with the potential threat (e.g., a threat
type, a set of software instructions associated with the
potential threat, education materials, etc.) and/or one or
more suggested actions. In some examples, a selection of a
suggested action may be received by the generated prompt,
such that the suggested action may be performed. In another
example, an entry may be generated in a log and/or an
indication may be provided to another component. In other
examples, corrective action may be taken automatically
(e.g., terminating execution or adjusting execution param-
eters, access to one or more APIs, or access to memory, etc.)
and/or data may be gathered for contemporaneous or later
analysis. For example, if a memory management API 1is
called to allocate executable memory, an example of adjust-
Ing an execution parameter may comprise modifying the
attributes of the allocated memory to remove the executable
attribute. Other execution parameters that may be adjusted
include, but are not limited to, file permissions, user privi-
leges, network firewall settings, and/or access or privileges
associated with an API. While example actions are described
herein, 1t will be appreciated that other actions may alter-
natively or additionally be performed.
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[0025] FIG. 1 1llustrates an overview of an example sys-
tem 100 for malicious software detection based on API trust.
As 1llustrated, system 100 1s comprised of computing device
102, network 104, and security service 106. In an example,
computing device 102 and security service 106 may com-
municate by way of network 104. As an example, computing
devices 102 and security service 106 may communicate
using wired and/or wireless connections to network 104.
While system 100 1s illustrated as having one computing
device 102, one network 104, and one security service 106,
it will be appreciated that other examples may comprise
alternate quantities of such elements.

[0026] Computing device 102 may be any of a variety of
devices, icluding, but not limited to, a mobile computing
device, a tablet computing device, a desktop or laptop
computing device, an IoT computing device, a server com-
puting device, or a distributed computing device. Comput-
ing device 102 1s 1llustrated as comprising software instruc-
tions 108, application programming interface (API) 110,
threat processor 112, hook generation engine 114, and
reputation data store 116. In some examples, computing
device 102 may form at least a part of an execution envi-
ronment 1n which an operating system (OS) and/or other
software may execute.

[0027] For example, software instructions 108 may
execute on computing device 102. Software instructions 108
may be an application, a plugin, a script, a module, a drniver,
and/or a web application, among other examples. In some
examples, software istructions 108 may be pre-compiled,
compiled at runtime, or interpreted at runtime. In another
example, software instructions 108 may execute 1n kernel
mode, user mode, or a combination thereof.

[0028] Software instructions 108 may call one or more
APIs that are available 1n the execution environment of
computing device 102. For example, software instructions
108 may call API 110. In some examples, API 110 may
enable software instructions 108 to engage 1n file system
access or searching, network communication, process man-
agement, memory management, or communication with a
specific hardware component (e.g., device drivers, sensor
data access, etc.), among other functionality. In examples,
API 110 may be provided by an OS of computing device
102. While examples are discussed herein with respect to
API 110, 1t will be appreciated that, in other examples, API
110 may comprise any of a wide variety of software inter-
faces, commands, libraries, or services, among others, use-
able by software instructions 108 when executed by com-
puting device 102. In examples, at least some of APIs on
which hooks are generated may be those determined to
enable bootstrapping of potentially malicious behavior.

[0029] As 1illustrated, computing device 102 further com-
prises threat processor 112. In an example, threat processor
112 may perform aspects disclosed herein in order to pro-
vide protection from malicious or potentially malicious
software. In some examples, threat processor 112 may
generate a trust metric for a set of software instructions (e.g.,
software instructions 108) that calls an API (e.g., API 110).
In some examples, one or more actions may be performed 1f
the trust metric indicates that the software instructions may
be potentially malicious, such as generating an indication or
prompt for presentation to a user, generating a log entry,
taking corrective action, and/or gathering data for contem-
poraneous or later analysis, among other examples. In
examples, threat processor 112 may generate one or more
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hooks to determine when software instructions 108 calls API
110 using hook generation engine 114.

[0030] Hook generation engine 114 may generate one or
more hooks on APIs of computing device 102, such as API
110. In some examples, hook generation engine 114 may
generate a hook by replacing, overwriting, or altering
aspects of API 110 1n order to intercept a call to the API by
the software instructions 108, such that an indication and/or
execution may be passed to threat processor 112. In another
aspect, hook generation engine 114 may generate interrupt
handlers and/or register for event handlers in order to
determine when a given intercept or event of API 110
occurs, which again may provide an indication and/or pass
execution to threat processor 112. It will be appreciated that
while examples herein are described with respect to gener-
ating hooks to intercept or manage execution, other tech-
niques may be used to monitor API calls by a set of software
instructions.

[0031] In examples, threat processor 112 may evaluate a
call stack associated with the execution of software instruc-
tions 108 that resulted in calling API 110. As an example,
evaluating the call stack may comprise evaluating one or
more call stack frames to determine whether a return address
of the call stack frame 1s preceded by a call instruction,
whether the return address i1s associated with a set of
software 1nstructions or memory associated with a set of
software 1nstructions, and/or whether the set of software
instructions satisfies a variety of security criteria. In an
example, aspects of the evaluation may be cached as a cache
entry, such that a later call stack frame having the same
return address may be evaluated based at least in part on the
cached evaluation, which may thereby reduce at least a part
of the processing associated with the evaluation.

[0032] Example security criteria include whether the set of
software 1nstructions 1s digitally signed by a trusted certifi-
cate and/or a certificate 1ssued by a trusted certificate author-
ity, whether the set of software instructions 1s listed 1n a
trusted security catalog, whether the set of software instruc-
tions has been whitelisted (e.g., by a user, by a system
administrator, by an automated process, etc.), and/or an
analysis of reputation information. For example, a trusted
security catalog may be provided by an OS executing on
computing device 102, and may comprise one or more
hashes, globally unique identifiers (GUIDs), or other infor-
mation that may be used to validate software security when
generating a trust metric. In some examples, a trusted
security catalog may be digitally signed, such that the digital
signature may be used to verily the trusted security catalog.

[0033] Reputation data store 116 of computing device 102
may comprise reputation information, which may be used by
threat processor 112 when performing evaluations to gen-
erate a trust metric according to aspects disclosed herein. In
an example, reputation information may relate to a set of
software 1nstructions (e.g., software nstructions 108). As an
example, reputation information may comprise a score, a
threat type (e.g., ransomware, adware, etc.), a threat name,
a threat description, a severity level, and/or information
relating to one or more corrective actions, among other
information. In some examples, reputation information asso-
ciated with a set of software instructions stored by reputation
data store 116 may be indexed based on an 1dentifier.

[0034] Example identifiers include, but are not limited to,
a hash, a fingerprint, a signature, or a globally unique
identifier. In some examples, at least a part of the reputation
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information stored by reputation data store 116 may be
generated locally and/or generated remotely (e.g., by secu-
rity service 106). In some examples, reputation information
may be retrieved from reputation data store 118 and cached
by reputation data store 116. In other examples, reputation
data store 116 may store one or more whitelists and/or
blacklists, which may comprise indications (e.g., as may be
received from a user, a system administrator, etc.) of soft-
ware that 1s benign or malicious, among other indications.

[0035] System 100 also comprises security service 106. In
an example, security service 106 may be a service for
providing computer security for one or more computing
devices (e.g., computing device 102). It will be appreciated
that while security service 106 1s 1illustrated as comprising
elements 118-120, fewer, additional, or alternative elements
may be used, or security service 106 may be provided as part
of a distributed computing device or a cloud-computing
system. In some examples, various aspects described above
with respect to computing device 102 may additionally or
alternatively be performed by security service 106. As
illustrated, security service 106 further comprises reputation
data store 118 and backend threat processor 120. In some
examples, threat processor 112 may be provided by and/or
communicate with security service 106 in order to provide
computer security to computing device 102.

[0036] In an example, reputation data store 118 may
comprise reputation information according to aspects dis-
closed herein. In some examples, backend threat processor
120 may receive a request from threat processor 112 for
reputation information associated with a set of software
instructions, such that backend threat processor 120 may
access reputation data store 118 to provide reputation infor-
mation 1n response. In some examples, the request may
comprise an identifier as described above, which may be
used to 1dentily relevant reputation information from repu-
tation data store 118. In some examples, entries 1n a whitelist
and/or blacklist stored by a computing device (e.g., reputa-
tion data store 116 on computing device 102) may be
aggregated by backend threat processor 120 and stored by
reputation data store 118, thereby generating crowd-sourced
reputation information.

[0037] As described above, a corrective action performed
by threat processor 112 may comprise gathering data asso-
ciated with the execution of software instructions 108. In
examples, the data may be gathered when software instruc-
tions 108 are determined to be potentially malicious based
on a trust metric, or when threat processor 112 1s unable to
determine whether software instructions 108 are benign,
among other instances. The gathered data may comprise a
memory dump, a stack trace, a crash dump, and/or one or
more files associated with software structions 108, among
other data. In some examples, a user may opt-in to such data
gathering. As described above, threat processor 112 may
evaluate the gathered data. In other examples, threat pro-
cessor 112 may provide at least a part of the gathered data
to backend threat processor 120, such that security service
106 may evaluate the gathered data. In another example, at
least a part of the evaluation may be performed by both
threat processor 112 and backend threat processor 120.

[0038] The gathered data may be evaluated to generate
and/or update reputation information, which may be stored
by reputation data store 116 and/or reputation data store 118.
In some examples, the evaluation may comprise executing at
least a part of the gathered data in a sandbox, virtual
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machine, or other environment. In other examples, the
evaluation may comprise evaluating the gathered data based
on heuristics and/or any of a variety of machine learning
algorithms. Accordingly, the gathered data may enable secu-
rity service 106, threat processor 112, and/or backend threat
processor 120 to provide protection against previously
unknown or unconfirmed threats. While example evaluation
techniques and gathered data are described herein, it will be
appreciated that other techniques and data may be used
without departing from the spirit of this disclosure.

[0039] FIG. 2 illustrates an overview of an example com-
puting device 200 with which aspects of malicious software
detection based on API trust may be performed. In an
example, computing device 200 may be any of a variety of
devices, including, but not limited to, a mobile computing
device, a tablet computing device, a desktop or laptop
computing device, an IoT computing device, a server com-
puting device, or a distributed computing device. In some
examples, computing device 200 may form at least a part of
an execution environment 1n which an OS (e.g., which may
comprise kernel model 222) and/or other software (e.g.,
application 216) may execute.

[0040] As 1illustrated, computing device 200 1s comprised
of user mode 202, kernel mode 204, processor 206, memory
208, reputation data store 210, storage device 212, and
communication connections(s) 214. In some examples, pro-
cessor 206, memory 208, storage device 212, and commu-
nication connection(s) 214 may be usable by software
executed by computing device 200. In some examples, one
or more APIs (e.g., API 218 and/or API 226) may be useable
by software executed by computing device 200 to access,
interface with, and/or control aspects of computing device
200 (e.g., thread creation or deletion at processor 206,
memory allocation or mamipulation at memory 208, file
search or access at storage device 212, network communi-
cation via communication connection(s) 214, etc.).

[0041] Computing device 200 1s 1llustrated as comprising
user mode 202 and kernel mode 204. In examples, certain
system-level functionality (e.g., which may be accessible via
API 226) may be restricted to software (e.g., kernel module
222) operating in kernel mode 204, while other software
(e.g., application 216) may 1nstead have access to function-
ality available 1n user mode 202 (e.g., via API 218). Such a
division between user mode 202 and kernel mode 204 may
provide various security benefits (e.g., decreased exploit-
ability of software bugs, improved handling of user permis-
s1oms, etc.) and may ensure system-level functionality 1s not
casily accessed by a set of software instructions. While an
example separation between user mode 202 and kernel mode
204 1s described herein, 1t will be appreciated that other
separations may be used (e.g., additional, alternative, or
fewer, etc.) without departing from the spirit of this disclo-
sure

[0042] Application 216 and kernel mode 222 are provided
as example software that may be executed by computing
device 200. As described above, similar aspects disclosed
herein may be applied to other sets of software 1nstructions.
As 1llustrated, application 216 may be executed 1n user mode
202. In an example, application 216 may call API 218 during
execution. According to aspects disclosed herein, a hook
may have been generated, such that user-mode threat pro-
cessor 220 may receive an indication that application 216
has called API 218. In some examples, the hook may have
been generated by a hook generation engine, such as hook
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generation engine 114 in FIG. 1. In other examples, user-
mode threat processor 220 and/or kernel-mode threat pro-
cessor 224 may provide aspects of a hook generation engine.

[0043] When user-mode threat processor 220 receives an
indication that application 216 has called API 218, user-
mode threat processor 220 may receive execution control,
such that user-mode threat processor 220 may perform any
ol a variety of corrective actions before execution returns to
API 218 and/or application 216. While example operations
are described herein as occurring prior to continued execu-
tion, 1t will be appreciated that at least some of the opera-
tions may alternatively or additionally be performed sub-
stantially contemporaneously with continued execution and/
or after execution of API 218, among other examples. In
some examples, user-mode threat processor 220 may sub-
sequently call kernel-mode threat processor 224, such that at
least a part of the operations and/or evaluations disclosed
herein may be performed in kernel mode 204. In some
examples, kernel-mode threat processor 224 may be used 1n
order to provide increased security or to perform processing
using resources that may be otherwise unavailable from user
mode 202, among other reasons.

[0044] In another example, kernel-mode threat processor
224 may receive an indication that kernel model 222 has
called API 226, such that kernel-mode threat processor 224
may receive execution control. Accordingly, kernel-mode
threat processor 224 may perform any of a variety of
corrective actions before execution returns to API 226
and/or kernel module 222. While example operations are
described herein as occurring prior to continued execution,
it will be appreciated that at least some of the operations may
alternatively or additionally be performed substantially con-
temporaneously with continued execution and/or after
execution, among other examples. In some examples, ker-
nel-mode threat processor 224 may subsequently call user-
mode threat processor 220, such that at least a part of the
operations and/or evaluations disclosed herein may be per-
formed in user mode 202. In some examples, user-mode
threat processor 220 may be used because user-mode threat
processor 220 may be more easily updated or maintained as
a result of the potentially less stringent security restrictions
that may be aflorded by user mode 202.

[0045] As described above, user-mode threat processor
220 and/or kernel-mode threat processor 224 may evaluate
application 216 and/or kernel module 222 when API 218
and/or 226 1s called. In some examples, user-mode threat
processor 220 and/or kernel-mode threat processor 224 may
access reputation data store 210 to access reputation infor-
mation. While reputation data store 210 1s 1llustrated as
being separate from storage device 212, it will be appreci-
ated that reputation data store 210 may be stored by storage
device 212 1in an example. In some examples, reputation data
store 210 may comprise a database of reputation informa-
tion, one or more whitelists and/or blacklists, or other
reputation 1nformation as described above. In other
examples, at least a part of the data stored by reputation data
store 210 may be cached from a reputation data store that 1s
remote from computing device 200, such as reputation data
store 118 1n FIG. 1. While example data structures, storage
techniques, and reputation information 1s described herein, it
will be appreciated that other examples may be used without
departing from the spirit of this disclosure.

[0046] In an example, user-mode threat processor 220
and/or kernel-mode threat processor 224 may evaluate a call
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stack associated with the execution of application 216 and/or
kernel module 222. As an example, evaluating the call stack
may comprise evaluating one or more call stack frames to
determine whether a return address of the call stack frame 1s
preceded by a call instruction, whether the return address 1s
associated with a set of software instructions or memory
associated with a set of software instructions, and/or
whether the set of software 1nstructions satisfies a variety of
security criteria. In an example, aspects of the evaluation
may be cached as a cache entry, such that a later call stack
frame having the same return address may be evaluated by
user-mode threat processor 220 and/or kernel-mode threat
processor 224 based at least 1n part on the cached evaluation,
which may thereby reduce at least a part of the processing
associated with the evaluation.

[0047] Example security criteria include whether the set of
software 1nstructions 1s digitally signed by a trusted certifi-
cate and/or a certificate 1ssued by a trusted certificate author-
ity, whether the set of software instructions 1s listed 1n a
trusted security catalog, whether the set of software nstruc-
tions has been whitelisted (e.g., by a user, by a system
administrator, by an automated process, etc.), and/or an
analysis of reputation information (e.g., as may be stored by
reputation data store 210, provided by a security service,
etc.). For example, a trusted security catalog may be pro-
vided by an OS executing on computing device 200, and
may comprise one or more hashes, GUIDs, or other infor-
mation that may be used to validate the security of various
system software when generating a trust metric. In some
examples, the type and/or rigor of the evaluation that is
performed may vary depending on a variety of factors,
including, but not limited to, the type of software (e.g.,
whether the software 1s an application, a plugin, a dniver,
etc.), whether the software 1s executing 1n user mode 202
and/or kernel mode 204, and/or the type of API called by the
software.

[0048] FIG. 3 illustrates an overview of an example
method 300 for malicious software detection based on API
trust. In an example, method 300 may be performed by a
computing device, such as computing device 102 1n FIG. 1
or computing device 200 in FIG. 2. Method 300 begins at
operation 302, where software may be evaluated on the
computing device. For example, the evaluation may com-
prise identifying one or more existing sets of software
instructions and/or OS components, among other examples.
In some examples, 1dentified software may be added to a
whitelist, such that the identified software may not be
identified as malicious. In other examples, one or more
prompts may be displayed, which may enable a user to
indicate whether a given set of software instructions should
be whitelisted or, 1n some examples, blacklisted. As such, a
trust metric for an 1dentified set of software instructions may
be generated accordingly, wherein the trust metric may
reflect that the set of software instructions 1s known to have
previously existed on the computing device. Operation 302
1s 1llustrated using a dashed box to indicate that the operation
1s optional and may be omitted. As an example, operation
302 may be performed as part of an iitialization process or
may be only occasionally performed.

[0049] Flow progresses to operation 304, where one or
more hooks for a threat processor of the computing device
may be generated. As discussed above, 1n some examples,
method 300 may begin at operation 304. In an example,
operation 304 may be performed by a hook generation
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engine, such as hook generation engine 114 1 FIG. 1. In
examples, hooks may be generated by replacing, overwrit-
ing, or altering aspects of one or more APIs of the computing
device 1n order to intercept calls to the APIs by the software
executing on the computing device. In other examples,
interrupt handlers and/or event handlers may be used in
order to determine when a given intercept or event of APIs
on the computing device occurs. It will be appreciated that
while examples herein are described with respect to gener-
ating hooks to intercept or manage execution, other tech-
niques may be used to monitor API calls by a set of software
instructions.

[0050] At operation 306, normal device operation may
occur. As an example, normal device operation may com-
prise executing one or more sets of software 1nstructions by
the computing device. In some 1nstances, a set of software
istructions may be executed at the direction of a user or
may be executed automatically, among other examples.
During operation 306, a threat processor executing on the
computing device may be idle or may perform any of a
variety of corrective actions, including, but not limited to,
post hoc analysis of gathered data or updating stored repu-
tation information. In examples, during normal device
operation, a set of software instructions may call an API on
which a hook was generated by operation 304.

[0051] Accordingly, the hook may cause flow to progress
to determination 308, where 1t may be determined whether
a potential threat 1s 1dentified. In some examples, execution
of the set of software instructions that called the API may be
paused, while 1n other examples execution of the set of
software 1nstructions may occur substantially contempora-
neously with at least a part of the evaluation, or may occur
prior to the evaluation, among other examples. As discussed
in greater detail below with respect to FIGS. 4A-4D, the
determination may comprise generating a trust metric for the
set of software instructions that called the API.

[0052] For example, the trust metric may be generated by
evaluating at least a part of a call stack associated with the
execution of the software instructions that resulted in the
API call. In some examples, one or more call stack frames
may be evaluated to determine whether a return address of
the call stack frame 1s preceded by a call instruction, whether
the return address 1s associated with a set of software
mstructions or memory associated with a set of software
instructions, and/or whether the set of software instructions
satisfies a variety of security criteria, as discussed above. In
other examples, cached information generated as a result of
a previous evaluation associated with a return address may
be used as an alternative to or 1n combination with a present
evaluation. Accordingly, the generated trust metric may
reflect the evaluation result of one or more call stack frames
from the call stack, such that 1t may be possible to identify
the presence of a return-oriented-programming attack or
return flow manipulation, among other potential computer
security threats.

[0053] In some examples, determining whether a potential
threat 1s 1dentified may comprise evaluating the trust metric
based on a threshold, wherein a trust metric below a certain
threshold may indicate the set of software instructions 1s
potentially malicious. In another example, a set of ranges
may be used, wherein a trust metric within one range may
be benign, a trust metric within a second range may be
potentially malicious, and a trust metric within a third range
may be malicious. In other examples, the generated trust
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metric may comprise an indication as to whether the set of
software 1nstructions 1s malicious or benign, among other
indications. For example, the generated trust metric may
comprise a Boolean value that 1s indicative of whether the
set of software 1nstructions 1s benign. It will be appreciated
that while example trust metrics are described herein, a trust
metric may comprise any of a wide variety of data.

[0054] If, at determination 308, 1t 1s determined that a
potential threat i1s not identified, flow branches NO to
operation 306, where normal device operation may continue.
In some examples where execution was suspended, execu-
tion of the set of software instructions and/or the API may
resume. If, however, it 1s determined at determination 308
that a potential threat 1s i1dentified, flow instead branches
YES to operation 310, where corrective action may be
performed.

[0055] For example, an indication or prompt may be
generated and presented (e.g., to a user, a system adminis-
trator, etc.), which may comprise a display of information
associated with the potential threat (e.g., a threat type, a set
ol software 1nstructions associated with the potential threat,
education maternials, etc.) and/or one or more suggested
actions. In some examples, a selection of a suggested action
may be received, such that the suggested action may be
performed. In another example, an entry may be generated
in a log and/or an indication may be provided to another
component. In other examples, corrective action may be
taken automatically (e.g., terminating execution or adjusting,
execution parameters, access to one or more APIs, or access
to memory, etc.) and/or data may be gathered for contem-
poraneous or later analysis. For example, if a memory
management API 1s called to allocate executable memory, an
example of adjusting an execution parameter may comprise
moditying the attributes of the allocated memory to remove
the executable attribute. While example actions are
described herein, 1t will be appreciated that other actions

may alternatively or additionally be performed at operation
310.

[0056] Once corrective action has been performed, flow
progresses from operation 310 to operation 306, where
normal device operation may continue. In some examples,
flow may loop between operations 306, 308, and/or 310
while a computing device continues to operate (e.g., execut-
ing one or more sets of software instructions, receiving user
input, etc.).

[0057] FIG. 4A illustrates an overview of an example
method 400 for evaluating the call stack of software to
generate a trust metric. In an example, method 400 may be
performed by a computing device and/or may be performed
by a threat processor, such as threat processor 112 in FIG. 1
or user-mode threat processor 220/kernel-mode threat pro-
cessor 224 1n FIG. 2. In some examples, aspects of method
400 may be performed at determination 308, as discussed
above with respect to FIG. 3. Method 400 begins at opera-
tion 402, where an indication may be received from a
generated hook. In an example, the hook may have been
generated by a hook generation engine, such as hook gen-
eration engine 114 in FIG. 1 or a hook generation of a threat
processor such as user-mode threat processor 220 or kernel-
mode threat processor 224 1n FIG. 2.

[0058] At operation 404, execution of the set of software
instructions associated with the received indication may be
suspended. As an example, the execution may be suspended
prior to executing the API that was called by the set of
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software instructions. In other examples, at least a part of
method 400 may be performed contemporaneously or after
execution has completed, such that operation 404 may be
omitted.

[0059] Flow progresses to operation 406, where a call
stack associated with the execution of the set of software
istructions may be evaluated. In some examples, the type
and/or rigor of the evaluation that 1s performed may vary
depending on a variety of factors, including, but not limited
to, the type of software (e.g., whether the software 1s an
application, a plugin, a drniver, etc.), whether the software 1s
executing in user mode and/or kernel mode, and/or the type
of API called by the software. In other examples, diflerent
evaluations may be performed for different frames of the call
stack. Various aspects of example evaluations are discussed
in greater detail below with respect to FIGS. 4B-4D. As
described above, the evaluation may generate a trust metric,
which may comprise one or more scores, indications, and/or
Boolean values, among other information, relating to the
evaluation of the call stack.

[0060] Accordingly, flow progresses to determination 408,
where 1t may be determined whether the evaluation indicates
the presence of a potential threat. The determination may
comprise evaluating the trust metric generated at operation
406 based on a threshold, wherein a trust metric below a
certain threshold may indicate the set of software instruc-
tions 1s potentially malicious. In another example, a set of
ranges may be used, wherein a trust metric within one range
may be benign, a trust metric within a second range may be
potentially malicious, and a trust metric within a third range
may be malicious. In other examples, the generated trust
metric may comprise an indication as to whether the set of
software instructions 1s malicious or benign, among other
indications. For example, the generated trust metric may
comprise a Boolean value that 1s indicative of whether the
set of software istructions 1s benign. It will be appreciated
that while example trust metrics are described herein, a trust
metric may comprise any of a wide variety of data.

[0061] If, at determination 408, 1t 1s determined that the
call stack evaluation does indicate a potential threat, flow
branches YES to operation 410, where one or more correc-
tive actions may be performed. For example, an indication
or prompt may be generated and presented (e.g., to a user, a
system administrator, etc.), which may comprise a display of
information associated with the potential threat (e.g., a threat
type, a set of software instructions associated with the
potential threat, education materials, etc.) and/or one or
more suggested actions. In some examples, a selection of a
suggested action may be received, such that the suggested
action may be performed. In another example, an entry may
be generated 1n a log and/or an indication may be provided
to another component. In other examples, corrective action
may be taken automatically (e.g., terminating execution or
adjusting execution parameters, access to one or more APIs,
or access to memory, etc.) and/or data may be gathered for
contemporaneous or later analysis. For example, 1if a
memory management API 1s called to allocate executable
memory, an example of adjusting an execution parameter
may comprise moditying the attributes of the allocated
memory to remove the executable attribute. While example
actions are described herein, 1t will be appreciated that other
actions may alternatively or additionally be performed at
operation 410. Flow may then progress to operation 412,
which 1s discussed below.
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[0062] If, however, 1t 1s determined at determination 408
that the call stack evaluation does not indicate a potential
threat, flow 1nstead branches NO to operation 412, where
software execution may be resumed. In other examples
where software execution 1s not suspended, normal device
operation may continue, among other examples. Flow ter-
minates at operation 412.

[0063] FIG. 4B illustrates an overview of an example
method 420 for evaluating a call stack frame when gener-
ating a trust metric. In an example, method 420 may be
performed by a computing device and/or may be performed
by a threat processor, such as threat processor 112 in FIG. 1
or user-mode threat processor 220/kernel-mode threat pro-
cessor 224 1n FIG. 2. In some examples, aspects of method
420 may be performed at determination 308 and/or deter-
mination 408, as discussed above with respect to FIGS. 3
and 4A, respectively. In an example, aspects of method 420
may be performed when performing an evaluation having a
higher level of rigor as compared to other evaluations (e.g.,
those set forth 1n FIGS. 4C and 4D). For instance, aspects of
method 420 may be performed when evaluating a set of
software 1nstructions attempting to allocate or map in
executable memory, or when the set of software instructions
accesses a kernel-mode API (e.g., API 226 1n FIG. 2). While
example instances are described herein, it will be appreci-
ated that other scenarios may be subject to such an evalu-
ation.

[0064] Method 420 begins at operation 422, where a call
stack frame may be accessed. As described herein, call stack
frames may be evaluated sequentially, 1n reverse order, or 1n
any ol a variety of other orders. In some examples, only a
subset of call stack frames may be evaluated. In an example,
accessing the call stack frame may comprise receiving an
indication of a specific call stack frame to evaluate (e.g., as
may be provided when generating a trust metric, such as at
determinations 308 and/or 408 described above with respect
to FIGS. 3 and 4A, respectively.

[0065] Flow progresses to determination 424, where it
may be determined whether the return address for the call
stack frame 1s preceded by a call instruction. In some
examples, instances where the return address 1s not preceded
by a call mstruction may be indicative of a return-oriented-
programming attack or return flow manipulation. For
example, a disassembler may be used to disassemble an
instruction prior to the return address 1n order to determine
whether the instruction 1s a call or a syscall, among other
example instructions. In some examples, the disassembler
may iteratively disassemble instructions (e.g., the return
address minus 1, the return address minus 2, etc.), such that
a sequence of instructions may be evaluated to determine
whether one or more of the instructions 1s a call or a syscall,
etc

[0066] If 1t 1s determined that the return address of the call
stack frame 1s not preceded by a call instruction, flow
branches NO to operation 438, where an indication that the
call stack frame may pose a potential threat may be gener-
ated. In some examples, the indication may be provided to
an evaluation that 1s generating a trust metric for a call stack,
such that the evaluation may incorporate the indication 1nto
the generated trust metric. For example, a score comprising
the trust metric may be decreased as a result of the indica-
tion. In another example, the trust metric may be determined
to 1indicate that a potential threat exists, such that additional
call stack frames may not be evaluated. In some examples,
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the trust metric may be generated such that the trust metric
further comprises information associated with one or more
call stack frames, which may be used when generating a log
entry or generating a prompt, among other actions. Flow
terminates at operation 438.

[0067] If, however, it 1s determined that the return address
1s preceded by a call instruction, flow instead branches YES
to operation 426, where a set of software instructions
associated with the call stack frame may be determined. In
an example, the return address may refer to a set of software
istructions, such that the set of software instructions may be
determined based on a return address for the call stack
frame. In other examples, the return address may be asso-
ciated with memory that was allocated by a set of software
instructions, such that the determined set of software
instructions may be the set of software instructions that
allocated the memory referenced by the return address. In an
example, the determined set of software instructions may
differ from the 1mitial set of software instructions that called
the API. For example, the determined set of software
istructions may be associated with a library or other API
called by the initial set of software instructions.

[0068] Flow progresses to determination 428, where it
may be determined whether the set of software instructions
1s digitally signed. In some examples, the determination may
comprise performing a cryptographic verification of the set
ol software instructions using a cryptographic key or cer-
tificate. In other examples, a certificate authority that 1ssued
and/or signed the cryptographic key or certificate may be
validated. While example signature verification techniques
are described, 1t will be appreciated that any of a variety of
other techniques may be used.

[0069] If 1t 1s determined that the set of software instruc-
tions 1s digitally signed, flow branches YES to operation
436, where an indication may be generated that the call stack
frame 1s not malicious. In some examples, the indication
may be provided for incorporation into an evaluation that
generates a trust metric for a call stack (e.g., determinations
308 and/or 408 1n FIGS. 3 and 4A, respectively), such that
the evaluation may incorporate the indication into the gen-
erated trust metric. For example, a score of the trust metric
may be increased or may remain the same as a result of the
indication. In an example, aspects of the evaluation per-
formed by method 420 may be cached as a cache entry, such
that a later call stack frame having the same return address
may be evaluated based at least in part on the cached
evaluation, which may thereby reduce at least a part of the
processing associated with the evaluation. Flow terminates
at operation 436.

[0070] If, however, 1t 1s not determined that the set of
software 1nstructions 1s digitally signed, flow 1nstead
branches NO to determination 430, where 1t may be deter-
mined whether the set of software instructions 1s listed 1n a
trusted security catalog. For example, the trusted security
catalog may be provided by an OS executing on the com-
puting device, and may comprise one or more hashes,
GUIDs, or other information that may be used to validate the
set of software instructions. If 1t 1s determined that the set of
soltware 1nstructions 1s listed in the trusted security catalog,
flow branches YES to operation 436 where an indication
may be generated that the call stack frame 1s not malicious,
as was discussed above.

[0071] If, however, 1t 1s determined that the set of software
instructions 1s not listed 1n the trusted security catalog, tlow
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instead branches NO to operation 432, where 1t may be
determined whether the set of software instructions has been
whitelisted. As described above, a whitelist may be gener-
ated based on recerved mnput from a user or administrator, or
may be generated automatically based on an evaluation of
software existing on the computing device, among other
examples. In some examples, the evaluation may comprise
evaluating a blacklist to determine whether the set of soft-
ware 1nstructions has been blacklisted. If 1t 1s determined
that the set of software instructions has been whitelisted
(and/or, 1n some examples, has not been blacklisted), tlow
branches YES to operation 436, where an indication may be
generated that the call stack frame 1s not malicious, as was
discussed above.

[0072] If, however, 1t 1s determined that the set of software
instructions has not been whitelisted, flow 1nstead branches
NO to operation 434, where 1t may be determined whether
reputation information associated with the set of software
instructions indicates that the set of software instructions
may be a threat. As discussed above, the reputation infor-
mation may be retrieved from a local reputation data store
(e.g., reputation data store 116 in FIG. 1 or reputation data
store 210 1n FIG. 2) and/or maybe retrieved from a remote
reputation data store (e.g., reputation data store 118 1n FIG.
1). In some examples, the determination may comprise using,
a threshold information to evaluate at least a part of the
reputation information, wherein 1f the reputation informa-
tion 1s below the threshold, the set of software instructions
may be determined to pose a potential threat. In other
examples, the determination may comprise evaluating an
indication provided by the reputation information, wherein
the reputation information may indicate that the set of
software 1nstructions are malicious or benign, among other
indications. While example evaluations of reputation infor-
mation are described herein, it will be appreciated that
reputation information may comprise any ol a variety of
information and, accordingly, may be evaluated using any of
a variety of techniques.

[0073] If 1t 1s determined that the reputation information
does not indicate that the set of software instructions 1s not
a potential threat, flow branches NO to operation 436, which
1s described above. However, i1f it 1s determined that the
reputation information indicates that the set of software
instructions 1s a potential threat, flow 1nstead branches YES
to operation 438, where an indication that the set of software
instructions may be a potential threat may be generated, as
was discussed above. Thus, flow terminates at one of opera-
tions 436 or 438. It will be appreciated that while FIG. 4B
1s described herein as having an example flow (e.g., from
operations 428 to 434), other examples may comprise a
different order of operations, or additional, alternative, or
fewer operations may be performed.

[0074] FIG. 4C illustrates an overview of an example
method 460 for evaluating a call stack frame when gener-
ating a trust metric. In an example, method 460 may be
performed by a computing device and/or may be performed
by a threat processor, such as threat processor 112 in FIG. 1
or user-mode threat processor 220/kernel-mode threat pro-
cessor 224 1n FIG. 2. In some examples, aspects of method
460 may be performed at determination 308 and/or deter-
mination 408, as discussed above with respect to FIGS. 3
and 4A, respectively. In an example, aspects of method 460
may be performed when performing an evaluation having a
medium-to-low level of rigor as compared to other evalua-
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tions (e.g., those set forth 1n FIGS. 4B and 4D). For 1nstance,
aspects of method 460 may be performed when evaluating
a set of software 1nstructions attempting to perform behavior
that 1s normal or routine, including, but not limited to,
creating a new processing thread, accessing an 1mage cap-
ture API, or interacting with sensors of a computing device.
While example instances are described herein, 1t will be
appreciated that other scenarios may be subject to such an
evaluation.

[0075] Method 460 begins at operation 462, where a call
stack frame may be accessed. As described herein, call stack
frames may be evaluated sequentially, 1n reverse order, or 1n
any of a variety of other orders. In some examples, only a
subset of call stack frames may be evaluated. In an example,
accessing the call stack frame may comprise receiving an
indication of a specific call stack frame to evaluate (e.g., as
may be provided when generating a trust metric, such as at

determinations 308 and/or 408 described above with respect
to FIGS. 3 and 4A, respectively.

[0076] Flow progresses to determination 464, where it
may be determined whether an address 1s associated with a
set of software istructions. For example, the address may
be a return address, a start address (e.g., when a new thread
1s started), or any of a variety of other addresses. Further, 1t
will be appreciated that while examples herein are described
with respect to a return address, similar techniques may be
used for other types of addresses. Accordingly, if 1t 1s
determined that the address 1s associated with a set of
software 1nstructions, flow branches YES to operation 466,
where an indication may be generated that the call stack
frame 1s not malicious. In some examples, the indication
may be provided for incorporation into an evaluation that
generates a trust metric for a call stack (e.g., determinations
308 and/or 408 1n FIGS. 3 and 4A, respectively), such that
the evaluation may incorporate the indication into the gen-
erated trust metric. For example, a score of the trust metric
may be increased or may remain the same as a result of the
indication. In an example, aspects of the evaluation per-
formed by method 460 may be cached as a cache entry, such
that a later call stack frame having the same return address
may be evaluated based at least in part on the cached
evaluation, which may thereby reduce at least a part of the
processing associated with the evaluation. Flow terminates
at operation 466.

[0077] If, however, 1t 1s determined that the address 1s not
assoclated with a set of software instructions, flow instead
branches NO to determination 468, where 1t may be deter-
mined whether the address i1s associated with memory
allocated by a set of software 1nstructions. Accordingly, 11 1t
1s determined that the address 1s associated with memory
that has been allocated by a set of software instructions, flow
branches YES to operation 466, where an indication may be
generated that the call stack frame 1s not malicious, as
discussed above. However, it 1t 1s determined that the
address 1s not associated with memory that 1s associated
with a set of software instructions, flow instead branches NO
to operation 470, where an indication that the call stack
frame may pose a potential threat may be generated. In some
examples, the indication may be provided to an evaluation
that 1s generating a trust metric for a call stack, such that the
evaluation may incorporate the indication into the generated
trust metric. For example, a score comprising the trust
metric may be decreased as a result of the indication. In
another example, the trust metric may be determined to
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indicate that a potential threat exists, such that additional call
stack frames may not be evaluated. In some examples, the
trust metric may be generated such that the trust metric
further comprises information associated with one or more
call stack frames, which may be used when generating a log
entry or generating a prompt, among other actions. Flow
terminates at operation 470.

[0078] FIG. 4D 1illustrates an overview of an example
method 480 for evaluating a call stack frame when gener-
ating a trust metric. In an example, method 480 may be
performed by a computing device and/or may be performed
by a threat processor, such as threat processor 112 in FIG. 1
or user-mode threat processor 220/kernel-mode threat pro-
cessor 224 1n FIG. 2. In some examples, aspects of method
480 may be performed at determination 308 and/or deter-
mination 408, as discussed above with respect to FIGS. 3
and 4A, respectively. In an example, aspects of method 480
may be performed when performing an evaluation having a
low level of rigor as compared to other evaluations (e.g.,
those set forth 1n FIGS. 4B and 4C). For instance, aspects of
method 480 may be performed when evaluating a set of
software 1nstructions attempting to perform behavior that 1s
normal or routine, including, but not limited to, creating a
new processing thread, accessing a data logging API, or
rece1ving user input. While example instances are described
herein, 1t will be appreciated that other scenarios may be
subject to such an evaluation.

[0079] Method 480 begins at operation 482, where a call
stack frame may be accessed. As described herein, call stack
frames may be evaluated sequentially, 1n reverse order, or 1n
any ol a variety of other orders. In some examples, only a
subset of call stack frames may be evaluated. In an example,
accessing the call stack frame may comprise receiving an
indication of a specific call stack frame to evaluate (e.g., as
may be provided when generating a trust metric, such as at
determinations 308 and/or 408 described above with respect
to FIGS. 3 and 4A, respectively.

[0080] Flow progresses to determination 484, where it
may be determined whether the return address 1s associated
with a set of software instructions. For example, if the return
address 1s 1nstead associated with memory allocated by a set
of software instructions (1.e., indirectly associated rather
than directly associated), it may not be determined that the
return address 1s associated with the set of software instruc-
tions. Accordingly, if 1t 1s determined that the return address
1s assoclated with a set of software instructions, flow
branches YES to operation 488, where an indication may be
generated that the call stack frame 1s not malicious. In some
examples, the indication may be provided for incorporation
into an evaluation that generates a trust metric for a call
stack(e.g., determinations 308 and/or 408 1n FIGS. 3 and 4A,
respectively), such that the evaluation may incorporate the
indication into the generated trust metric. For example, a
score of the trust metric may be increased or may remain the
same as a result of the indication. In an example, aspects of
the evaluation performed by method 480 may be cached as
a cache entry, such that a later call stack frame having the
same return address may be evaluated based at least 1n part
on the cached evaluation, which may thereby reduce at least
a part of the processing associated with the evaluation. Flow
terminates at operation 488.

[0081] If, however, 1t 1s determined that the return address
of the call stack frame 1s not associated with a set of software

instructions, flow instead branches NO to operation 486,
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where 1t may be determined whether the return address 1s
associated with memory allocated by a set of software
istructions. Accordingly, 11 1t 1s determined that the return
address 1s associated with memory that has been allocated
by a set of software instructions, flow branches YES to
operation 488, where an indication may be generated that the
call stack frame 1s not malicious.

[0082] However, 1f 1t 1s determined that the return address
1s not associated with memory that i1s associated with a set
ol software instructions, flow 1nstead branches NO to opera-
tion 490, where an indication that the call stack frame may
pose a potential threat may be generated. In some examples,
the indication may be provided to an evaluation that 1s
generating a trust metric for a call stack, such that the
evaluation may incorporate the indication into the generated
trust metric. For example, a score comprising the trust
metric may be decreased as a result of the indication. In
another example, the trust metric may be determined to
indicate that a potential threat exists, such that additional call
stack frames may not be evaluated. In some examples, the
trust metric may be generated such that the trust metric
further comprises information associated with one or more
call stack frames, which may be used when generating a log
entry or generating a prompt, among other actions. Flow
terminates at operation 490.

[0083] FIG. 5 illustrates one example of a suitable oper-
ating environment 500 1n which one or more of the present
embodiments may be implemented. This 1s only one
example of a suitable operating environment and 1s not
intended to suggest any limitation as to the scope of use or
functionality. Other well-known computing systems, envi-
ronments, and/or configurations that may be suitable for use
include, but are not limited to, personal computers, server
computers, hand-held or laptop devices, multiprocessor sys-
tems, microprocessor-based systems, programmable con-
sumer electronics such as smart phones, network PCs,
minicomputers, mainirame computers, distributed comput-
ing environments that include any of the above systems or
devices, and the like.

[0084] In 1ts most basic configuration, operating environ-
ment 500 typically includes at least one processing unit 502
and memory 504. Depending on the exact configuration and
type of computing device, memory 504 (storing, among
other things, reputation information, a whitelist and/or
blacklist, instructions to perform the methods disclosed
herein, etc.) may be volatile (such as RAM), non-volatile
(such as ROM, flash memory, etc.), or some combination of
the two. This most basic configuration 1s 1llustrated in FIG.
5 by dashed line 506. Further, environment 500 may also
include storage devices (removable, 508, and/or non-remov-
able, 510) including, but not limited to, magnetic or optical
disks or tape. Similarly, environment 500 may also have
input device(s) 514 such as keyboard, mouse, pen, voice
input, etc. and/or output device(s) 516 such as a display,
speakers, printer, etc. Also included in the environment may

be one or more communication connections, 512, such as
LAN, WAN, point to point, etc.

[0085] Operating environment 500 typically includes at
least some form of computer readable media. Computer
readable media can be any available media that can be
accessed by processing unit 502 or other devices comprising
the operating environment. By way of example, and not
limitation, computer readable media may comprise com-
puter storage media and communication media. Computer
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storage media includes volatile and nonvolatile, removable
and non-removable media implemented 1n any method or
technology for storage of information such as computer
readable instructions, data structures, program modules or
other data. Computer storage media includes, RAM, ROM,
EEPROM, flash memory or other memory technology, CD-
ROM, digital versatile disks (DVD) or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other tangible, non-
transitory medium which can be used to store the desired
information. Computer storage media does not include com-
munication media.

[0086] Communication media embodies computer read-
able 1nstructions, data structures, program modules, or other
data 1n a modulated data signal such as a carrier wave or
other transport mechanism and includes any information
delivery media. The term “modulated data signal” means a
signal that has one or more of its characteristics set or
changed 1n such a manner as to encode information in the
signal. By way of example, and not limitation, communi-
cation media includes wired media such as a wired network
or direct-wired connection, and wireless media such as
acoustic, RF, infrared and other wireless media. Combina-
tions of the any of the above should also be included within
the scope of computer readable media.

[0087] The operating environment 500 may be a single
computer operating 1n a networked environment using logi-
cal connections to one or more remote computers. The
remote computer may be a personal computer, a server, a
router, a network PC, a peer device or other common
network node, and typically includes many or all of the
clements described above as well as others not so men-
tioned. The logical connections may include any method
supported by available communications media. Such net-
working environments are commonplace 1n offices, enter-
prise-wide computer networks, intranets and the Internet.

[0088] As will be understood from the foregoing disclo-
sure, one aspect of the technology relates to a system
comprising: at least one processor; and memory storing
instructions that, when executed by the at least one proces-
sor, causes the system to perform a set of operations. The set
of operations comprises: generating, by a threat processor, a
hook on an application programming interface (API),
wherein the hook 1s associated with the threat processor;
receiving, 1n response to a set of solftware instructions
calling the API, an indication from the generated hook;
based on the recerved indication, accessing a call stack
associated with an execution of the set of software instruc-
tions, wherein the call stack comprises one or more call
stack frames; generating a trust metric for the execution of
the set of software 1nstructions based on at least one of the
one or more call stack frames; determining, based on an
evaluation of the generated trust metric, that the set of
software 1nstructions poses a threat to computer security;
and based on determining that the set of software instruc-
tions poses a threat to computer security, performing a
corrective action. In an example, generating the trust metric
comprises performing at least one evaluation selected from
the group consisting of: determiming whether a return
address associated with a call stack frame of the one or more
call stack frames 1s preceded by a call instruction; deter-
mining whether an address associated with a call stack frame
of the one or more call stack frames 1s associated with the
set of software 1nstructions; determining whether an address



US 2019/0318090 Al

associated with a call stack from of the one or more call
stack frames 1s associated with a memory, wherein the
memory 1s associated with the set of software instructions;
determining whether the set of software instructions 1is
digitally signed; determining whether the set of software
istructions 1s 1 a trusted security catalog; determining
whether the set of software instructions 1s whitelisted; and
evaluating reputation information associated with the set of
software instructions. In another example, generating the
trust metric comprises determining that a cache comprises a
cache entry for a return address associated with a call stack
frame, and the trust metric 1s generated based at least 1n part
on the cache entry. In a further example, generating the trust
metric comprises generating a cache entry 1n a cache for a
return address of a call stack frame, wherein the cache entry
comprises 1nformation associated with the at least one
evaluation. In yet another example, evaluating reputation
information comprises: determining whether a local reputa-
tion data store comprises the reputation information; when it
1s determined that the local reputation data store comprises
the reputation information, accessing the reputation infor-
mation from the local reputation data store; and when 1t 1s
determined that the local reputation data store does not
comprise the reputation information, accessing the reputa-
tion mformation from a security service. In a further still
example, performing the corrective action comprises per-
forming at least one action from the group consisting of:
generating a prompt comprising information associated with
the threat; generating an entry 1n a log comprising informa-
tion associated with the threat; terminating execution of the
set of software 1nstructions; adjusting an execution param-
eter of the execution of the set of software instructions; and
gathering data associated with the execution of the set of
software 1nstructions. In another example, the set of opera-
tions further comprises: evaluating a computing device
having one or more sets of software instructions to generate
a whitelist indicating at least one of the one or more sets of
software instructions 1s whitelisted; and storing the gener-
ated whitelist 1n a local reputation data store.

[0089] In another aspect, the technology relates to a
method for detecting a set of software instructions that pose
a potential threat to computer security. The method com-
prises: generating, by a threat processor, a hook on an
application programming interface (API), wherein the hook
1s associated with the threat processor; receiving, by the
threat processor, an indication from the generated hook that
a set of software 1nstructions has called the API; based on the
received indication, accessing a call stack associated with an
execution of the set of software instructions, wherein the call
stack comprises one or more call stack frames; generating a
trust metric for the execution of the set of software instruc-
tions based on at least one of the one or more call stack
frames, wherein the trust metric 1s generated based on at
least one evaluation selected from the group consisting of:
determining whether a return address associated with a call
stack frame of the one or more call stack frames 1s preceded
by a call instruction; determining whether an address asso-
ciated with a call stack frame of the one or more call stack
frames 1s associated with the set of software instructions;
determining whether an address associated with a call stack
from of the one or more call stack frames 1s associated with
a memory, wherein the memory 1s associated with the set of
software 1nstructions; determinming whether the set of soft-
ware 1nstructions 1s digitally signed; determining whether
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the set of software instructions 1s i1n a trusted security
catalog; determining whether the set of software instructions
1s whitelisted; and evaluating reputation information asso-
ciated with the set of software instructions; determining,
based on an evaluation of the generated trust metric, that the
set of software instructions poses a threat to computer
security; and based on determining that the set of software
instructions poses a threat to computer security, performing
a corrective action. In an example, the trust metric 1s
evaluated based on a threshold, and a trust metric below the
threshold indicates that the set of software instructions poses
a threat to computer security. In another example, the at least
one evaluation 1s selected based on a type associated with
the API called by the set of software instructions. In a further
example, the method further comprises: evaluating one or
more sets of software instructions to generate a whitelist
indicating at least one of the one or more sets of software
instructions 1s whitelisted; and storing the generated
whitelist 1n a local reputation data store. In yet another
example, receiving the indication further comprises sus-
pending the execution of the set of software instructions, and
the method further comprises resuming the execution of the
set of software 1nstructions when 1t 1s determined that the set
ol software instructions does not pose a threat to computer
security. In a further still example, performing the corrective
action comprises performing at least one action from the
group consisting of: generating a prompt comprising infor-
mation associated with the threat; generating an entry in a
log comprising information associated with the threat; ter-
minating execution of the set of software instructions;
adjusting an execution parameter of the execution of the set
ol software instructions; and gathering data associated with
the execution of the set of software instructions.

[0090] In a further aspect, the technology relates to a
method for detecting a set of software instructions that pose
a potential threat to computer security. The method com-
prises: generating, by a threat processor, a hook on an
application programming interface (API), wherein the hook
1s associated with the threat processor; receiving, 1n
response to a set of software instructions calling the API, an
indication from the generated hook; based on the received
indication, accessing a call stack associated with an execu-
tion of the set of software instructions, wherein the call stack
comprises one or more call stack frames; generating a trust
metric for the execution of the set of software instructions
based on at least one of the one or more call stack frames;
determining, based on an evaluation of the generated trust
metric, that the set of software 1nstructions poses a threat to
computer security; and based on determining that the set of
software instructions poses a threat to computer security,
performing a corrective action. In an example, generating
the trust metric comprises performing at least one evaluation
selected from the group consisting of: determining whether
a return address associated with a call stack frame of the one
or more call stack frames 1s preceded by a call mstruction;
determining whether an address associated with a call stack
frame of the one or more call stack frames 1s associated with
the set of software instructions; determining whether an
address associated with a call stack from of the one or more
call stack frames 1s associated with a memory, wherein the
memory 1s associated with the set of software instructions;
determining whether the set of software instructions 1is
digitally signed; determining whether the set of software
instructions 1s 1 a trusted security catalog; determining
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whether the set of software instructions 1s whitelisted; and
evaluating reputation information associated with the set of
software 1nstructions. In another example, generating the
trust metric comprises determining that a cache comprises a
cache entry for a return address associated with a call stack
frame, and the trust metric 1s generated based at least 1n part
on the cache entry. In a further example, generating the trust
metric comprises generating a cache entry 1n a cache for a
return address of a call stack frame, wherein the cache entry
comprises 1nformation associated with the at least one
evaluation. In yet another example, evaluating reputation
information comprises: determining whether a local reputa-
tion data store comprises the reputation information; when it
1s determined that the local reputation data store comprises
the reputation information, accessing the reputation infor-
mation from the local reputation data store; and when 1t 1s
determined that the local reputation data store does not
comprise the reputation information, accessing the reputa-
tion mformation from a security service. In a further still
example, performing the corrective action comprises per-
forming at least one action from the group consisting of:
generating a prompt comprising information associated with
the threat; generating an entry 1n a log comprising informa-
tion associated with the threat; terminating execution of the
set of software 1nstructions; adjusting an execution param-
eter of the execution of the set of software instructions; and
gathering data associated with the execution of the set of
software 1nstructions. In another example, the method fur-
ther comprises: evaluating a computing device having one or
more sets ol software instructions to generate a whitelist
indicating at least one of the one or more sets of software
instructions 1s whitelisted; and storing the generated
whitelist 1n a local reputation data store.

[0091] Aspects of the present disclosure, for example, are
described above with reference to block diagrams and/or
operational 1llustrations of methods, systems, and computer
program products according to aspects of the disclosure. The
functions/acts noted 1n the blocks may occur out of the order
as shown 1n any flowchart. For example, two blocks shown
1n succession may 1n fact be executed substantially concur-
rently or the blocks may sometimes be executed in the
reverse order, depending upon the functionality/acts
involved.

[0092] The description and illustration of one or more
aspects provided 1n this application are not intended to limait
or restrict the scope of the disclosure as claimed 1n any way.
The aspects, examples, and details provided 1n this applica-
tion are considered suflicient to convey possession and
enable others to make and use the best mode of claimed
disclosure. The claimed disclosure should not be construed
as being limited to any aspect, example, or detail provided
in this application. Regardless of whether shown and
described in combination or separately, the various features
(both structural and methodological) are intended to be
selectively included or omitted to produce an embodiment
with a particular set of features. Having been provided with
the description and 1llustration of the present application,
one skilled in the art may envision variations, modifications,
and alternate aspects falling within the spirit of the broader
aspects of the general imnventive concept embodied 1n this
application that do not depart from the broader scope of the
claimed disclosure.
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What 1s claimed 1s:

1. A system comprising:

at least one processor; and

memory storing istructions that, when executed by the at

least one processor, causes the system to perform a set

of operations, the set of operations comprising;:

generating, by a threat processor, a hook on an appli-
cation programming interface (API), wherein the
hook 1s associated with the threat processor;

receiving, in response to a set of software instructions
calling the API, an indication from the generated
hook;

based on the received indication, accessing a call stack
associated with an execution of the set of software
instructions, wherein the call stack comprises one or
more call stack frames;

generating a trust metric for the execution of the set of
software instructions based on at least one of the one
or more call stack frames:;

determining, based on an evaluation of the generated
trust metric, that the set of software instructions
poses a threat to computer security; and

based on determining that the set of software instruc-
tions poses a threat to computer security, performing
a corrective action.

2. The system of claim 1, wherein generating the trust
metric comprises performing at least one evaluation selected
from the group consisting of:

determining whether a return address associated with a

call stack frame of the one or more call stack frames 1s
preceded by a call istruction;
determining whether an address associated with a call
stack frame of the one or more call stack frames 1is
associated with the set of software instructions;

determining whether an address associated with a call
stack from of the one or more call stack frames 1is
associated with a memory, wherein the memory 1s
associated with the set of software instructions;

determining whether the set of software instructions 1s
digitally signed;

determining whether the set of software instructions 1s 1n

a trusted security catalog;

determining whether the set of software instructions 1s

whitelisted; and

evaluating reputation information associated with the set

of software instructions.

3. The system of claim 1, wherein generating the trust
metric comprises determinming that a cache comprises a
cache entry for a return address associated with a call stack
frame, and wherein the trust metric 1s generated based at
least 1n part on the cache entry.

4. The system of claim 2, wherein generating the trust
metric comprises generating a cache entry i a cache for a
return address of a call stack frame, wherein the cache entry
comprises information associated with the at least one
evaluation.

5. The system of claim 1, wherein evaluating reputation
information comprises:

determining whether a local reputation data store com-

prises the reputation information;

when 1t 1s determined that the local reputation data store

comprises the reputation information, accessing the
reputation mformation from the local reputation data
store; and
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when 1t 1s determined that the local reputation data store
does not comprise the reputation information, access-
ing the reputation information from a security service.
6. The system of claim 1, wherein performing the cor-
rective action comprises performing at least one action from
the group consisting of:
generating a prompt comprising information associated
with the threat;
generating an entry in a log comprising information
assoclated with the threat;
terminating execution of the set of software instructions;
adjusting an execution parameter of the execution of the
set of software instructions; and
gathering data associated with the execution of the set of
software 1nstructions.
7. The system of claim 1, wherein the set of operations
further comprises:
evaluating a computing device having one or more sets of
software 1nstructions to generate a whitelist indicating
at least one of the one or more sets of software
instructions 1s whitelisted; and
storing the generated whitelist 1n a local reputation data
store.
8. A method for detecting a set of software instructions
that pose a potential threat to computer security, comprising;:
generating, by a threat processor, a hook on an application
programming 1interface (API), wherein the hook 1s
associated with the threat processor;
receiving, by the threat processor, an indication from the
generated hook that a set of software instructions has

called the API;

based on the received indication, accessing a call stack
assoclated with an execution of the set of software
instructions, wherein the call stack comprises one or
more call stack frames;
generating a trust metric for the execution of the set of
software 1nstructions based on at least one of the one or
more call stack frames, wherein the trust metric 1s
generated based on at least one evaluation selected
from the group consisting of:
determining whether a return address associated with a
call stack frame of the one or more call stack frames
1s preceded by a call instruction;
determining whether an address associated with a call
stack frame of the one or more call stack frames 1s
assoclated with the set of software instructions;
determining whether an address associated with a call
stack from of the one or more call stack frames 1s
associated with a memory, wherein the memory 1s
assoclated with the set of software instructions;
determining whether the set of software instructions 1s
digitally signed;
determining whether the set of software instructions 1s
in a trusted security catalog;
determining whether the set of software instructions 1s
whitelisted; and
evaluating reputation information associated with the
set of software instructions;
determining, based on an evaluation of the generated trust
metric, that the set of software instructions poses a
threat to computer security; and
based on determining that the set of software instructions
poses a threat to computer security, performing a cor-
rective action.
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9. The method of claim 8, wherein the trust metric 1s
evaluated based on a threshold, and wherein a trust metric
below the threshold indicates that the set of software instruc-
tions poses a threat to computer security.
10. The method of claim 8, wherein the at least one
evaluation 1s selected based on a type associated with the
API called by the set of software 1nstructions.
11. The method of claim 8, further comprising;:
evaluating one or more sets of software instructions to
generate a whitelist indicating at least one of the one or
more sets of software instructions 1s whitelisted; and

storing the generated whitelist 1n a local reputation data
store.

12. The method of claim 8, wherein receiving the indi-
cation further comprises suspending the execution of the set
of software instructions, and wherein the method further
comprises resuming the execution of the set of software
instructions when 1t 1s determined that the set of software
instructions does not pose a threat to computer security.

13. The method of claam 8, wherein performing the
corrective action comprises performing at least one action
from the group consisting of:

generating a prompt comprising information associated

with the threat;

generating an entry i a log comprising information

associated with the threat;

terminating execution of the set of software 1nstructions;

adjusting an execution parameter of the execution of the

set of software instructions; and

gathering data associated with the execution of the set of

soltware 1nstructions.

14. A method for detecting a set of software instructions
that pose a potential threat to computer security, comprising;:

generating, by a threat processor, a hook on an application

programming 1interface (API), wherein the hook 1s
associated with the threat processor;
receiving, 1n response to a set of software instructions
calling the API, an indication from the generated hook;

based on the received indication, accessing a call stack
associated with an execution of the set of software
istructions, wherein the call stack comprises one or
more call stack frames;

generating a trust metric for the execution of the set of

software 1nstructions based on at least one of the one or
more call stack frames;

determining, based on an evaluation of the generated trust

metric, that the set of software instructions poses a
threat to computer security; and

based on determining that the set of software instructions

poses a threat to computer security, performing a cor-
rective action.

15. The method of claim 14, wherein generating the trust
metric comprises performing at least one evaluation selected
from the group consisting of:

determining whether a return address associated with a

call stack frame of the one or more call stack frames 1s
preceded by a call instruction;

determining whether an address associated with a call

stack frame of the one or more call stack frames 1s
associlated with the set of software instructions;
determining whether an address associated with a call
stack from of the one or more call stack frames 1is
associated with a memory, wherein the memory 1is
assoclated with the set of software instructions;
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determining whether the set of software instructions 1s

digitally signed;

determining whether the set of software instructions 1s in

a trusted security catalog;

determining whether the set of software instructions 1s

whitelisted; and

evaluating reputation information associated with the set

ol software instructions.

16. The method of claim 14, wherein generating the trust
metric comprises determining that a cache comprises a
cache entry for a return address associated with a call stack
frame, and wherein the trust metric 1s generated based at
least 1n part on the cache entry.

17. The method of claim 15, wherein generating the trust
metric comprises generating a cache entry 1n a cache for a
return address of a call stack frame, wherein the cache entry
comprises 1nformation associated with the at least one
evaluation.

18. The method of claim 14, wherein evaluating reputa-
tion information comprises:

determining whether a local reputation data store com-

prises the reputation information;

when 1t 1s determined that the local reputation data store

comprises the reputation information, accessing the
reputation information from the local reputation data
store; and
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when 1t 1s determined that the local reputation data store
does not comprise the reputation information, access-
ing the reputation information from a security service.

19. The method of claim 14, wherein performing the
corrective action comprises performing at least one action

from the group consisting of:

generating a prompt comprising information associated
with the threat;

generating an entry in a log comprising information
assoclated with the threat;

terminating execution of the set of software 1nstructions;

adjusting an execution parameter of the execution of the
set of software instructions; and

gathering data associated with the execution of the set of
software 1nstructions.

20. The method of claim 14, further comprising;

evaluating a computing device having one or more sets of
software 1nstructions to generate a whitelist indicating
at least one of the one or more sets of software
instructions 1s whitelisted; and

storing the generated whitelist 1n a local reputation data
store.
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