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(57) ABSTRACT

Embodiments of the invention include techniques for imple-
menting a network security framework for wireless aircraft
communication, where the techniques include receiving a
key index sequence over a first communication link, and
transmitting a subset of the key index to one or more nodes.
The techniques also 1include generating a random encryption
key based at least in part on the subset of the key index
sequence, encrypting data using the random encryption key,
and transmitting the encrypted data over a second commu-
nication link.
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NETWORK SECURITY FRAMEWORK FOR
WIRELESS AIRCRAFT COMMUNICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of Indian Appli-

cation No. 201811014030 filed Apr. 12, 2018, which 1s
incorporated herein by reference 1in its entirety.

BACKGROUND

[0002] The present invention generally relates to wireless
communication, and more specifically, to a network security
framework for wireless aircrait communication.

[0003] Wireless communication can simplify the network
architecture by making networks more flexible 1in terms of
configurability, scalability and maintainability. A secure
wireless communication 1s key to accomplish the needs of
aircraft application like prognostic health management, air-
craft health management, integrated vehicle health monitor-
ing and other safety-critical systems. The architecture must
be able to sustain attacks due to its vulnerabilities to attack
by malicious and unauthorized devices.

BRIEF DESCRIPTION

[0004] According to one embodiment, a method for imple-
menting a network security framework for wireless aircraft
communication 1s provided. The method includes receiving
a key index sequence over a first communication link, and
transmitting a subset of the key index to one or more nodes.
The method also includes generating a random encryption
key based at least 1n part on the subset of the key index
sequence, encrypting data using the random encryption key,
and transmitting the encrypted data over a second commu-
nication link.

[0005] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wherein the first communication link 1s a wired
communication link.

[0006] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wherein the second communication link 1s a wireless
communication link.

[0007] In addition to one or more of the features described
above, or as an alternative, further embodiments may further
include detecting an expiry of encryption keys and respon-
sive to the detection, renewing the encryption keys for a
particular wireless data controller.

[0008] In addition to one or more of the features described
above, or as an alternative, further embodiments may further
include detecting a tampering of sensor nodes, and respon-
sive to the detection, transmitting new encryption key indi-
ces for each wireless data controller 1n a network.

[0009] In addition to one or more of the features described
above, or as an alternative, further embodiments may further
include updating the encryption keys and allocating the keys
are based on a Fibonacci series.

[0010] In addition to one or more of the features described
above, or as an alternative, further embodiments may further
include storing a key index matrix.

[0011] According to another embodiment, a system for
implementing network security framework for wireless air-
craft communication 1s provided. The system includes a first
node connected to one or more second nodes over a first
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communication link, where the first node transmits a key
index sequence to the one or more second nodes. The system
also 1ncludes one or more second nodes connected to one or
more third node over a second communication link, where
the one or more second nodes transmits a subset of the key
index sequence to the one or more third nodes to generate
random encryption keys based at least in part on the subset
of the key index sequence.

[0012] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wherein the key index 1s transmitted sequentially to
the one or more second nodes.

[0013] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wheremn the first communication link 1s a wired
connection.

[0014] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wherein the second communication link 1s a wireless
connection.

[0015] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wherein the first node includes a key index matrix
for storing the key index sequence.

[0016] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wherein the one or more second nodes and the one
or more third nodes include encryption key generator mod-
ules for generating encryption keys from the key index
sequence.

[0017] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wherein the first node 1s an aircrait interface device
includes a key index renewal and revocation module to
renew or revoke the key index sequence.

[0018] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wherein the first node 1s a network manager con-
figured to aggregate received data and communicates with
external systems.

[0019] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wherein the one or more second nodes are wireless
data controllers.

[0020] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wherein the one or more third nodes are sensor
nodes.

[0021] According to different embodiment, a device for
implementing a network security framework for wireless
aircraft communication 1s provided. The device includes a
first 1interface configured to receive a first message from the
aircraft interface device over a first communication link,
wherein the first message includes a key index and a second
interface configured to transmit a second message to one or
more sensors, wherein the second message includes a subset
of the key index. The device also includes an encryption key
generator module configured to generate an encryption key
based on the second message and encrypt a message using
the encryption key. The device includes an interface to
transmit encrypted messages over a second communication
link.

[0022] In addition to one or more of the features described
above, or as an alternative, further embodiments may
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include wherein the first interface 1s a wired interface and the
second 1nterface 1s a wireless 1nterface.

[0023] In addition to one or more of the features described
above, or as an alternative, further embodiments may
include wherein the first interface 1s configured to receive
updated key indices based on detecting an expiry of an
encryption key or tampering of any sensor node.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] The subject matter which 1s regarded as the present
disclosure 1s particularly pointed out and distinctly claimed
in the claims at the conclusion of the specification. The
foregoing and other features, and advantages of the present
disclosure are apparent from the following detailed descrip-
tion taken in conjunction with the accompanying drawings
in which:

[0025] FIG. 1 depicts a wireless network architecture for
implementing a network security framework for wireless
aircraft communication in accordance with one or more
embodiments of the invention;

[0026] FIG. 2 depicts a sequence diagram for a network
security framework for wireless aircraft communication 1n
accordance with one or more embodiments of the invention;
[0027] FIG. 3 depicts an algorithm for implementing a
network security framework for wireless aircraft communi-
cation in accordance with one or more embodiments of the
invention;

[0028] FIG. 4 depicts a renewal scheme for implementing
a security framework for wireless aircrait communication 1n
accordance with one or more embodiments of the invention;
[0029] FIG. 5 depicts a detailed tlowchart for implement-
ing a network security framework for wireless aircraft
communication in accordance with one or more embodi-
ments of the invention;

[0030] FIG. 6 depicts a timing diagram for implementing
a network security framework for wireless aircraft commu-
nication in accordance with one or more embodiments of the
invention; and

[0031] FIG. 7 depicts a high-level flowchart for imple-
menting a network security framework for wireless aircraft
communication in accordance with one or more embodi-
ments of the mvention.

DETAILED DESCRIPTION

[0032] Avionic communications 1n aircrafts use wired
communication links which are based on ARINC and Eth-
ernet protocols. To adapt the wired communication to wire-
less communication, applications such as Tablet Interface
Module (TIM) and Electronic Flight Bag (EFB) are being
connected through wireless communication. These devices
communicate with external systems through various
devices. The network security 1s accomplished through data
encryption and authentication by password. However, chal-
lenges due to vulnerability of an attack by malicious wire-
less devices must be addressed.

[0033] The techniques described herein define a new wire-
less network architecture and develop a robust security
framework. The wireless network architecture includes a
layered wireless network having a network manager, mul-
tiple cluster coordinators and wireless sensor clusters. The
security framework 1s developed for wireless aircrait com-
munications using optimized message encryption techniques
and encryption key management schemes.
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[0034] Now referring to FIG. 1, a wireless sensor network
(WSN) 100 1n accordance with one or more embodiments of
the invention 1s shown.

[0035] The WSN 100 as shown includes multiple layers.
In one or more embodiments of the invention the first layer
includes an Aircraft Interface Device (AID). The AID 102 1s
coupled to one or more wireless data controllers 104 of the
second layer. In an embodiment, the communication link
between the AID 102 and the wireless data controllers 1s a
wired connection. As shown 1n FIG. 1, the wireless data
controllers are coupled to one or more sensors 106 of a third
layer.

[0036] The AID 102 functions as network manager that
interfaces with the WSN 100 and with external users. The
AID 102 1s configured with one or more modules to 1mple-
ment the techniques described below with reference to FIG.
2. The AID 102 includes a key index distribution center
module 202 for transmitting the key indices to the wireless
data controllers 104. The AID 102 also includes a key index
renewal module 206 for transmitting new key indices to the
wireless data controllers 104. The AID 102 includes a key
index revocation module 206 for detecting the revocation of
a used key.

[0037] The wireless data controllers 104 function as clus-
ter coordinators that acquire data from critical aircrait sensor
systems such as but not limited to AHRS, air data probes,
temperature sensors, pressure sensors, and the like. The
wireless data controllers are configured with a first wired
interface 110 and a second wireless interface 112. The
wireless data controllers 104 include encryption key gen-
erator modules (not shown 1n FIG. 1) for encrypting mes-
sages transmitted between the wireless data controllers 104
and the sensors 106. The encryption keys are based on the
received key index sequence from the AID 102. Because the
keys are generated from the key index sequence the encryp-
tion key are not stored at the wireless data controller 104.
Upon receiving the key indices each wireless data controller
transmits 1ts subset of indices to its sensor cluster. The
encryption key generator module being executed in the
wireless data controllers 104 and sensor nodes 106 use the
key indices as seed numbers and generate the encryption
keys for transmitting messages over the wireless channel.
The keys are dynamically generated from seed indices from
the key index sequence for each data transmission. The
transmission and reception uses the symmetric cryptography
technique described below. It 1s to be understood that other
configurations of the wireless data controllers can be used.

[0038] The sensors 106 generate sensor data and transmit
the sensor data to the AID 102 through the wireless data
controllers 104. The sensors 106 can include sensors such as
but not limited to AHRS, IMU, proximity sensors, pressure
sensors, air data probes, and the like. In addition, the sensors
include encryption key generator modules for encrypting/
decrypting messages transmitted between the sensors 106
and wireless data controllers 104 using the received key
indices as seed numbers for generating the keys. The sensors
do not store the encryption keys as they are generated for
cach data transmission. In one or more embodiments of the
invention, the wireless data controllers 104 can aggregate/
consolidate the receirved sensor data into a single WSN data
packet. In one or more embodiments of the invention the
sensor nodes 106 are arranged 1n clusters, where the sensor
nodes 106 that are coupled to the same wireless data
controller 104 define the cluster.
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[0039] Now referring to FIG. 2, a diagram 200 for imple-
menting a network security framework for wireless aircraft
communication 1n accordance with one or more embodi-
ments of the invention 1s shown.

[0040] In one or more embodiments of the invention, the
key 1index distribution center 202 resides on the AID 102 of
FIG. 1. The key index distribution center 202 1s configured
to distribute the initial sequence of encryption key indices to
the wireless data controllers 104. The encryption key indices
are distributed sequentially to each of the wireless data
controllers 104 1n the network. In addition, the key index
distribution center 202 i1s configured to redistribute the
renewed sequence of key indices.

[0041] An immtial key index sequence 1s generated and
stored 1n the memory of the AID 102. The key index matrix
1s created 1n memory, where the key index matrix contains
the subset of indices assigned to every data controller and 1s
indexed by communication address of a data controller.
Using the key index matrix the AID 102 1s able to manage
the assignment of the key index sequences in the network.

[0042] Distribution of key index sequence 1s carried out
using a group based transmission scheme. In this scheme,
cach wireless data controller 104 receives N unique key
indices such that, N=1/m, where T 1s the total number of key
indices and m 1s the number of wireless data controllers 104.
Let K(1) be the set of indices for data controller labeled ‘1°.
Following the principle of group based distribution, K(1)NK
(i+1)={@}. The encryption keys generated within a sensor
cluster 1s unique from other clusters and common to all the
sensors within the given cluster.

[0043] The encryption key generator 204 1s located 1n both
wireless data controllers 104 and the sensor nodes 106. The
encryption key generator 204 1s configured to compute the
encryption keys from the key index sequence received from
the distribution center 202 using the symmetric cryptogra-
phy scheme. These devices are not pre-configured with
master keys and the encryption keys are not stored within
each of the devices.

[0044] In one or more embodiments of the invention, the
encryption key generator 204 uses linear congruential tech-
niques of computing pseudo-random numbers which 1s
discussed below with reference to FIG. 3. The seed number
used for the encryption technique 1s selected from the list of
key 1ndices received from the distribution center 202.

[0045] The key index renewal/revocation module 206 is
configured to renew or revoke key index sequences created
initially during the network setup/startup phase. The key
index sequence 1s generated using the techniques referred to

in FIG. 3.

[0046] In one or more embodiments of the invention, the
renewal/revocation module 206 1s configured to renew the
original key index sequence, update the key index matrix
with the renewed sequence, and subsequently redistribute
the new key index sequence either locally to a particular
wireless data controller address that 1dentifies the wireless
data controller 104 or broadcast to all the wireless data
controllers 104in the network. The multi-tier renewal
scheme will be discussed with reference to FIG. 4 below.

[0047] Referring back to FIG. 2, step 210 provides the key
index distribution center 202 distributes a key 1index
sequence to an encryption key generator 204. The encryp-
tion key generator 204 1s included in the wireless data
controllers 104 and the sensor nodes 106.

Oct. 17,2019

[0048] At step 212, the encryption key generator 204 1s
configured to encrypt/decrypt the data into a message using
keys based on the received key index sequence from the key
index distribution center 202.

[0049] Step 214 provides receiving, at a key index
renewal/revocation module 206, a notification of an expiry
of a set of encryption keys. Responsive to the detection of
the expiry of encryption keys, at step 216 the key index
renewal/revocation module 206 transmits a message to
renew key 1ndices set for the atfected cluster. In one or more
embodiments of the invention, the key indices are only valid
for a predetermined period of time. Step 218 provides the
key index distribution center 202 distributes the renewed
key index set to the encryption key generator of the wireless
data controller 104 for the particular affected cluster.
[0050] Step 220 provides receiving, at a key index
renewal/revocation module 206, a notification of node tam-
pering. Node tampering can indicate that a node 1s suspected
to have been attacked or compromised. Responsive to the
detection of the node tampering, at step 222, the key index
renewal/revocation module 206 transmits a message to
renew the key indices set for all clusters in the network. Step
224 provides the key index distribution center 202 distrib-
utes the renewed key index set to the encryption key
generator 204 wireless data controller 104 for all clusters of
the network. Finally, step 226 provides encryption of the
message with the renewed key sequence.

[0051] Now referring to FIG. 3, a table 300 implementing
the encryption scheme for generating keys 1s shown. In one
or more embodiments of the invention, the encryption key
generator modules of the wireless data controllers 104 and
sensor nodes 106 carry out the steps below to generate the
encryption keys used for encryption.

[0052] Step 1 as shown 1n table 300 provides 1nitializing
the primary variables used 1n the algorithm for determining
the encryption keys from the key index sequence. The
primary variables include FIB_first, FIB_second, and Key_
pre which are 1mitialized to 1 1n this example.

[0053] Step 2 provides the variable FIB 1s the sum of the
previous two Fibonacci numbers, FIB_first and FIB_second,
are variables which store the previous two Fibonacci num-
bers for the present sampling instant.

[0054] Step 3 provides the variable FIB 1s rounded off by
the maximum number possible with 16-bit 965536) so that
there 1s no overtlow.

[0055] Step 4 provides the variable M 1s an intermediate
large number which determines the periodicity of the PRN
sequence.

[0056] Step 5 provides the variable Key_algo 1s the cur-
rent random key computed using the key generated in the
previous sampling instant

[0057] Step 6 provides the variable Key_pre preserves the
current value of the key to be used in step 5 in the next
sampling instant.

[0058] Now referring to FIG. 4, a diagram 400 of a
network 402 1n accordance with one or more embodiments
of the invention 1s shown.

[0059] The global network 402 as shown includes one or
more wireless data controllers 404a, 4045, 404¢ . . . 404n,
where the wireless data controllers 404 are similar to that
shown in FIG. 1. As described herein, the wireless data
controllers 404 function as cluster coordinators for manag-
ing sensors such as sensor nodes 106 and other devices that
are coupled to each wireless data controller 404, respec-
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tively. In addition, the wireless data controllers 404 are
configured to exchange data with an aircraft interface device
102. One or more embodiments of the invention allow for
the key indices for each wireless data controller 404 to be
updated independently of the other wireless data controllers
404 1in the network 402. In other embodiments, each and
every wireless data controller 404 of the network 402 can be
updated simultaneously. This allows for the eflicient use and
distribution of keys in the WSN. Only those clusters that
require updating will be updated.

[0060] As shown in FIG. 4, at the global level the subset
of indices (K1, K2 ... Km) for ‘m’ numbers of wireless data
coordinators 104 are shifted by one place. Each wireless data
controller 404 receives a subset from 1ts left neighbor and 1ts
own subset 1s moved to 1its right neighbor during a global
renewal of key indices.

[0061] At the local level where a single wireless data
controller 404 1s updated, the renewal for a single wireless
data controller 104 bit-wise right shift operation 1s per-
formed on each index number in the original subset K1. The

right shifted subset (K>>1 bit) 1s subsequently XOR-ed with
K1 and the new subset K1' 1s generated.

[0062] The multi-tier renewal scheme allows for case
dependent index renewal. The proposed method 1s suitable
for a multi-rated sensor network having different data sam-
pling rates. Given such a case, a fast cluster can quickly
consume 1ts set of allocated encryption keys and hence
request for renewal, a fast cluster can quickly consume its
set of allocated encryption keys and hence request for
renewal. Local control avoids renewing the entire sequence
and hence saves redistribution of new indices to all the
coordinators. This reduces security management overhead
and utilizes channel capacity 1n an optimal manner Global
renewal occurs 1n the event a sensor node 1n any cluster 1s
attacked. Renewal across the network avoids computation
required for local renewal at a single coordinator. Therefore,
it 1s computationally optimal to calculate the key indices 1n
this manner

[0063] Now referring to FIG. 5, a flow chart 500 for
implementing a network security framework for wireless
aircraft communication in accordance with one or more
embodiments of the invention 1s shown.

[0064] The process beings at block 502 which provides
generating a key index sequence. The key index sequence 1s
generated by the AID 102. The process continues to block
504 which provides distributing the key indices to a cluster
coordinator (wireless data controller). It 1s to be understood
that the key indices can be transmitted to a plurality of
wireless data controllers.

[0065] Block 506 provides sending a beacon for associa-
tion with one or more sensor nodes. The process continues
to decision block 508 which determines whether the sensor
node 1s associated with the data controller. If the sensor node
1s associlated with the wireless data controller, block 510
provides sending the key indices to the sensor node during
the contention access period (CAP).

[0066] Block 512 provides waiting for beacon. One or
more sensor nodes are waiting to be associated with wireless
data controller. Clusters are formed for wireless data con-
trollers and the associated sensor nodes. In the event the
sensor nodes have yet to be associated with the wireless data
controller, the process continues to attempt to associate the
sensor nodes at block 508.
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[0067] At decision block 514, the process determines
whether the encryption key life has expired. In the event the
encryption key life has expired, the process continues to
block 516 which renews key index subset for the wireless
data controller and sends the renewed key index to the
aflected controller.

[0068] In the event the encryption key life has not expired,
the process continues to decision block 518 which deter-
mines whether a node compromise indication has been
received from the data controller. In the event that any node
in the network has been compromised, block 520 provides
renewing the entire key index sequence and redistributes the
key index sequence to each wireless data controller. Other-
wise, the process continues to move to the next transmission
cycle as shown 1n block 522.

[0069] Now referring to FIG. 6, a timing diagram 600 for
implementing a network security framework for wireless
aircraft communication in accordance with one or more
embodiments of the invention 1s shown. In a non-limiting

example, the timing diagram 600 1s implemented in a WSN
100 (similar to that shown in FIG. 1).

[0070] In one or more embodiments of the invention, the
security framework using beacon enabled TDMA protocol
compatible devices such as IEEE 802.15.4. The key indices
as allotted by the AID 102 (network manager) are transmit-
ted to sensor nodes during a contention access period (CAP)
of a beacon cycle by the wireless data controller (cluster
coordinator). The indices are transmitted to the sensor nodes
as a one-to-one dedicated communication between the wire-
less data controller and associated sensor nodes. The sensor
nodes encrypt their respective message using a randomly
generated key. The encrypted message 1s sent to the wireless
data controller 104 during their allotted guaranteed time
slots.

[0071] In one or more embodiments of the invention, the
AID 102 transmits the key indices to one or more wireless
data coordinators 104 in transmission 602. The wireless data
controller 104 the sends a transmission 604 including the
key indices received from the AID 102 to one or more sensor
nodes 106 and end devices which use the key indices for
data encryption when exchanging data.

[0072] Transmission 608 generates dynamic keys using
the key indices for data being transmitted to the wireless data
controller 104. In one or more embodiments of the 1nven-
tion, the wireless data controller 104 decrypts the data
packet 606 received from the sensor nodes 106. The
decrypted data packet 610 1s the sent to the AID 102 1n a
transmission 612. The AID 102 1s configured to aggregate
the received decrypted data packets 610 where the aggre-
gated data 614 1s transmitted to other devices/systems for
further processing and analysis.

[0073] Now referring to FIG. 7, a high-level flow chart
700 for implementing a network security framework for
wireless aircrait communication in accordance with one or
more embodiments of the invention 1s shown. Block 702
provides receiving a key index sequence over a first com-
munication link. The first communication link can be a
wired communication link between the AID 102 of FIG. 1
and the wireless data controllers 104. Block 704 provides
transmitting a subset of the key index to one or more nodes.
The key index that 1s received from the AID 102 1s seg-
mented and a portion or subset of keys 1s transmitted to each
of the sensor nodes 106 to be used for encryption of data
over the second wireless communication link. Block 706
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includes generating a random encryption key based at least
in part on the subset of the key index sequence. The random
encryption keys are not stored 1n the system because they are
dynamically generated for the transmission of each message
over the wireless communication link. Block 708 provides
encrypting data using the random encryption key, and Block
710 provides transmitting the encrypted data over a second
communication. The second communication link 1s a wire-
less connection that exists between the wireless data con-
trollers 104 and the sensor nodes 106.

[0074] The technical benefits includes to robust security
framework that 1s capable of being implemented into a
wireless communication network for safety-critical applica-
tion such as wireless aircrait communication. The clustered
architecture onboard the aircrait network facilitates deploy-
ment of scalable wireless sensor networks. In addition, the
encryption algorithm 1s computationally eflicient and opti-
mizes storage because encryption keys are not being stored
but are dynamically generated upon each data transmission.
The encryption key management framework efliciently uses
channel bandwidth and does not affect network QoS because
the keys can be selectively updated and renewed by cluster.
[0075] While the present disclosure has been described 1n
detail 1n connection with only a limited number of embodi-
ments, 1t should be readily understood that the present
disclosure 1s not limited to such disclosed embodiments.
Rather, the present disclosure can be modified to incorporate
any number of wvariations, alterations, substitutions or
equivalent arrangements not heretofore described, but which
are commensurate with the spirit and scope of the present
disclosure. Additionally, while various embodiments of the
present disclosure have been described, it 1s to be understood
that aspects of the present disclosure may include only some
of the described embodiments. Accordingly, the present
disclosure 1s not to be seen as limited by the foregoing
description, but 1s only limited by the scope of the appended
claims.

What 1s claimed 1s:

1. A method for implementing a network security frame-
work for wireless aircraft communication, comprising;:

recerving a key index sequence over a first communica-
tion link;

transmitting a subset of the key index to one or more
nodes;

generating a random encryption key based at least 1n part
on the subset of the key index sequence;

encrypting data using the random encryption key; and

transmitting the encrypted data over a second communi-
cation link.

2. The method of claim 1, wherein the first communica-
tion link 1s a wired communication link.

3. The method of claim 1, wherein the second commu-
nication link 1s a wireless communication link.

4. The method of claim 1, further comprising: detecting an
expiry of encryption keys; and
responsive to the detection, renewing the encryption keys
for a particular wireless data controller.
5. The method of claim 1, further comprising: detecting a
tampering of sensor nodes; and
responsive to the detection, transmitting new encryption

key 1indices for each wireless data controller 1n a
network.
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6. The method of claim 1, further comprising updating the
encryption keys and allocating the keys are based on a
Fibonacci series.

7. The method of claim 1, further comprising storing a key
index matrix.

8. A system for implementing a network security frame-
work for wireless aircraft communication, comprising;:

a first node;

one or more second nodes, wherein the first node 1s
connected to the one or more second nodes over a {first
communication link, wherein the first node transmits a
key index sequence to the one or more second nodes;
and

one or more third nodes, wherein the one or more second
nodes are connected to the one or more third node over
a second communication link, wherein the one or more
second nodes transmits a subset of the key index
sequence to the one or more third nodes to generate
random encryption keys based at least in part on the
subset of the key index sequence.

9. The system of claim 8, wheremn the key index 1s

transmitted sequentially to the one or more second nodes.

10. The system of claim 8, wherein the first communica-
tion link 1s a wired connection.
11. The system of claim 8, wherein the second commu-

nication link 1s a wireless connection.

12. The system of claim 8, wherein the first node com-
prises a key index matrix for storing the key index sequence.

13. The system of claim 8, wherein the one or more
second nodes and the one or more third nodes comprise
encryption key generator modules for generating encryption
keys from the key index sequence.

14. The system of claim 8, wherein the first node 1s an
aircraft interface device comprising a key index renewal and
revocation module to renew or revoke the key index
sequence.

15. The system of claim 8, wherein the first node 1s a
network manager to aggregate received data and communi-
cates with external systems.

16. The system of claim 8, wherein the one or more
second nodes are wireless data controllers.

17. The system of claim 8, wherein the one or more third
nodes are sensor nodes.

18. A device for implementing a network security frame-
work for wireless aircraft communication, comprising;:

a first interface configured to receive a first message from
the aircraft interface device over a first communication
link, wherein the first message includes a key index;

a second interface configured to transmit a second mes-
sage to one or more sensors, wherein the second
message mncludes a subset of the key index;

an encryption key generator module configured to gener-
ate an encryption key based on the second message and
encrypt a message using the encryption key; and

transmitting encrypted messages over a second commu-
nication link.

19. The device of claim 18, wherein the first interface 1s

a wired interface and the second interface 1s a wireless
interface.

20. The device of claim 18, wherein the first interface 1s
configured to recerve updated key indices based on detecting
an expiry of an encryption key or tampering of any sensor
node.
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