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SYSTEM FOR EFFICIENT MANAGEMENT
AND STORAGE OF ACCESS TOKENS

RELATED APPLICATIONS

[0001] Foreign priority benefits are claimed under 35
U.S.C. § 119 to European application number 18166865.8,
filed Apr. 11, 2018, the entire contents of which 1s hereby
incorporated herein by reference 1in its entirety.

TECHNICAL FIELD

[0002] This disclosure relates to a system, a method and a
computer program for efliciently managing and storing
access tokens for accessing a protected resource at a client
system on behalf of a user.

BACKGROUND

[0003] The OAuth (*Open Authorization™) 2.0 authorisa-
tion framework enables a third-party application to obtain
limited access to an HTTP service, such as access to a
protected resource. The third-party application may obtain
access to the HT'TP service on behalf of a resource owner by
orchestrating an approval interaction between the resource
owner and the HTTP service. Alternatively, the third-party
application can obtain access to the HI'TP service on 1ts own
behall.

[0004] FIG. 1 illustrates an overview of the OAuth 2.0
protocol flow, involving the following four entities: a
resource owner 1, a client 3, an authorisation server 5 and a
resource server 7. The resource owner 1 1s an entity that 1s
capable of granting access to a protected resource. The
resource owner 1 may be a person, referred to as a user
operating a user device. The client 3 1s an enftity, or an
application, that can make a request for access to the
protected resource on behalf of the resource owner 1, when
authorised by the resource owner 1. The authorisation server
5 1s an entity that grants and 1ssues access tokens to the client
after successfully authenticating the resource owner and
obtaining authorisation. The resource server 7 1s an enfity
that hosts the protected resource and 1s capable of accepting
and responding to requests for the protected resource using
access tokens.

[0005] Access tokens, such as those 1ssued by the authori-
sation server 3, are credentials used to access protected
resources. An access token 1s a string representing an
authorisation 1ssued to the client. The string 1s usually
opaque to the client. Tokens represent specific scopes and
durations of access, granted by the resource owner, and
enforced by the resource server and authorisation server.
[0006] An access token may denote an identifier used to
retrieve the authorisation information or may self-contain
the authorisation information 1n a verifiable manner (i.e., a
token string consisting of some data and a signature). Access
tokens can have different formats, structures, and methods of
utilization (e.g., cryptographic properties) based on the
resource server security requirements.

[0007] An access token can be used to identify a client.
When an access token 1s used in this context it may be
referred to herein as a grant token, rather than an access
token. However, a grant token could equally be described as
an access token.

[0008] The authorisation server 5 can i1ssue refresh tokens,
which are credentials used to obtain access tokens. Refresh
tokens are 1ssued to the client by the authorisation server and
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are used to obtain a new access token when the current
access token becomes invalid or expires, or to obtain addi-
tional access tokens with identical or narrower lifetime and
fewer permissions than authorised by the resource owner).
Issuing a refresh token 1s optional at the discretion of the
authorisation server. If the authorisation server issues a
refresh token, 1t 1s included when 1ssuing an access token.
[0009] A refresh token 1s a string representing the authori-
sation granted to the client by the resource owner. The string
1s usually opaque to the client. The token denotes an
identifier used to retrieve the authorisation information.
[0010] In step 11, client 3 requests authorisation from the
resource owner 1 for access to the protected resource. The
authorisation request can be made directly to the resource
owner 1, or indirectly via the authorisation server 5 as an
intermediary.

[0011] In step 12, the client 3 receives an authorisation
grant, which 1s a credential representing the authorisation
provided by the resource owner 1. This authorisation may be
expressed using one of a plurality of “grant types” described
in the Authorisation Framework. The authorisation grant
type depends on the method(s) used by the client 3 to request
authorisation and the type(s) supported by the authorisation
server 3.

[0012] In step 13, the client 3 requests an access token by
authenticating with the authorisation server S and presenting
the authorisation grant. The authentication may be expressed
using one of a plurality of “authentication types” for authen-
ticating 1dentitying client 3 at the authorisation server 5. The
authentication type depends on the method(s) used by the
client 3 to authenticate itself and the type(s) supported by the
authorisation server 3.

[0013] In step 14, the authorisation server S authenticates
the client 3 and validates the authorisation grant, and 11 valid,
1ssues an access token.

[0014] In step 15, the client 3 requests the protected
resource from the resource server 7 and authenticates 1itself
at the resource sever 7 by presenting the access token.
[0015] In step 16, the resource server 7 validates the
access token. If the access token 1s valid, the resource server
7 serves the request by transmitting the protected resource to
the client 3.

[0016] There may be an expiry time associated with each
access token, where an access token will be deemed to be
invalid by the resource server 7 after the expiry time. If the
access token 1s valid, 1t can be used to access the protected
resource. However, 1f the access token 1s invalid, 1t cannot
be used to access the protected resource successiully.
[0017] In conventional systems, since access tokens
expire, the client 3 may transmit a request for an access
token 1n response to each request from the resource owner
1 for the client 3 to access a protected resource. However,
this requires the use of additional bandwidth and processing
resources. Therefore, there 1s a need for a system that makes
more eflicient use of bandwidth and processing resources.

SUMMARY

[0018] In one aspect of the invention there 1s provided a
computer-implemented method comprising: receiving, at a
client system from a user device, a first access request
comprising a first instruction to access a protected resource
stored at a resource system; transmitting, from the client
system to an authorisation system, a token request for an
access token to be used for accessing the protected resource,
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1in response to the first access request; receiving, at the client
system, an access token 1n response to the token request, the
access token having a corresponding time to expire indica-
tive of a time at which the access token will not be valid for
obtaining the protected resource from the resource system;
transmitting the access token from the client system to the
resource system and, 1n response, receiving the protected
resource; storing the access token at a token storage unit of
the client system; receiving, at the client system from the
first user device, a second access request comprising a
second 1nstruction to access a protected resource stored at
the resource system; and in response to the second access
request, transmitting the stored access token to the resource
system for receiving the protected resource.

[0019] In this way, since the access token 1s stored and
used at least one more time 1n response to an access request
from a user, the client system 1s able to reduce the amount
of requests for access tokens made. This makes more
elflicient use of bandwidth and processing resources.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] FEmbodiments of the invention will be described,
by way of example, with reference to the following draw-
ings, 1n which:

[0021] FIG. 1 illustrates a protocol sequence diagram of
the OAuth 2.0 framework;

[0022] FIG. 2 illustrates the general architecture of a
system for accessing a protected resource;

[0023] FIGS. 3 and 4 illustrate a protocol sequence dia-
gram ol a computer-implemented invention for accessing a
protected resource;

[0024] FIG. S illustrates a flow chart of a computer-
implemented method 1n which a client system 1s configured
to execute a selected authentication method and grant
method for obtaining an access token used for accessing a
protected resource;

[0025] FIG. 6 illustrates a flow chart of a computer-
implemented method in which a client system refreshes a
grant token based on 1ts expiry time;

[0026] FIG. 7 illustrates a flow chart of computer-imple-
mented method for managing and storing valid and invalid
access tokens;

[0027] FIG. 8 illustrates a schematic diagram of a client
system; and
[0028] FIG. 9 illustrates a schematic diagram of an

example device in the system.

DETAILED DESCRIPTION

[0029] Referring to FIG. 2, there 1s a system 100 for
managing access to protected resources. The system 100
comprises one or more user devices 101, a client system 103
and an external system 104, which comprises an authorisa-
tion system 105 and a resource system 107.

[0030] The user device 101 may considered as the
resource owner 1, the client system 103 may be considered
as the client 3, the authorisation system 105 may be con-
sidered as the authorisation server 5, and the resource system
107 may be considered as the resource sever 7 when

considering the methods and systems described herein 1n
terms of the OAuth 2.0 protocol.

[0031] The external system 104 1s configured to store data
assoclated with users of devices, such as the user device 101.
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The data stored at the external system 104 may comprise
protected resources, such as one or more secure data items.

[0032] Each one of the protected resources may be indica-
tive of private information relating to a user of the external
system 104. In one specific example, each data item stored
at the external system 104 comprises financial data relating
to the user, such as details that enable the user to make
payments or the details of previous financial transactions
made by the user.

[0033] The following systems and methods are described
in the context of managing access to financial data 1n terms
of the OAuth 2.0 protocol. However, these systems and
methods could be used to manage access to any type of
protected resource for which access by unauthorised third
parties 1s to be restricted using another suitable protocol,

such as SAML, OpenlD and the like.

[0034] The client system 103 1s configured to access
protected resources stored at the external system 104, upon
request from a user.

[0035] The external system 104 may comprise a plurality
ol sub-systems, for instance, a plurality of servers. In the
example described herein, the external system 104 com-
prises the authorisation system 105 and the resource system
107. The authorisation server 105 1s configured to authorise
requests for access to protected resources that are stored at
the resource system 107. Alternatively, the external system
104 may comprise a single server for performing these
functions.

[0036] The client system 103 may comprise a plurality of
sub-systems, for instance, a plurality of servers. In the
example described herein, the client system 103 comprises
a retrieval engine 103a and a token management server
(TMS) 1035. The retrieval engine 103a 1s configured to
interface with the user device 101, and the TMS 1035 1s
configured to interface with the external system 104. Alter-
natively, the client system 103 comprises a single server for
performing these functions.

[0037] In the following examples, secure data and pro-
tected resources, are referred to as being accessible by a user,
and that the data 1s associated with the user. For example, the
user may have access to an online user account, such as an
online banking account, via an account interface provided
by the external system 104. In this scenario, the user may be
assigned a unique username and a shared secret (e.g. login
information), such as a password, that can be used to access
the user account via the account interface. Once the user has
accessed the user account, that user 1s able to access the data
via the user account. Therefore, the data 1s accessible by the
user via login information that 1s unique to the user.

[0038] The secure data and protected resources that are
accessible by the first user may be accessible by the external
system 104 1itself. The secure data and protected resources
may be accessible by the user only, unless otherwise autho-
rised by the user. In other words, the data/protected resource
are prevented from being sent to a device or a system that 1s
remote and distinct from the external system 104, such as the
client system 103, without the corresponding user providing
authorisation to the external system 104 for the data to be
sent to a remote device or system.

[0039] FEach one of the external system 104, the client
system 103 and the user device 101 are arranged to com-
municate with one another via a communications network

110. The communications network 110, 1n this example, 1s
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the Internet 110. However, 1t will be appreciated that any
suitable form of communications network 110 could be
used.

[0040] FEach one of the external system 104, the client
system 103, and the user device 101 are web-enabled and
may comprise a display, a user interface, a processor and
memory. The devices and systems 101, 103, 104 can be
arranged to communicate data between one another via any
suitable communications protocol or connection. For
instance, the devices and systems 101, 103, 104 may com-
municate with one another via a wired and/or a wireless
connection.

[0041] The user device 101 may be any suitable type of
personal computing device, such as a laptop computer, a
desktop computer, a web-enabled telephone, such as a
smartphone, or a tablet device. The client system 103 and the
external system 104 may be any suitable type of computing
system or collection of computing systems, such as a server
or a collection of servers.

[0042] Referring to FIGS. 3 and 4, there 1s a computer-
implemented method in which the client system 103 obtains
access to a protected resource associated with the user of the
user device 101 from the external system 104.

[0043] Instep 301, the user device 101 transmits an access
request to the retrieval engine 103¢ at the client system 103.
The access request comprises an instruction for the client
system 104 to initiate accessing the protected resource
stored at the external system 104, in other words the access
request indicates the user’s intent for the client system 103
to access the protected resource.

[0044] In response to the access request received from the
user device 101, the client system 103 performs steps 303 to
307 for obtaining a grant token from the external system
104. The grant token can be used by the client system 103
to identify itself to the external system 104 in order to
initiate requests for the protected resource.

[0045] In step 303, the retrieval engine 103a transmits a
request for a grant token to the TMS 1035b.

[0046] In step 305, the TMS 10356 forwards the request for
the grant token to the authorisation system 105 at the
external system 104. The authorisation sever 105 validates
the request for the grant token. If the request for the grant
token 1s valid, the authorisation system 105 responds by
transmitting the grant token to the TMS 1035.

[0047] In step 307, 1f the grant token has been received,
the TMS 1036 forwards the grant token to the retrieval
engine 103a.

[0048] Once the client system 103 has received the grant
token, steps 309 and 311 can be performed i1n order to
receive an intent 1dentifier from the external system 104. The
intent 1dentifier 1s an i1dentification label that can be used to
1dentify a specific request from the user for the client system
103 to access a protected resource associated with the user
from the external system 104 (i.e. the user’s intent for the
client system 103 to access the protected resource). The
client system 103 1s able to receive the intent 1dentifier, 11 1t
has been 1ssued with a valid grant token previously.
[0049] In step 309, the retrieval engine 103a transmits an
intent request to the resource system 107 at the external
system 104. The intent request 1s sent with the grant token
received previously, which i1dentifies the client system 103 to
the external system 104.

[0050] In step 311, in response to the intent request, the
external system 104 validates the grant token. If the intent
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request 1s valid, the resource system 107 responds by
transmitting an intent identifier to the TMS 103a.

[0051] In step 313, the retrieval engine 103a forwards the
intent identifier to the user device 101. In addition, an
instruction to redirect to the authorisation system 105 1s sent
to the user device 101 along with the intent identifier. The
redirect instruction may comprise a URL corresponding
with the authorisation system 105.

[0052] In step 315, the user device 101 1s redirected to the
authorisation system 105 using the URL, and the user device
101 transmits the intent 1dentifier to the authorisation system
105. The intent 1dentifier 1s used by the authorisation system
105 to 1dentity the user’s intention for the client system 103
to access the protected resource.

[0053] In step 317, the user device 101 and the author-
sation system 105 communication with one another in order
for the user to provide authorisation for the client system 103
to access the protected resource. This step may involve the
user selecting the protected resource, or a portion of the
protected resource such as a specific sub-set of data relating
a specific user account (or group of accounts) stored at the
resource system 107 that are accessible by the user.

[0054] In step 319, once the user has provided authorisa-
tion for the client system 104 to access the protected
resource, the authorisation system 103 transmits an authori-
sation code to the user device 101. The authorisation code
comprises an indicator that the user has provided authori-
sation. In this step, the authorisation system 105 transmits an
instruction to the user device 101 to redirect to the client
system 103. This redirect instruction may comprise a URL
corresponding with the retrieval engine at the client system
103.

[0055] In step 321, the user device 101 1s redirected to the
retrieval engine 103¢q, and the user device 101 transmits the
authorisation code to the retrieval engine 103a.

[0056] In step 323, the retrieval engine 103a transmits a
request for an access token by transmitting the authorisation
code to the authorisation system 105. The authorisation code
may be transmitted directly from the retrieval engine 103a
to the authorisation system 105, or indirectly via the TMS

1035.

[0057] In step 325, the authorisation system 105 validates
the authorisation code. If the authorisation code 1s valid, the
authorisation system 105 responds by transmitting an access
token the retrieval engine 103a. The access token can be
used by the retrieval engine 103a to access the protected
resource stored at the resource system.

[0058] In step 327, 1 the access token has been received
successiully, the retrieval engine 103a transmits a success
message indicating that the access token has been received.
Alternatively, if the access token has not been received, the
retrieval engine 103a transmits a faillure message indicating
that the access token has not been received.

[0059] Referring to FIG. 4, 1n step 329 the user device 101
transmits a request to the retrieval engine 1034 for the client
system 103 to retrieve the protected resource. If the access
token has been received previously by the client system 103,
the method proceeds to step 337. Alternatively, if the access
token has not been received previously, steps 331 to 335 are
performed in order for the client system 103 to obtain the
access token 1n a similar manner to that described above.

[0060] In step 331, the retrieval engine 103a forwards a
request for an access token to the TMS 1035. Then, 1n step
333, the TMS 1035 forwards the access token request to the
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authorisation system 105 and, 1n response, receives the
access token. In step 335, the access token 1s transmitted
from the TMS 1035 to the retrieval engine 103a.

[0061] In step 337, the retrieval engine 103a transmits a
request for the protected resource by transmitting the access
token to the resource system 107. In step 339, the resource
system 104 the access token. If the access token 1s valid, the
resource system responds by transmitting the protected
resource to the retrieval engine 103a.

[0062] In step 341, once the protected resource has been
received by the client system 103, the retrieval engine
transmits the protected resource to the user device 101. Once
received, the protected resource can be displayed at the user
device 101 via an app or a browser at the user device 101.

[0063] Referring to FIG. 5, there 1s a computer-imple-
mented method 500 performed by the client system 103 that
enables the client system 103 to flexibly adapt to the grant
and authentication methods supported by the external sys-
tem 104. This method can be used 1n conjunction with the
method described above with reference to FIGS. 3 and 4.

[0064] In step 501, the client system 103 stores a plurality
of grant method code portions. Each of the grant method
code portions are stored 1n memory at the client system 103
and are executable by a processor of the client system 103.
Execution of any one of the grant method code portions
causes the client system 103 to obtain an access token from
the authorisation system 105 of the external system 104
using a specific type of grant method. The grant method
corresponding to a particular grant method code portion 1s
different to the grant methods corresponding to other the
grant method code portions.

[0065] As discussed previously, the authorisation system
105 may support one or more of a plurality of different types
of grant method, each of which enable the client system 103
to access a protected resource. In the OAuth 2.0 framework
there are a number of available types of grant method, (or
“orant types” as referred to in the OAuth 2.0 framework).
The grant methods may comprise types such at the “authori-

sation code”, “implicit”, “resource owner password creden-
tials” and “‘client credentials” grant types.

[0066] An overview of the “authorisation code” grant type
1s described above with reference to steps 313 to 327 of FIG.
3. In these steps the authorisation system 105 provides an
authorisation code in response to the user authorising access
the protected resource. The client system 103 1s then able to
exchange the authorisation token for the access token at the
authorisation system 105.

[0067] The “client credentials™ grant type involves fewer
steps than the “authorisation code” grant type. Instead of
redirecting the user device 101 to the authorisation system
105 1n order to obtain the authorisation code, the client
system 101 transmits a request for the access token com-
prises a client 1dentifier and a client secret, which 1s some
form of shared secret such as a password. The request for the
access token comprises an indication of the grant type being
used which, 1n this case 1s the “client credentials™ grant type.
The authorisation system 105 validates the client 1dentifier
and the client secret. If the client 1dentifier and the client
secret are valid, the authorisation system 105 responds with
the access token.

[0068] Although only certain grant types have been
described herein, any other suitable grant type(s) could be
used 1n addition to or instead of the grant type(s) described.
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[0069] In step 503, the client system 103 stores a plurality
ol authentication method code portions. Each of the authen-
tication method code portions are stored 1n memory at the
client system 103 and are executable by a processor of the
client system 103. Execution of any one of the authentica-
tion method code portions causes the client system 103 to
authenticate itself to the external system 104 during the
process of obtaining the access token. The authentication
method corresponding to a particular authentication method
code portion 1s different to the authentication methods
corresponding to the other authentication method code por-
tions.

[0070] As discussed previously, an authorisation system
may support one or more of a plurality of different types of
authentication method, each of which enabling the client
system 103 to authenticate itself to the external system 104.
In the OAuth 2.0 framework there are a number of available
types of authentication methods, (or “authentication types™).
The authentication methods may comprise types such as the
“client secret” authentication method and the “client asser-
tion” authentication method.

[0071] The “client secret” authentication method defines
the way 1n which the client system 103 authenticates itself
at the authorisation system 105 when obtaining the access
token. If the “client secret” authentication method 1s used,
the client system 103 will transmit a client secret to the
authorisation system 103 when requesting the access token.
The client secret 1s a shared secret, such as a password,
assigned to the client system 103. The authorisation system
105 uses the client secret to authenticate the client system
103 1n validating requests for the access token.

[0072] The “client assertion” authentication method 1s
similar to the “client secret” method. However, 1n the “client
assertion” authentication method the client system 103
transmits an integrity protected version of the client secret.
For instance, the client secret may be integrity protected
using a digital signature or Message Authentication Code
(MAC). In this way, the client secret can be protected from
cavesdropping and tampering.

[0073] Although only certain authentication types have
been described herein, any other suitable authentication
type(s) could be used in addition to or instead of the
authentication type(s) described.

[0074] In step 505, the client system 103 stores a configu-
rable database that identifies which authorisation systems
support which grant and authentication method types. The
configurable database comprises a plurality of authorisation
system 1dentifiers that are each indicative of a particular
authorisation system. Thus, each authorisation system 1den-
tifier enables a specific authorisation system to be 1dentified,

such as the authorisation system 105 described with refer-
ence to FIG. 2.

[0075] FEach one of the authorisation system identifiers 1s
stored 1n association with one or more of the plurality of
types of grant method. In other words, each authorisation
system 1dentifier 1s logically linked with one or more of the
types of grant method in the database. This enables the
database to indicate which grant method type(s) are sup-
ported by a specific authorisation system.

[0076] In addition, each one of the authorisation system
identifiers 1s stored 1n association with one or more of the
plurality of types of authentication method. In other words,
cach authorisation system identifier 1s logically linked with
one or more of the types of authentication method in the
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database. This enables the database to indicate which
authentication method type(s) are supported by a specific
authorisation system.

[0077] The database 1s configurable such that 1t can be
updated 1n order to modity the types of grant method and the
authentication method that are associated with each authori-
sation system identifier. Since the client system 103 1s
capable of executing a plurality of different types of the
authentication and grant methods by virtue of the grant and
authentication method code portions, the client system 103
can adapt to changes 1n the types of method supported by an
external system 1n a quick and simple fashion.

[0078] In addition, the configurable database can be
updated 1n order to store additional authorisation system
identifiers and associated grant and authentication method
types. This allows the client system 103 to be configured for
communicating with an external system with which the
client system 103 has not previously communicated.
[0079] In steps S05A-B, the grant and authentication
methods associated with one or more of the authorisation
systems can be modified. This may occur in response the
client system 103 receiving a message that the grant and/or
authentication methods supported by an authorisation sys-
tem have changed. For instance, the client system 103 may
receive a message from the external system 104, or any other
system, that a particular grant or authentication method 1s no
longer supported by its authorisation system 105. The client
system 103 may disassociate the unsupported grant or
authentication method with the authorisation system identi-
fler 1n response to this message.

[0080] In another example, the client system may receive
a message from the external system 104, or any other
system, that a particular grant or authentication method that
was not previously supported by the authorisation system
105 1s now supported. The client system 103 may associate
the newly supported grant or authentication method with the
authorisation system identifier in response to this message.

[0081] Instead of receiving a message from another sys-
tem regarding the supported grant/authentication types and
responding accordingly, the database may be configured by
an administrator at the client system 103 to reflect which
methods are supported by a selected authorisation system.

[0082] The client system 103 may perform steps S05C-D
in order to maintain an accurate copy of the configurable
database. This allows the client system 103 to ensure that the
correct grant/authentication methods are used when com-
municating with the external system 104.

[0083] In step 505C, the client system 103 transmits a
database request to a system that hosts the database which
indicates the grant/authentication systems that are supported
by a selection of authorisation systems. The database hosting
system responds to the database request by transmitting at
least a portion of the database to the client system 103. Then,
in step 505D, the client system 103 updates the configurable
database using the database received from the database
hosting system. In this step, the configurable database i1s
configured to store the one or more of the grant/authentica-
tion methods 1n the received database 1n association with the
corresponding authorisation system identifier.

[0084] The client system 103 may execute step S05C 1n an
interment fashion. This allows the client system 103 to
conserve bandwidth usage by reducing amount of commu-
nication between the client system 103 and the system that
stores the database. The client system 103 may transmit the
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database request 1n accordance with a predetermined sched-
ule. For instance, the predetermined schedule may define a
time 1nterval between consecutive database requests. In one
example, the time interval between each data request 1s
defined as 24 hours 1n the predetermined schedule, such that
a single database request 1s sent once a day. This achieves a
balance between the aim of maintaining an accurate version
of the database at the client system 103 and bandwidth
usage. The predetermined schedule may be configurable.
For instance, the time interval between adjacent database
requests may be configurable by an administrator of the
client system 103. This allows the client system 103 to be
tuned 1n order for the optimum number of database requests
to be sent within a given time period.

[0085] As discussed above, the authorisation system 105
may support different types of grant method and authenti-
cation method. However, one of these different types of
method may be more or less secure than the other types. For
example, the “authorisation code” grant method may be
more secure than the “client credentials” grant method. In
another example, the “client secret” authentication method

may be less secure than the “client assertion” authentication
method.

[0086] In step 507, the client system 103 ranks the types
of grant method and authentication method 1n the configu-
rable database based on the security strength of each grant
type. This step may involve associating a score with each
one of the grant method types and each one of the authen-
tication method types, which indicates the security strength
of each method. For example, the “authorisation code” grant
method may be associated with a score of “10” and the
“client credentials” grant method may be associated with a
score of “5”. In this way, the respective scores indicate that
the “authorisation code” grant method 1s more secure that
the “client credentials” grant method.

[0087] In another example, the “client secret” authentica-
tion method may be associated with a score of “4” and the
“client assertion” authentication method may be associated
with a score of “9”. In this way, the respective scores
indicate that the “client assertion” authentication method 1s
more secure than the “client secret” authentication method.

[0088] Ranking the grant and authentication methods
based on their security strength allows the client system 103
to choose the more secure method, where a choice 1s
available. This enhances the security of the system as a
whole, since using less secure methods may expose the
system to 1ssues such as eavesdropping.

[0089] In step 509, the client system 103 receives an
access request from the user device 101 1n a similar manner
to that described 1n step 301 of FIG. 3. The access request
comprises an instruction for the client system 103 to access
a protected resource. The access request also comprises a
request 1dentifier which indicates the authorisation system
with which the client system 103 must communicate with
before accessing the protected resource at the corresponding
resource system. In this example, the authorisation system 1s
the authorisation system 105 of the external system 104.

[0090] In step 511, the client system 103 compares the
authorisation system 105 indicated by the access request
against the authorisation systems indicated by the authori-
sation system 1dentifiers in the configurable database. IT a
match 1s found, the grant and authorisation method types
associated with the matching authorisation system are 1den-

tified.
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[0091] The identified authorisation and grant method
types are the methods that are supported by the authorisation
system 1035 with which the client system 103 must commu-
nicate in order to service the access request. There may be
a plurality grant method types supported by the authorisation
system 103, or there may be only a single grant method type
supported by the authorisation system 105. There may be a
plurality of authentication method types supported by the
authorisation system 105, or there may be only a single
authentication method type supported by the authorisation
system 103.

[0092] Steps 511A-B refer to the scenario in which a
plurality of grant and/or authentication types are supported
the authorisation system 104. In step 511A, the client system
103 selects one of the grant method types and one of the
authentication method types identified 1n step 511. The
method type selected may be based on a variety of different
criteria, for instance by choosing the fastest or the most
eflicient method of each type available.

[0093] Step 511B refers to a specific example 1n which the
most secure grant and/authentication method 1s chosen. In
this step, the client system 103 selects the most secure
method based on the ranking process performed 1n step 507.
For instance, the grant method or the authentication method
with the highest score 1s selected for execution.

[0094] In step 513, the grant method code portion corre-
sponding with the selected grant method 1s executed, and the
authentication method code portion corresponding with the
selected authentication method 1s executed.

[0095] In step 514, 11 the client system 103 1s successiully
validated at the authorisation system 104 using the selected
grant and authentication methods, the client system 103
receives the access token. Subsequently, the client system
103 can transmit the access token to the resource system 107
in order to obtain the protected resource corresponding with
the access request 1n step 501.

[0096] Referring to FIG. 6, there 1s a computer-imple-
mented method 600 that enables the client system 103 to
ensure that 1t has access to a valid grant token, which 1s
required 1n order to successtully respond to requests from
the user to access a protected resource. This method can be

used 1n conjunction with the method described above with
reterence to FIGS. 3 and 4.

[0097] Each of the grant tokens provided to the client
system 103 by the authorisation system 105 may have a
corresponding time to expire which 1s the time at which the
1identification will not be considered valid at the authorisa-
tion system. Thus, an expired grant token cannot be used in
the process of obtaining a protected resource from the
resource system 107. If the grant token stored at the client
system 103 1s not valid (i.e. the token has expired) at a time
when an access request (such as the request described with
reference to step 301 in FIG. 3) 1s recerved, the client system
103 may not be able to service the access request success-
tully, or at the least there will be a delay 1n servicing the
request. Thus, the method described with reference to FIG.
6 allows user access requests to be serviced reliably and
quickly, by ensuring that a valid grant token 1s held by the
client system 103.

[0098] Instep 601, the client system 103 receives an intent
message from the user device 101. The intent message may
be the access message described previously. Thus, step 601
may be performed 1n a similar manner to step 301 described
with reference to FIG. 3. The access message may be
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referred to an as intent message because this message
indicates the user’s intent for the client system 103 to access
the protected resource.

[0099] In step 603, the client system 103 transmits a
request for a grant token to the authorisation system 105. As
explained above with reference to FIG. 3, the grant token 1s
a token that enables the external system 104 to authenticate
the 1dentity of the client system 103.

[0100] In step 6035, the authorisation system 1035 validates
the client system’s 103 request for an identification code. It
the request 1s valid, the authorisation system 105 responds
by transmitting the grant token to the client system 103. The
authorisation system 105 may transmit an expiry time indi-
cator to the client system 103 that indicates the expiry time
of the grant token. In addition, the authorisation system 105
may transmit a refresh token to the client system 103 that
can be used to obtain a new (1.e. an unexpired) grant token.

[0101] Steps 603-505 may be performed 1n a similar
manner to that described with reference to steps 303-307 in
FIGS. 3 and 4. Also, steps 603-605 may be performed
before, after or at the same time as receiving the intent
message of step 601.

[0102] In step 607, a time interval 1s determined which
defines the time between receiving the grant token and
requesting a new one, and a timer 1s set using the time
interval. The time interval may be a predetermined time
interval, such as a 1 minute, 5 minutes or 10 minutes etc.
This time interval may be based on the expiry time of the
received grant token. For instance, the time interval may be
equal to the expiry time of the grant token, such that the
client system 103 can 1nitiate the process of requesting a new
grant token at the moment the grant token expires. In a
specific example, the expiry time of the grant token may be
5 minutes and the time interval may, therefore, be set to 5
minutes. Thus, the client system 103 will request a new grant
token 5 minutes after the previous grant token has been
received, which 1s the moment at which the previous token
expires.

[0103] In another example, the time 1interval may be set as
an amount of time less than the expiry time of the grant
token. In this way, the client system 103 can initiate the
process of requesting a new grant token before the grant
token expires. In a specific example, the expiry time of the
grant token may be 5 minutes and the time interval may be
set to 4 minutes. Thus, the client system 103 can ensure that
there 1s only a small window of time between requesting a
new grant token and expiry of the previous token. The time
interval may be set such that this window us not greater than
a predefined window length (e.g. 1 minute). This window
can be configured by configuring the time interval to opti-
mise the number of refresh requests sent, while ensuring that
a valid grant token 1s held at the client system 103.

[0104] In another example, the time interval may be set as
an amount of time greater than the expiry time of the grant
token. In this way, the client system 103 can ensure that the
process of requesting a new grant token will occur at a
precise moment after the previous grant token has expired.
In a specific example, the expiry time of the grant token may
be 5 minutes and the time interval may, therefore, by set to
6 minutes. Thus, the client system 103 can ensure that there
1s only a small window of time between expiry of the grant
token and the request for a new one. The time 1nterval may
be set such that this window 1s not greater than a predefined
window length (e.g. 1 minute). Again, this window can be
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configured by configuring the time interval to optimise the
number of refresh requests sent, while ensuring that a valid
grant token 1s held at the client system 103.

[0105] In step 609, the client system 103 starts a timer 1n
response to receirving the grant token and using the time
interval set 1n step 607. The timer 1s used to determine the
moment at which the time interval has elapsed.

[0106] In step 611, once the time interval has elapsed the
client system 103 transmits a refresh request to the authori-
sation system 105. The refresh request may comprise an
instruction for a new (1.e. unexpired) grant token to be
provided to the client system 103 from the authorisation
system 103.

[0107] In step 613, the client system 103 receives the new
grant token 1n response to the refresh request.

[0108] In step 615, the client 103 may transmit the most
recently received grant token to the resource system 107 in
order to 1mitiate a request for the protected resource. Step
615 may be performed in a similar manner that described
with reference to step 309 of FIG. 3.

[0109] Steps 601 to 615 may be repeated such that many
different grant tokens are received from the authorisation
system 107. In addition, steps 601 to 615 may be repeated
for other authorisation system such that many different grant
tokens are received from a variety of authorisation systems.
The grant tokens received from a particular authorisation
system may have similar expiry times.

[0110] In step 617, the time interval discussed in connec-
tion with steps 607 and 609 1s calculated based on the expiry
times of the grant tokens received and the specific authori-
sation systems from which the grant tokens are received.
[0111] In one example, the client system 103 may calcu-
late a predicted expiry time of the grant tokens received from
a particular authorisation system. The predicted expiry time
may be calculated by calculating an average of the expiry
times of the grant token received from a specific authorisa-
tion system, or a plurality of different authorisation systems.
[0112] The predicted expiry time calculated 1n step 617
may be used to determine the time interval in step 607. For
instance, the predicted expiry time may equal to, a time less
than or a pre-set time greater than the time 1nterval 1n step
607.

[0113] Retferring to FIG. 7, there 1s a computer-imple-
mented method 700 that enables the client system 103
reduce the bandwidth and processing resources used by
mimmising the number of requests for access tokens sent,
such as the requests for access tokens described with refer-
ence to steps 323 and 325 in FIG. 3. Thus, the method
described with reference to FIG. 7 can be used 1n conjunc-
tion with the method described above with reference to

FIGS. 3 and 4.

[0114] In step 701, the client system 103 receives an
access request from the user device 101. This step may be
performed 1n a similar manner to that described with refer-
ence to step 301 in FIG. 3.

[0115] In step 703, the client system 103 transmits a
request for an access token to the authorisation server 105 in
response to the access request. This step may be performed
in a similar manner to step 323, for instance after steps 303
to 321 have been performed, as described with reference to

FIG. 3.

[0116] In step 705, the client system 103 receives the
access token from the authorisation system 105. This step
may be performed in a similar manner to step 325, as
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described with reference to FIG. 3. In this step, the author-
sation system 105 may transmit an expiry time indicator to
the client system 103. The expiry time indicator corresponds
to the access token and indicates the expiry time of the
access token. After the expiry time indicated by the expiry
time the access token cannot be used to access the protected
resource. In other words, the expiry time indicator 1s 1ndica-
tive of the time at which the corresponding access token will
not be valid for obtaining the protected resource from the
resource system 107. In step 505, the authorisation system
105 can transmit a refresh token corresponding with the
access token. The refresh token can be used by the client
system 3 obtain an unexpired access token from the authori-
sation system 105.

[0117] The expiry time indicator may be indicative of a
length of time during which the access token will be valid.
For instance, this length of time may be expressed as a
number of second or minutes. Alternatively, the expiry time
may indicate a point 1n time at which the access token will
no longer be valid. For instance, the expiry time may
indicate a specific time during the day. The client system 103
may determine the expiry time of the access token based on
the length of time or the point in time indicators by the
expiry time indicator.

[0118] In step 707, the client system 103 transmits the
access token to the resource system 107 in a request to
receive the protected resource. This step may be performed
in a similar manner to step 337 as described with reference

to FIG. 4.

[0119] In step 711, the access token received from the
authorisation system 107 1s stored at a token storage unit at
the client system 103. The expiry time indicated by the
expiry time indicator may be stored at the token storage unit
also. The access token and/or the expiry time indicated by
the expiry time 1ndicator may be encrypted and stored at the
token storage unit to enhance security. In this step, the access
token may be stored independently of the expiry time of the
corresponding access token. In other words, the client sys-
tem 103 stores the access token irrespective of whether the
expiry time 1s short or long. This reduces the processing
effort required 1n analysing the expiry time of each access
token. Alternatively, the client system 103 may not store, or
may delete, the access token 1f 1ts expiry time 1s less than a
predetermined threshold. If the access token 1s stored, the
access token may be stored after its expiry time.

[0120] In step 713, the client system 103 receives another

access request similar to the access request received in step
701.

[0121] In step 715, the client system 103 transmits the
stored access token to the authorisation system 107 1n
another request to receive the protected resource similar to
the request sent 1n step 707. Thus, the client system 103 uses
the stored access token, rather than requesting a new access
token to service the user’s access request. This reduces the
bandwidth and processing resources used by the client
system 103.

[0122] In steps 719 to 727, token storage maintenance
requests performed at the client system 103. These steps
assist 1n conserving storage resources, while making more
eflicient use of bandwidth and processing resource by mini-
mising the number of requests for new access tokens.

[0123] In step 719, the client system 103 compares the
time indicated by the expiry time indicator corresponding
with one or more of the access tokens stored.
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[0124] In step 721, 1f the time 1ndicated by an expiry time
indicator 1s after the current time, the method proceeds to
step 723. Alternatively, 1f the time i1ndicated by the expiry
time 1ndicator 1s not after the current, the method proceed to
step 723.

[0125] In step 723, the access token corresponding with
the expiry time that i1s after the current time 1s deleted.
[0126] Steps 719 to 723 may be performed intermittently.
For instance, steps 719 may be executed in accordance with
a predetermined schedule. In one example, the predeter-
mined schedule defines a time interval between adjacent
executions of steps 719 to 723. This time interval may be
configurable at the client system 103 based on a user mput
received from an administrator. The time interval may be
configurable at the client system 103 based on monitored
performance of the client system 103. Configuration of the
time interval may occur automatically.

[0127] Steps 725 and 727 may be executed In order to
perform steps 719 to 723 1n accordance with the predeter-
mine schedule. In step 725, the time interval of the prede-
termined schedule 1s determined. Then, 1n step 727 the
method proceed to repeat steps 719 to 723 once the time
interval has elapsed.

[0128] Steps 729 and 731 may be performed in the method
700 1n order to manage a situation 1n which an access token
has become 1nvalid and, therefore, will not be usable for
obtaining the protected resource. When an access token has
become 1nvalid 1t should not be used again, as this will
involve unnecessary communications being transmitted 1n
between the client system 103 and the external system 104.
However, deleting access tokens each time they are deemed
to be invalid involves a processing burden that it would
preferable to avoid. This 1s particularly relevant when the
client system 103 handles a large number of access token for
a large number of users with protected resources stored at a
variety of external systems. Steps 729 and 731 allow the
transmission of invalid access to be prevented, while avoid-
ing the processing burden managing the storing of access
tokens an on individual basis.

[0129] In step 729, the client system 103 receives a
rejection message indicating that the access token 1s not
valid. This message may be received from the external
system 104, for instance via the authorisation system 105 or
the resource system 107. Alternatively, the rejection mes-
sage may be received from any other system, or may be
received via an input at the client system 103.

[0130] The rejection message may be received 1n response
to the external system 104 determining that the access token
has expired. For example, the client system 103 may trans-
mit the stored access token to the authorisation system 105
in an attempt to access the protected resource. However, the
authorisation system 107 may determine that the access
token has expired. In response to determining the access
token has expired, the authorisation system 107 transmits a
rejection message to the client system 103.

[0131] In another example, the rejection message may be
received 1n response to the user of the user device 101
revoking their authorisation for the client system 103 to
access the protected resource. The user may inform the
authorisation system 107 that their authorisation has been
revoked. This will invalidate the corresponding access
token, and 1ts corresponding refresh token. However, 1n this
scenar1o the client system 103 will be unaware that access
token and the refresh token have been invalidated. There-
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fore, the client system 103 may continue to transmit requests
for access to the protected resource using the invalid access
token. The client system 103 will receive a rejection mes-
sage from the external system 104 in response to each one
ol these requests because the access token 1s 1nvalid. How-
ever, the client system 103 might still transmit refresh
requests using the invalid refresh token, under the assump-
tion that the access token has expired rather than the user’s
authorisation having been revoked. All of these processes
represent an unnecessary load on the processing resources
and bandwidth of the client system 103. If the access token
has a corresponding refresh token, the rejection message
comprises an indication that the refresh token 1s mvalid.

[0132] In step 731, rather than deleting the access token
and the refresh token directly in response to the rejection
message, the client system 103 sets an invalidation flag in
association with the corresponding access token and refresh
token. Setting the invalidation flag involves a lower pro-
cessing overhead than deleting the tokens. Thus, when the
client system 103 1s managing many tokens, this will equate
to a significant enhancement in efliciency.

[0133] The invalidation flag may be an addition bit field
stored 1n association with the access token and the refresh
token. For instance, 1f the bat field 1s set to “17, this may
indicate that the corresponding token 1s invalid, and, 1t the
bit field 1s set to “0”, this may indicate that the corresponding
token 1s 1mnvalid (or vice versa).

[0134] In another example, the invalidation flag may be
set by modifying the expiry time indicator associated with
the access token and/or the refresh token. In this example,
the expiry time indicator 1s set 1n the past 1n order to indicate
that the token(s) are no longer valid. Thus, when steps 719
to 727 are performed subsequently, the tokens will be
deleted as part of the token storage maintenance steps

[0135] Referring to FIG. 8, the client system 103 com-
prises a communication interface 801 comprising a receiver
803 and a transmitter 805. The client system 103 comprises
a processor 807, an i1dentification module 813, a ranking
module 815, a timer module 817, a time interval calculation
module 819, a token storage maintenance module and a flag
setting module 823. The client system 103 also comprises
the retrieval engine 103q and the token management server

1035 described above.

[0136] There 1s a storage resource 825 at the client system
103 which comprises a grant method code portion storage
resource 827, an authentication method code storage
resource 829, a configurable database storage resource 831
and a token storage unit 833.

[0137] The receiver 803 and the transmitter 805 are con-
figured to receive and transmit message, instructions and
tokens to and from the client system 103 as explained above.

[0138] The storage resource 825 1s configured to store
grant method code portions, as described above with refer-
ence to step 501, at the grant method code portions storage
resource 827. The storage resource 825 1s configured to store
authentication method code portions, as described above
with reference to step 503, at the authentication method code
portion storage resource 829. The storage resource 823 1s
configured to store the configurable database, as described
above with reference to step 3505, at the configurable data-
base storage resource 831. The token storage unit 833 1s
arranged for storing tokens, such as the access tokens, grant
tokens and refresh tokens described above.
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[0139] The ranking module 817 1s configured to perform
the ranking processes described above, such as those
described above with reference to step 507. The identifica-
tion module 813 1s configured to i1dentily the authentication
method and grant methods supported by an authorisation
server, as described above with reference to step 511. The
processor 807 1s configured to execute instructions, such as
the instruction of the selected grant and authentication
method code portions, as described with reference to step
513. The timer module 817 1s configured to activate a timer
for a time period, for instance as described above with
reference to step 607, 609. In addition, the timer module 817
can be used to monitor a current time for comparison with
the expiry time of a token, as described above with reference
to step 719. The time interval calculation module 819 1s
configured to calculate a time interval for setting the timer,
as described above with reference to step 725. The token
storage management module 821 1s configured to compare
the current time 1ndicated by the timer with the expiry time
of a token, and to delete a token 1n response, as described
above with reference to steps 721 and 723 above. The flag
setting module 823 1s configured to set an invalidation flag
in association with a token, as described above with refer-
ence to step 731.

[0140] FIG. 9 shows an exemplary electronic device 901
according to any of the electronic devices or systems of this
disclosure (such as the user device 101, client system 103,
the external system 104, the authorisation system 105, the
resource system 107, the retrieval engine 103a or the TMS
1035). The electronic device 901 comprises processing
circuitry 910 (such as a microprocessor) and a memory 912.
Electronic device 901 may also comprise one or more of the
following subsystems: a power supply 914, a display 916, a
transceiver 920, and an input 926.

[0141] Processing circuitry 910 may control the operation
of the electronic device 901 and the connected subsystems
to which the processing circuitry 1s commumnicatively
coupled. Memory 912 may comprise one or more of random
access memory (RAM), read only memory (ROM), non-
volatile random access memory (NVRAM), flash memory,
other volatile memory, and other non-volatile memory.

[0142] Dasplay 916 may be communicatively coupled
with the processing circuitry 910, which may be configured
to cause the display 916 to output 1mages representative of
the secure data, or protected resources, shared between the
entities 1n the system 100.

[0143] The display 916 may comprise a touch sensitive
interface, such as a touch screen display. The display 916
may be used to interact with software that runs on the
processor 910 of the electronic device 901. The touch
sensitive interface permits a user to provide input to the
processing circuitry 910 via a discreet touch, touches, or one
or more gestures for controlling the operation of the pro-
cessing circuitry and the functions described herein. It will
be appreciated that other forms of mnput interface may
additionally or alternatively be employed for the same
purpose, such as the input 926 which may comprise a
keyboard or a mouse at the input device.

[0144] The transceiver 920 may be one or more long-
range RF transceivers that are configured to operate accord-
ing to communication standard such as LTE, UMTS, 3G,
EDGE, GPRS, GSM, and Wi-Fi1. For example, electronic
device 901 may comprise a first wireless transceiver 921,
such as a cellular transceiver, that 1s configured to commu-
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nicate with a cell tower 903 via to a cellular data protocol
such as LTE, UMTS, 3G, EDGE, GPRS, or GSM, and a
second transceiver 928, such as a Wi-F1 transceiver, that 1s
configured to communicate with a wireless access point 904
via to a Wi-F1 standard such as 802.11 ac/n/g/b/a. In this
regard and for the purposes of all embodiments herein
concerning a long-range wireless protocol, a long-range
wireless protocol may be a protocol which 1s capable and
designed for communication over 5, 10, 20, 30, 40, 50, or
100 m. This 1s 1n contrast to short-range wireless protocol
mentioned above. The long-range wireless protocol may
communicate utilizing higher power than the short-range
wireless protocol. The range (e.g. line of sight distance)
between the long-range end nodes (electronic device and
router or base station) for the long-range wireless protocol
may be greater than the range (e.g. line of sight distance)
between the short-range end nodes (e.g. electronic device
and wireless beacon).

[0145] Electronic device 901 may be configured to com-
municate via the transceiver 920 with a network 940.
Network 940 may be a wide area network, such as the
Internet, or a local area network. Electronic device 901 may
be further configured to communicate via the transceiver
920 and network 940 with one or more systems or user
devices. These servers or user devices may be any one of
those described herein.

[0146] The term “comprising” encompasses “including”
as well as “consisting” e.g. a composition “comprising” X
may consist exclusively of X or may include something
additional e.g. X+Y.

[0147] The word “substantially” does not exclude “com-
pletely” e.g. a composition which 1s “substantially free”
from Y may be completely free from Y. Where necessary, the
word “substantially” may be omitted from the definition of
the 1nvention.

[0148] Unless otherwise indicated each embodiment as
described herein may be combined with another embodi-
ment as described herein.

[0149] The methods described herein may be performed

by software 1n machine readable form on a tangible storage
medium e.g. 1n the form of a computer program comprising
computer program code means adapted to perform all the
steps of any of the methods described herein when the
program 1s run on a computer and where the computer
program may be embodied on a computer readable medium.
Examples of tangible (or non-transitory) storage media
include disks, thumb drives, memory cards etc. and do not
include propagated signals. The software can be suitable for
execution on a parallel processor or a serial processor such
that the method steps may be carried out in any suitable
order, or simultaneously. This acknowledges that firmware
and software can be valuable, separately tradable commodi-
ties. It 1s intended to encompass software, which runs on or
controls “dumb” or standard hardware, to carry out the
desired functions. It 1s also intended to encompass software
which “describes™ or defines the configuration of hardware,
such as HDL (hardware description language) software, as 1s
used for designing silicon chips, or for configuring universal
programmable chips, to carry out desired functions.

[0150] It will be appreciated that the modules described
herein may be implemented in hardware or in software.
Furthermore, the modules may be implemented at various
locations throughout the system.
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[0151] Those skilled 1n the art will realise that storage
devices utilised to store program instructions can be distrib-
uted across a network. For example, a remote computer may
store an example of the process described as software. A
local or terminal computer may access the remote computer
and download a part or all of the software to run the
program. Alternatively, the local computer may download
pieces of the software as needed, or execute some software
istructions at the local terminal and some at the remote
computer (or computer network). Those skilled in the art
will also realise that by utilizing conventional techniques
known to those skilled in the art that all, or a portion of the
software 1nstructions may be carried out by a dedicated
circuit, such as a DSP, programmable logic array, or the like.

[0152] Any range or device value given herein may be
extended or altered without losing the effect sought, as will
be apparent to the skilled person.

[0153] It will be understood that the benefits and advan-
tages described above may relate to one embodiment or may
relate to several embodiments. The embodiments are not
limited to those that solve any or all of the stated problems
or those that have any or all of the stated benefits and
advantages.

[0154] Any reference to ‘an’ item refers to one or more of
those items. The term ‘comprising’ 1s used herein to mean
including the method blocks or elements 1dentified, but that
such blocks or elements do not comprise an exclusive list
and a method or apparatus may contain additional blocks or
clements.

[0155] The steps of the methods described herein may be
carried out in any suitable order, or simultaneously where
appropriate. Additionally, individual blocks may be deleted
from any of the methods without departing from the spirit
and scope of the subject matter described herein. Aspects of
any of the examples described above may be combined with
aspects of any of the other examples described to form
turther examples without losing the effect sought. Any of the
module described above may be implemented 1n hardware
or software

[0156] It will be understood that the above description of
a preferred embodiment 1s given by way of example only
and that various modifications may be made by those skilled
in the art. Although wvarious embodiments have been
described above with a certain degree of particularity, or
with reference to one or more individual embodiments,
those skilled in the art could make numerous alterations to
the disclosed embodiments without departing from the scope
of this invention.

[.1st of Numbered Embodiments

[0157]

[0158] receiving, at a client system from a user device, a
first access request comprising a first instruction to access a
protected resource stored at a resource system;

[0159] transmitting, from the client system to an authori-
sation system, a token request for an access token to be used
for accessing the protected resource, 1n response to the first
access request;

[0160] receiving, at the client system, an access token 1n
response to the token request, the access token having a
corresponding time to expire indicative of a time at which
the access token will not be valid for obtaining the protected
resource from the resource system;

1. A computer-implemented method comprising:
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[0161] transmitting the access token from the client sys-
tem to the resource system and, in response, receiving the
protected resource;

[0162] storing the access token at a token storage unit of
the client system;

[0163] receiving, at the client system from the first user
device, a second access request comprising a second 1nstruc-
tion to access a protected resource stored at the resource
system; and

[0164] 1n response to the second access request, transmit-
ting the stored access token to the resource system for
rece1ving the protected resource.

2. The computer-implemented method of embodiment 1
further comprising:

[0165] 1n response to the token request, receiving and

storing at the token storage unit an expiry time indicator
corresponding to the received access token’s time to expire;

[0166] wherein the expiry time indicator 1s indicative of
the time at which the corresponding access token will not be
valid for obtaining the protected resource from the resource
system.

3. The computer-implemented method of embodiment 2
wherein the expiry time indicator 1s indicative of a length of
time that the access token will be valid for; and the method
further comprises:

[0167] determining the received access token’s time to
expire based on the length of time that the access token will
be valid for and a time at which the access token 1s received
at the client system.

4. The computer-implemented method of embodiment 2 or
embodiment 3 wherein the access token 1s stored at the token
storage unit independently of the time indicated by the
expiry time indicator.

5. The computer-implemented method of any one of
embodiments 2 to 4 further comprising wherein storage of
the access token at the token storage unit 1s maintained until
a time after the time indicated by the expiry time indicator.

6. The computer-implemented method according to any one
of embodiments 2 to 5 further comprising token storage
maintenance steps performed by the client system compris-
ng:

[0168] comparing the time indicated by the stored expiry
time indicator with a current time;

[0169] deleting the access token corresponding with the
stored expiry time 1f the time 1ndicated by the stored expiry
time indicator 1s after the current time.

7. The computer-implemented method of embodiment 6
wherein the token storage maintenance steps are executed
intermittently.

8. The computer-implemented method of embodiment 6 or
7 wherein the token storage maintenance steps are executed
according to a predetermined schedule.

9. The computer-implemented method of embodiment 8
wherein the predetermined scheduled defines a time interval
between adjacent executions of the token storage mainte-
nance steps.

10. The computer-implemented method of embodiment 9
wherein the time interval 1s configurable at the client system
based on a user input received at the client system.

11. The computer-implemented method of embodiment 9 or
embodiment 10 wherein the time interval 1s configurable at
the client system based on monitored performance of the
client system.
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12. The computer-implemented method of any one of
embodiments 2 to 11 further comprising:

[0170] the client system comparing the time indicated by
the stored expiry time indicator with a current time, and
refreshing the access token 11 the time indicated by the stored
expiry time indicator 1s after the current time.

13. The computer-implemented method of any one of
embodiments 2 to 12 further comprising;

[0171] transmitting the access token from the client sys-
tem to the resource system and, 1n response, receiving a
message 1indicating that the access token 1s not valid; and
[0172] refreshing the access token, at the token storage
unit, 1 response to recerving the message indicating that the
access token 1s not valid.

14. The computer-implemented method according to any
one of the preceding embodiments comprising:

[0173] receiving, at the client system, a plurality of access
tokens from the authorisation system, wherein each of the
plurality of access tokens 1s received 1n response to a token
request transmitted to the authorisation system;

[0174] receiving and storing an expiry time indicator in
association with each access token received at the client
system, wherein each of the stored expiry time indicators 1s
indicative of a time at which the corresponding access token
will not be valid.

15. The computer-implemented method of embodiment 14
further comprising:

[0175] the client system determining a predicted expiry
time for the access tokens received from the authorisation
system based on the stored expiry time indicators.

16. The computer-implemented method of embodiment 15
further comprising;:

[0176] the client system determining that the predicted
expiry time does not meet a predetermined threshold and, 1n
response, not storing further access tokens received from the
authorisation system.

17. The computer-implemented method of embodiment 15
or embodiment 16 wherein the predicted expiry time 1is
determined by calculating an average of the times 1ndicated
by the stored expiry time indicators.

18. The computer-implemented method according to any
one of the preceding embodiments comprising:

[0177] receiving, at the client system from the first user
device, a plurality of access requests subsequent to the first
access request, each of the plurality of subsequent access
requests comprising a subsequent instruction to access a
protected resource stored at the resource system; and
[0178] 1nresponse to the subsequent access request, trans-
mitting the stored access token to the resource system from
the client system for receiving the protected resource.

19. The computer-implemented method according to any
one of the preceding embodiments comprising:

[0179] receiving, at the client system from each of a
plurality of user devices, an access request comprising an
instruction to access a protected resource stored at a resource
system;

[0180] transmitting, from the client system to an authori-
sation system, a token request for an access token to be used
for accessing the protected resource, in response to each of
the access requests recetved from the plurality of user
devices;

[0181] receiving, at the client system, an access token 1n
response to each of the token requests, each access token
having a corresponding time to expire indicative of a time at

Oct. 17,2019

which the access token will not be valid for obtaining the
protected resource from the resource system;

[0182] transmitting each of the access tokens from the
client system to the resource system and, 1n response,
receiving the protected resource;

[0183] storing each of access tokens at the token storage
unit.

20. The computer-implemented method according to
embodiment 19 further comprising:

[0184] 1n response to each token request, receiving and
storing an expiry time indicator in association with each
access token received at the token storage unit;

[0185] wherein each expiry time 1ndicator 1s indicative of
a time at which the corresponding access token will not be
valid for obtaiming the protected resource from the resource
system.

21. The computer-implemented method according to
embodiment 20 further comprising token storage mainte-
nance steps performed by the client system comprising:
[0186] comparing the time 1indicated by each stored expiry
time indicator with a current time;

[0187] deleting the access token corresponding with the

stored expiry time 1f the time 1ndicated by the stored expiry
time indicator 1s after the current time.

22. The computer-implemented method of embodiment 21
wherein the token storage maintenance steps are executed
intermittently or according to a predetermined schedule.

23. The computer-implemented method of embodiment 22
wherein the predetermined scheduled defines a time interval
between adjacent executions of the token storage mainte-
nance steps.

24. The computer-implemented method of embodiment 23
wherein the time interval 1s configurable at the client system
based on the times indicated by the expiry time indicators.

21. The computer-implemented method according to any
one of the preceding embodiments wherein the client system
comprises one or more client servers in communication with
one another.

22. The computer-implemented method according to any
one of the preceding embodiments wherein the authorisation
system comprises one or more authorisation servers in
communication with one another.

23. The computer-implemented method according to any
one of the preceding embodiments wherein the resource
system comprises one or more resources servers 1n Comimu-
nication with one another.

24. A computer program comprising instructions which,
when the program 1s executed by a computer, cause the
computer to carry out the method of any one of the preced-
ing embodiments.

25. A data carrier signal carrying the computer program of
embodiment 24.

26. A computer readable medium comprising instructions
which, when executed by a computer, cause the computer to
carry out the method of any one of embodiments 1 to 23.

2’7. A client system comprising processing circuitry config-
ured to:

[0188] receive, from a user device, a first access request
comprising a first mnstruction to access a protected resource
stored at a resource system;

[0189] transmit to an authorisation system, a token request
for an access token to be used for accessing the protected
resource, 1n response to the first access request;
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[0190] receive an access token in response to the token
request, the access token having a corresponding time to
expire indicative of a time at which the access token will not
be valid for obtaining the protected resource from the
resource system; and

[0191] transmuit the access token from the client system to
the resource system and, 1n response, rece1ving the protected
resource;

[0192] wherein the client system further comprises a token
storage unit configured to store the access token; and

[0193]

[0194] receive, from the first user device, a second access
request comprising a second 1nstruction to access a protected
resource stored at the resource system; and

[0195] transmit the stored access token to the resource
system for receiving the protected resource, 1n response to
the second access request.

28. A client system comprising;:

[0196] a receiver configured to receive, from a user
device, a first access request comprising a first instruction to
access a protected resource stored at a resource system;

[0197] a transmitter configured to transmit to an authori-
sation system, a token request for an access token to be used
for accessing the protected resource, 1n response to the first
access request;

[0198] wherein the receiver 1s configured to receive an
access token in response to the token request, the access
token having a corresponding time to expire indicative of a
time at which the access token will not be valid for obtaining
the protected resource from the resource system; and

[0199] wherein the transmitter 1s configured to transmit
the access token from the client system to the resource
system and, 1n response, receiving the protected resource;

[0200] wherein the client system further comprises a token
storage unit configured to store the access token;

[0201] the receiver configured to receive, from the first
user device, a second access request comprising a second
mstruction to access a protected resource stored at the
resource system; and

[0202] the transmitter configured to transmit the stored
access token to the resource system for receiving the pro-
tected resource, 1n response to the second access request.

What 1s claimed:
1. A computer-implemented method comprising:

the processing further configured to:

receiving, at a client system from a user device, a first
access request comprising a first instruction to access a
protected resource stored at a resource system;

transmitting, from the client system to an authorisation
system, a token request for an access token to be used
for accessing the protected resource, 1n response to the
first access request;

receiving, at the client system, an access token 1n response
to the token request, the access token having a corre-
sponding time to expire indicative of a time at which
the access token will not be valid for obtaining the
protected resource from the resource system:;

transmitting the access token from the client system to the
resource system and, 1n response, receiving the pro-
tected resource;

storing the access token at a token storage unit of the
client system;
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receiving, at the client system from the first user device,
a second access request comprising a second instruc-
tion to access a protected resource stored at the
resource system; and

in response to the second access request, transmitting the
stored access token to the resource system for receiving
the protected resource.

2. The computer-implemented method of claim 1 further
comprising:
in response to the token request, receiving and storing at

the token storage unit an expiry time indicator corre-
sponding to the received access token’s time to expire;

wherein the expiry time indicator 1s indicative of the time
at which the corresponding access token will not be
valid for obtaining the protected resource from the
resource system.

3. The computer-implemented method of claim 2 wherein
the expiry time 1ndicator 1s indicative of a length of time that
the access token will be valid for; and the method further
COmprises:

determining the received access token’s time to expire
based on the length of time that the access token will be
valid for and a time at which the access token 1s
received at the client system.

4. The computer-implemented method of claim 2 wherein
the access token 1s stored at the token storage unit indepen-
dently of the time indicated by the expiry time indicator;
and/or wherein storage of the access token at the token
storage unit 1s maintained until a time after the time 1ndi-
cated by the expiry time 1ndicator.

5. The computer-implemented method of claim 2 further
comprising token storage maintenance steps performed by
the client system comprising:

comparing the time indicated by the stored expiry time
indicator with a current time;

deleting the access token corresponding with the stored
expiry time 1f the time indicated by the stored expiry
time indicator 1s after the current time and, optionally,
wherein the token storage maintenance steps are
executed intermittently.

6. The computer-implemented method of claim 5 wherein
the token storage maintenance steps are executed according
to a predetermined schedule.

7. The computer-implemented method of claim 8 wherein
the predetermined scheduled defines a time interval between
adjacent executions of the token storage maintenance steps
wherein, optionally, the time interval 1s configurable at the
client system based on a user mput received at the client
system and/or wherein the time interval i1s configurable at
the client system based on monitored performance of the
client system.

8. The computer-implemented method of claim 2 further
comprising:

the client system comparing the time indicated by the

stored expiry time indicator with a current time, and

refreshing the access token 1f the time indicated by the
stored expiry time indicator 1s after the current time.

9. The computer-implemented method of claim 2 further
comprising:
transmitting the access token from the client system to the

resource system and, 1n response, receiving a message
indicating that the access token 1s not valid; and
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refreshing the access token, at the token storage unit, in
response to receiving the message indicating that the
access token 1s not vald.

10. The computer-implemented method of claim 1 com-
prising:
receiving, at the client system, a plurality of access tokens
from the authorisation system, wherein each of the
plurality of access tokens 1s received in response to a
token request transmitted to the authorisation system;

receiving and storing an expiry time indicator in associa-
tion with each access token received at the client
system, wherein each of the stored expiry time indica-
tors 1s 1indicative of a time at which the corresponding
access token will not be valid.

11. The computer-implemented method of claim 10 fur-
ther comprising:
the client system determining a predicted expiry time for

the access tokens received from the authorisation sys-
tem based on the stored expiry time i1ndicators.

12. The computer-implemented method of claim 11 fur-
ther comprising:

the client system determining that the predicted expiry
time does not meet a predetermined threshold and, in
response, not storing further access tokens received
from the authorisation system and/or wherein the pre-
dicted expiry time 1s determined by calculating an
average of the times indicated by the stored expiry time
indicators.

13. The computer-implemented method of claim 1 com-
prising:

receiving, at the client system from the first user device,
a plurality of access requests subsequent to the first
access request, each of the plurality of subsequent
access requests comprising a subsequent 1nstruction to
access a protected resource stored at the resource
system; and

in response to the subsequent access request, transmitting
the stored access token to the resource system from the
client system for receiving the protected resource.

14. The computer-implemented method of claim 1 com-
prising:

receiving, at the client system from each of a plurality of
user devices, an access request comprising an 1nstruc-
tion to access a protected resource stored at a resource
system;

transmitting, from the client system to an authorisation
system, a token request for an access token to be used
for accessing the protected resource, in response to
cach of the access requests received from the plurality
of user devices;

receiving, at the client system, an access token in response
to each of the token requests, each access token having
a corresponding time to expire indicative of a time at
which the access token will not be valid for obtaining
the protected resource from the resource system;

transmitting each of the access tokens from the client
system to the resource system and, 1n response, receiv-
ing the protected resource;

storing each of access tokens at the token storage unit.

15. A computer program comprising instructions which,
when the program 1s executed by a computer, cause the
computer to carry out the method of:
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recerving, at a client system from a user device, a first
access request comprising a first instruction to access a
protected resource stored at a resource system;

transmitting, from the client system to an authorisation
system, a token request for an access token to be used
for accessing the protected resource, in response to the
first access request;

receiving, at the client system, an access token 1n response
to the token request, the access token having a corre-
sponding time to expire indicative of a time at which
the access token will not be valid for obtaining the
protected resource from the resource system;

transmitting the access token from the client system to the
resource system and, i1n response, receirving the pro-
tected resource;

storing the access token at a token storage unit of the
client system;

receiving, at the client system from the first user device,
a second access request comprising a second 1nstruc-
tion to access a protected resource stored at the
resource system; and

in response to the second access request, transmitting the

stored access token to the resource system for receiving
the protected resource.

16. A data carrier signal carrying the computer program of
claim 15.

17. A computer readable medium comprising instructions
which, when executed by a computer, cause the computer to
carry out the method of:

recerving, at a client system from a user device, a first
access request comprising a first instruction to access a
protected resource stored at a resource system;

transmitting, from the client system to an authorisation
system, a token request for an access token to be used
for accessing the protected resource, 1n response to the
first access request;

recerving, at the client system, an access token in response
to the token request, the access token having a corre-
sponding time to expire indicative of a time at which
the access token will not be valid for obtaining the
protected resource from the resource system;

transmitting the access token from the client system to the
resource system and, in response, receiving the pro-
tected resource;

storing the access token at a token storage unit of the
client system;

receiving, at the client system from the first user device,
a second access request comprising a second 1nstruc-
tion to access a protected resource stored at the
resource system; and

in response to the second access request, transmitting the
stored access token to the resource system for receiving
the protected resource.

18. A client system comprising processing circuitry con-
figured to:

receive, from a user device, a first access request com-
prising a first instruction to access a protected resource
stored at a resource system;

transmit to an authorisation system, a token request for an
access token to be used for accessing the protected
resource, 1n response to the first access request;

receive an access token in response to the token request,
the access token having a corresponding time to expire
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indicative of a time at which the access token will not
be valid for obtaining the protected resource from the
resource system; and

transmit the access token from the client system to the
resource system and, i1n response, receiving the pro-
tected resource;

wherein the client system further comprises a token
storage unit configured to store the access token; and

the processing further configured to:

receive, from the first user device, a second access request
comprising a second instruction to access a protected
resource stored at the resource system; and

transmit the stored access token to the resource system for
receiving the protected resource, in response to the
second access request.

19. A client system comprising:

a receiver configured to receive, from a user device, a first
access request comprising a first instruction to access a
protected resource stored at a resource system;

a transmitter configured to transmit to an authorisation
system, a token request for an access token to be used

for accessing the protected resource, 1n response to the
first access request;
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wherein the receiver 1s configured to receive an access
token 1n response to the token request, the access token
having a corresponding time to expire indicative of a
time at which the access token will not be valid for
obtaining the protected resource from the resource
system; and

wherein the transmitter 1s configured to transmit the
access token from the client system to the resource

system and, 1n response, receiving the protected
resource;

wherein the client system further comprises a token
storage unit configured to store the access token;

the receiver configured to receive, from the first user
device, a second access request comprising a second
instruction to access a protected resource stored at the
resource system; and

the transmitter configured to transmit the stored access
token to the resource system for receiving the protected
resource, 1n response to the second access request.
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