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DETECTING SINGLE POINTS OF FAILURE
ON A STORAGE SYSTEM

BACKGROUND

Technical Field

[0001] This application generally relates to data storage
and, 1n particular, satisfying performance objectives for
applications utilizing data storage resources.

Description of Related Art

[0002] Data storage systems may include resources used
by one or more host systems (1.e., “hosts”). Data storage
systems and host systems may be interconnected by one or
more communication connections such as in a network.
These resources may include, for example, data storage
devices such as those included 1n the data storage systems
manufactured by EMC Corporation of Hopkinton Mass.
(“EMC”). These data storage systems may be coupled to one
or more host systems, where the data storage systems
provide storage services to each host system. Multiple data
storage systems from one or more different vendors may be
connected and may provide data storage services for one or
more host systems.

[0003] A host may perform a variety of data processing
tasks and operations. For example, a host may perform I/O
operations such as data read and write operations sent to the
data storage system. Host systems may store data to and/or
retrieve data from a storage device included 1n a data storage
system containing a plurality of host interface units, physical
storage devices or drives, and physical storage interface
units. The storage device may be a logical storage device.
The host systems access the storage device through a
plurality of channels provided therewith. Host systems may
perform I/O operations through the channels to the data
storage system and the data storage system provides data to
the host systems also through the channels. The host systems
do not address the physical storage devices or drives of the
data storage system directly, but rather, access what appears
to the host systems as a plurality of logical storage devices
or units (which may or may not correspond to the actual
physical storage devices or drives). Allowing multiple host
systems to access a single storage device allows the host
systems to share data of the storage device. In order to
facilitate sharing of the data on the storage device, additional
software on the data storage systems also may be used.

[0004] One or more hosts and one or more storage system
may be part of a storage network, for example, a storage area
network (SAN), that also includes one or more switches. A
switch may include a plurality or ports configured to be
connected (e.g., by a cable) to ports of a host system. These
switch ports may be referred to herein as switch host ports
(SHPs) or fabric ports. A switch also may include one or
more ports configured to be connected (e.g., by a cable) to
ports on a storage system (e.g., on a front-end of a storage
system as part of a host adapter), which may be referred to
herein as switch storage ports or SSPs. The one or more
switches may be organized into one or more logical switch-
ing entities referred to herein as switch fabric (1.e., “fabric”).
A fabric 1s a logical entity that includes one or more SHPs
and one or more SSPs as i1ts members, for which [/O
communications associated with the fabric are only permit-
ted between the member SHPs and SSPs, and not with any
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SHP or SSP that 1s not a member of the fabric. A fabric may
include SHPs and/or SSPs from different switches, or may
include only SHPs and/or SSPs of a single switch, for
example, all of the SHPs and/or SSPs of a switch or a subset
thereof. A fabric may be considered to define a virtual SAN
(1.e., “VSAN”), and the term VSAN 1s sometimes used
interchangeably with the term “fabric.” Each fabric may
have a unique identifier referred to herein as a “fabric
name,” which may be synonymous with a VSAN name.
[0005] A host system may host applications that utilize
storage devices of the storage system. For a given applica-
tion, to perform I/O operations utilizing a storage device of
the storage system, one or more components of each of: a
host; a switch; and a storage system may be used; 1.e.,
communications for performing I/O operations may be
transmitted through these one or more components. The one
or more combinations of components of the host, switch and
storage system over which I/0 operations between an appli-
cation and storage device can be communicated may be
considered an I/O path between the application and the
storage device. These I/0 paths define a connectivity of the
storage network.

SUMMARY OF THE INVENTION

[0006] For a network including one or more host systems
coupled to a storage system by one or more switches, the
storage system including a plurality of storage devices, and
the one or more host systems hosting one or more applica-
tions of a host application layer, a method of determining
whether there 1s a potential single point of failure between
a first of the plurality of storage devices and the host
application layer may be performed. The method 1ncludes
determining I/O path information for the first storage device
including determining at least a first of the one or more host
systems operative to exchange I/O communications with the
first storage device and for the at least first host system,
determining one or more permitted I/O paths between the
first host system and the first storage device, each deter-
mined one or more permitted I/0O paths including at least one
of each of the following: a port of the first host system, a
tabric of the one or more switches and a storage component
of the storage system, and determining whether the deter-
mined I/O path information collectively includes only one of
any of the following: the at least one port, the at least one
fabric, and the at least one storage component. Determining
that collectively there 1s only one of any of: the at least one
port, the at least one switch fabric, and the at least one
storage component 1s 1ndicative of a potential single point of
failure between the first storage device and the host appli-
cation layer. The method may include displaying the I/O
path information on a user interface 1n a manner that enables
a user to visually determine the potential single point of
failure. The at least one storage component may be one of:
a host adapter; or a port of the host adapter. Determining the
I/O path information may include accessing a data structure
that, for each storage device of the plurality of storage
devices, specifies a combination of a host port of a storage
system and a host adapter port of a host system over which
I/O communications with the storage device are permitted.
Determining the I/0 path information further may include,
for the at least first fabric, accessing zoning information that
specifies which ports of the at least first host system are
communicatively coupled to which ports of the storage
system. Determining the I/O path information further may
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include the at least first host system logging into the storage
system, where the storage system determining I/O path
information in response to the first host system logging 1n.
The method may include determining whether the deter-
mined I/O path information collectively includes only one at
least first host system, where determining that there 1s only
one at least first host system 1s indicative of a potential single
point of failure between the first storage device and the host
application layer. Each port of the first host system may be
a physical port, and determining whether the determined I/O
path information collectively may include only one of the at
least one port includes determining whether two different
virtual ports of the first host system correspond to a same
physical port of the first host system.

[0007] In some embodiments, a computer network 1is
provided including a storage system and at least one host
system having a plurality of instances of applications
executing thereon. The system may include one or more
processors; and a memory including code stored thereon
that, when executed, performs the above-described method.
[0008] In some embodiments, one or more computer-
readable media, for example, non-transitory computer-read-
able media, are provided for a system including a storage
system and at least one host system having a plurality of
istances of applications executing thereon. The computer-
readable media has software stored thereon including
executable code that performs the above-described method.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Features and advantages of the present invention
will become more apparent from the following detailed
description of 1illustrative embodiments thereof taken in
conjunction with the accompanying drawings in which:

[0010] FIG. 11s ablock diagram illustrating an example of
a system according to embodiments of the invention;

[0011] FIG. 2A 1s a block diagram 1illustrating an example
of a data storage system according to embodiments of the
invention;

[0012] FIG. 2B 1s a block diagram 1llustrating an example
of logical internal communications between directors and
memory of the data storage system of FIG. 2A according to
embodiments of the invention;

[0013] FIG. 3 1s ablock diagram illustrating an example of
tables for keeping track of logical information associated
with storage devices, according to embodiments of the
invention;

[0014] FIG. 4 1s a diagram 1illustrating an example of a
table used for a thin logical device, according to embodi-
ments of the invention;

[0015] FIG. 515 ablock diagram illustrating an example of
a system including a host system communicatively coupled
to a data storage system via multiple I/O paths, according to
embodiments of the invention;

[0016] FIG. 61s a block diagram illustrating an example of
a plurality of logical layers of a combination of a host system
and a data storage system for processing an I/O request,
according to embodiments of the mnvention;

[0017] FIG. 7A 1s a block diagram 1llustrating an example
of a storage network, according to embodiments of the
invention;

[0018] FIG. 7B 1s a block diagram illustrating an example
of connections between a host and a switch, according to
embodiments of the invention;
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[0019] FIG. 81s a block diagram illustrating an example of
a data structure defining port connectivity permissions
between a storage system and one or more host systems,
according to embodiments of the invention;

[0020] FIG. 91s a block diagram illustrating an example of
a data structure defining port connectivity permissions for a
switch, according to embodiments of the invention;

[0021] FIG. 10 1s a block diagram illustrating an example
of data structures defining I/O paths for one or more storage
devices, according to embodiments of the invention;
[0022] FIG. 11 1s a block diagram illustrating an example
of a display of IO path information, according to embodi-
ments of the invention;

[0023] FIG. 12 1s a flow chart illustrating an example of a
method of determining an SPoF on a storage network,
according to embodiments of the invention;

[0024] FIG. 13 1s a flow chart illustrating an example of a
method of determining I/0O path information for a storage
system, according to embodiments of the invention;
[0025] FIG. 14 1s a flow chart illustrating an example of a
method of determining an SPoF from I/O path information,
according to embodiments of the invention;

[0026] FIG. 15 1s a flow chart illustrating an example of a
method of determining whether multiple host ports share a
same physical host port, according to embodiments of the
invention; and

[0027] FIG. 16 1s a flow chart illustrating an example of a
method of assessing causes of I/O connectivity loss on a
storage network, according to embodiments of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS

[0028] Given the complexity of today’s storage networks,
it often 1s diflicult to determine whether there 1s a single
point of failure (SPoF) between an application layer of a host
system and a storage device of a storage system. Each of the
host system, switch, storage system, and/or other compo-
nents of a storage network may have a different view or
knowledge about a portion or aspect of the connectivity
between a storage device and an application layer, but not
the complete picture. Further, each type of component
and/or components of the same type from different vendors
may use different technologies, including proprietary tech-
nologies and technologies i accordance with different stan-
dards and/or protocols, to create, maintain and/or commu-
nicate I/0O path information. For example, a switch may use
a zoning table to define and maintain which SHPs are
allowed to exchange I/O communications with which SSPs
on the switch, and a storage system may maintain data
structures (e.g., masking tables in the case of some Dell
EMC™ storage systems) that define which host ports are
permitted to communicate with which storage devices over
which storage system (e.g., host adapter (HA)) ports. This
complication 1s further exacerbated by virtualization tech-
nologies and other technologies that add additional levels of
abstraction and complexity.

[0029] A customer or another party may need to manually
gather significant amounts of I/O path information from
multiple sources, including parties (e.g., the host adminis-
trator, network administrator, storage administrator and
other I'T personnel) and/or system components (application,
host, switch, storage system, etc.), and then collate and
review this information to determine whether there 1s a
SPoF. Further, any changes to the storage network that
change, or potentially change, any 1I/O paths (e.g., added,
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removed or reconfigured storage systems, hosts or switches
or components thereof, component failure, data migration,
changes to zoning tables, changes to masking tables, tech-
nology upgrades, etc.) may require that the SPoF analysis be
performed all over again from the beginning. In addition,
obtaining access to I/0O path information from some or all of
the above sources may require access credentials that the
interested party does not have.

[0030] Thus, there 1s a desire for an improved system
and/or technique for determining SPoF's for I/0 connectivity
on a storage network.

[0031] Described herein are systems and techniques for
determining SPoFs for I/O connectivity on a storage net-
work. I/O path information may be determined for a storage
device, for example, as a result of a host system (e.g., ports
of the host system) logging 1nto the storage network, e.g.,
logging 1nto one or more switches and/or storage systems of
a SAN. During this log-in process, the storage system may
gather and compile I/O path information from its own data
structures (e.g., masking tables) and from information
gleaned from data structures accessible by the switch (e.g.,
zoning tables). This I/O path information may be updated 1n
response to events on the storage network, for example, in
response to an update to a zoning table and/or masking table.
The gathered I/O path information may include any of the
following for a given I/O path: host identifiers (IDs, e.g.,
names), host bus adapter (HBA) IDs; host port identifiers
(IDs), host port IDs corresponding to a same physical host
port; fabric IDs (e.g., names); SHP IDs; SSP IDs; storage
system port IDs; storage system host adapters (HAs); IDs of
subcomponents or super components of any of the forego-
ing; other I/O path information; and any suitable combina-
tion of the foregoing. One or more of the identifiers listed
above may be an identifier that uniquely identities the
respective component (e.g., port), for example, a unique
World Wide Number (WWN) 1n accordance with Fibre
Channel (FC) technology. For illustrative purposes, some
embodiments of the invention are described 1n relation to
Fibre Channel (FC) technology on a SAN, but 1t should be
appreciated that other technologies and types of storage
networks be used and are intended to fall within the scope
of the invention.

[0032] From this determined I/O path information, one or
more SPoFs may be determined. For example, an SPoF
between a storage device and an application layer may be
determined 1f, for the I/O path information collectively, it 1s
determined that there 1s only one of any of the path com-
ponents (e.g., host systems, host ports, physical host ports,
tabrics, SHPs, SSPs, storage system port, and storage system
host adapters (HAs); or other components of an I/O path)
between the storage device and application layer. This
determination may be made 1n an automated fashion, e.g., by
software, hardware or other logic resident on the storage
system or elsewhere, or manually by visual inspection of the
[/O path information. The I/O path information may be
displayed using a graphical user interface (GUI) 1n a manner
that facilitates a user i1dentifying that there 1s an SPoF (1.e.,
that there 1s only one of any of the foregoing path compo-
nents) between a storage device and an application layer of
a host system; It should be appreciated that the I/O path
information may be determined, and one or more SPoFs
determined, for a storage device even though there may be
no application yet loaded and/or executing (on a host
system) that 1s utilizing the storage device.
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[0033] Some technologies allow multiple virtual host
ports to exist for a single physical host port. For example, in
accordance with Fibre Channel (FC) technology, N_Port ID
Virtualization (NPIV) allows multiple Virtual N ports to
share a single physical host port, in which case each virtual
port may have 1ts own unique port ID (e.g., a unique Word
Wide Numbers (WWNs)), even though both different port
IDs correspond to a same physical port. Thus, multiple
virtual host ports having different port IDs (e.g., per NPIV)
may share a single physical host port. These virtual host
ports are sometimes used to associate different virtual host
ports with different host-related entities such as, for
example, different virtual servers or applications running on
a host.

[0034] Based on the determination of an SPoF, an alert,
notification, warning, message or the like (hereinafter
“alert”) may be 1ssued. For example, an email, text message
or other form of communication may transmitted to a device
of a user (e.g., a system admuinistrator, service personnel,
customer, etc.) and/or displayed on a user device, or a visual
indicator and/or sound(s) may be displayed and/or played,
respectively, on a user device. This alert may vary depending
on the circumstances, including, for example, the type of
component 1dentified as the SPoF, user-defined business
rules and other variables of the storage system, switches
and/or host systems of the storage network. Further, alerts
may be 1ssued based on information gleaned from the 1I/O
path information other than an SPoF determination. For
example, an alert may indicate when there are there a less
than a certain number of points of failure for any given
component type; e.g., “there are only two storage ports

providing connectivity between application A and storage
device X.”

[0035] Insome embodiments of the invention 1n which FC
technology 1s employed, 1t should be appreciated that deter-
mination of an SPoF in accordance with embodiments
described herein may be facilitated by FC requirements such
as, for example, every host port has a WWN, every storage
system port has a WWN; and there 1s only fabric per 1/0O
path.

[0036] Identifying SPoFs as described in embodiments
herein provides system administrators and other persons an
opportunity to reconfigure connectivity between storage
devices and applications to remove SPoFs and thereby
reduce a likelihood of a communications failure and/or
connectivity loss between storage devices and applications.

[0037] Illustrative embodiments of the invention will now
be described 1n more detail 1n relation to the figures.

[0038] Referring now to FIG. 1, shown 1s an example of
an embodiment of a system 10 according to some embodi-
ments of the mvention. The system 10 includes a data
storage system 12 connected to host systems 14a-14%
through communication medium 18. In this embodiment of
the system 10, the N hosts 14a-14n may access the data
storage system 12, for example, 1n performing input/output
(I/0O) operations or data requests. The communication
medium 18 may be any one or more of a variety of networks
or other type of communication connections as known to
those skilled 1n the art. The communication medium 18 may
be a network connection, bus, and/or other type of data link,
such as a hardwire or other connections known in the art. For
example, the communication medium 18 may be the Inter-
net, an 1intranet, network or other wireless or other hardwired
connection(s) by which the host systems 14a-14n may
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access and communicate with the data storage system 12,
and also may communicate with others included in the
system 10.

[0039] FEach of the host systems 14a-14» and the data
storage system 12 included in the system 10 may be con-
nected to the communication medium 18 by any one of a
variety of connections as may be provided and supported in
accordance with the type of communication medium 18. The
processors included in the host computer systems 14a-14#
may be any one of a variety of proprietary or commercially
available single or multi-processor system, such as an Intel-
based processor, or other type of commercially available
processor able to support traflic in accordance with each
particular embodiment and application.

[0040] It should be appreciated that the particulars of the
hardware and software included in each of the components
that may be included in the data storage system 12 are
described herein 1n more detail, and may vary with each
particular embodiment. Each of the host computers 14a-14#
and data storage system may all be located at the same
physical site, or, alternatively, also may be located 1n dii-
ferent physical locations. Communication media that may be
used to provide the different types of connections between
the host computer systems and the data storage system of the

system 10 may use a variety of different communication
protocols such as, for example, SCSI, ESCON, Fibre Chan-

nel, 1SCSI, FCoE, GIGE (Gigabit Ethernet), NVMeoF
(NVMe over Fabric) and the like. Some or all of the
connections by which the hosts and data storage system 12
may be connected to the communication medium 18 may
pass through other communication devices, such as switch-
ing equipment, a phone line, a repeater, a multiplexer or
even a satellite.

[0041] FEach of the host computer systems may perform
different types of data operations 1n accordance with difler-
ent tasks and applications executing on the hosts. In the
embodiment of FIG. 1, any one of the host computers
14a-14» may 1ssue a data request to the data storage system
12 to perform a data operation. For example, an application
executing on one of the host computers 14a-14n» may
perform a read or write operation resulting in one or more
data requests to the data storage system 12.

[0042] Referring now to FIG. 2A, shown 1s an example of
an embodiment of the data storage system 12 that may be
included 1n the system 10 of FIG. 1. Included 1n the data
storage system 12 of FIG. 2A are one or more data storage
systems 20a-20» as may be manufactured by one or more
different vendors. Each of the data storage systems 20a-20#
may be inter-connected (not shown). Additionally, the data
storage systems also may be connected to the host systems
through any one or more communication connections 31 that
may vary with each particular embodiment and device in
accordance with the different protocols used in a particular
embodiment. The type of communication connection used
may vary with certain system parameters and requirements,
such as those related to bandwidth and throughput required
in accordance with a rate of I/O requests as may be 1ssued
by the host computer systems, for example, to the data
storage system 12. In this example, as described 1n more
detail 1n following paragraphs, reference 1s made to the more
detailed view of element 20q. It should be noted that a
similar more detailed description also may apply to any one
or more of the other elements, such as 207, but have been
omitted for simplicity of explanation. It should also be noted
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that an embodiment may include data storage systems from
one or more vendors. Each of 20a-20» may be resources
included 1n an embodiment of the system 10 of FIG. 1 to
provide storage services to, for example, host computer
systems.

[0043] FEach of the data storage systems, such as 20a, may
include a plurality of physical data storage devices (e.g.,
physical non-volatile storage devices), such as disk devices
or volumes, for example, 1n an arrangement 24 consisting of
n rows of disks or volumes 24a-24n. In this arrangement,
ecach row of disks or volumes may be connected to a disk
adapter (“DA”) or director responsible for the backend
management of operations to and from a portion of the disks
or volumes 24. In the system 20a, a single DA, such as 23a,
may be responsible for the management of a row of disks or
volumes, such as row 24a. System 20a also may include a
fabric that enables any of disk adapters 23a-23n to access
any of disks or volumes 24-24N, in which one or more
technologies and/or protocols (e.g., NVMe or NVMe-oF)
may be employed to communicate and transier data between
the DAs and the disks or volumes. The system 20a also may
include one or more host adapters (“HAs”) or directors
21a-21n. Each of these HAs may be used to manage
communications and data operations between one or more
host systems and the global memory. In an embodiment, the
HA may be a Fibre Channel Adapter or other type of adapter
which facilitates host communication.

[0044] Also shown in the storage system 20a 1s an RA or
remote adapter 40. The RA may be hardware including a
processor used to facilitate communication between data
storage systems, such as between two of the same or
different types of data storage systems.

[0045] One or more internal logical communication paths
may exist between the DAs, the RAs, the HAs, and the
memory 26. An embodiment, for example, may use one or
more 1nternal busses and/or communication modules. For
example, the global memory portion 2556 may be used to
facilitate data transfers and other communications between
the DAs, HAs and RAs 1n a data storage system. In one
embodiment, the DAs 23a-23» may perform data operations
using a cache that may be included in the global memory
25b, for example, 1n communications with other disk adapt-
ers or directors, and other components of the system 20a.
The other portion 25a 1s that portion of memory that may be
used 1n connection with other designations that may vary in
accordance with each embodiment.

[0046] It should be generally noted that the elements
24a-24n denoting physical storage devices may be any
suitable physical storage device such as a rotating disk drive,
flash-based storage, and the like. The particular data storage
system as described in this embodiment, or a particular
physical storage device thereof, such as a rotating disk or
solid-state storage device (SSD; e.g., a flash-based storage
device), should not be construed as a limitation. Other types
of commercially available data storage systems, as well as
processors and hardware controlling access to these particu-
lar devices, also may be included 1n an embodiment.

[0047] In at least one embodiment, write data received at
the data storage system from a host or other client may be
initially written to cache memory (e.g., such as may be
included 1n the component designated as 255) and marked as
write pending. Once written to cache, the host may be
notified that the write operation has completed. At a later
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point time, the write data may be destaged from cache to the
physical storage device, such as by a DA.

[0048] Host systems provide data and access control infor-
mation through channels to the storage systems, and the
storage systems also may provide data to the host systems
also through the channels. The host systems do not address
the disk drives of the storage systems directly, but rather
access to data may be provided to one or more host systems
from what the host systems view as a plurality of LUNSs. The
LUNs may or may not correspond to the actual disk drives.
For example, one or more LUNs may reside on a single
physical disk drive. Data 1n a single storage system may be
accessed by multiple hosts allowing the hosts to share the
data residing therein. The HAs may be used 1n connection
with communications between a data storage system and a
host system. The RAs may be used 1n facilitating commu-
nications between two data storage systems. The DAs may
be used 1n connection with facilitating communications to
the associated disk drive(s) and LUN(s) residing thereon.

[0049] Referring to FIG. 2B, shown 1s a representation of
the logical internal communications between the directors
and memory included 1n a data storage system according to
some embodiments of the invention. Included 1n FIG. 2B 1s
a plurality of directors 37a-37r coupled to the memory 26.
Each of the directors 37a-37» represents one of the HAs,
RAs, or DAs that may be included in a data storage system.
In an embodiment disclosed herein, there may be up to
sixteen directors coupled to the memory 26. Other embodi-
ments may use a higher or lower maximum number of
directors that may vary. The representation of FIG. 2B also
includes an optional communication module (CM) 38 that
provides an alternative communication path between the
directors 37a-37n. Each of the directors 37a-37» may be
coupled to the CM 38 so that any one of the directors
37a-37n may send a message and/or data to any other one of
the directors 37a-37» without needing to go through the
memory 26. The CM 38 may be implemented using con-
ventional MUX/router technology where a sending one of
the directors 37a-37n provides an appropriate address to
cause a message and/or data to be received by an intended
rece1ving one of the directors 37a-37xr. In addition, a send-
ing one of the directors 37a-37» may be able to broadcast a
message to all of the other directors 37a-37r at the same
time.

[0050] In an embodiment of a data storage system 1n
accordance with techniques herein, components such as
HAs, DAs, and the like may be implemented using one or
more “cores” or processors each having their own memory
used for communication between the different front end and
back end components rather than utilize a global memory
accessible to all storage processors.

[0051] It should be noted that although examples of tech-
niques herein may be made with respect to a physical data
storage system and 1ts physical components (e.g., physical
hardware for each HA, DA, HA port and the like), tech-
niques herein may be performed 1n a physical data storage
system including one or more emulated or virtualized com-
ponents (e.g., emulated or virtualized ports, emulated or
virtualized DAs or HAs), and also a virtualized or emulated
data storage system including virtualized or emulated com-
ponents.

[0052] In an embodiment in accordance with techniques
herein, the data storage system as described may be char-
acterized as having one or more logical mapping layers 1n
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which a logical device of the data storage system 1s exposed
to the host whereby the logical device 1s mapped by such
mapping layers of the data storage system to one or more
physical devices. Additionally, the host also may have one or
more additional mapping layers so that, for example, a host
side logical device or volume 1s mapped to one or more data
storage system logical devices as presented to the host. The
unqualified term “storage device” as used herein means a
logical device or physical storage device.

[0053] Storage system 12 or one or more components
thereof described 1n relation to FIGS. 1-2B may be imple-
mented using one or more Symmetrix®, VMAX® or

VMAX3® systems (heremnafter referred to generally as
VMAX storage systems) made available from Dell EMC.

[0054] FIG. 3 1s a block diagram 1illustrating an example of
tables 60 for keeping track of logical information associated
with storage devices, according to embodiments of the
invention. A first table 62 corresponds to all of the logical
devices used by the storage system 24 or by an element of
a storage system, such as an HA and/or a DA. The table 62
may 1nclude a plurality of logical device entries 66-68 that
correspond to the logical devices used by the data storage
system 24. The entries in the table 62 may include descrip-
tions for standard logical devices, virtual devices, log
devices, thin devices, and other types of logical devices.

[0055] Each of the entries 66-68 of the table 62 may

correspond to another table that contains information for
cach of the logical devices. For example, the entry 67 may
correspond to a table 72. The table 72 may include a header
that contains overhead information. The table 72 also may
include entries 76-78 for separate contiguous data portions
of the logical device (e.g., a cylinder and/or a group of
tracks). In an embodiment disclosed herein, a logical device
may contain any number of data portions depending upon
how the logical device 1s imitialized. However, in other
embodiments, a logical device may contain a fixed number
ol data portions.

[0056] FEach of the data portion entries 76-78 may corre-
spond to a track table. For example, the entry 77 may
correspond to a track table 82 that includes a header 84
having overhead information. The track table 82 also
includes entries 86-88 for each of the tracks. In an embodi-
ment disclosed herein, there are fifteen tracks for every
contiguous data portion. However, for other embodiments, 1t
may be possible to have different numbers of tracks for each
of the data portions or even a variable number of tracks for
cach data portion. For standard logical devices, the infor-
mation in each of the entries 86-88 may include a pointer
(either direct or indirect) to a physical address on one of the
PDs 36a-36c¢ of the storage system 24 (or a remote storage
system 11 the system 1s so configured). Thus, the track table
82 may be used to map logical addresses of the logical
device corresponding to the tables 62, 72, 82 to physical
addresses on the PDs 36a-36c¢ of the storage system e 24.

[0057] The tables 62, 72, 82 of FIG. 3 may be stored 1n the
global memory 26 of the storage system 24 during operation
thereol and may otherwise be stored 1n non-volatile memory
(1.e., with the corresponding physical device). In addition,
tables corresponding to logical devices accessed by a par-
ticular host may be stored 1n local memory of the corre-
sponding one of the HA’s 28a-28c¢. In addition, the RA’s
32a-32¢ and/or the DA’s 38a-38¢ may also use and locally
store portions of the tables 62, 72, 82.
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[0058] FIG. 4 1s a diagram 1illustrating an example of a
table 72' used for a thin logical device, according to embodi-
ments of the invention, which may include null pointers as
well as entries similar to entries for the table 72, discussed
above, that point to a plurality of track tables 82a-82¢. The
thin logical device may be allocated by the system to show
a particular storage capacity while having a smaller amount
of physical storage that 1s actually allocated. When a thin
logical device 1s initialized, all (or at least most) of the
entries 1n the table 72' may be set to null. Physical data may
be allocated for particular sections as data 1s written to the
particular data portion. If no data 1s written to a data portion,
the corresponding entry 1n the table 72' for the data portion
maintains the null pointer that was written at initialization.

[0059] FIG. 51s ablock diagram illustrating an example of
a system 100 including a host system 102 communicatively
coupled to a data storage system 120 via multiple 1/0O paths,
according to embodiments of the invention. Other embodi-
ments of system including a host system communicatively
coupled to a data storage system via multiple I/O paths, for
example, varnations of system 100, are possible and are
intended to fall within the scope of the invention. The system
100 may be implemented using one or more components of
the system 10, for example, one or more storage systems 12
and/or one or more hosts 14a-14#, or variation thereof.

[0060] The system 100 may include a host system 102,
switch 140 and data storage system 120. The host system
102 and data storage system 120 may communicate over one
or more 1/O paths through the switch 140. Elements 110a-
110¢ denote connections between the host system 102 and
switch 140. Element 112a-112¢ denote connections between
the data storage system 120 and the switch 140. Element 130
may represent a physical storage device of the data storage
system 120, such as a rotating disk drive, flash-based or
other solid state storage device, or the like, where the
physical storage device 130 may be configured to include
three LUNs-LUNS, LUNG6 and LUNI1O0. It should be noted
that the system 100 includes only a single host system 102,
single physical device 130 with 3 LUNs, a single data
storage system 120, and a single switch for purposes of
simplicity to illustrate the techniques herein. For example,
cach of the LUNs may be configured to have storage
provisioned from multiple different physical devices rather
than a single physical device, and multiple host systems
having multiple applications executing thereon may com-
municate with the data storage system.

[0061] It should be appreciated that the descriptions pro-
vided 1n the following paragraphs may refer to particular
examples using the switch 140 having a switching fabric for
simplicity of 1illustration. Element 140 may be a single
switch having a switching fabric, a multi-switch having a
multi-switch fabric and the like. Thus, element 140 may
more generally denote a network having 1ts own connectiv-
ity fabric or network fabric where the network may include
one or more components providing the connectivity between
the host system 102 and data storage system 120.

[0062] The host system 102 may be implemented as a
server, and may include an application 104, a multi-path
(MP) driver 106 and other components 108 such as, for
example, one or more other device drivers and other code.
An I/O request (specitying an I/O operation) from the
application 104 may be communicated to the data storage
system 120 using the MP driver 106 and one or more other
components 108. The application 104 may be a database or
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other application which 1ssues data operations, such as I/O
operations, to the data storage system 120. Fach of the I/O
operations may be directed to a target device, such as one of
the LUNs of device 130, configured to be accessible to the
host system 102 over multiple I/O paths. As such, each of the
I/O operations may be forwarded from the application 104
to the data storage system 120 over one of the possible
multiple I/O paths. The MP driver 106 may include func-
tionality to perform any one or more different types of
processing such as related to encryption, multi-pathing,
mirroring, migration, and the like. For example, the MP
driver 106 may include multi-pathing functionality for man-
agement and use of multiple I/O paths. For example, the MP
driver 106 may perform I/O path selection to select one of
the possible multiple I/0 paths based on one or more criteria
such as load balancing to distribute I/O requests for the
target device across available active 1/O paths. Load bal-
ancing may be performed to provide for better resource
utilization and increased performance of the host system,
data storage system, and network or other connection 1nfra-
structure. The MP driver 106 may be included 1n a com-
mercially available product such as, for example, Dell EMC
PowerPath® software made available by Dell EMC. Other
components 108 of the host system 102 may include one or
more other layers of software used in connection with
communicating the I/O operation from the host system to the
data storage system 120 such as, for example, Fibre Channel
(FC) or SCSI dnivers, a logical volume manager (LVM), or
the like. The other components 108 may include software or
other components used when sending an I/0O operation from
the application 104 to the data storage system 120, where
such components may include those 1nvoked 1n a call stack
above and/or below the MP driver 106. For example, appli-
cation 104 may 1ssue an I/O operation which 1s communi-
cated via a call stack including an LVM, the MP driver 106,
and an FC or SCSI driver, e.g., as described elsewhere herein
in more detail.

[0063] The data storage system 120 may include one or
more physical data storage devices, such as device 130,
where each such physical device may be configured to store
data of one or more LUNs. Each of the LUNs having data
stored on the device 130 may be configured to be accessible
to the host system 102 through one or more 1/O paths. For
example, all LUNs of 130 may be accessible using ports of
the three front-end directors or interfaces 122a-122¢, also
denoted respectively HA1, HA2 and HA3. The multiple I/O
paths allow the application I/Os to be routed over multiple
I/O paths and, more generally, allow the LUNs of device 130
to be accessed over multiple I/O paths. In the event that there
1s a component failure 1n one of the multiple I/O paths, I/O
requests from applications can be routed over other alternate
I/O paths unafiected by the component failure. The MP
driver 106 may be configured to perform load balancing 1n
connection with I/O path selection, as well as other process-
ing. The MP driver 106 may be aware of, and may monitor,
all I/O paths between the host system and the LUNSs of the
device 130 in order to determine which of the multiple I/O
paths are active or available at a point 1n time, which of the
multiple I/O paths are unavailable for communications, and
to use such information to select an I/O path for host
system-data storage system communications.

[0064] In the example of the system 100, each of the
LUNs of the device 130 may be configured to be accessible
through three I/O paths. Each I/O path may be represented
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by two path endpoints having a first endpoint on the host
system 102 and a second endpoint on the data storage system
120. The first endpoint may correspond to a port of a host
system component, such as a host bus adapter (HBA) of the
host system 102, and the second endpoint may correspond to
a port of a data storage system component, such as a port of
an HA of the data storage system 120. In the example of the
system 100, elements Al, A2 and A3 each denote a port of
a host system 102 (e.g., a port of an HBA), and elements B1,
B2 and B3 each denote a port of an HA of the data storage
system 120. Fach of the LUNs of the device 130 may be
accessible over three 1/0 paths—a first I/O path represented
by Al1-B1, a second I/O path represented by A2-B2 and a
third I/0O path represented by A3-B3.

[0065] FIG. 61s ablock diagram 1illustrating an example of
a plurality of logical layers 150 of a combination of a host
system (e.g., the host system 102 of FIG. 5) and a data
storage system (e.g., the data storage system 120) for
processing an 1/0 request, according to embodiments of the
invention. Other embodiments of a plurality of logical layers
of a combination of a host system and a data storage system
for processing an I/O request, for example, variations of
logical layers 150, are possible and are intended to fall
within the scope of the invention. FIG. 6 provides further
detail regarding various software layers that may be used 1n
connection with the MP driver 106 of FIG. 5. The various
software layers of 150 may generally form layers included
in the runtime I/O stack, such as when an I/O request is
issued by an application on a host system to a data storage
system. The system 1ncludes an application layer 121 which
includes application programs executing on the host system
computer 102. The application layer 121 may refer to
storage locations using an associated label or identifier such
as a file name or file 1dentifier. Below the application layer
121 1s the file system layer 123 and the LVM layer 125a that
maps the label or identifier specified by the application layer
121 to a LUN which the host system may perceive as
corresponding to a physical device address (e.g., the address
of one of the disk drives) within the storage system. Below
the LVM layer 125a may be the MP (multi-path) driver 106
which handles processing of the I/O received from layer
125a. The MP driver 106 may include a base driver and one
or more driver extension modules. The MP driver 106 may

be mmplemented using a commercially available product
such as Dell EMC PowerPath software.

[0066] Functionality for performing multi-pathing opera-
tions, such as may be performed by Dell EMC PowerPath
software, may be included 1n one of the drniver extension
modules such as a multi-path extension module. As
described above, the MP driver may perform processing in
connection with multiple I/O path management and select-
ing one of a plurality of possible I/O paths for use 1n
connection with processing I/O operations and communi-
cating with the data storage system, such as data storage
system 120 of FIG. 5. More generally, one or more layers
between the application layer 121 and the MP driver 106, for
example, the file system 123, may provide for mapping a
LUN (such as used 1n connection with block-based storage),
presented by the data storage system to the host system, to
another logical data storage entity, such as a file, that may be
used by the application layer 121. Below the MP driver 106
may be the SCSI driver 1256 and a hardware (HW) driver
125¢. The SCSI driver 1256 may handle processing of a

received I/0 request from the MP driver 106 such as related
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to forming a request 1n accordance with one or more SCSI
standards. The driver 125¢ may be a hardware driver that
facilitates communication with hardware on the host system.
The driver 125¢ may be, for example, a driver for an HBA
of the host system which sends commands or requests to the
data storage system and also receives responses and other
communications from the data storage system. It should be
appreciated that, 1n some embodiments, the ordering of the
MP driver 106 and SCSI driver 1256 may be reversed. That
1S, 1n some cases, the MP driver 106 sits below the SCSI
driver 126b.

[0067] In some embodiments, layers 121-125¢ are imple-
mented on a host (e.g., the host system 102) coupled to a
data storage system (e.g., the data storage system 120) that
1s an 1ntelligent data storage system having 1ts own mapping
layer 127 such that the LUN known or exposed to the host
system may not directly correspond to a physical device
such as a disk drive. In such embodiments, the LUN
specified by the host system in the I/O operation may be
further mapped by the data storage system using 1ts mapping
layer 127. For example, a LUN specified by the host system
may be mapped by the data storage system to one or more
physical drives, and multiple LUNs may be located on a
same physical device, multiple physical drives, and the like.

[0068] The MP driver 106, as well as other components
illustrated 1 FIG. 6, may execute 1n a kernel mode or
another privileged execution mode. In some embodiments
using a Unix-based OS, the MP driver 106 may be executed
in kernel mode, whereas an application such as represented
by application layer 121 may typically execute 1n user mode,
or more generally, a non-privileged execution mode. It
should be appreciated that embodiments of the invention
may be implemented using any of a variety of different
suttable OSs including a Unix-based OS, a Linux-based
system, any one of the Microsoit Windows® OSs, or other
OSs. Additionally, the host system may provide a virtualized
environment and may execute, for example, VMware ESX®
or VMware ESX1™ software providing bare-metal embed-
ded hypervisors.

[0069] In operation, an application executing at applica-
tion layer 121 may 1ssue one or more I/O requests specifying
I/O operations (e.g., read and write operations) to logical
volumes (1mplemented by the LVM 123a) or files (imple-
mented using the file system 123), whereby such 1/O
requests may be mapped to I/O communications (specifying
the I/O operation) directed to LUNs of the data storage
system. Such I/O operations from the application layer 121
may be directed to the MP driver 106 after passing through
any intervening layers such as, for example, the layers 123
and 125a4. Communications between an imitiator port of the
host system and a target port of a data storage system (e.g.,
target port of an HA) may include those related to I/O
operations and other non-I/O commands such as related to
host system control operations. I/O operations may include,
for example, read and write operations with respect to data

stored on a LUN.

[0070] In connection with the SCSI standard, an I/O path
may be defined between an mnitiator port of the host system
and a target port of the data storage system. An I/O request
may be sent from the host system (e.g., from a component
thereof such as an HBA), which may be referred to as an
initiator, originator or source with respect to the foregoing
I/O path. The host system, as the 1nitiator, sends I/O requests
along the I/O path to a data storage system (e.g., a particular
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component thereof such as an HA having a port with a
network address), which may be referred to as a target,
destination, receiver, or responder. Each physical connection
of an I/O path may be between a first endpoint which 1s a

port of the host system (e.g., such as an HBA having ports
such as denoted as A1-A3 of FIG. 5) and a second endpoint

which 1s a port of an HA (e.g., such as B1-B3 of FIG. §) in
the data storage system. Through each such I/O path, one or
more LUNs may be visible or exposed to the host system
initiator through the target port of the data storage system.

[0071] FIG. 7A 1s a block diagram 1illustrating an example
of a storage network 700, according to embodiments of the
invention. Other embodiments of a storage network, for
example, variations of storage network 700, are possible and
are intended to fall within the scope of the invention. System
700 may i1nclude any of: hosts 702 and 704; switches 720
and 722; storage systems 740 and 742; physical storage
devices 760 and 762; other components; or any suitable
combination of the foregoing. It should be appreciated that,
while only two hosts are shown, system 700 may have
significantly many more hosts, including tens, hundreds or
even thousands more. Hosts 702 and 704 each may be
physical host systems or virtual systems as part of a virtu-
alized environment, and may be part of a host cluster and/or
distributed across multiple physical devices and/or part of a
cloud environment. Each of hosts 702 and 704 may be a host
system 102 described in relation to FIG. 5 or include any of
the components thereof described herein. Application layer
706 may represents the collective applications layers of the
software stacks of hosts 702 and 704, each of which may be
an application layer 121 as described in relation to FIG. 6.

[0072] Host 702 may include any of: a portion of the
application layer at 706; application 708; HBAs 712 and
714; and physical host ports 712a, 71256, 714a and 714b. The
portion of application layer 706 running on host 702 may
include application 708 and one or more other applications.
HBA 712 may include physical host ports 712a and 7125,
and HBA 714 may include physical host ports 714a and
714b. HBAs 712 and 714 each may be separate discrete
logical or physical components of host 702, and host 702
may include more than the two HBAs 1llustrated. Each of the
physical host ports 712a, 712b, 714a and 71456 may be
connected to an SHP (1.e., fabric port) of switch 720 or 722
by physical connections 713. Each such physical connection
may be a cable and, 1n some embodiments, there 1s only
allowed one physical connection between each physical host
port and fabric port (e.g., in accordance with a technology
standard (e.g., FC)) as 1illustrated 1n FIG. 7A. That 1s, 1n
some embodiments, each fabric port 1s dedicated to one
physical host port. Host 704 may include any of: a portion
of the application layer at 706; application 710; HBAs 716

and 718; and multiple physical host ports including physical
host port 716a of HBA 716.

[0073] FIG. 7A 1llustrates physical host ports 712a, 7125,
714a, 7146 and 716a connected to fabric ports over physical
connections 713 1n which there 1s only one physical con-
nection 713 between each physical host port and each fabric
port. However, as noted in more detail elsewhere herein,
some technologies permit multiple virtual host ports to be
defined, 1n which two or more virtual ports are given a
different unique ID (e.g., a World Wide Name (WWN)) that
actually correspond (1.e., map) to a same physical port. That
1s, each virtual host port may be a logical or virtual repre-
sentation of a host port, and may have a umique host port 1D,
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and two or more of the virtual host ports may correspond to
a same physical host port. Accordingly, multiple virtual host
ports may be defined on either of hosts 702 and 704 for each
of 1ts respective physical host ports, including physical host
ports 712a, 712b, T14a, 714b and 716a.

[0074] FIG. 7B 1s a block diagram illustrating an example
of multiple logical connections between a host and a switch,
according to embodiments of the mnvention. Other embodi-
ments of a storage network, for example, variations of what
1s illustrated in FIG. 7B, are possible and are intended to fall
within the scope of the invention. As 1n FIG. 7A, physical
host port 712a of host system 702 1s connected to fabric port
720a of switch 720. Host system 702 may be configured to
implement one or more forms of virtualization technology 1n
which a plurality of virtual host ports (VHPs) 711al, 711a2
and 711a3 are defined for a single physical host port 712a.
That 1s, host system 702 (e.g., a component thereof such as,
for example, a multi-path driver (e.g., MP driver 106)) may
have assigned different unique port IDs (e.g., WWNs) to
cach of VHPs 711al, 711a2 and 71143, even though they all
map to the same physical host port 712a. Accordingly, one
or more logical connections 713al, 71342 and 713a3 cor-

responding to physical connection 713a may be defined for
VHPs 711al, 711a2 and 711a3, respectively, between host

702 and switch 720.

[0075] It should be appreciated that switches (e.g.,
switches 720 and 722) and storage systems (e.g., storage
systems 740 and 742) may not be configured to implement
virtual host ports, and thus may not have knowledge that
multiple port IDs map to the same physical host port. That
1s, from the perspective of a switch, storage system or other
storage network component, the concept of a host port 1s
synonymous with a physical host port, as there 1s no concept
of a virtual host port. For ease of reference, and 1in some
cases taking into consideration a network components view
of things, which does not include the concept of a virtual
host port, the term “host port” may be used unqualified by
the term “virtual” or “physical” and may be used in such
cases to cover both virtual host ports and physical host ports.

[0076] Returning to FIG. 7A, switch 720 may include any
of: zoning table 724, fabrics 726 and 728; ports 720a-#;
other components; or any suitable combination of the fore-
going. Zonmng table 724 may be a data structure that defines
which host ports (as defined by a unique identifier such as a
WWN), e.g., corresponding to physical host ports 712a,
7125, 714a, 7145 and 7116a, are allowed to communicate
with which storage system (e.g., HA) ports, for example,
744a, 744b, 746a, 746b and 748a. The switch 720 may use
the information in the zoning table 724 to determine the
internal switch connections between fabric ports and SSPs to
implement the defined zones, as illustrated by the dashed
lines within switch 720 1n FIG. 7A. Zoning table 724 or
another data structure on switch 720 may define one or more
fabrics, including fabrics 726 and 728, for example, by
speciiying the switch ports that are members of the fabrics,
as described 1n more detail elsewhere herein. For example,
a data structure on switch 720 or elsewhere may define that
tabric 726 includes ports 720a, 7205, 720e and 720f. Switch
722 may include any of: zoning table 734, fabrics 730 and
732; several ports including port 722a; other components; or
any suitable combination of the foregoing. Each of switches
720 and 722 may be a switch 140 described 1n relation to
FIG. § or include any of the components thereof described
herein. In some embodiments, one or both of switches 720
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and 722 may be a Dell EMC Connectrix™ switch or director
made available by Dell EMC.

[0077] Storage system 740 may include any of: connec-
tivity logic 752; masking table 754; device table(s) 756; 1/0O
path table(s) 758; HAs 744 and 746; storage system ports
744a, 744b, T46a and 746b; other components; and any
suitable combination of the foregoing. Device table(s) 756
may define properties of storage devices of the storage
system 740, including logical devices (which may include
thin devices) corresponding to physical storage devices 760,
as described 1n more detail elsewhere herein. Masking table
754 may define which host ports (e.g., 712a, 712b, 714a,
714b, 716a) are permitted to communicate with which
storage devices over which storage system ports (e.g., 744a,
744b 746a, 746b0). 1/0 path table(s) 758 may include one or
more data structures that define I/0O paths between storage
devices and an application layer (e.g., 706) as 1s described
in more detail elsewhere herein. Connectivity logic 752 may
be configured with logic (software, hardware, firmware or a
combination thereof) to perform one or processes 1 accor-
dance with I/O connectivity on a storage network, for
example, one or more of the methods relating to I/O con-
necting described herein. Storage system 742 may include
any of the same or similar components as storage system
740, including HA 748 and storage system port 748a
thereof. In some embodiments, storage systems 740 and/or
742 may be a storage system 20a and/or 120 described 1n
relation to FIGS. 2A and 5, respectively, or include one more
components and/or functionality thereof.

[0078] FIG. 81s ablock diagram illustrating an example of
a data structure 800 defining port connectivity permissions
between a storage system and one or more host systems,
according to embodiments of the invention. Other embodi-
ments of a data structure defining port connectivity permis-
sions between a storage system and one or more host
systems, for example, variations of data structure 800, are
possible and are intended to fall within the scope of the
invention. In some embodiments, data structure 800 may be
a masking table (e.g., masking table 754). Data structure 800
may include a plurality of entries 810, each entry represent-
ing a storage device 1dentified in column 802 and specitying
a host port (e.g., by WWN) 1n column 804 with which the
identified storage device 1s allowed to communicate I/O over
the storage system port identified in column 806. Other
information, for example, the host and/or the HBA associ-
ated with the host port and/or the HA associated with the
storage system port may be specified in column 808. A data
structure other than a table, for example, a linked list and/or
object-oriented data structure, may be used to record the
same 1information.

[0079] FIG. 91s ablock diagram illustrating an example of
a data structure 900 defining port connectivity permissions
for a switch, according to embodiments of the invention.
Other embodiments of a data structure defining port con-
nectivity permissions for a switch, for example, variations of
data structure 900, are possible and are intended to fall
within the scope of the invention. Data structure 900 may be
a zoning table, and may include a plurality of entries 910,
each entry representing an initiator port (e.g., a host port) 1in
column 902 and a target port (e.g., a storage system port) 1n
column 904 with which the mitiator port may communicate
over a fabric. Other information, for example, host, HBA,
HA, fabric name, etc. may be specified in column 906. A
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data structure other than a table, for example, a linked list
and/or object-oriented data structure, may be used to record
the same information.

[0080] FIG. 10 1s a block diagram 1llustrating an example
of data structures 1000 defining I/O paths for one or more
storage devices, according to embodiments of the invention.
Other embodiments of a data structure defining I/O paths for
one or more storage devices, for example, variations of data
structure 1000, are possible and are intended to fall within
the scope of the invention. Data structures 1000 may be used
for I/O path table(s) 758 described 1n relation to FIG. 7A
above. The information in data structures 1000 may be
compiled from data found 1n one or more other data struc-
tures, for example, data structures 800 and 900, for example,
initially when a host system logs into a storage system and
later 1n response to system updates.

[0081] Data structure 1002 may include a plurality of
entries 1003, each entry representing a storage device and
speciiying an identifier of a storage device, for example, an
identifier used 1n device table 62 described above 1n relation
to FIG. 3. Each entry 1003 may have a reference to a host
data structure 1004, which includes one or more entries
1005, each entry specitying a host for which connectivity 1s
defined for the storage device referencing it. Each entry in
host table 1004 may reference a host port table 1007 having
a plurality of entries 1016. Each entry may represent and
specily a host port ID 1n column 1006. Each entry may
specily the storage network components (e.g., switch, stor-
age system and/or host components) that in various combi-
nations define I/O paths between the storage device and the
host port represented by the entry, including the fabric
(column 1008), one or more HAs (column 1010), one or
more HA ports (column 1012) (i.e., storage system ports)
and other information (column 1014) for which I/O can be
communicated between the storage device and the host port.
The other information may include an HBA corresponding
to the host port and/or additional I/O path components or
other information. In some embodiments, for a given host
port, rather than listing the one or more HAs, HA ports and
other information all in one entry (i.e., row), there may be a
separate entry for each combination of HA, HA port or other
I/O path component, such that each entry defines a specific
[/O path. In such embodiments, there may be multiple
entries for each host port as defined by a host port ID. It
should be appreciated that various indexes and other data
structures for any of the information in data structures 1000
may be created from data structure 1000.

[0082] Data structures other than those represented in FIG.
10 may be used to record the same information. Further, two
or more of data structures 1002, 1004 and 1007 may be
combined. For example, 1n some embodiments, a single data
structure representing the information recorded 1n data struc-
ture 1002, 1004 and 1007 may be used in which each entry
specifies a storage device and host as well as the information
specified for each entry 1n host port table 1005.

[0083] FIG. 11 1s a block diagram illustrating an example
of a display 1100 of I/O path information, according to
embodiments of the invention. Other embodiments of a
display of I/O path information, for example, variations of
display 1100, are possible and are intended to fall within the
scope of the mvention. Display 100 may display I/O path
information in a manner that facilitates a user identifying an
SPoF by identitying, from the collective I/O path informa-
tion displayed for a storage network component, any I/O



US 2020/0136897 Al

path component that appears only once. Display 1100 may
display information specific to a storage device 1n each of
device areas 1104, 1107 and 1109. Within each device
display area, information specific to one or more hosts
having at least one I/O connection with the storage device
may be displayed in host display areas. For example, device
display area 1104 may include host display areas 1106, 1108
and 1110. Within each host display area, information specific
to I/0O paths between the host and the storage device corre-
sponding to the host area and the device area containing the
host area may be displayed. For example, host area 1106
may display information about one or more host ports
having at least one I/O connection with the storage device,
which may be included i an I/O path permissions table
1110. I/O path permissions table 1110 may include a plu-
rality of entries, each entry specifying a host port (column
1114) having I/0O connectivity with the storage device, and
specilying the fabric (column 1116) through which the host
port 1s connected to at least one system port, the storage
system ports to which the host port 1s logged 1n (column
1118), and the storage system ports for which the host port
has permission to communicate I/O with the storage device
(e.g., per a masking table of the storage system) (column

1120).

[0084] A user can review the visually presented data to
determine SPoFs. For example: if only one host 1s listed for
a storage device (e.g., there 1s only one host area 1106), the
host may be an SPoF; if there 1s only one host port listed for
a host, the host port may be an SPoF with respect to the host;
if only one host port 1s listed for all of the collective I/0 path
information listed (e.g., across all hosts), the host port may
be an SPoF with respect to a collective application layer of
the hosts of the storage network; if only one permitted
storage system port 1s listed for a given host port, the
permitted storage system port may be an SPoF for a given
host port; 1f only one permitted storage system port 1s listed
for all of the collective I/O path mformation listed for a
given host (e.g., 1n a host area 1106), the permitted storage
system port may be an SPoF for a given host; 1f only one
permitted storage system port 1s listed for all of the collec-
tive I/O path information listed (e.g., across all hosts), the
permitted storage system port may be an SPoF with respect
to a collective application layer of the hosts of the storage
network; 11 only one fabric 1s listed for all of the collective
I/0 path information listed for a given host (e.g., in a host
area 1106), the permitted storage system port may be an
SPoF for a given host; and 1f only one fabric 1s listed for all
of the collective I/O path information listed (e.g., across all
hosts), the fabric may be an SPoF with respect to a collective
application layer of the hosts of the storage network. Similar
visual SPoF analysis could be done for any other I/O path
components for which information 1s displayed (e.g., 1n a
similarly structured manner) such as, for example, HBAs,
HAs and other components.

[0085] In some embodiments, the determination of an
SPoF may go beyond merely identifying whether there 1s
only one I/0 path component listed. For example, it may be
determined that a storage system port 1s an SPoF between a
host and a storage system because 1t 1s the only storage
system port listed 1n both column 1118 and column 1120 for
any of the entries 1112 of table 1110. It should be appreciated
that rather than listing logged-into storage system ports and
permitted storage system ports separately (e.g., 1n columns

1118 and 1120), analysis could be performed (e.g., by
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connectivity logic 752) to determine the overlap between the
two lists for a given port, and only those that appear on both
lists displayed, e.g., 1n a single column, for an entry. This
presentation would make the visual determination of a
system port being an SPoF easier, but displaying both pieces
of information separately may assist a user in diagnosing the
cause of the storage system port being an SPoF. For
example, the user may determine the cause of the SPoF 1is
defined permissions (e.g., 1n a masking table) or that a host
port has not logged into a storage system port, perhaps
because of the way the fabric 1s zoned (e.g., 1n zoning table
724); and the solution may be to update permissions, €.g., 1n
a masking table or zoning table.

[0086] It should be appreciated that the information pre-
sented 1n display 1100 also may reflect that there 1s no I/0O
connection between certain storage devices and other system
components (e.g., hosts or host ports), and the information
may reveal why this 1s the case—e.g., there 1s no overlap
between the storage system ports to which a host port 1s
logged 1n and the storage system ports through which the
host port 1s permitted to communicate I/O with the storage
device.

[0087] In some embodiments, the determination of an
SPoF or other determination with respect to I/O connectivity
described herein may be performed 1n an automated fashion,
e.g., by connectivity logic 752.

[0088] FIG. 12 1s a flow chart illustrating an example of a
method 1200 of determining an SPoF on a storage network,
according to embodiments of the mvention. Other embodi-
ments of a method of determining an SPoF on a storage
network, for example, vanations of method 1200, are pos-
sible and are intended to fall within the scope of the
invention. In step 1202, I/O path information may be deter-
mined for the storage system, for example, as described 1n
more detail elsewhere herein, e.g., in relation to FIG. 13. In
step 1204, I/O path information may be displayed, and may
be displayed 1n a manner that facilitates a user 1dentifying
SPoFs on a storage network, for example, as described
above 1n relation to FIG. 11. In step 1206, it may be
determined from I/O path information whether there 1s an
SPoF. This may be done by visual mnspection of displayed
I/O path information, or 1in an automated manner (e.g., by
connectivity logic 752), as described in more detail else-
where herein, or by a combination of visual inspection and
automated processing.

[0089] FIG. 13 1s a flow chart illustrating an example of a
method 1300 of determining I/O path information for a
storage system, according to embodiments of the invention.
Other embodiments of a method of determining I/O path
information for a storage system, for example, variations of
method 1300, are possible and are intended to fall within the
scope of the mvention. In step 1302, a host may log into a
storage network (e.g., a SAN) as described in more detail
elsewhere herein. For example, a host port of a host may log
into a switch. In step 1304, 1n response to the host logging
in to the storage network, the host may register with the
storage system. For example, the host port may learn con-
nectivity mnformation from the switch, including the fabric
(which may represent a VSAN) to which the host port
belongs based on the fabric port to which the host port 1s
connected. This learned connectivity information also may
include the storage system ports to which the host port 1s
connected or allowed to communicate with, which may be
defined 1n a zoning table (e.g., zoning table 724 and/or data
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structure 900). The host system then may log into the one or
more storage ports on the storage system to which it learned
it was connected from the switch.

[0090] In step 1306, I/O path information between one or
more storage devices on the storage system and the logged-
in host may be determined, for example, in response to each
host system logging 1n. The I/O path information may be
determined from a variety of sources, including, but not
limited to: information learned by the host, from its own
knowledge (e.g., host name), and from logging into the
switch (e.g., fabric names, connections between host ports
and storage system ports, IDs of the foregoing components);
data structures on the storage system (e.g. masking table 754
and/or data structure 800); and other sources. The 1/0 path
information may be stored on the storage system or else-
where, for example, 1n I/O path table(s) 758 and/or data
structure 1005.

[0091] FIG. 14 1s a flow chart illustrating an example of a
method 1400 of determinming an SPoF from I/O path infor-
mation, according to embodiments of the invention. Other
embodiments of determining an SPoF from I/O path infor-
mation, for example, variations of method 1400, are possible
and are intended to fall within the scope of the invention.
Method 1400 may be implemented by connectivity logic
752. In the example of method 1400, an SPoF between a
storage device and an application layer may be determined,
but 1t should be appreciated that the invention 1s not so
limited, as a variation of method 1400 may be applied to
determine an SPoF between any two components on a
storage network. Performance of method 1400 may i1nclude
accessing data structures 1000 and/or other data structures.

[0092] Although not shown 1n FIG. 14, an 1nitial step may
include initializing application-level count vanables, 1.e.,
setting application-level count variables to zero. Applica-
tion-level count variables may include host count, host port
count, fabric count, storage system port count, as well as
other count variables for whatever I/O path components are
being considered 1n determining an SPoF. In step 1402, 1t
may be determined whether there 1s a next host for which
conductivity to the storage device has been defined, for
example, by accessing data structure 1002. If there 1s a next
such host, then 1n step 1404 an ID of the host may be
recorded and the application-level host count maybe incre-
mented by 1. Also, although not illustrated in FIG. 14, 11 1t
1s determined that there 1s a next host, host-level count
variables may be 1mtialized.

[0093] Instep 1406, 1t may be determined whether there 1s
a next host port for the current host, for example, by
accessing data structure 1004 for the current host. If there 1s
a next host port for the current host, then in step 1408 a host
port ID (e.g., WWN) may be recorded, and the application-
level host port count and the host-level host port count may
be incremented by 1. Also, although not illustrated in FIG.
14, 1t 1t 1s determined that there 1s a next host port, host
port-level count variables may be initialized. Further, the
tabric ID (e.g., name) of the fabric to which the host port 1s
connected may be determined (e.g., from data structure
1007) and recorded, and the application-level fabric count
and the host-level fabric count may be incremented.

[0094] In step 1410, 1t may be determined whether there 1s
a next storage system port for the current host port, for
example, by accessing data structure 1007 for the current
host port. If there 1s a next storage system port for the current
host port, then a storage system port ID (e.g., WWN) may
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be recorded, and the host port-level storage system count
may be incremented by 1. In step 1414, 1t may be determined
whether this 1s the first time that the storage system port has
been encountered as an I/O path component for either the
application layer or the host. If so, the application-level
storage system port count and/or the host-level storage
system port count respectively, may be incremented by 1.

[0095] Adfter the performance of step 1416, or 1t the test
performed 1n step 1414 returns negative, method 1400 may
return to step 1410. If 1t 1s determined in step 1410 that there
1s not a next storage system port for the current host port,
then method 1400 may return to step 1406. I 1t 1s deter-
mined 1n step 1406 that there 1s not a next port for the current
host, then method 1400 may return to step 1402. If 1t 1s
determined 1n step 1402 that there 1s not a next host, then
method 1400 may end.

[0096] As a result of performance of method 1400, for the
application layer and each host and host port for which there
1s at least one I/O path with the storage device, the number
of I/0 path components of each type (e.g., host, host port,
fabric, storage system port) and identities (e.g., names) of
the components on the I/O path(s) between the storage
device and the application layer, host and host system,
respectively, may be determined and recorded. From this
information, 1t can be determined with there 1s an SPoF
between a storage device and any of: the application layer;
a host; a host port, or other storage network components for
which such counts and IDs were recorded. That 1s, a count=1
may represent an SPoF between the storage device and the
storage network component for which the count was tallied.
It should be appreciated that other information may be
gleaned from the counts and IDs determined by performance
of method 1400 as described in more detail elsewhere
herein, including but to limited to determining that there 1s
no connection between a storage device and another storage
network component, or there 1s a number of failure points
between the storage system and another network component
that 1s below an acceptable threshold, which may be pre-

defined.

[0097] In response to a determination of an SPoF and/or
other information learned per the foregoing, an alert may be
1ssued to a system administrator, customer or other persons,
for example, as described in more detail elsewhere herein.
Further, actions may be taken to change connectivity
between components of the storage network (e.g., using a
zoning table, masking table, or changing physical connec-
tions (cables) between ports) based on one or more of the
foregoing combinations, for example, to eliminate an SPoF
or otherwise enhance connectivity between network com-
ponents.

[0098] In some cases, there may be multiple host ports that
share a same physical host port, which 1f unknown to a
storage system (or other network component determining
SPoF's or otherwise assessing /O connectivity) could result
in erroneous conclusions. Accordingly, 1t may be beneficial
for a storage system and/or other storage network compo-
nents to know when two or more host ports share a same
physical port of a host system.

[0099] FIG. 15 1s a flow chart illustrating an example of a
method 1500 of determinming whether multiple virtual host
ports share a same physical host port, according to embodi-
ments of the invention. Other embodiments of a method of
determining whether multiple virtual host ports share a same
physical host port, for example, variations of method 1500,
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are possible and are intended to fall within the scope of the
invention. Method 1500 may be performed by a component

on a storage system, for example, connectivity logic 752
described above 1n relation to FIG. 7A.

[0100] Method 1500 may be performed for each virtual

host port on a host system, either at a time when each such
virtual host port logs into the system, at a scheduled time
(e.g., periodically) or in response to an another event (e.g.,
a user mitiating the method). For example, in some embodi-
ments, method 1500 may be performed sequentially for
multiple virtual host ports communicatively coupled to a
storage system, such as will now be described 1n relation to
FIG. 15. In step 1502, it may be determined whether there
1s a next host port ID to be processed, and 11 so, method 1500
may proceed to step 1506. In step 1506, 1t may be deter-
mined if any other virtual host ports are on the same host
system as the virtual host port currently being processed, for
example, based on the current host port ID. For example, 1n
some embodiments of the invention, when a host system, or
more particularly a virtual host port of a host system, logs
onto the storage system, an 1dentifier (e.g., name) of the host
system may be recorded on the storage system and associ-
ated with the host port ID (e.g., WWN) of each virtual host
port of the host system. For example, this information may
be recorded 1 an I/O path table 758 described above in
relation to FIG. 7A. This recorded host system name and
association with host port IDs may be used 1n step 1506 to
determine 1f any other virtual host ports are on the same host
system as the port currently being processed; e.g., by com-
paring host system IDs associated with each port 1D. By
identifying any other virtual host ports that are on the same
host system as the current virtual host port, the field of
potential virtual host ports that may be on a same physical
host port may be reduced, saving time and system resources.
That 1s, only the virtual host ports on the same host system
may be sharing a same physical host port, so 1f this infor-
mation 1s known there 1s no need to check all other host port
IDs of which the storage system i1s aware. It should be
appreciated that without knowledge of the host name and 1ts
associated host port IDs, the storage system may be unaware
of whether or not any of the virtual host ports of which it has
knowledge are on a same host system.

[0101] In step 1508, it may be determined whether there 1s
a next host port ID to consider, which may be a next of all
of the host port IDs of which the storage system has
knowledge (e.g., from log-ins or otherwise), or be a next
host port ID of the hosts ports on the same host system as the
current host port under consideration as determined 1n step
1506. If there 1s a next other host port ID, then 1n step 1510
it may be determined whether next other host port ID 1s for
a virtual host port connected to the same fabric port as the
virtual host port currently under consideration, for example,
by accessing an I/O path table (e.g., I/O table 758) as
described 1n more detail elsewhere herein. In embodiments
in which FC technology 1s used, step 1510 may include
issuing one or more GFPN_ID queries from the storage
system to the fabric connecting the current virtual host port
(e.g., learned during login) to the storage system under
consideration. Prior to sending this communication, it may
be determined whether the current virtual host port and the
other virtual host port are connected to the storage system
using the same fabric, for example, by using their respective
port IDs to consult an I/O path table as described in more
detail elsewhere herein. That 1s, 1f the two virtual ports are
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not on the same fabric, then it 1s not possible that they use
the same fabric port. It it determined that the two virtual host
ports are connected to the same fabric (or 1f such a deter-
mination was not even considered), a single GFPN_ID
query may include port IDs (e.g., WWNs) of both the current
virtual host port and the other virtual host port, or a separate
GFPN_ID query may be sent for each host port, each query
including the port ID of each host port, respectively. For
example, an 1nitial query may be sent for the current virtual
host port and then additional queries may be sent for each
other host port determined in step 1508. It should be
appreciated that 1n embodiments 1n which FC technology 1s
not used, a communication may be sent from the storage
system port to a switch port using a different technology to
determine fabric ports corresponding to host ports.

[0102] Instep 1510, in response to the query sent from the
storage system port to the switch (e.g. including one or more
WWNs), the switch may return a communication indicating
the one or more fabric ports corresponding to the one or
more host port IDs (e.g., WWNSs), respectively, included in
the query. The fabric port values returned by the switch in
response to the one or more queries then may be compared
to determine whether they specify the same fabric port. If 1t
1s determined 1n step 1510 that the current virtual host port
(e.g., having a host port ID “WWNx”) and the other host
port (e.g., having a host port ID “WWNy”) are connected to
the same fabric port (e.g., having a switch port ID
“WWNz”), then 1t may be concluded that the current virtual
host port and the other virtual host port correspond to a same
physical host port of a host system; 1.e., share a same
physical host port, and this information may be recorded.
This conclusion may be based in part on a requirement
imposed by technology (e.g., FC) employed on the storage
network that, at any given time, each fabric port can be
physically connected to only one physical host port (e.g., by
a cable).

[0103] Adfter the performance of step 1512 or 1f step 1510
returns negative, method 1500 may return to step 1508. If 1t
1s determined 1n step 1508 that there 1s no next other host
port ID, then method 1500 may return to step 1502. If 1t 1s
determined 1n step 1502 that there 1s no next host port ID to
process, then method 1500 may proceeded to step 1504.
That 1s, upon advancing to step 1504, the analysis has been
completed of determining whether there are multiple virtual
host ports communicatively coupled to the storage system

that share a same physical host port (e.g., 1n accordance with
NPIV technology).

[0104] In step 1504, one or more actions may be taken on
a storage network based at least in part on a determination
that at least two host virtual ports correspond to (e.g., are
sharing) a same physical host port. For example, 1t may be
determined whether there 1s an SPoF between a storage
device of the storage system and an application layer of a
host system based at least 1n part on the at least two virtual
host ports corresponding to a same physical host port. That
1s, without knowledge that two or more virtual host ports
share a same physical host port, it may have been errone-
ously concluded that there was not an SPoF on an 1/0 path
at the virtual host port. However, with knowledge that the
two or more virtual host ports share a same physical host
port, port connectivity permissions may be adjusted (e.g., on
a storage system or switch) to alleviate the SPoF.

[0105] In some embodiments, 1t may be determined that a
workload corresponds to a first virtual host port based at
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least 1n part on a determination that the first virtual host port
shares a physical host port with a second virtual host port to
which the workload 1s attributed, and this determination may
be used to assess and potentially adjust workload on the
physical host port.

[0106] In some embodiments, 1t may be determined that a
port on the storage system 1s not at fault for one or more
communication failures between the storage system port and
the at least two virtual host ports based at least 1n part on at
least two ports corresponding to a same physical host port.
That 1s, a storage network component (e.g., a host system or
storage system) may be configured to determine that a
storage port 1s “flaky” 11 multiple different host ports report
connectivity 1ssues with the storage port. However, 1f 1t
determined that the two virtual host ports are in fact sharing
a same physical host port, then the conclusion that the
storage port 1s causing the problem (e.g., 1s flaky) may be
erroneous, as the 1ssue may lay with the physical host port,
which may need to be further imnvestigated.

[0107] It should be appreciated that any of a variety of
other action may be taken on a storage system based at least
in part on the knowledge that two host ports share a same
physical host port.

[0108] While determining and eliminating (or reducing)
SPoFs should reduce the likelihood of connectivity failure
between components of a storage network, 1t may not
climinate them altogether. However, in some cases, infor-
mation gleaned from network activity may appear to be
indicative of a connection failure, when 1n fact that 1s not the
case. Raising false alarms in these scenarios can waste time
and resources. Thus, 1t would be beneficial to be able to more
accurately recognize when a connection failure actually
occurs, as opposed to intentional changes to I/O connectivity
causing the appearance of a connectivity failure.

[0109] FIG. 16 1s a flow chart illustrating an example of a
method 1600 of assessing causes of I/O connectivity loss on
a storage network, according to embodiments of the inven-
tion. Other embodiments of a method of assessing causes of
I/O connectivity loss on a storage network, for example,
variations of method 1600, are possible and are intended to
fall within the scope of the invention. Method 1600 may be
performed by a component on a storage system, for
example, connectivity logic 752 described above 1n relation
to FIG. 7A. Method 1600 may be performed for each host
port on a host system, and will now be described in relation
to performing the method a single host port on a ho system.

[0110] In step 1602, 1t may be determined whether status
communications have been received regularly from a host
port. In embodiments 1n which FC technology 1s employed,
the status communications may be Test Unit Ready (TUR)
commands of an SCSI protocol. Determining whether com-
munications have been received regularly may include
determining whether a predetermined number of status
communications has been received within a predetermined
amount of time. For example, a frequency with which status
communications are received from the host port may be
determined (e.g., one per second, one per minute, etc.). The
predetermined number and the predetermined amount of
time may be based at least 1n part on this frequency and an
understanding of what number of missed status communi-
cations warrants consideration of whether there 1s a connec-
tion loss. This understanding may be based on historical
information and experience.
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[0111] If 1t 1s determined 1n step 1602 that status commu-
nications have been received regularly, then method 1600
may return to step 1602. The loop resulting from returning
to step 1602 may be considered as monitoring the status
communications received by the host port.

[0112] If1in step 1602 it 1s determined that status commu-
nications have not been received regularly, then, i step
1604, it may be determined whether one or more commu-
nications associated with a change in a configuration of a
switch have been received. For example, 1t may be deter-
mined whether communications associated with a change in
switch-defined port permissions have been received. Such
change may have resulted from a change in the zoning of a
switch, as may be reflected 1n a zoning table of the switch,
for example, zoning table 734 described above 1n relation to
FIG. 7A. In some embodiments of the invention, step 1604
includes determining whether a predetermined number of
communications have been received within a predetermined
amount of time, the predetermined number and the prede-
termined amount of time 1ndicative of a change 1n configu-
ration of a switch. These predetermined parameters may be
based on previous observations and historical data. In
embodiments of the imvention in which FC technology 1is
employed, the communications associated with a change in
a configuration may be Registered State Change Notification
(RSCN) communications. In such embodiments, the prede-
termined number of RSCN communications within a pre-
determined amount of time may be indicative of an RSCN
storm resulting from a zoning change on a switch.

[0113] If 1t 1s determined 1n step 1604 that one or more
communications associated with a change in configuration
of a switch have been received (e.g., that the communica-
tions constitute an RSCN storm), then, in act 1606, a
predetermined amount of time may be allowed to pass (e.g.,
the system may wait) before it may be checked in step 1607
whether the change communications are complete (e.g.,
whether RSCN storm has passed). If so, then method 1600
returns to step 1602. That 1s, 1f the communications have
completed, then information updates on the storage system
(e.g., the host systems, switches and storage systems) should
be complete, so the status communications can again be
monitored. If the missing status communications originally
determined 1n step 1602 were caused by a change in switch
configurations (e.g., a zoning change), then status commu-
nications should now be regularly received, unless the
configuration change resulted in the host port no longer
being connected to the storage system. In this latter case, the
storage system 1itself should be aware of the removed
connection with the host port, and may no longer monitor
status communications from the host port.

[0114] The predetermined amount of time may be allowed
to pass 1n step 1606 to allow the communications associated
with a change 1n configuration of a switch to complete, e.g.,
to allow the RSCN storm to pass. This predetermined
amount of time may be based on previous observations and
historical data. However, the change communication still
may not have completed during the predetermined amount
of time, which 1s why step 1607 may be desirable. If 1t 1s
determined in step 1607 that the change communications
have not completed, then method 1600 may return to step
1606 to wait a predetermined amount of time. It should be
appreciated that the predetermined amount of time may be
different when returning from step 1607 then when arriving
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at step 1606 from step 1604. For example, the predetermined
time 1n step 1606 when arriving from step 1607 may be less.

[0115] If 1t 1s determined 1n at 1604 that communications
associated with a change in configuration of a switch (e.g.,
switch-defined port connectivity permission) were not
received, then, 1n step 1608, 1t may be determined whether
the missing status communications were caused by changes
to storage system-defined port permissions. For example, a
masking table may have been updated so that the host port
1s no longer permitted to communicate with one or more
ports of the storage system. Thus, step 1604 may include

accessing a masking table such as, for example, masking
table 754 described above 1n relation to FIG. 7A.

[0116] If 1t 1s determined 1n step 1608 that the missing
status communications were not caused by any changes to
storage system-defined port permissions, then method 1600
may proceed to step 1610 1n which alerts may be 1ssued to
system administrators, customers of other persons, as
described in more detail elsewhere herein. Thus, in some
embodiments of the invention, if i1t 1s determined that
missing status communications were not caused by a switch
configuration change (e.g., changes 1n switch-defined port
connectivity permissions) or changes to storage system
defined port permissions, then a conclusion may be reached
that there may indeed be an unintentional and/or unauthor-
1zed loss of connectivity that warrants the 1ssuing of an alert.

[0117] By employing method 1600 on a storage network
including, for example, on a storage system, false positives
with respect port connectivity failure may be reduced.

[0118] It should be appreciated that the order of perfor-
mance of the steps of method 1600 are not limited to the
order 1llustrated 1n FIG. 16, and that some steps or portions
thereof may be performed in parallel with other steps or
portions thereol. For example, step 1608 or portions thereof
may be performed before and/or 1n parallel to steps 1604 and
1606 or portions thereof.

[0119] Various embodiments of the invention may be
combined with each other in appropriate combinations.
Additionally, in some 1instances, the order of steps in the
flowcharts, flow diagrams and/or described tlow processing
may be modified, where appropriate. It should be appreci-
ated that any of the methods described herein, including
methods 1200, 1300, 1400, 1500 and/or 1600, or parts
thereof, may be implemented using one or more of the
systems, data structures and/or displays described in relation
to FIGS. 1-11 or components thereof. Further, various
aspects of the mvention may be implemented using sofit-
ware, hardware, a combination of software and hardware
and/or other computer-implemented modules or devices
having the described features and performing the described
functions.

[0120] Software implementations of embodiments of the
invention may include executable code that 1s stored 1n a
computer readable medium and executed by one or more
processors. The computer readable medium may be non-
transitory and include a computer hard drive, ROM, RAM,
flash memory, portable computer storage media such as a
CD-ROM, a DVD-ROM, a flash drive, an SD card and/or
other drive with, for example, a universal serial bus (USB)
interface, and/or any other appropriate tangible or non-
transitory computer readable medium or computer memory
on which executable code may be stored and executed by a
processor. Embodiments of the invention may be used in
connection with any appropriate OS.
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[0121] Other embodiments of the invention will be appar-
ent to those skilled in the art from a consideration of the
specification or practice of the invention disclosed herein. It
1s intended that the specification and examples be considered
as exemplary only, with the true scope and spirit of the
invention being indicated by the following claims.

What 1s claimed 1s:

1. For a network including one or more host systems
coupled to a storage system by one or more switches, the
storage system including a plurality of storage devices, and
the one or more host systems hosting one or more applica-
tions of a host application layer, a method of determining
whether there 1s a potential single point of failure between
a first of the plurality of storage devices and the host
application layer, the method comprising:

determining I/O path information for the first storage

device, mncluding:

determining at least a first of the one or more host
systems operative to exchange /O communications
with the first storage device; and

for the at least first host system, determining one or
more permitted I/O paths between the first host
system and the first storage device, each determined
one or more permitted I/O paths including at least
one of each of the following: a port of the first host
system, a fabric of the one or more switches and a
storage component of the storage system; and

determining whether the determined I/O path information

collectively includes only one of any of the following;:

the at least one port, the at least one fabric, and the at

least one storage component,

wherein determining that collectively there 1s only one of

any of: the at least one port, the at least one switch
fabric, and the at least one storage component 1is
indicative of a potential single point of failure between
the first storage device and the host application layer.
2. The method of claim 1, further comprising:

displaying the I/0 path information on a user interface in
a manner that enables a user to visually determine the
potential single point of failure.

3. The method of claim 1, wherein the at least one storage
component 1s one of: a host adapter; or a port of the host
adapter.

4. The method of claim 1, wherein determining the 1/0
path information further includes:

accessing a data structure that, for each storage device of

the plurality of storage devices, specifies a combination
of a host port of a storage system and a host adapter port
of a host system over which I/O communications with
the storage device are permitted.

5. The method of claim 1, wherein determining the 1/0
path information further includes:

for the at least first fabric, accessing zoning information

that specifies which ports of the at least first host system
are communicatively coupled to which ports of the
storage system.

6. The method of claim 1, wherein determiming the 1I/0O
path information further includes:

the at least first host system logging into the storage

system,

wherein the storage system determining I/O path infor-

mation 1n response to the first host system logging 1n.

7. The method of claim 1, wherein the method further
COmprises:
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determining whether the determined I/0 path information
collectively includes only one at least first host system,
and

wherein determining that there 1s only one at least first

host system 1s indicative of a potential single point of
failure between the first storage device and the host
application layer.

8. The method of claim 1, wherein each port of the first
host system 1s a physical port, and

wherein determining whether the determined 1I/O path

information collectively includes only one of the at
least one port includes determining whether two dif-
ferent virtual ports of the first host system correspond
to a same physical port of the first host system.

9. A storage system 1n a network including one or more
host systems coupled to the storage system by one or more
switches, the one or more host systems hosting one or more
applications of a host application layer, the storage system
comprising;

a plurality of storage devices;

one or more processors; and

a memory comprising code stored thereon that, when

executed, performs a method of determining whether
there 1s a potential single point of failure between a first
of the plurality of storage devices and the host appli-
cation layer, the method comprising;:
determining I/O path information for the first storage
device, including:
determining at least a first of the one or more host
systems operative to exchange I/O communica-
tions with the first storage device; and
for the at least first host system, determining one or
more permitted I/O communication paths between
the first host system and the first storage device,
cach determined one or more permitted I/O com-
munication paths including at least one of each of
the following: a port of the first host system, a
switch fabric of the one or more switches and a
storage component of the storage system; and
determining whether the determined I/0 path informa-
tion collectively includes only one of any of follow-
ing: the at least one port, the at least one switch
fabric, and the at least one storage component,
wherein determining that collectively there 1s only one
of any of: the at least one port, the at least one switch
fabric, and the at least one storage component is
indicative of a potential single point of failure
between the first storage device and the host appli-
cation layer.

10. The storage system of claim 9, the method further
comprising:

displaying the I/O path information on a user interface in

a manner that enables a user to visually determine the
potential single point of failure.

11. The storage system of claim 9, wherein the at least one
storage component 1s one of: a host adapter; or a port of the
host adapter.

12. The storage system of claim 9, wherein determining
the I/O path information further includes:

accessing a data structure that, for each storage device of

the plurality of storage devices, specifies a combination
of a host port of a storage system and a host adapter port
of a host system over which I/O communications with
the storage device are permitted.
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13. The storage system of claim 9, wherein determining
the I/0 path information further includes:

for the at least first fabric, accessing zoning information
that specifies which ports of the at least first host system
are communicatively coupled to which ports of the
storage system.

14. The storage system of claim 9, wherein each port of
the first host system 1s a physical port, and

wherein determining whether the determined I/O path
information collectively includes only one of the at
least one port includes determining whether two dif-
ferent virtual ports of the first host system correspond
to a same physical port of the first host system.

15. One or more non-transitory computer-readable media
for a storage system 1n a network including one or more host
systems coupled to the storage system by one or more
switches, the storage system including a plurality of storage
devices, and the one or more host systems hosting one or
more applications of a host application layer, the computer-
readable media having software stored thereon defining a
method of determining whether there 1s a potential single
point of failure between a first of the plurality of storage
devices and the host application layer, the software com-
prising:

executable code that determines I/0 path information for

the first storage device, including;:

executable code that determines at least a first of the
one or more host systems operative to exchange /O
communications with the first storage device; and

executable code that, for the at least first host system,
determines one or more permitted I/O communica-
tion paths between the first host system and the first
storage device, each determined one or more per-
mitted I/O communication paths including at least
one of each of the following: a port of the first host
system, a switch fabric of the one or more switches
and a storage component of the storage system; and

executable code that determines whether the determined
I/O path information collectively includes only one of
any of following: the at least one port, the at least one
switch fabric, and the at least one storage component,

wherein determining that there collectively 1s only one of
any of: the at least one port, the at least one switch
fabric, and the at least one storage component 1s
indicative of a potential single point of failure between
the first storage device and the host application layer.

16. The one or more non-transitory computer-readable
media of claim 15, the software further comprising;

executable code that displays the I/O path information on
a user interface 1n a manner that enables a user to
visually determine the potential single point of failure.

17. The one or more non-transitory computer-readable
media of claim 15, wherein the at least one storage compo-
nent 1s one of: a host adapter; or a port of the host adapter.

18. The one or more non-transitory computer-readable
media of claim 15, wherein the executable code that deter-
mines the I/O path information further includes:

executable code that determines accesses a data structure
that, for each storage device of the plurality of storage
devices, specifies a combination of a host port of a one
or more non-transitory computer-readable media and a
host adapter port of a host system over which I/O
communications with the storage device are permitted.
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19. The one or more non-transitory computer-readable
media of claim 15, wherein the executable code that deter-
mines the I/O path information further includes:

executable code that, for the at least first fabric, accesses

zoning information that specifies which ports of the at
least first host system are communicatively coupled to
which ports of the storage system.

20. The one or more non-transitory computer-readable
media of claim 15, wherein each port of the first host system
1s a physical port, and

wherein the executable code that determines whether the

determined I/O path information collectively includes
only one of the at least one port includes executable
code that determines whether two different virtual ports
of the first host system correspond to a same physical
port of the first host system.
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