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(57) ABSTRACT

Routing one or more routing characteristics of a communi-
cation session/or agent session are identified in real-time.
For example, a routing characteristic 1s captured for a
communication session (e.g., a voice call) as 1t goes 1nto a
contact center queue and then to an agent communication
endpoint. The routing characteristics of the communication
session/agent sessions 1s compared to one or more pre-
defined routing characteristics that identity a wanted and/or
unwanted communication session routing behavior/agent
session 1n the contact center network. In response to 1den-
tifying the wanted and/or unwanted communication session
routing behavior in the contact center network, routing of the
communication session and/or agent session in the contact
center network are automatically changed.
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ENFORCEMENT OF CONTACT CENTER
COMMUNICATION SESSION ROUTING
BEHAVIORS

BACKGROUND

[0001] Today, in most contact centers, communication
session routing (e.g., routing of voice calls 1n the contact
center) 1s tracked and preserved for reporting and analysis—
both 1n real-time and on an historical basis. Analysis of the
communication session routing data may be potentially used
to detect “after the fact” misbehavior of contact center
agents. However, the current analysis makes it diflicult to
identify and prevent, in real-time, communication session
routing misbehavior within a contact center.

SUMMARY

[0002] These and other needs are addressed by the various
embodiments and configurations of the present disclosure.
Routing one or more routing characteristics of a communi-
cation session/or agent session are identified in real-time.
For example, a routing characteristic 1s captured for a
communication session (e.g., a voice call) as 1t goes 1nto a
contact center queue and then to an agent communication
endpoint. The routing characteristics of the communication
session/agent sessions 1s compared to one or more pre-
defined routing characteristics that identify a wanted and/or
unwanted communication session routing behavior/agent
session 1n the contact center network. In response to 1den-
tifying the wanted and/or unwanted communication session
routing behavior in the contact center network, routing of the
communication session and/or agent session in the contact
center network are automatically changed.

[0003] The phrases “at least one”, “one or more”, “or”,

and “and/or” are open-ended expressions that are both
conjunctive and disjunctive 1n operation. For example, each
of the expressions “at least one of A, B and C”, “at least one
of A, B, or C”, “one or more of A, B, and C”, “one or more
of A, B, or C”, “A, B, and/or C”, and “A, B, or C” means
A alone, B alone, C alone, A and B together, A and C
together, B and C together, or A, B and C together.

[0004] The term “a” or “an” entity refers to one or more
of that entity. As such, the terms “a” (or “an”), “one or more”
and “at least one” can be used interchangeably herein. It 1s

also to be noted that the terms “comprising”, “including”,
and “having” can be used interchangeably.

[0005] The term “automatic” and variations thereof, as
used herein, refers to any process or operation, which 1s
typically continuous or semi-continuous, done without
material human mmput when the process or operation 1s
performed. However, a process or operation can be auto-
matic, even though performance of the process or operation
uses material or immaterial human nput, 1f the put 1s
received belore performance of the process or operation.
Human 1nput 1s deemed to be material 1t such mnput influ-
ences how the process or operation will be performed.
Human input that consents to the performance of the process
or operation 1s not deemed to be “maternal™.

[0006] Aspects of the present disclosure may take the form
of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-
code, etc.) or an embodiment combining software and
hardware aspects that may all generally be referred to herein
as a “circuit,” “module” or “system.” Any combination of
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one or more computer readable medium(s) may be utilized.
The computer readable medium may be a computer readable
signal medium or a computer readable storage medium.

[0007] A computer readable storage medium may be, for
example, but not limited to, an electronic, magnetic, optical,
clectromagnetic, infrared, or semiconductor system, appa-
ratus, or device, or any suitable combination of the forego-
ing. More specific examples (a non-exhaustive list) of the
computer readable storage medium would include the fol-
lowing: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory ), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or 1n connection with an instruc-
tion execution system, apparatus, or device.

[0008] A computer readable signal medium may include a
propagated data signal with computer readable program
code embodied therein, for example, 1n baseband or as part
of a carrier wave. Such a propagated signal may take any of
a variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer
readable medium that 1s not a computer readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device. Program code
embodied on a computer readable medium may be trans-
mitted using any appropriate medium, including but not
limited to wireless, wireline, optical fiber cable, REF, etc., or
any suitable combination of the foregoing.

[0009] The terms “determine”, “calculate” and “com-
pute,” and variations thereof, as used herein, are used
interchangeably and include any type of methodology, pro-
cess, mathematical operation or technique.

[0010] The term “means’ as used herein shall be given 1ts
broadest possible interpretation in accordance with 35 U.S.
C., Section 112(1) and/or Section 112, Paragraph 6. Accord-
ingly, a claim incorporating the term “means” shall cover all
structures, materials, or acts set forth herein, and all of the
equivalents thereof. Further, the structures, materials or acts
and the equivalents thereof shall include all those described
in the summary, brief description of the drawings, detailed
description, abstract, and claims themselves.

[0011] The preceding 1s a simplified summary to provide
an understanding of some aspects of the disclosure. This
summary 1s neither an extensive nor exhaustive overview of
the disclosure and 1ts various embodiments. It 1s intended
neither to 1dentily key or critical elements of the disclosure
nor to delineate the scope of the disclosure but to present
selected concepts of the disclosure 1n a simplified form as an
introduction to the more detailed description presented
below. As will be appreciated, other embodiments of the
disclosure are possible utilizing, alone or in combination,
one or more of the features set forth above or described 1n
detail below. Also, while the disclosure 1s presented in terms
of exemplary embodiments, 1t should be appreciated that
individual aspects of the disclosure can be separately
claimed.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG. 1 1s a block diagram of a first illustrative
system for enforcing agent session and/or communication

session routing behaviors 1n a contact center.

[0013] FIG. 2 1s a flow diagram of a process for enforcing
agent session and/or communication session routing behav-
10rs 1n a contact center.

[0014] FIG. 3 1s a flow diagram of a process for 1dentify-
ing different types of communication session routing behav-
10T1S.

[0015] FIG. 4 1s a flow diagram of a process of dynami-
cally changing a routing model in a contact center (and
acting on wanted/unwanted behaviors).

[0016] FIG. S 1s a flow diagram of a process for 1dentify-
ing static routing models 1n a contact center.

DETAILED DESCRIPTION

[0017] FIG. 1 1s a block diagram of a first illustrative
system 100 for enforcing agent session communication
session routing behaviors 1n a contact center 120. The first
1llustrative system 100 comprises user communication end-
points 101A-101N, a network 110, a contact center network
111, a contact center 120, a communication system 130,
agent communication endpoints 140A-140N, and a firewall
150.

[0018] The user communication endpoints 101A-101N
can be or may include any communication endpoint device
that can communicate on the network 110, such as a Per-
sonal Computer (PC), a telephone, a conferencing system, a
cellular telephone, a Personal Digital Assistant (PDA), a
tablet device, a notebook device, a smart phone, and/or the
like. The user communication endpoints 101A-101N are
devices where a communication sessions ends. The user
communication endpoints 101 A-101N are not network ele-
ments that facilitate and/or relay a communication session in
the network 110, such as a communication manager or
router. As shown 1n FIG. 1, any number of user communi-
cation endpoints 101A-101N may be connected to the
network 110.

[0019] The network 110 can be or may include any
collection of communication equipment that can send and
receive electronic communications, such as the Internet, a

Wide Area Network (WAN), a Local Area Network (LAN),
a Voice over IP Network (VoIP), the Public Switched Tele-
phone Network (PSTN), a packet switched network, a
circuit switched network, a cellular network, a combination
of these, and the like. The network 110 can use a variety of
electronic protocols, such as Ethernet, Internet Protocol (IP),
Session Initiation Protocol (SIP), Integrated Services Digital
Network (ISDN), video protocols, Instant Messaging (IM)
protocols, text messaging protocols, and/or the like. Thus,
the network 110 1s an electronic communication network
configured to carry messages via packets and/or circuit
switched communications.

[0020] The contact center network 111 1s typically a
network that 1s associated with the contact center 120. The
contact center network 111 1s typically a corporate network
(e.g., a LAN/WAN) that supports the contact center 120.

[0021] The contact center 120 comprises the contact cen-
ter network 111, the communication system 130, the agent
communication endpoints 140A-140N and the firewall 150.
The contact center 120 can be or may include any hardware
coupled with software that can manage routing incoming
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and/or outgoing communication sessions between the user
communication endpoints 101A-101N and the agent com-
munication endpoints 140A-140N. The contact center 120
may route various types ol communication sessions, such as
volce communication sessions, video communication ses-
sions, Instant Messaging (IM) communication sessions,
email communication sessions, social media communication
sessions, virtual reality communication sessions, and/or the
like. The agent communication endpoints 140A-140N 1n the
contact center 120 may be remote agent communication
endpoints 140. For example, a contact center agent 141 may
use a Virtual Private Network (VPN) communication ses-
sion to connect to and be part of the contact center 120.

[0022] The commumication system 130 can be or may
include any hardware coupled with software that manages
routing of communication sessions in the contact center 120,
such as, a Private Branch Exchange (PBX), a session
manager, a communication manager, a proxy server, a
central oflice switch, and/or the like. The communication
system 130 further comprises a communication session
manager 131, routing/business rules 132, a routing/agent
session monitor 133, contact center queue(s) 134, and one or
more Interactive Voice Response (IVR) system(s) 135.

[0023] The communication session manager 131 manages
routing ol communication sessions between the user com-
munication endpoints 101 A-101N, the contact center queue
(s) 134, the IVR system(s) 135, and the agent communica-
tion endpoints 140A-140N. For example, the
communication session manager 131 may initially route an
incoming voice call from the communication endpoint 101 A
to the IVR system 135. The voice call may then be routed to
the contact center queue 134 and then to the agent commu-
nication endpoint 140A. The communication session man-
ager 131 dynamically routes communications based on the
routing/business rules 132.

[0024] The routing/business rules 132 are rules that define
different routing behaviors (and/or agent behaviors) and/or
business rules that may occur on the contact center 120. The
routing/business rules 132 may be user defined rules, pre-
defined rules, and/or auto-generated routing/business rules
132. For example, the routing/business rules 132 may be
automatically generated using Artificial Intelligence (AI)
processes that identily new types of routing behaviors, agent
behaviors, agent session behaviors, and/or the like. The
routing/business rules 132 may be based on a Vector Direc-
tory Number (VDN), telephone numbers, communication
endpoints 101, agent communication endpoints 140, agent
sessions, contact center queue(s) 134, IVR system(s) 135,
and/or the like.

[0025] The routing/agent session monitor 133 monitors
how communication sessions are routed in the contact center
120 by the communication session manager 131. The rout-
ing/agent session monitor 133 generates routing character-
istics that are used to identily routing/business behaviors
defined 1n the routing/business rules 132. The routing/agent
session monitor 133 can monitor any kind of communica-
tions, such as voice calls, video calls, Instant Messaging
(IM) sessions, virtual reality sessions, text messaging,
emails, and/or the like. The routing/agent session monitor
133 can monitor a communication session as it progresses n
the contact center 120, such as, being received, being
transferred, being held, being conferenced, being forwarded,
being deleted (e.g., deleting an email), sending a response,
ending, dropped, and/or the like. The routing/agent session
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monitor 133 can identily routing characteristics, such as,
what agent communication endpoints 140, contact center
queue(s) 134, IVR system(s) 135 and/or the like have been
involved 1n a communication session. The routing/agent
session monitor 133 can identily telephone numbers, call
vectors, email addresses, universal resource identifiers,
trunks, communication networks, contact center agents 141,
supervisors, and/or the like that are used 1n a communication
session. As discussed herein, a contact center agent 141 may
also be a supervisor.

[0026] The routing/agent session monitor 133 can monitor
a state of a contact center agent 141. For example, the
contact center agent 141 may login to the contact center 120.
The contact center agent 141 may set their state to available
to indicate that communication sessions (e.g., from the
contact center queue(s) 134) can be routed to the contact
center agent’s communication endpoint 140. The contact
center agent 141 can then set their status to auxiliary to
indicate that the contact center agent 141 1s no longer
available. Being 1in the auxiliary state prevents communica-
tion sessions (e.g., from the contact center queue(s) 134)
from being routed to the agent communication endpoint 140.
The routing/agent session monitor 133 uses the agent ses-
sion to 1dentify patterns of contact center agent 141 behav-
101

[0027] The contact center queue(s) 134 are configured to
hold communication sessions which are typically then sent
from the contact center queue(s) 134 to the agent commu-
nication endpoints 140A-140N. The contact center queue(s)
134 may work 1n various ways, such as first-in-first-out,
based on priorities, based on contact center agent 141
groups, and/or the like. The contact center queue(s) 134 may
be for inbound and/or outbound communication sessions. In
one embodiment, instead of using contact center queue(s)
134, the contact center 120 may use communication session
pools (not shown) where contact center agents 141 may
select communication sessions.

[0028] The IVR system(s) 135 can be any hardware
coupled with software that can provide interactive voice
communications with users of the user communication end-
points 101. The IVR system(s) 135 may comprise different
menus that allow a user to 1dentify how user can be serviced
by the contact center 120. For example, the user may select
to be connected to a contact center queue 134 for supporting
a specific type of product.

[0029] The agent communication endpoints 140A-140A
may be similar devices to the user communication endpoints
101A-101IN. The agent communication endpoints 140A-
140N may comprise multiple agent communication end-
points 140 (e.g., a telephone and personal computer) for
cach contact center agent 141 A-141N.

[0030] The firewall 150 can be or may include any hard-
ware coupled with software that can provide protection
services for the contact center network 111, such as a
Session Border Controller (SBC), a Network Address Trans-
lator (NAT), a packet filtering firewall, a circuit level gate-
way, a state inspection firewall, an application gateway, a
deep packet inspection firewall, and/or the like. The firewall
150 provides protection services for the contact center
network 111. In one embodiment, the firewall 150 1s not
included.

[0031] FIG. 2 1s a flow diagram of a process for enforcing
communication session routing behaviors in a contact center
120. Illustratively, the user communication endpoints 101 A-
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101N, the communication system 130, the communication
session manager 131, the routing/agent session monitor 133,
the contact center queue(s) 134, the IVR system(s) 135, and
the agent communication endpoints 140A-140N are stored-
program-controlled entities, such as a computer or micro-
processor, which performs the method of FIGS. 2-4 and the
processes described herein by executing program instruc-
tions stored 1n a computer readable storage medium, such as
a memory (1.e., a computer memory, a hard disk, and/or the
like). Although the methods described in FIGS. 2-4 are
shown 1n a specific order, one of skill in the art would
recognize that the steps in FIGS. 2-4 may be implemented
in different orders and/or be implemented 1 a multi-
threaded environment. Moreover, various steps may be
omitted or added based on implementation.

[0032] The process starts 1n step 200. The process of FIG.
2 1s based on monitoring a single communication session/
agent session. As one of skill 1in the art would recognize, the
process of FIG. 2 can be implemented in a contact center
where large number of communication sessions/agent ses-
sions occur at the same time.

[0033] The routing/agent session monitor 133 1dentifies, 1n
real-time, routing characteristics for how a communication
session 1s routed 1n the contact center network 111 and for
how an agent session 1s being set in step 202. For example,
as an 1ncoming voice communication session 1s first
received and routed then to the IVR system 135, the routing/
agent session monitor 133 identifies routing characteristics
for the voice communication session. In addition, the rout-
ing/agent session monitor 133 can detect agent session
characteristics, such as not logged 1n, available, 1n auxihiary,
on vacation, on break, handling a communication session,
and/or the like. As the communication session progresses
(e.g., as a call 1s transferred from the IVR system 135 to the
contact center queue 134 and then to the agent communi-
cation endpoint 140A of an available contact center agent
141) the routing/agent session monmitor 133 identifies addi-
tional routing characteristics for the voice communication
session along with any associated agent session (handling a
communication session at this point). If the contact center
agent’s session characteristics goes from available to aux-
iliary during the communication session, this 1s also logged.
The routing/agent session monitor 133 identifies routing
characteristics and agent session characteristics throughout
the life of the communication session (and all communica-
tion sessions).

[0034] The routing/agent session monitor 133 identifies, 1n
step 204, the agent communication endpoint(s) 140 (and
optionally the user communication endpoint 101) involved
in the communication session (e.g. the agent communication
endpoint 140A and the user communication endpoint 101 A
in this example).

[0035] The routing/agent session monitor 133 compares
the 1dentified routing characteristics/agent session charac-
teristics to predefined routing characteristics/agent session
characteristics 1n step 206. For example the routing/business
rules 132 may define specific types ol routing/business
characteristic(s) that the routing/agent session monitor 133
compares to the identified routing characteristic(s) to 1den-
tify a predefined unwanted routing/business behavior (or
possibly a wanted routing behavior). The routing/business
rules 132 may define an individual routing characteristic
(e.g., a specific type of call transier), a sequence of charac-
teristics (e.g., how a communication session 1s routed 1n the
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contact center 120), and/or one or more agent session
characteristics (e.g., a contact center agent 131 going from
available to auxiliary during a communication session). For
example, the routing/business rules 132 may define routing
characteristics of an unwanted routing/business behavior
that specifies when an agent communication endpoint 140
requests that a voice call 1s transferred back to an original
call-in telephone number (e.g., a 1-800 number for the
contact center 120). If the voice communication session 1s
transferred back to the original call-in telephone number by
the agent communication endpoint 140A (initiated by the
contact agent 141A), the comparison by the routing/agent
session monitor 133 1n step 206 will match (unless there 1s
also a threshold that has to be met). The comparison of step
206 may use various routing characteristics, agent session
characteristics, and/or variables, such as, time periods, agent
groups, routing to a specific contact center queue 134,
routing to a specific IVR system 135, routing to a specific
group ol agent communication endpoints 140, a specific
telephone number, a specific Vector Directory Number
(VDN), a specific type of contact center queue 134, a
specific voicemail system, an action that impacts a commu-
nication session (e.g., placing a call on hold), a contact
center agent 141 going from available to auxiliary, a contact
center agent going from auxiliary to available, and/or the
like. The comparison of step 206 may identity multiple
unwanted routing/business behaviors. For example, step 206
may use multiple routing/business rules 132 that are used to
identify one or more unwanted routing/business behaviors.

[0036] Alternatively, step 206 may i1dentify one or more
wanted routing behaviors. For example, the template may
identify that 1f a contact center agent 141 handles a call using
one or less call transters that this 1s 1dentified as a wanted
behavior. If there 1s not a match to wanted/unwanted routing/
business behavior 1n step 208, the process goes back to step

202.

[0037] Otherwise, 1f a wanted/unwanted routing/business
behavior 1s matched, in step 208, the routing/agent session
monitor 133 then changes (e.g., prevents), in step 210, how
the communication session 1s routed 1n the contact center
network 111 and/or how the agent session 1s controlled. For
example, 11 the unwanted routing/business behavior 1s where
the communication session 1s transferred by the contact
center agent 141A at the agent communication endpoint
140A back to an original call-in telephone number, the
change would be to prevent the communication session from
being transferred back to the original call-in telephone
number. In addition, 1f the behavior 1s a wanted behavior, the
routing/agent session monitor 133 may change how the
communication session 1s routed and/or how a contact center
agent 141 can control their agent session.

[0038] The changing of how agent sessions and/or com-
munication sessions are routed may be to change function-
ality of an agent communication endpoint 140. For example,
a hold button may be disabled, removed, or added, a transfer
button may be removed, disabled, or added, a keypad may
be temporarily disabled, added, or removed, and/or the like.

[0039] In addition, 1n step 210, the routing/agent session
monitor 133 may organize how the behaviors are managed.
For example, if two unwanted routing/agent session behav-
iors are i1dentified i1n step 208, the routing/agent session
monitor 133 may elect to only prevent a one of the identified
unwanted routing/agent session behaviors because the steps
for preventing unwanted behaviors are mutually exclusive.
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Alternatively, the routing/agent session monitor 133 may
determine an order 1n which to prevent the unwanted behav-
1071S.

[0040] The routing/agent session monitor 133 may option-
ally notity a supervisor of the unwanted routing/business
behavior 1n step 212. Alternatively, the routing/agent session
monitor 133 may log the unwanted routing/business behav-
1or to a database 1n step 212 (or do both). The routing/agent
session monitor 133 can also flag the unwanted routing/
business behavior. For example, a routing/business rule 132
may require multiple instances of the unwanted routing
behavior before notitying the supervisor in step 212. In one
embodiment, the routing behavior/agent sessions are always
logged. The process then goes to step 202.

[0041] In FIG. 2, steps 210 and 212 may be reversed or
implemented in parallel. For example, the supervisor may be
notified that a contact center agent 141 has transferred a call
back to an original VDN (step 212). The supervisor can then
deny and/or allow the call transfer back to the original VDN
(step 210).

[0042] FIG. 3 1s a flow diagram of a process for 1dentify-
ing different types of communication session routing/busi-
ness behaviors. FIG. 3 1s an illustrative example of steps
206/208 of FIG. 2. Although FIG. 3 shows various ways for
identifying different types of communication session rout-
ing/business behaviors/agent states, one of skill in the art
would recognize that other types of communication session
routing/business behaviors can be detected in a similar
manner. One of skill in the art could also envision that a
subset or various combinations of the unwanted routing/
business behaviors of FIG. 3 may be identified.

[0043] Adfter identifying, 1n real-time, how the communi-
cation sessions are routed in the contact center network
111/agent session characteristics, 1n step 204, the routing/
agent session monitor 133 determines various types of
wanted/unwanted routing/agent session behaviors. In FIG.
3, the various types of wanted/unwanted routing/agent ses-
sion behaviors are shown as being 1dentified in parallel. For
example, each type of wanted/unwanted routing/agent ses-
sion behaviors may be implemented 1n individual computer
threads. In one embodiment, the wanted/unwanted routing/
agent session behaviors may be implemented 1n series.

[0044] In step 300, the routing/agent session monitor 133
determines 1f a communication session 1s being transferred
to an original call-in telephone number (e.g., a 1-800 num-
ber) or an original VDN (e.g., an extension number of a
contact center queue 134). The reason why contact center
agents 141 transfer a communication session back to the
original call-in number or the original VDN 1s to get credit
for handling the communication session without having to
do any work. The original-call-in telephone number, as
defined herein and 1n the claims, may be a telephone
number, a Universal Resource Identifier (URI), or any

identifier that uniquely 1dentifies the contact center 120 (e.g.,
an [P address).

[0045] The original VDN 1s a number (e.g., an extension)
or address used to route the communication session to a
contact center queue 134 (or a communication session pool).
For example, after the user identifies the purpose of the
communication session using the IVR system 135, the IVR
system 135 may route the communication session to the
contact center queue 134. If the communication session 1s
being transferred to the original call-in number or the
original VDN, the process goes step 210 where the agent



US 2020/0137232 Al

communication endpoint 140 1s prevented from transferring
a communication session using an original call-in number/

original VDN.

[0046] The routing/agent session monitor 133 determines
if the agent communication endpoint 140 has conferenced
the communication session with the original VDN 1n step
302. For example, the contact center agent 141 may con-
ference the user back to the contact center queue 134 using
the original VDN while the contact center agent 141 does
not speak 1n the conference call. Because the contact center
120 still shows that the contact center agent 141 1s still
supporting the communication session, the contact center
agent 141 gets credit for supporting the call while not
actually doing any work. If the communication session 1s
being conferenced in using the original VDN, the process
goes to step 210 where the contact center agent 141 1s
prevented from conferencing with the original VDN.

[0047] The routing/agent session monitor 133 determines,
in step 304, i1t the communication session 1s being trans-
terred back-and-forth between agent communication end-
points 140. For example, the contact center agent 141 A may
say that the call was sent to the wrong contact center agent
141 and then transfer the communication session to the
agent communication endpoint 140N. The contact center
agent 141N may then transfer the call to another contact
center agent 141 (or back to the same contact center agent
141A). This allows all the contact center agents 141 who
handle the call to get credit for handling a communication
session even though they are not actually handling the
communication session (or only one of them actually
handles the communication session). As described herein
and 1n the claims, transferring back-and-forth may include a
single transfer between contact center agents 141. If the
communication session 1s being transferred back-and-forth,
the process goes to step 210 where the contact center agents
141 are prevented from transferring communication sessions

back-and-forth.

[0048] The routing/agent session monitor 133 determines,
in step 306, if the communication session 1s being trans-
terred to a higher priority VDN (i.e., a higher priority contact
center queue 134). A contact center agent 141 may just
transfer the communication session to the higher priority
VDN without talking to the user and still get credit for
handling the communication session. In some cases, trans-
ferring the communication session to the higher priority
VDN may be an appropriate action. In this embodiment, a
threshold of transfers to the higher priority VDN may be
used or a time period after the communication session 1s
established. For example, the threshold may be that the
contact center agent 141 cannot transfer more than five
communication sessions in an hour to the higher priority
VDN. In this embodiment, a supervisor may be notified and
have to approve the transfer to the higher priority VDN. If
the communication 1s being transferred to the higher priority
VDN 1n step 306, the process goes to step 210 where the
contact center agent 141 1s prevented (or has to have
approval) from transferring a communication session using
a higher priority VDN.

[0049] The routing/agent session monitor 133 determines
if the contact center agent 141 answers the communication
session but 1s silent (does not talk) in step 308. For example,
the routing/agent session monitor 133 can listen to the
communication session and see 1f the contact center agent
141 talks or 1s silent when the communication session 1s first
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established. In this case, the user typically hangs up because
he/she thinks that the communication session has been
dropped. The contact center agent 141 gets credit for han-
dling the communication session even though the contact
center agent 141 did not handle the communication session.
It the contact center agent 141 answers the communication
session, but 1s silent 1n step 308, the process goes to step 210
where the contact center agent 141 1s prevented from
answering a communication session without speaking. For
example, the routing/agent session monitor 133 may provide
a whisper mode (that only the contact center agent 141
hears) that tells the contact center agent 141 to speak or a
violation will be logged.

[0050] The routing/agent session monitor 133 determines
if the contact center agent 141 1s changing from available to
auxiliary (a mode that prevents communication sessions
being routed to the contact center agent 141) and then back
again 1n step 310. Step 310 may be implemented based on
an existing communication session or where the contact
center agent 141 1s currently not engaged 1n a communica-
tion session. For example, the contact center agent 141 may
change the status every couple of minutes to avoid receiving
any communication sessions. Changing the status places the
contact center agent 141 at the bottom of the contact center
queue 134 (over other contact center agents 141) for han-
dling incoming or outgoing communication sessions. By
repeating this behavior, the contact center agent 141 may not
handle any or a limited number of communication sessions
while still getting paid. If the contact center agent 141 1s
changing his/her status from available to auxiliary, in step
310, the process goes to step 210 where the contact center
agent 141 1s prevented (or must do so based on supervisor
approval) from going back and forth between available and
auxiliary. In one embodiment, 1n step 210, the agent may be
placed at the top of the list of agents so the agent receives
the next available communication session.

[0051] The routing/agent session monitor 133 determines,
in step 312, 1t the contact center agent 141 transiers the
communication session, but hangs up before the call transfer
1s accepted (1.e., answered). This way, the contact center
agent 141 gets credit for handling the call even though the
contact center agent 141 actually never does any work on the
call. If the communication session 1s being transferred and
dropped before being accepted, 1n step 312, the process goes
to step 210 where the contact center agent 141 1s prevented
from hanging up before a communication session 1s
accepted.

[0052] The routing/agent session monitor 133 determines,
in step 314, 1f the contact center agent 141 i1s taking an
unscheduled break (where routed calls do not go the contact
center agent’s communication endpoint 141). After going to
break, the contact center agent 141 can then set their status
to available, which places the agent to the bottom of the
queue for receiving communication sessions. If the contact
center agent 141 1s taking an unscheduled break in step 314,
the process goes to step 210 where the contact center agent
141 1s prevented from taking an unscheduled break.

[0053] The process of FIG. 3 may be used to detect
additional wanted/unwanted routing/business behaviors 1n
step 316. The wanted/unwanted routing/business behavior
of step 316 may be a new administered static behavior. For
example, an administrator may define a rule that when a
contact center agent 141 transfers a communication session
to a communication endpoint 101 that 1s outside the contact
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center 120 that the contact center agent 141 1s prevented
from making the transfer (or must get supervisor approval).
Alternatively, the contact center agent 141 may be able to
continue, but the data 1s just flagged where 1t can be used 1n
subsequent reports.

[0054] In one embodiment, the wanted/unwanted routing/
business behavior 1n step 316 may be a newly added
machine learned static model behavior, generally more
complex (derivative of (subtle) statistical representations
and therefore less accessible to identification and descrip-
tion) than the behaviors 1dentified in 300-314 1n FIG. 3, that
has been accepted/administrated. For example, as discussed
in FIG. 5, an automated machine learming process may
identily a new wanted/unwanted behavior. An administrator
may now decide to implement the new machine learned
process and make 1t a static process (e.g., 1s like the
unwanted behaviors of steps 300-314) that does not use the
machine learning process anymore, but does use the model
that 1s developed by the machine learning process.

[0055] In one embodiment, the wanted/unwanted routing/
business behavior 1n step 316 may be a dynamic model that
may continually change over time (also described in FI1G. 4).
For example, for a previously identified unwanted behavior,
a contact center agent 141 may have typically taken five
minutes on average belfore transferring a call to technical
specialist. However, based on a change 1n a product (e.g., a
new problem in the product), the average time to transfer a
call to a technical specialist changes to one minute on
average. In this case, the dynamic model may automatically
change a parameter (e.g., a threshold from two minutes to 30
seconds) that 1s used to i1dentify the unwanted behavior of a
premature call transfer by a contact center agent 141. In
general, the model potentially changes with each new event,
as the new events are incorporated into the “history” of
contact center activity, modifying the “(statistical) pattern™
and, 1n turn, the score/prediction for the event The dynamic
models, 1n a sense, are where the contact center system
“learns™ about 1tself.

[0056] The different types of administered/machine
learned behaviors described above for step 316 may all be
detected and activated in parallel and/or over time.

[0057] The process of FIG. 3 1s shown as only detecting
wanted/unwanted behaviors in parallel. However, in one
embodiment, any combination of wanted/unwanted behav-
iors may be detected in parallel and/or 1n series. For
example, the contact center agent 141 may answer, but be
silent and then take an unscheduled break during the same
communication session. Alternatively, multiple communica-
tion sessions/agent sessions may be monitored and detected
in parallel.

[0058] In one embodiment, 1 multiple wanted/unwanted
behaviors are detected 1n steps 302-316, how future agent
sessions are controlled and/or how communication sessions
are routed 1n step 210 may be different than if only a single
wanted/unwanted behavior 1s detected. For example, 1f the
contact center agent 141 1s silent and takes a break during
the same communication session, the contact center agent
141 may not only be warned of the unwanted behavior, but
because of the combination of unwanted behaviors, the
contact center agent’s supervisor may also be warned at the
same time.

[0059] FIG. 4 1s a flow diagram of a process for 1dentify-
ing dynamic routing models 1n a contact center network 120.
The process starts 1n step 400. The routing/agent session

Apr. 30, 2020

monitor 133 identifies the communication endpoint(s) 101/
contact center agents 141 1n step 402. The routing/agent
session monitor 133 determines i1f there 1s a new agent/
communication session 1n step 404. If there 1s not a new
agent/communication session in step 404, the process goes
to step 410. Otherwise, 1t there 1s a new agent/communica-
tion session in step 404, the routing/agent session monitor
133 creates, in step 408, the new agent/communication
session 1n step 408.

[0060] The routing/agent session monitor 133 identifies
routing/agent session characteristics for a machine learning
model 1n step 410. The routing/agent session characteristics
are submitted to the machine learning model 1n step 412. The
routing/agent session characteristics are also added to the
historical data 1n step 412. The routing/agent session moni-
tor 133 compares the routing/agent session characteristics to
the historical data model 1n step 414. The routing/agent
session monitor 133 gets scores/predictions for agent/com-
munication session model 1n step 416. If there are not
changes to the model in step 424, the process goes to step
428. Otherwise, 11 there are changes to the model 1n step 424
the changes to the model are implemented as to how future
agent session/communication sessions are managed in the
contact center network 120 1n step 426. For example, a
threshold level and/or time period may be changed in step
426. The routing/agent session monitor 133 1s then finished
with the contact center event in step 428 and the process
goes back to step 402.

[0061] If there 1s not an action to take in step 418, the
process goes to step 422. Otherwise, 1f there 1s an action to
take 1n step 418, the routing/agent session monitor 133
changes how current agent session and/or how communica-
tion 1s routed 1n the contact center network 1n step 420. For
example, the contact center agent 141 may be prevented
from transierring a call in a particular manner. The routing/
agent session monitor 133 1s then finished with the contact
center event in step 422 and the process goes to step 402.

[0062] FIG. 5 1s a tlow diagram of a process for building
a static machine learned routing model 1n a contact center
network 120. The process starts 1n step 500. A contact center
data set 1s sent to the routing module in step 502. The
routing/agent session monitor 133 identifies the communi-
cation endpoint(s) 101/contact center agents 141 1n step 504.
The routing/agent session monitor 133 determines 1f there 1s
a new agent/communication session in step 506. If there 1s
not a new agent/communication session in step 506, the
process goes to step 510. Otherwise, 1f there 1s a new
agent/communication session in step 506, the routing/agent
session monitor 133 creates, in step 508 the new agent/
communication session in step 508.

[0063] The routing/agent session monitor 133 identifies
routing/agent session characteristics for the machine learn-
ing model 1n step 510. The routing/agent session character-
1stics are submitted to the machine learning model 1n step
512. The routing/agent session characteristics are also added
to the historical data 1n step 512. The data set 1s modeled 1n
step 514. The routing/agent session monitor 133 determines,
in step 516, if there are changes to the model. For example,
as described 1n FIG. 3, the average time to transier a call to
a technical specialist may have changed from five minutes to
one minute on average. In this case, the dynamic model may
automatically change a parameter (e.g., a threshold from two
minutes to 30 seconds) that 1s used to 1dentity an unwanted
behavior of a premature call transfer by a contact center
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agent 141. If there are changes to the model, the model 1s
adjusted (e.g., a classifier and/or algorithm 1s adjusted) 1n
step 518 and the process goes to step 502.

[0064] Otherwise, 1f there are not changes to the model 1n
step 516, the routing/agent session monitor 133 adds actions
that manage how future agent sessions and/or communica-
tion sessions are routed in the contact center network 120 in
step 520. The process then ends in step 522. Note that the
dynamic machine learned model in FIG. 4 begins with a
static model that 1s built according to FIG. S.

[0065] Examples of the processors as described herein
may 1include, but are not limited to, at least one of Qual-
comm® Snapdragon® 800 and 801, Qualcomm® Snap-
dragon® 610 and 615 with 4G LTE Integration and 64-bit
computing, Apple® A7 processor with 64-bit architecture,
Apple® M7 motion coprocessors, Samsung® Exynos®
series, the Intel® Core™ family of processors, the Intel®
Xeon® family of processors, the Intel® Atom™ family of
processors, the Intel Itanium® family of processors, Intel®
Core® 15-4670K and 17-4770K 22 nm Haswell, Intel®
Core® 15-3570K 22 nm Ivy Bridge, the AMD® FX™
family of processors, AMD® FX-4300, FX-6300, and
FX-83350 32 nm Vishera, AMD® Kaver1 processors, Texas
Instruments® Jacinto C6000™ automotive infotainment

processors, Texas Instruments® OMAP™ automotive-grade
mobile processors, ARM® Cortex™-M processors, ARM®

Cortex-A and ARIV1926EJS™ processors, other industry-
equivalent processors, and may perform computational
functions using any known or future-developed standard,
instruction set, libraries, and/or architecture.

[0066] Any of the steps, functions, and operations dis-
cussed herein can be performed continuously and automati-
cally.

[0067] However, to avoid unnecessarily obscuring the
present disclosure, the preceding description omits a number
of known structures and devices. This omission 1s not to be
construed as a limitation of the scope of the claimed dis-
closure. Specific details are set forth to provide an under-
standing of the present disclosure. It should however be
appreciated that the present disclosure may be practiced 1n
a variety of ways beyond the specific detail set forth herein.

[0068] Furthermore, while the exemplary embodiments
1llustrated herein show the various components of the sys-
tem collocated, certain components of the system can be
located remotely, at distant portions of a distributed network,
such as a LAN and/or the Internet, or within a dedicated
system. Thus, 1t should be appreciated, that the components
of the system can be combined 1n to one or more devices or
collocated on a particular node of a distributed network,
such as an analog and/or digital telecommunications net-
work, a packet-switch network, or a circuit-switched net-
work. It will be appreciated from the preceding description,
and for reasons of computational efliciency, that the com-
ponents of the system can be arranged at any location within
a distributed network of components without affecting the
operation of the system. For example, the various compo-
nents can be located 1n a switch such as a PBX and media
server, gateway, 1 one or more communications devices, at
one or more users’ premises, or some combination thereof.
Similarly, one or more functional portions of the system
could be distributed between a telecommunications device
(s) and an associated computing device.

[0069] Furthermore, 1t should be appreciated that the vari-
ous links connecting the elements can be wired or wireless
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links, or any combination thereof, or any other known or
later developed element(s) that 1s capable of supplying
and/or communicating data to and from the connected
clements. These wired or wireless links can also be secure
links and may be capable of communicating encrypted
information. Transmission media used as links, for example,
can be any suitable carrier for electrical signals, including
coaxial cables, copper wire and fiber optics, and may take
the form of acoustic or light waves, such as those generated
during radio-wave and infra-red data communications.

[0070] Also, while the flowcharts have been discussed and
illustrated 1n relation to a particular sequence of events, it
should be appreciated that changes, additions, and omissions
to this sequence can occur without materially aflecting the
operation of the disclosure.

[0071] A number of variations and modifications of the
disclosure can be used. It would be possible to provide for
some features of the disclosure without providing others.

[0072] In yet another embodiment, the systems and meth-
ods of this disclosure can be implemented 1n conjunction
with a special purpose computer, a programmed micropro-
cessor or microcontroller and peripheral itegrated circuit
clement(s), an ASIC or other integrated circuit, a digital
signal processor, a hard-wired electronic or logic circuit
such as discrete element circuit, a programmable logic
device or gate array such as PLD, PLA, FPGA, PAL, special
purpose computer, any comparable means, or the like. In
general, any device(s) or means capable of implementing the
methodology illustrated herein can be used to implement the
various aspects of this disclosure. Exemplary hardware that
can be used for the present disclosure includes computers,
handheld devices, telephones (e.g., cellular, Internet
enabled, digital, analog, hybrids, and others), and other
hardware known 1n the art. Some of these devices include
processors (e.g., a single or multiple microprocessors),
memory, nonvolatile storage, input devices, and output
devices. Furthermore, alternative software implementations
including, but not limited to, distributed processing or
component/object distributed processing, parallel process-
ing, or virtual machine processing can also be constructed to
implement the methods described herein.

[0073] In yet another embodiment, the disclosed methods
may be readily implemented in conjunction with software
using object or object-oriented software development envi-
ronments that provide portable source code that can be used
on a variety of computer or workstation platforms. Alterna-
tively, the disclosed system may be implemented partially or
fully in hardware using standard logic circuits or VLSI
design. Whether software or hardware 1s used to implement
the systems 1n accordance with this disclosure 1s dependent
on the speed and/or efliciency requirements of the system,
the particular function, and the particular software or hard-
ware systems or microprocessor or microcomputer systems
being utilized.

[0074] In yet another embodiment, the disclosed methods
may be partially implemented in software that can be stored
on a storage medium, executed on programmed general-
purpose computer with the cooperation of a controller and
memory, a special purpose computer, a miCroprocessor, or
the like. In these instances, the systems and methods of this
disclosure can be implemented as program embedded on
personal computer such as an applet, JAVA® or CGI script,
as a resource residing on a server or computer workstation,
as a routine embedded 1n a dedicated measurement system,
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system component, or the like. The system can also be
implemented by physically incorporating the system and/or
method 1nto a software and/or hardware system.

[0075] Although the present disclosure describes compo-
nents and functions implemented in the embodiments with
reference to particular standards and protocols, the disclo-
sure 1s not limited to such standards and protocols. Other
similar standards and protocols not mentioned herein are in
existence and are considered to be included in the present
disclosure. Moreover, the standards and protocols men-
tioned herein and other similar standards and protocols not
mentioned herein are periodically superseded by faster or
more effective equivalents having essentially the same func-
tions. Such replacement standards and protocols having the
same functions are considered equivalents included in the
present disclosure.

[0076] The present disclosure, 1n various embodiments,
configurations, and aspects, includes components, methods,
processes, systems and/or apparatus substantially as
depicted and described herein, including various embodi-
ments, subcombinations, and subsets thereof. Those of skill
in the art will understand how to make and use the systems
and methods disclosed herein after understanding the pres-
ent disclosure. The present disclosure, 1n various embodi-
ments, configurations, and aspects, includes providing
devices and processes 1n the absence of 1items not depicted
and/or described herein or 1n various embodiments, configu-
rations, or aspects hereof, including 1n the absence of such
items as may have been used in previous devices or pro-
cesses, e.g., for improving performance, achieving ease
and\or reducing cost of implementation.

[0077] The foregoing discussion of the disclosure has been
presented for purposes of illustration and description. The
foregoing 1s not intended to limit the disclosure to the form
or forms disclosed herein. In the foregoing Detailed Descrip-
tion for example, various features of the disclosure are
grouped together 1n one or more embodiments, configura-
tions, or aspects for the purpose of streamlining the disclo-
sure. The features of the embodiments, configurations, or
aspects of the disclosure may be combined i1n alternate
embodiments, configurations, or aspects other than those
discussed above. This method of disclosure 1s not to be
interpreted as reflecting an intention that the claimed dis-
closure requires more features than are expressly recited 1n
cach claim. Rather, as the following claims reflect, inventive
aspects lie 1n less than all features of a single foregoing
disclosed embodiment, configuration, or aspect. Thus, the
following claims are hereby incorporated into this Detailed
Description, with each claim standing on 1ts own as a
separate preferred embodiment of the disclosure.

[0078] Moreover, though the description of the disclosure
has included description of one or more embodiments,
configurations, or aspects and certain variations and modi-
fications, other variations, combinations, and modifications
are within the scope of the disclosure, e.g., as may be within
the skill and knowledge of those 1n the art, after understand-
ing the present disclosure. It 1s intended to obtain rights
which include alternative embodiments, configurations, or
aspects to the extent permitted, including alternate, inter-
changeable and/or equivalent structures, functions, ranges or
steps to those claimed, whether or not such alternate, inter-
changeable and/or equivalent structures, functions, ranges or
steps are disclosed herein, and without intending to publicly
dedicate any patentable subject matter.
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What 1s claimed 1s:

1. A system comprising:

a microprocessor; and

a computer readable medium coupled with the micropro-

cessor and comprising microprocessor readable and
executable instructions that program the microproces-
sor to:

1dentify, 1n real-time, one or more routing characteristics

for a communication session and/or agent session 1n a
contact center network;

compare the one or more routing characteristics for the

communication session and/or agent session to one
more predefined routing characteristics that 1dentify a
wanted and/or unwanted communication session
behavior 1n the contact center network; and

in response to i1dentifying the wanted and/or unwanted

communication session behavior 1n the contact center
network, change routing of the communication session
and/or agent session 1n the contact center network.

2. The system of claam 1, wherein the wanted and/or
unwanted communication session behavior 1s where the
communication session 1s transierred back to an original
call-in telephone number and/or an original Vector Directory
Number (VDN) and wherein changing the routing of the
communication session and/or agent session in the contact
center network comprises preventing the communication
session from being transferred back to the original call-in
number and/or the original VDN.

3. The system of claam 1, wherein the wanted and/or
unwanted communication session behavior 1s where the
communication session 1s conferenced with an original
Vector Directory Number (VDN) and wherein changing the
routing of the communication session and/or agent session
in the contact center network comprises preventing the
communication session from being conferenced with the

original VDN.

4. The system of claam 1, wherein the wanted and/or
unwanted communication session behavior 1s where the
communication session 1s transierred to a higher priority
Vector Directory Number (VDN).

5. The system of claam 1, wherein the wanted and/or
unwanted communication session behavior 1s where the
communication session 1s transierred multiple times
between agent communication endpoints.

6. The system of claim 1, wherein the wanted and/or
unwanted communication session behavior 1s where a con-
tact center agent answers a communication session but 1s
silent.

7. The system of claam 1, wherein the wanted and/or
unwanted communication session behavior 1s where a con-
tact center agent’s session 1S changed in a defined time
period from available to auxiliary and then back to available.

8. The system of claam 1, wherein the wanted and/or
unwanted communication session behavior 1s a transier
betfore the transfer 1s accepted.

9. The system of claam 1, wherein the wanted and/or
unwanted communication session behavior 1s taking a break
at an unscheduled time.

10. The system of claim 1, wherein the wanted and/or
unwanted communication session behavior 1s a transier
outside the contact center network.

11. The system of claim 1, wherein the identified wanted
and/or unwanted behavior 1s associated with an individual
communication endpoint of a contact center agent and



US 2020/0137232 Al

wherein changing the routing of the communication session
and/or agent session 1n the contact center network comprises
changing how future communication sessions are routed to
and/or from the individual communication endpoint of the
contact center agent.
12. The system of claim 1, wherein the microprocessor
readable and executable instructions further program the
microprocessor to:
compare the routing characteristics of a communication
session to historical routing characteristics of previous
communication sessions in the contact center; and

identify a potential wanted and/or unwanted communica-
tion session behavior in the contact center network,
wherein the potential wanted and/or unwanted commu-
nication session 1s one of a statically learned behavior
or a dynamically learned behavior.

13. The system of claim 12, wherein the microprocessor
readable and executable instructions further program the
microprocessor to:

implement the suggested change in how the future com-

munication sessions are routed in the contact center
network.
14. A method comprising:
identify, by a microprocessor, 1n real-time, one or more
routing characteristics for a communication session
and/or agent session 1n a contact center network;

comparing, by the microprocessor, the one or more rout-
ing characteristics for the communication session and/
or agent session to one more predefined routing char-
acteristics that identity a wanted and/or unwanted
communication session behavior in the contact center
network; and

in response to identifying the wanted and/or unwanted

communication session behavior in the contact center

network, changing, by the microprocessor, routing of

the communication session and/or agent session in the
contact center network.

15. The method of claim 14, wherein the wanted and/or
unwanted communication session behavior 1s where the
communication session 1s transferred back to an original
call-in telephone number and/or an original Vector Directory
Number (VDN) and wherein changing the routing of the
communication session and/or agent session in the contact
center network comprises preventing the communication
session from being transferred back to the original call-in
number and/or the original VDN.

16. The method of claam 14, wherein the wanted and/or
unwanted communication session behavior 1s where the
communication session 1s coniferenced with an original
Vector Directory Number (VDN) and wherein changing the
routing of the communication session and/or agent session
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in the contact center network comprises preventing the
communication session from being conferenced with the

original VDN.
17. The method of claim 14, wherein the wanted and/or
unwanted communication session behavior 1s at least one of:
where the communication session 1s conferenced with an
original Vector Directory Number (VDN), where the com-
munication session 1s transierred to a higher priority Vector
Directory Number (VDN), where the communication ses-
sion 1s transierred multiple times between agent communi-
cation endpoints, where a contact center agent answers the
communication session but 1s silent, where a contact center
agent’s session 1s changed in a defined time period from
available to auxiliary and then back to available, a transfer
betore the transfer 1s accepted, taking a break at an unsched-
uled time, and a transfer outside the contact center network.
18. The method of claim 14, wherein the 1dentified wanted
and/or unwanted behavior 1s associated with an 1ndividual
communication endpoint of a contact center agent and
wherein changing the routing of the communication session
and/or agent session in the contact center network comprises
changing how future communication sessions are routed to
and/or from the individual communication endpoint of the
contact center agent.
19. The method of claim 14, further comprising:
comparing, by the microprocessor, the routing character-
istics of a plurality of communication sessions to
historical routing characteristics of previous commu-
nication sessions in the contact center; and

identifying, by the microprocessor, a potential wanted
and/or unwanted communication session behavior in
the contact center network, wherein the potential
wanted and/or unwanted communication session
behavior 1s one of a statically learned behavior or a
dynamically learned behavior.

20. A non-transitory computer readable medium compris-
ing computer readable instructions that cause a micropro-
cessor to:

identify, in real-time, one or more routing characteristics

for a communication session and/or agent session 1n a
contact center network;

compare the one or more routing characteristics for the

communication session and/or agent session to one
more predefined routing characteristics that 1dentify a
wanted and/or unwanted communication session
behavior 1n the contact center network; and

in response to i1dentifying the wanted and/or unwanted

communication session behavior in the contact center
network, change routing of the communication session
and/or agent session in the contact center network.
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