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CRITICALITY ANALYSIS OF ATTACK
GRAPHS

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 62/750,967, filed Oct. 26, 2018, and
titled “CRITICALITY ANALYSIS OF IIOT ATTACK
GRAPHS,” which 1s hereby incorporated by reference 1n 1ts
entirety.

BACKGROUND

[0002] Computer networks are susceptible to attack by
malicious users (e.g., hackers). For example, hackers can
infiltrate computer networks 1n an effort to obtain sensitive
information (e.g., user credentials, payment information,
address information, social security numbers) and/or to take
over control of one or more systems. To defend against such
attacks, enterprises use security systems to monitor occur-
rences of potentially adverse events occurring within a
network, and alert security personnel to such occurrences.

[0003] Ruisk analysis 1s an important task for various kinds
of systems such as Information Technology (IT) or Opera-
tional Technology (OT) systems. There has been work on
risk analysis of IT networks, but researchers have not
focused on risk analysis of cyber physical systems where IT
and OT play a collaborative role. Most of the risk analysis
works regarding IT focus on qualitative measure of damage
with the help of attack graph formalism or converted
Markov model or Bayesian formalism from attack graph, for
example by using a ranking algorithm with an attack graph
to rank assets in a network.

SUMMARY

[0004] The implementations described herein are directed
to an agile security platform for enterprise-wide cyber-
security. More particularly, implementations of the present
disclosure are directed to an agile security platform that
determines a criticality of assets. Some implementations
may use a data driven modeling paradigm to assess risk in
an Energy Delivery System (EDS) domain and define the
quantitative node criticality. Some implementations use an
attack graph 1n IT and OT combinedly to model attacker
penetration throughout the critical assets. Some 1mplemen-
tations also model node criticality based on network scan-
ning data and host scanning data.

[0005] In some implementations, actions include provid-
ing, by a security platform, graph data defining a graph that
1s representative of an enterprise network, the graph com-
prising nodes and edges between nodes, a set of nodes
representing respective assets within the enterprise network,
cach edge representing at least a portion of one or more
lateral movement paths between assets in the enterprise
network, determining, for each asset, a criticality of the
respective asset to operation of a process, determining a
lateral movement path between a first node represented by a
first asset and a second node represented by second asset
within the graph, determining a path value representative of
a criticality 1n preventing an attack through the lateral
movement path, and providing an indication of the path
value representative of the criticality in preventing an attack
through the lateral movement path.

Apr. 30, 2020

[0006] These and other implementations can each option-
ally include one or more of the following features. In some
aspects, determining, for each asset, a criticality of the
respective asset to operation of the process includes deter-
mining a locality of the asset, determining a centrality of the
asset, determining a damage of the asset, and determining
the criticality based on the locality of the asset, the centrality
of the asset, and the damage of the asset. In certain aspects,
determining a locality of the asset includes determining a
position of the node that corresponds to the asset in the
enterprise network and determining the locality of the asset
based on the position of the node that corresponds to the
asset 1n the enterprise network.

[0007] In some implementations, determining a centrality
of the asset includes determining a number of edges that are
outgoing from the node that corresponds to the asset and
determining the centrality of the asset based on the number
of edges that are outgoing from the node that corresponds to
the asset. In certain aspects, determining a centrality of the
asset includes determining a number of unique edges that are
outgoing from the node that corresponds to the asset and
determining the centrality of the asset based on the number
of unique edges that are outgoing from the node that
corresponds to the asset. In some aspects, determining a
centrality of the asset includes providing a prompt for a user
to indicate a type of asset and determining the centrality of
the asset based on the type of asset indicated by the user
through the prompt.

[0008] Insome implementations, determining a damage of
the asset includes determining a load served by an intended
substation, determining a total load serving by an energy
delivery system, and determining the damage based on the
load served by an intended substation and the total load
serving by the energy delivery system. In certain aspects,
determining a path value representative of a criticality 1n
preventing an attack through the lateral movement path
includes determining the path value based on the criticality
ol each of the assets represented by nodes along the lateral
movement path. In some aspects, actions include remediat-
ing the attack through the lateral movement path. In some
implementations, actions include determining a total risk for
the enterprise network based on the graph and providing an
indication of the total risk to a user.

[0009] The present disclosure also provides a computer-
readable storage medium coupled to one or more processors
and having instructions stored thereon which, when
executed by the one or more processors, cause the one or
more processors to perform operations 1n accordance with
implementations of the methods provided herein.

[0010] The present disclosure further provides a system
for implementing the methods provided herein. The system
includes one or more processors, and a computer-readable
storage medium coupled to the one or more processors
having instructions stored thereon which, when executed by
the one or more processors, cause the one or more proces-
sors to perform operations 1n accordance with implementa-
tions of the methods provided herein.

[0011] It 1s appreciated that methods 1n accordance with
the present disclosure can include any combination of the
aspects and features described herein. That 1s, methods 1n
accordance with the present disclosure are not limited to the
combinations of aspects and features specifically described
herein, but also include any combination of the aspects and
features provided.
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[0012] The details of one or more implementations of the
present disclosure are set forth 1n the accompanying draw-
ings and the description below. Other features and advan-
tages of the present disclosure will be apparent from the
description and drawings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

[0013] FIG. 1 depicts an example architecture that can be
used to execute implementations of the present disclosure.

[0014] FIG. 2 depicts an example conceptual architecture
of an agile security platform of the present disclosure.

[0015] FIG. 3 depicts an example attack graph in accor-
dance with implementations of the present disclosure.

[0016] FIG. 4 depicts another example architecture that
can that can be used to execute implementations of the
present disclosure.

[0017] FIGS. 5A and SB depict example diagrams of a

resource graph and an attack graph that corresponds to the
resource graph.

[0018] FIG. 6 depicts an example weighted graph of
nodes.
[0019] FIG. 7 depicts an example diagram of an attack

graph with labels from risk analysis.

[0020] FIG. 8 depicts an example diagram of an analytical
attack graph.
[0021] FIG. 9 depicts an example diagram of the analyti-

cal attack graph of FIG. 8 mapped to a physical network.

[0022] FIG. 10 depicts an example diagram of a physical

attack graph equivalent to the analytical attack graphs of
FIG. 8 and FIG. 9.

[0023] FIG. 11 depicts an example process that can be
executed 1n accordance with implementations of the present
disclosure.

[0024] Like reference symbols in the various drawings
indicate like elements.

DETAILED DESCRIPTION

[0025] Implementations of the present disclosure are
directed to an agile security platform for enterprise-wide
cyber-security. More particularly, implementations of the
present disclosure are directed to an agile security platform
that determines a criticality of assets including cyber-intel-
ligence and discovery aspect of enterprise information tech-
nology (IT) systems, and enterprise operational technology
(OT) systems, asset value, and potential for asset breach
including hacking analytics of enterprise I'T/OT systems
performed 1n a non-intrusive manner.

[0026] Implementations of the present disclosure are
described 1n detail herein with reference to an example
context that includes cyber security and resilience 1n IT/OT
systems. As described herein, implementations of the pres-
ent disclosure enable users to determine which 1s the next
critical device or problem to address 1n an attack path (lateral
movement).

[0027] As described 1n further detail herein, the agile
security platform of the present disclosure provides for
discovery of I'T/OT supporting elements within an enter-
prise, which elements can be referred to as configuration
items (CI). Further, the agile security platform can determine
how these CIs are connected to provide a CI network
topology. In some examples, the Cls are mapped to pro-
cesses and services of the enterprise, to determine which Cls
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support which services, and at what stage of an operations
process. In this manner, a services CI topology 1s provided.

[0028] In some implementations, the specific vulnerabili-
ties of each CI are determined, and enable a list of risks to
be mapped to the specific IT/OT network of the enterprise.
Further, the agile security platform of the present disclosure
can determine what a malicious user (hacker) could do
within the enterprise network, and whether the malicious
user can leverage additional elements 1n the network such as
scripts, CI configurations, and the like. Accordingly, the
agile security platform enables analysis of the ability of a
malicious user to move 1nside the network, namely, lateral
movement within the network. This 1ncludes, for example,
how a malicious user could move from one CI to another CI,
what CI (logical or physical) can be damaged, and, conse-
quently, damage to a respective service provided by the
enterprise.

[0029] FIG. 1 depicts an example architecture 100 1n
accordance with implementations of the present disclosure.
In the depicted example, the example architecture 100
includes a client device 102, a network 106, and a server
system 108. The server system 108 includes one or more
server devices and databases (e.g., processors, memory). In
the depicted example, a user 112 interacts with the client

device 102.

[0030] In some examples, the client device 102 can com-
municate with the server system 108 over the network 106.
In some examples, the client device 102 includes any
appropriate type of computing device such as a desktop
computer, a laptop computer, a handheld computer, a tablet
computer, a personal digital assistant (PDA), a cellular
telephone, a network appliance, a camera, a smart phone, an
enhanced general packet radio service (EGPRS) mobile
phone, a media player, a navigation device, an email device,
a game console, or an appropriate combination of any two
or more of these devices or other data processing devices. In
some 1mplementations, the network 106 can include a large
computer network, such as a local area network (LAN), a
wide area network (WAN), the Internet, a cellular network,
a telephone network (e.g., PSTN) or an appropriate combi-
nation thereof connecting any number of communication
devices, mobile computing devices, fixed computing
devices and server systems.

[0031] In some implementations, the server system 108
includes at least one server and at least one data store. In the
example of FIG. 1, the server system 108 1s intended to
represent various forms of servers including, but not limited
to a web server, an application server, a proxy server, a
network server, and/or a server pool. In general, server
systems accept requests for application services and pro-
vides such services to any number of client devices (e.g., the
client device 102 over the network 106). In accordance with
implementations of the present disclosure, and as noted
above, the server system 108 can host an agile security
platform.

[0032] In the example of FIG. 1, an enterprise network
120 1s depicted. The enterprise network 120 represents a
network implemented by an enterprise to perform 1ts opera-
tions. In some examples, the enterprise network 120 repre-
sents on-premise systems (e.g., local and/or distributed),
cloud-based systems, and/or combinations thereof. In some
examples, the enterprise network 120 includes IT systems
and OT systems. In general, IT systems include hardware
(e.g., computing devices, servers, computers, mobile
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devices) and software used to store, retrieve, transmit, and/or
manipulate data within the enterprise network 120. In gen-
eral, OT systems include hardware and software used to
monitor and detect or cause changes 1n processes within the
enterprise network 120.

[0033] In some implementations, the agile security plat-
form of the present disclosure 1s hosted within the server
system 108, and monitors and acts on the enterprise network
120, as described herein. More particularly, and as described
in further detail herein, the agile security platform detects
I'T/OT assets and generates an asset inventory and network
maps, as well as processing network information to discover
vulnerabilities 1n the enterprise network 120. Further, the
agile security platform provides a holistic view of network
and traflic patterns. In some examples, the enterprise net-
work 120 includes multiple assets. Example assets include,
without limitation, users 122, computing devices 124, elec-
tronic documents 126, and servers 128.

[0034] In some implementations, the agile security plat-
form provides one or more dashboards, alerts, notifications
and the like to cyber-security personnel that enable the
cyber-security personnel to react to and remediate security
relevant events. For example, the user 112 can include a
cyber-security expert that views and responds to dashboards,
alerts, and/or notifications of the agile security platiform
using the client device 102.

[0035] In accordance with implementations of the present
disclosure, the agile security platform operates over multiple
phases. Example phases include an asset discovery, anomaly
detection, and vulnerability analysis phase, a cyber resil-
ience risk analysis phase, and a cyber resilience risk recom-
mendation phase.

[0036] With regard to the asset discovery, anomaly detec-
tion, and vulnerability analysis phase, discovering what
vulnerabilities exit across the vertical stack and the relevant
use cases 1s imperative to be conducted from the enterprise
I'T to the control systems. A focus of this phase 1s to generate
the security backlog of 1ssues, and potential remediations.

[0037] Rather than managing each technology layer sepa-
rately, the agile security platform of the present disclosure
addresses lateral movements across the stack. Through
devices, communication channels (e.g., email), and/or
operation systems, vulnerabilities are addressed within the
context of a service (e.g., a service that the enterprise offers
to customers), and a cyber kill chain to a target in the
operation vertical, generating operation disturbance by
manipulation of data. The notion of a CI assists 1n mapping
dependencies between IT elements within a configuration
management DB (CMDB). A so-called security CI (SCI)
maps historical security 1ssues of a certain managed security
clement and 1s mapped 1nto a security aspect of a digital
twin

[0038] As aresult, a stack of technologies 1s defined, and
1s configured 1n a plug-in reference architecture (replaceable
and extensible) manner. The stack addresses different
aspects of monitoring, harvesting, and alerting of informa-
tion within different aggregations views (dashboards) seg-
mented according to owners and relevant IT and security
users. An example view includes a health metric mserted
within the dashboard of an enterprise application. In some
examples, the health metric indicates the security condition
of the underlying service and hence, the reliability of the
provided data and information. Similar to risks that can be
driven by labor, inventory, or energy, security risk concern
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can be presented and evaluated in the operations-level,
drilled-through for additional transparency of the issue, and
can be optimally remediated by allocating investments to
automation or to security and IT personal with adequate
operations awareness.

[0039] With regard to the cyber resilience risk analysis
phase, each vulnerability may have several remediations,
and each has a cost associated with 1t, either per internal
personnel time, transaction, service, or retainer, as well as
the deferred cost of not acting on the issue. A focus of this
phase 1s to enable economical decision-making of security
investments, either to be conducted by the IT and security
team or directly by automation, and according to risk
mitigation budget.

[0040] In further detail, observing a single-issue type and
its remediations does not reflect the prioritization between
multiple vulnerabilities. Traditional systems are based on
global risk assessment, yet the context in which the SCI 1s
part of 1s missing. The overall risk of a process matters
differently for each enterprise. As such, remediation would
occur according to gradual hardening of a process according
to prioritization, driven in importance and responsibility by
the enterprise, not by gradual hardening of all devices, for
example, 1n the organization according to policy, without
understanding of the impact on separated operational pro-
cesses. Hardening of a system should be a decision of the
enterprise to drive security alignment with the enterprise.

[0041] In addition, as the system i1s changed by gradual
enforcement and hardening, new 1ssues are detected and
monitored. Hence, making a big bang decision may be not
relevant to rising risks as they evolve. Prioritization accord-
ing to value 1s the essence of this phase. It 1s a matter of what
1s 1mportant for the next immediate term, according to
overall goals, yet considering changes to the environment.

[0042] With regard to the cyber resilience risk recommen-
dation phase, a focus 1s to simplify approved changes and
actions by proactive automation. In traditional systems, the
action of I'T remediation of security i1ssues 1s either done by
the security team (such as awareness and training), by
creating a ticket in the IT service system (call for patch
managements), and/or by tools that are triggered by security
and monitored by IT (automatic deployment of security
policies, change of authentication and authorization, seli-
service access control management, etc.). Some operations
can be conducted 1n a disconnected mode, such as upgrading
firmware on an IoT device, 1n which the operator needs to
access the device directly. Either automated or manual, by IT
or by security, or by internal or external teams, the entire
changes are constantly assessed by the first phase of dis-
covery phase, and re-projected as a metric 1n a context.
Progress tracking of these changes should also occur 1n a
gradual manner, indicating maintenance scheduling on simi-
lar operational processes, hence, driving recommendations
for frequent actions that can be automated, and serve as
candidates to self-managed by the operations owners and
systems users.

[0043] In the agile security platform of the present disclo-
sure, acting 1s more than automating complex event pro-
cessing (CEP) rules on alerts captured 1n the system logs and
similar tools. Acting 1s started 1n areas highlighted according
to known patterns and changing risks. Pattern detection and
classification of events for approved automation processes
(allocated transactions budget), are aimed at commoditiza-
tion of security hardening actions in order to reduce the
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attention needed for prioritization. As such, a compound
backlog and decision phase, can focus further on things that
cannot be automated versus those that can. All 1ssues not
attended yet are highlighted, those that are handled by
automation are indicated as such, and monitored to comple-
tion, with a potential additional value of increasing priori-
tization due to changing risks impact analysis.

[0044] FIG. 2 depicts an example conceptual architecture
200 of an agile security (AgiSec) platform in accordance
with implementations of the present disclosure. The con-
ceptual architecture 200 depicts a set of security services of
the AgiSec platform, which include: an agile security pri-
oritization (AgiPro) service 204, an agile security business
impact (AgiBuiz) service 206, an agile security remediation
(AgiRem) service 210, an agile security hacker lateral
movement (AgiHack) service 208, an agile security intelli-
gence (Agilnt) service 212, and an agile security discovery
(AgiDis) service 214. The conceptual architecture 200 also
includes an operations knowledge base 202 that stores
historical data provided for an enterprise network (e.g., the
enterprise network 120).

[0045] In the example of FIG. 2, the AgiDis service 214
includes an adaptor 234, and an asset/vulnerabilities knowl-
edge base 236. In some examples, the adaptor 234 1s specific
to an asset discovery tool (ADT) 216. Although a single
ADT 216 1s depicted, multiple ADTs can be provided, each
ADT being specific to an I'T/OT site within the enterprise
network. Because each adaptor 234 is specific to an ADT

216, multiple adaptors 234 are provided in the case of
multiple ADTs 216.

[0046] In some implementations, the AgiDis service 214
detects I'T/OT assets through the adaptor 234 and respective
ADT 216. The discovered assets can be used to generate an
asset mventory, and network maps. In general, the AgiDis
service 214 can be used to discover vulnerabilities in the
enterprise network, and a holistic view of network and traflic
patterns. In some implementations, this 1s achieved through
passive network scanning and device fingerprinting through
the adaptor 234 and ADT 216. The AgiDis service 214
provides information about device models. In some 1mple-
mentations, the automated asset discovery process uses
active probing in the IT domain, and active and passive
scanning 1n the OT domain.

[0047] Once all assets (also referred to herein as configu-
ration 1tems (Cls)) are discovered, threat intelligence knowl-
edge-bases (e.g., 1Defense, NVD, CVE) are used to extract
cataloged vulnerabilities and security 1ssues associated with
discovered Cls, as described 1n further detail herein. In the
example of FIG. 2, the Agilnt service 212 includes a
vulnerability analytics module 236 and a threat intelligence
knowledge base 238 (e.g., CVE, CAPEC, CWE, Maglan
Plexus, 1Defence API, vendor-specific databases). In some
examples, the Agilnt service 212 discovers vulnerabilities 1n
the enterprise network based on data provided from the
AgiDis service 214. In some examples, the vulnerability
analytics module 236 processes data provided from the
AgiDis service 214 to provide information regarding pos-
sible impacts of each vulnerability and remediation options
(e.g., permanent fix, temporary patch, workaround) for
defensive actions. In some examples, the vulnerability ana-
lytics module 236 can include an application programming
intertace (API) that pulls out discovered vulnerabilities and
identifies recommended remediations using threat intelli-
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gence feeds. In short, the Agilnt service 212 maps vulner-
abilities and threats to discovered IT/OT assets.

[0048] In the example of FIG. 2, the AgiHack service 208
includes an attack graph (AG) generator 226, an AG data-
base 228, and an analytics module 230. In general, the
AgiHack service 208 constructs AGs and evaluates hacking
exploitation complexity. In some examples, the AgiHack
service 208 understand attack options, leveraging the vul-
nerabilities to determine how a hacker would move iside
the network and 1dentify targets for potential exploitation.
The AgiHack service 208 proactively explores adversarial
options and creates AGs representing possible attack paths
from the adversary’s perspective. The AgiHack service 208
provides both active and passive vulnerability scanning
capabilities to comply with constraints, and identifies device
and service vulnerabilities, configuration problems, and
aggregate risks through automatic assessment.

[0049] In further detail, the AgiHack service 208 provides
rule-based processing of data provided from the AgiDis
service 214 to explore all attack paths an adversary can take
from any asset to move laterally towards any target (e.g.,
running critical operations). In some examples, multiple
AGs are provided, each AG corresponding to a respective
target within the enterprise network. Further, the AgiHack
service 208 1dentifies possible impacts on the targets. In
some examples, the AG generator 226 uses data from the
asset/vulnerabilities knowledge base 236 of the AgiDis
service 214, and generates an AG. In some examples, the AG
graphically depicts, for a respective target, all possible
impacts that may be caused by a vulnerability or network/
system configuration, as well as all attack paths from any-
where 1n the network to the respective target. In some
examples, the analytics module 230 processes an AG to
identify and extract information regarding critical nodes,
paths for every source-destination pair (e.g., shortest, hard-
est, stealthiest), most critical paths, and critical vulnerabili-
ties, among other features of the AG. If remediations are
applied within the enterprise network, the AgiHack service

208 updates the AG.

[0050] In the example of FIG. 2, the AgiRem service 210
includes a graph explorer 232 and a summarizer 234. In
general, the AgiRem service 210 provides remediation
options to avoid predicted impacts. For example, the
AgiRem service 210 provides options to reduce lateral
movement of hackers within the network and to reduce the
attack surface. The AgiRem service 210 predicts the impact
ol asset vulnerabilities on the critical processes and adver-
sary capabilities along kill chain/attack paths and identifies
the likelihood of attack paths to access critical assets and
prioritizes the assets (e.g., based on shortest, easiest,
stealthiest). The AgiRem service 210 1dentifies remediation
actions by exploring attack graph and paths.

[0051] In further detail, for a given AG (e.g., representing
all vulnerabilities, network/system configurations, and pos-
sible impacts on a respective target) generated by the Agi-
Hack service 208, the AgiRem service 210 provides a list of
eflicient and effective remediation recommendations using
data from the vulnerability analytics module 236 of the
Agilnt service 212. In some examples, the graph explorer
232 analyzes each feature (e.g., nodes, edges between nodes,
properties) to i1dentify any condition (e.g., network/system
configuration and vulnerabilities) that can lead to cyber
impacts. Such conditions can be referred to as 1ssues. For
cach 1ssue, the AgiRem service 210 retrieves remediation
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recommendations and courses of action (CoA) from the
Agilnt service 212, and/or a security knowledge base (not
shown). In some examples, the graph explorer 232 provides
feedback to the analytics module 230 for re-calculating
critical nodes/assets/paths based on remediation options. In
some examples, the summarizer engine 234 1s provided as a
natural language processing (NLP) tool that extracts concise
and salient text from large/unstructured threat intelligence
feeds. In this manner, the AgiSec platform can convey
information to enable users (e.g., security teams) to under-
stand immediate remediation actions corresponding to each
1Ssue.

[0052] In the example of FIG. 2, the AgiBuiz service 206
includes an impact analyzer 220. In general, the AgiBuiz
service 206 associates services that are provided by the
enterprise with I'T/OT assets, generates a security map,
identifies and highlights risks and possible impacts on
enterprise operations and industrial processes, and conducts
what-11 prediction analyses of potential security actions
remediations on service health levels. In other words, the
AgiBuiz service 206 identifies risk for each impact predicted
by the AgiHack service 208. In some examples, the impact
analyzer 220 interprets cyber risks and possible impacts
(e.g., financial risk) based on the relative importance of each
critical asset and its relative value within the entirety of the
enterprise operations. The impact analyzer 220 processes
one or more models to compare the financial risks caused by
cyber attacks with those caused by system unavailability due
to shutdown time for replacing/patching critical assets.

[0053] In the example of FIG. 2, the AgiPro service 204
includes a prioritizing engine 222 and a scheduler 224. In
some 1mplementations, the AgiPro service 204 prioritizes
the remediation recommendations based on their impact on
the AG size reduction and risk reduction on the value. In
some examples, the AgiPro service 204 determines where
the enterprise should preform security enforcement first, in
order to overall reduce the risks discovered above, and
evaluate and probability to perform harm based on the above
lateral movements by moving from one CI to another. In
some examples, the AgiPro service 204 prioritizes remedia-
tion actions based on financial risks or other implications,
provides risk reduction recommendations based on priori-
tized remediations, and identifies and tracks applied reme-
diations for risks based on recommendations.

[0054] In some examples, the prioritizing engine 222 uses
the calculated risks (e.g., risks to regular functionality and
unavailability of operational processes) and the path analysis
information from the analytics module 230 to prioritize
remediation actions that reduce the risk, while minimizing
efforts and financial costs. In some examples, the scheduler
224 icorporates the prioritized CoAs with operational
maintenance schedules to find the optimal time for applying
cach CoA that minimizes 1its interference with regular opera-
tional tasks.

[0055] In some implementations, the AgiSec platform of
the present disclosure provides tools that enable user inter-
action with multi-dimensional (e.g., 2D, 3D) visualizations
of computational graph data and its derived computed
attributes. In some examples, topological heat maps can be
provided and represent ranks and values of the derived
attributes 1n order to expedite search capabilities over big
data. In some examples, the tools also enable searching for
key attributes of critical nodes, nodes representing Cls. In
some 1mplementations, these visualizations are provided
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within a computer or immersive environment, such as aug-
mented reality (AR), mixed reality (MR), or virtual reality
(VR). The visualizations of the present disclosure improve
the ability of an automated (employing contour lines) or
human 1nteractive (based on segmented regional selection)
to employ search and filtering capabilities on big data graph
topology aimed at quickly identifying critical nodes in the
graph which its derived (computed) attributes serve as the
search criteria. The attributes to be highlighted differ and are
configurable, as such, different contour lines appear based
on different criteria. In some examples, the perceived impor-
tance ol an attribute relative to other attributes can be
controlled 1n view of a scenario, vertical importance, or any
domain-specific consideration, through weighed attributes.
Further, similar contour lines can be identified in other
nearby nodes on the graph. For an immersive visualization
experience, matching leading contour lines can show hidden
paths, or pattern of similar geometric shape and form, hence
drive improved comprehension for humans.

[0056] Inthe context of cyber security, a critical node, also
referred to herein as cardinal node, can represent a CI that
1s a key junction for lateral movements within a segmented
network. Namely, once acquired as a target, the cardinal
node can trigger multiple new attack vectors. Cardinal nodes
can also be referred to as “cardinal faucet nodes.” Another
node will be one that many hackers’ lateral movements can
reach, yet i1t cannot lead to an additional node. Such nodes
can be referred to as “cardinal sink nodes.” In the network
graph, the more edges from a cardinal faucet node to other
nodes, the higher the faucet attribute 1s. The more incoming
edges to a cardinal node, the higher the sink attribute 1s. If
a node has both sink and faucet values in correlation, the
more overall cardinal this node becomes to the entire
examined graph topology and 1s defined as a critical target
to be acquired since 1t provides control over multiple nodes
in the graphs. In certain situations, the search for a faucet
attribute 1s more 1important than a sink attribute. Such as a
case of finding what node to block first to prevent a
segregation of an attack outbreak. In case of finding what 1s
very hard to protect, the more sink attributes matter more.

[0057] FIG. 3 depicts an example portion 300 of an AG 1n
accordance with implementations of the present disclosure.
In some implementations, an AG 1s provided based on the
network topology of the enterprise network. For example,
the AgiHack service 208 of FIG. 2 can generate one or more
AGs based on information provided from the AgiDis service
214. In some examples, an AG includes nodes and edges
(also referred to as arches) between nodes. In some
examples, a node can be associated with a semantic type. In
the example domain of cyber-security and network topology,

example semantic types can include, without limitation,
computer 302, user 304, file 306, and key 308.

[0058] In some examples, an edge can include an 1ncom-
ing (sink) edge (e.g., an edge leading into a node from
another node) or an outgoing (faucet) edge (e.g., an edge
leading from a node to another node). In some examples,
cach edge can be associated with a respective activity. In the
example domain of cyber-security and network topology,
example activities can include, without limitation, logon
(credentials), operating system access, and memory access.
In some examples, each edge can be associated with a
respective weight. In some examples, the weight of an edge
can be determined based on one or more features of the edge.
Example features can include a traflic bandwidth of the edge
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(e.g., how much network tratlic can travel along the edge),
a speed of the edge (e.g., how quickly traflic can travel from
one node to another node along the edge), a difliculty to use
the edge (e.g., network configuration required to use the
edge), and a cost to use the edge (e.g., 1n terms of technical
resources, or financial cost). In some examples, and as
described 1n further detail below, the weights of the edges
are determined relative to each other (e.g., are normalized to
1).

[0059] In some implementations, each node can be asso-
ciated with a set of attributes. Example attributes can
include, without limitation, the semantic type of the node, a
number of incoming edges, a number of outgoing edges, a
type of each of the edges, a weight of each of the edges, and
the like. In some 1implementations, one or more values for a
node can be determined based on the set of attributes of the
node, as described in further detail herein.

[0060] The example portion 300 of the AG includes tens
of nodes (approximately 70 nodes 1n the example of FIG. 3).
It 1s contemplated, however, that an AG can include hun-
dreds, or thousands of nodes. In some examples, the
example portion 300 of the AG 1s a visualization of part of
the AG based on one or more filter parameters. In some
examples, a user can define filter parameters that can be used
to 1dentily cardinal nodes within an AG, and segments of the
AG that may be relevant to a cardinal node. In the example
of FIG. 3, a node 320 can be determined to be a cardinal
node based on one or more filter parameters (e.g., no
outgoing edges, and more than three incoming edges). In
some examples, other depicted nodes include nodes along
lateral paths that lead to a cardinal node.

[0061] In the example of FIG. 3, the node 320 can repre-
sent administrator credentials, a relatively high-value target
within an enterprise network, and all other edges and nodes
define the paths within the AG that lead to the node 320.
While the AG can include hundreds, or thousands of nodes
and edges, the example portion 300 i1s provided based on
identification of the node 320 as the cardinal node (e.g.,
based on filter parameters) and all paths of the AG that lead
to the node 320. In this manner, the portion 320 provides a
more easily consumable visualization than depicting an
entirety of the AG.

[0062] In some implementations, other nodes besides the
cardinal node can be 1dentified as relatively important nodes
(e.g., relative to other depicted nodes). In some examples,
the relative importance of a node can be determined based
on attack paths that lead to a cardinal node. In the example
of FIG. 3, a node 322 can be determined to be a relatively
important node. Starting from the node 322, there 1s a single
attack path to the node 320. However, there are approxi-
mately ten different attack paths that the node 322 1is
included in. Consequently, security resources could be con-
centrated on the node 322, as opposed to nodes upstream of
the node 322 in the multiple attack paths. In this manner,
security resources can more efliciently protect the node 320,
as described 1n further detail herein.

[0063] Further, AGs can change over time. That 1s, there
1s a multi-dimensional aspect to AGs with one dimension
including time. For example, and with continued reference
to the example of FIG. 3, the node 320 can be considered a
cardinal node based on the filter parameters. At another time,
the node 320 might no longer be considered a cardinal node.
For example, between the first time and the second time,
values of attributes may have changed for nodes, some
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nodes may have been removed from the network (e.g.,
computers retired, users removed), and/or some nodes may
have been added to the network (e.g., new computers/users).

[0064] As introduced above, implementations of the pres-
ent disclosure provide for prioritization of actions for reme-
diation of cyber attacks based on lateral movements of a
malicious user within a network. More particularly, and as
described 1n further detail herein, implementations of the
present disclosure consider the ability of malicious users to
access supporting Cls from the network through lateral
movements and estimate which attack path should be
handled first 1n order to prevent a comprised CI. In some
implementations, a relative importance and complexity of an
attack path are determined and cyber actions to block
accessing a CI are prioritized. In this manner, cyber actions
are efliciently implemented to prevent damage and reduce
the attack surface and internals of the network, gradually
increasing the entire network cyber resilience.

[0065] FIG. 4 depicts another example architecture 400
that can be used to execute implementations of the present
disclosure. The architecture 400 includes a network data
scanner 402, an attack graph generator 404, a host data
scanner 406, a node criticality generator 408, and a risk
analyzer and path finder 410.

[0066] The architecture 400 may collect network scanning
data and host log data simultaneously through the network
data scanner 402 and the host data scanner 406. The network
data scanner 402 and host data scanner 406 may be, for
example, the adaptor 234 and ADT 216 described in relation
to FIG. 2.

[0067] The architecture 400 may create an attack graph
from the network scanning data (e.g., by using MulVul) and
calculate all parameters of node criticality from the host
scanning data. For example, the attack graph generator 404
may be similar to the AG generator 226 described 1n relation
to FIG. 2 and may generate an attack graph, and the node
criticality generator 408 may generate node criticality data
from the scanned host data.

[0068] The risk analyzer and path finder 410 may then

calculate the risk of exploiting a state of attack graph by
multiplying the probability of exploitation of the state and
the damages that occur from that state. The damage may be
quantified from node criticality factor for an Energy Deliv-
ery System (EDS). After receiving the attack graph with
probability attack and damage factor at each state, a security
administrator may filter out the most damageable path
compare with most probable path and may optimize coun-
termeasures.

[0069] FIGS. 5A and SB depict example diagrams of a
resource graph 500 and an attack graph 550 that corresponds
to the resource graph 500. The resource graph 500 shows an
example diagram with six layers. For example, 1n the EDS
network shown 1n FIGS. 5A and 5B, there are five subnets
mediated by an external and different internal firewall. The
I'T workstations are 1n the I'T subnet. The web server 1s 1n the
DMZ subnet and 1s directly accessible from the Internet
through the external firewall. The Supervisory Control And
Data Acquisition (SCADA) servers (L3/L.2), RTUs (LL1) are
in the different subnets under bigger OT subnet and hold
critical communication. The SCADA servers and HMI serv-
ers are only accessible from the web server of the DMZ zone
only. The web server 1s accessible from user workstations
and other hosts from level 4/5. The user subnet contains the
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user workstations used by the company’s employees. The
firewalls allow all out-bound traflic from the User subnet.

[0070] The user workstations contain the vulnerability
CVE-2009-1918 1n the Internet Explorer. If a user accesses
malicious content using the vulnerable IE browser, the
machine may be compromised. The web server (DMZ)
contains the vulnerability CVE-2006-37471 1n the Apache
HTTP service which can result 1n a remote attacker possibly
executing arbitrary code on the machine. The SCADA server
contains the wvulnerability CVE-2018-5313 which could
allow for escalating privilege up to administrator level and
the HMI server contains the vulnerability CVE-2018-4844
which could allow users to read and write network infor-
mation.

[0071] Adfter analyzing the configuration of this network,
MulVAL outputs an attack graph shown in FIG. 5B. The
labels of the graph nodes are displayed at the right hand side
of the network diagram. Two types of vertices are shown 1n
this attack graph for simplicity. The diamond vertices rep-
resent privileges an attacker could obtain through exploiting
the vulnerabilities 1n the system. The elliptic vertices rep-
resent an attack step that can lead to a privilege.

[0072] Node O 1s the attacker’s 1nitial privilege which 1n
this case 1s a vantage point at the Internet. An attack can only
be accomplished when all 1ts pre-conditions are met; thus,
the incoming arcs to an attack-step vertex form a logical
AND relation. For example, node 7 (shown as “7:0.2” 1n the
graph) represents the exploit of the web server vulnerability
and the exploit can only happen when the attacker can access
TCP port 80 on the web server (node 6). Multiple incoming
arcs to a privilege vertex indicates more than one way to
obtain the privilege and thus form a logical OR relation. For
example, privilege 6 (net access to webserver) can be
obtained either through compromising the workstations (4)
or direct access from Internet (0).

[0073] The attack graph reveals many intrusion paths
leading to the compromise of the various hosts. An attacker
could first compromise web server and use 1t as a stepping

stone to further attack the SCADA 1/SCADA 2 server (0, 13,
6,7,8,9,10a, 11a, 12a; 0, 13, 6, 7, 8, 9, 10b, 11b, 12b), or
he could first gain control on a user workstation by tricking

a user to click a malicious link and launch further attacks
from the workstation towards SCADA 1/SCADA 2 servers

(0,1,2,3,4,5,6,7,8,9, 10a, 11a, 12a; 0, 1, 2, 3, 4, 3, 6,
7,8, 9, 10b, 11b, 12b;).

[0074] There can be many other attack paths. In general,
enumerating all possible attack paths 1n a system the number
will be exponential. However, the privileges and attacks on
all these paths are inter-dependent on each other and the
number of pair-wise inter-dependencies 1s quadratic to the
s1ze of the network. Instead of enumerating all attack paths,
a logical attack graph like MulVAL enumerates the inter-
dependencies among the attacks and privileges. This pro-
vides an eflicient polynomial-time algorithm for computing
a compact representation of all attack paths 1n a system.

[0075] Although the example attack graph 1s computed
from known vulnerabilities, attack graphs are equally pow-
erful 1n reasoning about unknown (zero-day) vulnerabilities,
by introducing hypothetical vulnerabailities 1n the input. Such
hypothetical vulnerabilities can be marked 1n the produced
attack graphs and handled accordingly 1n the subsequent
analysis. Attack graphs are often perceived to ofler a deter-
mimstic view of EDS network security: an attack can
succeed 1f all 1ts preconditions are met, and a privilege can
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be obtained if the graph shows a path leading to 1t from the
attacker’s mnitial privilege. This type of deterministic seman-
tics 1s certainly valuable and one can use 1t to conduct
various types of useful analysis. However, the reality of
practical EDS security management 1s far from a clear-cut
zero/one view.

[0076] Take the wvulnerability CVE-2018-3313 on the
SCADA server as an example. The oflicial description found
on the CVE website (http://cve.mitre.org/cgi-bin/cvename.
cg1’name=CVE-2018-5313) says: “A vulnerability allows
local attackers to escalate privilege on Rapid Scada 5.5.0
because of weak CASCADA permissions. The specific tlaw
exists within the access control that 1s set and modified
during the 1nstallation of the product. The product sets weak
access control restrictions. An attacker may leverage this
vulnerability to execute arbitrary code under the context of

Administrator, the IUSR account, or SYSTEM.”

[0077] The word “may” highlights that the true conse-
quence ol exploiting the vulnerability 1s far from certain.
Since this vulnerability may be one of the first stepping
stones for the subsequent attacks, the likelihood for an
attacker to obtain the other privileges are also aflected by the
likelihood he can succeed at this first stage. A system
administrator would typically conduct some research on the
web to “get a sense” on how likely an attacker, given access
to the vulnerability, would be able to successtully exploit it.
He then combines this with the specific situation 1n his own
network to gauge the risk.

[0078] This 1s an important process since most organiza-
tions operate under limited resources and cannot afford to fix
all potential security problems. Without an understanding of
the likelihood a vulnerability can lead to real damage, 1t will
be hard to see how the potential damage compares to the
costs incurred by the various countermeasures (e.g. down
time due to patching) and make sensible decisions. Imple-
mentations described herein transform this field into a
science by designing objective quantitative security metrics
built upon attack-graph techniques.

[0079] The cnticality of a node 1n an EDS depends on
many factors. Three factors below are focused on to model
the criticality of a node 1n a data driven EDS.

Ci)=al(i)+c+yd (i)

[0080] Where C(1) 1s the criticality of the node 1. o, f &
v are three tuning factors that can be set from system
administrators or planners. 1(1), c(1)& d(1) indicate locality,
centrality and damage factors of criticality respectively of
the node 1.

[0081] Locality (1): The locality of criticality of a node 1s
defined as the criticality from the position of a node 1n a

network architecture. The criticality of a node primarily
depends on this position. Like 1n an EDS the SCADA and
HMI servers are located at level 2, which 1s more critical
than workstations located at level 4/5. Normally the 1denti-
fication of a node type 1s mapped from the running services
and processes which can be collected by querying different
systems simultaneously. This criticality factor may come
from system administrator as an input.

[0082] Centrality (¢): After a node 1s localized 1n a stan-
dard EDS structure, the criticality among same level nodes
1s differentiated. There can be multiple SCADA servers and
HMI servers at level 2, although the criticality for locality 1s
the same for all nodes at that level, due to variance 1n attack

propagation opportunity from individual node, the overall

Equation (1)
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criticality per node can be different. The centrality of nodes
can differentiate criticality of nodes at the same level.
[0083] Three different measures of node centrality are
degree, closeness, and betweenness. One approach focuses
only on degree of centrality as a factor of node criticality. A
weilghted network can be used to calculate the degree of
centrality. The weights are calculated from the number of
packets (TCP, DNP3, etc.) that are exchanging a pair of
nodes. Those exchanging packets are collected from real
time network wise passive packet trapping by TCP dump or
protocol analyzer. The weight 1s then extracted by normal-
1zing the exchanged packets of pairs by total packets during
a defined time.

[0084] Degree: Degree of a focal node 1s the number of
adjacencies 1n a network, 1.e. the number of nodes that the
focal node 1s connected to. This measure can be formalized
as:

kz-ZCd(z')=Zijij

[0085] where 1 1s the focal node, 7 represents all other
nodes, N 1s the total number of nodes, and x 1s the adjacency
matrix, i which the cell x;; 1s defined as 1 1f node 1 1s
connected to node j, and 0 otherwise.

[0086] Degree has generally been extended to the sum of
weights when analyzing weighted networks and labeled
strength on node. This measure has been formalized as
follows:

Equation (2)

sz-=cdw(z')=2jN Wy Equation (3)

[0087] Where, w,; 1s defined as the weight of the link from
node 1 to j. Sometimes the weights of two nodes can be same
in a network. In that case, to tie the break degree which
indicates the number of links a node 1s connected to may be
considered. Degree and strength may also be both indicators
of the level of involvement of a node i1n the surrounding
network, and both of these measures may be incorporated
when studying the centrality of a node.

[0088] To combine both degree and strength, a tuning
parameter, may be used which determines the relative
importance of the number of links compared to tie weights.
More specifically, a degree centrality measure, which 1s the
product of the number of nodes that a focal node 1s con-
nected to, may be used and the average weight to these nodes
adjusted by the tuning parameter. The measure may be
determined as below:

-\ O
(i) = k; X (z—) = 19 5 8

Equation (4)

[0089] Where 0 15 a positive tuning parameter and can be
set to the system and network context. If this parameter 1s
between 0 and 1, then having a high degree 1s taken as
favorable, whereas 1f it 1s set above 1, a low degree 1s
favorable.

[0090] Damage Factor: A disadvantage of degree central-
ity may be that 1t only captures the relation between adjacent
node and fails to address global topological properties. In
that case, to address this challenge 1n EDS context, another
criticality factor may be defined named damage at physical
process level (L2&L1). This information may be found from
the exchanged DNP3 messages among SCADA server and
substations’ Remote Terminal Unit (RTUs). RTUs periodi-
cally transmit voltage, current level towards SCADA server

Apr. 30, 2020

so that SCADA can control a substation’s operation. From
this voltage and current level, SCADA server calculate the
operational load of a substation. So, 1f an attack happened at
process level then maximum that much of damage can
create. The damage criticality factor 1s defined as:

L(1) Equation (5)

df (i) = —
% L{k)

[0091] Where L(1) indicates the load 1s serving by an
intended substation and 2,°L(k) refers to the total load
serving by an EDS. s indicates the total number of substa-
tions 1n an EDS.

[0092] Risk Analysis of the Network: The attack graph of

an EDS network gives the logical representation of attacker
penetration to the network representation from logical states
extracts from network scanning (i.e. Nessus). The damage
factor may be tied up with every state to analyze the risk of
those states that are need. How much damage occurs from
an attack may depend on the criticality of that state multi-
plied by the probability of the attack occurring. So, the risk
ol a state 1n attack graph 1s defined as:

R{#)=p(i)xC(P)

[0093] Where R(1) defines the risk at state, p(1) indicates
probability of occurring an attack at a state and C(1) 1s the
criticality of that state that will give the measure of damage.
The criticality of a state may refer to the criticality of a node.

[0094] One example may be from an adjacency matrix of
s1x nodes. The topological network and attack graph may be
as shown in FIGS. 5A and 5B. An allocation of packets 1s

given 1n the Table I. The total exchanged packets during this
time 1s 8006.

Equation (6)

TABLE 1

Adjacent matrix with total byte exchanges between a pair.

Total packets = 8006

Ws WeS SCADA1 SCADA2 RIU1 RIU?2
Ws 0 205 0 0 0 0
(Workstation)
WeS 205 0 510 480 0 0
(Webserver)
SCADA 1 0 510 0 100 110% 0
SCADA 2 0 480 100 0 0 1200
RTU 1 0 0 110% 0 0 400
RTU 2 0 0 0 1200 400 0
[0095] The weight between pairs may be calculated from

this from this packet allocation by dividing the exchanged
packets by the total numbers of packet transferred. Table II
1s showing the weighted adjacency matrix.

TABLE 11

Adjacent matrix with weighted value between a pair.

Ws Wes SCADA1 SCADA 2 RIU1 RIU?2
Ws 0 0.026 0 0 0 0
Wes 0.026 O 0.064 0.06 0 0
SCADA 1 0 0.064 0 0.013 0.14 0
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TABLE II-continued

Adjacent matrix with weighted value between a pair.

Ws Wes  SCADA1 SCADA 2 RIU1T1  RIU?2
SCADA 2 0 0.06 0.013 0 0 0.15
RTU 1 0 0 0.14 0 0 0.05
RTU 2 0 0 0 0.15 0.05 0

[0096] FIG. 6 depicts an example weighted graph 600 of
nodes. The weighted graph 600 may be generated from the
weilghted matrix. From this graph, the centrality of criticality
metric may be calculated as depicted 1n Table III for different
value of tuning value.

TABLE 111

Degree centrality score when different values of 0 are used.

C,7 =k x 5.9 when 0=

Node C, Cp7 0 0.5 1.0 1.5

WS 1 0052 1 0.228  0.052  0.0118
WeS 30302 3 0952 0302  0.1744
SCADA 1 3 0436 3 1.144 0436  0.1662
SCADA 2 3 0446 3 1.157 0446  0.1719
RTU 1 2 0.38 2 0.872  0.38 0.1656
RTU 2 2 04 2 0.894 0.4 0.1789

[0097] Table III i1llustrates the effect of the 0 on the value

of degree of centrality for the nodes of the network in FIG.
3. As shown by this table, when 0=1 the measure’s value
equal the node’s strength (eq. 3). When 0<1 and the total
node strength 1s fixed, the number of contacts over which the
strength 1s distributed increases the value of the measure.
For example, when 0=0:5, node WeS attains a higher score
than node RTU 1/RTU 2, despite having the almost same
node strength. Conversely, when 0>1 and the total node
strength 1s fixed, the number of contacts of which the
strength 1s distributed decrease the value of the measure 1n
favor of a greater concentration of node strength on only a
few nodes. Hence, node WeS attains almost same value of
the measure than node SCADA 1/SCADA 2. So, logically in

the EDS model a tuning parameter may be 0<oxl.

[0098] The overall criticality (C): To compute the total
criticality of a node 1n EDS context, the locality of criticality
(1) and damage of criticality (d) are computed. The locality
of a node 1n EDS 1s determined from the application log,
service log (HMI tick, SCADA critical and Non-critical
services) and process log from a host. Those logs collected
at the same time when logs for centrality are collected.
Normally according to Purdue model, the higher the level of
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a node, the lower the locality of criticality of that node. To
calculate the damage factor, the messages that regulate the
level O sensors and breakers may be focused on. Usually, all
those communication may go through DNP3 protocols. The
DNP3 messages may be used to determine that the SCADA
1 1s controlling a substation of 3 MW load whereas the
SCADA 2 1s controlling a substation of 2 MW substation.
After getting those values, the damage factor of criticality
may be determined by plugging in Eqgn. 5.

TABLE 1V

The calculation of total criticality

Total Criticality (C)

Node Locality Centrality Damage (a=0.25 P =
Type O (c78=05  (d) 0.25, v = 0.5)

Ws 1 0.228 0 0.3057

WeS 2 0.952 0 0.738

SCADA 1 3 1.144 0.6 1.336

SCADA 2 3 1.157 0.4 1.239

RTU 1 4 0.872 0.1 1.268

RTU 2 4 0.894 0.01 1.228

[0099] Now total criticality of a node may be calculated

after plugging in criticality of locality (1), criticality of
centrality (¢ /) from Table III and criticality of damage (d)
in Eqn. 1. In Table IV the last column shows the total
criticality of a node 1n EDS.

[0100] Critical Path for Attacker: To calculate the critical
path from administrator perspective, the conditional prob-
ability (CP) of every state in AG may be calculated and
multiplied with the criticality of that state. Here the critical
path indicates the path which creates the most damage to the
organization. The most probable attack path may not nec-
essarilly be the same as the most critical path. For an
extremely skilled and knowledgeable attacker, critical path
may matter more than probable path. There have two types
of nodes 1n AG; one 1s AND and another 1s OR node. The
CP equations for AND and OR node 1s:

[0101] Ifthe execution of a node e requires two conditions
¢, and c, then,

ple)=p(c,)p(cy)ple) Equation (7)

[0102] Ifaconditionc can be satisfied by either e, or e, (or

both) then:

p(c)=p(c)(ple +pley)—ple ) ples))

[0103] FIG. 7 depicts an example diagram of an attack
graph 700 with labels from risk analysis. The attack graph
700 shows EDS AG with conditional probability and risk
analysis. After careful logical interpretation, many logical

paths for attacker penetration may be determined as given in
the Table V.

Equation (8)

TABLE V

Most probable and most critical paths

Path type

Most SCADA 1

Probable

Final Goal

Path propagation Probability/Risk

0—=1—2—-3—=24—-=5—-06—7—=8—9 P=0.1152
— 10a — 1la — 12a
0—=13=6—=7—=8—=9—=10a—=1la
— 12a

P =0.1152
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TABLE V-continued

Most probable and most critical paths
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Path type Final Goal Path propagation

Probability/Risk

C = 0.9%7

SCADA 2 0—=1—22—=3—=24—=5—-26—-7—8—90 P=0.1152
— 10b — 11b — 12b
0—=>13—=6—->7—=8—=9—=10b —= 11b —= 12b P = 0.1152
Most SCADA 1 0—=>1—22—=3—=24—=5—-26—27—-8—20 (C=1451
critical — 10a — 1la — 12a
0 =13 =6 —=>7—=8—=29 —=10a —= 1la
— ]12a
SCADA 2 0—=>1—22—=>3—24—=5—-206—27—=28—20 (C=1426

— 10b —= 11b —= 12b

0—=13—=6—=7—=8—=9—=10b —=11b —= 12b C = 0.962

[0104] It 1s shown 1n the Table V that, although there are
paths with the same probability to exploit from attacker
origination to goals SCADA 1/SCADA 2, damages that
occur along the paths are not same. Accordingly, a logical
knowledgeable attacker may always select the path where
he/she can create the most damage. So, the attacker choice
should g0 to the path
0—1—2—-3—>4—-5—-6—7—-8—=9—=10a—=11a—12a where
maximum damage along the path 1s 1.451.

[0105] Accordingly, the most probable path 1s not the path
that an attacker always propagates through. If an adminis-
trator can model the node criticality with great confidence
and incorporate with the attack paths then the most critical
path 1s likely to be the most probable path for a smart
attacker.

[0106] FIG. 8 depicts an example diagram of an analytical
attack graph (AAG) 800. An AG may be a directed graph
modeled as G(V, E) with a set of nodes V={v1, v2, ... vn}
and a set of edges E={el, €2, . . . em} connecting nodes
together, where |VI|=n and IE|=m. Nodes 1n an AG may be
of three different types.

[0107] The circular nodes in the AAG 800 may denote

system or network configurations. These may be the condi-
tions that provide possibilities for actions by the adversary.
For example, nodes labeled such as “hacl,” “nfsMounted”
and “vulExists” in AAG 800. Configurations may be proper
(e.g., service 1s running, port 1s open) or improper (e.g.,
vulnerability exist).

[0108] The hexagonal nodes 1n the AAG 800 may repre-

sent the reasoning rules which usually represent the attack
methodology leveraged by an adversary to achieve a par-
ticular goal. The square nodes in the AAG 800 may represent
impact nodes that indicate the sub-goal for a certain action
that the attacker could take. For example, the nodes labeled
as “NetAccess,” “accessFile” and “execCode” are examples
of 1impacts ranging from benign to catastrophic. Both impact
nodes and configuration nodes may be considered as con-
ditions 1n the network. Impact nodes may be 1ssues while
only some of the configuration nodes (1.e., only improper
configurations) may be counted as issues.

[0109] An attack graph may be created by taking into
account the configurations directed by some rules in order to
make some 1mpacts on the target network. For example, all
configuration, impact and rule nodes may be enclosed 1n sets
C, I, R, respectively. Therefore, C={cjlcj&V, V¢j is a con-
figuration} that is {c1=v17, c2=v18, c3=v19, c4=v20, ...}
in the AAG 800, I={ijlijEV, Vij is an impact} which is
equivalent to {il=v13, i2=v15, . .. } in the AAG 800, and

lastly, R={rjIfEV, Vrj is a rule} is {r1=v14, r2=vl6, ... }
in the example shown 1n the AAG 800. Thus, the combina-
tion of these sets comprises all vertices of the graph G 1.e.

V={C, I, R}.

[0110] A Physical Attack Graph (PAG) may help attack

graphs scale for large networks in terms of visualization
while no detail 1s lost. In order to convert an AAG to PAG,
every set of configuration node, reasoning rule, and the
impact (e.g., C17, C18, R16, and 115 1n FIG. 3) may be
considered as one attack technique or attack state/step. Each
attack technique may be then shown as an action taken by
the attacker that sometimes help the attacker to laterally
move to another physical node or escalate the privilege 1n
the same node.

[0111] FIG. 9 depicts an example diagram of the analytical
attack graph of FIG. 8 mapped to a physical network. FIG.
10 depicts an example diagram of a physical attack graph

equivalent to the analytical attack graphs of FIG. 8 and FIG.
9.

[0112] Since each action or attack technique may be a set
of configurations that cause an impact based on a rule
developed by the experts, the hardness of each action may
be also identified by experts (e.g., from CVSS scores). I
action a,=[C17, C18]/[115] then Ha, 1s the hardness of action
1 for the attacker. Given an AAG or a PAG, the hardness of

every single path may be calculated using Hp,=2Ha, for all
actions required to take an attack path to achieve to a target
node or target impact. Since AAG and PAG are just two
different representations ot an attack graph, then Hp, may be
calculated using either of them; in AAG the sum of all Hs,
(the hardness of all attack states or techmiques along the
path) may be used while in PAG the sum of all Ha, (the
hardness of all attack actions along the path) may be used.

[0113] In Agile Security, all supporting assets (also called
Configuration Item (CI)) for a given business may first be
identified and then all attack paths to those Cls 1dentified. All
the attack paths to all ClIs may then be shown in one
comprehensive graph or separate per Cls, where for both of
these cases AAG or PAG may be shown.

[0114] In some implementations, a system may also pro-
vide asset centric queries to determine a definition of cen-
trality for calculating criticality. For example, the following
table shows queries:
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TABLE VI

Queries for criticality
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Security Perspective Analytical Perspective

What asset, if compromised, provides more Find the asset with highest
lateral movement options for attackers to outgoing degree centrality
proceed? (1gnore self-links)

What asset (if being compromised) Find the asset with highest
provides more attack TTP options for the unique value of outgoing
attacker to proceed? degree centrality

What asset can be compromised with more  Find the asset with highest
types of attack techniques/tactics? unique value of incoming
Reachable with a variety of TTPs and degree centrality
consequently a varilety of attacker groups
(actors)

What asset most likely has to be
compromised when attacker 1s targeting
asset X7 the most probable pivot point for
reaching to asset X.

What action/attack most likely has to be
taken when attacker is targeting asset X?
the most probable pivot point for reaching
to asset X.

What asset (if being compromised)
provides the opportunity of reaching to
more assets throughout the entire network?

Find the betweenness
source to asset X in PAG
Find the betweenness

source to asset X i AAG

Find the asset with highest

[0115] Where PAG 1 corresponds an asset (a node in PAG)
with highest outgoing degree centrality provides more
options for attacker to laterally move within the network
(towards another asset)—consider neighbors of neighbors
(2-hop distance) then 1t means reachability to as many nodes
as possible throughout the entire network.

[0116] Where PAG 2 corresponds to “Webserver,” when
compromised, provides two attack techniques/tactics for the
attacker while “FileServer” provides only one (note: assume
110 and 15 are two different techniques/tactics, 1f they fall
under one tactic then “WebServer” also provides only one
tactic for the attacker)—in PAG, links are of different types
(techniques/tactics)

[0117] Where PAG 3 corresponds to that there 1s two ways
to get to “FileServer” from its neighbor(s) (lunching 110
from “WebServer” or doing 15 from it) but only one way to
get to “Workstation™ from its neighbor(s) (launching 13 from
“FileServer”)—Note that this 1s not about number of neigh-
bors but about number of unique attack techniques/tactics to
get to the node

[0118] Where PAG 4 corresponds to that there are two

paths from internet to “WorkStation” and both have to go
through “WebServer” and “FileServer.”

[0119] Where AAG 1 shows 1n order to get to “WorkSta-
tion” from 1nternet, 115, 113, 15, and 13 has to happen. Hence,
they have to be launched in any path to this destination

however 18 and 110 are not necessarily happening if attacker
takes 113 to 13.

[0120] Insome implementations, the system may calculate
a Total Risk (TR) as a metric to show how much risk a
system 1s currently facing—how hard 1s to compromise
assets 1 the network. In order to calculate the TR of a
business process, the system may first determine what assets
are supporting the system and, what are the possible impacts
on each of them, and how much risk each impact would
cause on the entire system. For example, in the 3-node
network above, assume that only Workstation 1s supporting
the system and accessFile causes X % risk while codeEx-
ecution causes Y % risk on the Workstation. X+Y can be less

centrality of all paths from any

centrality of all paths from any

Eigenvector centrality in PAG

Example

PAG 1

PAG 2

PAG 3

PAG 4

AAG 1

PAG 1

than, equal, or greater than 100% but when both X and Y
happen the risk 1s 100%. For simplicity, assume that the
summation of all impacts 1s equal to 100%.

[0121] Where X+Y equals 100%, the risk imposed by an
impact 1 to the entire system may be calculated as

Risk=fxContribution Equation (9)
-H 5/ (@ A

[0122] whilei=e 1s the hardness factor of impact 1 that
1s calculated based on how hard 1s to cause that impact and
a 1s a tuning parameter defined as ¢=1 ... 10 (e.g., a=7). The
equation 1implies that the harder an impact (an attack), the
lower the risk on the system, and 11 i1t 1s very easy to launch
the attack and cause the impact then the entire impact
contribution/influence (for example X %) 1s expected to
happen to the system.

[0123] For a given AAG (3-node example 1n FIG. 8) the
following may be used calculate H1 and for all the impacts.
First, calculate the hardness of all entry point impacts (e.g.,
those starting with attackerLocated) using the hardness
value of their rule that 1s provided by attack generation
engine (rule developers). Then, for any other impact 1n the
graph 1f the impact 1s directly caused by a previous impact
only (example execCode 13) and not multiple impacts
(example accessFile_5) then add the hardness of its rule to
the hardness of its previous impact

H;=Hp+H; |

[0124] If there are multiple rules causing the impact
(accessFile_5) then separate the paths to the impact and
calculate the hardness of each path using step 2.a (i1.e., add
the hardness of its rule to the hardness of previous impact)
and then use the equation below to integrate the hardness of
the 1mpact based on all paths

Equation (10)

(Ll
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Equation (11)

B |
- )= 1 1
+
le +HR1—£ sz +HR2_1.

+ ...

[0125] For example, assuming the hardness of all reason-
ing rules 1s equal to 1. Then H,eraccess 151 Hioxoccode 13)

:23 H(nez‘Access_l 0)233 H(execC’ode_8):43 H(accesst’Ze_S):l/[[l/

(H(execCode_13)+l)]+[1/(H(execCode_8)+1)]]21/[[1/(2"'1)]"'[1/
(4+1)]]=1/[1/3+1/5]=1/(8/15)=15/8=1.875, H =2.

875, and H,..ossrize 3=3-875.

[0126] Hence, the total risk imposed by impacts a and 1 on
the Workstation will be Risk, =87« X %, Risk,, -

impact 3

pact 1=€ 0% %X %, and Total Risk=Risk,,, .., 1 +Risk
1

[0127] If X+Y 1s greater than 100%, then 1f the total
contribution (effect 1in case of attack) 1s more than 100% then
use either Total Risk=100% [, .., 1 +1;,,0cs 2+ - - - ] OF Total
Risk=Risk,, .., ;+Risk;, .., , and calculate all Risk;, ., ,
separately as before. The results may not be same but since
there 1s no specific range for the TR, the upper bound may
not make any difference and hence X+Y>100% may just
change the upper bound of TR.

[0128] FIG. 11 depicts an example process 1100 that can
be executed in accordance with implementations of the
present disclosure.

[0129] The process 1100 includes receiving graph data
(1102). For example, the risk analyzer and path finder 410
may receive an attack graph generated by the attack graph
generator 404 based on scanned network data scanned by the
network data scanner 402.

[0130] The graph data may define a graph that i1s repre-
sentative ol an enterprise network, and include nodes and
edges between nodes, where a set of nodes represents
respective assets within the enterprise network and each
edge represents at least a portion of one or more lateral
movement paths between assets in the enterprise network.
For example, the attack graph may be the AG shown 1n FIG.
5B.

[0131] The process 1100 includes determining criticalities
of assets represented by nodes 1n the graph data (1104). For
example, the risk analyzer and path finder 410 may deter-
mine the criticality of each asset in the AG shown 1n FIG.
5B. In some implementations, determining, for each asset, a
criticality of the respective asset to operation of the process
includes determining a locality of the asset, determining a
centrality of the asset, determining a damage of the asset,
and determining the criticality based on the locality of the
asset, the centrality of the asset, and the damage of the asset.
[0132] For example, the risk analyzer and path finder 410
may determine the locality of SCADA 2 as “3” based on that
SCADA 2 1s located 1n Level 2/3, determine the centrality of
SCADA 2 as 1.157 based on the amount of bytes exchanged
between SCADA 2 and other assets, determine the damage
of SCADA 2 as 0.4 based on that SCADA 2 controls 40%
of the operational load i1n the EDS, and determines the
criticality of SCADA 2 as 1.239 based on putting those
values into Equation 1.

[0133] Insome implementations, determining a locality of
the asset includes determining a position of the node that
corresponds to the asset in the enterprise network and
determining the locality of the asset based on the position of

(accessFile_3)

impact

12
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the node that corresponds to the asset in the enterprise
network. For example, the risk analyzer and path finder 410
may determine that SCADA 2 1s located in Level 2/3 and, in
response, determine a locality of “3” for SCADA 2. In
another example, the risk analyzer and path finder 410 may
determine that RTU 4 1s located in Level 1 and, in response,
determine a locality of “4” for RTU 4.

[0134] In some implementations, determining a centrality
of the asset includes determining a number of edges that are
outgoing from the node that corresponds to the asset and
determining the centrality of the asset based on the number
of edges that are outgoing from the node that corresponds to
the asset. For example, the risk analyzer and path finder 410
may determine that SCADA 2 only has one outgoing edge
and, 1n response, determine the centrality of SCADA 2 to be
“1.” In another example, the risk analyzer and path finder
410 may determine that the Webserver of FIG. 10 has three

outgoing edges and, 1n response, determine a centrality of
“3” for the Webserver.

[0135] In some implementations, determining a centrality
of the asset includes determining a number of unique edges
that are outgoing from the node that corresponds to the asset
and determining the centrality of the asset based on the
number of unique edges that are outgoing from the node that
corresponds to the asset. For example, the risk analyzer and
path finder 410 may determine that the Webserver of FIG. 10
has three outgoing edges but two use the same 1ssue, 113,
and, 1n response, determine a centrality of “2” for the
Webserver.

[0136] In some implementations, determining a centrality
of the asset includes providing a prompt for a user to indicate
a type of asset and determining the centrality of the asset
based on the type of asset indicated by the user through the
prompt. For example, the system may prompt the user to
select the query that best corresponds to a type of node the
user considers of high criticality, present the queries shown
in Table VI, receive a selection of query tfrom the user, and
then define centrality based on the query that was selected.

[0137] Insome implementations, determining a damage of
the asset includes determining a load served by an intended
substation, determining a total load serving by an energy
delivery system, and determining the damage based on the
load served by an intended substation and the total load
serving by the energy delivery system. For example, the risk
analyzer and path finder 410 may determine that SCADA 2
controls the operational load for 40% 1n the EDS and, 1n
response, determine the damage of SCADA 2 to be 0.4.

[0138] The process 1100 includes determining a move-
ment path (1106). For example, the risk analyzer and path
finder 410 may determine two paths to SCADA 1 and two
paths to SCADA 2 as shown in Table V.

[0139] The process 1100 includes determining a path
value (1108). For example, the risk analyzer and path finder
410 may determine a criticality for each of the four different
paths as shown 1n Table V. In some implementations, deter-
mining a path value representative of a criticality in pre-
venting an attack through the lateral movement path
includes determining the path value based on the criticality
of each of the assets represented by nodes along the lateral
movement path. For example, the risk analyzer and path
finder 410 may determine the criticality of 1.426 for the path
0—=1—-2—-3—-4—-5—-6—-7—-8—=9—=10b—11b—12b based
on a criticality of every asset along the path.
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[0140] The process 1100 includes providing an indication
of the path value (1110). For example, the system may
display the paths to a user 1n a list, where each path 1s labeled
with the criticality of the path and the paths are sorted to
show the paths in descending order of criticality.

[0141] In some implementations, the process 1100
includes remediating the attack through the lateral move-
ment path. For example, a vulnerability in the asset with the
highest criticality along the path with the greatest criticality
may be remediated based on the indication.

[0142] In some implementations, the process 1100
includes determining a total risk for the enterprise network
based on the graph and providing an indication of the total
risk to a user. For example, the system may determine a total
risk for the enterprise network based on Equations 9-11 and
display the total risk to a user. In some 1mplementations,
cach time a remediation 1s done the total risk may be
recalculated and the user may determine whether the total
risk 1s acceptable.

[0143] Implementations and all of the functional opera-
tions described in this specification may be realized in
digital electronic circuitry, or 1n computer soiftware, firm-
ware, or hardware, including the structures disclosed in this
specification and their structural equivalents, or in combi-
nations of one or more of them. Implementations may be
realized as one or more computer program products, 1.e., one
or more modules of computer program instructions encoded
on a computer readable medium for execution by, or to
control the operation of, data processing apparatus. The
computer readable medium may be a machine-readable
storage device, a machine-readable storage substrate, a
memory device, a composition of matter eflecting a
machine-readable propagated signal, or a combination of
one or more of them. The term “computing system” encom-
passes all apparatus, devices, and machines for processing
data, including by way of example a programmable proces-
sor, a computer, or multiple processors or computers. The
apparatus may include, in addition to hardware, code that
creates an execution environment for the computer program
in question (e.g., code) that constitutes processor firmware,
a protocol stack, a database management system, an oper-
ating system, or a combination of one or more of them. A
propagated signal 1s an artificially generated signal (e.g., a
machine-generated electrical, optical, or electromagnetic
signal) that 1s generated to encode information for transmis-
sion to suitable receiver apparatus.

[0144] A computer program (also known as a program,
soltware, software application, script, or code) may be
written 1n any appropriate form of programming language,
including compiled or interpreted languages, and 1t may be
deployed 1n any appropriate form, including as a stand alone
program or as a module, component, subroutine, or other
unit suitable for use 1n a computing environment. A com-
puter program does not necessarily correspond to a file in a
file system. A program may be stored 1n a portion of a file
that holds other programs or data (e.g., one or more scripts
stored 1n a markup language document), in a single file
dedicated to the program in question, or in multiple coor-
dinated files (e.g., files that store one or more modules, sub
programs, or portions of code). A computer program may be
deployed to be executed on one computer or on multiple
computers that are located at one site or distributed across
multiple sites and interconnected by a communication net-
work.
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[0145] The processes and logic flows described 1n this
specification may be performed by one or more program-
mable processors executing one or more computer programs
to perform functions by operating on input data and gener-
ating output. The processes and logic flows may also be
performed by, and apparatus may also be implemented as,
special purpose logic circuitry (e.g., an FPGA (field pro-
grammable gate array) or an ASIC (application specific
integrated circuit)).

[0146] Processors suitable for the execution of a computer
program 1include, by way of example, both general and
special purpose microprocessors, and any one or more
processors of any appropriate kind of digital computer.
Generally, a processor will receive instructions and data
from a read only memory or a random access memory or
both. Elements of a computer can include a processor for
performing instructions and one or more memory devices
for storing 1nstructions and data. Generally, a computer will
also 1nclude, or be operatively coupled to receive data from
or transier data to, or both, one or more mass storage devices
for storing data (e.g., magnetic, magneto optical disks, or
optical disks). However, a computer need not have such
devices. Moreover, a computer may be embedded 1n another
device (e.g., a mobile telephone, a personal digital assistant
(PDA), a mobile audio player, a Global Positioning System
(GPS) receirver). Computer readable media suitable for stor-
ing computer program instructions and data include all
forms of non-volatile memory, media and memory devices,
including by way of example semiconductor memory
devices (e.g., EPROM, EEPROM, and flash memory
devices); magnetic disks (e.g., internal hard disks or remov-
able disks); magneto optical disks; and CD ROM and
DVD-ROM disks. The processor and the memory may be
supplemented by, or incorporated 1n, special purpose logic
circuitry.

[0147] 'To provide for interaction with a user, implemen-
tations may be realized on a computer having a display
device (e.g., a CRT (cathode ray tube), LCD (liquid crystal
display), LED (light-emitting diode) monitor, for displaying
information to the user and a keyboard and a pointing device
(e.g., amouse or a trackball), by which the user may provide
input to the computer. Other kinds of devices may be used
to provide for interaction with a user as well; for example,
teedback provided to the user may be any appropriate form
of sensory feedback (e.g., visual feedback, auditory feed-
back, or tactile feedback); and input from the user may be
received 1 any appropriate form, including acoustic,
speech, or tactile input.

[0148] Implementations may be realized in a computing
system that includes a back end component (e.g., as a data
server), or that includes a middleware component (e.g., an
application server), or that includes a front end component
(e.g., a client computer having a graphical user interface or
a Web browser through which a user may interact with an
implementation), or any appropriate combination of one or
more such back end, middleware, or front end components.
The components of the system may be interconnected by
any appropriate form or medium of digital data communi-
cation (e.g., a communication network). Examples of com-
munication networks include a local area network (“LAN)
and a wide area network (“WAN”) (e.g., the Internet).

[0149] The computing system may include clients and
servers. A client and server are generally remote from each
other and typically interact through a communication net-
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work. The relationship of client and server arises by virtue
of computer programs running on the respective computers
and having a client-server relationship to each other.
[0150] Whle this specification contains many specifics,
these should not be construed as limitations on the scope of
the disclosure or of what may be claimed, but rather as
descriptions of features specific to particular implementa-
tions. Certain features that are described 1n this specification
in the context of separate implementations may also be
implemented 1n combination in a single implementation.
Conversely, various features that are described 1n the context
of a single implementation may also be implemented 1n
multiple implementations separately or 1n any suitable sub-
combination. Moreover, although features may be described
above as acting 1n certain combinations and even initially
claimed as such, one or more features from a claimed
combination may 1n some cases be excised from the com-
bination, and the claimed combination may be directed to a
sub-combination or variation of a sub-combination.

[0151] Similarly, while operations are depicted in the
drawings 1n a particular order, this should not be understood
as requiring that such operations be performed in the par-
ticular order shown or 1n sequential order, or that all illus-
trated operations be performed, to achieve desirable results.
In certain circumstances, multitasking and parallel process-
ing may be advantageous. Moreover, the separation of
various system components 1n the 1mplementations
described above should not be understood as requiring such
separation 1n all implementations, and 1t should be under-
stood that the described program components and systems
may generally be integrated together 1n a single software
product or packaged into multiple software products.
[0152] A number of implementations have been described.
Nevertheless, 1t will be understood that various modifica-
tions may be made without departing from the spirit and
scope of the disclosure. For example, various forms of the
flows shown above may be used, with steps re-ordered,
added, or removed. Accordingly, other implementations are
within the scope of the following claims.

What 1s claims 1s:

1. A computer-implemented method comprising;

providing, by a security platform, graph data defining a
graph that 1s representative of an enterprise network,
the graph comprising nodes and edges between nodes,
a set of nodes representing respective assets within the
enterprise network, each edge representing at least a
portion of one or more lateral movement paths between
assets 1n the enterprise network;

determining, for each asset, a criticality of the respective
asset to operation of a process;

determining a lateral movement path between a first node
represented by a first asset and a second node repre-
sented by second asset within the graph;

determining a path value representative of a criticality in
preventing an attack through the lateral movement
path; and

providing an indication of the path value representative of
the criticality 1n preventing an attack through the lateral
movement path.

2. The method of claim 1, wherein determining, for each

asset, a criticality of the respective asset to operation of the
pProcess comprises:

determining a locality of the asset;
determining a centrality of the asset;
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determining a damage of the asset; and

determining the criticality based on the locality of the
asset, the centrality of the asset, and the damage of the
asset.

3. The method of claim 2, wherein determining a locality
of the asset comprises:

determining a position of the node that corresponds to the

asset 1 the enterprise network; and

determining the locality of the asset based on the position

of the node that corresponds to the asset in the enter-
prise network.

4. The method of claim 2, wherein determining a central-
ity of the asset comprises:

determining a number of edges that are outgoing from the

node that corresponds to the asset; and

determining the centrality of the asset based on the

number of edges that are outgoing from the node that
corresponds to the asset.
5. The method of claim 2, wherein determining a central-
ity of the asset comprises:
determining a number of unique edges that are outgoing
from the node that corresponds to the asset; and

determining the centrality of the asset based on the
number of unique edges that are outgoing from the
node that corresponds to the asset.

6. The method of claim 2, wherein determining a central-
ity of the asset comprises:

providing a prompt for a user to indicate a type of asset;

and

determining the centrality of the asset based on the type

of asset indicated by the user through the prompt.

7. The method of claim 2, wherein determining a damage
of the asset comprises:

determining a load served by an intended substation;

determining a total load serving by an energy delivery

system; and

determining the damage based on the load served by an

intended substation and the total load serving by the
energy delivery system.

8. The method of claim 1, wherein determining a path
value representative of a criticality in preventing an attack
through the lateral movement path comprises:

determining the path value based on the criticality of each

of the assets represented by nodes along the lateral
movement path.

9. The method of claim 1, comprising:

remediating the attack through the lateral movement path.

10. The method of claim 1, comprising;

determining a total risk for the enterprise network based
on the graph; and

providing an indication of the total risk to a user.

11. A system comprising:

one or more computers and one or more storage devices
storing instructions that are operable, when executed by
the one or more computers, to cause the one or more
computers to perform operations comprising;

providing, by a security platform, graph data defining a
graph that 1s representative of an enterprise network,
the graph comprising nodes and edges between nodes,
a set of nodes representing respective assets within the
enterprise network, each edge representing at least a
portion of one or more lateral movement paths between
assets 1n the enterprise network;
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determining, for each asset, a criticality of the respective

asset to operation of a process;

determining a lateral movement path between a first node

represented by a first asset and a second node repre-
sented by second asset within the graph;

determining a path value representative of a criticality 1n

preventing an attack through the lateral movement
path; and

providing an indication of the path value representative of

the criticality in preventing an attack through the lateral
movement path.

12. The system of claim 11, wherein determining, for each
asset, a criticality of the respective asset to operation of the
Process comprises:

determining a locality of the asset;

determining a centrality of the asset;

determining a damage of the asset; and

determining the criticality based on the locality of the

asset, the centrality of the asset, and the damage of the
asset.

13. The system of claam 12, wherein determining a
locality of the asset comprises:

determining a position of the node that corresponds to the

asset 1n the enterprise network; and

determining the locality of the asset based on the position

of the node that corresponds to the asset 1n the enter-
prise network.

14. The system of claam 12, wherein determining a
centrality of the asset comprises:

determining a number of edges that are outgoing from the

node that corresponds to the asset; and

determining the centrality of the asset based on the

number of edges that are outgoing from the node that
corresponds to the asset.
15. The system of claam 12, wherein determining a
centrality of the asset comprises:
determining a number of unique edges that are outgoing
from the node that corresponds to the asset; and

determining the centrality of the asset based on the
number of unique edges that are outgoing from the
node that corresponds to the asset.

16. The system of claam 12, wherein determining a
centrality of the asset comprises:
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providing a prompt for a user to indicate a type of asset;

and

determining the centrality of the asset based on the type

of asset indicated by the user through the prompt.

17. The system of claim 12, wherein determining a
damage of the asset comprises:

determining a load served by an intended substation;

determining a total load serving by an energy delivery

system; and

determining the damage based on the load served by an

intended substation and the total load serving by the
energy delivery system.

18. The system of claim 11, wherein determining a path
value representative of a criticality in preventing an attack
through the lateral movement path comprises:

determining the path value based on the criticality of each

of the assets represented by nodes along the lateral
movement path.

19. The system of claim 11, the operations comprising:

remediating the attack through the lateral movement path.

20. A non-transitory computer-readable medium storing
soltware comprising instructions executable by one or more
computers which, upon such execution, cause the one or
more computers to perform operations comprising:

providing, by a security platform, graph data defining a

graph that 1s representative of an enterprise network,
the graph comprising nodes and edges between nodes,
a set of nodes representing respective assets within the
enterprise network, each edge representing at least a
portion of one or more lateral movement paths between
assets 1n the enterprise network;

determining, for each asset, a criticality of the respective

asset to operation of a process;

determining a lateral movement path between a first node

represented by a first asset and a second node repre-
sented by second asset within the graph;

determining a path value representative of a criticality in

preventing an attack through the lateral movement
path; and

providing an indication of the path value representative of

the criticality 1n preventing an attack through the lateral
movement path.
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