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(57) ABSTRACT

A Network Functions Virtualization (NFV) system reads,
from a data bus coupled to the NFV system, Virtual Network
Function (VNF) parameters published to the data bus by a
new VNF. The NFV system publishes, to the data bus based
on the VNF parameters, instructions to multiple components
of the NFV system defining which VNF capabilities of the

new VNF are to be managed, controlled, or monitored by
which of the multiple NFV system components. The mul-

tiple components of the NFV system control, manage, or
monitor the new VNF based on the published instructions.
The data bus can include a Data Movement as a Platform
(DMaaP) system that publishes and subscribes to streams of
records.

120

- VNF control parameters

Declare Topic

- VNF monitoring parameters
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800 VFNM STARTS NEW VNF

805 APP-C REGISTERS THE NEW VNF

810

APP-C CONFIGURES
CAPABILITIES AND PARAMETERS
OF THE NEW VNF

815

" VNF BEGINS OPERATION AND
CONTRIBUTES TO TOPICS PER
THE CONFIGURATION

820

APP-C CONFIGURES ONAP
CONTROL COMPONENTS TO
RECOGNIZE NEW VNF

825

ONAP CONTROL COMPONENTS
BEGIN MANAGING THE NEW VNF
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805

VNF DECLARES AND REGISTERS ITSELF BY CONTRIBUTING
ITS VNF ID AND VNF STATE=ACTIVE TO A RECORD. AT
900 RECORD OFFSET NUMBER x, OF THE VNF DECLARE TOPIC
(VDT)

APP-C PARSES THE VDT TO IDENTIFY RECORD(s) ADDRESSED
TO THE APP-C, AND LOCATES AND CONSUMES THE RECORD
AT RECORD OFFSET NUMBER x,

INCLUDING THE VNF ID AND VNF STATE

905
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810

eX

1100

1105

1110

1115

APP-C CONTRIBUTES, TO ARECORD AT RECORD OFFSET
NUMBER x OF THE VNF CONFIGURATION TOPIC (VCT), A
REQUEST FOR THE VNF's CAPABILITIES

VNF PARSES THE RECORDS OF THE VCT TO IDENTIFY A
RECORD(s) OF THE VDT ADDRESSED TO THE VNF, AND
CONSUMES THE RECORD, AT RECORD OFFSET NUMBER X,
CONTAINING THE VNF CAPABILITY REQUEST

VNF, IN RESPONSE TO THE VNF CAPABILITY REQUEST,
CONTRIBUTES THE REQUESTED CAPABILITIES AND
PARAMETERS TO ARECORD OF THE VDT AT RECORD OFFSET
NUMBER x

APP-C PARSES THE RECORDS OF THE VDT TO IDENTIFY A
RECORD(s) OF THE VDT ADDRESSED TO THE APP-C, AND
LOCATES AND CONSUMES THE RECORD AT RECORD OFFSET
NUMBER x CONTAINING THE VNF CAPABILITIES/PARAMETERS

TO
FIG. 11B

FIG. 11A
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810

FROM
FIG. 11A o

APP-C. BASED ON THE VNF CAPABILITIES AND PARAMETERS
OBTAINED FROM THE VNF, CONTRIBUTES, TO A RECORD AT
1120 RECORD OFFSET NUMBER x OF THE VNF CONFIGURATION
TOPIC (VCT), A SPECIFICATION OF WHICH CAPABILITY(IES)
AND PARAMETER(s) THAT THE VNF SHOULD CONTRIBUTE TO
WHICH SPECIFIC TOPIC

VNF PARSES THE RECORDS OF THE VCT TO IDENTIFY A
RECORD(s) OF THE VCT ADDRESSED TO THE VNF, AND
1125 CONSUMES THE RECORD, AT RECORD OFFSET NUMBER x,
CONTAINING THE CAPABILITY(IES)/PARAMETER(s)
SPECIFICATION

FIG. 11B
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820

2

APP-C, FOR EACH ONAP CONTROL COMPONENT,
CONTRIBUTES TO A RESPECTIVE RECORD, AT A RECORD
OFFSET NUMBER x, OF THE CONSUMER CONFIGURATION
1300~ TOPIC (CCT), INCLUDING THE CONTROL COMPONENT ID, THE
VNF ID, AND A MAPPING BETWEEN TOPICS AND VNF
CAPABILITIES AND PARAMETERS

EACH ONAP CONTROL COMPONENT PARSES THE CCT TO
IDENTIFY A RECORD(s) ADDRESSED TO IT, AND LOCATES AND
1305 CONSUMES THE RECORD AT RECORD OFFSET NUMBER x,
INCLUDING THE CONTROL COMPONENT ID, THE VNF ID, AND
THE MAPPING BETWEEN TOPICS AND VNF CAPABILITIES AND
PARAMETERS

A&AlI PARSES THE VDT TO IDENTIFY A RECORD(s)
ADDRESSED TO THE A&AI, AND LOCATES AND CONSUMES

1310 THE RECORD AT RECORD OFFSET NUMBER x TO OBTAIN THE

FULL CAPABILITIES AND PARAMETERS OF THE VNF
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1600 VENM NOTIFIES VNF THAT IT IS BEING DECOMMISSIONED

1610 VNF DE-REGISTERS

APP-C NOTIFIES ONAP CONTROL COMPONENTS TO
1620 DECOMMISSION VNF. AND OF POSSIBLE ALTERNATIVE

ONAP CONTROL COMPONENTS EACH NOTIFY APP-C OF

1630~ COMPLETION OF VNF DECOMMISSIONING/DE-REGISTRATION

APP-C, BASED ON THE VNF DECOMMISSIONING COMPLETION
1640 NOTIFICATIONS, NOTIFIES VNF THAT THE DE-REGISTRATION

PROCESS HAS COMPLETED

FIG. 16
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1610

VNF CONTRIBUTES, TO A RECORD AT A RECORD OFFSET
NUMBER x OF THE VNF DECLARE TOPIC (VDT), THE
1700 COMPONENT ID OF THE DESTINATION APP-C. THE VNF’s VNF
ID. AND THE VNF STATE=DECOMMISSION

APP-C PARSES THE RECORDS OF THE VDT TO IDENTIFY A
RECORD(s) OF THE VDT ADDRESSED TO THE APP-C, AND
CONSUMES THE RECORD, AT RECORD OFFSET NUMBER x,
INCLUDING THE VNF ID AND VNF STATE=DECOMMISSIONED

1710

FIG. 17
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1620

kN

APP-C CONTRIBUTES, TO A RECORD AT A RECORD OFFSET
NUMBER x OF THE CONSUMER CONFIGURATION TOPIC (CCT),

1899~ THE COMPONENT ID OF THE DESTINATION A&AI, AND THE VNF
D AND VNF STATE=DECOMMISSION
ASAI PARSES THE RECORDS OF THE CCT TO IDENTIFY A
810 RECORD(s) OF THE CCT ADDRESSED TO THE AAI, AND

CONSUMES THE RECORD, AT RECORD OFFSET NUMBER x,
INCLUDING THE VNF ID AND VNF STATE=DECOMMISSIONED

APP-C, FOR EACH ONAP CONTROL COMPONENT,
CONTRIBUTES TO A RESPECTIVE RECORD OF THE
1820 CONSUMER CONFIGURATION TOPIC (CCT), AT ARECORD
OFFSET NUMBER X, INCLUDING THE CONTROL COMPONENT
ID, THE VNF ID, AND THE VNF STATE=DECOMMISSION

ONAP CONTROL COMPONENT(s) PARSES THE CCT TO
IDENTIFY RECORD(s) ADDRESSED TO IT(THEM), AND LOCATES
1830 AND CONSUMES THE RECORD AT RECORD OFFSET NUMBER
X, INCLUDING THE CONTROL COMPONENT ID, THE VNF ID,
AND THE VNF STATE=DECOMMISSION

FIG. 18
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1630

EACH ONAP CONTROL COMPONENT CONTRIBUTES, TO A
RESPECTIVE RECORD AT ARECORD OFFSET NUMBER x OF
2100 THE CONTROL NOTIFICATION TOPIC (CNT),
THE COMPONENT ID OF THE APP-C, THE VNF ID, AND AN
INDICATION OF VNF DECOMMISSIONING COMPLETION

APP-C PARSES THE CNT TO IDENTIFY RECORD(s) ADDRESSED
TO THE APP-C, AND LOCATES AND CONSUMES THE
2110 RECORD(s) AT RECORD OFFSET NUMBER x, INCLUDING THE
VNF ID, AND THE INDICATION OF VNF DECOMMISSIONING
COMPLETION

FIG. 21



US 2020/0136929 Al

Apr. 30, 2020 Sheet 25 of 26

Patent Application Publication

¢¢ Ol

pala|dWwod BUIUOISSILIWO28P 4NA
dl ANA
(D-ddy) :q| wsuodwo) [04U0) uoleunlsa(g
(0S '3voa
'ONVIA ‘WANAD) Q| Juauodwo) |0JjuoD) 82JN0S

(€ uoniyed)
o1do |
UONEJIIJON [OJJUOD)

™ €£-009



¢ Ol

a)a|dwo)
uonesnsibey-eq— >

%

GCel

-

US 2020/0136929 Al

uons|dwon

o A —>
uluoIssiwwossq—__ >

S O —» ~~0ced
6 " ' ' ' “—Z> l" “
N " " " " P
o m m m m § -
= " " " " "
o Pl " " " "

-- “ ’ ’ ’ '
3 T D VE—— /| S p—

o " -

< GLEZT™ | " " . UoIssIwwooeq—
S P m m m m
3 L " " " "
ro - ¢ ' ' ' m
. "
<

]
=
>
c
O
)
2,
—
\f‘g
O
D
N

OLeC

«¢——Uuolel)sibey-sq—
¢ i€—UOISSIW W08 (]—

¢
G0EC 00&z

J-ddV ANA INANA
Gl

001 GOC

Patent Application Publication



US 2020/0136929 Al

VIRTUAL NETWORK FUNCTION
BUS-BASED AUTO-REGISTRATION

BACKGROUND

[0001] A virtual machine (VM) includes a software-based
emulation of a physical computer where the virtual machine
executes programs like a physical machine. A characteristic
of a virtual machine 1s that its software 1s limited to the
resources and abstractions provided by the virtual machine,
such that the virtual machine cannot escape the boundaries
of 1ts virtual environment. Virtual machines are classified
into two different classifications: 1) a system virtual
machine; or 2) a process virtual machine. A system virtual
machine provides a complete system platiform that supports
the execution of an entire operating system and emulates an
existing architecture. With a system virtual machine, mul-
tiple operating system environments can co-exist on a same
computer in 1solation from each other. A system virtual
machine can provide an instruction set architecture that 1s
different from that of the real machine. A process virtual
machine supports a single process and 1s typically portable
and flexible. A process virtual machine runs as a normal
application inside a host operating system and provides a
plattorm-independent programming environment that
allows a program to execute 1n a same manner on any
platform.

[0002] A VM includes an operating system (OS) or appli-
cation that 1s executed i1n the context of software called a
hypervisor. A hypervisor emulates, or virtualizes, dedicated
hardware. A hypervisor executes on a computer and receives
a request to launch a virtual machine. The request includes
a pointer (e.g., a path name) to an 1mage that 1s to be used.
The hypervisor retrieves the image, creates a volume from
the contents of the 1mage, and then launches a controlled
execution environment which executes a bootloader stored
on the volume created. The VM executes under the control
of the hypervisor, and many virtual machines can be
executed on a single physical machine. Each VM typically
has 1ts own copy of the operating system and all components
required to run the operating system and the applications
therein.

[0003] Virtual Network Functions (VNFs) include net-
work functions that have been moved out of dedicated
hardware devices into software that runs on commodity
hardware. VNFs may be executed as one or more VMs on
top of the hardware networking infrastructure. VNFs can be
considered to be building blocks and can be connected or
combined together to provide multiple capabilities required
to complete a networking communication service(s). For
example, VNFs can be linked together 1n a process known
as service chaining. Traditionally, new network services and
functions have been installed manually and configured
within dedicated hardware devices. VNFs, however, elimi-
nate the need for specific hardware since new functions can
be quickly deployed as one or more VMs. VNFs typically
increase network scalability and agility, while enabling
better use of network resources. VNFs additionally reduce
power consumption and reduce the use of available physical
space due to VNFs replacing physical hardware. VNF's, thus,
reduce operational and capital expenditures. Examples of
various virtual network functions include switches, routers,
servers, tunneling gateway elements, tratlic analysis func-
tions, mobile network nodes (e.g., Home Location Register

(HLR), Home Subscriber Server (HSS), Mobility Manage-

Apr. 30, 2020

ment Entity (IMME), Serving General Packet Radio Services
(GPRS) Support Node (SGSN), Gateway GPRS Support

Node (GGSN), Packet Data Network (PDN) gateway), and
security functions (e.g., firewalls, intrusion detection sys-
tems, virus scanners, spam protection).

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIGS. 1A-1D are diagrams that depict an overview
of an auto-registration process for declaring and registering
a new VNF with an Open Networks Automation Platform
using a bus-based system;

[0005] FIG. 2 1s a diagram that depicts an exemplary
network environment in which the auto-registration process
for declaring and registering a new VNF with the Open
Networks Automation Platform of FIGS. 1A-1D may be
implemented;

[0006] FIG. 3 1s a diagram that depicts components of the
Open Networks Automation Platiorm of FIG. 2 that may
execute 1n one or more server clusters;

[0007] FIG. 4 1s a diagram that depicts exemplary com-
ponents of a network device of a server cluster;

[0008] FIG. S depicts an exemplary format of a data unit
that may be used for publishing data to, or consuming data
from, the data bus of FIG. 3, regarding a particular VNF;
[0009] FIG. 6 depicts the publishing of data to the data bus
of FIG. 3, according to one exemplary implementation, via
one or more topics/categories for consumption by VNFs
and/or components of the Open Networks Automation Plat-
form;

[0010] FIG. 7 illustrates examples of records being pub-
lished to, and read and consumed from, a generic partition
x of data bus 110 that 1s associated with a generic topic z;
[0011] FIG. 8 1s a flow diagram that illustrates an exem-
plary process declaring and registering a new VNF with the
Open Networks Automation Platform;

[0012] FIG. 9 depicts one exemplary implementation of
the VNF registration of block 805 of FIG. 8 in which VNF
registration 1s performed via a data bus;

[0013] FIG. 10 depicts an example of a new VNF acting
as a contributor and publishing 1ts VNF registration infor-
mation to the VNF Declare Topic of the data bus;

[0014] FIGS. 11A and 11B depict one exemplary imple-
mentation of the VNF capabilities and parameters configu-
ration of block 810 of FIG. 8;

[0015] FIG. 12A depicts an example of the application
controller of the Open Networks Automation Platform pub-
lishing a VNF capabilities request to a record of the parti-
tioned log of the VNF Configuration Topic of the data bus;
[0016] FIG. 12B depicts an example of a VNF publishing
its requested capabilities and parameters to a record of the
partitioned log of the VNF Configuration Topic of the data
bus;

[0017] FIG. 13 depicts one exemplary implementation of
the configuration of VNF capabilities and parameters of
block 820 of FIG. 8;

[0018] FIG. 14 depicts an example of Open Networks
Automation Platform configuration data being contributed
to a record of the partitioned log of the Consumer Configu-
ration Topic of the data bus;

[0019] FIG. 15 depicts an exemplary messaging and
operations diagram associated with the process of FIG. 8;
[0020] FIG. 16 1s a flow diagram that illustrates an exem-
plary process for de-registering and decommissioning a
VNF at the Open Networks Automation Platiorm;
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[0021] FIG. 17 depicts one exemplary implementation of
the VNF de-registration of block 1610 of FIG. 16;

[0022] FIG. 18 depicts one exemplary implementation of
the VNF decommissioning notification of block 1620 of
FIG. 16;

[0023] FIG. 19 depicts an example of a decommissioning
notification being published by a VNF to a record of the
partitioned log of the VNF Declare Topic of the data bus;

[0024] FIG. 20 depicts an example of a decommissioning
notification being published by a controller function of the
Open Network Automation Platform to a record of the
partitioned log of the Consumer Configuration Topic of the
data bus;

[0025] FIG. 21 depicts one exemplary implementation of
the VNF decommissioning completion notification of block
1630 of FIG. 16;

[0026] FIG. 22 depicts an example of a decommissioning
completion notification published by an Open Network
Automation Platform component to a record of the parti-
tioned log of the Control Notification Topic of the data bus;
and

[0027] FIG. 23 depicts an exemplary messaging and
operations diagram associated with the process of FIG. 16.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0028] The following detailed description refers to the
accompanying drawings. The same reference numbers in
different drawings may identily the same or similar ele-
ments. The following detailed description does not limit the
invention.

[0029] Virtual Network Functions (VNFs) are components
of an overall network functions virtualization (NFV) archi-
tecture. NFV 1s an mitiative to virtualize network services
traditionally run on proprietary, dedicated hardware. With
NFV, network service functions are packaged as VMs on
commodity hardware. One example of an NFV architecture
includes the Open Networks Automation Platform (ONAP)
architecture. The ONAP provides a common platform for
real-time, policy-driven orchestration and automation of
physical network and virtual network functions that enables
the rapid deployment, automation, and lifecycle manage-
ment of new services using VNFs. The ONAP enables
VNFs, and other network functions and services, to be
interoperable 1n an automated, real-time environment.
Therefore, with ONAP, network operators can synchro-
nously orchestrate physical and virtual network functions.
The ONAP’s run-time environment executes the rules and
policies distributed by a design and creation environment,
and executes controllers that orchestrate, monitor, and man-
age the physical and virtual network functions and services.
[0030] As networks move to a Software Defined Network
(SDN) model, and dedicated hardware components are
replaced by VNFs, new methods are needed to allow VNFs
to register themselves, and their capabilities, so that other
components can utilize, manage, and monitor the VNFs.
Resources 1n a network are dynamic and new VNFs need to
be added, and old VNFs need to be removed, often depend-
ing on the needs of the network and the network’s evolution.
For example, a new version of a VNF, having new features
and/or capabilities relative to an existing version of the VNE,
may need to be added via the ONAP. As another example,
a new functionality may need to be added by combining two
previous VNFs, or splitting an existing VNF into multiple
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smaller components. When such new VNFs are added into
the system, the ONAP control components need to know
how to manage and monitor the new VNFs. Exemplary
embodiments described herein enable new VNFEs to declare
themselves, and ONAP controlling components to discover
how to manage, control, and/or monitor the new VNFs.

[0031] FIGS. 1A-1D are diagrams that depict an overview
ol an auto-registration process for declaring and registering
a new VNF with an ONAP using a bus-based system such
as, for example, a Data Movement as a Platform (DMaaP)
system. FIG. 1A depicts a new VNF 100 beginning the
auto-registration process by publishing VNF registration
data to a Declare Topic 105 of a data bus 110. Though
described herein 1n the context of an ONAP architecture/
system, the exemplary embodiments may be applied to any
type of network functions virtualization (NFV') architecture/
system that orchestrates, automates, and manages services
using VNFs. In one implementation, data bus 110 includes
a Data Movement as a Platform (DMaaP) system that
provides a data movement service that transports and pro-
cesses data from any source to any target. One example of
a DMaaP system includes a Katka Bus that further includes
a distributed streaming platform that publishes streams of
records from contributors to consumers, stores the streams
of records 1n a fault-tolerant durable manner, and processes
the streams of records as they occur. A Kafka bus runs as a
cluster of one or more servers that stores streams of records
in categories called topics. Each record may include a key,
a value, and a timestamp. In a data bus, such as a Katka bus,
a contributor publishes a stream of records to one or more
topics. A consumer subscribes to the one or more topics, and
selectively retrieves records of subscribed topics for con-
sumption.

[0032] As shownin FIG. 1A, to begin the auto-registration
process, a new VNF 100 publishes registration data to the
Declare Topic 105 of data bus 110, where the registration
data informs the ONAP 120 of multiple aspects of the VNF
100 that the ONAP 120 needs to know to manage, control,
and/or monitor the new VNF 100. In one implementation,
the registration data includes VNF configuration parameters,
VNF control parameters, and/or VNF monitoring param-
eters. The VNF configuration parameters indicate specific
parameters or properties required by a VNF to operate 1n a
current environment. The VNF configuration parameters
may include, for example, the types of inputs, outputs, CPU,
memory, and other parameters, and an indication of how
these parameters would be used. In the case of mputs and
outputs, the VNF configuration parameters may include a
type of inputs and outputs of the new VNF and how those
inputs and outputs would be used and from where they
would be sourced.

[0033] The VNF control parameters or properties include
parameters required to change the operation of the VNF to
deal with different situations. For example, the VNF control
parameters may include control ports, control parameters,
bufler sizes, routing regions, antenna angles, types of sever-
ity errors, how the severity errors are to be managed, and
other parameters.

[0034] The VNF monitoring parameters include status
information generated by the VNF that helps the ONAP 120
monitor the performance of the VNF. The VNF monitoring
parameters may include, for example, types of errors flags,
VNF status information, and other types of parameters.
Subsequent to publication of the registration data to the
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Declare Topic 105 of data bus 110, app-C 115 (or an
equivalent function) of the ONAP 120 reads and consumes
the registration data from the data bus 110 such that the
app-C 1135 becomes informed about the VNF configuration
parameters, the VNF control parameters, and/or the VNF
monitoring parameters of the new VNF 100.

[0035] Based on consumption of the published registration
data from the new VNF 100, app-C 115 of the ONAP 120
publishes, as shown 1n FIG. 1B, VNF configuration instruc-
tions to a VNF Configuration Topic 125 of data bus 110. The
VNF configuration instructions include data specifying
which topics the new VNF 100 should contribute to, and
what information that the new VNF 100 should publish to
which of the topics of the data bus 110. Subsequent to
publication of the VNF configuration instructions to VNF
Configuration Topic 125 of data bus 110, the new VNF 100
reads and consumes the VNF configuration instructions
from the data bus 110 such that the VNF 100 becomes aware
of the app-C 115’s instructions.

[0036] App-C 115 of the ONAP 120 additionally, based on
consumption of the registration data from the new VNF 100,
publishes, as shown 1 FIG. 1C, ONAP component configu-
ration data to the Consumer Configuration topic 130 of data
bus 110. The ONAP component configuration data includes
instructions that define which part(s) of the new VNF 100 1s
to be managed, controlled, and/or monitored by which
assigned ONAP component. ONAP components 135, such
as a generic Virtual Network Function Manager (gVNFM),
a Management and Orchestration (MANQO) component, and
a Data Collection, Analytics, and Events (DCAE) compo-
nent, read and consume the ONAP component configuration
data published for each component such that each ONAP
component learns which part or parts of the new VNF 100
that the particular ONAP component 1s assigned to manage,
control, and/or monitor. The gVNFM, the MANO compo-
nent, and the DCAE component are described in further
detail below.

[0037] Based on consumption of the published ONAP
component configuration data, each of the ONAP compo-
nents, as depicted 1n FIG. 1D, begins managing, controlling,
and/or monitoring 140 the new VNF 100. For example, each
of the ONAP components 135 including the gVNFM, the
MANO component, and the DCAE component, control,
manage, and/or monitor particular parts of the VNF 100
specified by the ONAP component configuration data. Man-
agement, monitoring, and control functions may be per-
formed by the ONAP components through usage of data bus
110, and not through a direct interface.

[0038] FIG. 2 1s a diagram that depicts an exemplary
network environment 200 1n which the process for declaring
and registering a new VNF with the ONAP 120 of FIGS.
1A-1D may be implemented. As shown, network environ-
ment 200 includes server clusters 205-1 through 205-p
(where p 1s greater than or equal to one), server clusters
210-1 through 210-g (where q 1s greater than or equal to
one), and a network(s) 220.

[0039] Server clusters 205-1 through 205-p (individually
and generically referred to herein as “server clusters 205” or
“server cluster 205””) may each include a cluster of multiple
servers, such as, for example, multiple interconnected net-
work devices. Each one of the servers of a server cluster 205
may include a network device, such as a network connected
computer, mnto which components of ONAP 120 may be
deployed. Theretore, the various components of ONAP 120
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may run in multiple different servers of one or more server
clusters 205. Each of server clusters 205 may, for example,
include a data center. Server clusters 205 may each connect,
either directly or indirectly, to network(s) 220. In some
embodiments, each server of server clusters 205 may con-
nect directly to network 220, or may connect indirectly to

network 220 via another network (e.g., via a local area
network (LAN)(not shown)).

[0040] Server clusters 210-1 through 210-g (individually
and generically referred to herein as “server clusters 210” or
“server cluster 210””) may each include a cluster of multiple
servers, such as, for example, multiple interconnected net-
work devices. Each one of the servers of a server cluster 210
may include a network device, such as a network connected
computer, into which one or more VNFs 100 may be
installed and executed. Theretfore, each server cluster 210
may run at least one VNF 100, and ONAP 120 may monitor,
manage, and/or control the VNFs 100 running at each server
cluster 210 via network(s) 220. Each of server clusters 210
may, for example, include a data center. Server clusters 210
may each connect, either directly or indirectly, to network(s)
220. In some embodiments, each server of server clusters
210 may connect directly to network 220, or may connect
indirectly to network 220 via another network (e.g., via a
local area network (LAN)(not shown)).

[0041] Network(s) 220 may include one or more networks
of various types including, for example, a Public Switched
Telephone Network (PSTN), a wireless network, a LAN, a
wide area network (WAN), a metropolitan area network
(MAN), an intranet, or the Internet. The wireless network

may 1include a satellite network, a Public Land Mobile
Network (PLMN), or a wireless LAN or WAN (e.g., Wi1-Fi).

[0042] The configuration of components of network envi-
ronment 200 1llustrated 1n FIG. 2 1s for illustrative purposes.
Other configurations may be implemented. Therefore, net-
work environment 200 may include additional, fewer and/or
different components that may be configured 1n a different
arrangement from that depicted in FIG. 2.

[0043] FIG. 3 1s a diagram that depicts components of
ONAP 120 that may execute in server clusters 205-1 through
205-p. As shown, each of the server clusters 205 1ncludes
one or more servers 300 (four shown 1n each server cluster
205 by way of example) that include network connected
computer devices. Each of servers 300 may also be referred
to herein as a “network device 300.” ONAP 120 may, as
shown, include a Virtual Network Function Manager
(VNEFM) 305, an Application Controller (app-C) 115, a
Management and Orchestration (MANQO) component 315, a
generic Virtual Network Function Manager (gVNFM) 320,
a Service Orchestrator (SO) 325, a Data Collection, Ana-
lytics, and Events (DCAE) component 330, and an Active
and Available Inventory (A&AI) component 335.

[0044] VNFM 305 may be dedicated to managing the
lifecycle of a particular VNF(s) 100. VNFM 305 may, for
example, activate, or decommission, VNFs 100, such as the
VNF 100 shown 1n FIG. 3. App-C 115 executes processes
that control the configuration of, apply real-time policies to,
and control the state of distributed network components and
services, including multiple different VNFs, such as VNF
100. MANO component 315 automates the operation of the
components of ONAP 120. gVNFM 320 acts as a generic
VNFM that manages the lifecycles of multiple designated

VNFs 100.
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[0045] SO 325 may automate sequences of activities,
tasks, rules, and policies needed for on-demand creation,
modification, or removal of network, application, or infra-
structure services and resources. SO 325 provides orches-
tration at a high level, with an end-to-end view of the
infrastructure, network, and applications.

[0046] DCAE component 330 collects performance,
usage, and configuration data; provides computation of
analytics; aids in troubleshooting; and publishes events,
data, and analytics. A&AI component 335 provides real-
time views ol a system’s resources, services, products, and
their relationships with each other. A&AI component 335
may be updated 1n real-time by app-C 115 as app-C 115
makes changes 1n the network environment (e.g., changes to

VNFs 100).

[0047] The components of ONAP 120 publish data to, and
consume data from, data bus 110 to perform various opera-
tions, as described further herein. VNF 100, shown 1n FIG.
3, represents a single VNF 100 that declares itself by

registering with ONAP 120 via data bus 110.

[0048] The configuration of the components of ONAP 120
of FIG. 3 1s for 1llustrative purposes only. Other configura-
tions of ONAP 120 may be implemented. Therefore, ONAP
120 may include additional, fewer and/or different compo-
nents, or differently arranged components, from those
depicted 1n FIG. 3. Furthermore, the components of ONAP
120 depicted 1n FIG. 3 may perform additional, or different,
operations or functions than those described above.

[0049] FIG. 4 1s a diagram that depicts exemplary com-
ponents of a network device 300 of a server cluster 205 or
210. Network device 300 may include a bus 410, a process-
ing unit 420, a main memory 430, a read only memory
(ROM) 440, a storage device 450, an input device 460, an
output device 470, and a communication interface 480. Bus
410 may include a path that permits communication among
the elements of server 300.

[0050] Processing unit 420 may include one or more
Processors or microprocessors, or processing logic, which
may interpret and execute instructions. Memory 430 may
include a random access memory (RAM) or another type of
dynamic storage device that may store information and
instructions for execution by processing unit 420. Read Only
Memory (ROM) 440 may include a ROM device or another
type of static storage device that may store static information
and 1nstructions for use by processing unit 420. Storage
device 450 may include a magnetic and/or optical recording
medium. Main memory 430, ROM 440 and storage device
450 may each be referred to herein as a “non-transitory
computer-readable medium” or a “non-transitory storage
medium.”

[0051] Input device 460 may include one or more mecha-
nisms that permit an operator (or user) to input information
to network device 300, such as, for example, a keypad or a
keyboard, a display with a touch sensitive panel, voice
recognition and/or biometric mechamsms, etc. Output
device 470 may include one or more mechanisms that output
information to the operator, including a display, a speaker,
etc. Communication interface 480 may include one or more
transceivers that enable network device 300 to communicate
with other devices and/or systems. For example, communi-
cation interface 480 may include a wired or wireless trans-
cerver for communicating with other network devices 300 of
a same server cluster 205 or 210, a diflerent server cluster

205 or 210, or ONAP 120, via network(s) 220.
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[0052] The configuration of components of network
device 300 illustrated in FIG. 4 1s for illustrative purposes
only. Other configurations may be implemented. Therefore,
network device 300 may include additional, fewer and/or
different components, or differently arranged components,
from those depicted 1n FIG. 4.

[0053] FIG. 5 depicts an exemplary format of a data unit
500 that may be used for publishing data to data bus 110, or
for consuming data from data bus 110, regarding a particular
VNF 100. Data unit 500 may include, for example, a packet,
a datagram, a cells, a fragment or a combinations of packets,
datagrams or cells, or another type of data. As shown, data
unit 500 may include a destination field 505, a source field
510, a time stamp field 515, a version number field 520, a

time to live field 525, a message type field 530, a severity
field 335, and one or more capability fields 540-1 through

340-7.

[0054] Destination field 505 stores an address (e.g., Inter-
net Protocol (IP) address, Medium Access Control address,
ONAP component ID) or a label of the destination to which
the data unit 500 1s being sent. In some circumstances, the
destination of the data unit 500 may be a particular topic of
data bus 110. In other circumstances, the destination of the
data unit 500 may be a VNF 100 (e.g., a message from app-C
115 to the VNF 100), or may be a component(s) of ONAP
120 (e.g., app-C 115, MANO 315, A&AI 335, gVNFM 320,
VNFEFM 305, and/or DCAE 330).

[0055] Source field 510 stores a unique identifier (ID),
label or name, ONAP component ID, or address of a node
(e.g., VNF 100, app-C 115) that generated the data unit 500.
Time stamp field 515 stores data that indicates a time, such
as a date and time in hours:minutes:seconds format, when
the data unit 500 was created. Version number field 520
stores data indicating a version number of, for example, the
VNF 100 with which the data unit 500 1s concerned. The
version number field 520 may be set to a null value 1n a
circumstance where the version number may be 1rrelevant.

[0056] Time to live field 525 stores data that indicates a
length of time during which the data umit 500, and 1ts
contents, will be valid. For example, the data stored in field
5235 may indicate a time 1n seconds, minutes, hours, or days.

[0057] Message type field 530 stores data indicating a type
of message included in the data unit 500. The various types
of messages may include configuration, error, status, or log

messages. Other types of messages may, however, be stored
in field 530.

[0058] Severity field 535 stores data that indicates a sever-
ity level associated with control or error conditions. The
severity level may, for example, range from O to 3 (1.e., O, 1,
2, 3), with 0 being the most severe and 3 being the least
severe. For error conditions, a severity level of 0 may
indicate a server error and cause operations to halt, while a
severity level of 3 may be a warning and may impact
performance but not functionality.

[0059] Capability fields 540-1 through 540-2 (where n
may be greater than or equal to one) each store a group of
data that specifies information about a particular capability
of a VNF 100. The number of n capability fields 540
contained 1n a given data unit 500 may be equal to the
number of capabilities that the VNF 100 has. Each capability
field 540 may include a capability name subfield 545, a
capability value(s) subfield 550, and a VNF operation/
remedy subfield 555 for a given VNF 100. When data unit

500 1s being sent from a source to a destination with a record
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oflset number 1nto a particular topic of data bus 110, then
capability name subfield 545 stores the name of the particu-
lar topic of data bus 110, and capability value subfield 550
stores the record oflset number into the particular topic.

[0060] Capability name subfield 545 stores data 1dentify-

ing a name of a particular capability of a VNF 100. Capa-
bility value(s) subfield 550 stores data i1dentifying values
associated with the particular capability named in subfield
545. The values may, for example, 1dentily a normal value,
a maximum value, and a mimmmum value of the particular
capability. VNF operation/remedy subfield 555 stores data
that identifies an action to be taken by an ONAP component
in case of an error or warning associated with the operation
of a VNF 100. The data identifying the action to be taken 1n
case of an error or warning enables the ONAP component(s)
to automate the handling of a given error or warning.

[0061] FIG. 6 depicts the publishing of data to data bus
110, according to one exemplary implementation, via one or
more topics/categories for consumption by VNFEs 100 and/or
components of ONAP 120. In the implementation shown,
data bus 110 may include multiple partitioned logs, with
each partition of the partitioned log being associated with a
different topic/category. In the implementation shown, data
bus 110 1ncludes four partitioned logs, including a partition
0 600-0, a partition 1 600-1, a partition 2 600-2, and a
partition 3 600-3. Data bus 110, however, may include a
partitioned log having any number of partitions. Each par-
tition of the partitioned log includes an ordered sequence of
records to which each new record 1s appended as data 1s
published to the partition (shown as a “write” operation at
the right side of each partition 600 1n FIG. 6). Each record
in the partition may be assigned a sequential 1dentification
number, called an offset, that uniquely 1dentifies each record
within the partition. For example, in FIG. 6, offset 0 in
partition 600-0 1s indicated at 605, oflset 2 1nto partition
600-1 1s indicated at 610, offset 6 into partition 600-2 1s
indicated at 615, and ofiset 4 into partition 600-3 1s indicated
at 620. Each record in each partition 600 of data bus 110 may
store a block of data that 1s specific to the topic, or category,
associated with that partition 600. Data bus 110 durably
persists records published to a partition of the partitioned
log, whether or not the records have been consumed by the
approprate clients (1.e., a single record may be consumed by
more than one client), using a configurable retention period.
Each record of a partition 1s available for consumption
during the duration of the configurable retention period for
that record.

[0062] In the implementation depicted 1in FIG. 6, partition
0 600-0 of the partitioned log 1s associated with a “VNF
Declare Topic.” The “VNF Declare Topic” enables a VNF
100 to declare itself as being active, and to publish the
capabilities of VNF 100 to components of ONAP 120.
Therefore, a new VNF 100 publishes its capabilities to a
record of the “VNF Declare Topic” of partition O for
consumption by ONAP 120 (e.g., by app-C 115).

[0063] Partition 1 600-1 of the partitioned log 1s associated
with a “VNF Configuration Topic.” The “VNF Configura-
tion Topic” enables components of ONAP 120 (e.g., app-C
115) to publish data that indicates which topics a new VNF
100 should contribute to, and which VNF information of
VNF 100 should be contributed to which topic. After ONAP
120 publishes data to a record of the “VNF Configuration
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Topic” for a particular new VNF 100, the VNF 100 may
consume (e.g., retrieve and read) the record from the parti-
tion 600-1 of data bus 110.

[0064] Partition 2 600-2 of the partitioned log 1s associated
with a “Consumer Configuration Topic.” The “Consumer
Configuration Topic” enables the app-C 115 of ONAP 120
to inform other components of ONAP 120 (e.g., gVNFM
320, MANO 315, or SO 325) about which aspect or aspects
of a VNF 100 that 1s/are to be managed, monitored, and/or
controlled by that particular ONAP component. After app-C
115 publishes data to a particular record of the “Consumer
Configuration Topic,” the target ONAP component retrieves
and consumes the data from the record to determine what
aspect(s) of the VNF 100 that the ONAP component 1s to

manage, monitor, and/or control.

[0065] Partition 3 600-3 of the partitioned log 1s associated
with a “Control Notification Topic.” The “Control Notifica-
tion Topic” enables the components of ONAP 120 (e.g.,
gVNEFM 320, MANO 315, or SO 325) to notity the app-C
115 that a particular VNF has been decommissioned/de-
registered by that ONAP component. After a particular
ONAP control component publishes a decommaissioned/de-
registration completion notification to a particular record of
the “Control Notification Topic,” the destination app-C 115
retrieves and consumes the notification data from the record.
Each ONAP control component, upon completion of decom-
missioming/de-registration of a VNF 100, publishes its own
completion notification to the Control Notification Topic of
the partitioned log 600-3.

[0066] FIG. 7 illustrates examples of records being pub-
lished to, and read and consumed from, a generic partition
x of data bus 110 that 1s associated with a generic topic z. As
shown, a producer or contributor (not shown) sends data to
data bus 110 for publishing and, upon receipt, data bus 110
appends a new record 700, containing the published data, to
the sequence of existing records of partition 600 of the
partitioned log of data bus 110. Consumer A may then
retrieve and consume a record from data bus 110 by, as
depicted 1n FIG. 7, reading record “3” 710 from partition
600. Additionally, as shown, Consumer B may also retrieve
and consume a record from data bus 110 by reading record
“7” 720 from partition 600. In some circumstances, Con-
sumer A and Consumer B may be different entities (e.g.,
app-C 115 and MANO 315), but 1n other circumstances
Consumer A and Consumer B may be the same entity (e.g.,
a same VNF 100).

[0067] FIG. 8 1s a flow diagram that illustrates an exem-
plary process declaring and registering a new VNF 100 with
ONAP 120. The exemplary process of FIG. 8 may be
implemented by components of ONAP 120, in conjunction
with a new VNF 100, when the new VNF 100 1s to be
registered and activated for service use. The exemplary
process of FIG. 8 1s described with reference to the example

data bus diagrams of FIGS. 10, 12A, 12B, and 14, and the
messaging/operations diagram of FIG. 15.

[0068] The exemplary process includes VENM 305 start-
ing a new VNF 100 (block 800). VNFM 305 may be
informed when a new VNF 100 has been installed within a

server cluster 210. Referring to FIG. 15, VFNM 305 may
initiate the VNF registration process by sending a message
1500 to VNF 100 that causes VNF 100 to start the VNF
registration and configuration process with ONAP 120.

[0069] App-C 115 of ONAP 120 registers the new VNF
100 (block 805). Registration of the new VNF 100 with
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ONAP 120 enables components of ONAP 120 to manage,
monitor, and/or control the VNF 100. One exemplary imple-
mentation of the VNF registration of block 805, in which
VNF registration 1s performed via data bus 110, 1s described
with respect to FIG. 9. Referring to the exemplary imple-
mentation of FIG. 9, new VNF 100 declares and registers
itself by contributing 1ts VNF ID and VNF state (VNF
state=active) to a record, at record oflset number x of the
VNF Declare Topic (VDT) 600-0 (where “x,” 1n the context
of block 900, refers to a next sequential record in the
sequence of records of the partitioned log of VDT 600-0)
(block 900). Referring to FIG. 6, 1f record offset number 2
was the last sequential record to which data was contributed,
then record offset number x of the VDT 600-0, in block 900,
would be the next sequential record 3 1n which the new VNF
100 would contribute 1ts VNF ID and VNF state. The VNF’s
VNF ID may umquely identify the new VNF among other
VNFs. The VNF state may 1dentity one of multiple different
states that the new VNF 100 1s currently 1n (e.g., active,
ready, decommissioned). In this circumstance, where the
new VNF 100 1s mitially registering itself, the VNF state
would equal “active.” FIG. 10 depicts an example of a new
VNF 100 (not shown) acting as a contributor and publishing
its VNF registration information 1000 to the VNF Declare
Topic (Partition 0) 600-0 of data bus 110. As shown 1n FIG.
10, the new VNF 100’s VNF registration information 1000
1s appended to the next record 1010 (record ofiset 5) 1n the
sequence of records 1n the partitioned log. For example, the
VNF ID and VNF state 1015 1s written, by VNF 100, into
the record 1010 of the partitioned log. The registration
information 1000 may additionally include (but not shown
in FI1G. 10) a component ID of app-C 115 that enables app-C
115, when parsing the record containing the information
1000, to identify that the mnformation 1000 1s addressed to
app-C 115.

[0070] App-C 115 parses the VDT 600-0 to identify a
record(s) addressed to the app-C 115, and locates and
consumes the record at record ofiset number x from VDT
600-0 (at the record offset number to which data was
contributed by VNF 100 1n block 900), including reading the
VNF ID and the VNF state contributed to the record by the
new VNF (block 905). App-C 115 locates a record(s)
addressed to the app-C 115 within VDT 600-0, and, referring
to the example of FIG. 10, reads the VNF ID and VNF state
information from the record 1010. The VDT 600-0, there-
fore, enables to the VNF to pass registration information to
app-C 115. Referring to FIG. 15, the new VNF 100 passes
registration information 1505 to app-C 115 via VDT 600-0
(not shown 1n FIG. 15).

[0071] Returning to FIG. 8, app-C 115 of ONAP 120
configures the capabilities and parameters of the new VNF
100 (block 810). One exemplary implementation of the VNF
capabilities and parameters configuration of block 810 1is
described with respect to FIGS. 11A and 11B. Referring to
FIG. 11A, app-C 115 contributes, to a record of the VNF
configuration Topic (VCT) 600-1 at a record offset number

X (where “x,” 1n the context of block 1100, refers to a next
sequential record 1n the sequence of records of the parti-
tioned log of VCT 600-1) a request for the new VNF 100’°s
capabilities (block 1100) (FIG. 11A). Referring to FIG. 6, 1f
record oflset number 6 was the last sequential record to

which data was contributed, then record offset number x of
the VCT 600-1, in block 1100, would be the next sequential

record 7 1in which app-C 115 contributes its request for the
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new VNF 100’s capabilities. FIG. 12A depicts an example
of app-C 115 publishing a VNF capabilities request 1200 to
the VCT (Partition 1) 600-1 of data bus 110. As shown 1n
FIG. 12A, the VNF capabilities request 1200 1s written to the
next record 1210 (e.g., record offset 7 in the example shown)
in the sequence of records in the partitioned log. The VNF
capabilities request 1200 includes a VNF 1D of the VNF 100
to which the request 1s directed, and a code that indicates that
the new VNF 100 should inform the ONAP 120 of its
capabilities and parameters. Referring to FIG. 15, the app-C
115 requests 1510 the VNF 100°s capabilities and param-
eters via VCT 600-1 (not shown 1n FIG. 15).

[0072] Returning to FIG. 11 A, VNF 100 parses the records
of the VCT 600-1 to identify a record(s) of the VCT 600-1
addressed to the VNF, and consumes the record, at record
oflset number x (where record oflset number x 1s the record
to which app-C 115 contributed in block 1100) containing
the VNF capability request (block 1105). Referring to the
example of FIG. 12A, VNF 100 parses the records of VCT
600-1 to locate the record 1210 at record offset number 7
that stores the request for capabilities 1200 addressed to the

VNF.

[0073] In response to the request, VNF 100 contributes 1ts
VNF capabilities and parameters to the VNF Declare Topic
600-0 (partition 0) at a record oflset number x (where “x,”
in the context of block 1110, refers to a next sequential
record 1n the sequence of records of the partitioned log of
VDT 600-0) (block 1110). Reterring to FIG. 6, if record
oflset number 8 was the last sequential record to which data
was contributed, then record offset number x of the VDT
600-0, 1n block 1110, would be the next sequential record 9
in which VNF 100 contributes 1ts VNF capabilities and
parameters. As shown 1n the example of FIG. 10, the VNF
capabilities and parameters 1020, including VNF configu-
ration parameters, VINF control parameters, and VNF moni-
toring parameters, are written to a record 1010 having a
record oflset number (e.g., 5) within the partitioned log of
the VDT 600-0. The unique component ID of app-C 115
may additionally be written into the record 1010 to identify
the record’s destination.

[0074] App-C 115 parses the records of the VDT 600-0
(partition 0) to 1dentity a record(s) addressed to the App-C
115, and locates and consumes the record at record offset
number x (where record offset number x 1s the record to
which the VNF contributed its capabilities and parameters in
block 1110) containing the VNF capabilities and parameters
(block 1115) (FIG. 11A). Referring to the example of FIG.
10, app-C 115 locates the record 1010, at record oflset
number 5 of VDT 600-0, addressed to the app-C 115, and
reads the VNF capabilities and parameters 1020 from the
record 1010. Referring to FIG. 15, the VNF 100 1s shown

publishing 1515 1ts capabilities and parameters to app-C 115
via VDT 600-0 (not shown in FIG. 15).

[0075] App-C 115, based on the VNF capabilities and

parameters obtained from the new VNF 100, contributes, to
a record of the VCT 600-1 at a record offset number x
(where “x,” 1n the context of block 1120, refers to a next
sequential record 1n the sequence of records of the parti-
tioned log of VCT 600-1), a specification of which capa-
bility(ies) and parameter(s) that the VNF 100 should con-

tribute to which specific topic (block 1120) (FIG. 11B).

Referring to FIG. 6, 1f record offset number 1 was the last
sequential record to which data was contributed, then record

offset number x of the VCT 600-1, in block 1120, would be
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the next sequential record 2 1n which app-C 115 contributes
its request for the new VNF 100’s capabilities. The capa-
bility(ies)/parameter(s) specification contributed to the
record of VCT 600-1 includes a list that maps each capa-
bility and parameter of the VINF 100 to a topic to which that
capability and parameter should be contributed to (i.e.,
written to) by the VNF 100. Referring to the example of FIG.
12B, a VNF capabilities/parameters specification 1220 1s
written to a record 1230 of the partitioned log of VCT 600-1
at record oflset number 8. The example capabilities/param-
eters specification 1220 of FIG. 12B includes a VNF ID
1240 that 1dentifies to which VNF the record 1s addressed,
and 1ncludes a mapping list 1250 that maps each capability
and parameter of the VNF 100 to a topic to which that
capability and parameter should be contributed. The map-
ping list 1250 example of FIG. 12B depicts topic_y as being
mapped to VNF capability 1, and parameter_1; topic_y+1 to
VNF capability_2 and parameter_2; topic_y+2 to VNF
capability_3 and parameter_3, etc. Referring to FIG. 15,
app-C 115 1s shown providing a list 1520, of which capa-
bilities and parameters the VNF 100 should contribute to
which specific topic(s), to VNF 100 via VCT 600-1 (not
shown 1n FIG. 15).

[0076] VNF 100 parses the records of the VCT 600-1 to
identify a record(s) of the VCT 600-1 addressed to the VNE,
and consumes the record, at record offset number x (where
record offset number X 1s the record to which the app-C 115
contributed its specification in block 1120), containing the
capability(ies)/parameter(s) specification (block 1125) (FIG.
11B). Referring to the example of 12B, VNF 100 reads the
mapping list 1250 from record offset number 8 of VCT

600-1.

[0077] Returning to FIG. 8, VNF 100 begins operation,
and contributes to topics of data bus 110 per the configu-
ration (block 815). Referring to the example of FIG. 12B,
during operation, VNF 100 contributes information to topics

of data bus 110 per the previously consumed mapping list
1250 retrieved from VCT 600-1 that was addressed to the

VNF 100. In the particular example of FIG. 12B, the VNF

100, during operation, would contribute data associated with
VNF capability_1, and parameter_1 to topic_y; data asso-
ciated with VNF capability_2, and parameter_2 to topic_y+
1, data associated with VNF capability 3, and parameter_3
to topic_y+2, etc. Referring to FIG. 15, VNF 100 1s shown

beginning 1540 operation and contributing to the topics per
the VCT 600-1 (not shown 1n FIG. 15).

[0078] App-C 115 of ONAP 120 configures ONAP control

components to recognize the new VNF (block 820). One
exemplary implementation of the ONAP configuration of
block 820 1s described with respect to FIG. 13. As shown 1n
FIG. 13, app-C 115, for each ONAP control component,

contributes to a respective record of the Consumer Configu-
ration Topic (CCT) 600-2, at a record offset number x
(where “x,” 1n the context of block 1300, refers to a next
sequential record 1n the sequence of records of the parti-
tioned log of CCT 600-2), including the control component
ID, the VNF ID, and a mapping between topics and capa-
bilities and parameters for that particular ONAP control
component (block 1300). Referring to FIG. 6, 1f record offset
number 4 was the last sequential record to which data was
contributed, then record offset number x of the CCT 600-2,
in block 1300, would be the next sequential record 5 1n
which app-C 115 contributes 1ts mapping for the particular

VNEF. FIG. 14 depicts an example of ONAP configuration
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data 1410 being contributed to a record 1400 of the parti-
tioned log of CCT 600-2. As shown, the ONAP configura-
tion data 1410 includes a control component ID 1420 that
uniquely 1dentifies a component of ONAP 120 to which the
configuration data 1410 1s directed. The ONAP configura-
tion data 1410 further includes a VNF 1D 1430 that uniquely
identifies the VNF 100 that 1s to be monitored, managed,
and/or controlled by the identified ONAP component. The
ONAP configuration data 1410 additionally includes a map-
ping 1440 between one or more topics and a respective VNF
capability(ies) and parameter(s) that instructs the ONAP
component which capability(ies) and parameter(s) of the
VNF 100 that 1t 1s to monitor, manage, and/or control. The
mapping 1440 informs the ONAP component the topic from
which to consume the information published by the VNF
100 about particular VNF capabilities and parameters that

enables the ONAP component to monitor, manage, and/or
control the VNF 100.

[0079] Each ONAP control component parses the CCT
600-2 to 1dentify a record(s) addressed to it, and locates and
consumes the record at record oflset number x (where record
offset number x 1s the record to which the app-C 115
contributed its mapping 1n block 1300), including the con-
trol component ID, the VNF ID, and the mapping between

topics and VNF capabilities and parameters (block 1305)
(FIG. 13). Referring to the example of FIG. 14, an ONAP

control component (e.g., gVNFM, MANO 315, or DCAE)
parses CCT 600-2 to i1dentity a record 1400 having ONAP
configuration data 1410 that includes a control component
ID 1420 that indicates it 1s addressed to the particular ONAP
control component. The ONAP control component con-
sumes the ONAP configuration data 1410 from the identified
record 1400, retrieving the VNF 1D 1430 and the mapping
1440 between one or more topics and a respective VNF
capability(ies) and parameter(s). Referring to FIG. 15,
app-C 115 1s shown passing the instructions 1525, that
include the ONAP configuration data which specity the VNF
capability(ies) and parameter(s) that each ONAP control

component 1s to manage, monitor, or control, via CCT 600-2
(not shown 1n FIG. 15) to ONAP components 315, 320, 325,

and 330.

[0080] A&AI component 335 parses the VDT 600-0 to
identify a record(s) addressed to the A&AI 335, and locates
and consumes the record at record oflset number x (where
record offset number x 1s the record to which the VNF 100
contributed its capabilities and parameters) to obtain the full
capabilities and parameters of the VNF 100. Referring again
to the example of FIG. 10, the A& AI component 335 parses
VDT 600-0 to locate record 1010 that includes a component
ID 1indicating that the record 1s addressed to the A&AI
component 335. Upon locating record 1010, A& AI compo-
nent 335 consumes the VNF ID 1015, and the VNF con-
figuration, control, and monitoring parameters 1020. Refer-
ring to FIG. 15, app-C 115 1s shown registering 1530 the
VNF 100, and its capabilities and parameters, with the
A&AI component 335 via VDT 600-0 (not shown 1n FIG.
15).

[0081] Returning to FIG. 8, the ONAP 120 control com-
ponents begin managing the new VNF 100 (block 825).
Each of the ONAP 120 control components monitor, man-
age, and/or control respective VNFs 100 based on the ONAP
configuration data 1410 (FIG. 14) read from the CCT 600-2,
and based on the VNF capability data contributed by the
VNF 100 to the applicable topic(s) for consumption by the
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ONAP 120 components. Referring to FIG. 15, for example,
the SO component 325 of the ONAP control components
begins using 1535 the VNF 100 as a service component.

[0082] The exemplary process of FIG. 8 may be repeated
for each new VNF 100 that needs to be registered with
ONAP 120 and activated for use. The exemplary process of
FIG. 8 may be performed in parallel for each new VNF 100
to be activated within any of server clusters 210-1 through
210-4.

[0083] FIG. 16 1s a tlow diagram that 1llustrates an exem-
plary process for de-registering and decommissioning a
VNF 100 at ONAP 120. The exemplary process of FIG. 16
may be implemented by components of ONAP 120, in
conjunction with a previously ONAP registered VNF 100,
when the VNF 100 1s to be decommuissioned. The exemplary
process of FIG. 16 1s described with reference to the

example data bus diagrams of FIGS. 19, 20, and 22, and the
messaging/operations diagram of FIG. 23.

[0084] The exemplary process includes VENM 305 noti-
tying the previously registered VNF 100 that it 1s being
decommissioned (block 1600). A particular VNF 100 may
be decommissioned for various reasons including, for
example, the VNF 100 becoming obsolete and a new VNF
100 replacing 1t, the VNF 100 being no longer used and
decommissioned to free up resources, and/or the VNF 100
being combined with another VINF 100 to create a new VNF
100. FIG. 23 depicts VNFM 305 sending a message 2300 to
VNF 100 notifying VNF 100 to begin a decommissioning
process.

[0085] VNF 100, upon receipt of the notification, de-
registers (block 1610). De-registration includes notifying the
various components of ONAP 120, that may be involved in
monitoring, managing, and/or controlling the VNF 100, that
VNF 100 1s being decommissioned and will no longer be
available for use, and that the ONAP components will no
longer need to execute processes to monitor, manage, and/or
control the VNF 100. One exemplary implementation of the
VNF de-registration of block 1610 of FIG. 16 1s described
with respect to FIG. 17. As 1llustrated 1n FIG. 17, the VNF
100 contributes, to a record at a record offset number x of the
VNF Declare Topic (VDT) 600-0 (where “x,” 1n the context
of block 1700, refers to a next sequential record in the
sequence of records of the partitioned log of VDT 600-0),
the component ID of the destination app-C 115, the VNF
100°’s VNF ID, and the VNF state (VNF
state=decommuissioned) (block 1700). Referring to FIG. 6, 11
record oflset number 4 was the last sequential record to

which data was contributed, then record offset number x of
the VDT 600-0, 1n block 1700, would be the next sequential

record 5 1 which VNF 100 contributes 1ts VNF
state=decommissioned. The VNF ID uniquely identifies the

VNF 100, among other VNFs, to components of the ONAP
120. The VNF state information includes a VNF state
indicator that indicates that the VNF 100 1s being decom-
missioned. The VNF 100 may additionally contribute a
specific date and/or time 1n the record of the VDT 600-0
indicating a date and/or time at which decommissioning and
de-registration of the VNF 100 becomes eflective. FIG. 19
depicts an example 1 which the VNF 100 (not shown)
writes VNF decommissioning information 1900 to a record
1910, having a record offset number of 6, of the VDT 600-0
of data bus 110. The decommissioning information 1900
may additionally include a component ID that identifies
app-C 115 as the destination consumer for the record 1910.
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[0086] App-C 115 parses the records of the VDT 600-0 to
identify a record(s) of the VDT 600-0 addressed to the app-C
115, and consumes the identified record, at record offset
number X (where record offset number x 1s the record to
which VNF 100 contributed 1ts state in block 1700) includ-
mg the VNF ID and VNF state (VNF
state=decommissioned) (block 1710) (FIG. 17). Referring to
the example of FIG. 19, the app-C 115 (not shown) locates
record 1910 within VDT 600-0 of data bus 110, and reads
and consumes the VNF ID, the VNF state, and the decom-
missionming date/time (if included 1n the record).

[0087] Returning to FIG. 16, app-C 115 of ONAP 120,
based on reading the VNF decommissioning information
from the VDT 600-0 of data bus 110, notifies ONAP control
components to decommission the VNF 100, and of any
possible alternative to the VNF 100 (block 1620). One
exemplary implementation of the VNF decommissioning
notification of block 1620 is described with respect to FIG.
18. As shown 1n FIG. 18, app-C 115 of ONAP 120 contrib-
utes, to a record at a record oflset number x of the Consumer
Configuration Topic (CCT) 600-2 (where “x,” 1n the context
of block 1800, refers to a next sequential record in the
sequence of records of the partitioned log of CCT 600-2), the
component ID of the destination A&AI component 335, and
the VNF ID and VNF state (VNF state=decommission)
(block 1800). FIG. 20 depicts an example in which the
app-C 115 (not shown) writes VNF decommissioning infor-
mation 2000 to a record 2010, having a record offset number
of 8, of the CCT 600-2 of data bus 110. The decommission-
ing information 2000 may additionally include a control
component ID that identifies A&AI 335 as the destination
consumer for the record 2010.

[0088] A&AI component 335 parses the records of the
CCT 600-2 to identify a record(s) of the CCT 600-2
addressed to the A&AI component 335, and consumes the
record, at record offset number x (where record oiflset
number x 1s the record to which app-C 115 contributed
decommissioning information 1n block 1800), including the
VNF ID and the VNF state (VNF state=decommissioned)
(block 1810). Referring to the example of FIG. 20, the
A&AI component 335 (not shown) locates record 2010
within CCT 600-2 of data bus 110, and reads and consumes
the VNF ID, the VNF state, and the decommissioning
date/time (1f included in the record). Upon consumption and
reading of the record from CCT 600-2, the A&AI compo-
nent 335 removes the VNF 100, at any designated date/time,
from 1ts process(es) that provide the real-time views of
system resources, services, and products. FIG. 23 depicts

app-C 115 passing decommissioning information 2310 to
A&AI component 335 via CCT 600-2 (not shown).

[0089] App-C 115, for each ONAP control component,

contributes to a respective record of the Consumer Configu-
ration Topic (CCT) 600-2 at a record offset number x (where
“x,” 1n the context of block 1820, refers to a next sequential
record 1n the sequence of records of the partitioned log of
CCT 600-2) including the control component ID (i.e., the
unique component ID of, for example, the gVNFM 320, the
MANO 315, the DCAE 330 or the SO 325), the VNF ID of
the VNF 100, and a VNF state=decommissioned (block
1820). App-C 115 contributes VNF decommissionming data
to a different record of the CCT 600-2 for each different
ONAP component that 1s involved 1n monitoring, managing,
and/or controlling the VINF 100. FIG. 20 depicts an example

in which the app-C 115 (not shown) writes VNF decom-
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missioning information 2000 to a record 2010, having a
record offset number of 6, of the CCT 600-2 of data bus 110.

The decommissioning information 2000 may include a
control component ID that identifies gVNFM 320, the
MANO 315, the DCAE 330, or the SO 325 as the destination

consumer for the record 2010, a VNF ID that uniquely
identifies the VNF 100 that 1s being monitored, managed,
and/or controlled by the 1dentified ONAP component, and a
VNF state indicator that indicates that the VNF state of the
identified VNF 100 1s now set as “decommissioned.”

[0090] The ONAP control component(s) parses the
records of the CCT 600-2 to 1dentify a record(s) of the CCT
600-2 addressed to the ONAP control component(s), and
consumes the record, at record oflset number x (where
record oflset number x 1s the record(s) to which app-C
contributed decommissioning information in block 1820)

including the VNF ID and the VNF state (VNF
state=decommuissioned) (block 1830). Referring to the
example of FIG. 20, the ONAP control component(s) (e.g.,
gVNFM 320, the MANO 315, the DCAE 330, or the SO
325) (not shown) locates record 2010 within CCT 600-2 of
data bus 110 that 1s addressed to the ONAP component, and
reads and consumes the VNF ID, the VNF state, and the
decommissioning date/time (1f included 1n the record) from
the VNF decommissioning information 2000. FIG. 23

depicts app-C 115 passing decommissioning information
2315 to each of the ONAP components imnvolved in moni-
toring, managing, and/or controlling the VNF 100 (ONAP
components gVNFM 320, MANO 315, DCAE 330, and SO
325 shown by way of example) via CCT 600-2 (not shown).

[0091] Returning to FIG. 16, the ONAP control compo-
nents each notity app-C 115 of completion of VNF decom-

missioning/de-registration (block 1630). One exemplary
implementation of block 1630 of FIG. 16 1s described with
respect to FIG. 21. As illustrated 1in FIG. 21, each ONAP
control component involved 1n the monitoring, controlling,
or managing of the VNF 100 contributes to a respective
record of the Consumer Notification Topic (CNT) 600-3, at
a record offset number x (where “x,” 1n the context of block
2100, refers to a next sequential record 1n the sequence of
records of the partitioned log of CNT 600-3), including the
control component ID of the app-C 115, the VNF ID, and an
indication of VNF decommissioning completion (block
2100). Each ONAP control component imnvolved in moni-
toring, managing, and/or controlling the VINF 100 contrib-
utes VNF decommissioning completion data to a diflerent
record of the CNT 600-3. FIG. 22 depicts an example in
which the ONAP control component (not shown) writes data
2200 acknowledging the completion of decommissioning of
a VNF 100 to a record 2210, having a record offset number
of 4, of the CNT 600-3 of data bus 110. The decommis-
sioning completion data 2200 may include a source control
component ID that identifies the ONAP control component
contributing the completion data to CNT 600-3 (e.g.,
gVNFM 320, MANO 315, DCAE 330, or SO 325), a
destination control component ID that identifies the app-C
115 as the destination consumer for the record 2210, a VNF
ID that uniquely i1dentifies the VNF 100 that has been
decommissioned/de-registered, and an indication (e.g., a
particular code or 1dentifier) that the VNF decommissioning
has been completed by the ONAP control component. Each

VNF 100 may be managed, monitored, and controlled by the
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full set of ONAP components (SO 325, DCAE 330, A&AI
335, MANO, 315, gVNFM 320), or by only a subset of the
ONAP components.

[0092] App-C 115 parses the records of the CNT 600-3 to
identify a record(s) of the CN'T 600-3 addressed to the app-C
115, and consumes the record, at record oflset number x
(where record oflset number X 1s the record(s) to which each
ONAP control component contributed 1ts indication of VNF
decommissioning completion in block 2100) including the
VNF ID and the VNF state (VNF state=decommissioned)
(block 2110). Referring to the example of FIG. 22, the app-C
115 (not shown) locates record 2210 within CNT 600-3 of
data bus 110 that i1s addressed to the app-C 115, and reads
and consumes the source control component ID, the VNF
ID, and the indication that the decommissioning of the VNF
100 has been completed. FIG. 23 depicts the ONAP control
components (e.g., gVNFM 320, MANO 315, DCAE 330,
and SO 325 shown by way of example) passing a VNF
decommissioning completion notification 2320 to app-C 115
via CNT 600-3 (not shown).

[0093] Returning to FIG. 16, app-C 115, based on the VNF
decommissioning completion notifications received from
the ONAP control components, notifies the VNF 100 that the
de-registration process has completed (block 1640). FI1G. 23
depicts app-C 115 passing a de-registration completion
notification 2325 to the now decommissioned and de-regis-
tered VNF 100 to complete the de-registration process.

[0094] The exemplary process of FIG. 16 may, for
example, be repeated each time a previously registered and
commissioned VNF 100 needs to be decommissioned.

[0095] The foregoing description of implementations pro-
vides 1illustration and description, but 1s not intended to be
exhaustive or to limit the invention to the precise form
disclosed. Modifications and variations are possible 1n light
of the above teachings or may be acquired from practice of
the mnvention. For example, while series of blocks have been
described with respect to FIGS. 8, 9, 11A, 11B, 13, 16, 17,
18, and 21, and message/operation flows with respect to
FIGS. 15 and 23, the order of the blocks and/or operations/
signaling/message flows may be varied in other implemen-
tations. Moreover, non-dependent blocks may be performed
in parallel.

[0096] Certain features described above may be imple-
mented as “logic” or a “umit” that performs one or more
functions. This logic or unit may include hardware, such as
One Or mMore processors, microprocessors, application spe-
cific integrated circuits, or field programmable gate arrays,
software, or a combination of hardware and software.

[0097] No element, act, or instruction used 1n the descrip-
tion of the present application should be construed as critical
or essential to the ivention unless explicitly described as
such. Also, as used herein, the article “a” 1s intended to
include one or more 1tems. Further, the phrase “based on” 1s
intended to mean “based, at least 1n part, on” unless explic-
itly stated otherwise.

[0098] To the extent the aforementioned embodiments
collect, store, or employ personal information of individuals,
it should be understood that such information shall be
collected, stored, and used in accordance with all applicable
laws concerning protection of personal information. Addi-
tionally, the collection, storage, and use of such information
can be subject to consent of the individual to such activity,
for example, through well known “opt-in” or “opt-out”
processes as can be appropriate for the situation and type of
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information. Storage and use of personal information can be
in an appropriately secure manner retlective of the type of
information, for example, through various encryption and
anonymization techmques for particularly sensitive infor-
mation.
[0099] In the preceding specification, various preferred
embodiments have been described with reference to the
accompanying drawings. It will, however, be evident that
various modifications and changes may be made thereto, and
additional embodiments may be implemented, without
departing from the broader scope of the invention as set forth
in the claims that follow. The specification and drawings are
accordingly to be regarded in an illustrative rather than
restrictive sense.
What 1s claimed 1s:
1. A method, comprising:
reading, from a data bus by a network functions virtual-
ization (NFV) system, Virtual Network Function
(VNF) parameters published to the data bus by a new
VNF;

publishing, by the NFV system to the data bus based on
the VNF parameters, instructions to multiple NFV
components of the NFV system defiming which VNF
capabilities of the new VNF are to be managed, con-
trolled, or monitored by which of the multiple NFV
components; and

controlling, managing, or monitoring the new VNEF, by the

multiple NFV components of the NFV system, based
on the published instructions.

2. The method of claim 1, wherein the NFV system
comprises an Open Network Automation Platform (ONAP).

3. The method of claim 1, wherein the data bus comprises
a Data Movement as a Platform (DMaaP) system.

4. The method of claim 3, wherein the DMaaP system
comprises a distributed streaming platform that publishes
and subscribes to streams of records.

5. The method of claim 2, wherein the reading the VNF
parameters from the data bus comprises:

reading, by a controlling function of the ONAP, the VNF

parameters published to the data bus by the VNF.

6. The method of claim 5, wherein the plurality of NFV
components comprise a Management and Orchestration
(MANO) component, a generic Virtual Network Function
Manager (gVNFM), and a Data Collection, Analytics, and
Events (DCAE) component of the ONAP and wherein
publishing the instructions to the multiple control compo-
nents of the NFV system comprises:

publishing the instructions to the MANO component, the

gVINFM, or the DCAE component of the ONAP, and
wherein controlling, managing, or monitoring the new
VNF comprises:
controlling, managing, or monitoring the new VNE, by the
MANO component, the gVNFM, and the DCAE com-
ponent, based on the instructions.

7. The method of claim 1, wherein the VNF parameters
comprise VNF configuration parameters, VNF control
parameters, and/or VNF monitoring parameters associated
with the new VNF.

8. The method of claim 7, wherein the VNF configuration
parameters indicate a type of inputs and outputs of the new
VNF and how those mputs and outputs would be used and
from where they would be sourced, wherein the VNF control
parameters indicate control ports, control parameters, and
types ol severity errors and how to manage them, and
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wherein the VNF monitoring parameters indicate types of
flags and status information associated with monitoring the
new VNFE.
9. The method of claim 1, wherein reading the VNF
parameters from the data bus comprises:
reading the VNF parameters from a first topic of the data
bus to which the new VNF published the VNF param-
eters for declaring the existence of the new VNF.
10. The method of claim 9, wherein publishing the
instructions to the data bus comprises:
publishing first configuration data to a first record of a
second topic of the data bus, wherein the first configu-
ration data identifies a first control component of the
multiple control components of the NFV system to
which the first configuration data i1s directed, and
includes a mapping between one or more topics of the
data bus and VNF capabilities and VNF parameters of
the new VNF that are to be managed, controlled, and/or
monitored by the first control component.
11. A network functions virtualization (NFV) system
coupled to an external data bus, comprising:
multiple NFV system components; and
an application controller configured to:
read, from the data bus, Virtual Network Function
(VNF) parameters published to the data bus by a new
VNEF,
publish, to the data bus based on the VNF parameters,
instructions to the multiple NFV system components
that define which VNF capabilities of the new VNFE
are to be managed, controlled, or monitored by
which of the multiple NFV system components,
wherein the multiple NFV system components are
configured to:
control, manage, or monitor the new VINF based on the
published 1nstructions.

12. The NFV system of claim 11, wherein the NFV system
comprises an Open Network Automation Platform (ONAP).

13. The NFV system of claim 11, wherein the data bus
comprises a Data Movement as a Platform (DMaaP) system.

14. The NFV system of claim 13, wherein the DMaaP
system comprises a distributed streaming platform that
publishes and subscribes to streams of records.

15. The NFV system of claim 12, wherein the multiple
NFV system components comprise a Management and
Orchestration (MANQO) component, a generic Virtual Net-
work Function Manager (gVNFM), and a Data Collection,
Analytics, and Events (DCAE) component of the ONAP and
wherein, when publishing the instructions, the application
controller 1s further configured to:

publish the instructions to the MANO component, the
gVNFM, and the DCAE component, and

wherein, when controlling, managing, or monitoring the
new VNE, the multiple NFV system components are
further configured to:

control, manage, or monitor the new VNE, by the MANO
component, the gVNFM, and the DCAE component,
based on the instructions.

16. The NFV system of claim 11, wherein the VNF

parameters comprise VNF configuration parameters, VNF
control parameters, and/or VNF monitoring parameters
associated with the new VNF.

17. The NFV system of claim 16, wherein the VNF
configuration parameters indicate a type of mputs and out-
puts of the new VNF and how those inputs and outputs
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would be used and from where they would be sourced,
wherein the VNF control parameters indicate control ports,
control parameters, and types of severity errors and how to
manage them, and wherein the VNF monitoring parameters
indicate types of flags and status information associated with
monitoring the new VNF.

18. The NFV system of claim 11, wherein, when reading
the VNF parameters from the data bus, the application
controller 1s further configured to:

read the VNF parameters from a first topic of the data bus

to which the new VNF published the VNF parameters
for declaring the existence of the new VNF.

19. The NFV system of claim 18, wherein, when pub-
lishing the instructions to the data bus, the application
controller 1s further configured to:

publish first configuration data to a first record of a second

topic of the data bus, wherein the first configuration
data identifies a first control component of the multiple
NFV system components to which the first configura-
tion data 1s directed, and includes a mapping between
one or more topics of the data bus and VNF capabilities
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and VNF parameters of the new VNF that are to be
managed, controlled, and/or monitored by the first
control component.

20. A non-transitory storage medium storing instructions
executable by one or more network devices implementing a
network functions virtualization (NFV) system, wherein the
instructions comprise instructions to cause the one or more
network devices to:

read, from a data bus coupled to the one or more network
devices, Virtual Network Function (VNF) parameters
published to the data bus by a new VNF;

publish, to the data bus based on the VNF parameters,
instructions to multiple components of the NFV system
defining which VNF capabilities of the new VNF are to
be managed, controlled, or monitored by which of the
multiple control components; and

control, manage, or monitor the new VNE, by the multiple
components of the NFV system, based on the published
instructions.
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