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INFORMATION PROCESSING APPARATUS
AND METHOD

BACKGROUND

Field of the Disclosure

[0001] The present disclosure relates to a technique for a
web application to acquire device information using wireless
communication.

Description of the Related Art

[0002] In recent years, devices called Internet of Things
(IOT), which are capable of connecting to the Internet, have
been rapidly evolving and growing in number. Use cases of
[IOT devices include one 1n which an IOT device transmits
acquired sensor data or statuses of the device and parts to a
web server so that the device may be momitored remotely.

[0003] In an example use case of a printer, serving as an
[IOT device, remotely monitoring the remaining quantities of
consumable 1tems, such as toner and paper, 1s enabled. The
printer 1s capable of notifying a web server of an alert by
transmitting thereto the alert when the remaining quantity
level of a consumable item has reached “LOW?”. This
configuration can be utilized to make 1t possible to proac-
tively automatically deliver a new supply of the consumable
item to the user of the printer when the web server has
detected the “LOW?” state of the remaining quantity level of
a consumable 1tem.

[0004] To implement such a use case of detecting the
remaining quantities of and automatically delivering con-
sumable 1tems, the following configuration, for example, 1s
used. Users are asked to sign a consumable-item automatic
delivery contract via, for example, an online shopping
website, and the users register, 1n a web server, respective
printers being used by the users to set the printers as
monitoring targets. For the registration in the web server,
serial numbers are used as i1dentifiers unique to the respec-
tive printers. Each user who has signed the automatic
delivery contract and the serial number of the corresponding
printer are associated with each other. Thus, a supply of a
consumable 1tem can be delivered to a person who has
signed the contract and 1s a user of the printer with a serial
number for which the “LOW?” state of the remaining quan-
tity level of the consumable 1tem has been detected.

[0005] Japanese Patent Application Laid-Open No. 2004-
86688 discusses a system in which device information 1s
registered 1n device information database from computers in
sales stores that have sold printers. The device information
includes the serial numbers of the printers and sales store
codes. In the system, when an order of consumables for any
one of the printers 1s received, the sales store 1dentified by
the serial number 1s notified that the order has been received.
Japanese Patent Application Laid-Open No. 2004-86688
discusses a method for inputting a serial number of a printer,
in which a code (e.g., bar code) obtained by the serial
number being encoded 1s read by a reader connected to a
computer 1n a sales store. This technique 1s based on the
premise that such a code be read by a dedicated reader, and
accordingly has low general-purpose versatility.

[0006] In this situation, an IOT device and a computer that
are accessing, via a web browser, a website to which the 10T
1s intended to be registered may support a standard wireless
communication function, such as Bluetooth®. Thus, a
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mechanism 1s desired 1 which the computer obtains a
unique 1dentifier for the IOT device from the IOT device and
register the identifier 1n a website by using such a function.

[0007] Here, in order to use a Bluetooth® device as the
IOT device from a computer, it 1s necessary to perform
pairing and connection from a Bluetooth® device manage-
ment application function in the operating system (OS).
When a device needs a dedicated device driver, 1t 1s further
necessary that the driver be obtained and installed in the OS.

[0008] In such a case, information about the Bluetooth®
device acquired via the OS 1s manually registered into the
website.

[0009] Furthermore, the above-described website may be
enabled to provide a web application that automatically
obtains the unique identifier of the IOT device. However, the
following troublesome work 1s 1nvolved 1n using a website
to read information on a Bluetooth® device as the 10T
device connected to a computer from the web application.

[0010] First, a browser plug-in accessible to an OS func-
tion for the Bluetooth® device 1s created and installed in the
web browser. Furthermore, 1t 1s necessary to grant the
plug-1n an execution permission to, for example, use a driver
installed 1n the OS. It 1s necessary that various browser
plug-ins be prepared to correspond to various types of OS
and browser. The provider side needs to program the web
application so that the various browser plug-ins can be
separately used 1n accordance with use environments.

SUMMARY

[0011] According to an aspect of some embodiments, an
information processing apparatus that a web browser oper-
ates on and that executes a web application provided by a
server by using the web browser, the information processing
apparatus including at least one memory storing instructions
related to the web application. The instructions cause the
information processing apparatus to execute an acquisition
instruction for acquiring an identifier of a device by using
the web browser, and transmit, to the server, an identifier
included in a response returned from the device following
the acquisition instruction.

[0012] Further features of various embodiments waill
become apparent from the following description of exem-
plary embodiments with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 illustrates an example of the configuration
ol a network system according to some embodiments.

[0014] FIG. 2 illustrates an example of the hardware
configuration of an information processing apparatus.

[0015] FIG. 3 illustrates an example of the software and
hardware configurations of individual apparatuses within the
system.

[0016] FIGS. 4A and 4B each illustrate an example of
screens provided by a browser that executes a web applica-
tion.

[0017] FIGS. 5A and SB each illustrate an example of
screens provided by a browser that executes a web applica-
tion.

[0018] FIG. 6 1s a flowchart 1llustrating processing in the
system that includes a web application.

[0019] FIG. 7 illustrates an example of screens provided
by a browser that executes a web application.
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[0020] FIG. 8 1s a flowchart illustrating additional pro-
cessing according to a first application example.

[0021] FIGS. 9A and 9B 1illustrates an example of screens
provided by a browser that executes a web application.
[0022] FIG. 10 1s a flowchart 1llustrating additional pro-
cessing according to a second application example.

DESCRIPTION OF THE EMBODIMENTS

[0023] FIG. 1 illustrates an example of a system configu-
ration and a network configuration for some embodiments.
A network 101 1s the Internet, an intranet, or the like. A
network 105 1s, for example, a private network, a local area
network (LAN), or the like. While the network 105 1s a
terminal network to which a device, such as a computer, 1s
connected, the network 105 1s not limited to a wire com-
munication network and may be a wireless communication
network, such as a wireless LAN and a cellular phone
communication network. The system further includes a
computer 111. Examples of the computer 111 are various 1n
form and type and include a personal computer, a laptop
computer, a tablet computer, and a smartphone. A server 121
provides an application via a network.

[0024] An IOT device 131 is connectable to the computer
111 by wire and/or wirelessly. The device 131 1s capable of
communicating with the server 121 via the networks 101
and 105. The present exemplary embodiment will be
described with a printer taken as an example of the device
131. Examples of the device 131 to which various embodi-
ments can be applied include a home electric appliance, a
smart voice assistant device, and a three-dimensional printer.
[0025] The computer 111 and the device 131 are con-
nected by a wireless communication connection 135. The
present exemplary embodiment will be described with Blu-
etooth® connection taken as an example thereof. Hereinat-
ter, a device that 1s connected to the computer 111 via a
Bluetooth® connection and serves as a target of operation,
such as information readout, may be referred to as a Blu-
etooth® device.

[0026] In the present embodiment, the computer 111 on
which a web browser operates 1s assumed to utilize a
technique called Web Bluetooth®. In this technique, a new
web standard has been proposed to the World Wide Web
Consortium. Web Bluetooth® 1s directed to enabling soft-
ware that 1s equivalent to a conventional device-driver to be
downloaded 1n an ad-hoc manner and used as a JavaScript®
program and to access, through the web application, the
Bluetooth® device connected to the computer.

[0027] FIG. 2 illustrates an example of each of the hard-
ware configurations of information processing apparatuses,
the computer 111, the server 121, and the device 131. The
server 121 may be implemented 1n the form of one or more
information processing apparatuses or one or more virtual
machines that are implemented on the one or more 1nfor-
mation processing apparatuses.

[0028] A network interface 202 connects to a network,
such as a LAN, to communicate with another computer
and/or a network device. A method for the communication
may be either wire or wireless communication. A read-only
memory (ROM) 204 has an embedded computer program
and data recorded therein. A random access memory (RAM)
205 1s a temporal memory area. A secondary storage appa-
ratus (hereinafter referred to also as storage apparatus) 206
may be, for example, a hard disk drive (HDD) and a flash

memory. A central processing unit (CPU) 203 executes
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computer programs read from, for example, the ROM 204,
the RAM 205, and the storage apparatus 206. A user
intertace 201 processes input and output of information and
signals with a display, a keyboard, a mouse, a button, a touch
panel, and the like. The computer 111 that 1s not provided
with those hardware components can be connected from and
be operated by another computer with, for example, Remote
Desktop or Remote Shell. These components are connected
to one another via an input/output intertace 207.

[0029] When the device 131 1s a printer, the device 131
further includes components (not illustrated) such as a
printer engine, a configuration for paper feeding and paper
discharge, and a configuration for feeding consumable
items, such as toner, to the engine. When the device 131 1s
an 10T device other than a printer, the device 131 1ncludes
a configuration for using replaceable consumable items.

[0030] FIG. 3 illustrates an example of the software con-
figurations of the individual apparatuses (111, 121, and 131)
within a network system. Software elements installed in
cach of the hardware devices are individually executed by
the corresponding CPU 203 and are configured to be able to
communicate with one another as illustrated by arrows
indicating connections (e.g., network connections).

[0031] The server 121 has a web application server 311
installed therein. The web application server 311 provides a
web application programming interface (API) 312. The web
application server 311 provides a web user interface (UI)
313. A data storage 314 saves and stores therein data to be
used by the web application server 311. The web application
server 311 returns a response 1n the following manner in
accordance with a HyperText Transfer Protocol (HTTP)
request from a client. The web Ul 313 may return a content
file in HyperText Markup Language (HTML), JavaScript, or
the like as the response. The web API 312 may read and/or
write data from and into the data storage 314 and return
resultant data 1n Extensible Markup Language (XML),
JavaScript Object Notation (JSON), or the like as the
response.

[0032] The computer 111 includes a Bluetooth® controller
321 that processes Bluetooth® connection and communica-
tion. The computer 111 has an operating system (hereinafter
OS) 322 installed therein. The OS 322 1s basic software that
manages and controls each of the hardware components in
the computer 111 and executes and manages various com-
puter programs. The OS 322 includes a Bluetooth® protocol
stack 323. The Bluetooth® protocol stack 323 includes, for
example, program modules, a library, and an API for using
Bluetooth® protocols. The OS 322 further includes a Blu-
ctooth® controller driver 324. The Bluetooth® controller
321 is driven and controlled under an instruction from the
Bluetooth® protocol stack layer 323.

[0033] The computer 111 has a web browser 325 installed
therein. The browser 325 1s an application that displays and
executes an HTML or JavaScript content. JavaScript code
326 1s executed on the browser 3235. The browser 325
acquires HI'ML code and/or the JavaScript code 326 via a
network from the web application server 311 that 1s executed
by the server 121, and executes and displays the content. The
browser 325 includes a browser API 327. The browser API
327 1s provided to enable access to a function provided by
the OS 322 from the JavaScript code 326 that 1s executed on
the browser 325.

[0034] The device 131 includes a Bluetooth® controller
331 that processes Bluetooth® connection and communica-
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tion. The device 131 includes a Bluetooth® controller driver
332 installed therein. The Bluetooth® controller driver 332
drives and controls the Bluetooth® controller 331. The
device 131 further includes an access control unit 333. The
device 131 includes a data storage unit 334. The access
control unit 333 determines communication contents
received via Bluetooth® connection, controls access per-
mission to the data storage unit 334, and controls necessary
data to be read and written. A data communication unit 335
transmits data within the device 131 to the web API 312 in
the web application server 311. Data 1n the device 131 1s
transmitted via the networks 105 and 101 to the server 121
and collected in the server 121. For example, when the
device 131 1s a printer, information (such as the serial
number, the model name, and the lifetime print count of the
printer, the remaiming quantities of consumable 1tems, the
presence/absence of an error, and an error code) 1s collected,
so that the printer can be remotely monitored.

[0035] FIGS. 4A and 4B and FIGS. 5A and 5B 1llustrate
examples of execution and display, on the browser 325, of
a web application provided by the server 121. A procedure
for registering the device 131 as a monitoring target in the
server 121 by using the computer 111 will be first described.

[0036] A screen 400 1s a window of the browser 325 that
1s displaying and executing HTML and JavaScript content
forming a web application that the computer 111 acquires
from the web application server 311 while being connected
to the server 121. A uniform resource locator (URL) 401 1s
a URL for the web application server 311 that is being open
on the browser 325. A control 402 1s used for selecting a
model name of a device to be registered. A control 403 1s
used for inputting the serial number of the device to be
registered. A button control 404 1s used for transmitting and
registering device imnformation on the device, which 1s thus
selected and 1nput, to and 1n the web application server 311.
In a case where a user manually 1nputs the device informa-

tion, the user inputs the information using the controls 402
and 403.

[0037] As described above, manual inputting involves an
inconvenience in that correct information 1s not registered 1n
the server 121 when the serial number for uniquely 1denti-
tying the device 1s erroneously mput. To avoid this incon-
venience, the present embodiment additionally provides a

“SEARCH VIA BLUETOOTH®” button 405 as means for
starting automatic mnput of the device information.

[0038] A screen 410 1s a permission prompt for a domain
of the web application server 311 to search for a device
present within the Bluetooth® communication range of the
computer 111 and connect the found device using Web
Bluetooth®. A connection permission prompt 411 provides
choices for a device to which Web Bluetooth® 1s to be
connected. A list control 412 1s used for selecting the device
to which Web Bluetooth® 1s to be connected. In the list
control 412, the device names of Bluetooth® devices are
listed. A button control (connection permission button) 413

1s used for executing operation to permit the connection of
Web Bluetooth®.

[0039] A screen 500 displays the device information that
has been acquired through the connection and the commu-
nication processes by using Web Bluetooth® and has been
automatically input. A control 501 1s used for displaying a
model name that has been automatically input. A control 502
1s used for displaying a serial number that has been auto-
matically mput. To prevent user’s erroneous inputting and
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erroneous operation, the controls 501 and 502 can be set
inoperable after automatic mputting 1s completed. A regis-
tration button control 504 functions similarly to the button
control 404.

[0040] A screen 510 displays a registration result after the
registration button 504 1s pressed. The screen 510 displays
and notifies the user of whether the registration has ended 1n
success or failure.

[0041] FIG. 6 1s a flowchart 1llustrating processing to be

performed on the network system using the web application
described with reference to FIGS. 4A and 4B and FIGS. 5A

and 5B.

[0042] In S601, the browser 325 i1s started up, and the URL
401 of the web application 1s designated.

[0043] In S602, the browser 325 transmits a web content
request to the web application server 311. In S603, the web
application server 311 returns, as a response, contents of
HTML/JavaScript or other format that forms the web appli-
cation. In S604, the browser 325 displays and executes the
received HTML/JavaScript contents and displays the above-
described screen 400.

[0044] In the S603, the browser 325 detects pressing of the
“SEARCH VIA BLUETOOTH®” button 405 within the
screen 400. This button operation enables the user to 1ssue
an 1nstruction to scan Bluetooth® devices on a network.
[0045] In S606, the browser 325 issues a Bluetooth®.
requestDevice 1nstruction to the browser API 327 from
within a program of the JavaScript code 326. In S607, in
order to search for devices capable of connecting via Blu-
ctooth® to the computer 111, the browser 325 controls
transmission of a request using Bluetooth® via the OS 322.
In S608, the device 131 that has received the request returns
a requestDevice response. The browser 3235 stores informa-
tion (such as device names and vendor names) about Blu-

ctooth® devices that have returned responses via the OS
322.

[0046] In S609, the browser 325 checks whether permis-
sion.state of each of the devices that have returned responses
has been “granted”. In S610, the browser 325 displays the
device information in the above-described list control 412 1n
the screen 410 11 1t 1s the first time of such connection. In
S611, the browser 325 accepts, from the user, a selection of
a device to be connected. Additionally, if pressing of the
connection permission button 413 1s detected, the browser
325 permits the web application to establish Web Blu-
etooth® connection to a Bluetooth® device that corresponds
to the selection. Here, an example of the selected Blu-
etooth® device (selected device) 1s the device 131. In S612,
the browser 325 determines whether the connection has been
permitted in the connection permission prompt 411. If the
connection has not been permitted, the processing ends. If
the connection 1s permitted, the processing proceeds to the
subsequent operation.

[0047] In S613, the browser 325 issues a device.gatt.
connect 1nstruction to the browser API 327 from within the
program of the JavaScript code 326 with a designation of the
device to be connected. In S614, the browser 325 transmits
a Bluetooth® connection pairing request to the device 131

via the OS 322.

[0048] In S615, the OS 322 displays a Bluetooth® pairing
confirmation (determination) prompt screen. In S616, the
user executes a pairing permission operation. In S617, the
OS 322 transmits a pairing request to the device 131. In
S618, the device 131 returns a pairing result as a response
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to the OS 322. In S619, the OS 322 returns the pairing result
as a response to the browser 325.

[0049] In S620, the browser 325 stores, in the storage
apparatus 206, identification information for the web appli-
cation, 1dentification information (e.g., the device name) for
the device 131 permitted to be connected, and a value
indicating that permission.state 1s “permitted”, in associa-
tion with one another. The information thus stored 1n asso-
ciation with one another 1s managed by the browser 325. For
connection for the second and subsequent times, the selec-
tion processing 1n S610 with a prompt displayed can be
omitted 11 checking permission.state 1n S609 finds that the
device has been stored as a permitted device.

[0050] In S621, from within the program of the JavaScript
code 326, the browser API 327 1s requested for a Bluetooth®
service 1dentifier that the device 131 provides. In S622, the
browser 325 inquires of the device 131 for the service
identifier via the OS 322. In S623, the device 131 returns, as
a response, a service i1dentifier that can be provided. For
example, when the device 131 1s a printer, a service 1dentifier
that indicates a printer service 1s acquired.

[0051] In S624, from within the program of the JavaScript
code 326, the browser API 327 1s requested for a list of
characteristics that can be acquired with the service identi-
fier that the device 131 provides. In S625, the browser 325
requests the device 131 via the OS 322 for the list of
characteristics for the service i1dentifier. In S626, the device
131 returns, as a response, the list of characteristics that can
be provided. For example, for the printer service, a serial
number, a model name, and other characteristics, such as the
lifetime print count of the printer, the remaining quantities of
consumable 1tems, the presence/absence of an error, and an
error code, can be acquired as the characteristics.

[0052] In S627, from within the program of the JavaScript
code 326, a read request mstruction 1s 1ssued to the browser
API 327 for the serial number as a unique identifier for each
device and the model name among the characteristics that
the device 131 provides. In S628, the browser 325 transmits
a read request to the device 131 via the OS 322 for those
specified as above among the characteristics. In S629, the
device 131 acquires the designated data from the data
storage unit 334 via the access control umt 333 and returns
the characteristic data as a response.

[0053] In S630, within the program of the JavaScript code
326, the serial number and the model name are automatically
input to the respective controls 402 and 403 on the screen
400 from data that 1s received by the browser 325, and the
screen 500 1s displayed. On the screen 500, the controls 501
and 502 that have values already input thereto are displayed.

[0054] In S631, the browser 325 detects that the user has
pressed the registration button 503 via the screen 500. In
S632, within the program of the JavaScript code 326, device
registration 1nto a website 1s executed. Specifically, the
browser 325 transmits a device registration request to the
web API 312 1n the web application server 311. The device
registration request includes the serial number and the model
name automatically mput to the screen 500. The web appli-
cation server 311 writes necessary data, such as the serial
number, 1n the data storage 314 based on the contents of the
device registration request. Thereafter, in S633, the web
application server 311 returns to the browser 3235, as a
response from the web API 312, whether processing corre-
sponding to the device registration request has ended 1in
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success or failure. In S634, the screen 510 that presents the
device registration result 1s displayed via the browser 325.

FIRST APPLICATTION EXAMPLE

[0055] A description will be provided of another example
in which the browser 3235 executes and displays a web

application provided by the server 121 with reference to
FIGS. 7 and 8.

[0056] FIG. 7 illustrates a screen 700, which 1s another
example of a connection permission prompt screen 1llus-
trated above as the screen 410. A connection permission
prompt 701 provides choices for a device to which Web
Bluetooth® 1s to be connected. A list control 702 1s used for
selecting the device to which Web Bluetooth® 1s to be
connected

[0057] FIG. 8 1s a lowchart illustrating processing mnvolv-
ing the web application in the system. FIG. 8 illustrates
processing with a part of the processing illustrated in FIG.
6 being expanded.

[0058] On the screen 410, all devices that are capable of
communicating via Bluetooth® with the computer 111 are
displayed as candidates for the connection destination in a
list 1n the connection permission prompt 411. Even when 1t
1s desired to search for, for example, a printer, various
Bluetooth® types of devices, such as a smartphone and a
digital camera, may be displayed 1n a list. Furthermore, even
when a printer 1s to be searched for, 1t may be desired to
exclude, from the candidates, a printer that 1s incapable of
connecting to and communicating with the web application
server 311. When the list control 412 displays the name of
a printer, the user may misunderstand the printer as being
cligible to be registered 1n the website. Even if the registra-
tion 1n the website has ended in success, the registration has
no meaning because the web application server 311 cannot
collect data on the selected printer that 1s incapable of
connecting and communicating.

[0059] Accordingly, a description will be given of a
method for providing only devices of a specific type as
choices on the connection permission prompt screen with
reference to FIG. 8. In this example, the specific type
indicate printers capable of connecting to and communicat-
ing with the server 121.

[0060] Specifically, the following flowchart 1s performed
as alternative operations for operations from S604.

[0061] In S801, an acquisition request for acquiring the
above-described specific type (model name) 1s transmitted to
the web API 312 within the program of the JavaScript code
326. In S802, the web API 312 returns, as a response, a list
of model names of devices capable of connecting and
communicating.

[0062] A process similar to that in S605 1s performed 1n
S803. In S804, the browser 325 1ssues a Bluetooth®.re-
questDevice 1nstruction to the browser API 327 from within
the program of the JavaScript code 326 as the browser 325
does 1 S606 described above. A difference between S802
and S606 described above lies 1n that the acquired list of
model names 1 S802 1s set as a filter condition 1n the
requestDevice 1nstruction. Processes similar to those in
S607 to S609 are performed 1n S805 to S807.

[0063] In S808, when the web application 1s to be con-
nected for the first time, a list of Bluetooth® devices as
candidates for a connection destination 1s displayed as
illustrated 1n FIG. 7. In this case, candidate devices capable
of connecting to the web application server 311 are enumer-
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ated 1n the list control 702 1n accordance with the filter
condition. A process similar to that in S611 1s performed 1n
S809. The processing that follows continues to S612.

SECOND APPLICATION EXAMPLE

[0064] A description will be further provided of a method
for setting the start of communication from the device 131
to the server 121 in addition to the device registration
execution processing by the browser 325 of the web appli-
cation provided by the server 121, with reference to FIGS.
9A and 9B and FIG. 10.

[0065] Adfter the serial number of the device 131 is regis-
tered 1n the server 121, it 1s necessary that a procedure for
starting data transmission from the device 131 to the server
121 be performed. Generally, 1n order to implement opera-
tions for this procedure, it 1s necessary to operate a screen on
an operation unit in the main body of the device 131 to
perform the procedure for starting the data transmission. In
the present exemplary embodiment, however, a small 10T
device 1s also assumed to be used as the device 131 a.
Examples of such an IOT device include a device with a
screen that does not provide suilicient readability for the
procedure and a device without a screen.

[0066] Given that situation, a description will be provided
of a method for, continuously from the above-described
registration processing, setting the start of communication
using a Bluetooth® link used in the registration processing.
[0067] A screen 900 1s a window on which the browser
325 on the computer 111 1s displaying and executing HTML
and/or JavaScript code that form a web application acquired
from the web application server 311 on the server 121. A
URL 901 1s the URL of the web application server 311 that
1s being open on the browser 325. A field 902 displays
therein the model name of the device 131 that has been
acquired through the above-described Web Bluetooth®
communication having been established. A field 903 dis-
plays the serial number that has been acquired likewise. In
the example of the screen 900, the statement of agreement
on data transmission 1s displayed to the eflect that data i1s
transmitted from the device 131 to the server 121 on the
Internet. The content of the agreement includes contract
provisions, such as a transmission destination, types of data
to be transmitted, and the purpose of use. Obtaining agree-
ment with the provisions from the user 1s deemed as being
granted with permission to activate communication from the
device 131 to the web application server 311. Unless the user
agrees with the provisions, communication from the device
131 1s not started. A button 905 1s used for a user to agree
with the provisions in the statement of agreement on data
transmission and activate the communication. A button 906
1s provided for canceling operations without agreeing. A
screen 910 1s a result display screen for the data transmission
setting.

[0068] FIG. 10 1s a flowchart illustrating processing within
the system that involves the web application.

[0069] In S1001, the browser 325 1s started up, and the
URL 901 of the web application 1s designated. This desig-
nation may be implemented by navigation using a URL link
(not illustrated) provided on the screen 510.

[0070] In S1002, the browser 325 transmits a web content
request to the web application server 311. In S1003, the web
application server 311 returns, as a response, contents of
HTML/JavaScript or other format that form the web appli-
cation. In S1004, the browser 325 displays and executes the
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received HTML/JavaScript-format contents. Up to this
stage, information about the URL 901 and the fields 902 and
903 1n the screen 900 has been provided, and information
about the statement of agreement on data transmission and
the buttons 905 and 906 has not been provided.

[0071] In S1005, a read request 1nstruction for acquiring
the agreement state on data transmission 1s 1ssued from

within the program of the JavaScript code 326 to the browser
API 327. In S1006, the browser 325 transmits a data read

request to the device 131 via the OS 322. In S1007, the
device 131 returns data as a response. The data includes a
value indicating the agreement state on data transmission.
[0072] In S1008, within the program of the JavaScript
code 326, the agreement state on data transmission returned
as a response 1s checked, and 1t 1s determined whether the
agreement has been obtained. If 1t 1s determined that the
agreement has been obtained, the screen 910 i1s provided,
and the processing illustrated in FIG. 10 ends. If 1t 1s
determined that the agreement has not been obtained, the
processing in the subsequent operations 1s executed.

[0073] In S1009, from within the program of the

JavaScript code 326, a read request istruction for acquiring
the statement of agreement 1s 1ssued to the browser API 327.
In S1010, the browser 325 transmits a data read request to
the device 131 via the OS 322. In S1011, the device 131
returns data including the statement of agreement as a
response. In S1012, the browser 325 displays the received
statement of agreement within the screen 900. In this
example, the statement of agreement 1s acquired from data
stored 1n the device 131. However, the statement of agree-
ment may be acquired from the web application server 311
by use of a protocol, such as HTTP.

[0074] In S1013, the browser 325 detects a user operation
on the screen 900. In S1014, within the program of the
JavaScript code 326, it 1s determined whether the detected
user operation indicates agreement. If the user has not
agreed, the processing 1s canceled, and the processing illus-
trated 1n FIG. 10 ends. If 1t 1s determined that the user has
pressed the button 905 for agreement, the processing pro-
ceeds to the subsequent operations.

[0075] In S1015, a write request 1nstruction for setting the
agreement state to “agreement obtained” 1s i1ssued to the
browser API 327 from within the program of the JavaScript
code 326. In S1016, the browser 325 transmits a data write
request to the device 131 via the OS 322. In S1017 the
device 131 records the agreement state in the data storage
unit 334 as requested and returns a write request result as a
response. In S1018, the browser 325 displays the screen 910
in accordance with the received result.

[0076] In S1021, the device 131 starts transmitting data 1n
the device 131 to the server 121. The data to be transmitted
may include the serial number, the network address, statuses
regarding consumable 1items, and the agreement state about
data transmission of the device 131. The web application
server 311 that has received these pieces of information via
the web API 312 monitors the statuses on the consumable
items. The web application server 311 executes, as needed,
processing for automatically delivering a supply of an
applicable consumable 1tem to the address of the user, which
1s associated with the serial number at the time of the device
registration.

[0077] According to the present example embodiments,
the 1dentifier (serial number) of a device can be automati-
cally mput to a registration screen and correctly registered 1n
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a server by use of an web application using a Web Blu-
etooth® communication link. In particular, the present
example embodiments are more effective when the device 1s
a small IOT device, for which 1t 1s diflicult to find the serial
number thereof and on which 1t 1s diflicult to print a bar
code.

Other Embodiments

[0078] Some embodiment(s) can also be realized by a
computer of a system or apparatus that reads out and
executes computer-executable instructions (e.g., one or
more programs) recorded on a storage medium (which may
also be referred to more fully as a ‘non-transitory computer-
readable storage medium’) to perform the functions of one
or more of the above-described embodiment(s) and/or that
includes one or more circuits (e.g., application specific
integrated circuit (ASIC)) for performing the functions of
one or more of the above-described embodiment(s), and by
a method preformed by the computer of the system or
apparatus by, for example, reading out and executing the
computer-executable instructions from the storage medium
to perform the functions of one or more of the above-
described embodiment(s) and/or controlling the one or more
circuits to perform the functions of one or more of the
above-described embodiment(s). The computer may com-
prise one or more processors (e.g., central processing unit
(CPU), micro processing unit (MPU)) and may include a
network of separate computers or separate processors to read
out and execute the computer-executable instructions. The
computer-executable instructions may be provided to the
computer, for example, from a network or the storage
medium. The storage medium may include, for example, one
or more of a hard disk, a random-access memory (RAM), a
read only memory (ROM), a storage of distributed comput-
ing systems, an optical disk (such as a compact disc (CD),

digital versatile disc (DVD), or Blu-ray Disc (BD™), a flash
memory device, a memory card, and the like.

[0079] While the present disclosure has described exem-
plary embodiments, it 1s to be understood that some embodi-
ments are not limited to the disclosed exemplary embodi-
ments. The scope of the following claims 1s to be accorded
the broadest interpretation so as to encompass all such
modifications and equivalent structures and functions.

[0080] This application claims priority to Japanese Patent
Application No. 2018-201270, which was filed on Oct. 25,

2018 and which 1s hereby incorporated by reference herein
n 1ts entirety.

What 1s claimed 1s:

1. An 1information processing apparatus that a web
browser operates on and that executes a web application
provided by a server by using the web browser, the infor-
mation processing apparatus comprising at least one
memory storing instructions related to the web application,
wherein the instructions cause the information processing
apparatus 1o:

execute an acquisition instruction for acquiring an iden-
tifier of a device by using the web browser; and
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transmit, to the server, an identifier included 1n a response
returned from the device following the acquisition
istruction.

2. The information processing apparatus according to

claim 1,

wherein the instructions further cause the information
processing apparatus to execute a search instruction to
search for a device capable of communicating with the
information processing apparatus via Bluetooth® by
using the web browser 1n a case where the information
processing apparatus 1s instructed to make a search
using Bluetooth® via a screen provided by the web

application, and

wherein the acquisition instruction 1s executed for a
device for which 1t 1s determined that connection of the
web application 1s permitted using the web browser.

3. The information processing apparatus according to
claim 2, wherein, to determine whether the connection of the
web application 1s permitted, the web browser displays a
prompt 1ncluding information about one or more devices
that have responded to a request executed by an operating
system (OS) of the information processing apparatus based
on the search instruction.

4. The information processing apparatus according to
claim 3, wherein, in the information processing apparatus,
based on a device having been selected on the prompt as a
target for permission, pairing for communication using
Bluetooth® 1s executed between the information processing
apparatus and the selected device.

5. The information processing apparatus according to
claim 3,

wherein the instructions further cause the information

processing apparatus to execute a determination
instruction to determine whether each of the one or
more devices that have responded based on the search
instruction 1s of a specific type, and

wherein, on the prompt, information only about a device

that has been determined as the specific type based on
the determination instruction 1s displayed.

6. A method for an information processing apparatus that
a web browser operates on and that executes a web appli-
cation provided by a server by using the web browser, the
method comprising:

executing an acquisition instruction for acquiring an 1den-

tifier of a device by using the web browser; and

transmitting, to the server, an identifier included 1n a

response returned from the device following the acqui-
sition 1nstruction.
7. A non-transitory computer-readable storage medium
having computer executable instructions stored thereon,
wherein the instructions, which 1s related to a web applica-
tion provided by a server, cause a computer to:
execute an acquisition instruction for acquiring an iden-
tifier of a device by using a web browser, the web
browser 1n which the web application 1s executed; and

transmit, to the server, an identifier included in a response
returned from the device following the acquisition
instruction.
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