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(57) ABSTRACT

This disclosure describes a method and device for process-
ing ride-sharing requests. The method and device process
ride requests received from a first mobile device and gen-
erate a first hash corresponding to the ride request. The
disclosure also describes a method and device for processing
ride sharing responses. The method and device receives a
ride request from a rider account, transmits a ride response
to the rider account, compares a first location to a current
location, determines that a difference between the first
location and the current location 1s less than a threshold
value, conducts a visual analysis of one or more persons
proximate to the current location, requests that the nider
audibly 1dentity themselves, and determines, based at least
in part on the audible identification and visual 1dentification,
that the rider 1s associated with the nider account.
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SYSTEM AND METHOD FOR
AUTHENTICATING RIDE-SHARE
REQUESTS

FIELD OF THE DISCLOSURE

[0001] This disclosure generally relates to ride services,
and more particularly relates to authenticating a rider
requesting a ride via a ride sharing service.

BACKGROUND OF THE DISCLOSURE

[0002] Ride sharing services such as Uber™, Lyit™, and
Di1di™ are pervasive in many markets of the world. Often-
times a rider, who requests a ride, will get into the incorrect
car. Mistakes like this waste the rider and driver’s time. For
example, the driver may pick up the incorrect rider and drive
the incorrect rider to the incorrect destination, resulting in
the incorrect rider having to request another ride to the
correct destination.

[0003] The dniver may pick up the incorrect rider due to a
disruption in communication between the ride sharing ser-
vice’s network and a device the rider uses to request a ride
through the ride sharing service’s network. The incorrect
driver may be paired with the incorrect rider due to a
disruption 1n communication between the ride sharing ser-
vice’s network and the driver’s device when the ride sharing
service’s network forwards the request to the dniver’s
device. Similarly, the driver may pick up the incorrect rider
when the driver’s device sends a response, 1n response to the
ride request, to the ride sharing service’s network, and there
1s a disruption 1n communication between the ride sharing
service’s network and the driver’s device. The driver may
also pick up the incorrect rider when the ride sharing
service’s network forwards the response to the nder’s
device, and there 1s a disruption 1n communication between
the ride sharing service’s network and the nider’s device.

[0004] Another common scenario, 1s when a rider shares
a device with one or more other people and the rider requests
a ride through the ride sharing service using one of one or
more other rider’s rider accounts. The driver may send a
response to a rider’s request, but the driver may not recog-
nize the rnider because the rider account that the rider
requested the ride from, 1s associated with another rider.
More specifically, because the rider account may have a
picture associated with the other rider’s rider account, and
the nider requested the ride using the other rider’s rider
account, when the driver arrives at the designated pickup
location to pick up the rider, the driver will look for the
person 1n the picture, not the rider. This results 1n the rider
not being picked up, or the driver refusing to pick the rider
up, because the rider 1s not the person in the picture. For a
similar reason, when a driver shares a device with one or
more other drivers, and the driver responds to the request
with a response through the ride sharing service using one of
one or more other driver’s driver accounts the rider may not
notice the driver because of a picture 1n the driver account
of the one or more other driver accounts. As a result, the
rider may refuse to get into a car with the driver, because the
driver 1s not the person in the picture.

[0005] Because of the potential disruption in communica-
tion between the rider’s device and the ride sharing service’s
network and the rnide sharing service’s network and the
driver’s device, a chain of transactions (e.g., a ride request
and a ride response corresponding to the ride request), with

Apr. 30, 2020

errors, may result in a driver picking up the incorrect rider.
One way to identily when an error has occurred 1s to
compare information about each transaction across the rid-
er’s device, the ride share service network, and the driver’s
device. The comparison may be based at least 1n part on a
consensus protocols.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] A detailed description 1s set forth below with
reference to the accompanying drawings. The use of the
same reference numerals may indicate similar or identical
items. Various embodiments may utilize elements and/or
components other than those 1llustrated in the drawings, and
some elements and/or components may not be present in
various embodiments. Elements and/or components in the
figures are not necessarily drawn to scale. Throughout this
disclosure, depending on the context, singular and plural
terminology may be used interchangeably.

[0007] FIGS. 1A-1B depict a ride sharing service network
for operating a ride sharing service, 1 accordance with
various embodiments of the disclosure.

[0008] FIG. 2 depicts an illustrative tlowchart of a ride
sharing service network cloud connecting a rnider’s rider
account, requesting a ride, to a driver’s driver account,
1ssuing a response to the request, in accordance with various
embodiments of the disclosure.

[0009] FIG. 3 depicts an 1llustrative timing diagram of a
ride sharing service network cloud connecting a rider’s rider
account, requesting a ride, to a driver’s driver account,
1ssuing a response to the request, in accordance with various
embodiments of the disclosure.

[0010] FIG. 4 depicts an illustrative flowchart of the ride
sharing service network cloud processing a ride request
received from a rider account, in accordance with various
embodiments of the disclosure.

[0011] FIG. § depicts an 1llustrative flowchart of the ride
sharing service network processing a ride response received
from a driver account, in accordance with various embodi-
ments of the disclosure.

[0012] FIG. 6 depicts an illustrative flowchart of the ride
sharing service network cloud comparing the hash associ-
ated with the request to a ride request hash received from the
rider’s rider account and the driver’s driver account, and
comparing the hash associated with the response to a ride
response hash received from the rider’s rider account and the
driver’s driver account, 1n accordance with various embodi-
ments of the disclosure.

[0013] FIG. 7 depicts an illustrative flowchart for confirm-
ing a rider, 1n accordance with the various embodiments of
the disclosure.

[0014] FIG. 8 depicts an exemplary architecture of a
mobile device, 1n accordance with the various embodiments
of the disclosure.

[0015] FIG. 9 depicts an exemplary computational envi-
ronment, 1n accordance with the various embodiments of the
disclosure.

DETAILED DESCRIPTION OF THE
DISCLOSURE

[0016] The disclosure will be described more fully here-

inafter with reference to the accompanying drawings, in
which exemplary embodiments of the disclosure are shown.
This disclosure may, however, be embodied in many differ-
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ent forms and should not be construed as limited to the
exemplary embodiments set forth herein. It will be apparent
to persons skilled in the relevant art that various changes in
form and detaill can be made to various embodiments
without departing from the spirit and scope of the present
disclosure. Thus, the breadth and scope of the present
disclosure should not be limited by any of the above-
described exemplary embodiments but should be defined
only in accordance with the following claims and their
equivalents. The description below has been presented for
the purposes of 1llustration and 1s not intended to be exhaus-
tive or to be limited to the precise form disclosed. It should
be understood that alternate implementations may be used in
any combination desired to form additional hybrid imple-
mentations of the present disclosure. For example, any of the
functionality described with respect to a particular device or
component may be performed by another device or compo-
nent. Furthermore, while specific device characteristics have
been described, embodiments of the disclosure may relate to
numerous other device characteristics. Further, although
embodiments have been described in language specific to
structural features and/or methodological acts, 1t 1s to be
understood that the disclosure 1s not necessarily limited to
the specific features or acts described. Rather, the specific
features and acts are disclosed as illustrative forms of
implementing the embodiments.

[0017] FIG. 1A depicts a ride sharing service network for
operating a ride sharing service, in accordance with various
embodiments of the disclosure. Rider sharing service net-
work 100 may include cloud network 106, user device 105,
user device 104, user device 109, cellular tower 101, and
cellular tower 111. Cloud network 106 may include one or
more computers and/or applications executing on the one or
more computers connected via a Local Area Network, Wide
Area Network, or Enterprise network managed by the ride
sharing service. Cloud network 106 may host one or more
services according to different models. For example, cloud
network 106 may host an Infrastructure as a Service (IaaS)
layer, Platform as a Service (PaaS) layer, and Software as a
Service (SaaS) layer. Each of these layers offer increasing
levels abstraction, in that the layers may be stacked verti-
cally. For instance, the IaaS layer may be the bottom most
layer, the PaaS layer may be on top of the IaaS layer, and the
SaaS layer may be on top of the PaaS layer.

[0018] The IaaS layer may include online services that
provide high-level Application Protocol Interfaces (APIs)
that may be used to dereference various low-level details of
underlying network infrastructure like physical computing
resources, location, data partitioning, scaling, security,
backup etc. A hypervisor, may run virtual machines as
guests. Pools of hypervisors within cloud network 106 can
support large numbers of virtual machines and the ability to
scale services up and down according to ride sharing ser-
vice’s varying requirements. The IaaS layer may host a
virtual-machine disk-1mage library, raw block storage, file or

object storage, firewalls, load balancers, IP addresses, virtual
local area networks (VLANSs), and software bundles.

[0019] The PaaS layer may host a development environ-
ment for application developers. The PaaS layer may include
toolkits and standards for development and channels for
distribution of a rider application to end users and payment
services for users to pay to download the application. The
PaaS layer may include one or more computers running an
operating system, programming-language execution envi-
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ronment, database, and/or web server. Examples of a PaaS
layer may include, but are not limited to Microsoit Azure,
Oracle Cloud Platform, and Google App Engine, the under-
lying computer and storage resources scale automatically to
match application demand so that the ride sharing service
does not have to allocate resources manually. The PaaS layer
may include a Blockchain as a Service (BaaS), implemented
in 1n the IBM Bluemix and/or Oracle Cloud Platform.

[0020] The SaaS layer may include application software
such as software that interacts with the rider account and the
rider account, and databases. The SaaS layer may be imple-
mented on physical machines (bare metal), without using
underlying PaaS or IaaS layers.

[0021] Cloud network 106 may include one or more
servers that include one or more processors, one or more
pools of memory, and one or more computer-readable
media. The one or more computer-readable media may store
a ledger that records each transaction mnitiated by a rider’s
rider account and/or each transaction 1nitiated by a driver’s
driver account. The one or more computer-readable media
may also store each transaction executed by the one or more
processors 1n the one or more servers. More specifically,
when the one or more processors may receive a transaction
from a rider’s rider account (e.g., a ride request), the one or
more processors may execute istructions that cause the one
or more computer-readable media to store the transaction as
a hash value (ride request hash) in the ledger. The one or
more processors may receive a transaction from a driver’s
driver account (e.g., a ride response) and execute instruc-
tions that cause the one or more computer-readable media to
store the transaction as a hash value (ride response hash) 1n
the ledger.

[0022] When the one or more processors receive the ride
request, the one or more processors may execute istructions
that cause the one or more processors to validate the ride
request, and the one or more processors may transmit the
ride request to the driver’s driver account. The transmission
of the rnide request to the driver’s driver account may be
hashed by the one or more processors, and stored in the
ledger. When the one or more processors receive the ride
response, the one or more processors may execute instruc-
tions that cause the one or more processors to validate the
ride response, and the one or more processors may transmit
the ride response to the rider’s rider account. The transmis-
sion of the ride response to the rider’s rider account may be
hashed by the one or more processors, and stored in the

ledger. An example embodiment of the hashing process 1s
included below in FIG. 4 and FIG. 5.

[0023] Cellular towers 101 and 111 are only representative
of two cellular towers, possibly owned by the same cellular
service provider, or possibly owned by different cellular
service providers. Cellular towers 101 and 111 may include
one or more electronics implementing a global system for
mobile communications (GSM) cellular protocol, a code
division multiple access (CDMA) protocol, or a long term
evolution (LTE) protocol. Cellular towers 101 and 111 may
be connected to cloud network 106 via an enterprise network
or leased lines of the cellular service provider.

[0024] Mobile devices 105, 104, and 109 may send and
receive data to cloud network 106 via cellular towers 101

and 111. For example, mobile device 105 may connect to

cloud network 106 via cellular tower 101 and connections
152 and 142. Mobile device 109 may connect to cloud
network 109 via cellular tower 111 and connections 122 and
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132. Mobile device 104 may connect to cloud network 109
via cellular tower 101 and connections 153 and 142. Mobile
device 105 may execute one or more computer-executable
instructions, associated with a driver account, on one or
more processors, in mobile device 105, that enable mobile
device 105 to transmit a driver response to a ride request
transmitted by mobile device 104 or mobile device 109.
Mobile device 104 may execute one or more computer-
executable instructions, associated with a rider account, on
one or more processors, 1n mobile device 104, that enable
mobile device 104 to transmit a ride request to mobile device
105 via cloud network 106. Mobile device 109 may execute
one or more computer-executable instructions, associated
with a rider account, on one or more processors, 1n mobile
device 109, that enable mobile device 109 to transmit a ride
request to mobile device 105 via cloud network 106.

[0025] Automobile 110 may be driven by a driver (not
shown in FIG. 1A), or automobile 110 may be an autono-
mous vehicle. Automobile 110 may include one or more
hardware components of a mobile device such as, mobile
device 105, that may be embedded in the hardware of
automobile 110. The one or more components may include,
Oone Or more processors, one or more transceivers, one or
more antennas, one or more microphones, one or more
speakers, one or more displays, and/or one or more radios
that may be included 1n a dashboard of automobile 110, or
throughout automobile 110. The placement of the hardware
components in automobile 110 may be optimally placed to
authenticate a rider who has requested a ride. Automobile
110 may be traveling down a road and may stop within a
general vicinity of a location that a rider 1s anticipated to be
at.

[0026] Rider 102 may be a first person holding mobile
device 104, and may be the first person associated with a first
rider account requesting a ride. Rider 102 may have a piece
of luggage (e.g., luggage 103). Rider 108 may be a second
person holding mobile device 109, and may be the second
person associated with a second rider account requesting a
ride. Rider 108 may have two pieces of luggage (e.g.,
luggage 106 and luggage 107). As automobile 110 drives
down the road, either the driver of automobile 110 may look
for the rider corresponding to a picture associated with the
rider’s rider account, or a camera on automobile 110 may
take a picture within an area of the rider location recorded
in the driver’s account The camera may send the picture to
one or more processors 1n automobile 110 or one or more
servers 1n cloud network 106 to perform facial recognition
to determine that there 1s a) a rider in the area; and b) the
rider 1s the rider associated with the rider’s account that
requested a ride. The one or more processors 1n automobile
110 or the one or more servers in cloud network 106 may
compare the picture taken to the picture associated with the
rider’s rider account, and determine that the rider in the area
1s the rider to be picked up (rider who requested the rnide).

[0027] In some embodiments, the driver’s driver account
may include computer-executable instructions that may
cause a processor 1 mobile device 105 to execute instruc-
tions that cause a camera 1n mobile device 105 to prompt the
driver to start recording the area of the location that the rider
1s anticipated to be at. The driver may respond to the prompt
and press a button on a display of mobile device 105 that
may cause mobile device 105 to start recording video
footage, or take a series of photographs, in the area as the
driver pans the area looking for the rider. The camera may
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send a picture of the video footage, or the series of photo-
graphs, to the to one or more processors 1n mobile device
105 or one or more servers 1n cloud network 106 to perform
facial recognition to determine that there 1s a) a rider 1n the
area; and b) the rider 1s the nider associated with the rider’s
account that requested a ride. The one or more processors in
mobile device 105 or the one or more servers in cloud
network 106 may compare the picture taken to the picture
assoclated with the rider’s rider account, and determine that
the rider 1n the area 1s the rider to be picked up (rider who
requested the ride). This 1s one example of the way in which
a rider may be authenticated.

[0028] In some embodiments, mobile device 105 may
collect audio sounds from the rider to determine that the
rider who requested the ride 1s the rider the driver should
pick up. In other embodiments, automobile 110 may include
one or more microphones that may collect audio sounds
from the rider to determine that the rider who provided the
audio data 1s the rnider who requested the ride and 1s the rider
the driver should pick up. For example, 1f there are two
riders side by side, the driver may place mobile device 105
outside automobile 110 and ask the two riders whether they
requested a ride. The driver’s driver account may include
one or more computer-executable instructions that may
cause the one or more processors i mobile device 105 to
cause a microphone to start recording audio signals gener-
ated by the two niders when they speak to the driver to
acknowledge that they requested a ride. For instance, when
the driver asks for the name of the riders, the microphone in
mobile device 105 may collect an audio signal correspond-
ing to an audible sound generated by the riders, 1n response
to the driver’s question. The one or more processors may
perform a speech processing analysis of the audible sound to
determine who the correct rider 1s. This 1s another example
ol a way to authenticate the correct rider. For example, a first
rider may request a ride using a second rider’s rider account
and the first rider may attempt to get into automobile 110,
however the driver of automobile 110 may confirm that the
rider who requested the ride i1s the second rider, by asking
the first rider whether they are the second rider. If the first
rider says that they are the second rider, mobile device 105
may record an audible sound associated with the first rider’s
response to the driver’s question and the one or more
processors of mobile device 105 may determine, as a result
of performing the speech processing analysis, that the first
rider 1s not the second rider. The one or more processors in
mobile device 105 may accomplish this by executing com-
puter-executable instructions that cause the one or more
processors to compare a pre-recorded audible sound gener-
ated by the second rider to the audible sound generated by
the first rider. In some embodiments, one or more servers 1n
cloud network 112 may perform the speech processing
analysis, and authenticate the first rider. The one or more
servers may be edge servers that may be located at or near
cellular towers 111 or 101. In the embodiments in which
automobile 110 1s an autonomous vehicle, one or more
processors 1n automobile 110 may perform the speech
processing analysis or transmit a signal that includes an
audio signal corresponding to the audible sound to the one
or more servers, and the one or more servers may authen-
ticate the first rider.

[0029] A driver of automobile 110 may drive past other
riders based on the clothing that they are wearing the number
of pieces of luggage they are carrying, or other personal
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items they may be carrying with them. Because automobile
110 may comprise one or more cameras, the one or more
cameras may record footage of an area within vicimty of the
location where the rider 1s anticipated to be at and may
identify the clothing that a rider 1s wearing, number of pieces
of luggage they are carrying, or other personal items that
they are carrying. The one or more processors in automobile
110 may determine, based on the footage, the clothing of a
person on a sidewalk, and may perform an 1mage processing,
analysis to determine whether the clothing of the person on
the sidewalk corresponds to clothing that the rider said that
they were wearing when the rider transmitted a request for
a ride. This 1s another example of a way the one or more
processors may be able to authenticate the rider.

[0030] The one or more processors may determine, based
on the footage, the number of pieces of luggage next to a
person on a sidewalk and may perform an 1image processing,
analysis to determine whether the number of pieces of
luggage next to the person on the sidewalk corresponds to
the number of pieces of luggage that the rider said they had
when the rider transmitted a request for a ride. The one or
more processors may even compare an image of the luggage
captured 1n the footage to an 1mage of the luggage that a
rider may have taken 1n a photo. The one or more processors
may perform an image processing analysis to determine
whether the luggage, captured 1n the footage, 1s the same as
the luggage in the photo. The rider may then be authenti-
cated based on the one or more processors determining that
the luggage 1s the same. The one or more processors in
mobile device 105 may also authenticate a rider 1n a way
similar to that, as automobile 110 may authenticate the rider
based on the number of pieces of the clothing they are
wearing, the number of pieces of luggage the rider 1s
carrying, and/or the physical aspects of the luggage itself.
For example, in FIG. 1B, automobile 110 may pass by rider
102 because mobile device 105 may determine that rider 102
has one piece of luggage (e.g., luggage 103), whereas rider
108 has two pieces of luggage (e.g., luggage 106 and
luggage 107), and the driver of automobile 110 1s scheduled
to pick up a rider with two pieces of luggage. The driver will
stop next to rider 108 because mobile device 105 determines
that nder 108 1s the correct rider to pick up. It should be
noted that the driver can also determine where to stop based
on visually determining the number of pieces of luggage a
rider 1s carrying.

[0031] FIG. 2 depicts an illustrative flowchart of a ride
sharing service network cloud connecting a rider’s rider
account, requesting a ride, to a driver’s driver account,
1ssuing a response to the request, 1n accordance with various
embodiments of the disclosure. It will be readily appreciated
that the 1llustrated procedure can be altered to delete steps or
further include additional steps. While the following
description 1s directed to a method (1.e., method 200) being
performed by the one or more servers 1n cloud network 106,
it 1s appreciated that the method can be performed in whole
or 1n part by a device other than the one or more servers (e.g.,
an edge server located at or near cellular towers 101 and/or

111).

[0032] After an mitial start step, the cloud network 106
may cause to send a smart contract to a rider account at step
202. The smart contract may include one or more terms that
must be met, or accepted by a rider before the rider 1s able
to request a ride. The one or more requisites may include
age, drinking terms, and/or agreement not to impersonate
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another rider. For example, the one or more severs 1n cloud
network 106 may transmit the smart contract to mobile
device 109 via cellular tower 111. More specifically the one
Or more processors, 1n the one or more servers, may transmit
the smart contract to a processor on mobile device 109 that
1s executing instructions corresponding to the rider account
on mobile device 109.

[0033] The method may progress to step 204, and deter-
mine whether the cloud network 106 receives acceptance of
the smart contract from the rider via the rider account. If the
cloud network 106 does not receive acceptance of the smart
contract, the method may progress to step 206 where the
cloud network 106 may cause to send a message to the rider
account indicating that the smart contract must be accepted
in order to continue. That 1s, the cloud network 106 must
receive a message from the rider account indicating that the
rider has accepted the terms of the smart contract in order for
the method to progress to step 208. For example, the one or
more processors 1n cloud network 106 may transmit the
message to the processor on mobile device 109.

[0034] In some embodiments, 1f the cloud network 106
does not receive an acceptance from the rider’s account, the
cloud network 106 may resend the smart contract to the rider
account. That 1s, the method may return to step 202. It after
a certain number of times, the cloud network 106 does not
receive an acceptance from the rider’s account, the cloud
network 106 may stop resending the smart contract to the
rider account. If the cloud network 106 does receive an
acceptance of the smart contract, from the rider account, the
method may progress to step 208. For example, the one or
more processors in cloud network 106 may retransmit the
smart contract to the processor in mobile device 109 until it
receives an acceptance of the smart contract from the rider.
The one or more processors however may stop retransmit-
ting the smart contract to the processor 1n mobile device 109
after a finite number of times and may sever the connection
to mobile device 109.

[0035] At step 208, the cloud network 106 may cause to
send the smart contract to a driver account. For example, the
one or more processors 1n the one or more servers 1n cloud
network 106, may transmit the smart contract to a processor
in mobile device 105. More specifically the one or more
processors, 1n the one or more servers, may transmit the
smart contract to a processor on mobile device 105 that 1s
executing instructions corresponding to the driver account
on mobile device 103.

[0036] The driver account may be an account associated
with a driver who may be paired with a rider associated with
the rider account. That 1s the driver may be paired with a
rider who the driver may pickup after the smart contract 1s
accepted by the driver. A nder may be paired with a driver
after both the rider and the driver have accepted the smart
contract. The process of pairing the rider with the driver 1s

detailed below 1n steps 212-214.

[0037] The method may progress to step 210, where the
cloud network 106 may determine whether 1t receives accep-
tance of the smart contract from the driver account. If the
cloud network 106 does not receive acceptance of the smart
contract, the method may return to step 208 where the cloud
network 106 may cause to send the smart contract to the
driver account indicating that the smart contract must be
accepted 1n order to continue. For example, the one or more
processors 1n cloud network 106 may transmit the message
to the processor on mobile device 105. If after a certain
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number of times, the cloud network 106 does not receive an
acceptance from the driver’s account, the cloud network 106
may stop resending the smart contract to the rider account.
I1 the cloud network 106 does receive an acceptance of the
smart contract, from the driver account, the method may
progress to step 212. For example, the one or more proces-
sors 1n cloud network 106 may retransmit the smart contract
to the processor in mobile device 105 until 1t receives an
acceptance of smart contract from the driver. The one or
more processors however may stop retransmitting the smart
contract to the processor in mobile device 105 after a finite

number of times and may sever the connection to mobile
device 105.

[0038] After the smart contract 1s accepted by the rider
account and the driver account, the method may progress to
step 212, and the cloud network 106 may process a ride
request received from the rider account. For example, the
one or more servers 1n cloud network 106 may receive a ride
request from mobile device 109. The cloud network 106
may process the ride request in accordance with the steps in
method 400, and store the ride request as a hash value. After
the cloud network 106 processes the ride request, the cloud
network 106 may process a ride response receirved from the
driver account. The cloud network 106 may process the ride
request 1 accordance with the steps 1n method 500, and
store the ride response as a hash value. For example, the one
or more servers 1n cloud network 106 may receive a ride
response from mobile device 105. The ride response may be
received and processed by the one or more servers in
response to the ride request.

[0039] Adfter the nde request and ride response are pro-
cessed, the cloud network 106 may determine whether the
driver account was able to confirm the rider account at step
216. In some embodiments, the driver may confirm the rider
visually based what they look like, what they are wearing,
and possibly the luggage that the rider 1s carrying or other-
wise has with them. If the rider 1s confirmed, the ride may
be completed 1n step 220. If the rider account/rider 1s not
confirmed by the drniver account/driver, the cloud network
106 may 1ssue an error message to the rider account and/or
the driver account at step 218. For example, the one or more
servers 1n cloud network 106 may 1ssue the error message to
the rider account and the driver account.

[0040] FIG. 3 depicts an 1illustrative timing diagram of a
ride sharing service network cloud connecting a rider’s rider
account, requesting a ride, to a driver’s driver account,
1ssuing a response to the request, in accordance with various
embodiments of the disclosure.

[0041] Ledger 301 may be stored in the one or more
servers 1n a cloud network similar to cloud network 106.
Rider account 302 may be a rider account executing on a
rider’s mobile device (e.g., mobile device 104 and/or mobile
device 109). Dniver account 303 may be a drniver account
executing on a driver’s mobile device (e.g., mobile device
105). The transactions (304-328) in timing diagram 300 may
occur after rider account 302 and driver account 303 have
accepted a smart contract as described above in FIG. 2.
Ledger 301 may receive a ride request (e.g., ride request
304) from rider account 302. For example, rider account 302
may be executing on mobile device 109, and rider account
302 may transmit ride request 304 to ledger 301, responsive
to rider 108 selecting a button, displayed on mobile device
109, corresponding to a ride request.

Apr. 30, 2020

[0042] After ledger 301 receives ride request 304, ledger
301 may rece1ve a first part of ride request key 305. The first
part of ride request key 305 may be a first portion of a ride
request key. The ride request key may include the first part
of the ride request key and a second part of the ride request
key 306. The first part of the ride request key 305 may be
stored 1n rider account 302, and the second part of the ride
request key 306 may be stored in ledger 301. Ledger 301 and
rider account 302 may validate the ride request key by
hashing a combination of the first part 305 and the second
part 306 of the ride request key. For example, when ledger
301 recerves the first part of ride request key 305, the one or
more processors in the one or more servers of cloud network
106 may store the first part of ride request key 305 in ledger
301. Ledger 301 may also store the second part of ride
request key 306, and the one or more processors may apply
a ride request hashing function to the first part of ride request
key 305 and the second part of the ride request key 306 to
validate the ride request key. Because ledger 301 stores the
second part of the ride request key (the second part of ride
request key 306) ledger 301 will transmit the second part of
ride request key 306 to rider account 302. Because rider
account 302 stores the first part of ride request key 305, the
processor 1n mobile device 109 may apply the ride request
hashing function to the first part of rnde request key 305 and
the second part of ride request key 306 to validate the ride
request key. The resulting hash value may be a first ride
request hash.

[0043] Ledger 301 may transmit the first part of the ride
request key 305 and the ride request 308 to driver account
303. Ledger 301 may transmit the second part of ride request
key 310 to driver account 303. The key 1n second part of ride
request key 310 1s the same as the key 1n second part of ride
request key 306. Ledger 301 may transmit the first part of
ride request key 305 and ride request 308, and the second
part of ride request key 310 to driver account 303 so that
driver account 303 may validate the ride request key. The
key 1n second part of ride request key 310 1s the same as the
key 1n second part of ride request key 306. Because driver
account 303 receives and stores the first part of ride request
key 305 and ride request 308, and the second part of ride
request key 310, the processor in mobile device 105 may
apply the ride request hashing function to the first part of the
ride request key, recerved 1n first part of ride request key and
ride request 308. The processor 1n mobile device 105 may
also receive the second part of ride request key 310 to
validate the ride request key. The resulting hash value may
be a second ride request hash.

[0044] Ledger 301 may receive ride response 312, from
driver account 303, 1n response to sending the second part of
ride request key 310 to driver account 303. Ledger 301 may
also receive the first part of ride response key 314, and
ledger 301 may transmit the second part of the ride response
key 316 to driver account 303. Because ledger 301 stores the
second part of ride response key, the one or more processors
may apply a ride response hashing function to the second
part of ride response key 316 and the first part of the ride
response key 314 to validate the ride response key. Because
driver account 303 stores the first part of ride response key
314, the processor 1n mobile device 105 may apply the ride
response hashing function to the first part of ride response
key 314 and the second part of ride response key 316 to
validate the ride response key. The resulting hash value may
be a second ride response hash.
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[0045] Ledger 301 may transmit the first part of ride
response key and ride response 318 to rider account 302.
Ledger 301 may also transmit the second part of ride
response key 320 to rnider account 302. Rider account 302
may apply the ride response hashing function to the first part
of ride response key and the second part of ride response key
320 to validate the ride response key. The resulting hash
value may be a first ride response hash.

[0046] Ledger 301 may receive a first ride request hash
322 from rider account 302 and a first ride response hash
324, from rider account 302. Ledger 301 may then receive
a second ride request hash 326 and a second ride response
hash 328, from driver account 303. Ledger 301 may store the
first ride request hash 320, the first ride request hash 322, the
second ride request hash 326, and the second rnide response
hash 328. The one or more processors, 1n the one or more
servers of cloud network 106, may compare the first ride
request hash 322 to a ride request hash generated by the one
or more processors to validate a ride request key. That 1s, the
ride request hash, generated by the one or more processors
to validate the ride request key, may be compared to the first
ride request hash 324 and may also be compared to the
second ride request hash 326. The one or more processors
may compare the ride request hash, generated by the one or
more processors, to the first ride request hash 324 and may
also compare i1t to the second ride request hash 326, to
determine a location of mobile device 109. Similarly, the one
or more processors may compare the ride response hash,
generated by the one or more processors, to the first ride
response hash 325 and may also compare it to the second
ride response hash 328, to determine a location of mobile
device 105. The details of the process of determining a
location of a rider account executing on a mobile device and

a mobile device executing a driver account are explained
more fully below 1n FIGS. 4-5.

[0047] FIG. 4 depicts an illustrative flowchart of the ride
sharing service network cloud processing a ride request,
received from a rider account, in accordance with various
embodiments of the disclosure. It will be readily appreciated
that the illustrated procedure can be altered to delete steps or
further 1include additional steps. While the {following
description 1s directed to a method (1.e., method 400) being
performed by the one or more servers 1n cloud network 106,
it 1s appreciated that the method can be performed 1n whole
or 1n part by a device other than the one or more servers (e.g.,
an edge server located at or near cellular towers 101 and/or

111).

[0048] At step 402, the cloud network 106 may receive a
ride request from the rider account. As explained above, the
ride request 1s a transaction and will be stored 1n a ledger
(e.g., ledger 301 as implemented by ledger 931). The ride
request 1s stored in the ledger as a hashed value. The cloud
network 106 may then receive a first part of a first key,
associated with the ride request, from the rider account. For
example, ledger 301 may receive the first part of a first key
from rider account 302. The method may then progress to
step 406, where the cloud network 106 transmits a second
part of the first key, associated with the ride request, to the
rider account. For example, the ledger 301 may transmit the
second part of the first key to rider account 302. The method
may then progress to step 408, where the cloud network 106
transmits the first part of the first key and the ride request to
the driver account. For example, ledger 301 may transmit
the first part of the first key and the ride request to driver
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account 303. The method may then progress to step 410,
where the cloud network 106 transmits the second part of the
first key to the driver account. For example, ledger 301 may
transmit the second part of the first key to driver account

303.

[0049] The method may then progress to step 412, where
the cloud network 106 may determine a first time that the
ride request was transmitted from the rider account. For
example, ledger 301 may determine a time at which the ride
request was transmitted by rider account 302. More specifi-
cally, the one or more processors 1n the one or more servers
of cloud network 106 may identily a timestamp 1n the ride
request and determine the time at which the nder account
transmitted the ride request. Because ledger 301 stores the
ride request as a hashed value, ledger 301 also stores, along
with the ride request, the time at which the rider account
transmitted the ride request. Ledger 301 also stores the
location of the rider device that the rider account 1s installed
on. It should be noted that even though the time at which the
ride request was transmitted 1s a unique value, the hashed
value of the rnide request, as calculated by the processor in
the rider device, may be slightly different than the hash value
calculated by the one or more processors 1n the one or more
servers. The reason why the hash value calculated by the
processor may be different than the hash value calculated by
the one or more processors 1s because the location deter-
mined by the processor 1n the rider device may be different
than the location determined by the one or more processors
in the one or more servers of the cloud network 106.

[0050] The method may then progress to step 414, where
the cloud network 106 may determine a first location of a
rider device associated with the rnider account (e.g., rider
account 302) based on the ride request. For example, ledger
301 may determine a location of a mobile device (e.g.,
mobile device 104 and/or mobile deice 109) at which the
mobile device transmitted the ride request. The rider account
may be associated with the mobile device. More specifically,
the one or more processors in the one or more servers of
cloud network 106 may 1dentity a location at which the ride
request was transmitted by the rider device, based on loca-
tion coordinates (e.g., Global Positioning System (GPS)
coordinates) 1n the ride request. The one or more processors
may determine the location of the rider device when the rider
account, executing on a processor of the rider device,
transmitted the ride request. Because ledger 301 stores the
ride request as a hashed value, ledger 301 also stores along
with the ride request, the location at which the rider device
transmitted the ride request. Because the location of the rider
device, at which the ride request was transmitted, as deter-
mined by the one or more processors, may be different than
the location of the rider device, as determined by the
processor in the rider device, the hashed value stored in
ledger 301 of the nide request, the time, and the location at
which the ride request was transmitted may be different than
the hashed value determined by the processor 1n the rider
device.

[0051] The reason why the location as determined by the
processor 1n the rider device may be different from the
location as determined by the one or more processors may
be due to a GPS receiver in the rider device incorrectly
calculating the GPS coordinates. For example, the GPS
receiver may calculate GPS coordinates for the rider device
that do not coincide with a location where a rider would be
picked up. For instance, the GPS receiver may calculate the
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GPS coordinates of an abandoned building, and the proces-
sor may determine that the GPS coordinates coincide with
the actual location of the rider device. Because the hashed
value 1s based on the location of the rider device, which
coincides with the GPS coordinates, the hashed value will be
based on the coordinates of the abandoned building. The one
or more servers however may have access to additional map
data that the one or more processors can use to determine
that the rider device 1s not in the abandoned building, but
rather on a sidewalk, for example, next to the abandoned
building. Accordingly, the one or more processors may
determine that the GPS coordinates of the rider device are
different from the GPS coordinates calculated by the GPS
receiver. As a result, the location stored 1n ledger 301, for the
rider device, 1s different from the location stored in rider
account 302. Driver account 303 may also receive and store
the location of the rider device from ledger 301, and the
processor 1 the driver device may determine that the
location of the rider device 1s different from the location
stored 1n rider account 302. The location of the rider device,
determined by the processor in the driver device, may be
different from the location stored in ledger 301.

[0052] Adfter determining the time and location at which
the rider device transmitted the ride request the method may
progress to step 416. At step 416, the cloud network 106 may
determine one or more rider parameters corresponding to a
rider associated with the rider account. For example, rider
108 may take a picture that 1s recorded 1n her rider account
(e.g., rider account 302). The one or more rider parameters
associated with the rider may be hair color, eye color, any
number of facial parameters (e.g., shape of lips, eyes, nose,
eyebrows, ears, etc.) that may be recognizable by a human
or facial recognition software. The one or more rider param-
eters could also be personally identifiable marks such as
scars and/or tattoos. Additionally, the one or more rider
parameters may include clothing that the rider 1s wearing at
the time the rnider transmitted the ride request. At least a
portion of these one more rider parameters may have been
input by the rider via a description field of the rider account,
or by way of a picture taken by the rider around the time the
rider account transmitted the ride request. Because ledger
301 stores the ride request as a hashed value, ledger 301 also
stores along with the ride request, the one or more nder
parameters corresponding to the rider. Because the one or
more rider parameters of each rider i1s unique (barring
identical twins), the hashed value of the ride request may
have a further degree of uniqueness based on the one or
more rider parameters corresponding to the rider. After step
416, the method may progress to step 418, where the cloud
network 106 can transmit the first time, first location, and
one or more rider parameters to the driver account. For
example, ledger 301 may transmit the first time that the ride
request was transmitted, the first location of the rider device
when the ride request was transmitted, and the one or more
rider parameters to driver account 303.

[0053] At step 420, the cloud network 106 may generate
a first hash associated with the ride request based at least 1n
part on the first part of the first key, the second part of the
first key, first time, first location, and the one or more rider
parameters. More specifically the one or more processors in
the one or more servers in cloud network 106 may generate
the first hash, and then may store the first hash in the ledger
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(e.g., ledger 301) at step 422. After the cloud network 106
stores the first hash 1n the ledger, the method may return to
method 200.

[0054] FIG. 5 depicts an illustrative flowchart of the ride
sharing service network processing a ride response, received
from a driver account, 1n accordance with various embodi-
ments of the disclosure. It will be readily appreciated that the
illustrated procedure can be altered to delete steps or further
include additional steps. While the following description 1s
directed to a method (1.e., method 500) being performed by
the one or more servers 1n cloud network 106, 1t 1s appre-
ciated that the method can be performed 1n whole or 1n part
by a device other than the one or more servers (e.g., an edge
server located at or near cellular towers 101 and/or 111).

[0055] At step 502, the cloud network 106 may receive a
ride response from the driver account. As explained above,
the ride response 1s a transaction and will be stored 1n a
ledger (e.g., ledger 301 as implemented by ledger 931). The
ride response 1s stored in the ledger as a hashed value. The
cloud network 106 may then receive a first part of a second
key associated with the nide response from the driver
account. For example, ledger 301 may receive the first part
of a second key from driver account 303. The method may
then progress to step 506, where the cloud network 106
transmits a second part of the second key associated with the
ride response to the driver account. For example, the ledger
301 may transmit the second part of the second key to driver
account 303. The method may then progress to step 508,
where the cloud network 106 may transmit the first part of
the second key and the ride response to the rider account. For
example, ledger 301 may transmit the first part of the second
key and the ride response to rider account 302. The method
may then progress to step 510, where the cloud network 106
may transmit the second part of the second key to the nider
account. For example, ledger 301 may transmit the second
part of the second key to rider account 302.

[0056] The method may then progress to step 512, where
the cloud network 106 may determine a first time that the
ride response was transmitted from the driver account. For
example, ledger 301 may determine a time at which the ride
response was transmitted by dniver account 303. More
specifically, the one or more processors in the one or more
servers ol cloud network 106 may identily a timestamp 1n
the ride response and determine the time at which the driver
account transmitted the ride response. Because ledger 301
stores the ride response as a hashed value, ledger 301 also
stores, along with the ride response, the time at which the
driver account transmitted the ride response. Ledger 301
also stores the location of the driver device that the driver
account 1s installed on. It should be noted that even though
the time at which the ride response was transmitted 1s a
unique value, the hashed value of the ride response, as
calculated by the processor in the driver device, may be
slightly different than the hash value calculated by the one
or more processors 1n the one or more servers. The reason
why the hash value calculated by the processor may be
different than the hash value calculated by the one or more
processors 1s because the location determined by the pro-
cessor 1n the driver device may be diflerent than the location
determined by the one or more processors 1n the one or more
Servers.

[0057] The method may then progress to step 514, where
the cloud network 106 may determine a first location of a
driver device associated with the driver account (e.g., driver
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account 303) based on the ride response. For example,
ledger 301 may determine a location of a mobile device
(e.g., mobile device 105) at which the mobile device trans-
mitted the ride response. The driver account may be asso-
ciated with the mobile device. More specifically, the one or
more processors 1n the one or more servers of cloud network
106 may i1dentify a location at which the ride response was
transmitted by the driver device based on location coordi-
nates (e.g., GPS coordinates) 1n the ride response. The one
or more processors may determine the location of the driver
device when the driver account, executing on a processor of
the driver device, transmitted the ride response. Because
ledger 301 stores the ride response as a hashed value, ledger
301 also stores, along with the ride response, the location at
which the driver device transmitted the ride response.
Because the location of the driver device at which the driver
response was transmitted, as determined by the one or more
processors, may be different than the location of the driver
device as determined by the processor 1n the driver device,
the hashed value stored 1n ledger 301 of the rnide response,
the time, and the location at which the ride response was
transmitted may be different than the hashed value deter-
mined by the processor in the driver device.

[0058] The reason why the location as determined by the
processor in the driver device may be different from the
location as determined by the one or more processors may
be due to a GPS receiver 1n the dniver device incorrectly
calculating the GPS coordinates. For example, the GPS
receiver may calculate GPS coordinates for the driver device
that do not coincide with a location where a driver could
drive her automobile. For instance, the GPS receiver may
calculate the GPS coordinates of a body of water, and the
processor may determine that the GPS coordinates coincide
with the actual location of the driver device. Because the
hashed value 1s based on the location of the driver device,
which coincides with the GPS coordinates, the hashed value
will be based on the coordinates of a location on the body of
water. The one or more servers however may have access to
additional map data that the one or more processors can use
to determine that the drniver device 1s not 1n the body of
water, but rather on a street, for example, next to a board-
walk bordering the body of water. Accordingly, the one or
more processors may determine that the GPS coordinates of
the driver device are different from the GPS coordinates
calculated by the GPS receiver. As a result, the location
stored 1n ledger 301, for the dniver device, 1s different from
the location stored in driver account 303. Rider account 302
may also receive and store the location of the driver device,
from ledger 301, and the processor 1n the rider device may
determine that the location of the driver device 1s different
from the location stored 1n driver account 303. The location
of the driver device, determined by the processor 1n the rider

device, may be different from the location stored 1n ledger
301.

[0059] Adfter determining the time and location at which
the driver device transmitted the ride response the method
may progress to step 516. At step 516, the cloud network 106
may determine one or more driver parameters corresponding
to a driver associated with the driver account. For example,
a driver associated with mobile device 105 may take a
picture that i1s recorded in his driver account (e.g., driver
account 303). The one or more driver parameters associated
with the driver may be hair color, eye color, and any number
of facial parameters (e.g., shape of lips, eyes, nose, eye-
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brows, ears, etc.) that may be recognizable by a human or
facial recognition software. The one or more driver param-
eters could also be personally identifiable marks such as
scars and/or tattoos. Additionally, the one or more driver
parameters may include clothing that the driver 1s wearing at
the time the driver transmitted the ride response. Any of the
one more driver parameters may have been input by the
driver via a description field of the driver account or a
picture taken by the driver around the time the driver
account transmitted the ride request. Because ledger 301
stores the ride response as a hashed value, ledger 301 also
stores along with the ride response, the one or more driver
parameters corresponding to the driver. Because the one or
more driver parameters of each driver 1s unique (barring
identical twins), the hashed value of the ride response may
have a further degree of uniqueness based on the one or
more driver parameters corresponding to the driver. After
step 516, the method may progress to step 518 where the
cloud network 106 may determine one or more second
parameters corresponding to an automobile associated with
driver. For example, the make, model, year, trim, color, of
the automobile may be determined based on a picture of the
automobile saved to the driver account by the driver. In
some embodiments, the one or more processors 1n the one or
more servers of cloud network 106 may execute image
recognition instructions that cause the one or more proces-
sors to classify the automobile based on the picture. For
example, the one or more processors may determine the
make, model, year, trim, and color of the automobile based
on an analysis of the picture.

[0060] The method may then progress to step 520, where
the cloud network 106 may transmit the first time, first
location, and one or more driver parameters to the rider
account. For example, ledger 301 may transmit the first time
that the ride response was transmitted, the first location of
the driver device when the ride response was transmitted,
and the one or more driver parameters to rider account 302.
At step 522, the cloud network 106 may generate a second
hash associated with the ride request based at least 1n part on
the first part of the second key, the second part of the second
key, first time, first location, and the one or more driver
parameters. More specifically the one or more processors in
the one or more servers in cloud network 106 may generate
the second hash, and then may store the second hash in the
ledger (e.g., ledger 301) at step 522. After the cloud network
106 stores the second hash in the ledger, the method may
return to method 200.

[0061] FIG. 6 depicts an illustrative flowchart of the ride
sharing service network cloud comparing the hash associ-
ated with the request to a ride request hash received from the
rider’s account and the driver’s account, and comparing the
hash associated with the response to a ride response receirved
from the rider’s account and the driver’s account, 1n accor-
dance with various embodiments of the disclosure. It will be
readily appreciated that the illustrated procedure can be
altered to delete steps or further include additional steps.
While the following description 1s directed to a method (i.e.,
method 600) being performed by the one or more servers in
cloud network 106, it 1s appreciated that the method can be
performed in whole or in part by a device other than the one

or more servers (e.g., an edge server located at or near
cellular towers 101 and/or 111).

[0062] At step 602, the cloud network 106 may receive a
first ride request hash from the rider account associated with
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a time and a location of the rider device corresponding to the
rider account that transmitted the ride request. For example,
ledger 301 may receive a first ride request hash associated
with a time and a location of the mobile device that
transmitted the ride request and that rider account 302 1s
installed on. For instance, a ledger stored 1n the one or more
servers of cloud network 106 may receive the first ride
request hash from a rider account, installed on mobile device
109, and the first ride request hash may correspond to the
time and location of mobile device 109. It should be noted
that the ride request hash may also be associated with a first
part of a first key and a second part of the first key. The first
key may be a key that the rider account and ledger use to
encode transactions sent between the ledger and the rider
account. For example, the first part of the first key (e.g., 1n
step 404), and the second part of the first key (e.g., 1n step
406) may be used, by the rnider account, to calculate the first
ride request hash. It should also be noted that the ride request
hash may also be associated with the one or more nider
parameters (e.g., 1n step 418).

[0063] After the first ride request hash 1s received, the
method may progress to step 604, where the cloud network
106 may receive a first ride response hash from the nider
account associated with a time and a location of the driver
device corresponding to the driver account that transmitted
the ride response. For example, ledger 301 may receive a
first ride response hash associated with a time and location
of the mobile device that transmitted the ride response and
that driver account 303 1s installed on. For instance, a ledger
stored 1n the one or more severs of cloud network 106 may
receive the first ride response hash from a rider account
installed on mobile device 109, and the first ride response
hash may correspond to the time and location of mobile
device 105. The reason why the first ride response hash 1s
received from the rider account installed on mobile device
109 1s because the rider account stores the same information
that 1s stored in the dniver account and the ledger, as
explained above. It should be noted that the first ride
response hash may also be associated with a first part of a
second key and a second part of the second key. The second
key may be a key that the driver account and ledger use to
encode transactions sent between the ledger and the driver
account. For example, the first part of the second key (e.g.,
in step 508), and the second part of the second key (e.g., in
step 510) may be used, by the rider account, to calculate the
first ride response hash. It should also be noted that the first
ride response hash may also be associated with the one or
more driver parameters (e.g., 1n step 520).

[0064] After the first ride response hash 1s received, the
method may progress to step 606, where the cloud network
106 may receive a second ride request hash from the driver
account associated with a time and a location of the rider
device corresponding to the rider account that transmitted
the ride request. For example, ledger 301 may receive a
second ride request hash associated with a time and location
of the mobile device that transmitted the ride request and
that rnder account 302 1s installed on. For instance, a ledger
stored 1n the one or more severs of cloud network 106 may
receive the second ride request hash from a driver account
installed on mobile device 105, and the second ride request
hash may correspond to the time and location of mobile
device 109. The reason why the second ride request hash 1s
received from the rider account installed on mobile device
105 1s because the driver account stores the same 1informa-
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tion that 1s stored in the rider account and the ledger, as
explained above. It should be noted that the second ride
request hash may also be associated with a first part of a first
key and a second part of the first key. The first part of the first
key (e.g., 1n step 508) and the second part of the first key
(e.g., 1n step 510) may be used, by the driver account, to
calculate the second ride request hash. It should also be
noted that the second ride request hash may also be asso-
ciated with the one or more rider parameters (e.g., 1n step

418).

[0065] Adfter the second ride request hash 1s received, the
method may progress to step 608, where the cloud network
106 may receive a second ride response hash from the driver
account associated with a time and a location of the driver
device corresponding to the driver account that transmaitted
the ride response. For example, ledger 301 may receive a
second ride response hash associated with a time and
location of the mobile device that transmitted the ride
response and that driver account 303 i1s installed on. For
instance, a ledger stored 1n the one or more severs of cloud
network 106 may receive the second ride response hash
from a driver account installed on mobile device 105, and
the second ride response hash may correspond to the time
and location of mobile device 105. It should be noted that the
second ride response hash may also be associated with a first
part of a second key and a second part of the second key. The
second key may be a key that the driver account and ledger
use to encode transactions sent between the ledger and the
driver account. For example, the first part of the second key
(e.g., 1n step 508) and the second part of the second key (e.g.,
in step 510) may be used, by the driver account, to calculate
the second ride response hash. It should also be noted that
the second ride response hash may also be associated with
the one or more driver parameters (e.g., 1n step 520).

[0066] At step 610, the cloud network 106 may determine
if the first ride request hash corresponds to the first hash. For
example, the one or more processors in the one or more
servers of cloud network 106 may compare a first rnide
request hash value, corresponding to the first ride request
hash, to a first hash value, corresponding to the first hash,
and determine whether the comparison satisfies a ride
request hash metric. For example, a ride request hash metric
that may be used to compare the first ride request hash value
to the first hash value may be a modulus of the first ride
request hash value and the first hash value. The modulus
may be a numerical value equal to an unsigned difference of
the first ride request hash value and the first hash (absolute
value of the difference of the first ride request hash value and
the first hash). The cloud network 106 may determine that
the first rnnde request hash value and the first hash value are
sufliciently the same based at least 1n part on the numerical
value being less than a designated value (e.g., a real num-
ber). As mentioned above, the ride request hash values
stored 1n the driver account, ledger, and rider account may
all be slightly different due to the locations determined by
the driver device, cloud network 106, and rider device.
Because the ride request hash values may be slightly dii-
ferent, the cloud network 106 may determine whether the
numerical value 1s less than the designated value. If the
cloud network 106 determines that the numerical value 1s
not less than the designated value, the cloud network 106
may send a message to the rider account requesting an
updated location of the rider device, and determine the
unsigned difference again based on the updated location. It
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the numerical value of the unsigned difference 1s still not less
than the designated value, then the method may end and
return to method 200, where an error message may be 1ssued
to the rider device 1n step 218. Otherwise, the method may
progress to step 612.

[0067] At step 612, the cloud network 106 may determine
if the second ride request hash corresponds to the first hash.
For example, the one or more processors 1n the one or more
servers ol cloud network 106 may compare a second ride
request hash value, corresponding to the second ride request
hash, to a first hash value, corresponding to the first hash,
and determine whether the comparison satisfies the ride
request hash metric described above. The cloud network 106
may determine that the second ride request hash value and
the first hash value are sufliciently the same based at least in
part on the numerical value being less than the designated
value described above. As mentioned above, the ride request
hash values stored i1n the driver account, ledger, and rider
account may all be slightly different due to the locations
determined by the driver device, the cloud network, and the
rider device. Because the ride request hash values may be
slightly different, the cloud network 106 may determine
whether the numerical value 1s less than the designated
value. If the cloud network 106 determines that the numeri-
cal value 1s not less than the designated value, the cloud
network 106 may send a message to the rider account
requesting an updated location of the rider device and
determine the unsigned difference again based on the
updated location. If the numerical value of the unsigned
difference 1s still not less than the designated value, then the
method may end and return to method 200, where an error
message may be issued to the rider device at step 218.
Otherwise, the method may progress to step 614.

[0068] At step 614, the cloud network 106 may determine
if the first ride response hash corresponds to the second hash.
For example, the one or more processors in the one or more
servers of cloud network 106 may compare a first ride
response hash value, corresponding to the first ride response
hash, to a second hash value, corresponding to the second
hash, and determine whether the comparison satisfies a ride
response hash metric. For example, a ride response hash
metric that may be used to compare the first ride response
hash value to the second hash value may be a modulus of the
first ride response hash value and the second hash value. The
modulus may be a numerical value equal to an unsigned
difference of the first ride response hash value and the
second hash (absolute value of the difference of the first ride
response hash value and the second hash). The cloud net-
work 106 may determine that the first ride response hash
value and the second hash value are sufliciently the same
based at least 1n part on the numerical value being less than
a designated value (e.g., a real number). As mentioned
above, the ride response hash values stored in the driver
account, ledger, and rider account may all be slightly dii-
ferent due to the locations determined by the driver device,
cloud network 106, and rider device. Because the ride
response hash values may be slightly different, the cloud
network 106 may determine whether the numerical value 1s
less than the designated value. If the cloud network 106
determines that the numerical value 1s not less than the
designated value, the cloud network 106 may send a mes-
sage to the driver account requesting an updated location of
the driver device and determine the unsigned difference
again based on the updated location. If the numerical value
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of the unsigned difference 1s still not less than the designated
value, then the method may end and return to method 200,
where an error message may be 1ssued to the driver device
at step 218. Otherwise, the method may progress to step 616.

[0069] At step 616, the cloud network 106 may determine
if the second ride response hash corresponds to the second
hash. For example, the one or more processors 1n the one or
more servers of cloud network 106 may compare a second
ride response hash value, corresponding to the second ride
response hash, to a second hash value, corresponding to the
second hash, and determine whether the comparison satisfies
the ride response hash metric described above. The cloud
network 106 may determine that the second ride response
hash value and the second hash value are sufliciently the
same based at least in part on the numerical value being less
than a designated value (e.g., a real number). As mentioned
above, the ride response hash values stored in the driver
account, ledger, and rider account may all be slightly dii-
ferent due to the locations determined by the driver device,
cloud network 106, and rider device. Because the ride
response hash values may be slightly different, the cloud
network 106 may determine whether the numerical value 1s
less than the designated value. If the cloud network 106
determines that the numerical value 1s not less than the
designated value, the cloud network 106 may send a mes-
sage to the driver account requesting an updated location of
the driver device and determine the unsigned difference
again based on the updated location. If the numerical value
of the unsigned difference 1s still not less than the designated
value, then the method may end and return to method 200,
where an error message may be 1ssued to the driver device
at step 218.

[0070] The cloud network 106 may compare the ride
request hashes to the first hash in order to verify that another
rider or driver has not logged 1nto the rider account and/or
the driver account after the ride request and/or ride response
1s received. For example, the cloud network 106 may
generate the first hash after receiving the ride request, as
explained above with reference to FIG. 4. This hash may be
based on the first key, first time, first location, and/or one or
more rider parameters. The cloud network 106 may request
that the rider account and driver account send a hash
associated with the ride request.

[0071] The cloud network 106 may request that the rider
account and driver account send a hash 1n order to verify that
the rider 1s the same person whose rider account transmitted
the ride request, and the driver 1s the same person whose
driver account recerved the ride request. If a second rider 1s
logged into the rider account on another device, and the
cloud network receives a hash associated with the ride
request that does not satisty the metric above, then the cloud
network 106 may determine that a second rider 1s logged
into the rider account. For example, the cloud network 106
may be able to determine that a second rider 1s logged 1nto
the rider’s account 1f the modulus of the hash received from
the rider account, and the first hash 1s greater than some first
threshold value. This first threshold value may indicate that
the nder device has moved to a location that does not
comncide with the location at which the ride request was
transmitted. Another example 1n which the modulus may be
greater than another threshold value may be when one or
more parameters associated with the rider are diflerent
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between the time when the ride request was transmitted by
the rider account and the hash 1s received trom the rider
account.

[0072] The cloud network 106 may request that the driver
account send a hash associated with the ride request to
ensure that the driver picks up the correct rider at the correct
location. As mentioned above, the driver account may
determine that the location for pick up 1s not the same as the
one communicated to 1t due to the GPS coordinates gener-
ated by the rider device coinciding with a location that 1s not
reachable by a vehicle (e.g., a body of water). The cloud
network 106 may also request the hash from the driver
account because of errors that may be introduced by the
driver account incorrectly recording the information asso-
ciated with the ride request (e.g., first key, first time that the
ride request was transmitted, the first location of the rider
device when the ride request was transmitted, and/or one or
more rider parameters). The cloud network 106 may also
request the hash from the driver account to combat situations
in which the information recorded by the driver account,
may be different from the information transmitted by the
cloud network 106 when a second driver logs into the driver
account on a second driver device. For example, the second
driver device may record a time and location of the rider
device, 1n the driver account, that 1s diffterent from the first
time and first location. The cloud network 106 may deter-
mine that there 1s a discrepancy by determining that a
modulus of the hash received from the driver account and
the first hash 1s greater than a designated value as explained
above.

[0073] The cloud network 106 may request hashes from
the rider account and driver account with respect to the ride
response and determine that there are discrepancies under
similar scenarios to those described above with regard to the
ride request.

[0074] FIG. 7 depicts an illustrative flowchart for confirm-
ing a rider, 1n accordance with the various embodiments of
the disclosure. While the following description 1s directed to
a method (1.e., method 700) being performed by a driver or
in automobile 110, 1t 1s appreciated that the method can be
performed in whole or 1n part by a device other than the a
driver in automobile 110 (e.g., by automobile 110). That 1s,
in some embodiments automobile 110 may be an autono-

mous vehicle, and may perform some or all of the steps in
method 700.

[0075] At step 702, a driver account may receive a ride
request from a rider account. The driver account may also
receive a timestamp associated with a time when the ride
request was transmitted, and a location of the rnider device,
when the ride request was transmitted. The driver account
may also receive a first key associated with the ride request
as well as one or more rnider parameters associated with
physically identifying characteristics of the nder, as
explained above. It should be noted that the ride request 1s
received from the rider account through the cloud network
106 as 1illustrated in FIG. 3 above. As mentioned above, a
ledger stores the ride request, first key, time and location at
which the ride request was transmitted by the rnider device,
and the one or more rider parameters.

[0076] In some embodiments, after the driver account
receives the ride request, the driver account may calculate a
hash, associated with the ride request, based at least 1n part
on the first key, first time, first location, and the one or more
rider parameters.

Apr. 30, 2020

[0077] At step 704, a driver account may transmit a ride
response to the rider account, 1n response to receipt of the
ride request. The driver account may also transmit a time-
stamp associated with a time when the ride response was
transmitted, and a location of the driver device, when the
ride response was transmitted. The driver account may also
transmit a second key associated with the ride response as
well as one or more driver parameters associated with
physically identifying characteristics of the driver, as
explained above, to the rider account. It should be noted that
the nde response, second key, time, location, and one or
more driver parameters are transmitted to the rider account
through the cloud network 106 as 1llustrated in FIG. 3 above.
As mentioned above, the ledger stores the ride response,
second key, time and location at which the ride response was
transmitted by the driver device, and the one or more driver
parameters.

[0078] In some embodiments, after the driver account
receives the ride request, the driver account may calculate a
hash, associated with the ride request, based at least in part
on the first key, first time, first location, and the one or more
rider parameters.

[0079] At step 706, the driver account may compare the
first location, of a mobile device that the rider account 1s
executing computer-executable istructions on, to a current
location of the mobile device. That 1s, the driver of an
automobile, or the automobile 1tself, may determine whether
the automobile 1s at the first location (pick up location) by
comparing the current location, of the automobile, to the
location of the first location. At step 710, the driver account
may determine whether a difference between coordinates of
the first location and coordinates of the current location 1s
less than a threshold value. If the difference between the
coordinates of the first location and the coordinates of the
current location 1s not less than the threshold value, then the
method may progress to step 708, where the automobile may
continue to drive until the difference between the coordi-
nates of the first location and the coordinates of the current
location 1s less than the threshold value. If the difference
between the coordinates of the first location and the coor-
dinates of the current location 1s less than the threshold
value, then the method may progress to step 712, where the
driver and/or automobile may conduct a visual analysis of
one or more persons near the current location. For example,
the driver may visually inspect one or more persons and
compare one or more features of each of the one or more
persons to the one or more rider parameters in order to
identify the rider. In some embodiments, a driver device,
such as driver device 105, may be secured to a dashboard
mount on the automobile that 1s positioned such that the field
of view of a camera of the driver device captures the outside
of the vehicle (e.g., through front windshield or driver side
window of the automobile). The camera may be enabled to
capture photographs or video footage, thereby enabling the
driver account to conduct a visual analysis of the one or
more persons outside of the vehicle. In some embodiments,
the automobile may be equipped with one or more cameras
that may conduct the visual analysis in substantially the
same manner.

[0080] Adfter the driver device and/or automobile conducts
the visual analysis, the method may progress to step 714,
where the drniver account and/or automobile may visually
identify the rider from the one or more persons. In some
embodiments, the driver account may determine the rider
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based at least in part on a facial recognition analysis in
which one or more 1mages corresponding to the captured
photographs, are compared to an 1mage of the rider associ-
ated with the rnider account. Based on the comparison the
driver account may 1dentity the rider from the one or more
persons. In some embodiments, the automobile itself may
conduct the facial recognition analysis in substantially the
same manner.

[0081] At step 716, the driver and/or automobile may
request that the rider audibly identity himself/herself. For
example, the driver may ask the rider to give their name as
well as additional information, such as the rider’s destina-
tion, 1n order to confirm that the correct rider 1s being picked
up. In some embodiments, the driver device may open a
microphone port, and may receive and analyze audio signals
corresponding to the audible sound generated by the rider as
they are speaking, and may conduct a speech processing
analysis to determine whether the rider 1s who they say they
are. For example, a driver account on the driver device may
execute mnstructions that cause the driver account to compare
the audio signals to one or more signals associated with an
audible sound recorded in the rider account. For instance,
the driver account may request the one or more signals from
the cloud network, which may store the one or more audio
signals. In some embodiments, the automobile may be
equipped with one or more microphones, and may conduct
the speech processing analysis 1n substantially the same
manner.

[0082] At step 718, the driver, driver device, and/or auto-
mobile may determine that the rider 1s associated with the
rider account that transmitted the ride request based at least
in part on the visual and audible 1dentification of the rider.

[0083] FIG. 8 depicts an exemplary architecture of a
mobile device, 1n accordance with the various embodiments
of the disclosure. The mobile devices 104, 105, and 109 may
include one or more processor(s) 820, input/output (I/0)
interface(s) 822, a radio 824, network interface(s) 826, and
memory 830.

[0084] The processors 820 of the mobile devices 104, 105,

and 109 may be implemented as appropriate 1n hardware,
software, firmware, or combinations thereof. Software or
firmware implementations of the one or more processors 820
may include computer-executable or machine-executable
instructions written 1n any suitable programming language
to perform the various functions described. Hardware imple-
mentations of the processors 820 may be configured to
execute computer-executable or machine-executable
instructions to perform the various functions described. In
example embodiments, the processors 820 may be config-
ured to execute instructions, soiftware, and/or applications
stored 1n the memory 830. The one or more processors 820
may include, without limitation, a central processing unit
(CPU), a digital signal processor (DSP), a reduced instruc-
tion set computer (RISC), a complex instruction set com-
puter (CISC), a microprocessor, a microcontroller, a field
programmable gate array (FPGA), or any combination
thereof. The mobile devices 104, 105, and 109 may also
include a chipset (not shown) for controlling communica-
tions between the one or more processors 820 and one or
more of the other components of the mobile devices 104,
105, and 109. The one or more processors 820 may also
include one or more application specific integrated circuits
(ASICs) or application specific standard products (ASSPs)
for handling specific data processing functions or tasks.
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[0085] The one or more I/O device interfaces 822 may
enable the use of one or more (I/O) device(s) or user
interface(s) 846, such as a touch sensitive screen, keyboard,
and/or mouse. The riders 102 and 108 and/or a driver may
be able to administer images, sensor data, and communica-
tions phase information from the mobile devices 104, 105,
and 109 by interacting with the user interfaces 846 via the
I/O interfaces 822. The network interfaces(s) 826 may allow
the mobile devices 104, 105, and 109 to communicate via
the network 106 and/or via other suitable communicative
channels. For example, the mobile devices 104, 105, and
109 may be configured to communicate with stored data-
bases, other computing devices or servers, user terminals, or
other devices on the networks 106.

[0086] The transmit/receive or radio 824 may include any
suitable radio for transmitting and/or receiving radio ire-
quency (RF) signals 1n the bandwidth and/or channels
corresponding to the communications protocols utilized by
the mobile devices 104, 105, and 109 to communicate with
other server 110 via cellular base station 108. The radio
component 824 may include hardware and/or software to
modulate communications signals according to pre-estab-
lished transmission protocols. The radio component 824
may be configured to generate communications signals for
one or more communications protocols including, but not
limited to, Wi-F1, direct Wi-Fi1, Bluetooth, 3G mobile com-
munication, 4G mobile communication, long-term evolution
(LTE), WiMax, direct satellite communications, or combi-
nations thereof. In alternative embodiments, protocols may
be used for communications between relatively adjacent
mobile devices 104, 105, and 109, such as Bluetooth,
dedicated short-range communication (DSRC), or other
packetized radio communications. The radio component 824
may 1nclude any known receiver and baseband suitable for
communicating via the communications protocols of the
mobile devices 104, 105, and 109. The radio component
may further include a low noise amplifier (LNA), additional
signal amplifiers, an analog-to-digital (A/D) converter, one
or more builers, and digital baseband. In certain embodi-
ments, the communications signals generated by the radio
component 824 and transmitted via the antenna 840 may
include an in-phase component (I) and a quadrature phase
component (Q), where the in-phase component and the
quadrature phase component 1s substantially orthogonal to
cach other. In other example embodiments, the transmaitted
communications signal may be generated by alternative
transceiver implementations, including, for example, all-
digital polar RF transceivers where the I and Q information
may be mapped from the Cartesian coordinate system to
polar (amplitude and phase) coordinate systems. The radio
may further be configured to measure and encode phase
information such as IQQ phase data onto a transmitted signal

from the mobile devices 104, 105, and 109.

[0087] The memory 830 may include one or more volatile
and/or non-volatile memory devices including, but not lim-
ited to, magnetic storage devices, read only memory (ROM),
random access memory (RAM), dynamic RAM (DRAM),
static RAM (SRAM), synchronous dynamic RAM
(SDRAM), double data rate (DDR) SDRAM (DDR-
SDRAM), RAM-BUS DRAM (RDRAM), flash memory
devices, electrically erasable programmable read only
memory (EEPROM), non-volatile RAM (NVRAM), univer-
sal serial bus (USB) removable memory, or combinations
thereof.
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[0088] The memory 830 may store program instructions
that are loadable and executable on the processor(s) 820, as
well as data generated or received during the execution of
these programs. The memory 830 may have stored thereon
software modules including an operating system (O/S) mod-
ule 832, applications module 834, communications module
836, and 1maging module 840. Each of the modules and/or
software stored on the memory 830 may provide function-

ality for the mobile devices 104, 105, and 109, when
executed by the processors 820.

[0089] The O/S module 832 may have one or more
operating systems stored thereon. The processors 820 may
be configured to access and execute one or more operating,
systems stored in the (O/S) module 832 to operate the
system functions of the mobile devices 104, 105, and 109.
System functions, as managed by the operating system may
include memory management, processor resource manage-
ment, driver management, application software manage-
ment, system configuration, and the like. The operating
system may be any variety of suitable operating systems
including, but not limited to, Google® Android®, Micro-
soft® Windows®, Microsoft® Windows® Server®, Linux,
Apple® OS-X®, or the like.

[0090] The application(s) module 834 may contain
instructions and/or applications thereon that may be
executed by the processors 820 to provide one or more
functionality associated with the mobile devices 104, 105,
and 109, including functions related to providing images,
sensor data, and/or wireless communications signal phase
information, as well as receiving mapping data and/or
images for rendering to the riders 102 and 108 and/or a
driver. These instructions and/or applications may, 1n certain
aspects, interact with the (O/S) module 832 and/or other
modules of the mobile devices 104, 105, and 109. The
applications module 834 may have instructions, software,
and/or code stored thereon that may be launched and/or
executed by the processors 820 to execute one or more
applications and functionality associated therewith. These
applications may include, but are not limited to, function-
ality such as web browsing, business, communications,
graphics, word processing, publishing, spreadsheets, data-
bases, gaming, education, entertainment, media, project
planning, engineering, drawing, or combinations thereof.

[0091] The communications module 836 may have
instructions stored thereon that, when executed by the pro-
cessors 820, enable the mobile devices 104, 105, and 109 to
provide a variety of communications functionality. In one
aspect, the processors 820, by executing instructions stored
in the communications module 836, may be configured to
demodulate and/or decode communications signals received
by the mobile devices 104, 105, and 109 via the antenna 840
and radio 824. The processors 820 may further be configured
to 1dentily one or more phase information carried on the
received communications signals from the cellular base
station 108. The received communications signals may
turther carry audio, beacons data, handshaking, information,
and/or other data thereon. In another aspect, the processors
820, by executing instructions form at least the communi-
cations module 836, may be configured to generate and
transmit communications signals via the radio 824 and/or
the antenna 830. The processors may encode and/or modu-
late communications signals to be transmitted by the mobile

devices 104, 105, and 109.
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[0092] The mmaging module 840 may have instructions
stored thereon that, when executed by the processors 820,
configure the mobile devices 104, 105, and 109 to provide
a variety of imaging functions. In one aspect, the processors
820 may be configured to 1nitiate capturing an 1image via an
image sensor (not shown). In some example embodiments,
the processors 820 may perform some preliminary image
manipulation processes prior to transmitting the image to the
server 110 via the network 106. In some other example
embodiments, the processors 820 may be configured to only
transmit 1mages that may be provide enhancements to the
mapping of a particular structure.

[0093] FIG. 9 depicts an exemplary computational envi-
ronment, 1n accordance with the various embodiments of the
disclosure. FIG. 9 1llustrates one of the one or more servers
in cloud network 106 storing a ledger (1.e., ledger 931) 1n
memory (1.e., memory 930), 1n accordance with one or more
aspects of the disclosure. The example computational envi-
ronment 900 1s only illustrative and 1s not intended to
suggest or otherwise convey any limitation as to the scope
of use or functionality of such computational environment’s
architecture. In addition, the computational environment
900 should not be interpreted as having any dependency or
requirement relating to any one or combination of compo-
nents illustrated 1n this example computational environment.

[0094] The computational environment 900 represents an
example of a software implementation of the various aspects
or features of the disclosure in which the processing or
execution of the operations described 1n connection with the
power control described herein, including the processing of
information communicated (e.g., encoded, modulated, and/
or arranged) 1n accordance with this disclosure, can be
performed 1n response to the execution of one or more
software components at the computing device 910. It should
be appreciated that the one or more software components
can render the computing device 910, or any other comput-
ing device that contains such components, a particular
machine for storing transactions received from mobile
devices 104, 105, and 109, and storing transactions that are
sent to mobile devices 104, 105, and 109 as described
herein. A software component can be embodied 1n or can
comprise one or more computer-accessible mstructions, e.g.,
computer-readable and/or computer-executable instructions.
At least a portion of the computer-accessible instructions
can embody one or more of the example techniques dis-
closed herein. For instance, to embody one such method, at
least the portion of the computer-accessible instructions can
be persisted (e.g., stored, made available, or stored and made
available) 1n a computer storage non-transitory medium and
executed by a processor. The one or more computer-acces-
sible instructions that embody a software component can be
assembled 1nto one or more program modules, for example,
that can be compiled, linked, and/or executed at the com-
puting device 910 or other computing devices. Generally,
such program modules comprise computer code, routines,
programs, objects, components, information structures (e.g.,
data structures and/or metadata structures), etc., that can
perform particular tasks (e.g., one or more operations) in
response to execution by one or more processors, which can
be integrated into the computing device 910 or functionally
coupled thereto.

[0095] The various example embodiments of the disclo-
sure can be operational with numerous other general purpose
or special purpose computing system environments or con-
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figurations. Examples of well-known computing systems,
environments, and/or configurations that can be suitable for
implementation of various aspects or features of the disclo-
sure 1n connection with power control, including the pro-
cessing of information communicated (e.g., encoded, modu-
lated, and/or arranged) in accordance with the features
described herein, can comprise personal computers; server
computers; laptop devices; handheld computing devices,
such as mobile tablets; wearable computing devices; and
multiprocessor systems. Additional examples can include
set-top boxes, programmable consumer electronics, network
PCs, minicomputers, mainframe computers, blade comput-
ers, programmable logic controllers, distributed computing
environments that comprise any of the above systems or
devices, and the like.

[0096] As illustrated, the computing device 910 can com-
prise one or more processors 914, one or more input/output
(I/0) 1nterfaces 916, a memory 930, and a bus architecture
932 (also termed bus 932) that functionally couples various
functional elements of the computing device 910. The bus
932 can include at least one of a system bus, a memory bus,
an address bus, or a message bus, and can permit the
exchange of information (data, metadata, and/or signaling)
between the processor(s) 914, the I/O interface(s) 916,
and/or the memory 930, or the respective functional ele-
ments therein. In scenarios 1n which the processor(s) 914
include multiple processors, the computing device 910 can
utilize parallel computing.

[0097] The I/O interface(s) 916 can permit or otherwise
facilitate the communication of information between the
computing device and an external device, such as another
computing device, e.g., a network element or an end-user
device. Such communication can include direct communi-
cation or indirect communication, such as the exchange of
information between the computing device 910 and the
external device via a network or elements thereof. As
illustrated, the I/O interface(s) 916 can comprise one or
more of network adapter(s) 918, peripheral adapter(s) 922,
and display unit(s) 926. Such adapter(s) can permit or
tacilitate connectivity between the external device and one
or more of the processor(s) 914 or the memory 930. In one
aspect, at least one of the network adapter(s) 918 can couple
functionally the computing device 910 to one or more
computing devices 970 via one or more traflic and signaling
pipes 964 that can permit or facilitate exchange of tratlic 962
and signaling 964 between the computing device 910 and
the one or more computing devices 970. Such network
coupling provided at least 1n part by the at least one of the
network adapter(s) 918 can be implemented in a wired
environment, a wireless environment, or both. The informa-
tion that 1s communicated by the at least one network
adapter can result from the implementation of one or more
operations 1n a method of the disclosure. Such output can be
any form of visual representation including, but not limited
to, textual, graphical, animation, audio, tactile, and the like.
In certain scenarios, computing devices 970 may be anyone
of mobile devices 104, 105, and 109. In addition or 1n the
alternative, the display unit(s) 926 can include functional
clements (e.g., lights, such as light-emitting diodes; a dis-
play, such as a liqud crystal display (LCD), combinations
thereot, or the like) that can permit control of the operation
of the computing device 910, or can permit conveying or
revealing the operational conditions of the computing device

910.
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[0098] Radio Unit 920 may comprise one or more pro-
cessors, transceivers, and antennas communicatively
coupled to the one or more processors and transceivers.
Radio Unit 920 may transmit and receive signals using the
antenna and transceiver.

[0099] In one aspect, the bus 932 represents one or more
of several possible types of bus structures, including a
memory bus or memory controller, a peripheral bus, an
accelerated graphics port, and a processor or local bus using
any of a variety of bus architectures. As an 1illustration, such

architectures can comprise an Industry Standard Architec-
ture (ISA) bus, a Micro Channel Architecture (MCA) bus, an

Enhanced ISA (EISA) bus, a Video Electronics Standards
Association (VESA) local bus, an Accelerated Graphics Port
(AGP) bus, and a Peripheral Component Interconnects (PCI)
bus, a PCI-Express bus, a Personal Computer Memory Card
Industry Association (PCMCIA) bus, a Umiversal Serial Bus
(USB), and the like. The bus 932, and all buses described
herein, can be implemented over a wired or wireless network
connection, and each of the subsystems, including the pro-
cessor(s) 914, the memory 930 and memory elements
therein, and the I/O interface(s) 916 can be contained within
one or more remote computing devices 970 at physically
separate locations, connected through buses of this form, 1n
eflect implementing a fully distributed system.

[0100] The computing device 910 can comprise a variety
of computer-readable media. Computer-readable media can
be any available media (and non-transitory) that can be
accessed by a computing device. In one aspect, computer-
readable media can comprise computer non-transitory stor-
age media (or computer-readable non-transitory storage
media) and communications media. Example computer-
readable non-transitory storage media can be any available
media that can be accessed by the computing device 910,
and can comprise, for example, both volatile and non-
volatile media, and removable and/or non-removable media.
In one aspect, the memory 930 can comprise computer-
readable media in the form of volatile memory, such as
random access memory (RAM), and/or non-volatile
memory, such as read-only memory (ROM).

[0101] The memory 930 can comprise ledger 931. System
information storage 933 may comprise instructions that
cause processor(s) 914 to send store each transaction
received from mobile devices 104, 105, and 109 as a hash,
and to store each transaction sent to mobile devices 104,
105, and 109 as a hash as described above. Such information
can 1nclude at least one of code instructions, information
structures, or the like. At least one of the one or more
interfaces 950 (e.g., application programming interface(s))
can permit or facilitate the communication of information
between two or more components within the functionality
ledger 931. The information that 1s communicated by the at
least one interface can result from 1implementation of one or
more operations 1n a method of the disclosure.

[0102] In addition, the memory 930 can comprise com-
puter-accessible instructions and information (e.g., data and/
or metadata) that permit or facilitate the operation and/or
administration (e.g., upgrades, software installation, any
other configuration, or the like) of the computing device
910. Accordingly, as illustrated, the memory 930 can com-
prise a memory element 942 (labeled OS instruction(s) 942)
that contains one or more program modules that embody or
include one or more operating systems, such as Windows
operating system, Umx, Linux, Symbian, Android, Chro-
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mium, and substantially any operating system suitable for
mobile computing devices or tethered computing devices. In
one aspect, the operational and/or architectural complexity
of the computing device 910 can dictate a suitable operating
system. The memory 930 also comprises a system informa-
tion storage 946 having data and/or metadata that permits or
facilitates the operation and/or administration of the com-
puting device 910. Elements of the OS instruction(s) 942
and the system information storage 946 can be accessible or
can be operated on by at least one of the processor(s) 914.

[0103] The computing device 910 and/or one of the com-
puting device(s) 970 can include a power supply (not
shown), which can power up components or functional
elements within such devices. The power supply can be a
rechargeable power supply, e.g., a rechargeable battery, and
it can include one or more transformers to achieve a power
level suitable for operation of the computing device 910
and/or one of the computing device(s) 970, and components,
functional elements, and related circuitry therein. In certain
scenarios, the power supply can be attached to a conven-
tional power grid to recharge and ensure that such devices
can be operational. In one aspect, the power supply can
include an I/0 interface (e.g., one of the network adapter(s)
918) to connect operationally to the conventional power
orid. In another aspect, the power supply can include an
energy conversion component, such as a solar panel, to
provide additional or alternative power resources or
autonomy for the computing device 910 and/or one of the
computing device(s) 970.

[0104] The computing device 910 can operate 1n a net-
worked environment by utilizing connections to one or more
remote computing devices 970. As an 1illustration, a remote
computing device can be a personal computer, a portable
computer, a server, a router, a network computer, a peer
device or other common network node, and so on. As
described herein, connections (physical and/or logical)
between the computing device 910 and a computing device
of the one or more remote computing devices 970 can be
made via one or more traffic and traflic 962 or signaling 964
which can comprise wireline link(s) and/or wireless link(s)
and several network elements (such as routers or switches,
concentrators, servers, and the like) that form a local area
network (LAN) and/or a wide area network (WAN). Such
networking environments are conventional and common-
place in dwellings, oflices, enterprise-wide computer net-
works, 1ntranets, local area networks, and wide area net-
works.

[0105] Blocks of the block diagrams and flow diagrams
support combinations of means for performing the specified
functions, combinations of elements or steps for performing
the specified tunctions and program instruction means for
performing the specified functions. It will also be under-
stood that each block of the block diagrams and flow
diagrams, and combinations of blocks in the block diagrams
and flow diagrams, may be implemented by special-purpose,
hardware-based computer systems that perform the specified
functions, elements or steps, or combinations of special-
purpose hardware and computer instructions.

Example Embodiments

[0106] In some instances, the following examples may be
implemented together or separately by the systems and
methods described herein.
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[0107] Example 1 may include a method comprising:
processing, by one or more computers coupled to at least one
memory, a ride request recerved from a first mobile device;
and generating, by the one or more computers, a first hash
corresponding to the ride request.

[0108] Example 2 may include the method of example 1,
further comprising: storing, by the one or more computers,
the first hash 1n a ledger, wherein the ledger 1s stored in the
at least one memory.

[0109] Example 3 may include the method of example 1
and/or some other example herein, further comprising:
transmitting, by the one or more computers, the ride request
to a second mobile device.

[0110] Example 4 may include the method of example 3
and/or some other example herein, further comprising: pro-
cessing, by the one or more computers, a ride response from
the second mobile device, responsive to the ride request; and
generating, by the one or more computers, a second hash
corresponding to the ride response.

[0111] Example 5 may include the method of example 4
and/or some other example herein, further comprising: stor-
ing, by the one or more computers, the second hash in a
ledger, wherein the ledger 1s stored in the at least one
memory.

[0112] Example 6 may include the method of example 4
and/or some other example herein, further comprising:
transmitting, by the one or more computers, the ride
response to the first mobile device.

[0113] Example 7 may include a device, comprising: at
least one memory storing computer-executable 1nstructions;
and at least one processor configured to access the at least
one memory and execute the computer-executable instruc-
tions to: process a ride request received from a first mobile
device; and generate a first hash corresponding to the ride
request.

[0114] Example 8 may include the device of example 7
and/or some other example herein, wherein the at least one
processor 1s further configured to execute the computer-
executable instructions to: transmit the ride request to a
second mobile device.

[0115] Example 9 may include the device of example 7
and/or some other example herein, wherein the at least one
processor 1s further configured to execute the computer-
executable instructions to: process a ride response from the
second mobile device, responsive to the ride request; gen-
erate a second hash corresponding to the ride response; and
store the second hash 1n a ledger.

[0116] Example 10 may include the device of example 9
and/or some other example herein, wherein the at least one
processor 1s further configured to execute the computer-
executable instructions to: transmit the ride response to the
first mobile device.

[0117] Example 11 may include the device of example 8
and/or some other example herein, wherein the at least one
processor 1s further configured to execute the computer-
executable instructions to: transmit a first part of a ride
request key to the second mobile device.

[0118] Example 12 may include the device of example 11
and/or some other example herein, wherein the at least one
processor 1s further configured to execute the computer-
executable instructions to: transmit a second part of the ride
request key to the second mobile device.

[0119] Example 13 may include the device of example 9
and/or some other example herein, wherein the at least one
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processor 1s further configured to execute the computer-
executable instructions to: transmit a first part of a ride
response key to the first mobile device.

[0120] Example 14 may include the device of example 13
and/or some other example herein, wherein the at least one
processor 1s further configured to execute the computer-
executable 1nstructions to: transmit a second part of the ride
response key to the first mobile device.

[0121] Example 15 may include a method comprising:
receiving, by one or more computers, a ride request from a
rider account; transmitting, by the one or more computes, a
ride response to the rider account; comparing, by the one or
more computers, a first location to a current location, as the
one or more computers approach the first location; deter-
miming, by the one or more computers, that a difference
between the first location and the current location 1s less than
a threshold value; conducting a visual analysis of one or
more persons proximate to the current location; requesting
that a nder, of the one or more persons, audibly identify
themselves; and determining, based at least in part on the
audible 1dentification and visual 1dentification, that the rider
1s associated with the rider account.

[0122] Example 16 may include the method of example 15
and/or some other example herein, further comprising:
receiving, by the one or more computers, a first part of a ride
request key; and receiving, by the one or more computers, a
second part of the ride request key.

[0123] Example 17 may include the method of example 15
and/or some other example herein, further comprising:
transmitting, by the one or more computers, a first part of a
ride response key; and receiving, by the one or more
computers, a second part of the ride response key.

[0124] Example 18 may include the method of example 15
and/or some other example herein, further comprising:
transmitting, by the one or more computers, a second ride
request hash; and transmitting, by the one or more comput-
ers, a second ride response hash.

[0125] Example 19 may include the method of example 15
and/or some other example herein, wherein conducting the
visual analysis of one or more persons proximate to the
current location comprises: comparing the one or more
persons to an 1mage of the rider store 1n the one or more
computers.

[0126] Example 20 may include the method of example 15
and/or some other example herein, wherein audible 1dent-
fication 1s based at least in part on comparing an audible
signal of the rider to an audible signal received from the
rider account that 1s associated with the rider.

[0127] Many modifications and other implementations of
the disclosure set forth herein will be apparent having the
benefit of the teachings presented in the foregoing descrip-
tions and the associated drawings. Therefore, 1t 1s to be
understood that the disclosure 1s not to be limited to the
specific implementations disclosed and that modifications
and other implementations are intended to be included
within the scope of the appended claims. Although specific
terms are employed herein, they are used in a generic and
descriptive sense only and not for purposes of limitation.
Conditional language, such as, among others, “can,”
“could,” “might,” or “may,” unless specifically stated oth-
erwise, or otherwise understood within the context as used,
1s generally intended to convey that certain implementations
could 1nclude, while other implementations do not include,

certain features, elements, and/or operations. Thus, such
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conditional language 1s not generally intended to imply that
features, elements, and/or operations are 1n any way required
for one or more implementations or that one or more
implementations necessarily include logic for deciding, with
or without user input or prompting, whether these features,
clements, and/or operations are included or are to be per-
formed 1n any particular implementation.
What 1s claimed 1is:
1. A method comprising;
processing, by one or more computers coupled to at least
one memory, a ride request received from a first mobile
device; and
generating, by the one or more computers, a first hash
corresponding to the ride request.
2. The method of claim 1, further comprising:
storing, by the one or more computers, the first hash 1n a
ledger, wherein the ledger 1s stored 1n the at least one
memory.
3. The method of claim 1, further comprising:
transmitting, by the one or more computers, the ride
request to a second mobile device.
4. The method of claim 3, further comprising:
processing, by the one or more computers, a ride response
from the second mobile device, responsive to the ride
request; and
generating, by the one or more computers, a second hash
corresponding to the ride response.
5. The method of claim 4, further comprising:
storing, by the one or more computers, the second hash 1n
a ledger, wherein the ledger 1s stored in the at least one
memory.
6. The method of claim 4, further comprising;:
transmitting, by the one or more computers, the ride
response to the first mobile device.
7. A device, comprising:
at least one memory storing computer-executable instruc-
tions; and
at least one processor configured to access the at least one
memory and execute the computer-executable instruc-
tions to:
process a ride request received from a first mobile
device; and
generate a first hash corresponding to the ride request.
8. The device of claim 7, wherein the at least one
processor 1s further configured to execute the computer-
executable instructions to:
transmit the ride request to a second mobile device.

9. The device of claim 7, wherein the at least one
processor 1s further configured to execute the computer-
executable 1nstructions to:

process a ride response from the second mobile device,

responsive to the ride request;

generate a second hash corresponding to the nde

response; and

store the second hash 1n a ledger.

10. The device of claim 9, wherein the at least one
processor 1s further configured to execute the computer-
executable instructions to:

transmit the ride response to the first mobile device.

11. The device of claim 8, wherein the at least one
processor 1s further configured to execute the computer-
executable instructions to:

transmit a first part of a ride request key to the second

mobile device.
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12. The device of claim 11, wherein the at least one
processor 1s further configured to execute the computer-
executable instructions to:

transmit a second part of the ride request key to the second

mobile device.

13. The device of claim 9, wherein the at least one
processor 1s further configured to execute the computer-
executable instructions to:

transmit a first part of a ride response key to the first

mobile device.

14. The device of claim 13, wherein the at least one
processor 1s further configured to execute the computer-
executable instructions to:

transmit a second part of the ride response key to the first

mobile device.

15. A method comprising:

receiving, by one or more computers, a ride request from

a rider account;

transmitting, by the one or more computes, a ride

response to the rider account;

comparing, by the one or more computers, a first location

to a current location, as the one or more computers
approach the first location;

determining, by the one or more computers, that a difler-

ence between the first location and the current location
1s less than a threshold value;

conducting a visual analysis of one or more persons

proximate to the current location;

requesting that a rider, of the one or more persons, audibly

identily themselves; and
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determining, based at least 1n part on the audible 1denti-
fication and visual 1dentification, that the rider 1s asso-
clated with the rider account.

16. The method of claim 15 further comprising:

recerving, by the one or more computers, a first part of a
ride request key; and

recerving, by the one or more computers, a second part of
the ride request key.

17. The method of claim 15 further comprising:

transmitting, by the one or more computers, a first part of
a ride response key; and

receiving, by the one or more computers, a second part of
the ride response key.

18. The method of claim 15 further comprising:

transmitting, by the one or more computers, a second ride
request hash; and

transmitting, by the one or more computers, a second ride
response hash.

19. The method of claim 15, wherein conducting the
visual analysis of one or more persons proximate to the
current location comprises:

comparing the one or more persons to an 1mage of the
rider store 1n the one or more computers.

20. The method of claim 15, wherein audible identifica-
tion 1s based at least in part on comparing an audible signal
of the nder to an audible signal received from the rider
account, that 1s associated with the rider.
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