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SYSTEM AND METHOD FOR BLOCKCHAIN
LEDGER OVER MULTIFUNCTION
PERIPHERAL NETWORK

TECHNICAL FIELD

[0001] This application relates generally to an enterprise
electronic blockchain ledger system. The application relates
more particularly to leveraging processing power of an array
ol networked multifunction peripherals to provide an enter-
prise with a blockchain ledger.

BACKGROUND

[0002] Document processing devices include printers,
copiers, scanners and e-mail gateways. More recently,
devices employing two or more of these functions are found
in oflice environments. These devices are referred to as
multifunction peripherals (MFPs) or multifunction devices
(MFDs). As used herein, MFPs are understood to comprise
printers, alone or in combination with other of the afore-
noted functions. It 1s further understood that any suitable
document processing device can be used.

[0003] MEFPs have evolved to be sophisticated business
machines requiring an on board computer, referred to as a
controller. A controller monitors device operation, controls
operations of document processing engines which govern
printing, faxing, scanning, emailing, storing or networking
operations.

[0004] Given the expense in obtaining and maintain
MEPs, two or more devices are frequently shared or moni-
tored by users via a data network. Many document process-
ing operations may require a fee. All operations are associ-
ated with costs. All document operations require operational
time of a device that can be expensive. MFPs further
possesses a finite lifetime with regular device maintenance
costs. All device operations require consumption electric
power. While some operations, like faxing, emailing or
scanning, do have costs associated with them, they are
relatively small as compared to printing. Printing operations
require mechanical interactions that place wear and tear on
paper drive mechanisms. Printing operations also require
consumption media, such as paper, and deposition compo-
nents, such as ink or toner. Color printing can be even more
expensive as it requires formation of colors by consumption
of multiple colors of toner or 1nk.

[0005] For the reasons noted above, many MFPs are
subject to a use charge. Operations such as scanning, email-
ing or faxing may be oflered at low or no cost. The more
expensive printing or copying may be subject to a fee, such
as per-page fee. Color printing or copying may be subject to
a higher charge. Costs may be assessed to a particular person
or group. Also, quotas may also be set. Accurate tracking of
device usage 1s therefore desirable, not only for cost pur-
poses, but also to track device usage or maintenance needs.
[0006] In oflice environments, 1t 1s important to maintain
accurate information, not only for MFP related information,
but also for information such as inventory levels, medical
information or financial information. Certain information,
such as medical records or financial information, can be
highly confidential and subject to access control or tracking.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Various embodiments will become better under-
stood with regard to the following description, appended
claims and accompanying drawings wherein:
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[0008] FIG. 1 1s an example embodiment of an MFP-
based blockchain ledger system:;

[0009] FIG. 2 1s an example embodiment of a document
rendering system;

[0010] FIG. 3 1s an example embodiment of a digital
device;
[0011] FIG. 4 1s an example embodiment of an MFP-based

blockchain ledger system;

[0012] FIG. 51s an example embodiment of transaction of
a blockchain ledger system; and

[0013] FIG. 6 1s an example embodiment of a blockchain
ledger system.

DETAILED DESCRIPTION

[0014] The systems and methods disclosed herein are
described 1n detail by way of examples and with reference
to the figures. It will be appreciated that modifications to
disclosed and described examples, arrangements, configu-
rations, components, elements, apparatuses, devices meth-
ods, systems, etc. can suitably be made and may be desired
for a specific application. In this disclosure, any identifica-
tion of specific techniques, arrangements, etc. are either
related to a specific example presented or are merely a
general description of such a technique, arrangement, etc.
Identifications of specific details or examples are not
intended to be, and should not be, construed as mandatory or
limiting unless specifically designated as such.

[0015] In accordance with an example embodiment,
detailed below, a system and method for distributed multi-
function peripheral blockchain ledgering includes a group of
networked MFPs, each having a document processing
engine, a network interface and an intelligent controller with
a processor and memory. An electronic blockchain ledger 1s
stored 1n memory, along with licensing data designating the
multifunction peripheral as trusted. Transaction data is
received via the network imterface and validated. MFPs poll
other trusted, networked multifunction peripherals to vali-
date received transaction data, and update the blockchain
ledger 1n accordance with validated transactions.

[0016] Information, such as inventory, medical records,
financial information, may be stored 1n a database, such as
may be provided by a networked database server. A history
of transactions, such as inventory changes or financial
dealings, may be stored in what may be referred to as an
clectronic ledger. An electronic ledger may reside on a
networked server. Electronic ledgers may sufler from lack of
verification of input information. Electronic ledgers may
also sufler from lack of security. Example embodiments
disclosed herein accomplish electronic ledgers 1n the form of
a cryptographically linked list of records, or blocks, referred
to as a blockchain.

[0017] Blockchain 1s attributed to a development 1n 2008
by Satoshi Nakamoto and forms the basic structure for
virtual currency referred to as Bitcoin. Each block contains
a cryptographic hash of the previous block, a timestamp, and
transaction data (generally represented as a Merkle tree root
hash). By design, a blockchain 1s resistant to modification of
the data. It 1s “a distributed ledger that can record transac-
tions efliciently and 1n a verifiable and permanent way.” For
use as a distributed ledger, a blockchain 1s suitably managed
by a peer-to-peer network collectively adhering to a protocol
for inter-node communication and validating new blocks.
Once recorded, data in any given block cannot be altered
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retroactively without alteration of all subsequent blocks
which requires consensus of the network majority.

[0018] Since blockchains require multiple nodes, a corre-
sponding number of networked computers must be made
available. A public blockchain, such as with Bitcoin, has the
benefit of many available computers with which to function.
Any private blockchain ledger system would also require
purchasing, configuring, networking and operation of mul-
tiple computer systems. This can add substantial expense,
not only in hardware costs, but also with increase energy use
and space requirements. Example embodiments disclosed
herein facilitate a private blockchain ledger system that
leverages infrastructure found in groups of networked
MEFPs. MFP-based blockchain ledgers are suitably used 1n
connection with secure, accurate tracking of transactions,
including financial, inventory or medical transactions. MEFP-
based blockchain ledgers are also suitable for accurate
tracking of MFP device usage, consumable usage, mainte-
nance information, and the like.

[0019] In accordance with the subject application, FIG. 1
illustrates an example embodiment of an MFP-based block-
chain ledger system 100. Two or more MFPs, 1llustrated by
MFPs 104, 108 and 112, are 1n data communication with one
another via network 116. MFPs are suitably licensed 1n
advanced as being trusted nodes on a blockchain system.
Read/Write permissions may be limited to trusted MFP
nodes to enhance security. Network 116 1s suitably com-
prised of a local area network (LAN), wide area network
(WAN) which may comprise the Internet, or any suitable
combination thereof. Network 116 1s suitably comprised of
any wireless or wired network, or any suitable combination
thereof. While any network may be suitable, it may be
advantageous to limit communication to a secure network to
keep data more secure. System 100 suitably includes non-
MEFP clients, such as client workstation 120 and mobile
client 124, suitably a smartphone or tablet computer com-
municating with network 116 via cell tower or Wi-F1 hot
spot 128. Blockchain 128 1s maintained by a plurality of
MEFEPs, such as MFP 104, 108 and 112, as will described 1n
turther detail below. A blockchain ledger suitably distributed
to all MFPs, but may also reside 1n another networked digital
device such as database server 132.

[0020] Turning now to FIG. 2 illustrated 1s an example
embodiment of a MFP device comprised of a document
rendering system 200 suitably comprised within an MFP,
such as with MFPs 104, 108 and 112 of FIG. 1. Included 1n
intelligent controller 201 are one or more processors, such as
that 1llustrated by processor 202. Each processor 1s suitably
associated with non-volatile memory, such as ROM 204, and
random access memory (RAM) 206, via a data bus 212.

[0021] Processor 202 1s also 1n data communication with
a storage interface 208 for reading or writing to a storage
216, suitably comprised of a hard disk, optical disk, solid-
state disk, cloud-based storage, or any other suitable data
storage as will be appreciated by one of ordinary skill in the
art

[0022] Processor 202 1s also 1n data communication with
a network interface 210 which provides an interface to a
network interface controller (NIC) 214, which 1n turn pro-
vides a data path to any suitable wired or physical network
connection 220, or to a wireless data connection via wireless
network interface 218. Example wireless connections
include cellular, Wi-F1, Bluetooth, NFC, wireless universal
serial bus (wireless USB), satellite, and the like. Example
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wired 1nterfaces include Fthernet, USB, IEEE 1394
(FireWire), Lightning, telephone line, or the like. Processor
202 1s also 1n data communication with a user intertace 219
and a device monitoring interface 221, suitably in contact
with one or more sensors which provide data relative to a
state of the device or associated surroundings, such as device
temperature, ambient temperature, humidity, device move-
ment, 1k levels, toner levels, paper levels and the like.

[0023] Processor 202 can also be 1in data communication
with any suitable user input/output (I/0O) interface which
provides data communication with user peripherals, such as
displays, keyboards, mice, track balls, touch screens, or the
like. Hardware monitors suitably provides device event data,
working in concert with suitable monitoring systems. By
way ol further example, monitoring systems may include
page counters, sensor output, such as consumable level
sensors, temperature sensors, power quality sensors, device
error sensors, door open sensors, and the like. Data 1is
suitably stored 1n one or more device logs, such as in storage

216 of FIG. 2.

[0024] Also 1n data communication with data bus 212 1s a
document processor interface 222 suitable for data commu-
nication with MFP functional units 250. In the illustrated
example, these units include copy hardware 240, scan hard-
ware 242, print hardware 244 and fax hardware 246 which
together comprise MFEP functional hardware 250. It will be
understood that functional units are suitably comprised of
intelligent units, including any suitable hardware or software
platform.

[0025] Intelligent controller 201 1s suitably provided with
an embedded web server system for device configuration
and administration. A suitable web interface 1s comprised of
TOPACCESS Controller (sometimes referred to 1n the sub-
ject 1illustrations as “TA”), available from Toshiba TEC
Corporation.

[0026] Turning now to FIG. 3, illustrated 1s an example
embodiment of components of a suitable digital device 300
such as client 120, mobile client 124 or server 132 of FIG.
1. Included are one or more processors, such as that 1llus-
trated by processor 310. Each processor 1s suitably associ-
ated with non-volatile memory, such as read only memory
(ROM) 312 and random access memory (RAM) 314, via a
data bus.

[0027] Processor 310 1s also 1n data communication with
a storage interface 325 for reading or writing to a data
storage system 316, suitably comprised of a hard disk,
optical disk, solid-state disk, or any other suitable data
storage as will be appreciated by one of ordinary skill in the
art.

[0028] Processor 310 1s also 1n data communication with
a network interface controller (NIC) 330, which provides a
data path to any suitable wired or physical network connec-
tion via a physical network interface, or to any suitable
wireless data connection via wireless interface 332, such as
one or more of the networks detailed above. The system
suitably uses location-based services. Processor 304 1s also
in data communication with a user imput/output (I/0O) 1nter-
face 350 which provides data communication with user
peripherals, such as display 360, as well as keyboards 352,
mice, track balls, or other pointing devices 354, touch screen
370, or the like. It will be understood that functional units
are suitably comprised of intelligent units, including any
suitable hardware or software platform.
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[0029] FIG. 4 illustrates an example embodiment of an
MEFP-based blockchain ledger system 400 employing MEFPs
404, 408, 412 and 416. In the 1llustrated example, a user (or
automated data entry) provides transactional input from
digital device 420, suitably a client computer. A transaction
1s created at step 424 and a new block 428 1s created at step

432. Next, the new block 1s broadcast at step 436 to MEFPs
404, 408, 412 and 416. MFPs check the block and approve
at MFPs 404', 408', 412' and 416', providing network
approval at step 440. Approval may be by one or more
devices. More devices that approve provide better security
and reliability. Any suitable level of approval may be
selected, such as two devices, a majority of devices or
unanimous consensus. Fewer devices may be required for
secure networks or when licensed, secure devices are used.
Once a block 1s approved at step 440, the new block 428 1s
added to the blockchain at step 444. The updated blockchain
provides an update transaction ledger at block 448, which

ledger 1s suitably housed on one or more MFPs 404", 408",
412" and 416".

[0030] FIG. 5 illustrates an example embodiment of a
blockchain transaction ledger system 300, illustrated as a
sequence of verifications 504, 508 and 512 as accomplished
between MFP1, MFP2, MFP3, and MFP4. As illustrated by
block 504, as a transaction moves from MFP1 to MFP2,
transaction contents 514 at MFP1 are signed at 518 in
conjunction with MFP1’s signature 522, public key 526 and
private key 530. Transaction content 1s checked in accor-

dance with MFP2’s address 528 and public key 530 which
must match. Analogous processes are completed by the

sequence of MFPs at block 508 and 512.

[0031] FIG. 6 illustrates an example embodiment of a
MEFP-based blockchain ledger system 600 employing MFEPs
604, 608 and 612 1n mutual data communication via network
614. Each MFP 604, 608, 612 1s provided with a blockchain
¢APP and license as a trusted device. Example clients, such
as schools, governments business or enterprises communi-
cate with the MFPs via network 614 via client devices such
as clients 620, 624 and 628. The MFP-based blockchain
ledger system 600 1s suitably, by way of example, provided
within a premises or network, or offered as a service to third
parties.

[0032] While certain embodiments have been described,
these embodiments have been presented by way of example
only, and are not intended to limit the scope of the mnven-
tions. Indeed, the novel embodiments described herein may
be embodied 1n a variety of other forms; furthermore,
various omissions, substitutions and changes in the form of
the embodiments described herein may be made without
departing from the spirit of the inventions. The accompa-
nying claims and their equivalents are intended to cover
such forms or modifications as would fall within the spirit
and scope of the inventions.

1. A system comprising a plurality of networked multi-
function peripherals, each multifunction peripheral includ-
ng:

a document processing engine;

a network interface; and

an 1intelligent controller comprised of a processor and
associated memory,

the memory including an electronic blockchain ledger,

the memory further including licensing data designat-
ing the multifunction peripheral as trusted,
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the processor configured to receive transaction data via
the network interface,

the processor further configured to validate received
transaction data,

the processor further configured to poll other trusted
networked multifunction peripherals to wvalidate
received transaction data, and

the processor further configured to update the elec-
tronic blockchain ledger 1n accordance with transac-
tion data validated by a plurality of the trusted
networked multifunction peripherals.

2. The system of claim 1 wherein the networked multi-
function peripherals are configured to share data via a
private network.

3. The system of claim 2 wherein each trusted networked
multifunction peripheral 1s configured with read/write per-
mission relative to the electronic blockchain ledger.

4. The system of claim 1 wherein the electronic block-
chain ledger 1s comprised of a product mventory and
wherein the processor 1s further configured to receive trans-
action data comprised of an inventory change.

5. The system of claim 1 wherein the electronic block-
chain ledger 1s comprised of a financial ledger and wherein
the processor 1s further configured to receive transaction
data comprised of a financial transaction.

6. The system of claim 1 wherein the processor 1s further
configured to update the electronic blockchain ledger 1n
accordance with transaction data validated by a majority of
the trusted networked multifunction peripherals.

7. The system of claim 1 wherein the processor 1s further
configured to update the electronic blockchain ledger 1n
accordance with transaction data validated by each of the
trusted networked multifunction peripherals.

8. The system of claim 1 further comprising at least one
untrusted electronic data device that stores the electronic
blockchain ledger.

9. The system of claim 8 wherein the at least one untrusted
clectronic data device 1s comprised of a network database
Server.

10. A method comprising:

storing a copy of an electronic blockchain ledger i a
memory of each of a plurality of networked multifunc-
tion peripherals;

storing licensing data designating at least two of the
networked multifunction peripherals as trusted;

receiving transaction data into each trusted networked
multifunction peripheral via an associated network
interface;

validating received transaction data in the at least two
trusted networked multifunction peripherals;

polling, by each of the trusted networked multifunction
peripherals, at least one other trusted networked mul-
tifunction peripheral to validate received transaction

data, and

updating the electronic blockchain ledger in accordance
with transaction data validated by a plurality of the
trusted networked multifunction peripherals.

11. The method of claim 10 further comprising commu-
nicating data among the networked multifunction peripher-
als via a private network.

12. The method of claim 10 further comprising assigning
blockchain read/write privileges to the trusted networked
multifunction peripherals.
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13. The method of claim 10 wherein the blockchain ledger
1s comprised of a product inventory and further comprising
receiving the transaction data comprised of an inventory
change.

14. The method of claim 10 wherein the blockchain ledger
1s comprised of a financial ledger and further comprising
receiving the transaction data comprised of a financial
transaction.

15. The method of claim 10 further comprising updating
the electronic blockchain ledger 1n accordance with trans-
action data validated by a majority of the trusted networked
multifunction peripherals.

16. The method of claim 10 further comprising updating
the electronic blockchain ledger 1n accordance with trans-
action data validated by each of the trusted networked
multifunction peripherals.

17. The method of claim 10 further comprising storing the
electronic blockchain ledger on at least one untrusted net-
worked electronic data device.

18. The method of claim 17 wherein the at least one
untrusted networked data device 1s comprised of a network
database server.
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19. A distributed electronic ledger system comprising;:
a plurality of multifunction peripherals 1n network data
communication,
wherein each multifunction peripheral includes
an intelligent controller including a processor and asso-
ciated memory running a common blockchain node
application and consensus algorithm,
a blockchain ledger stored in the memory,
a document processing engine, and
a monitor configured to monitor operation of the docu-
ment processing engine,
wherein each intelligent controller 1s configured to
receive transaction input corresponding to monitored
operations of each of the multifunction peripherals,
wherein a plurality of intelligent controllers are con-
figured to verily received transaction input,
wherein each intelligent controller 1s further configured
to update the blockchain ledger in accordance with
monitored operations, and
wherein a plurality of intelligent controllers are con-
figured to verity an updated blockchain ledger.
20. The system of claim 19 wherein the transaction input
includes data corresponding to document processing opera-
tions completed via the document processing engine.

e 7 e e e



	Page 1 - Bibliography/Abstract
	Page 2 - Drawings
	Page 3 - Drawings
	Page 4 - Drawings
	Page 5 - Drawings
	Page 6 - Drawings
	Page 7 - Drawings
	Page 8 - Description
	Page 9 - Description
	Page 10 - Description/Claims
	Page 11 - Claims

