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(57) ABSTRACT

A delivering email system 1s configured to receive a request
to send an email to a recipient, identily an authentication
method of a sender account for the email, modily email
headers of the email to include an indication of the authen-
tication method, generate digital signatures for the email that
include the email headers within a scope of the digital
signatures, modify the email such that an email header of the
email includes the digital signatures, and transmit the email,
including the indication of the authentication method and the
digital signatures, to the recipient at a receirving email
system. The receiving email system 1s configured to receive
the email, determine that the email headers are unaltered by
validating the digital signatures against a public key of the
sender domain, determine whether the authentication
method indicated meets a criteria, and execute a security
response against the email if not.
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From: Bob (boblacme.com)
Subject: article: Emaill with authentication method header

Date: January 01, 1970 00:00:00 UTC

To: allcelajax.com

Return-Path: <boblacme.com>

Envelope-To: alicelajax.com

Delivery-Date: Tue, 01 Jan 1970 00:00:00 +0000

Recelved: from xx-out—-xxxxX.acme.com ([{111.111.111.111]:11111) by
XX .XX.ajax.com with esmtp (Exim 1.11) (envelope-from
<boblacme.com>) 1d XXXXXX-XXXXXX-XX for alice@ajax.com; Thu, 01
Jan 1970 00:00:00 +0000

Recelved: by xx-out-xxxXx.acme.com with SMTP 1d XXXXXXXXXXXXX.l for
<alice@ajax.com>; Thu, 01 Jan 1970 00:00:00 +0000

Recelved: by 222.222.222.222 with SMTP 1d
XXXXXXXxxxxxx,111,111111111; Thu, 01 Jan 1970 00:00:00 +0000
Recelved: by 222.222.222.222 with HTTP; Thu, 01 Jan 1970 00:00:00
+0000

X-Security: v=1; m=2fa; fl=pass; [2=RSA token; cl=retry; retry=5;
cZ=pass complex; pass complex=upper:num;

Dkim-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=acme.com;
s=gamma, h=domailnkev-signature:recelved:recelived:message-
id:date:from: to:subject:mime-version:content-type:x-security;
bh=[signature]

Domalnkey-Signature: a=rsa-shal; c=nofws; d=acme.com; s=gamma;
h=message-id:date:from:to:subject:mime-version:content-type;

b=/signature]

Message—-Id: <XXXXXXXXXXXXxX@mail.acme.com>

Mime-Version: 1.0

Content-Type: multipart/alternative; boundary="
= Part xxxx 111111111.222222222"

Message Body: This message i1ncludes a signed header element that
indicates the authentication method of the user who sent the

emall.

FIG. 5
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SIGNED MESSAGE HEADER STORING
SENDER ACCOUNT AUTHENTICATION
METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Prov.

App. No. 62/752,896, filed Oct. 30, 2018, which 1s hereby
incorporated by reference herein in its entirety.

TECHNICAL FIELD

[0002] The disclosure generally relates to the field of
electronic messaging, and specifically to a signed message
header storing an authentication method of a sender account
of the message.

BACKGROUND

[0003] When a recipient receives an electronic message,
such as an email, the message indicates the 1dentity of the
sender of the message (e.g., mn a “From™ address). The
recipient may perform some action based on a relationship
between the recipient and the sender indicated in the mes-
sage. This may include reading the message, discarding the
message, replying to the message, and so on. The recipient
may perform some action if he or she has some relationship
or knowledge of the sender, and may perform a different
action 1f he or she has no knowledge of the sender. For
example, a recipient may read a message that indicates that
a colleague 1s the sender, while the recipient may discard an
email with an unknown (e.g., spam) sender.

[0004] However, such a system presents a potential secu-
rity flaw. The recipient inherently trusts the identity indi-
cated 1n the sender of the message, and while existing
security features ol electronic messages may reasonably
ensure that the message was sent from a computing device
with access to the account of the sender, there 1s not
necessarilly a guarantee that the user that has accessed the
sender’s account to send the message 1s actually the sender.
For example, a malicious actor may be able to gain unau-
thorized access to the sender’s account, and send messages
to a recipient using the sender’s account. To the recipient,
the message appears to have been from the sender, and but
in reality, the message was not sent by the actual sender.

[0005] The ease 1n which a malicious user may be able to
access a sender’s account may depend upon the authentica-
tion method that 1s utilized with the sender’s account to
authorize the sender for access to the account. Certain
authentication methods may be more dithicult to attack for a
malicious user, and therefore indicate a higher likelihood
that a user sending messages from accounts with these
authentication methods 1s the actual user that 1s associated
with the account (1.e., the actual sender).

[0006] Hence, what 1s lacking, inter alia, 1s an ability for
a recipient of an electronic message to determine the like-
lihood that the electronic message, which was received from
a sender, was actually sent by a user having legitimate access
to the account of the sender.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The disclosed embodiments have advantages and
features which will be more readily apparent from the
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detailed description, the appended claims, and the accom-
panying figures (or drawings). A brief introduction of the
figures 1s below.

[0008] FIG. 1 1llustrates an exemplary system for sending
and receiving a signed message header storing an authent-
cation method of a sender account of a message, according
to an example embodiment.

[0009] FIG. 2 1s a detailed block diagram of the message
authentication method signer of the email system of FIG. 1,
according to one example embodiment.

[0010] FIG. 3 1s a detailed block diagram of the message
authentication method verifier of the email system of FIG. 1,
according to one example embodiment.

[0011] FIG. 4 1s an interaction diagram illustrating an
exemplary process for sending and receiving a signed mes-
sage header storing an authentication method of a sender
account of a message, according to one example embodi-
ment.

[0012] FIG. 51s an example of a message header including
a digital signature and a header element indicating the
authentication method of the sender’s account, according to
one example embodiment.

[0013] FIG. 6 1s a block diagram 1llustrating components
of an example machine able to read instructions from a
machine-readable medium and execute them 1n a processor
(or controller).

DETAILED DESCRIPTION

[0014] The Figures (FIGS.) and the following description
relate to preferred embodiments by way of illustration only.
It should be noted that from the following discussion,
alternative embodiments of the structures and methods dis-
closed herein will be readily recognmized as viable alterna-
tives that may be employed without departing from the
principles of what 1s claimed.

[0015] Reterence will now be made 1n detail to several
embodiments, examples of which are illustrated in the
accompanying figures. It 1s noted that wherever practicable
similar or like reference numbers may be used in the figures
and may indicate similar or like functionality. The figures
depict embodiments of the disclosed system (or method) for
purposes of illustration only. One skilled in the art will
readily recognize from the following description that alter-
native embodiments of the structures and methods illustrated
herein may be employed without departing from the prin-
ciples described herein.

Configuration Overview

[0016] Disclosed herein in one embodiment 1s a system,
comprising a delivering email system configured to receive
a request from a sender to send an email to a recipient,
identify an authentication method of a sender account for the
email, modily one or more email headers of the email to
include an indication of the authentication method, generate
one or more digital signatures for the email that include the
one or more email headers within a scope of the one or more
digital signatures, modily the email such that an email
header of the email includes the one or more digital signa-
tures, and transmit the email, including the indication of the
authentication method and the one or more digital signa-
tures, to the recipient at a receiving email system. The
receiving email system configured to receive the email
having the one or more email headers indicating the authen-
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tication method of a sender account of the email and the one
or more digital signatures of the one or more email headers,
determine that the one or more email headers are unaltered
by validating the one or more digital signatures against a
public key of the sender domain of the email, determine
whether the authentication method indicated in the one or
more email headers meets a criteria, and execute, 1n
response to the authentication method failing the criteria, a
security response against the email.

[0017] In one embodiment, the authentication method
comprises at least one of: 1) entering a username and
password, 2) entering a key from a token, 3) entering a key
provided by an external security system, 4) retrieving
authentication credentials from a password vault, 5) answer-
Ing one or more questions, 7) using a hardware or software
authentication device, 8) using a certificate file, 9) submit-
ting biometric information, 10) a challenge/response proto-
col, and any combination thereof.

[0018] In one embodiment, the receiving email system 1s
turther configured to associate, in response to a determina-
tion that the one or more email headers are altered by
validating the one or more digital signatures against a public
key of the sender domain of the email, a flag with the email
indicating that the email failed the validation of the one or
more digital signatures.

[0019] In one embodiment, the recerving email system 1s
turther configured to send, in response to a determination
that the one or more email headers are altered by validating
the one or more digital signatures against a public key of the
sender domain of the email, an alert to a system adminis-
trator.

[0020] In one embodiment, the authentication method
meets the criteria when a security level of the authentication
method 1s above a threshold level, the security level indi-
cating a likelihood of the authentication method being
compromised by a malicious attacker.

[0021] In one embodiment, the security response includes
additional security checks to determine whether the email
was actually sent by the user associated with the user
account 1ndicated 1n a sender address of the email.

[0022] In one embodiment, the indication of the authen-
tication method further includes an indication of one or more
configuration settings associated with the authentication
method, the one or more configuration settings indicating at
least one of: 1) a maximum limit on the number of retries,
2) mandatory delay period between retries, 3) a time of day
in which user authentication 1s allowed, 4) whether each
authentication attempt 1s logged, 5) complexity require-
ments for the authentication method, and 6) expiry periods,
and wherein the security response 1s modified based on the
indication of the one or more configuration settings.

[0023] In one embodiment, the delivering email system 1s
further configured to receive information regarding the
authentication method, convert the authentication method
information to a standard format based on a set of one or
more rules that indicates a type of indicator to use for each
clement of the mformation of the authentication method.
The standard format 1s based on a lookup table, and the
lookup table indicates a value for each authentication
method. The delivering email system modifies the email
header of the email to 1include as the email header element
the converted authentication method information.

[0024] In one embodiment, the delivering email system 1s
further configured to generate a hash of the one or more
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email headers that includes the indication of the authenti-
cation method, and encrypt the hash with a private key to
generate the one or more digital signatures. The hash can be
decrypted using a public key stored at publicly verifiable
location of the sender domain of the delivering email
system.

[0025] In one embodiment, the recerving email system 1s
further configured to access the public key of the delivering
email system from the publicly verifiable location, decrypt
the one or more digital signatures using the public key to
generate an unverified hash, and match the unverified hash
against a currently generated hash of the one or more email
headers of the email to determine that the one or more email
headers, including the indication of the authentication
method, 1s unaltered.

[0026] In one embodiment, the digital signature 1s further
generated of a body of the email, and the receiving email
system 1s further configured to match the unverified hash
against a currently generated hash of the body of the email
to determine that the body of the email 1s unaltered.

[0027] In one embodiment, the recerving email system 1s
further configured to access a response database that stores
one or more security responses for each authentication
method select the one or more security responses in the
response database associated with the one or more authen-
tication methods indicated 1n the email header, and execute
the selected one or more security responses.

[0028] In one embodiment, the recerving email system 1s
further configured to access a database of security scores,
each security score 1n the database associated with a selected
authentication method, the database generated by analyzing
historical data indicating hijacked user email accounts and
selected authentication methods associated with those user
email accounts, assigning a security score to the selected
authentication method based on a number of hijacked user
email accounts that are associated with the selected authen-
tication method. The receiving email system determines a
security score associated with the authentication method
indicated in the email header element, and selects the
security response for execution based on a value of the
security score.

Exemplary System for Sending and Receiving a Signed
Message Header Storing an Authentication Method of a
Sender Account

[0029] FIG. 1 1llustrates an exemplary system for sending
and receiving a signed message header storing an authenti-
cation method of a sender account of a message, according
to an example embodiment. The system 100 includes a
network 110, an email system 120, server authentication
system 130, and one or more client devices 150 (generally,
client device 150). Although the illustrated system 100
includes the elements shown in FIG. 1, in other embodi-
ments the system 100 may include different elements or a
different number of elements. For example, there may be
multiple email systems 120 (each owned by a diflerent
organization). Furthermore, the functionalities of each ele-
ment may be distributed differently among the elements in
other embodiments.

Network

[0030] The network 110, which can be wired, wireless, or
a combination thereof, enables communications among at
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least the elements shown, and may include the Internet, a
LAN, VLAN (e.g., with VPN), WAN, or other network. For
example, some of the elements, such as the client device 150
and email system 120, may communicate with each other
using a LAN, making at least some of the communications
between these entities hidden to the external WAN or
Internet with which the other elements are connected. In one
embodiment, the network 110 uses standard communica-
tions technologies and/or protocols, such as Hypertext
Transter Protocol (HTTP), Transmission Control Protocol/
Internet Protocol (TCP/IP), Unmiform Resource Locators
(URLs), and the Doman Name System (DNS). In another
embodiment, the entities can use custom and/or dedicated
data communications technologies instead of, or 1n addition
to, the ones described above.

Client Device

[0031] The client device 150 allows a user to access an
email account for the user to send and receive electronic
messages, such as emails. The client device 150 may com-
prise a computing system such as the computing system
described with reference to FIG. 6.

[0032] The client device 150 includes an email client 152
to interface with the email system 120. The email client 152
allows a user to send and receive emails from the user’s
account. The email client 152 may be a web browser, client
application, or other interface which communicates with the
email system to allow a user of the client device 150 to
access the user’s account. In the case where the email client
152 1s a web browser, the email system 120 may provide a
web 1nterface to allow the web browser to access the user’s
email account via the web interface. The actual emails, and
other related data may be stored at the client device 150,
such as 1n a cache, etc., or externally, e.g., at the email
system 130.

[0033] The client device 150 has an authentication system
154 to authenticate the user betfore the user 1s allowed to
access the user’s email account via the email client 152. The
authentication system 154 may utilize various authentication
methods 1n order to authenticate the user. These authentica-
tion methods may include 1) entering a username and
password, 2) entering a key from a token, 3) entering a key
provided by an external security system, 4) retrieving
authentication credentials from a password vault, 5) answer-
Ing one or more questions (e.g., questions which only the
user knows the answer to), 7) using a hardware or software
device (e.g., a Bluetooth device, smart card, etc.), 8) using
a certificate file, 9) submitting biometric information (e.g., a
fingerprint, 1r1s scan, face scan), 10) using a combination of
individual authentication methods (e.g., such as those
described here) 1n a multi-factor authentication process, and
SO On.

[0034] The particular authentication method used by the
authentication system 154 may depend upon the configura-
tion of the organization to which the user belongs, a con-
figuration setting made by the user to choose a particular
authentication method, physical limitations of the client
device 150 (e.g., the client device may not allow biometric
inputs or be able to scan a smart card), and so on.

[0035] The authentication system 154 may also be con-
figured with other configuration settings on the authentica-
tion method, such as a maximum limit on the number of
retries, mandatory delay period between retries, a time of
day 1n which user authentication 1s allowed, whether each
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authentication attempt 1s logged, complexity requirements
for the authentication method (e.g., password complexity
requirements), password expiry periods, and so on.

[0036] The overall configuration of the authentication
system 154, including the type of authentication method
used, and the other configuration settings such as the number
of retries, may 1mply a certain security level of the authen-
tication system 154 for the client device. The security level
of the authentication system 154 indicates how likely 1t 1s to
be compromised by a malicious attacker. For example, a
higher security level can indicate a more secure system
which 1s less likely to be compromised. Conversely, certain
authentication methods may have a lower level of security,
meaning that a malicious user may be more easily able to
bypass the authentication method. For example, an authen-
tication method that utilizes a fingerprint only may be easily
bypassed with the help of a copy of said fingerprint. How-
ever, a multi-factor authentication method combining, for
example, password entry, key entry from a hardware token,
and so on, may have a high level of security as a malicious
user would not easily be able to bypass such a combination
of authentication methods. Although the authentication sys-
tem 154 1s shown to be executing on the client device 150
in FIG. 1, in other embodiments the authentication system
154 may execute on an external system, and/or may also
access an external authentication server or database (e.g., a
user account management system of an organization), such
as the server authentication system 130.

Server Authentication System

[0037] The server authentication system 130 may perform
authentication for users of the client device. The server
authentication system 130 may comprise a computing sys-
tem such as the computing system described with reference
to FIG. 6, and may be a component within a computer
network of an organization. The users of this organization
may send emails from addresses with a common domain
name. In one embodiment, the server authentication system
130 receives authentication information from the client
device 150 and verifies this information with a central
database, such as the authentication database 132. This
authentication information may include any information that
the user has mnput as part of the authentication process. The
authentication information may be received from the authen-
tication system 154 of the client device 150. If the verifi-
cation 1s successiul, the server authentication system 130
responds to the client device 150 to allow the user to access
resources, such as to access the email client 152, and access
to the email system 120. The server authentication system
130 may restrict the type of authentication methods that are
allowed to authenticate users in the organization based on an
authentication policy 134, which may be configured by a
system administrator. The authentication policy 134 may
also 1nclude information on the configuration settings for the
allowed authentication methods. These configuration set-
tings may additionally include information about the secu-
rity of the communication between the client device 150 and
the server authentication system 130, such as whether data
1s encrypted, the type of encryption scheme used, the type of
authentication protocol used, and so on.

[0038] An example of a system using the server authen-
tication system 130 1s any type of challenge/response
authentication method. In this method, the server authenti-
cation system 130 transmits the challenge to the client
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device 150. The client device 150 transmits a response 1n
response to the challenge. The response may be based on a
user 1nput or may be computed by the client device 150
using some other function. If the server authentication
system 130 verifies that the response 1s valid, the server
authentication system 130 may transmit a message to the
client device 150 to grant the user access. The server
authentication system 130 may also transmit a message to
the email system 120 to grant the user access to the user’s
account for the email system 120. An example of a chal-
lenge/response authentication method 1s CHAP (Challenge-
Handshake Authentication Protocol).

Email System

[0039] The email system 120 sends and receives emails on
behall of one or more user accounts (1.e., user email
accounts). In one embodiment, the email system 120 com-
prises one or more computing systems, which may be
configured similarly to the computing system described with
reference to FIG. 6. In another embodiment, the email
system 120 may be a component of a cloud-based system
and may execute on one or more computing systems of a
cloud mfrastructure provider. The email system includes an
email sender 130 and an email receiver 140.

[0040] The email sender 130 send emails to recipients
indicated 1in the emails 1n response to requests from the email
clients 152 or to other entities, such as a mailing list system.
In one embodiment, the email sender 130 uses standard mail
protocols, such as Simple Mail Transter Protocol (SMTP) in
order to deliver emails. These emails may be delivered to
other domains, such as other email systems 120 on other
domains, or to other recipients within the same domain (e.g.,
within the same organization).

[0041] The email sender 130 includes a message authen-
tication method signer 132, which appends to the header of
the email the authentication method of the user account
which requested that the email be sent, and also includes a
digital signature within the email header to authenticate this
authentication method information email header element.
When the email sender receives a request to send an email,
the message authentication method signer 132 requests or
receives the authentication method of the user account
which made the request. A user account which makes a
request to send an email 1s the user account that was
accessed by an email client 152 to send an email with the
email address associated with the user account as the sender
of the email. As described above, a user authenticates to a
user account via one or more authentication methods, and
the authentication may be performed by the authentication
system 154 and/or the server authentication system 130. The
message authentication method signer 132 records the
authentication method as an indicator and stores this indi-
cator 1n the header of the email to be sent, as an authenti-
cation method header. The message authentication method
signer 132 also generates a signature of the email header and
includes this signature within the email to be sent. The
signature ensures to a recipient of the email that the authen-
tication method header information has not been tampered
with during the transmission of the email. Additional details
regarding the message authentication method signer 132 are
described below with reference to FIG. 2.

[0042] The email system 120 also includes an email
receiver 140 to receive emails. In one embodiment, the
email receiver 140 uses standard mail protocols, such as
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Simple Mail Transier Protocol (SMTP), to receive emails
bound for addresses associated with a domain for which the
email system 120 1s associated. For example, this domain
could be a domain stored 1n an MX record on a DNS system
of an organization associated with the email system 120.
Any emails which are addressed to this domain may be
transmitted to the email system 120, and in response the
email receiver 140 may process these emails. The email
receiver 132, after receiving these emails, may process these
emails and send them to an email storage location of a user
associated with the recipient email address of the email (1.e.,
the address indicated in a ““Io” section of the email).
[0043] To process the emails, the email receiver 140
includes at least a message authentication method verifier
142 which retrieves any authentication method information
email header element present in the email. The receiver 140
also verifies that the email header element has not been
modified via the vernification of the digital signature. If the
verification of the header element fails, the message authen-
tication method verifier 142 may associate a tlag with the
email to indicate that the email has failed a signature check
of the authentication method information email header ele-
ment. Otherwise, the message authentication method verifier
142 may determine the type of authentication method of the
user account of the sender of the email, and may perform one
or more actions (or no action) upon the email 1n response to
a determined security level for the determined authentication
method. For example, an email with an indicated authenti-
cation method that has a low security level may be trans-
mitted to additional security checks to determine whether
that email was actually sent by the user associated with the
user account which requested the email to be sent, and not
by a malicious user. As another example, the message
authentication method verifier 142 may associate a flag with
the email that indicates the security level. Additional details
regarding the message authentication method verifier 142
are described below with reference to FIG. 3.

[0044] While many current email security measures
ensure that an email 1s actually sent by the sender’s user
account indicated in the email, these security measures do
not provide any information about how likely that sender’s
user account may have been hijacked by a malicious user.
By including the authentication method of a sender’s user
account 1n an email using the tamper-evident method as
described here, a recipient of an email can receive a level of
protection against this type of hijacking by knowing the
security level of the authentication method used to access
the sender’s user account. A higher level of security 1n the
authentication method implies a lower chance of an account
hijack, while a lower security level increases the chance of
such a hijack. This information may further be used to
determine additional actions to be taken against an email.
Emails from sender accounts with high security may not
require significant resources devoted to determining their
trustworthiness, whereas these resources may be saved for
analyzing emails which have a lower security level in their
associated sender account authentication methods, thereby
reducing computer resource usage as well.

Example Message Authentication Method Signer

[0045] FIG. 2 1s a detailed block diagram of the message

authentication method signer of the email system 120 of
FIG. 1, according to one example embodiment. The message
authentication method signer 132 includes an authentication
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information receiver 210, an email header modifier 220, and
an email header signer 230. Although the 1llustrated message
authentication method signer 132 includes the elements
shown 1n FIG. 2, 1n other embodiments the message authen-
tication method signer 132 may include different elements or
a different number of elements. Furthermore, the function-
alities of each element may be distributed differently among
the elements 1n other embodiments.

Authentication Information Receiver

[0046] The authentication i1nformation receiver 210
rece1ves authentication method information for an email that
1s to be sent. This authentication method information
includes an 1ndication describing the details of the authen-
tication method of the user account which made the request
to send the email. As described above, the authentication
method includes one or more processes used to verily the
identity of a user when the user accesses the user account.
The authentication method information includes this authen-
tication method, and may also include one or more configu-
ration settings for the one or more authentication methods
(e.g., password complexity requirements). When the user
account requests that an email be sent, the authentication
system 154 and/or server authentication system 130 may
transmit information about the authentication method to the
authentication information receiver 210. In another embodi-
ment, the authentication information receiver 210 may
request this information from the authentication system 154
and/or server authentication system 130. The authentication
information receirver 210 may also retrieve the authentica-
tion method information from a local cache that 1s periodi-
cally updated from the authentication system 154 and/or
server authentication system 130. After retrieving the
authentication method information, the authentication infor-
mation receiver 210 sends this information to the email
header modifier 220 for inclusion 1n the email header of the
email to be sent.

Email Header Modifier

[0047] The email header modifier 220 modifies the header
of an email to be sent to include the authentication method
information received by the authentication information
receiver 210. A header of an email includes various metadata
for the email, such as sender, recipient, subject line infor-
mation, encoding. The header also may include security
features, such as digital signatures, and so on. The email
header modifier 220 converts the authentication method
information to a standard format and inserts this standard-
1zed authentication method information as an entry into the
email header of the email to be sent.

[0048] The email header modifier 220 may convert the
authentication method information to a standard format
based on a set of one or more rules that indicates a type of
indicator, such as a text string, to use for each element of
information received 1n the authentication method informa-
tion. For example, the method may specify that the authen-
tication method 1s to be indicated by a tag “m="followed by
a value selected from a standardized set of values corre-
sponding to each authentication method that 1s supported by
the standard format. The standard format may also support
a value for other authentication methods that are not sup-
ported. Thus, for example, an authentication method that
uses a fingerprint may be converted by the email header
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modifier 220 to a standard format of “m=fprint” indicating
a fingerprint. Alternatively, the standard format may repre-
sent each authentication method using a code, which may be
referenced 1 a lookup table. Thus, each authentication
method may be converted to a code, which 1s then 1included
in the standard format. For example, 1f the fingerprint
authentication method 1s assigned a code of 35, then the
standard format for this authentication type may be “m=5.”
Additional details regarding this standard format are
described below with reference to FIG. 5, where a sample
email header with authentication method information 1is
1llustrated.

Email Header Signer

[0049] The email header signer 230 signs at least the
authentication method information that has been included 1n
the email header by the email header modifier 220. The
email header signer 230 may replace, or add in addition to,
any existing signature present in the email. This signature 1s
placed 1n the email header of the email.

[0050] 'To generate the signature, the email header signer
230 takes at least the authentication method information
email header element, and generates a hash of that element
(e.g., a SHA256 hash). This hash 1s encrypted via a private
key (e.g., an RSA private key) by the email header signer
230. This private key 1s unique to the email system 120
which performs the signing and 1s also not known to any
external entities. This encrypted hash 1s included by the
email header signer 230 1n the email header of the email to
be sent. Upon receipt, the signature can be verified to
determine whether the authentication method information
email header element has been modified during transit. In
one embodiment, the signing method 1s DKIM (Domain-
Keys Identified Mail). Additional details regarding the veri-
fication process 1s described below with reference to the
header signature verifier 310 of FIG. 3.

Example Message Authentication Method Verifier

[0051] FIG. 3 1s a detailed block diagram of the message
authentication method verifier of the email system 120 of
FIG. 1, according to one example embodiment. The message
authentication method verifier 142 includes a header signa-
ture verifier 310 and an authentication method response
engine 320. Although the illustrated message authentication
method verifier 142 includes the elements shown 1n FIG. 3,
in other embodiments the message authentication method
verifier 142 may include different elements or a diflerent
number of elements. Furthermore, the functionalities of each
clement may be distributed differently among the elements
in other embodiments.

Header Signature Verifier

[0052] The header signature verifier 310 verifies any
authentication method information email header element
using a corresponding signature in the email header of an
email that 1s received. To verily the signature, the header
signature verifier 310 retrieves a public key of the domain
associated with the sender of the email. This public key may
be stored 1n a public and verifiable location of the sender’s
domain, such as at a DNS (Domain Name System ) record of
the sender’s domain. Using the public key, the header
signature verifier 310 decrypts the signature to generate the
hash, reversing the process performed by the email header
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signer 230 at the email system of the sender. The header
signature verifier 310 continues by verifying that a hash of
the authentication method information email header element
(and any additional elements that are indicated to be
included in the signature) matches the hash from the
decrypted signature. If the header signature verifier 310
determines that the two hashes match, the header signature
verifier 310 sends the email to the authentication method
response engine 320 with an indication that the authentica-
tion method information email header element 1s verified. I
the hash does not match, the header signature verifier 310
may also send the email to the authentication method
response engine 320, but with a flag indicating that the
authentication method information email header element did
not verily correctly. The header signature verifier 310 may
alternatively discard the email, transmit an alert to a system
administrator, send a report (e.g., via a Domain-based Mes-
sage Authentication Reporting and Conformance (DMARC)
report) to the administrator or domain owner, or perform
some other action 1n response.

Authentication Method Response Engine

[0053] The authentication method response engine 320
performs an action in response to the information provided
in the authentication method information email header ele-
ment that 1s received 1n an email by the email system 120.
As described above, different types of authentication meth-
ods may 1mply different security levels, 1.e., different like-
lithoods of a malicious user being able to hijack an account
using that authentication method. Therefore, the authentica-
tion method response engine 320 may respond differently
based on the security level of the authentication method
indicated 1n the email. The authentication method response
engine 320 may respond based on a response database, or
may respond using one or more predictors based on histori-
cal data.

[0054] In one embodiment, the authentication method
response engine 320 responds using a response database.
These response database indicates, for each configuration of
authentication method specified i1n the authentication
method information email header element, a response and/or
a security level indicated for that configuration of authenti-
cation method. The authentication method response engine
320 accesses the response database to find an entry in the
response database matching the authentication method 1ndi-
cated 1n the authentication method information email header
element, and 1f a match 1s found, the authentication method
response engine 320 accesses the data associated with the
matched entry in the response database. This data may
indicate a response to be executed by the authentication
method response engine 320 (or other entity) and/or a
security level of the authentication method.

[0055] The authentication method mformation email
header element may further indicate additional components,
such as the configuration settings for the authentication
method (e.g., retry limit), or an additional authentication
method. The authentication method response engine 320
may further locate additional entries in the response data-
base that match the additional components indicated 1n the
authentication method email header element. The data asso-
ciated with this additional entry in the response database
may 1ndicate a modification of the response to be executed
or a modification of the indicated security level determined
in the first entry that was matched for the authentication
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method (e.g., by adding to or subtracting from the initial
security level). The authentication method response engine
320 may then execute the response prescribed by the
response database. The authentication method response
engine 320 may associate a tlag with the email that indicates
the security level of the email, according to the security level
indicated in the response database. In one embodiment, the
authentication method response engine 320 may only set a
flag, and not execute any response.

[0056] Inoneexample embodiment, the response database
may include key value pairs, keyed according to the authen-
tication method and/or configuration settings described
above. In another embodiment, the response database may
include a decision tree, with each leaf indicating a response
to be executed and/or security level to be flagged (or other
action or non-action to be take), and each node instructing
the authentication method response engine 320 to determine
whether a match exists 1n the authentication method infor-
mation email header element with data indicated in the node,
and which branch to follow 1f a match 1s found or not found.

[0057] Inanother embodiment, instead of using a response
database, which may include preconfigured matches and
responses, the authentication method response engine 320
analyzes historical data regarding hijacked accounts and
theirr respective authentication methods to automatically
determine a security score for each authentication method.
The security score 1s used to determine the security level,
which may be used to determine an appropriate response to
execute.

[0058] To make this determination of the security score,
the authentication method response engine 320 receives the
input historical data. This historical data may describe an
authentication method and a statistic regarding a number of
security incidents associated with the authentication method,
including, for example, account compromises, hijacks, data
security breaches, unauthorized accesses, bad emails
received, and so on. For example, the statistic may indicate
a percentage of accounts (or account accesses) with an
authentication method which had security incidents. As
another example, the statistic may indicate a count of the
number of incidents for an authentication method. As yet
another example, the statistic may indicate a number of
emails received from accounts with an authentication
method that were marked as spam, marked as having mali-
cious content, and/or marked as failing verification by email
security software.

[0059] The authentication method response engine 320
uses this historical data to determine a security score for
each authentication method relative to other authentication
methods. Those with the most favorable statistics (e.g.,
indicating the least number of security incidents) may
receive a highest score, while other authentication methods
may receive a score proportional to this highest score
according to their statistic. For example, an authentication
method using a hardware token may receive a score of 100,
while an authentication method using a fingerprint, which
may have a statistic indicating five times as many associated
security incidents as those for the hardware token authenti-

cation method, may receive a score that 1s five times less,
1.e., 20.

[0060] In some cases, as described above, an authentica-
tion method for a user account may use multi-factor authen-
tication, 1.e., use multiple individual authentication methods,
which must all succeed 1n veritying the user, before allowing
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the user access to the associated account. While the input
historical data may have statistics for some of the combi-
nations of multiple individual authentication methods, it
may not have statistics for every possible combination. To
generate a security score for these missing combinations, the
authentication method response engine 320 may model the
available 1nput historical data to generate a score for the
various combinations of multiple authentication methods. In
one embodiment, the score for a combination of multiple
authentication methods 1s generated by summing (or multi-
plying together) the scores for the individual authentication
methods that make up the combination. In another embodi-
ment, a base score 1s modified for each of the individual
authentication methods by the deviation of the score of each
of the individual authentication methods from a median or
mean score of all authentication methods. Therefore, an
authentication method with a low score may reduce the
overall score of the combination, while a method with a high
score may 1ncrease the overall score.

[0061] The authentication method response engine 320
may store these generated security scores 1n a lookup store,
such as a cache. The authentication method response engine
320 may use this lookup store to determine the security score
for an authentication method indicated 1n the authentication
method information email header element by matching the
authentication method indicated 1n the header element to the
one stored 1n the lookup store and retrieving the correspond-
Ing security score.

[0062] The security score that 1s generated by the authen-
tication method response engine 320 may further be modi-
fied based on additional components in the authentication
method i1nformation email header element, such as the
configuration settings, and so on.

[0063] The authentication method response engine 320
may also categorize a security score 1nto one or more
security levels, according to a range which the security score
falls within. For example, a score from 0-33 (out of 100)
may be categorized as low, while a score of 34-66 and
64-100 may be categorized as medium and high, respec-
tively, with high security indicating a low likelihood of the
authentication method having a security incident.

[0064] Depending upon the security level, the authentica-
tion method response engine 320 may execute a diflerent
response that 1s commiserate of the security level, 1.e., a
lower security level may warrant a stronger response versus
a higher security level. In one embodiment, for a low
security level, the authentication method response engine
320 performs one or more actions, such as set a warning flag
to be associated with the email, discard the email, analyze
the contents of the email using an email security system to
detect for malicious activity, quarantine the email, and so on.
In one example embodiment, for a medium security level,
the authentication method response engine 320 sets a warn-
ing to be associated with the email. In one example embodi-
ment, for a high security level, the authentication method
response engine 320 associates an indicator with the email
to 1ndicate that 1t was sent by an account with a high security
level and may not perform any other actions. In either of
these security levels, the authentication method response
engine 320 may additionally send a notice, alert, and/or
report (e.g., via a DMARC report) to the administrator or
domain owner regarding the results from the authentication
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method response engine 320, such as the authentication
method that i1s determined and/or the response that is
selected.

Example Interaction Diagram for Sending Email with
Authentication Method Header and Signature

[0065] FIG. 4 1s an interaction diagram illustrating an
exemplary process for sending and receiving a signed mes-
sage header storing an authentication method of a sender
account of a message, according to one embodiment. In one
embodiment, FIG. 4 attributes the operations in process to
the indicated elements. However, some or all of the steps
may be performed by other elements. In addition, some
embodiments may perform the operations 1n parallel, per-
form the operations in different orders, or perform different
operations. Also, it 1s noted that 1n one example embodiment
the steps and/or modules may be embodied as instructions,
e.g., instructions 624, that may be executed by the processor
602 described with respect to FIG. 6. Note that elements
with dashed lines 1indicate optional elements that may not be
performed or transmitted or which are performed or trans-
mitted conditionally. In FIG. 4, two different email systems
120 are shown: 1) a delivering email system 402, and 2) a
receiving email system 404. Both may operate 1n a similar
fashion to the email system 120, and may each include an
email sender 130, an email receiver 140, and the ability to
add and verity email header elements that indicate the
authentication method, as described above.

[0066] Imtially, the delivering email system 402 receives
406 a request (e.g., from an email client 152) to send an
email to a recipient (e.g., at an email sender 130). The
delivering email system 402 identifies 408 (e.g., via an
authentication information receiver 210) an authentication
method of the user account of the sender of the email. The
delivering email system 402 modifies 410 (e.g., via an email
header modifier 220) the email header of the email to include
an 1ndication of the authentication method used. For
example, the email header may be modified to include the
authentication method information email header element as
described above.

[0067] The delivering email system 402 further digitally
signs 412 the email, with the signature including the email
header and the authentication method information (e.g., via
the email header signer 230). The delivering email system
402 transmits 414 the email 416 to the indicated recipient
with the digital signature and the header information indi-
cating the authentication method.

[0068] At the domain associated with the recipient of the
email, a recerving email system 404 receives 418 the trans-
mitted email (e.g., via an email receiver 140). The receiving
email system 404 validates 420 the digital signature
included 1n the email against the email header to ensure that
the email header 1s unaltered (e.g., via a header signature
verifier 310). This ensures that the header information
including the authentication method of the sender’s account
has not been modified 1n transit. The receiving email system
404 determines 422 1f the authentication method indicated 1n
the header meets a criteria (e.g., a security level). If 1t does,
no action may be executed. Otherwise (e.g., 1f the security
level for the authentication method 1s too low), the receiving
email system 404 may execute a security response against
the email (e.g., via an authentication method response
engine 320).
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Example Email Header with Authentication Method Infor-
mation Element

[0069] FIG. S1san example of a message header including
a digital signature and a header element indicating the
authentication method of the sender’s account, according to
one embodiment.

[0070] The message header with message body shown 1n
FIG. § only 1illustrates one example of a message header with
an authentication method email header element. The various
headers and message body are meant to be 1llustrative only.
Theretfore, the authentication method email header element
may appear 1n alternative formats and with other combina-
tions of email headers, rather than the ones shown.

[0071] In the illustrated embodiment, the authentication
method email header element may be indicated by an
“X-Security” header element, as shown in bold in the
illustrated message header. The “X-Security” header ele-
ment may 1include various tags, such as those illustrated
here, and may include additional tags, each separated by a
text delimiter. Although the tags and header name illustrated
here are composed of specific text and formatting, 1n other
embodiments these tags may be composed differently,
although indicate the same meaning.

[0072] The first tag shown (from left to right) 1s a “v=""tag
indicating the version number of the standard format of the
authentication method email header element being used. In
this case, the version 1s “1”.

[0073] The second tag shown 1s an “m=""and indicates the
authentication method used by the sender’s user account.
The authentication method may be indicated by a code, such
a numerical value, or by a short text string. Here, the value
for this tag 1s “2fa,” indicating that the authentication
method 1s two-factor authentication. However, 1in other
cases, the value for this tag may indicate a specific authen-
tication method, it a multi-factor authentication method 1s
not used. For example, the value may indicate “iris” for an
ir1s scan biometric authentication method.

[0074] The third and fourth tags indicate the two different
authentication methods (i.e., the two factors) used in the
two-factor authentication specified in the second tag. The
first method 1s tagged as “f1=", while the second 1s tagged
as “12=". If more than two factors were used (and therefore
specified 1n the second tag), additional tags here, such as
“13=", “14=", and so on, may be used. Conversely, 1f only
one factor were used, these “1”” tags may not be present, as
the authentication method may be directly specified using
the “m=" tag. The “f1=" tag indicates that one of the
authentication methods used 1s “pass™ or password authen-
tication. The “12=" tag indicates that the second authenti-
cation method 1s an RSA token (1.e., a hardware token).

[0075] The authentication method information email
header element may also include additional information
regarding the configuration settings and limitations for the
authentication system of the sender’s account. These may be
indicated by the tags labeled “c1=" “c2=", and so on. The
“cl=" tag indicates that the authentication system of the
sender has a retry limit, and this retry limit 1s indicated by
the “retry=""tag to 5. The “c2=""tag indicates that the system
also includes a password complexity setting, with the “pass_
complex1=""tag indicating a complexity requiring uppercase
characters (“upper”) and numbers (“num™). Each require-
ment 1s separated by a delimiter. This additional configura-
tion mnformation may be used to further modily a security
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score or security level and to determine an appropriate
security response from the system.

[0076] The message header also includes a signature of the
“X-Security” header, as described above. In the 1illustrated
example, this signature 1s a DKIM signature, as indicated 1n
bold. The DKIM signature includes the signature of header
clements of the email message that are specified 1n the “h="
tag. As shown, the “h=" tag includes various header ele-
ments, including an entry for “x-security,” indicating that the
“x-security” header 1s included in the signature following
the “bh=" tag. Note that the actual signature has been
omitted for sake of clarity in the illustrated example and
replaced with a placeholder (“[signature]”). The receiving
email system may verity this signature against the “X-Se-
curity” header to verify that it has not been altered during
transit, 1n the methods described above.

Example Machine Architecture

[0077] FIG. 6 1s a block diagram illustrating components
of an example machine able to read instructions from a
machine-readable medium and execute them 1n a processor
(or controller). Specifically, FIG. 6 shows a diagrammatic
representation of a machine in the example form of a
computer system 600. The computer system 600 can be used
to execute instructions 624 (e.g., program code or software)
for causing the machine to perform any one or more of the
methodologies (or processes) or functions described herein,
for example, 1n FIGS. 1-5. In alternative embodiments, the
machine operates as a standalone device or a connected
(e.g., networked) device that connects to other machines. In
a networked deployment, the machine may operate in the
capacity of a server machine or a client machine 1n a
server-client network environment, or as a peer machine 1n
a peer-to-peer (or distributed) network environment.

[0078] The machine may be a server computer, a client
computer, a personal computer (PC), a tablet PC, a set-top
box (STB), a smartphone, an internet of things (IoT) appli-
ance, a network router, switch or bridge, or any machine
capable of executing instructions 624 (sequential or other-
wise) that specily actions to be taken by that machine.
Further, while only a single machine 1s 1llustrated, the term
“machine” shall also be taken to include any collection of
machines that individually or jointly execute instructions
624 to perform any one or more ol the methodologies
discussed herein.

[0079] The example computer system 600 includes one or
more processing units (generally processor 602). The pro-
cessor 602 1s, for example, a central processing unit (CPU),
a graphics processing unit (GPU), a digital signal processor
(DSP), a controller, a state machine, one or more application
specific integrated circuits (ASICs), one or more radio-
frequency integrated circuits (RFICs), or any combination of
these. The computer system 600 also includes a main
memory 604. The computer system may include a storage
unit 616. The processor 602, memory 604 and the storage
unit 616 communicate via a bus 608.

[0080] In addition, the computer system 600 can include a
static memory 606, a display driver 610 (e.g., to drive a
plasma display panel (PDP), a liquid crystal display (LCD),
or a projector). The computer system 600 may also include
alphanumeric input device 612 (e.g., a keyboard), a cursor
control device 614 (e.g., a mouse, a trackball, a joystick, a
motion sensor, or other pointing instrument), a signal gen-
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eration device 618 (e.g., a speaker), and a network 1nterface
device 620, which also are configured to communicate via
the bus 608.

[0081] The storage umit 616 includes a machine-readable
medium 622 on which i1s stored instructions 624 (e.g.,
software) embodying any one or more of the methodologies
or functions described herein. The instructions 624 may also
reside, completely or at least partially, within the main
memory 604 or within the processor 602 (e.g., within a
processor’s cache memory) during execution thereof by the
computer system 600, the main memory 604 and the pro-
cessor 602 also constituting machine-readable media. The
mstructions 624 may be transmitted or received over a
network 626 via the network interface device 620.

[0082] While machine-readable medium 622 1s shown 1n
an example embodiment to be a single medium, the term
“machine-readable medium™ should be taken to include a
single medium or multiple media (e.g., a centralized or
distributed database, or associated caches and servers) able
to store the instructions 624. The term “machine-readable
medium™ shall also be taken to include any medium that 1s
capable of storing instructions 624 for execution by the
machine and that cause the machine to perform any one or
more of the methodologies disclosed herein. The term
“machine-readable medium” includes, but not be limited to,
data repositories in the form of solid-state memories, optical
media, and magnetic media.

ADDITIONAL CONSIDERATIONS

[0083] Example benefits (or advantages) of the disclosed
configurations 1include the ability to wvalidate emails.
Throughout this specification, plural instances may imple-
ment components, operations, or structures described as a
single instance. Although individual operations of one or
more methods are illustrated and described as separate
operations, one or more of the individual operations may be
performed concurrently, and nothing requires that the opera-
tions be performed 1n the order illustrated. Structures and
functionality presented as separate components 1n example
configurations may be implemented as a combined structure
or component. Siumilarly, structures and functionality pre-
sented as a single component may be implemented as
separate components. These and other variations, modifica-
tions, additions, and improvements fall within the scope of
the subject matter herein.

[0084] Certain embodiments are described herein as
including logic or a number of components, modules, or
mechanmisms, for example, as illustrated in FIGS. 1-3. Mod-
ules may constitute either software modules (e.g., code
embodied on a machine-readable medium and executable by
a processor) or hardware modules. A hardware module 1s
tangible unit capable of performing certain operations and
may be configured or arranged in a certain manner. In
example embodiments, one or more computer systems (e.g.,
a standalone, client or server computer system) or one or
more hardware modules of a computer system (e.g., a
processor or a group of processors) may be configured by
software (e.g., an application or application portion) as a
hardware module that operates to perform certain operations
as described herein.

[0085] In various embodiments, a hardware module may
be 1mplemented mechanically or electromically. For
example, a hardware module may comprise dedicated cir-
cuitry or logic that 1s permanently configured (e.g., as a

Apr. 30, 2020

special-purpose processor, such as a field programmable
gate array (FPGA) or an application-specific integrated
circuit (ASIC)) to perform certain operations. A hardware
module may also comprise programmable logic or circuitry
(e.g., as encompassed within a general-purpose processor or
other programmable processor) that 1s temporarily config-
ured by software to perform certain operations. It will be
appreciated that the decision to implement a hardware
module mechanically, 1n dedicated and permanently config-
ured circuitry, or in temporarily configured circuitry (e.g.,
configured by software) may be driven by cost and time
considerations.

[0086] The wvarious operations of example methods
described herein may be performed, at least partially, by one
or more processors that are temporarily configured (e.g., by
software) or permanently configured to perform the relevant
operations. Whether temporarily or permanently configured,
such processors may constitute processor-implemented
modules that operate to perform one or more operations or
functions. The modules referred to herein may, 1n some
example embodiments, comprise processor-implemented
modules.

[0087] The one or more processors may also operate to
support performance of the relevant operations 1n a “cloud
computing” environment or as a “software as a service”
(SaaS). For example, at least some of the operations may be
performed by a group of computers (as examples of
machines including processors), these operations being
accessible via a network (e.g., the Internet) and via one or

more appropriate interfaces (e.g., application program inter-
faces (APIs).)

[0088] The performance of certain of the operations may
be distributed among the one or more processors, not only
residing within a single machine, but deployed across a
number of machines. In some example embodiments, the
one or more processors or processor-implemented modules
may be located 1n a single geographic location (e.g., within
a home environment, an office environment, or a server
farm). In other example embodiments, the one or more
processors or processor-implemented modules may be dis-
tributed across a number of geographic locations.

[0089] Some portions of this specification are presented 1n
terms of algorithms or symbolic representations of opera-
tions on data stored as bits or binary digital signals within a
machine memory (e.g., a computer memory). These algo-
rithms or symbolic representations are examples of tech-
niques used by those of ordinary skill in the data processing
arts to convey the substance of their work to others skilled
in the art. As used herein, an “algorithm” 1s a self-consistent
sequence ol operations or similar processing leading to a
desired result. In this context, algorithms and operations
involve physical manipulation of physical quantities. Typi-
cally, but not necessarily, such quantities may take the form
of electrical, magnetic, or optical signals capable of being
stored, accessed, transferred, combined, compared, or oth-
erwise manipulated by a machine. It 1s convenment at times,
principally for reasons of common usage, to refer to such
signals using words such as “data,” “content,” “bits,” “val-
ues,” “elements,” “symbols,” “characters,” “terms,” “num-
bers,” “numerals,” or the like. These words, however, are
merely convenient labels and are to be associated with
appropriate physical quantities.

[0090] Unless specifically stated otherwise, discussions
herein using words such as “processing,” “computing,”
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“calculating,” “determining,” “presenting,” “displaying,” or
the like may refer to actions or processes of a machine (e.g.,
a computer) that manipulates or transforms data represented
as physical (e.g., electronic, magnetic, or optical) quantities
within one or more memories (e.g., volatile memory, non-
volatile memory, or a combination thereof), registers, or
other machine components that receive, store, transmit, or
display information.

[0091] As used herein any reference to “one embodiment™
or “an embodiment” means that a particular element, fea-
ture, structure, or characteristic described in connection with
the embodiment 1s included 1n at least one embodiment. The
appearances of the phrase “in one embodiment” 1n various
places 1n the specification are not necessarily all referring to
the same embodiment.

[0092] Some embodiments may be described using the
expression “coupled” and “connected” along with their
derivatives. For example, some embodiments may be
described using the term “coupled” to indicate that two or
more elements are 1n direct physical or electrical contact.
The term “coupled,” however, may also mean that two or
more elements are not in direct contact with each other, but
yet still co-operate or interact with each other. The embodi-
ments are not limited in this context.

[0093] As used herein, the terms “comprises,” “compris-
ing,” “includes,” “including,” “has,” “having” or any other
variation thereof, are intended to cover a non-exclusive
inclusion. For example, a process, method, article, or appa-
ratus that comprises a list of elements 1s not necessarily
limited to only those elements but may include other ele-
ments not expressly listed or inherent to such process,
method, article, or apparatus. Further, unless expressly
stated to the contrary, “or” refers to an inclusive or and not
to an exclusive or. For example, a condition A or B 1s
satisfied by any one of the following: A 1s true (or present)
and B 1s false (or not present), A 1s false (or not present) and
B 1s true (or present), and both A and B are true (or present).
[0094] In addition, use of the “a” or “an” are employed to
describe elements and components of the embodiments
herein. This 1s done merely for convenience and to give a
general sense of the invention. This description should be
read to include one or at least one and the singular also
includes the plural unless 1t 1s obvious that i1t 1s meant
otherwise.

[0095] Upon reading this disclosure, those of skill in the
art will appreciate still additional alternative structural and
functional designs for a system to send and receive emails
with authentication method information email header ele-
ments. Thus, while particular embodiments and applications
have been illustrated and described, it 1s to be understood
that the disclosed embodiments are not limited to the precise
construction and components disclosed herein. Various
modifications, changes and variations, which will be appar-
ent to those skilled in the art, may be made in the arrange-
ment, operation and details of the method and apparatus
disclosed herein without departing from the spirit and scope
defined 1n the appended claims.

What 1s claimed 1s:
1. A system, comprising:
a delivering email system configured to:
receive a request from a sender to send an email to a
recipient;
identily an authentication method of a sender account
for the email;
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modily one or more email headers of the email to
include an indication of the authentication method;

generate one or more digital signatures for the email
that include the one or more email headers within a
scope of the one or more digital signatures;

modity the email such that an email header of the email
includes the one or more digital signatures; and

transmit the email, including the indication of the
authentication method and the one or more digital
signatures, to the recipient at a receiving email
system; and

the receiving email system configured to:

receive the email having the one or more email headers
indicating the authentication method of a sender
account of the email and the one or more digital
signatures of the one or more email headers;

determine that the one or more email headers are
unaltered by validating the one or more digital
signatures against a public key of the sender domain
of the email;

determine whether the authentication method indicated
1n the one or more email headers meets a criteria; and

execute, 1 response to the authentication method fail-
ing the criteria, a security response against the email.

2. The system of claim 1, wherein the authentication
method comprises at least one of: 1) entering a username and
password, 2) entering a key from a token, 3) entering a key
provided by an external security system, 4) retrieving
authentication credentials from a password vault, 5) answer-
Ing one or more questions, 7) using a hardware or software
authentication device, 8) using a certificate file, 9) submiut-
ting biometric information, 10) a challenge/response proto-
col, and any combination thereof.

3. The system of claim 1, wherein the receiving email
system 1s further configured to:

associate, 1n response to a determination that the one or

more email headers are altered by validating the one or
more digital signatures against a public key of the
sender domain of the email, a flag with the email
indicating that the email failed the validation of the one
or more digital signatures.

4. The system of claim 1, wherein the receiving email
system 1s further configured to:

send, 1n response to a determination that the one or more

email headers are altered by validating the one or more
digital signatures against a public key of the sender
domain of the email, an alert to a system administrator.

5. The system of claim 1, wherein the authentication
method meets the criteria when a security level of the
authentication method 1s above a threshold level, the secu-
rity level indicating a likelithood of the authentication
method being compromised by a malicious attacker.

6. The system of claim 1, wherein the security response
includes additional security checks to determine whether the
email was actually sent by the user associated with the user
account 1ndicated in a sender address of the email.

7. The system of claim 1, wherein the indication of the
authentication method further includes an indication of one
or more configuration settings associated with the authenti-
cation method, the one or more configuration settings 1ndi-
cating at least one of: 1) a maximum limit on the number of
retries, 2) mandatory delay period between retries, 3) a time
of day 1n which user authentication 1s allowed, 4) whether
cach authentication attempt 1s logged, 5) complexity
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requirements for the authentication method, and 6) expiry
periods, and wherein the security response 1s modified based
on the indication of the one or more configuration settings.
8. The system of claim 1, wherein the delivering email
system 1s further configured to:
receive mformation regarding the authentication method;
convert the authentication method information to a stan-
dard format based on a set of one or more rules that
indicates a type of indicator to use for each element of
the information of the authentication method, wherein
the standard format 1s based on a lookup table, the
lookup table indicating a value for each authentication
method; and
modify the email header of the email to include as the
email header element the converted authentication
method information.
9. The system of claim 1, wherein the delivering email
system 1s further configured to:
generate a hash of the one or more email headers that
includes the indication of the authentication method;
and
encrypt the hash with a private key to generate the one or
more digital signatures, wherein the hash can be
decrypted using a public key stored at publicly verifi-
able location of the sender domain of the delivering
email system.
10. The system of claim 8, wherein the receiving email
system 1s further configured to:
access the public key of the delivering email system from
the publicly venfiable location;
decrypt the one or more digital signatures using the public
key to generate an unverified hash; and

match the unverified hash against a currently generated
hash of the one or more email headers of the email to
determine that the one or more email headers, including
the indication of the authentication method, 1s unal-
tered.

11. The system of claim 10, wherein the digital signature
1s Turther generated of a body of the email, and wherein the
receiving email system 1s further configured to:

match the unverified hash against a currently generated
hash of the body of the email to determine that the body

of the email 1s unaltered.

12. The system of claim 1, wherein the receiving email
system 1s further configured to:

access a response database that stores one or more secu-
rity responses for each authentication method;

select the one or more security responses in the response
database associated with the one or more authentication
methods indicated in the email header; and

execute the selected one or more security responses.

13. The system of claim 1, wherein the receiving email
system 1s further configured to:

access a database of security scores, each security score in
the database associated with a selected authentication
method, the database generated by:

analyzing historical data indicating hijacked user email
accounts and selected authentication methods asso-
ciated with those user email accounts;

assigning a security score to the selected authentication
method based on a number of hiyjacked user email
accounts that are associated with the selected authen-

tication method; and
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determine a security score associated with the authenti-
cation method indicated i1n the email header element;
and

select the security response for execution based on a value
of the security score.

14. A computer implemented method, comprising:

receiving a request from a sender to send an email to a
recipient;

1dentifying an authentication method of a sender account
for the email;

moditying one or more email headers of the email to
include an indication of the authentication method;

generating one or more digital signatures for the email
that includes the one or more email headers within a
scope of the one or more digital signatures;

moditying the email such that an email header of the
email includes the one or more digital signatures; and

transmitting the email, including the indication of the
authentication method and the one or more digital
signatures, to the recipient.

15. The method claim 14, turther comprising;:

generating a hash of the one or more email headers that
includes the indication of the authentication method;
and

encrypting the hash with a private key to generate the one
or more digital signatures, wherein the hash can be
decrypted using a public key stored at publicly verifi-
able location of the sender domain of the delivering
email system.

16. A computer implemented method, comprising:

receiving an email having one or more email headers
indicating an authentication method of a sender account
of the email and one or more digital signatures of the
one or more email headers;

determining that the one or more email headers are
unaltered by validating the one or more digital signa-
tures against a public key of the sender domain of the
email;

determining whether the authentication method indicated
in the one or more email headers meets a criteria; and

executing, 1n response to the authentication method fail-
ing the criteria, a security response against the email.

17. The method of claim 16, further comprising;

associating, 1n response to a determination that the one or
more email headers are altered by validating the one or
more digital signatures against a public key of the
sender domain of the email, a flag with the email
indicating that the email failed the validation of the one
or more digital signatures.

18. A non-transitory computer readable storage medium,
comprising instructions, that when executed by a processor,
cause the processor to perform the operations of:

receiving a request from a sender to send an email to a
recipient;

1dentifying an authentication method of a sender account
for the email;

moditying one or more email headers of the email to
include an indication of the authentication method;

generating one or more digital signatures for the email
that include one or more email headers within a scope
of the one or more digital signatures;

moditying the email such that an email header of the
email includes the one or more digital signatures; and
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transmitting the email, including the indication of the
authentication method and the one or more digital
signatures, to the recipient.

19. The non-transitory computer readable storage medium
of claim 18, comprising 1nstructions, that when executed by
a processor, cause the processor to perform the operations
of:

generating a hash of the one or more email headers that

includes the indication of the authentication method;
and

encrypting the hash with a private key to generate the one

or more digital signatures, wherein the hash can be
decrypted using a public key stored at publicly verifi-
able location of the sender domain of the delivering
email system.

20. A non-transitory computer readable storage medium,
comprising instructions, that when executed by a processor,
cause the processor to perform the operations of:

receiving an email having one or more email headers

indicating an authentication method of a sender account
of the email and one or more digital signatures of the
one or more email headers;

determining that the one or more email headers are

unaltered by validating the one or more digital signa-
tures against a public key of the sender domain of the
email;

determining whether the authentication method indicated

in the one or more email headers meets a criteria; and
executing, 1n response to the authentication method fail-
ing the criteria, a security response against the email.
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