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RFID DEVICE FOR OBJECT MONITORING, 
LOCATING, AND TRACKING 

This Application claims the bene?t of: 

US. Provisional Application Ser. No. 60/605,287 ?led Aug. 
26, 2004, 
US. Provisional Application Ser. No. 60/607,404 ?led Sep. 
3, 2004, 
US. Provisional Application Ser. No. 60/ 628,866 ?led Nov. 
15, 2004, 
US. Provisional Application Ser. No. 60/ 657,948 ?led Mar. 
2, 2005, 
US. Provisional Application Ser. No. 60/ 660,033 ?led Mar. 
9, 2005, 
US. Provisional Application Ser. No. 60/ 663,837 ?led Mar. 
21, 2005, and 

US. Provisional Application Ser. No. 60/672,002 ?led Apr. 
15, 2005. 
The present invention relates to an arrangement for moni 

toring an object and, in particular, to an RFID device 
therefor. 
A portion of the disclosure of this patent document 

contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent disclosure, as it 
appears in the Patent and Trademark Office patent ?les or 
records, but otherWise reserves all copyright rights Whatso 
ever. 

Conventional RFID tag locating systems typically employ 
triangulation techniques Wherein differences in the timing of 
receptions of a transmission by an RFID tag by at least three 
readers are employed to derive the location of the RFID tag. 
The timing of the receptions must be knoWn to very high 
accuracy so that the differences can be determined with 
sufficient precision to permit calculation of a transmitting 
location. As a result, the tag readers are expensive and the 
system utiliZing them is quite complex and expensive. The 
RFID tags utiliZed thereWith transmit at a predetermined 
poWer level either periodically or in response to an interro 
gation or other signal. 

Such triangulation techniques not only require a precise 
common time reference, but also involve substantial esti 
mation, calculation and mathematical processing. Thus, the 
“readers” therefor tend to be complex and expensive, and the 
locating accuracy is in substantial part dependent upon the 
number and location of the readers and in maintaining very 
small differences in tolerance and timing. Moreover, “line 
of-sight” communication is necessary betWeen the tag and 
each of the readers because differences in time caused by 
longer and/or indirect transmission paths directly and 
adversely affect the accuracy of the location determined by 
triangulation. 

Accordingly, there is a need for an RFID monitoring 
arrangement that does not require complex and expensive 
timing information and that can employ relatively simple 
RFID devices. 
An RFID monitoring arrangement comprises a ?rst RFID 

device and a second RFID device for monitoring the ?rst 
RFID device. According to one aspect thereof, the ?rst RFID 
device transmits at least tWo messages each including 
unique identifying information and a poWer level code, 
Wherein the transmitter poWer level corresponds to the 
poWer level represented by the poWer level code in each 
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2 
transmitted message. According to another aspect thereof, 
the second RFID device receives messages transmitted by 
the ?rst RFID device and processes the identifying infor 
mation and the poWer level code to provide an indication of 
a condition. Messages received from said ?rst RFID device, 
the indication of a condition, or both the messages received 
from said ?rst RFID device and the indication of a condition, 
may be relayed to a remote location. 

BRIEF DESCRIPTION OF THE DRAWING 

The detailed description of the preferred embodiment(s) 
Will be more easily and better understood When read in 
conjunction With the FIGURES of the DraWing Which 
include: 

FIG. 1 is a schematic diagram of an example embodiment 
of a system according to the present arrangement disposed 
in an area including a plurality of relay devices for moni 
toring an object in the area; 

FIGS. 1A and 1B each illustrate a portion of the area 
illustrated in FIG. 1 in the vicinity of the object; 

FIG. 2 is a schematic diagram of an example embodiment 
of a system according to the present arrangement disposed 
in an area including a plurality of relay devices for moni 
toring an object in the area, Wherein the object is near a 
boundary of the area; 

FIGS. 2A and 2B each illustrate a portion of the area 
illustrated in FIG. 2 in the vicinity of the object; 

FIG. 3 is a schematic block diagram of an example 
embodiment of a device that may be employed as an RFID 
device and/or as a relay device suitable for use With the 
arrangement of FIGS. 1 and 2; 

FIG. 4 is a schematic diagram of an example embodiment 
of apparatus including a communication netWork suitable 
for use With the example arrangement and devices of FIGS. 
1-3; 

FIG. 5 is a schematic ?oW diagram of a method for 
operating the example arrangement of FIGS. 1-4; 

FIGS. 6A and 6B are is schematic diagram of an example 
arrangement for a relay device employed With a container 
that contains an RFID tag, optionally for use With the 
example arrangement of FIGS. 1-5; and 

FIG. 7 is a schematic ?oW diagram of an example method 
for use With the example arrangement of FIGS. 1-4 and of 
FIGS. 6A-6B. 

In the DraWing, Where an element or feature is shoWn in 
more than one draWing ?gure, the same alphanumeric des 
ignation may be used to designate such element or feature in 
each ?gure, and Where a closely related or modi?ed element 
is shoWn in a ?gure, the same alphanumerical designation 
primed or designated “a” or “b” or the like may be used to 
designate the modi?ed element or feature. Similarly, similar 
elements or features may be designated by like alphanu 
meric designations in different ?gures of the DraWing and 
With similar nomenclature in the speci?cation. It is noted 
that, according to common practice, the various features of 
the draWing are not to scale, and the dimensions of the 
various features are arbitrarily expanded or reduced for 
clarity, and any value stated in any Figure is given by Way 
of example only. 

DESCRIPTION OF THE PREFERRED 

EMBODIMENT(S) 

A system and method is described for monitoring objects 
having radio frequency identi?cation (RFID) devices asso 
ciated thereWith. The system 100 comprises a plurality of 
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relay devices 30 disposed in an area 20 for receiving radio 
frequency transmissions from one or more RFID tags T that 
are in the area 20 and for reporting such reception to a 
central device. Each RFID tag preferably transmits electro 
magnetic signals at different relative levels of transmitted 
poWer at different times, e.g., according to a de?ned 
sequence. Signals received by the relay devices 30 and the 
transmitted relative poWer level of the received signals are 
employed to locate the RFID tag T When it is Within the area 
20. Monitoring includes, but is not limited to, locating 
and/ or tracking. 

FIG. 1 is a schematic diagram of an example embodiment 
of a system according to the present arrangement disposed 
in an area 20 including a plurality of relay devices 30 for 
locating and/or tracking an object T in the area 20, Wherein 
the object has an RFID device T associated thereWith, and 
FIGS. 1A and 1B illustrate a portion of the area 20 FIG. 1 
in the vicinity of the object T for illustrating a locating 
condition. In example area 20, the intersections of a grid are 
de?ned by columns identi?ed as columns A through I and by 
roWs identi?ed as roWs 01-16. The plurality of relay devices 
30 are arranged in an array With the relay devices 30 located, 
by Way of example, at the intersections of the grid de?ned 
by columns identi?ed as columns B through H and by roWs 
identi?ed as roWs 02-15, Wherein relay devices 30 are not 
provided for columns A and I and for roWs 01 and 16 Which 
de?ne the boundary or perimeter Bo of area 20. At least one 
tracking station TS is located for communicating With the 
relay devices 30 

The area 20 is illustrated by Way of example as being 
rectangular (e.g., tWo dimensional) for simplicity in describ 
ing system 100 and its operation, hoWever, area 20 may be 
an area or volume of any desired shape and siZe, i.e. a space 
in one, tWo or in three dimensions. Example tWo dimen 
sional area 20 has a perimeter or boundaries de?ned by the 
columns A and I and by the roWs 01 and 16. Area 20 may 
represent a Warehouse, a storage or other yard, the hold of 
a ship, the deck of a ship, the passenger space(s) of a ship, 
a dock, a terminal, an airplane cargo space or passenger 
space, any conveyance, any other location, and any combi 
nation of any tWo or more thereof. Tracking station TS is 
located at a location Within communication range of relay 
devices 30. While tracking station TS may be relatively 
proximate area 20, e.g., as Where communication is via a 
radio frequency link, it may in fact be located remotely from 
area 20, e.g., Where communication is by a path including 
one or more of Wires, telephone, a radio link, a netWork, the 
Internet, an intranet, a LAN, a WAN, a Wireless netWork, an 
ad hoc netWork, a satellite, or a combination of any tWo or 
more thereof. 

A processing computer PC, Which may be at tracking 
station TS or may be remote therefrom and in communica 
tion thereWith, receives reports for tracking station TS of 
receptions of information by relay devices 30 and processes 
such reports for locating RFID tag T. Communication 
betWeen tracking station TS and processing computer PC 
may be by a path including one or more of Wires, telephone, 
a radio link, a netWork, the Internet, an intranet, a LAN, a 
WAN, a Wireless netWork, an ad hoc netWork, a satellite, or 
a combination of any tWo more thereof. 

Similarly, While relay devices 30 are illustrated by Way of 
example as being disposed in a uniform array, e. g., on a grid 
in roWs and columns, for ease in describing system 100, 
relay devices 30 may be located in any desired pattern and 
at any desired locations Within an area 20 of any desired 
shape and siZe. Relay devices 30 do not need to be in any 
pattern or order so long as their relative locations are knoWn. 
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4 
Relay devices 30 may be referred to by their locations on the 
grid of example area 20. For example, the relay device 30 
located at the upper lefthand comer of area 20 may be 
referred to as relay device A-01, the relay device 30 at the 
intersection of column E and roW 09 may be referred to as 
relay device E-09, and so forth. 

Each relay device 30 is in communication With a tracking 
system, e.g., by radio frequency, optical, conductive, or 
other communication means, or a combination of any tWo or 
more thereof, for communicating information received from 
RFID tags to at least one tracking station TS. Preferably, 
relay devices 30 communicate information received from an 
RFID tag substantially contemporaneously With the receipt 
thereof, hoWever, substantially contemporaneously includes 
periodically and may include a time delay, e.g., a period or 
delay that is relatively shorter than the time it takes for an 
object and its associated RFID tag to move a signi?cant 
distance Within area 20. It is not necessary for operation of 
system 100 that time be knoWn to any great precision With 
respect to the system 100 or to any relay device 30 or any 
RFID tag T, although date and time to the hour and minute 
Would typically be associated With each detection of an 
RFID tag T Within area 20. It is suf?cient that plural 
receptions by one or more relay devices 30 of one or more 
relatively close in time transmissions by an RFID tag T be 
associable With each other so that the location of RFID tag 
T may be determined therefrom. 

For example, if the objects are shipping containers in a 
shipping yard 20 that move relatively sloWly, e.g., 1 meter/ 
sec., and the relay devices 30 are relatively far apart, e.g., 
250 meters, then transmissions every 1-3 minutes Would be 
satisfactory to provide substantially “real-time” location and 
tracking information. On the other hand, if one Were locating 
and/or tracking passengers in a terminal Where the relay 
devices Were about 10 meters apart, relay devices 30 should 
transmit received information to the tracking system about 
every 2-5 seconds or less. Similarly, an RFID tag T associ 
ated With a relatively sloW moving object, e.g., a shipping 
container, could be programmed to transmit information 
relatively less frequently and an RFID tag T associated With 
a relatively faster moving object, e.g., a person or luggage, 
could be programmed to transmit relatively more frequently. 
For example, RFID tags T may be moving relatively quickly, 
e.g., as Where RFID tagged containers are on vehicles 
passing one or more relay devices 30, or Where a relay 
device 30 is located Where it receives signals from passing 
trains carrying truck trailers, storage containers, shipping 
containers and the like. 

For example, if the objects to be located are relatively 
large, e.g., such as truck trailers or shipping containers, then 
the relay devices 30 may be spaced relatively far apart, e.g, 
at 20-50 meter spacing, and provide suitable locating accu 
racy. If the objects to be located are relatively small, e.g., 
such as computers or baggage, then the relay devices 30 may 
be spaced relatively closer, e.g, at 10 meter or closer spacing, 
to provide suitable locating accuracy. Once the object is 
located as being Within a de?ned region using the system 
and method described herein, it may be found easily by 
inspecting that region, e.g., visually or using a hand-held 
reader device With a limited and/or adjustable sensitivity/ 
reception range. 
RFID tag T preferably transmits identifying information 

periodically and at different levels of transmitted poWer. In 
the example illustrated, RFID tag T transmits at four differ 
ent poWer levels from a relatively loW poWer level P1 to a 
relatively high poWer level P4, and at relatively loWer and 
higher intermediate poWer levels P3 and P4. The concentric 
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dashed circles centered on RFID tag T represent the trans 
mission ranges corresponding to power levels P1, P2, P3 an 
P4, respectively. RFID tag T must transmit identifying 
information at least at tWo different poWer levels, although 
a greater number of different poWer levels, e.g., four or six, 
or more, may be employed. 

Preferably, the identifying information transmitted by 
each RFID tag T includes not only information identifying 
the tag T, e.g., a unique code or number, but also includes 
information identifying the poWer level at Which the infor 
mation is transmitted. For example, if a tag identi?ed as tag 
“xyZ123” Were to transmit at poWer levels P1, P2 and P3 in 
succession, the information transmitted Would represent 
“xyZ123-P1”“xyZ123-P2” and “xyZ123-P3” in succession. 

Typically, RFID tag T transmits periodically at tWo to six 
different poWer levels, and may do so on a self-controlled 
sequencing basis or on a random basis. RFID tag T may 
initiate the transmission of its identifying information or 
may transmit in response to an interrogation signal, e.g., 
from a relay device 30 or other interrogating device, or both. 
The time betWeen or period of transmissions Would typically 
be set longer or shorter depending upon hoW quickly the 
object With Which the RFID tag T is associated is expected 
to move, similarly to the consideration in the preceding 
paragraph for relay devices 30. 

The method for operating system 100 is as folloWs. An 
RFID tag transmits its identifying information at a plurality 
of different poWer levels and so a successively greater 
number of the relay devices receive the transmitted RFID 
tag identifying information as the transmission poWer level 
successively increases. Although a location for the RFID tag 
can be determined using any transmission of identifying 
information that is received at one or more relay devices, it 
is preferred that the location be determined from the recep 
tions of the loWest poWer level transmission that is received 
by plural relay devices. 

Consider an RFID tag T that is located at a location Within 
area 20, e.g., betWeen columns D and E and betWeen roWs 
09 and 10 in the illustrated example of FIG. 1, and that 
transmits its identifying information at a ?rst poWer level, 
e.g., at the relatively loW poWer level P1. Because only the 
relay device 30 at location E-09 is Within the circle P1 
having a radius corresponding to the transmission range of 
RFID tag T at poWer level P1, only the relay device 30 at 
location E-09 (indicated by a ?lled-in circle) receives the 
identifying information transmitted by RFID tag T and 
relays it to the tracking station TS Which may be located 
anyWhere Within communication range of relay devices 30. 
Thus, RFID tag T is knoWn to be located Within a circle 31 
of the same radius as circle P1 and having relay device 30 
at location E-09 at its center, as illustrated in FIG. 1A. 

In addition, and optionally, the location of RFID tag T 
Within area 20 may be further determined because RFID tag 
T is not Within any of the poWer level P1 circles 31' 
(illustrated by dashed lines) that are centered on the relay 
devices 30 in the adjacent roWs and columns to the relay 
device 30 at location E-09 and that did not receive the 
information transmitted by RFID tag T, as also illustrated in 
FIG. 1A. In the illustrated example, relay devices 30 at grid 
locations D-08 to D-10, E-08, E-10, and F-08 to F-10 do not 
receive the information transmitted by RFID tag T at the 
relatively loW poWer level P1, and RFID tag T is determined 
to be Within the area 21. Area 21 (marked by heavy dashed 
lines) is smaller than the circle 31 centered on relay device 
30 at location E-09 and so the location of RFID tag T is 
knoWn With someWhat greater precision When the circles 31 
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6 
and 31' are all considered and only the transmissions at 
poWer level P1 are considered. 
When RFID tag 20 transmits its identifying information at 

a second poWer level, e.g., at the relatively higher poWer 
level P2, relay devices 30 at locations D-09, D-10, E-08, 
E-09 and E-10 (indicated by a circle enclosing an “x”) are 
Within the circle P2 corresponding to the transmission range 
at poWer level P2. Only relay devices at locations D-09, 
D-10, E-08, E-09 and E-10 receive the identifying informa 
tion transmitted by RFID tag T and relay it to the tracking 
station TS. Thus, RFID tag T is determined to be located 
Within an area bounded by locations D-09, D-10, E-08, E-09 
and E-10 and, if a transmission at poWer level P1 had been 
received, also Within a circle 31 of the same radius as circle 
P1 having relay device E-09 at its center. The location of 
RFID tag T may easily be determined from the knoWn 
locations of relay devices at D-09, D-10, E-08, E-09 and 
E-10 to Within an accuracy that is substantially less than the 
spacing betWeen relay devices D-09, D-10, E-08, E-09 and 
E-10. 

Speci?cally, in the example illustrated in FIG. 1B, RFID 
tag T must be Within an area that is Within each of ?ve circles 
32 each centered on one of relay devices D-09, D-10, E-08, 
E-09 and E-10, respectively. The radius of each of the ?ve 
circles 32 is the same as the radius of the circle P2 repre 
senting the transmission range of RFID tag T When tag T is 
transmitting at poWer level P2. Only the portion 22 (shoWn 
by heavy dashed lines) of the area 20 is Within all of the ?ve 
circles 32, and so the RFID tag T and its associated object 
must be located Within the area 22, ie Within all ?ve circles 
32. Logically, this area 22 may be referred to as the 
intersection of the circles 32 for the relay devices 30 
receiving information transmitted by RFID tag T at poWer 
level P2. 

In the foregoing example as illustrated in FIG. 1B, plural 
relay devices 30, speci?cally ?ve relay devices 30, receive 
the identifying information transmitted by RFID tag T at 
poWer level P2, and so this condition is the preferred 
condition for determining the location of RFID tag T con 
sidering only received transmissions at one poWer level. 
Typically, only tWo or three receptions at a given poWer level 
are suf?cient for determining the location of an RFID tag T 
With a useful accuracy, and increasing the number of recep 
tions signi?cantly, e. g., beyond four or ?ve, usually does not 
proportionally increase the accuracy of the location deter 
mination. Accordingly, the reception information relating to 
the loWest poWer level at Which plural receptions are 
received from an RFID tag T is typically utiliZed for 
determinating its location. 
More preferably, the fact that one relay device 30 also 

received a transmission at poWer level P1 may be taken into 
account so that the poWer level P1 circle 31 for the relay 
device 30 at grid location E-09 Would be utiliZed With the 
four poWer level P2 circles 32 for the relay devices at grid 
locations D-09, D-10, E-08 and E-10 to determine the region 
22 Within Which RFID tag T is located. Because the loWer 
poWer level circle 31 included in the determination of 
location is smaller in diameter that are the higher poWer 
level circles 32 also included in the determination of loca 
tion, a greater “Weight” is in effect given to the message 
received at the loWer poWer level, at least to the extent that 
the siZe of location region 22 is reduced as a result. 

In some instances it may be that messages transmitted by 
an RFID tag T at a given poWer level or at different poWer 
levels are received by tWo or more relay devices 30 Wherein 
there is no ordinarily intersecting area for the circles 31, 32 
corresponding to the received messages and poWer levels of 
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the sort illustrated in FIGS. 1A and 1B. This could arise, for 
example, due to objects blocking transmissions, Weather and 
other environmental conditions, re?ections and other inter 
ferences and the like. In such instances, alternative locating 
processes may be employed to overcome the effect of the 
less than ideal reception of the messages transmitted by the 
RFID tags T by relay devices 30. 
One alternative process is advantageous Where there are, 

e.g., tWo receptions of messages transmitted by an RFID tag 
T at a given poWer level that do not produce intersecting 
circles 31 or 32. In this alternative process, processor P 
processes the received messages by in effect increasing the 
effective radius assigned to the applicable circles 31, 32 
associated With the relay devices 30 that received the 
transmitted messages until an intersection of the enlarged 
circles occurs. This process can be utiliZed Whether the 
received messages Were transmitted at the same or at a 

different poWer level. Preferably the effective radius of the 
circles 31, 32 are increased proportionately until an inter 
section occurs. It is highly likely that the RFID tag T and its 
associated object are located in or near to that intersection or 

“center of gravity.” In effect, processor P Weights the 
received messages relative to their respective poWer levels 
and receptions for determining a location of the RFID tag T 
and its associated object. This process may be referred to as 
“dynamic Zoning” herein. 

Another process therefor includes selecting any tWo relay 
devices 30 that have received messages transmitted by an 
RFID tag T and assigning respective Weights thereto accord 
ing to their respective poWer levels, e.g., as indicated by the 
poWer level codes in the respective messages. The “center of 
gravity” for the selected relay devices 30 is determined from 
the messages received thereby and the Weights assigned 
thereto. The “center of gravity” location is then assigned a 
Weight value based upon the Weights that Were assigned to 
the selected tWo relay devices 30. Then, if there is a third 
relay device 30 that received a message transmitted by the 
RFID tag T, that relay device 30 is selected and is processed 
to obtain the center of gravity of the combination of that 
relay device and the previously determined center of gravity, 
Which should provide a re?ned determination of the location 
of the RFID tag T. If there are other relay devices 30 that 
have received a message transmitted by that RFID tag T, 
then those relay devices 30 are likeWise processed as 
described in the preceding sentences to thereby recursively 
redetermine the location of RFID tag T until all relay devices 
30 that have received a message have been processed, 
Whereby a “?nal” determination of the location of RFID tag 
T is determined. In effect, processor P Weights the messages 
that are received relative to their respective poWer levels and 
receptions so as to recursively determine a location for the 
RFID tag T and its associated object therefrom. This process 
may be referred to as “recursive Zoning” herein. 

With regard to both “dynamic Zoning” and “recursive 
Zoning” and the other processes described, it is understood 
that the circles are mathematical constructs utiliZed in the 
computer-implemented processes for locating and tracking 
RFID devices and their associated objects, and that increas 
ing the radius, Weighting, and other physical-sounding varia 
tions utiliZed in such processes are effected by applying 
various factors and scaling in performing the computer 
implemented processes. 

In the foregoing method, the relayed messages may be 
selected and given a de?ned radius value representative of 
the poWer level of each relayed message, and for each RFID 
device, the intersection of respective geometric shapes, e.g., 
circles or spheres, having the de?ned radius values are 
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8 
determined for locating that particular RFID device in the 
intersection. If the respective geometric shapes having the 
de?ned radius values do not intersect, then the radius values 
may be proportionately increased until the respective geo 
metric shapes do intersect. Determining the intersection of 
respective geometric shapes having the de?ned radius values 
may comprise determining the intersection of ?rst and 
second ones of the respective geometric shapes having 
de?ned radius values, then determining the intersection of a 
third one of the respective geometric shapes having de?ned 
radius value With the intersection of the ?rst and second ones 
thereof, and then repeating the immediately preceding deter 
mining step for each additional one of the respective geo 
metric shapes, if any, until all of the respective geometric 
shapes for the particular RFID device are used. 

In other examples Wherein RFID tag T is located at a 
different example location in area 20, the information it 
transmits at poWer level P2 could be received at a greater 
number or at a lesser number or at the same number of relay 
devices 30, e.g., at four or at ?ve or at six relay devices 30, 
and the locating method is the same except that the number 
of relay devices is correspondingly lesser or greater, i.e. 
RFID tag T is located in an area de?ned by the intersection 
of the circles 31, 32 of those relay devices 30 that receive the 
information transmitted by RFID tag T. 
When RFID tag 20 transmits its identifying information at 

a third poWer level, e.g., at the relatively higher poWer level 
P3, relay devices 30 at locations C-08 to C-11, D-07 to D-11, 
E-07 to E-ll, F-07 to F-11 and G-09 to G-10 (indicated by 
a half-?lled circles) are Within the circle P3 corresponding to 
the transmission range at poWer level P3 and receive the 
identifying information transmitted by RFID tag T and relay 
it to the tracking station TS. Thus, RFID tag T is knoWn to 
be located Within an area bounded by relay devices C-08 to 
C-11, D-07 to D-11, E-07 to E-ll, F-07 to F-11 and G-09 to 
G-10 and, if one or more transmissions at a loWer poWer 
level P1 or P2 had been received, Within circles of the same 
radius as circle P1 or P2 as above. The location of RFID tag 
T may easily be found from the knoWn locations of relay 
devices C-08 to C-11, D-07 to D-11, E-07 to E-ll, F-07 to 
F-11 and G-09 to G-10 to Within an accuracy that is 
substantially less than the spacing betWeen relay devices 
C-08 to C-11, D-07 to D-11, E-07 to E-11, F-07 to F-11 and 
G-09 to G-10. 

Speci?cally, in the example illustrated for poWer level P3, 
RFID tag T must be Within an area that is Within each of 
tWenty-one circles each centered on one of relay devices 
C-08 to C-11, D-07 to D-11, E-07 to E-11, F-07 to F-11 and 
G-09 to G-10, respectively. The radius of each of the 
tWenty-one circles is the same as the radius of the circle P3 
representing the transmission range of RFID tag T When tag 
T is transmitting at poWer level P3. RFID tag T and its 
associated object must be located Within the area that is 
Within all tWenty-one circles, i.e. is in the logical intersection 
of the tWenty-one poWer level P3 circles. 

In a different example, if RFID tag T is located at a 
different location, its information transmitted at poWer level 
P3 could be received at a greater number or at a lesser 
number or at the same number of relay devices 30, and the 
locating method is the same except that the number of relay 
devices may be correspondingly lesser or greater. 

If tracking station TS has received plural reports of 
reception of identifying information transmitted at higher 
poWer level P3 and plural reports of receptions at loWer 
poWer level P2, for example, it Would usually be preferred 
to locate the RFID tag T using the poWer level P2 informa 
tion if the number of receptions thereof is su?icient for 
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location determination, rather than to process the greater 
number of receptions corresponding to the poWer level P3 
information, Which processing Would generally be more 
extensive and complex due to the greater number of recep 
tions. In general, the number of receptions necessary to 
locate an RFID tag T to Within a locating accuracy that is 
signi?cantly less than the spacing of the relay devices 30 can 
be as loW as tWo for relatively loW poWer level transmis 
sions, hoWever, at least tWo to four reception reports are 
preferred. 
Where RFID tag T transmits at the relatively high poWer 

level P4, a greater yet number of relay devices 30 receive the 
information transmitted thereby and the method for locating 
RFID tag T is the same as that described above taking into 
account the greater number of relay devices 30. If tracking 
station TS has received reports of reception of information 
transmitted at poWer level P4 and at a loWer poWer level, 
e.g., P3 or P2, it Would usually be preferred to locate the 
RFID tag T using the loWest poWer level information Which 
is su?icient for location determination rather than to process 
the more extensive and complex at a higher poWer level, 
e.g., poWer level P4 information. 
On the other hand, the array of the plurality of relay 

devices 30 may include relay devices 30 spaced apart by a 
distance greater than the reception radius of information 
transmitted, for example, at the relatively loW poWer level 
P1 and so only transmissions at poWer levels P2 and higher 
Will be received by relay devices 30, in Which case the 
locations of the relay devices 30 receiving transmissions at 
poWer level P2 or higher are utiliZed for determining the 
location of the RFID tag T. Likewise, the array of the 
plurality of relay devices 30 may include relay devices 30 
spaced apart by a distance greater than the reception radius 
of information transmitted at the poWer levels P1 and P2, 
and so only transmissions at poWer levels P3 and higher Will 
be received by relay devices 30, in Which case the locations 
of the relay devices 30 receiving transmissions at poWer 
level P3 or higher are utiliZed for determining the location 
of the RFID tag T, and so forth. 

Such situations may arise, for example, Where an object 
and its associated RFID tag T travel through one or more 
facilities Wherein the spacing of relay devices 30 di?fers. For 
example, an RFID tag T might travel to a ?rst Warehouse 
that might have the relay devices 30 relatively closely 
spaced, to a dock area Where relay devices 30 are relatively 
Widely spaced, and to a ship’s hold Where relay devices are 
spaced apart an intermediate distance. Another example 
could be Where an RFID tag T may move Within a facility 
Wherein the spacing of the relay devices 30 differs substan 
tially at different locations therein. Another example could 
be Where the RFID tag T is associated With a person Who 
travels to various buildings or other facilities having differ 
ent arrays of relay devices 30, as Well as to areas outside of 
buildings, e.g., parking lots, roads, etc, Where the spacing of 
the relay devices 30 is greater than it is in buildings. In 
addition or alternatively, such situation may arise Where 
objects associated With RFID tags T of different types or of 
different manufacturers are in a location Wherein the spacing 
betWeen the relay devices 30 is different than the spacing 
that Would be desirable for use With RFID tags of such types. 
Where information is received from an RFID tag T at 

different relay devices 30 as the RFID tag T transmits 
information at different relative poWer levels, the relative 
poWer level of each transmission can be deduced from the 
numbers of relay devices 30 that receive each transmission, 
because higher poWer transmissions Will be received by 
more relay devices 30. For example, if three respective 
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10 
transmissions are received by one, by ?ve and by tWenty 
relay devices 30, it is apparent that the transmission received 
by one relay device 30 Was transmitted at a relatively loWer 
poWer level, the transmission received by the tWenty relay 
devices 30 Was transmitted at a relatively higher poWer 
level, and the transmission received by ?ve relay devices 30 
Was transmitted at an intermediate poWer level. 

While the ambiguity betWeen the example three transmis 
sions being at poWer levels P1-P2-P3, or at poWer levels 
P2-P3-P4, for example, could be resolved to some degree of 
certainty (e.g., With pre-programming and/or testing), it is 
not necessary for the described method to knoW the poWer 
level, it is only necessary that given receptions are related to 
a given transmission. Correlation of transmissions and 
receptions of identifying information by an RFID tag T may 
be determined from the times thereof (Which time does not 
have to be knoWn With precision due to the relatively loW 
repetition rate of such transmissions) or from coded poWer 
level information included in the transmission of identifying 
information by the RFID tags T. 

Typically, information transmitted at a relatively loW 
poWer level that is received by a relatively small number of 
relay devices 30, e.g., as feW as tWo, but preferably at least 
three, from a transmission from an RFID tag T is suf?cient 
for locating that RFID tag T to an accuracy substantially less 
than the spacing betWeen relay devices. Transmissions at 
relatively higher poWer levels that are received by a larger 
number of relay devices 30, While suf?cient for locating the 
RFID tag T, are generally not as ef?cient because a greater 
number of reception reports from relay devices 30 must be 
processed to determine the location of the RFID tag T. 
Tracking an object by locating its associated RFID tag T is 
accomplished by accumulating a record of the locations of 
the tag T over time, e.g., in a computer database, Which may 
be in the processing computer PC or another computer. 

Preferably, Where the identifying information transmitted 
by each RFID tag T includes information identifying the tag 
T and information identifying the poWer level at Which the 
information is transmitted, the locating method is simpli?ed 
and is made more accurate because the transmission poWer 
level corresponding to each received signal is knoWn With 
out ambiguity from the information in the received trans 
mission thereby to de?ne the radius of the circles 31, 32, etc. 
to be utiliZed in locating tag T. Also, system 100 is prefer 
ably monitored by processor PC at least periodically to 
con?rm that at least all of relay device 30 thereof are present 
and operating, and preferably that all of the RFID tags T 
present and all of relay devices 30 are present and operating, 
thereby to provide security against tampering With elements 
of system 100 and to determine if, When and Where inspec 
tion, maintenance and/or repair may be indicated. 

In a typical system 100, RFID tags T may transmit at 
poWer levels P1-P4 that can be received by relay devices 30 
at various distances, e.g., distances in the range as short as 
about 2-9 meters (about 5-30 feet) and as long as about 
45-180 meters (about 150-600 feet). It is noted that the 
transmissions from RFID tags T radiate in three dimensions, 
ie in a spherical volume or space, and so a three-dimen 
sional system 100 is envisioned, Wherein location is deter 
mined in three dimensions based upon the intersections of 
transmission spheres of radii corresponding to poWer levels 
P1, P2, P3 and so forth, rather than on intersections of 
transmission circles in the tWo dimensional example 
described in detail. Three dimensional areas may include, 
for example, plural-?oor Warehouses, shelving systems in 
Warehouses or stores or other locations, plural deck ships 
and aircraft, holds and decks of a ship Wherein containers are 
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stacked, a dock or loading area wherein containers are 
stacked, and the like. System 100 may also be employed 
With What could be considered as a one dimensional case, 

such as along a road, street, highway, railroad track, aisle, 
corridor, and the like, Wherein location only With respect to 
a length or distance is of interest. 

FIG. 2 is a schematic diagram of an example embodiment 
of a system 100 according to the present arrangement 
disposed in as area 20 including a plurality of relay devices 
30 for locating and/or tracking an object T in the area 20, 
Wherein the object is near a boundary Bo of the area 20, and 
FIGS. 2A and 2B illustrate a portion of the area 20 FIG. 2 
in the vicinity of object T for illustrating a locating condi 
tion. In this example, RFID tag T is located near a corner 
de?ned by tWo adjacent ones of boundaries Bo. 
As described above, relay devices 30 are located at the 

intersections of columns B-H and roWs 02-15, and so no 
relay devices are located along the boundary roWs 01 and 16, 
and boundary columns A and I, or outside the bounded area 
20 (as indicated by the small dashed circles 30'). In the 
situation illustrated in FIGS. 2, 2A and 2B, only the relay 
device 30 at location H-02 (indicated by a ?lled-in circle) 
receives information transmitted by RFID tag T at relatively 
loWer poWer level P1, and so RFID tag T must be Within a 
circle 31 of like radius to the reception range for information 
transmitted at poWer level P1 centered on the location of that 
relay device 30. Where the reception areas covered by 
adjacent relay devices 30 at locations G-02, G-03 and H-03 
that do not receive the information transmitted by RFID tag 
T at poWer level P1 are considered, the area 21' (shoWn by 
heavy dashed lines) is determined Which is smaller than the 
area de?ned by circle 31 alone, thereby again offering an 
improvement, albeit modest, in the precision of the locating 
of RFID tag T. 

For information transmitted at poWer level P2, relay 
devices 30 at locations G-02, G-03, H-02 and H-03 (indi 
cated by circles having an “x” therein) receive the informa 
tion transmitted by RFID tag T, and because there is no relay 
device at location H-01, information that Would have been 
received at that location is not received by a relay device and 
so is not reported. Using only these four relay devices 30, the 
location of RFID tag T is determined to be Within the 
intersection of the four poWer level P2 circles 32, Which is 
an area larger than area 22 in the example of FIGS. 1-1B, 
due to the lesser number of relay devices 30 that receive the 
information transmitted by RFID tag T. 

If, hoWever, consideration is given to relay device 30 at 
location H-02 also receiving the information transmitted at 
poWer level P1, then the locating accuracy of system 100 
improves. Thus, RFID tag T is determined to be Within an 
area 22' Which is slightly larger than is the area 22 When 
more relay devices 30 receive the information transmitted at 
poWer level P2. At higher poWer levels, e.g., P3 and P4, 
While greater numbers of relay devices 30 receive the 
information transmitted at that poWer level, there are a 
greater number of locations along and outside of the perim 
eter B that are Within the transmission range of the infor 
mation transmitted by RFID tag T at Which there is no relay 
device to receive and report such transmission. In addition, 
location information determined by system 100 at more than 
one poWer level P1, P2, P3, . . . may be combined When an 

RFID tag T is near the perimeter B of area 20 so as to obtain 
a more accurate location than is determined from one poWer 
level. 

The method described above operates to locate RFID tag 
T in the manner described in relation to FIGS. 1-1B. First, 
as illustrated by FIG. 2A, RFID tag T is located to be Within 
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a circle 31 centered on location H-02 having a radius the 
same as the transmission range of information transmitted at 
poWer level P1 based on the report of such reception by the 
relay device 30 at that location. In addition, and optionally, 
the location of RFID tag T may be further determined 
because RFID tag T is not Within any of poWer level P1 
circles 31' (illustrated by dashed lines) that are centered on 
the relay devices 30 in the adjacent roWs and columns that 
did not receive the information transmitted by RFID tag T. 
Thus, RFID tag T is determined to be Within the area 21'. 

In addition, as illustrated in FIG. 2B, RFID tag T must be 
in an area 22' that is Within the intersection of the four circles 
32 centered about relay devices 30 at locations G-02, G-03, 
H-02, H-03, respectively, based upon the reports of such 
reception by the four relay devices 30 at those four locations. 
Because information that Would have been received from a 
relay device 30 at boundary location H-01 had such device 
been present, the accuracy of the location 22' of RFID tag T 
may be slightly less than if a relay device 30 at location H-01 
had received and reported the transmission by RFID tag T at 
poWer level P2. It is noted, hoWever, that because the circle 
31 is of smaller diameter it is effectively given a greater 
“Weight” than are each of the larger diameter circles 32 in 
determining the location of RFID tag T, at least to the extent 
that the siZe of location region 22' is reduced as a result. 

Thus it is evident that While the omission of certain relay 
devices 30, e.g., relay device at or near the boundary Bo of 
an area 20, may slightly degrade the accuracy of the location 
determination by system 100, such omission does not com 
promise the operability of system 100. In like manner, the 
removal, failure, malfunction of one or more of relay 
devices 30 in an area 20 does not affect the operability of 
system 100 therein, although it may degrade the accuracy of 
the locating of an RFID tag T that is in a location Where the 
information transmitted thereby Would have been received 
and reported by a relay device 30 had that relay device been 
operative. 

Further, the alternative processes for “dynamic Zoning” 
and “recursive Zoning” or both may be employed in relation 
to the method for locating objects that are located near a 
boundary Bo of a space 20, or in any other setting. 

In a preferred example including the described arrange 
ment, the transmission poWer levels of the RFID tags T and 
the reception sensitivity of the relay devices 30 are selected 
to have a transmission-reception range in a range of about 
3-300 meters and to provide for periodic RFID device 
transmissions at least at tWo different poWer levels, and more 
preferably at 4-6 different poWer levels. 

It is not unusual, and may indeed be more usual, that an 
area 20 may not lend itself to having the array of relay 
devices 30 located on a regular grid, e.g., in columns and 
roWs, as in the above-illustrated example. In such case, the 
area 20 may be mapped as a grid having spacings de?ned to 
be substantially less than the actual spacings of the relay 
devices 30, and the relay devices 30 may be located at 
convenient physical locations. Consider an example Wherein 
relay devices 30 and RFID tags T have a reception range of 
about 10 meters at the loWest poWer level P1. An “arti?cial 
grid” or “virtual grid” (in one, tWo or three dimensions, as 
appropriate) having a grid spacing of about 1 or 2 meters 
may be overlaid on area/volume 20 and the actual locations 
of the relay devices 30 thereof are “mapped” to the grid 
coordinates closest to their actual locations in the space, i.e. 
each relay device 30 is located/identi?ed by the grid coor 
dinates (e.g, X, Y and Z coordinates) that are closest to its 
actual location, irrespective of the regularity or irregularity 
of the actual relay device locations. 
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In the method for locating an RFID tag T therein, the 
appropriate poWer level spheres (e.g., circles in the tWo 
dimensional simpli?ed case) corresponding to reported 
received information transmissions by the RFID tag T are 
centered on the respective grid location of each relay device 
30 that reports receiving the transmission, ie on the coor 
dinates of the arti?cial grid. The locating of RFID tag T in 
this arrangement employs the same process of ?nding the 
region Which is Within all of the poWer level spheres at the 
poWer level of the received RFID tag T transmission in 
terms of the arti?cial grid coordinates. To ?nd an RFID tag 
T and its associated object, one simply identi?es the physical 
location in the area 20 that corresponds to the determined 
coordinates (e. g., X, Y and Z coordinates) for RFID tag T on 
the arti?cial grid, e.g., on a screen display or a site map, and 
then proceed to that physical location. 

Processing computer PC may be one computer or may be 
a combination of plural computers/processors, such as one 
or more local computers in communication With a central 
computer, processor and/ or server, as may be convenient. In 
the instance of plural computers/processors, reports of 
received transmissions from a tracking station TS Would 
typically, and preferably, be communicated to the central 
computer, processor and/or server. Communication betWeen 
tracking station TS and processing computer PC (including 
the various local/central computers, processors and/or serv 
ers thereof) may be by a path including one or more of Wires, 
telephone, a radio link, a netWork, the Internet, an intranet, 
a LAN, a WAN, a Wireless netWork, an ad hoc netWork, a 
satellite, or a combination of any tWo or more thereof. 

FIG. 3 is a schematic block diagram of an example 
embodiment of a device that may be employed as an RFID 
device T and/or as a relay device 30 suitable for use With the 
arrangement of FIGS. 1 and 2. Speci?cally, example device 
T, 30 is an “active” RFID device in that it includes a source 
of electrical poWer, e.g., battery BT, so that it can transmit 
periodically even When not interrogated by an RFID inter 
rogator, also knoWn as an RFID reader. The principal 
functional component of RFID device T is a radio transmit 
ter RT that includes a frequency synthesiZer, a poWer ampli 
?er, a crystal oscillator, and a modulator, and a crystal QC 
connected thereto for establishing the operating and trans 
mission frequencies. Suitable examples thereof include the 
type nRF905 single chip 433/868/ 915 MHZ transceiver and 
the type nRF2402 single chip 2.4 GHZ transmitter, both of 
Which are available from Nordic VLSI ASA, located in 
Tiller, NorWay. The principal functional component of relay 
device 30 is a radio transceiver RT that includes a frequency 
synthesiZer, a receiver chain With demodulator, a poWer 
ampli?er, a crystal oscillator, and a modulator, and a crystal 
QC connected thereto for establishing the operating and 
transmission frequencies. An example thereof includes the 
type nRF905 single chip 433/ 868/915 MHZ transceiver 
Which is available from Nordic VLSI ASA, located in Tiller, 
NorWay. 

The modulated output from transmitter RT is coupled via 
a matching netWork MN to an antenna AN from Which it is 
transmitted for reception by one or more relay devices 30 
that are Within transmission range. The example nRF905 
transmitter RT provides four selectable levels of transmitted 
poWer, e.g., —10 dBm, —2 dBm, 6 dBm and 10 dBm, and can 
provide transmission ranges of about 4-5 meters, 10-20 
meters, 25-35 meters and 40-50 meters, respectively. The 
example nRF2402 2.4 GHZ transmitter RT provides four 
selectable levels of transmitted poWer, e.g., —20 dBm, —10 
dBm, —5 dBm and 0 dBm, that typically provide relatively 
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shorter respective transmission ranges. Other transmission 
frequencies, e.g., 127 KHZ, 13.56 MHZ, 850-950 MHZ, may 
be utiliZed. 

In practice, the transmission frequency and poWer level 
may be restricted or controlled by the rules and regulations 
governing radio transmissions for the location Where the 
RFID tags T and relay devices 30 are utiliZed. In addition, 
the transmission frequency and/or poWer level may be 
selected in consideration of the type of object With Which the 
RFID tag T Will be associated, because the object may have 
absorption and/or re?ection properties for electromagnetic 
signals at certain frequencies. Examples thereof include 
metal containers, liquid ?lled objects and human beings. 

While the range (read distance) at Which transmissions by 
an RFID tag T can be received is primarily determined by 
the electronic circuit (typically an integrated circuit) and 
antenna utiliZed therein and the poWer level programming 
thereof, the range (read distance) can also be affected by 
modifying the characteristics of the RFID tag T antenna. For 
example, the read distance can be modi?ed by making the 
antenna tuning better or Worse to increase or decrease read 
distance. Further, the antenna of the relay devices 30 may be 
tuned, or the receiver sensitivity may be adjusted, for a 
greater or lesser read distance. 

In certain instances it may be desirable adjust the distance 
from Which messages may be received. Such adjustment 
may be accomplished by tuning (de-tuning) some or all of 
the antennas of RFID devices T, 30 to be more e?icient or 
to be less ef?cient for obtaining a greater or a smaller read 
distance Whereby the accuracy of the location determination 
may be adjusted, at least assuming suf?cient relay devices 
30 to receive the information transmitted by the RFID tags 
T. In addition, or alternatively, the receivers of relay devices 
30 may have adjustable and/or programmable sensitivity so 
as to produce receptions that may more accurately de?ne the 
locating region 22. In any event, the read distances for Which 
RFID tags T and/or relay devices 30 are tuned/programmed 
preferably are such that they provide the desired locating 
accuracy given the spacing of relay devices 30 in the area 20 
being monitored. In general, omni-directional antennas are 
preferred. 
RFID device T and relay device 30 also include a memory 

device M, typically a read-only memory, although it may be 
a programable read-only memory such as an EEPROM. 
Memory device M is coupled to transmitter RT for providing 
information to be modulated and transmitted thereby, and for 
providing control information. Information such as a unique 
identi?er or a unique series of identi?ers or codes for the 
device, a transmission poWer level, a sequence of transmis 
sion poWer levels, one or more transmission time intervals, 
and the like, may be stored in memory M, e.g., an EEPROM 
of 4 to 32 kilobyte capacity, or more. 

In addition, Where a device T, 30 is to store information 
in operation, the memory M thereof may include memory 
that can be Written to as Well as read from, such as a random 
access memory (RAM). Examples thereof may include 
storing identifying information received from one or more 
RFID tags, and/or storing the time and/or location at Which 
such identifying information is received, and/or storing 
information received from one or more sensors, and/or 
storing the time and/or location at Which such sensor infor 
mation is received 

Device T may be arranged to employ a series of unique 
identi?er codes that are suitable for a reusable RFID device 
T, 30. Initially, RFID device T, 30 is used With the ?rst 
identi?er of the series of unique identi?ers until that use is 
completed. RFID device T, 30 is then reprogrammed for 
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another use wherein it will be associated with a different 
object or a different location and/or area. Reprogramming 
the device T, 30 for reuse would preferably include erasing 
or removing the then current unique identi?er by which the 
device T, 30 is identi?ed and replacing it with the next 
unique identi?er from the series of identi?er codes, whereby 
the device T, 30 is identi?ed by a new and unique identi?er. 
Thus, a reprogrammed device T, 30 when reused is for all 
intents and purposes a “new” device because it has a new 
unique identi?er, except that the cost of a new device has 
been avoided, thereby improving the economy of the 
described arrangement. 

Information stored in memory M may include or be 
protected by a relational check code, such as a parity check 
and/ or cyclic redundancy code (CRC) and/or encryption, for 
preventing tampering and/or rendering tampering or an 
attempt thereat detectable. In addition, the information 
stored in memory M of a relay device 30 may include the 
location thereof, e.g., in terms of the grid coordinates of an 
area 20 (e. g., in X, Y and Z coordinates) or in absolute terms, 
e.g., as determined in connection with placing the relay 
device 30 in a physical location or by a GPS locator device 
associated with the relay device 30. 

If the physical location of a relay device 30 is known, then 
that location may be associated with the identi?er thereof, 
e.g., in the computer PC, and need not be stored in the device 
memory M, but may be stored in memory M if desired. 
Greater freedom in placement and utiliZation of relay 
devices 30 may be obtained where the device 30 includes an 
optional GPS locator device that determines its location and 
then includes that location information in the information 
transmitted by the device 30 when it relays the information 
received from an RFID tag T. One example thereof is when 
a relay device 30 is associated with a moveable object, such 
as a container, truck trailer, or a conveyance such as a ship, 
truck, container, train, and the like. Transmission/relaying of 
such information may be by any means, such as those 
communication and/or network means mentioned elsewhere 
herein. 

Device T, 30 may operate in any one or more modes. In 
an automatic and continuous operating mode, device T, 30 
transmits its identifying information periodically, e.g., every 
“n” seconds or minutes or hours or days. The rate at which 
transmissions are produced may be ?xed, or may be 
changed, e.g., may be programmed and/ or adjusted either by 
an internal control or by an external control signal commu 
nicated to device T, 30 over an input/output I/O arrangement 
or wirelessly, e.g., via a relay device 30 or tracking station 
TS. A return acknowledgment that a transmission from a 
device T, 30 has been received may or may not be provided. 
However, if a return acknowledgment is provided, it may or 
may not be received, e.g., from a relay device 30 or a 
tracking station TS, and if received, it may or may not be 
stored in the memory of the device T, 30, as may be 
desirable. If stored, the return signals may be stored in a 
?rst-in/?rst-out memory so that only limited number of the 
mo st recent return acknowledgments are retained. If a return 

acknowledgment is received, it may be utiliZed to delay the 
next transmission of identifying information, if desired. 

In another continuous operating mode, a device T, 30 may 
transmit its identifying information at two or more selectable 
intervals. The two or more selectable intervals may be 
predetermined or may be programmable or adjustable, e.g., 
may be programmed and/or adjusted either by an internal 
control or by an external control signal communicated to 
device T, 30 over an input/output I/O arrangement or wire 
lessly, e.g., via a relay device 30 or tracking station TS. As 
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above, a return acknowledgment, if provided, may or may 
not be stored in the memory of the device T, 30. A return 
acknowledgment may be utiliZed by device T, 30 to change 
the interval between its transmissions, e.g., receipt of a 
return acknowledgment may serve as a signal to delay the 
next transmission or to change the interval between trans 
missions, or both. For example, a device T, 30 transmitting 
every 10 seconds may, in response to an acknowledgment of 
such transmission, then be commanded to utiliZe a longer 
transmission interval, e.g., every 60 minutes. Different emit 
ting intervals and rates may be set at any time using any 
suitable means. 

In another operating mode, device T, 30 may place itself 
into a “sleep” or dormant mode after a transmission 
sequence is completed. Upon receipt of a proper command 
or interrogation signal, device T, 30 “wakes up,” i.e. it exits 
its sleep or dormant state, and begins transmitting its iden 
tifying information. The transmission of identifying infor 
mation may be repeated at an de?ned interval until a return 
acknowledgment is received, at which event the transmis 
sion interval may change, e.g., to longer interval between 
transmissions, either as a response to such return acknowl 
edgment, or in response to a programming command or 
signal. Selection of transmission interval, e.g., may be 
programmed and/or adjusted either by an internal control or 
by an external control signal communicated to device T, 30 
over an input/output I/O arrangement or wirelessly, e.g., via 
a relay device 30 or tracking station TS. As above, a return 
acknowledgment, if provided, may or may not be stored in 
the memory of the device T, 30. 

In the cases described in each of the three preceding 
paragraphs, the transmission rate is typically adjustable over 
a range from more than about once per second to less than 
about once per hour or less than about once per day, as may 
be appropriate to a particular application. Further, in each 
case, each such transmission typically includes transmis 
sions at two or more different power levels, each transmis 
sion preferably including a power level identi?er represent 
ing the transmission power level. In addition, devices T, 30 
preferably have at least two different selectable intervals 
between transmissions, which intervals may be selected via 
a programming command or signal, or in response to one or 
more operating conditions, e. g., receipt of a return acknowl 
edgment. 
Where a relay device 30 is arranged for direct commu 

nication with a tracking station TS, it may simply retransmit 
identifying information received from RFID tags T to track 
ing station TS, and may or may not store such receptions and 
the times thereof in its memory M. Where a relay device is 
not in direct communication with a tracking station TS, 
identifying information received from RFID tags T and the 
times thereof are stored in relay device 30 memory M for 
later transmission to a tracking station TS. Any associated 
messages, e.g., of a detection of sensing by a sensor of an 
RFID tag T, are likewise stored in memory M of relay device 
30. 

In the latter instance, relay device 30 may include a 
wireless radio transmission interface RT that includes func 
tionality for cooperating with other relay devices to establish 
and maintain an ad hoc network wherein relay devices 
cooperate to relay reports of received identifying informa 
tion from RFID tags T to tracking station TS. Examples of 
wireless network interfaces that may be employed include, 
but are not limited to, known network technology and 
protocols such as an IEEE 802.1lx type network, an IEEE 
802.l5.x type network, a Bluetooth network, a “Wi-Fi” 
network, a “ZigBee” type network, an EmberNet ad hoc 
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network (Ember Corporation, Boston, Mass.), a cellular 
network, a satellite netWork, as Well as to future netWork 
technology and protocols. 
An RFID device T and/or relay device 30 may also 

include an indicator, such as a light-emitting diode (LED), 
an audible device and/or a vibration device, for indicating a 
condition of the device T, 30, and/or for providing an 
indication to personnel of some condition or alarm. 
Where the device T, 30 is intended to be utiliZed in a 

location and/or With an object Wherein the environment 
thereof may be of interest, device T, 30 may include an 
optional sensor. Examples of such sensors include sensors of 
environmental conditions, temperature, pressure, position, 
location, motion, acceleration, impact, distance, inertial 
information, magnetic ?eld, electrical continuity, altitude, a 
physical parameter, moisture, humidity, chemicals, medical 
parameters, biological substances and/or agents, radioactiv 
ity, optical, light, infrared, images, electromagnetic ?elds, 
and the like, and any combination of any tWo or more 
thereof. Such sensors may detect the presence of What is 
sensed, or may quantify the level or intensity of What is 
sensed, or both, and may be located external to the container 
in Which the device T, 30 is contained, if necessary for 
proper operation thereof. 

Inclusion of such sensors should be of particular interest 
in an age of WorldWide terrorism because they can provide 
the ability to sense/detect agents, materials and indicators of 
the sort that could be used in a Weapon of mass destruction 

(WMD). 
RFID device T and relay device 30 may be enclosed in a 

suitable container, e.g., for physical protection, e.g., against 
damage, tampering, contaminants and/or the environment. 
Examples of suitable device containers include containers 
molded or formed of plastic and engineering plastic mate 
rials, and may have human readable and/or machine read 
able (e.g., bar code) identifying information on the exterior 
thereof. In addition, the device container may have tabs, 
brackets, holes, slots, and/or another arrangement for 
mounting and/or attaching and/or associating the device T, 
30 to/With an object. The containers for RFID device T and 
relay device 30 may be the same or similar, or may be 
different, and may be sealed or unsealed, all as and if 
desired. 
Where a device T, 30 includes a sensor, the sensor may be 

located internal to the device container if that location is 
suitable for sensing What the sensor is to sense (e.g., 
temperature, motion, acceleration, radioactivity), or may be 
external to the package or near a port through Which the 
sensor may sense Whatever it is intended to sense (e.g., 
pressure, light, chemicals, biologicals, radioactivity). Suit 
able sensors include conventional electronic-based sensors, 
either analog or digital of both, as Well as micro-electro 
mechanical system (MEMS) sensors, and data provided 
thereby may be, and typically is, included in the information 
transmitted by the device T, 30. If movement of air over a 
sensor is desired, natural air ?oW or a micro-motion “fan” 
such as a pieZo-electric air mover that consumes only a 
nominal electrical energy may be employed. 

If device T, 30 is likely to be in or come into the presence 
of radioactivity, then appropriate shielding of the operative 
elements thereof may be provided, e.g., lead shielding, lead 
poWder impregnated resin, lead ?lled epoxy shielding, metal 
shielding, and/or another radiation absorbing material, 
except that the radioactivity sensing element and the antenna 
Would typically be outside of the shielded portion, although 
such might be Within the container. Such shielding may be 
for all radioactive particles, or may be for selectively shield 
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ing only certain particles, e.g., a shield for alpha and beta 
particles, but not for gamma rays and/or X-rays Where 
sensing of gamma rays and/or X-rays is of interest. Lead 
poWder impregnated resin and/or lead ?lled epoxy shielding 
materials may be formulated so as to permit the passage of 
electromagnetic Waves, and/or to be electrically insulating, 
While providing e?cective shielding from radioactive par 
ticles. 

Similarly, appropriate electromagnetic shielding may be 
provided in conjunction With appropriate ?ltering netWorks 
for coupling the antenna, e. g., Where electromagnetic inter 
ference (EMI) is or may be encountered. 
Where the device T, 30 is intended to be associated With 

a human being and/ or be inspected by a human being, it may 
be desirable to provide a signaling and/or display thereon to 
convey information to and/or receive information from the 
human being. Examples thereof include a light-emitting 
diode (LED) and/or other visual indicator, an LCD or other 
display, an annunciator, speaker, buZZer or other audible 
device, and/ or a vibrator or other tactual device. Such device 
T, 30 may be employed not only to locate and track a person 
having the device, but may also be employed to communi 
cate messages to and/or from the person. 

In addition, Where device T, 30 includes a GPS locator, the 
location of the device T, 30 at the time an event occurs may 
be transmitted in the information communicated by device 
T, 30, as Well as the date and time thereof, and/or Where 
device T, 30 includes a sensor, the date and time of a sensed 
event may likeWise be communicated. 

Further, each relay device 30 may periodically transmit a 
signal indicating its presence and/or operability, and/or its 
location, so that processing computer PC can recognize its 
presence and operability, as may be desirable from the 
standpoint of security. Such periodic transmissions need not 
be frequent, but may be every feW hours or once per day or 
the like. In other Words, the lack of any transmission from 
a relay device 30 could indicate a need for maintenance or 
repair, or may indicate a security issue if the device 30 is 
damaged, tampered With and/or missing. 
The features in the preceding tWo paragraphs may also be 

particularly advantageous Where device T, 30 is associated 
With a mobile object (e.g., package, shipping container, 
person) or With a mobile area (e.g., ship, vehicle, carrier, 
conveyance), so that the location of the device T, 30 may be 
tracked over time. 

FIG. 4 is a schematic diagram of an example embodiment 
of apparatus including a communication netWork suitable 
for use With the example arrangement and devices of FIGS. 
1-3. 

System 100 may provide communication betWeen pro 
cessing computer PC and tracking station(s) TS and/or 
betWeen computer PC and user computers 160, 180, via a 
communication path including the Internet and/ or an Intra 
net, Wherein, e.g., the computer PC may comprise one or 
more servers 132. A central computer arrangement 130 
includes one or more database servers 132 coupled to one or 

more storage devices 134. Typically, one of the storage 
devices 134' is located at a different location than is the main 
or primary storage device 134, so as to provide data backup 
and protection against such dangers as ?re, earthquake, 
storm, terror attack, and the like. Typically, an Intranet user’ s 
computer 180 communicates With the central computer 130 
via a local hub and/or router 182 and one or more application 
and/or Web servers 184. Typically and preferably a ?reWall 
183 is provided for protecting computer PC from unautho 
riZed access, from malicious codes and from unauthoriZed 
removal of data. Such Intranet may be or include a local hub, 
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a router, an Ethernet, a local area network (LAN), a Wide 
area network (WAN), a Wireless netWork, a cellular netWork, 
a satellite netWork, or any other netWork. 

Typically, such Intranet user 180 may be an of?cial or 
employee of the agency or entity that locates, tracks and/or 
monitors RFID tagged objects, or may be an oWner, shipper, 
carrier, recipient or other individual or entity having an 
interest in the object and/or its location, and so there may be 
many such users utilizing the system 100 via an Intranet. 
Alternatively and optionally, some or all of Intranet user 
computers 180 may have a signature capture device or other 
identi?cation device and/or a local printer (not shoWn) 
associated thereWith for controlling access to the servers 
130. In addition, users may include government agencies 
that may have or desire information pertinent thereto, such 
as security agencies, port and terminal agencies, defense 
agencies, judicial agencies, corrections agencies, police and 
investigative agencies that may need or desire information 
available via computer PC. 
An Internet user computer 160 communicates via a router 

162, a load balancing server 163, one or more Web servers 
166 and one or more application and database servers 168. 
Internet user computers 160 preferably have a signature or 
other biometric capture device or other identi?cation device 
and/or a local printer (not shoWn) associated thereWith for 
controlling access to servers 166, 168. Typically and pref 
erably a ?reWall is provided (e.g., on cache server 163, 
balancing server 164 and/or Web servers 166) for protecting 
computer PC from unauthorized access, from malicious 
codes and from unauthorized removal of data. A separate 
storage device 169 is provided for accumulating information 
provided via the Internet by Internet users from computers 
160, and such storage device 169 may be local, regional or 
central. Application and database servers 168 communicate 
With central computer 130 via bridge 170 and may exchange 
information betWeen storage devices 134 and 169. Typically, 
such Internet user may be any of the persons and agencies 
identi?ed above, as Well as individuals seeking to locate an 
object in Which they have an interest, and there may be many 
such users utilizing the system 100 via the Internet. 

It is noted that computer PC may comprise any one or 
more of the server arrangement 130 and elements thereof, 
the server arrangement 168, 169 and elements thereof, 
and/or a separate computer, as may be convenient and 
desired. Typically, if a tracking station TS is communicating 
With a computer PC via an Intranet, then an arrangement 
such as server arrangement 130 or elements thereof might be 
employed, and if a tracking station TS is communicating 
With a computer PC via the Internet, then an arrangement 
such as server arrangement 130 or elements thereof might be 
employed. 

Because the system 100 described preferably includes 
access via the Internet or another netWork or communication 

medium, properly authorized users such as defense, security, 
intelligence and other agencies, as Well as shippers, oWners, 
recipients, and the like, may have essentially immediate 
access to location and tracking records and/ or history at any 
time authorized. Thus, such persons may have “real time,” 
i.e. essentially immediate, access to the current locating and 
tracking records in a local, regional and/or central database 
at any time, Whereby real and/or perceived threats may be 
identi?ed and acted upon appropriately. Alternatively, all or 
part of the locating and tracking database on computer PC 
may be loaded onto individual computers, either via the 
Internet or other netWork or via ?oppy disk, CD-ROM or 
other medium, for use at a site Wherein Internet/intranet 
access is inconvenient or not available. 
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Suitable softWare for use With the foregoing includes, for 

example, the Microsoft SQL Server and IBM “DB2” data 
base softWare and Microsoft “.NET” (Dot-NET) softWare 
frameWork Which facilitates communication betWeen vari 
ous users and the computers of system 100 and runs With the 
Microsoft Server-2000 server softWare, and other database 
and Internet softWare that is available from Microsoft Corp., 
Oracle Corp., Sybase Corp., IBM Corp., and other sources. 
Various other suitable softWare is available from different 
sources knoWn to those of ordinary skill in the art, e.g., for 
data capture, databases, data retrieval, netWorking, Internet 
interfacing, ad hoc netWorking and the like. 

FIG. 5 is a schematic ?oW diagram of a method 200 for 
operating the example arrangement 100 of FIGS. 1-4. 
Method 200 commences With the loading 210 of at least one 
unique identi?er into the memory of an RFID device T, 30. 
Preferably a set of unique identi?er codes numbering 
betWeen tWo to tWo-hundred or more unique identi?er codes 
are stored (loaded) 210 into a readable memory, preferably 
a Write-once read-many times memory, of the RFID device 
T, 30. Preferably this set of unique identifying codes are 
used internally to the RFID device T, 30 to generate unique 
identi?ers for a series of uses of the RFID device, i.e. so that 
a single physical device may be reused as many times as 
there are stored unique codes in the set thereof, and may 
truly be unique in each use. 

Optionally, ?rmWare is also stored for binding, encrypting 
or other Wise protecting the data stored in the memory of the 
RFID device T, 30 against tampering or copying. The 
foregoing data is typically stored via a direct electrical 
connection With the RFID device T, 30, and speci?cally With 
the electronic device (chip) thereof, but may be stored by 
Wireless communication via antenna AN. 

Preferably, the set of unique identifying codes and ?rm 
Ware are stored in a Write-once, read-many (“WORM”) 
memory and are not normally available to be read or 
otherWise accessed other than in response to a particular 
command in combination With a passWord or other security 
device. Thus, only an authorized person having the neces 
sary command and pass-code information, and usually the 
necessary electronic device for communicating such infor 
mation With the device T, 30, can access device T, 30 for 
changing the unique identifying code thereof. 

Data speci?c to the application (application speci?c data) 
is then stored (encoded) 215 in RFID device T, 30 and a 
unique identi?er is retrieved from the set of unique identi 
?ers stored in step 210. If a device is to be utilized as an 
RFID tag T, then the application speci?c data may include 
any one or more of the identi?cation of the object With 
Which it is to be associated, the oWner thereof, its origin and 
destination, its route, date and/ or time information, the 
identity of the shipper and/or of the recipient, a sequence of 
poWer levels and/or codes therefor, programming informa 
tion, and the like. If a device is to be utilized as a relay 
device 30, then the application speci?c data may include any 
one or more of its oWner, the identity of the space (e.g., area 
or volume) in Which it is to be deployed, the identity of the 
moveable item (e.g., container, conveyance, carrier) on 
Which it is to be deployed, its location When deployed 
(absolutely or relatively or both), its characteristics, pro 
gramming information, and the like. 

Optionally, the application speci?c data and/or the iden 
ti?er (unique identifying code) are bound or encrypted to 
provide a relational check code that is also stored therein, 
and that Will be transmitted as part of the stored data that is 
read and transmitted. This data is typically stored via a direct 
electrical connection With the RFID tag T, but may be stored 






























