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(57) ABSTRACT 

Methods for authenticating access and proving positional 
awareness using mobile phones. Embodiments for authenti 
cating access include receiving identi?cation indicia from a 
person seeking access, sending a message to a person having 
authority for access, and receiving either a second message 
indicating that the person has taken an af?rmative action to 
indicate authorization, or a passWord that Was provided in the 
?rst message. Access may be computer access or physical 
access, as examples. Methods of providing positional aWare 
ness include obtaining or storing location coordinates, moni 
toring the location of a mobile phone, and providing an alarm, 
for example, through a second mobile phone. In a number of 
embodiments, location coordinates are automatically 
obtained from Internet Websites. In some embodiments, par 
ents can monitor the location of their children to make sure 
they do not get too close to a reported residence of a registered 
sex offender, for instance. 
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METHODS TO AUTHENTICATE ACCESS 
AND ALARM AS TO PROXIMITY TO 

LOCATION 

RELATED APPLICATIONS AND CLAIM OF 
PRIORITY 

[0001] This patent application is a Continuation-In-Part 
patent application of and claims priority to US. patent appli 
cation Ser. No. 11/864,329, ?led on Sep. 28, 2007, titled: 
DISSEMINATION OF REAL ESTATE INFORMATION 
THROUGH TEXT MESSAGING, Which is hereby incorpo 
rated by reference, and Which is a Continuation-In-Part patent 
application of and claims priority to US. patent application 
Ser. No. 11/807,024, ?led on May 25, 2007, titled: SECURE 
MOBILE INFORMATION MANAGEMENT SYSTEM 
AND METHOD. This patent application is a Continuation 
In-Part patent application of and claims priority to US. patent 
application Ser. No. 11/807,024, ?led on May 25, 2007, 
titled: SECURE MOBILE INFORMATION MANAGE 
MENT SYSTEM AND METHOD, Which is hereby incorpo 
rated by reference. This patent application claims priority to, 
and incorporates by reference the following: US. provisional 
patent application 60/847,981, titled: DISSEMINATION OF 
REAL ESTATE INFORMATION THROUGH TEXT MES 
SAGING, Which Was ?led on Sep. 28, 2006; US. patent 
application Ser. No. 11/ 807,024, and Patent Cooperation 
Treaty (PCT) patent application serial number PCT/U.S.07/ 
12436, both ?led on May 25, 2007, both titled: SECURE 
MOBILE INFORMATION MANAGEMENT SYSTEM 
AND METHOD, and both claiming priority to, and incorpo 
rating by reference, US. provisional patent application 
60/809,052, titled: MOBILE INFORMATION MANAGE 
MENT SYSTEM AND METHOD, Which Was ?led on May 
25, 2006, and US. provisional patent application 60/ 920, 603, 
titled: SECURE MOBILE INFORMATION MANAGE 
MENT SYSTEM AND METHOD, Which Was ?led on Mar. 
29, 2007. All of these patent applications have the same 
inventors as this application. 

FIELD OF INVENTION 

[0002] This invention relates to systems and methods for 
authenticating access that use mobile phones use of mobile 
phones for alarming as to proximity to one or more locations, 
and managing information, including personal information, 
and for storing such information in a retrievable manner 
capable of being conveniently carried on a user’s person. 
Speci?c embodiments of this invention relate to Wireless 
communication, cellular telephony, Intemet-based systems 
and methods, softWare, computers, or a combination thereof. 

BACKGROUND OF THE INVENTION 

[0003] In the past, people have carried many different items 
in their Wallets or purses, for example. Certain of these items 
store personal information, provide identi?cation for various 
purposes, alloW the person to make purchases, provide proof 
of particular facts, or a combination thereof. Certain items 
that have been carried in Wallets include credit cards, bank 
cards, debit cards, check books, bank books, bank account 
records, credit card records, bills, identi?cation cards, 
licenses such as a driver’s license, CDL, pilot’s license, etc., 
social security cards, voter registration cards, passports, 
visas, immigration cards, loyalty cards, e.g., for grocery 
stores such as SAFEWAYTM, and ALBERTSONSTM, retail 
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stores such as GAPTM, and STARBUCKSTM, membership 
cards such as COSTCOTM, REITM, gyms, and country clubs, 
frequent ?yer program cards or numbers, reWards programs, 
video clubs, library cards, insurance cards, such as health, 
auto, home, and life insurance, login and passWord informa 
tion, elevator cards, parking structure cards, room keys, 
phone numbers, e-mail and street addresses, calendars, call 
ing cards, medical information such as medical history, drugs 
being taken, immunization records, living Wills, medical 
poWer of attorney, emergency contact information, personal 
photographs, personal memorabilia, receipts, proof of War 
ranties and Warranty information, tax records, proof of pro 
fessional credentials, proof of authority, and business cards, 
as examples. 

[0004] In the past, people have also carried mobile phones, 
Which, besides being used to place and receive calls, have 
contained information such as phone numbers and calendars, 
and some of Which have had Internet access. Mobile phones 
typically include processors, digital storage, displays, and 
softWare, among other things, and many hold and display 
photographs, provide for purchases on the Internet, include a 
global positioning system (GPS) or a combination thereof. 
Further, systems and methods have been developed to man 
age various information and activities including personal 
information. Various such systems and methods are computer 
implemented, involve computer softWare, utiliZe computer 
storage databases, are netWork or Internet based, or a combi 
nation thereof, as examples. Still further, bar codes, near ?eld 
communication (NFC) and Bluetooth communication, 
among other technologies, have been used to communicate 
With electronic devices of certain types. Even further, per 
sonal digital assistants (PDAs), such as the BLACK 
BERRYTM have beenused to send and receive e-mails, as Well 
as placing and receiving telephone calls, although, in the past, 
users of PDAs have typically had to sort through a large 
number of e-mails to ?nd particular information that they 
needed or desired. 

[0005] HoWever, needs and the potential for bene?t exist in 
the area of such information and item management, and these 
needs and potential for bene?t often extend to many types of 
personal, business, and professional information. For 
instance, people often have many things that they Would like 
to place in their Wallets, and people must often choose 
betWeen competing items to carry. Further, Wallets and purses 
are often too large or bulky to carry conveniently, particularly 
When people are Wearing particular styles of clothing. Thus, 
needs and potential for bene?t exist for systems and methods 
that reduce the number of items that need to be carried in a 
Wallet or that increase the amount of information that can be 
carried on one’s person. In addition, there is a need and 
potential for bene?t to be able to e?iciently identify, replace, 
cancel, or destroy items or information, for example, of the 
type carried in a Wallet or purse, if the Wallet, purse, or one or 
more items is lost, stolen, damaged, or destroyed. 

[0006] Furthermore, needs and potential for bene?t, exist 
for a person to be able to use the Internet, or otherWise provide 
for ef?cient communication, entering of data, and transfer 
ring of data, but needs also exist that an acceptable level of 
data security be maintained With such systems and methods. 
Further needs and areas for potential for improvement include 
improving the availability of information from a number of 
different sources, reducing duplication in the entering of 
information, organiZing information and providing informa 
tion in a more-usable form, more effectively transferring 
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information between a storage device and another device, and 
providing more information, more up -to-date information, or 
both, to a user. Further needs and areas for potential for 
improvement include updating information, for example, in a 
timely manner or in real time, and providing noti?cations or 
alarms, at least for particularly important information. 
[0007] In speci?c examples, needs and potential for bene?t 
exist in the areas of methods and systems for managing infor 
mation for a number of users, using the Internet and mobile 
phones of the users. Particular needs and potential for bene?t 
exist for such systems and methods that receive information 
from users, that include a criteria for alarming, that receive 
information from one or more third parties, that select a 
fraction of the information from third parties, that transmit 
this fraction of the information to the mobile phones of the 
users, Where the information is organized in a manner that it 
is accessible to the users. Additional needs and potential for 
bene?t exist for certain processes to be repeated, and for 
alarms to be provided to the users When certain information 
satis?es a criteria, for example, that the users have identi?ed. 
In the past, various systems and methods for authorizing 
actions and authenticating access have existed. For example, 
locks and keys have been used to control physical access to 
spaces (e.g., locked doors on buildings, electronic keys for 
hotel rooms, etc.), hoWever, people had to carry such keys to 
obtain access. PassWords and pass codes have been used to 
authorize access to controlled spaces, and to grant computer 
access to electronically stored data; hoWever, users must 
remember these passWords or pass codes. Systems and meth 
ods have also existed for authorizing other actions. For 
example, cards have also been used to authorize ?nancial 
transactions, such as payment at the point of sale for the 
purchase of goods or for the provision of services. Besides 
requiring the presence of the card, transactions have been 
authorized using bank card netWorks, Which veri?ed that the 
cards Were authorized. Signatures have also been used to 
authorize transactions. HoWever, users needed to carry the 
cards, and signatures have been forged. Needs and potential 
for bene?t exist for other or better systems and methods for 
authorizing such actions, or other actions, that do not require 
the users to carry additional cards or keys, remember addi 
tional passWords, codes, or information, that use items 
already carried by the users, that use items that are frequently 
used and controlled by the user, that are more convenient, that 
offer alternatives, that are easily trackable, that provide an 
ability to authorize a variety of different actions, or a combi 
nation thereof. 

[0008] Systems and methods have also existed to track 
individuals. For example, devices have been used to track 
prisoners Who have been placed under house arrest that are 
locked onto the prisoners and alarm When a prisoner travels 
more than a predetermined distance from their home. HoW 
ever, needs and potential for bene?t exist for systems and 
methods that track individuals Without using such devices, for 
particular applications. As an example, needs and potential 
for bene?t exist for systems and methods that track individu 
als by tracking their mobile phones. As a further example, 
needs and potential for bene?t exist for tracking individuals, 
including children, for their oWn protection. 
[0009] In a particular example, in the past, convicted sex 
offenders have been required to register Where they reside and 
such information has been made available to the public so that 
members of the public can take steps to protect themselves 
and their children, as examples, from potential future sexual 
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predation. HoWever, many registered sex offenders often 
reside in densely populated areas, making it dif?cult for 
members of the public to keep track of all of them. In addition, 
parents are not alWays aWare of exactly Where there children 
are at all times. Thus, needs and potential for bene?t exist for 
systems and methods that alert parents or guardians of chil 
dren When the children enter or travel Within a predetermined 
distance of the residence of a registered sex offender. Needs 
and potential for bene?t also exist for systems and methods 
that provide positional aWareness of particular individuals for 
other purposes, including such systems and methods that use 
mobile phones. 
[0010] Further needs and potential for bene?t exist for soft 
Ware modules operating on servers and on mobile phones that 
provide for secure storage of information, that select, send, 
and receive nuggets of personal information, and that store 
the nuggets for access by the user, for example, Without 
sorting through a number of e-mails. 
[0011] In addition, in the past, various systems and meth 
ods for authorizing actions and authenticating access have 
existed. For example, locks and keys have been used to con 
trol physical access to spaces (e.g., locked doors on buildings, 
electronic keys for hotel rooms, etc.). HoWever, people had to 
carry such keys to obtain access. PassWords and pass codes 
have been used to authorize access to controlled spaces, and 
to grant computer access to electronically stored data. HoW 
ever, users must remember these passWords or pass codes. 
Systems and methods have also existed for authorizing other 
actions. For example, cards have also been used to authorize 
?nancial transactions, such as payment at the point of sale for 
the purchase of goods or for the provision of services. Besides 
requiring the presence of the card, transactions have been 
authorized using bank card netWorks, Which veri?ed that the 
cards Were authorized. Signatures have also been used to 
authorize transactions. HoWever, users needed to carry the 
cards, and signatures have been forged. 
[0012] Needs and potential for bene?t exist for other or 
better systems and methods for authorizing such actions, or 
other actions, that do not require the users to carry additional 
cards or keys, remember additional passWords, codes, or 
information, that use items already carried by the users, that 
use items that are frequently used and controlled by the user, 
that are more convenient, that offer alternatives, that are easily 
trackable, that provide an ability to authorize a variety of 
different actions, that cannot easily be forged, or a combina 
tion thereof. 

[0013] Systems and methods have also existed to track 
individuals. For example, devices have been used to track 
prisoners Who have been placed under house arrest that are 
locked onto the prisoners and alarm When a prisoner travels 
more than a predetermined distance from their home. Devices 
have also been used to track vehicles, including using GPS 
technology, to aid in recovery if the vehicles are stolen. HoW 
ever, needs and potential for bene?t exist for systems and 
methods that track individuals Without using such devices, for 
particular applications. As an example, needs and potential 
for bene?t exist for systems and methods that track individu 
als by tracking their mobile phones. As a further example, 
needs and potential for bene?t exist for tracking individuals, 
including children, for their oWn protection. 
[0014] In a particular example, in the past, convicted sex 
offenders have been required to register Where they reside and 
such information has been made available to the public, 
including via the Internet, so that members of the public can 
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take steps to protect themselves and their children, as 
examples, from potential future sexual predation. However, 
many registered sex offenders often reside in densely popu 
lated areas, making it dif?cult for members of the public to 
keep track of all of them. In addition, parents are not alWays 
aWare of exactly Where there children are at all times. Thus, 
needs and potential for bene?t exist for systems and methods 
that alert parents or guardians of children When the children 
enter or travel Within a predetermined distance of the resi 
dence of a registered sex offender. Needs and potential for 
bene?t also exist for systems and methods that provide posi 
tional aWareness of particular individuals for other purposes, 
including such systems and methods that use mobile phones. 
[0015] Potential for improvement exists in these and other 
areas that may be apparent to a person of skill in the art having 
studied this document. 

SUMMARY OF PARTICULAR EMBODIMENTS 
OF THE INVENTION 

[001 6] This invention provides, among other things, a num 
ber of embodiments of systems and methods of storing or 
making available information, items, functionality, or a com 
bination thereof, in a mobile phone. In certain embodiments, 
information or items that otherWise might be carried in a 
person’s Wallet or purse may be stored on a mobile phone. 
Various embodiments include a softWare application loaded 
on a mobile phone that stores certain information for access 
by the user. In addition, various embodiments of the invention 
include an Internet Website through Which certain informa 
tion can be transmitted to the phone. In some embodiments, 
the information on the Website can be updated through the 
phone, by the user through a personal computer, or both. 

[0017] In a number of different embodiments, this inven 
tion provides systems and methods for authorizing actions, 
authenticating access, or providing positional aWareness for 
multiple users using mobile phones. Various embodiments 
provide, for example, as objects or bene?ts, systems or meth 
ods for authoriZing such actions that do not require the users 
to carry additional cards or keys or to remember additional 
passWords, codes, or information. Particular embodiments 
use items (e.g., mobile phones) already carried by the users 
and that are frequently used and controlled by the user. Some 
embodiments may be more convenient, may offer alterna 
tives, may be easily trackable, may provide an ability to 
authoriZe a variety of different actions, may provide a higher 
level of security, or a combination thereof, for instance. 

[0018] In particular embodiments, this invention provides, 
for example, various methods of authenticating access. In 
particular examples, such methods include, (e.g., in the fol 
loWing order or in another order) various acts. Some such 
embodiments include the acts of receiving from a person 
seeking access, identi?cation indicia for the person seeking 
the access, and sending a ?rst automated message, for 
example, through a mobile phone netWork, to a mobile phone 
of a person having authority for the access. In some such 
embodiments, the ?rst automated message includes an iden 
ti?cation of the access requested and a request for an af?rma 
tive action to indicate authoriZation of the access, or a pass 
Word (or both). Many such methods also include at least one 
of the acts of receiving the passWord from the person seeking 
the access, and receiving from the mobile phone of the person 
having authority for the access, a second message indicating, 

Jun. 5, 2008 

for example, that the person having authority for the access 
has taken the af?rmative action to indicate authoriZation of 
the access. 

[0019] In some of these embodiments, the act of sending 
the ?rst automated message consists of sending the ?rst auto 
mated message through the mobile phone netWork to a mobile 
phone of the person seeking the access. Some embodiments 
include the speci?c acts of sending the ?rst automated mes 
sage through the mobile phone netWork to the mobile phone 
of the person having authority for the access (e.g., the ?rst 
automated message containing the passWord), and receiving 
the passWord from the person seeking the access. In some 
such embodiments, for example, the person seeking the 
access is seeking computer access to electronically stored 
information. Some embodiments further include the acts of 
asking the person seeking the access a personal question 
about the person having authority for the access, and receiv 
ing from the person seeking the access a present ansWer to the 
personal question. Some of these embodiments also include 
the acts of comparing the present ansWer to a previous ansWer 
to the personal question provided by the person having 
authority for the access, and proceeding to send the ?rst 
automated message containing the passWord only if the 
present ansWer matches the previous ansWer. In some such 
embodiments, the ?rst automated message contains the per 
sonal question and the second message contains the present 
ansWer, for example. 
[0020] Other embodiments include the speci?c act of send 
ing the ?rst automated message through the mobile phone 
netWork to the mobile phone of the person having authority 
for the access (e.g., the ?rst automated message containing 
the identi?cation of the access requested and the request for 
an af?rmative action to indicate authoriZation of the access). 
These embodiments may also include the speci?c act of 
receiving from the mobile phone of the person having author 
ity for the access, the second message (e.g., indicating that the 
person having authority for the access has taken the af?rma 
tive action to indicate authorization of the access). Some such 
methods further include the acts of encrypting the ?rst auto 
mated message (e.g., before the sending of the ?rst automated 
message to the mobile phone of the person having authority 
for the access), and decrypting the second message (e.g., after 
the receiving of the second mes sage from the mobile phone of 
the person having authority for the access). 
[0021] Some of these embodiments further include the acts 
of receiving a present passWord from the person seeking the 
access, comparing the present passWord to a previous pass 
Word stored in memory, and proceeding to provide the access 
only if the present passWord matches the previous passWord. 
Further, in many embodiments the ?rst message, the second 
message, or both, is an SMS message. In many embodiments, 
such messages may be received through the mobile phone 
netWork, for example. 
[0022] In a number of embodiments, the sending the ?rst 
automated message consists of sending the ?rst automated 
message through the mobile phone netWork to a mobile phone 
of the person seeking the access, and the person seeking the 
access is seeking physical access to a controlled space. 

[0023] On the other hand, in some embodiments, the person 
seeking the access is a ?rst person, the person having author 
ity for the access is a second person, and the ?rst automated 
message comprises an identi?cation of the ?rst person Who is 
seeking the access. 
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[0024] In certain embodiments, the receiving of the identi 
?cation indicia for the person seeking the access involves 
receiving a near-?eld communications signal from a mobile 
phone of the person seeking the access. Some of these meth 
ods further include the act of receiving, through an Internet 
Website, a mobile phone network, or both, from each of at 
least a plurality of persons Who have authority for access, an 
indication of a criteria for obtaining authorization for access 
for the person. Further, in some embodiments, the ?rst auto 
mated message includes at least one menu and at least one 
prompt to authorize the access by making a selection from the 
menu. Further still, some methods include, after the act of 
receiving the identi?cation indicia, and before the act of send 
ing of the ?rst automated message, the acts of looking up the 
identi?cation indicia in a database, and obtaining from the 
database a phone number for the mobile phone of the person 
having authority for the access. 

[0025] In other embodiments, this invention also provides, 
as another example, various methods of providing positional 
aWareness of a particular individual. Certain such methods 
include (at least) the acts of obtaining or storing at least one 
location coordinate de?ning at least one region of concern, 
monitoring the location of a ?rst mobile phone possessed by 
the particular individual, and providing an alarm, for 
example, through a second mobile phone When the ?rst 
mobile phone passes into the region of concern or Within a 
predetermined distance of the region of concern. In some 
such embodiments, for example, the location coordinate is for 
a reported residence of a registered sex offender. 

[0026] A number of embodiments of such methods further 
include, for example, the acts of providing a ?rst mobile 
phone softWare module for installation on the ?rst mobile 
phone, and providing a second mobile phone softWare mod 
ule for installation on the second mobile phone. In some such 
embodiments, the ?rst mobile phone softWare module 
includes programming instructions for the monitoring of the 
location of the ?rst mobile phone possessed by the particular 
individual, and in some embodiments, the second mobile 
phone softWare module includes programming instructions 
for the providing of the alarm through the second mobile 
phone When the ?rst mobile phone passes into the region of 
concern or Within the predetermined distance of the region of 
concern. 

[0027] Particular embodiments of such methods further 
include the act of obtaining or providing a third softWare 
module installed on at least one Internet server and forming at 
least one Internet Website. In some such embodiments, at 
least a plurality of users visit the Website through the Internet 
and elect to be provided the alarm through the second mobile 
phone. In a number of such embodiments, the third softWare 
module further contains instructions to doWnload through a 
mobile phone netWork to the ?rst mobile phone a ?rst mobile 
phone softWare module, Wherein the ?rst mobile phone soft 
Ware module includes programming instructions for the 
monitoring of the location of the ?rst mobile phone possessed 
by the particular individual. Further, in some such embodi 
ments, the third softWare module further contains instructions 
to doWnload through a mobile phone netWork to the second 
mobile phone a second mobile phone softWare module, 
Wherein the second mobile phone softWare module includes 
programming instructions for the providing of the alarm 
through the second mobile phone When the ?rst mobile phone 
passes into the region of concern or Within the predetermined 
distance of the region of concern. 
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[0028] Moreover, in many embodiments, at least a plurality 
of the users enter through the Internet Website at least one 
location coordinate de?ning at least one region of concern. 
On the other hand, in some embodiments, the third softWare 
module further contains instructions to obtain from a third 
party Website data With Which to determine at least one loca 
tion coordinate de?ning at least one region of concern. In 
some such embodiments, the third party Website contains 
reported residence locations for a plurality of registered sex 
offenders, there are at least a plurality of regions of concern, 
and at least a plurality of the regions of concern surround at 
least one of the reported residences of the registered sex 
offenders. 

[0029] Furthermore, in some embodiments, various third 
parties, such as merchants, businesses, banks, airlines and the 
like may provide information, for example, to the Website. 
Information may be transmitted from the Website to the 
phone, or vice versa, via a telephone signal or through a 
mobile telephone netWork, for example, at particular times or 
as needed. In some embodiments, a user may be alerted to 
certain information or changes in information that meet cer 
tain criteria. Further, in particular embodiments, a softWare 
module receives e-mails, searches the e-mails, extracts infor 
mation, and sends the information to the user’s mobile 
phones. 
[0030] Various embodiments of the invention provide as an 
object or bene?t that they partially or fully address one or 
more of the needs, potential areas for bene?t or improvement, 
and functions described herein, for instance. The present 
invention provides various embodiments that may store or 
make available information, items, or functionality in a 
mobile phone. Various embodiments may provide a higher 
level of data security, be easier to use, accomplish more 
functions, contain more useful information, provide a better 
level of control, provide easier management and replacement 
if lost or stolen, or a combination thereof, in comparison With 
various prior art. Various embodiments may, for example, 
manage personal information for a number of users, sort 
certain information, provide alarms, transfer information 
betWeen, for instance, a server and mobile phones, and store 
information on mobile phones in a manner that facilitates 
access by the users. 

[0031] In a number of different embodiments, this inven 
tion also provides systems and methods for authorizing 
actions, authenticating access, and providing positional 
aWareness for multiple users using mobile phones. Various 
embodiments provide, for example, as objects or bene?ts, 
systems or methods for authorizing such actions that do not 
require the users to carry additional cards or keys or to 
remember additional passWords, codes, or information. Par 
ticular embodiments use items (e. g., mobile phones) already 
carried by the users and that are frequently used and con 
trolled by the user. Some embodiments may be more conve 

nient, may offer alternatives, may be easily trackable, may 
provide an ability to authorize a variety of different actions, 
may provide a higher level of security, or a combination 
thereof, for instance. Further features and advantages of the 
invention may be apparent to those skilled in the art. 

[0032] In particular embodiments, this invention provides, 
for example, various systems including a ?rst softWare mod 
ule of a server, Where the ?rst softWare module is recorded on 
a computer-readable medium and includes programming 
instructions to receive a request for information from a user. 
The user sends a text message to a short code, Where the 
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information depends on a generic assigned identi?cation 
associated With real estate information, automobile informa 
tion, and/or personal property information. The server com 
municates With a third party server to obtain the real estate 

information, automobile information, and/or personal prop 
erty information requested by the user. The server sends the 
real estate information, automobile information, and/or per 
sonal property information to a mobile phone of the user 
through a mobile phone network. 

[0033] In another embodiment, this invention includes a 
system having a ?rst softWare module of a server recorded on 
a computer-readable medium and including programming 
instructions to receive a request for real estate information 
from a user using at least one of a short code, a long code, and 
a generic assigned identi?cation; communicate With a real 
estate server to obtain real estate information requested by the 
user; and send the real estate information requested by the 
user to a mobile phone of the user through a mobile phone 
netWork. 

[0034] In another embodiment, this invention includes a 
system having a ?rst softWare module of a server recorded on 
a computer-readable medium and including programming 
instructions to receive a request for information from a user 
via at least one of a text message and a short message service 
message sent to at least one of a short code and a long code, 
Wherein the information requested by the user depends on a 
generic assigned identi?cation associated With at least one of 
real estate information, automobile information, and personal 
property information; obtain at least one of real estate infor 
mation, automobile information, and personal property infor 
mation requested by the user; and send the at least one of real 
estate information, automobile information, and personal 
property information requested by the user to a mobile phone 
of the user through a mobile phone netWork. 

[0035] In another embodiment, the ?rst softWare module 
includes programming instructions to: create at least one of a 
text message, a multimedia messaging service (MMS) mes 
sage, an email message, and a short message service (SMS) 
message including real estate information requested by the 
user related to a Multiple Listing Service listing; con?gure at 
least one of a text message, a multimedia messaging service 
(MMS) message, an email message, and a short message 
service (SMS) message With a nugget of prede?ned informa 
tion; con?gure Whether at least one of a text message, a 
multimedia messaging service (MMS) message, an email 
message, and a short message service (SMS) message should 
be sent to a third party each time the user requests real estate 
information; be capable of purchasing at least one of short 
message service (SMS) credits, email credits and multimedia 
messaging service (MMS) credits for at least one of a text 
message, a multimedia message service (MMS) message, an 
email message, and a short message service (SMS) message; 
alloW the user to receive automatic updates of real estate 
information related to a Multiple Listing Service listing via at 
least one of a text message, a multimedia messaging service 
(MMS) message, an email message, and a short message 
service (SMS) message; alloW the user to receive information 
about at least one of a real estate agent, a Multiple Listing 
Service listing, and real estate information based on the 
request for real estate information from the user; at least one 
of encrypt the real estate information before sending the real 
estate information to the mobile phone of the user, decrypt the 
real estate information, compress the real estate information 
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before sending the real estate information to the mobile phone 
of the user, and decompress the real estate information. 
[0036] In another embodiment, a second softWare module 
for running on the mobile phone of the user is recorded on a 
computer-readable medium and includes programming 
instructions to: store the real estate information on the mobile 
phone of the user; and provide access to the real estate infor 
mation by the user. 
[0037] Some embodiments various systems for managing 
information for multiple users using the Internet and mobile 
phones of the users. In many embodiments, the system 
includes a ?rst softWare module for sorting information, that 
may be recorded on a computer-readable medium, for 
example, and Which includes programming instructions to 
receive a plurality of select e-mails containing information 
about the business of the user, to search more than one of the 
select e-mails for at least one of keyWords and identifying 
numbers, to extract the particular information from the select 
e-mails, and to send the particular information to the user’s 
mobile phone through a mobile phone netWork. Various such 
embodiments also include a second softWare module for run 
ning (or that is running) on the user’s mobile phone (e.g., 
recorded on a computer-readable medium), Which includes 
programming instructions to store the particular information 
on the user’s mobile phone, and to provide access to the 
particular information by the user. 
[0038] Some such embodiments also include a third soft 
Ware module con?gured for running on the user’s computer, 
(e. g., that is recorded on a computer-readable medium or that 
is actually running on the user’s computer) that includes 
programming instructions to search for e-mails from at least 
one particular sender and to send the e-mails from the (at least 
one) particular sender, through the Internet, to the ?rst soft 
Ware module. Further, in some embodiments, the ?rst soft 
Ware module includes programming instructions to encrypt, 
compress, or both, the particular information before sending 
the particular information to the user’s mobile phone, and the 
second softWare module includes programming instructions 
to decrypt, decompress, or both, the particular information. 
[0039] Additionally, in certain embodiments, the ?rst soft 
Ware module includes programming instructions to receive 
instructions from the user identifying at least one threshold 
for alarm for at least a portion of the particular information, 
and the ?rst softWare module or the second softWare module 
(or both) includes programming instructions to compare at 
least a portion of the particular information to the threshold. 
Furthermore, in some embodiments, the ?rst softWare mod 
ule or the second softWare module (or both) includes pro 
gramming instructions to provide an alarm to the user if the 
particular information passes the threshold. 
[0040] For example, in some embodiments, for each of a 
plurality of the users, the particular information includes 
?nancial account information including amounts of With 
draWals or debits (or both) from an account, the at least one 
threshold includes the amount of a WithdraWal or debit, and 
the ?rst softWare module or the second softWare module (or 
both) includes programming instructions to provide an alarm 
to the user if a WithdraWal or a debit (or both) exceeds the 
threshold. In another example, the particular information 
includes travel information including a departure time or a 
departure location (or both), and the ?rst softWare module or 
the second softWare module (or both) includes programming 
instructions to provide an alarm if there is a change in the 
departure time or the departure location (or both). 
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[0041] Further, in a number of embodiments, the second 
software module contains programming instructions to allow 
the user to select at least a portion of the particular informa 
tion that is stored on the mobile phone, select or enter a third 
party mobile phone number, and elect to send the portion of 
the particular information to the third party mobile phone. In 
some embodiments, for example, the ?rst software module 
further contains instructions to evaluate whether the third 
party mobile phone contains a copy of the second software 
module, and if it does, then to send the portion of the personal 
information to the second software module on the third party 
mobile phone, for instance, through the mobile phone net 
work. 

[0042] In other embodiments, the invention provides vari 
ous methods of managing information for multiple users 
using the Internet and mobile phones of the users. Certain 
such methods include an act of receiving, at an information 
sorting software module, select e-mails containing informa 
tion about the business of the user. In many such embodi 
ments, the user has caused the select e-mails to be sent to the 
information sorting software module. Such methods may also 
include, using the information sorting software module, an 
act of searching the select e-mails for keywords or identifying 
numbers (or both), and extracting the particular information 
from the select e-mails. 

[0043] In a number of embodiments, such methods also 
include sending the particular information to the user’s 
mobile phone, for example, through a mobile phone network, 
for storage on the user’s mobile phone and access by the user. 
Some such embodiments also include repeating the search 
ing, the extracting, and the sending. Various embodiments of 
such methods may be performed in various orders and may 
include additional acts. 

[0044] Some such methods further include, for example, 
using the information sorting software module, acts of 
searching the select e-mails for a keywords or identifying 
numbers (or both), and identifying a fraction of the select 
e-mails containing the particular information. In some 
embodiments, the extracting of the particular information 
includes extracting such particular information only from the 
fraction of the select e-mails. Further, in some embodiments, 
before the receiving of the select e-mails, also included is an 
act of con?guring the user’s e-mail handling software module 
to automatically forward incoming e-mails from at least one 
particular third party to the information sorting module. In 
many such embodiments, the select e-mails include the 
incoming e-mails from the (at least one) particular third party. 
[0045] Moreover, some such methods further include, 
before the receiving of the select e-mails, instructing at least 
one particular third party to send e-mails containing informa 
tion about the business of the user to the information sorting 
module. In some such embodiments, the select e-mails 
include the e-mails containing information about the business 
of the user, for example. Additionally, in some embodiments, 
the searching includes searching for e-mails from at least one 
particular sender, and the extracting of the particular infor 
mation includes extracting the particular information only 
from the e-mails from the (at least one) particular sender. And 
in some embodiments, such methods may include, for 
instance, after the extracting of the particular information and 
before the sending of the particular information to the user’s 
mobile phone, encrypting the particular information, com 
pressing the particular information, or both. 

Jun. 5, 2008 

[0046] Further, in some embodiments, the method may 
include an act of receiving instructions from the user identi 
fying at least one threshold for alarm for at least a portion of 
the particular information. In some such embodiments, after 
the extracting of the particular information, the method may 
include the acts of comparing at least a portion of the particu 
lar information to the threshold for alarm, and providing an 
alarm to the user if the particular information passes the 
threshold. For instance, in some such methods, for each of 
multiple users, the particular information includes ?nancial 
account information including an amount of a withdrawal or 
a debit from an account, and the threshold is an amount of the 
withdrawal or debit beyond which the alarm is provided. In 
another example, for each of more than one of the users, the 
particular information includes travel information including a 
departure time or a departure location (or both), and an alarm 
is provided if there is a change in the departure time or the 
departure location (or a change in both). 
[0047] Still other embodiments include, upon instruction 
by the user, for example, transmitting at least a portion of the 
particular information to a third party mobile phone through 
the mobile phone network for storage on the third party 
mobile phone, for instance, for access by the third party. In 
some such embodiments, at least a portion of the particular 
information does not include a complete e-mail, and in some 
embodiments, the (at least a portion of the) particular infor 
mation includes a travel itinerary. In addition, other embodi 
ments of the invention are also described herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0048] FIG. 1 is a block diagram illustrating, among other 
things, an example of an environment in which various 
embodiments of the invention may operate and various 
examples of systems of managing information for a number 
of users, illustrating examples of embodiments of the inven 
tion; 
[0049] FIG. 2 is a ?owchart illustrating examples of various 
methods, including, for instance, methods of managing infor 
mation for at least a plurality of users using the Internet and 
mobile phones of the users; 
[0050] FIG. 3 is a ?owchart illustrating examples of various 
methods, including, for instance, methods of authorizing 
actions, methods of authenticating transactions, and methods 
of authenticating access, in many embodiments, using mobile 
phones; 
[0051] FIG. 4 is a ?owchart illustrating examples of various 
methods, including, for instance, methods of providing posi 
tional awareness, in many embodiments, using mobile 
phones; 
[0052] FIGS. 5 and 6 are block diagrams illustrating par 
ticular examples of systems of managing and disseminating 
information for a number of users; 
[0053] FIG. 7 is a block diagram illustrating an environ 
ment where server 15 manages and disseminates information 
to users 21, 22, and 23; and 
[0054] FIG. 8 illustrates a ?owchart illustrating examples 
of various methods of using server 15 to communicate with 
one or more of users 21, 22, and 23 to provide at least one of 
real estate information, automobile information, andpersonal 
property information to users 21, 22, and 23. 
[0055] The drawings illustrate, among other things, various 
particular examples of embodiments of the invention, and 
certain examples of characteristics thereof. Different embodi 
ments of the invention include various combinations of ele 
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ments or acts shown in the drawings, described herein, known 
in the art, or a combination thereof. 

DETAILED DESCRIPTION OF EXAMPLES OF 
EMBODIMENTS 

[0056] Examples of embodiments of the invention include 
apparatuses, systems, for instance, with server modules and 
phone modules (e.g., stored or recorded on a computer-read 
able medium), and methods of managing information and 
providing alarms. Particular embodiments include systems of 
managing personal information for a number of users, each 
user having a mobile phone operating on a mobile phone 
network, and methods of managing information for multiple 
users using the intemet and mobile phones of the users. Fur 
ther, in a number of embodiments, a software module receives 
e-mails, searches the e-mails, extracts information, and sends 
the information to the user’s mobile phones. 
[0057] Particular embodiments include methods for autho 
rizing actions using mobile phones. Embodiments may 
include acts such as receiving from a person having authority 
to authorize the action, an identi?cation of a phone number 
for obtaining authorization for the action, and receiving from 
a person seeking the action a request for authorization of the 
action. Certain embodiments also include acts such as send 
ing a ?rst message through a mobile phone network to the 
mobile phone, including a description of the action for which 
authorization is requested, and receiving, from the ?rst 
mobile phone, a second message, which authorizes the action. 
Actions that are authorized, in different embodiments, 
include computer access, physical access, and ?nancial trans 
actions, as examples. In various embodiments, the phone 
number may be received through the mobile phone network, 
through the Internet, through a local signal, or directly from 
the user, as examples. 
[0058] Other embodiments include methods for authenti 
cating access and providing positional awareness using 
mobile phones. Examples of embodiments for authenticating 
access include receiving identi?cation indicia from a person 
seeking access, sending a message to a person having author 
ity for access, and receiving either a second message indicat 
ing that the person has taken an af?rmative action to indicate 
authorization, or a password that was provided in the ?rst 
message. Access may be computer access or physical access, 
as examples. Examples of methods of providing positional 
awareness include obtaining or storing location coordinates, 
monitoring the location of a mobile phone, and providing an 
alarm, for example, through a second mobile phone. In a 
number of embodiments, location coordinates are automati 
cally obtained from Internet websites, for example. In some 
embodiments, for example, parents can monitor the location 
of their children to make sure they do not get too close to a 
reported residence of a registered sex offender, for instance. 
[0059] Various embodiments of the invention provide on 
mobile devices, items or information that might otherwise be 
found in a person’s wallet or purse, for example. Such a 
mobile device may be a phone, Palm Pilot, personal digital 
assistant, or the like, for example. The mobile device is often 
referred to herein as a “phone” or “mobile phone”, but it 
should be understood that it may have other functionality or 
be another type of mobile device in some embodiments. Thus, 
in certain embodiments, a person may be able to leave their 
wallet or purse behind and bring just their phone, for example, 
when they leave home, go shopping, go to a restaurant, travel, 
or the like, or their phone may provide a backup to their 
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wallet, for instance, or vice versa. In other embodiments, a 
phone may provide a portion of the functionality or informa 
tion found in a wallet, or may contain additional information 
or functionality as well. 

[0060] In some embodiments, a user may be able to enter 
information into a website, or may authorize entry of infor 
mation into the website by others, which may be transmitted 
to the phone automatically for storage. In addition, in some 
embodiments, users may be able to enter information through 
their phone for transfer to the website server. In various 
embodiments, third parties, such as airlines, ?nancial institu 
tions such as banks, and the like, may provide information to 
the website, some or all of which may be transferred to the 
phone. Further, in some embodiments, certain such informa 
tion may provide an alert or alarm to the user, for example, 
regarding important information such as noti?cation of large 
deposits or withdrawals, changes in ?ight information, loca 
tion of children, etc. In various embodiments, a user may be 
able to view other information on the phone, on the website, 
or both, such as, for example, bank account balances, trans 
action histories, frequent ?ier miles, credit card bills, auto 
matic deposits and withdrawals, insurance information, war 
ranties, service contracts, and the like. 
[0061] FIG. 1 illustrates an example of an environment in 
which various embodiments of the invention may operate, 
and also illustrates various examples of systems, including 
systems of managing information for a number of users. 
System 100 is, among other things, an example of an Intemet 
based system for managing information that is transferred to 
and stored on a mobile phone, which is accomplished in many 
embodiments while maintaining an acceptable level of data 
security. In the example of system 100, users 21, 22, and 23 
own, use, control, or have access to mobile phones 41, 42, and 
43 respectively, which are serviced through mobile phone 
network 40. Although one mobile phone network 40 is 
shown, some embodiments may include or use a number of 

mobile phone networks, which may be interconnected, for 
example. As used herein, unless speci?cally stated otherwise, 
a “mobile phone networ ” may be a cellular network, a WiFi 
system, WiMAX, or another way to network mobile phones. 
Further, the three users 21 to 23 and mobile phones 41 to 43 
shown may serve as examples of a larger number of users and 
mobile phones. Many users of system 100 may have access to 
the Internet 10. For example, in the embodiment illustrated, 
user 23 has access to the Internet 10 through personal com 
puter 13. Further, in this embodiment, mobile phone network 
40 is in communication with the Internet 1 0, or information is 
capable of being communicated (e.g., in one or both direc 
tions) between mobile phone network 40 and the Internet 10. 
[0062] In the embodiment illustrated, server 15 is in com 
munication with the Internet 10. In this embodiment, server 
15 is part of system 100, which provides an example of a 
system of managing personal information for a plurality of 
users (e.g., 21 to 23), each user having a mobile phone (e.g., 
41 to 43) operating on a mobile phone network (e.g., 40). In 
this example, system 100 includes, on server 15, (at least one) 
?rst software module 61 . Although shown just on server 15, in 
some embodiments, module 61 may be installed on or oper 
ating on more than one server. For example, server 15 may 
include multiple servers, such as one or more of a ?rewall 

server, a database server, an SMS gateway server, a web 
server, a domain server, or any other server. In certain 
embodiments, software module 61 may form at least one 
website 65. In this embodiment, multiple users (e.g., 21 to 23) 
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may access or visit Website 65 through the Internet 10 and 
elect to have their personal information managed through 
system 100 using their mobile phones (e.g., 41 to 43). For 
example, user 23 may access Website 65 through computer 13 
and intemet 10. In different embodiments, computer 13 may 
be a desk top personal computer, a lap top or notebook com 
puter, a PDA, etc. In some embodiments, users may access 
Website 65 on server 15 through their phones (e.g., 41 to 43), 
through mobile phone netWork 40, or both, as examples. 
[0063] In many embodiments, ?rst softWare module 61 
provides secure storage 64 for each user’s (e.g., 21 to 23) 
personal information, for example, received from the user. In 
a number of embodiments, storage 64 may also be used to 
store personal information about the users that has been 
received by module 61 or server 15 from at least one third 
party, Which may be acting on behalf of the user to provide 
information to the user, for example. In the embodiment 
illustrated, third party 33 may provide such information to 
module 61 through the Internet 10, and third party 31 may 
provide such information to module 61 through mobile tele 
phone netWork 40 and the Internet 10. In some embodiments, 
information that is communicated through mobile telephone 
netWork 40 may also, or instead, be communicated through a 
traditional phone network, for example, that provides direct 
Wired phone service for a number of users. 

[0064] In the embodiment illustrated, third party 32 also 
provides information to module 61 on server 15 through a 
communication means other than the Internet 10. Such a 
communication means may be, for example, a private net 
Work, a local area netWork (LAN) a Wide area netWork 
(WAN), a telephone netWork, a ?nancial or bank card net 
Work, etc. Third parties 31, 32, and 33 are examples of data 
providers, or personal data providers. Third parties 31 to 33 
may be, for example, ?nancial institutions, airlines, bank card 
providers, merchants, an employer or employee of the user, 
neWs providers, health care providers, insurance companies, 
stock brokers, governmental agencies, non-governmental 
organizations, etc. 
[0065] In some embodiments, for example referring to 
FIGS. 1 and 7, server 15 communicates With one or more third 
parties 31, 31, and 32 and/or users 21, 22, and 23 to dissemi 
nate information to users 21, 22, and 23. For example, server 
15 may communicate With one or more real estate servers, so 
that real estate agents can disseminate information to users 
21, 22, and/or 23 (e.g., prospective clients) and collect the 
users’ contact information for current and future real estate 
sales, leases, etc., for example. Third parties 31, 32, and/or 33 
can each be a real estate server, such as a Multiple Listing 
Service (MLS) server. In other embodiments, server 15 
acquires and stores various information (e.g., real estate 
information, automobile information, personal property 
information), so that access to a real estate server or other 
thirdparty (31, 32, 33) is not necessary to provide information 
that users 21, 22, and/or 23 may request. Server 15 can 
acquire and store information (or have access to other servers 
With information) on taxes (e.g., real property tax informa 
tion), lender or mortgage options, title agencies or titles, 
property inspections and inspectors, property appraisals, 
school districts, crime statistics, or any other items desirable 
to users 21, 22, and/or 23. Various embodiments of system 
100 help real estate agents and users 21, 22, and/or 23 
exchange information to quickly aid users 21, 22, and/or 23 in 
purchasing, leasing, or learning about various pieces of real 
property. 
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[0066] In some embodiments, a real estate agent 703 cre 
ates a label 701 With an assigned short code (or long code) and 
a generic assigned identi?cation (ID) (e.g., a keyWord) for a 
piece of real property (e.g., a house). Label 701 may be 
attached to real estate agent’s 703 sign located outside of the 
house or advertised through magaZines, Web/Intemet, or 
other means/media, as examples. Short codes are also 
referred to as short numbers, dedicated short codes, shared 
short codes, or Common Short Codes (CSC) (e.g., special 
telephone numbers that can be used to address SMS and 
Multimedia Messaging Service (MMS) messages from 
phone 41, 42, or 43). For example, the generic assigned ID 
includes a keyWord sent in a message to the short code (or 
long code), the Multiple Listing Service (MLS) listing num 
ber sent in a message to the short code (or long code), or a 
generic assigned ID for a piece of real property (e.g., a house) 
sent in a message to the short code (or long code). For 
example, server 15 or real estate agent 703 may store real 
estate information or have access to a Multiple Listing Ser 
vice (MLS) server. User 21 sends a keyWord (e.g., house 
1234) to a short code (e.g., 54321) via phone 41. Server 15 or 
real estate agent 703 are noti?ed that user 21 requests infor 
mation on house 1234, and server 15 or real estate agent 703 
provide information on house 1234 to user 21 by sending an 
SMS message or MMS message to user 21 via the intemet, an 
SMS gateWay (or MMS gateWay), and phone 41. In this 
example, user 21 sends an SMS message or MMS message 
for house 1234 to short code 54321 via phone 41. Since short 
code 54321 is assigned to server 15, server 15 has information 
stored on house 1234 (e.g., server 15 has a nugget of pre 
de?ned information on house 1234 stored). Server 15 pro 
vides the nugget of information on house 1234 to user 21 by 
replying to the SMS message or MMS message user 21 pre 
viously sent to short code 54321. Server 15 has an SMS 
gateWay With a nugget of prede?ned information associated 
With each keyWord (e.g., “house 1234”, “ABCD”, or any 
other keyWord), so that it can easily return the speci?c infor 
mation user 21 requests. 

[0067] First softWare module 61 of server 15 is recorded on 
a computer-readable medium and includes programming 
instructions to receive information about one or more real 
estate agents 703 to create one or more real estate agent 
accounts. In an exemplary embodiment, With continued ref 
erence to FIGS. 1 and 7, real estate agent 703 receives a real 
estate agent account at server 15 or a vendor 705 (e.g., a 
service provider, title agency, mortgage broker, MLS listing 
service, or any other service used by real estate agents, mer 
chant, third party, or other entity) directly or via server 15. In 
this exemplary embodiment, the real estate agent account 
enables real estate agent 703 to perform the folloWing tasks 
via server 15: create an SMS or MMS message for a property 
listing, customiZe the message, activate and de-activate a 
message, con?gure the message, purchase SMS, email cred 
its, or MMS credits, and vieW reports. The real estate agent 
account canbe set-up and con?gured in various Ways depend 
ing on the needs of real estate agent 703. 

[0068] Real estate agent 703 creates an SMS or MMS mes 
sage for a property listing (e.g., an MLS listing) for the 
generic assigned ID (or a keyWord) via server 15. For 
example, real estate agent 703 can purchase one or more 
generic assigned IDs from server 15. Real estate agent 703 
customiZes the message for speci?c keyWords relevant to the 
information requested by users 21, 22, and/or 23 via server 
15. Real estate agent 703 activates and/ or de-activates a mes 
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sage depending on the circumstances (e.g., if a property has 
been sold or is in escrow, then information about that MLS 
listing is deactivated) via server 15. Real estate agent 703 
con?guring the message via server 15 includes having a start 
date and an end date of the property listing, deciding if an 
SMS or MMS or email should be sent to real estate agent 703 
every time a user (e. g., perspective buyer) requests informa 
tion, and responding to the user’s request for information on 
a property listing by further requesting that the user provide 
an email address to send further information about the prop 
erty listing to the email address provided by the user. If the 
user provides an email address, then server 15 can send the 
user an SMS message, email, or MMS message With more 
detailed information about the property (e.g., pictures/pho 
tos, video, live video, room-by-room siZe or other informa 
tion, demographics, real property tax, lender or mortgage 
options, title agencies or titles, property inspections and 
inspectors, property appraisals, school districts, crime statis 
tics, or any other items desirable to the user). For example, 
server 15 can send a link (e.g., WAP push) to the user via an 
SMS message or MMS message With such information (e.g., 
such as a message With a link to a WAP address). Server 15 
can also communicate With phone 41, 42, or 43 of the user and 
by using location based services provide information about 
other properties in a neighborhood or Zip code, information 
about other properties in the location of phone 41, 42, or 43 
based on the global positioning system of phone 41, 42, and 
43 at any instance in time, or any other location speci?c 
information the user may desire. Real estate agent 703 pur 
chases SMS or MMS credits from server 15 and can make the 
SMS or MMS credits available for users 21, 22, and/or 23 to 
use. Real estate agent 703 vieWing reports includes identify 
ing the number of perspective buyers, phone numbers of the 
perspective buyers, and other relevant information. 
[0069] Perspective users 21, 22, and/or 23 (e.g., property 
buyers) may use phone 41, 42, or 43 (such as a mobile phone 
or cell phone in some embodiments) to retrieve information 
about the property by sending a short message service (SMS) 
message, MMS message, or text message, for example, to the 
short code (or long code) and type the MLS listing number or 
a generic assigned ID for the house as the text for the message. 
For example, label 701 may include information to send a 
message including the generic assigned ID for the house (e. g., 
ABCDE), an MLS listing, or any other identifying informa 
tion to the short or long code (e. g., 65203). SMS gateWays can 
be used for sending and receiving SMS messages (or MMS 
gateWays can be used for sending and receiving MMS mes 
sages). For example, although not illustrated in FIG. 1, an 
SMS gateWay or an MMS gateWay is typically betWeen phone 
netWork 40 and intemet 10 or intemet 10 and server 15 or a 

part of server 15. Server 15, phone 41, 42, or 43, and/or third 
parties 31, 32, and/or 33 can send or receive SMS or MMS 
messages via such an SMS gateWay or MMS gateWay. 

[0070] In some embodiments, once server 15 receives the 
SMS or MMS message, server 15 retrieves information about 
the MLS listing, and in some embodiments, server 15 may 
format the information, attach a personal or generic message 
from real estate agent 703, or both, and send the information 
to users 21, 22, and/or 23. Server 15 receives a request for 
information from user 21, 22, and/or 23 via the SMS or MMS 
message, Where the information depends on at least one of the 
short code, long code, and a generic assigned ID associated 
With at least one of real estate information, automobile infor 
mation, and personal property information. Server 15 com 
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municates With third parties 31, 32, and/or 33 (e.g., a car 
dealership server, an AUTOTRADERTM server, or an 

EBAYTM server) to obtain at least one of real estate informa 
tion, automobile information, and personal property informa 
tion requested by user 21, 22, and/or 23. For example, server 
15 communicates With third parties 31,32, and/or 33 (e.g., the 
MLS server) to retrieve the information about the MLS list 
ing. Communication betWeen server 15 and third parties 31, 
32, and/ or 33 can be through a HTTP/HTTPS protocol and/or 
Web Service over an intemet connection. Server 15 requests 
information from an MLS server using the MLS listing num 
ber as the keyWord. The MLS server responds to the request 
by server 15 by providing data corresponding to the particular 
MLS listing. Server 15 extracts the relevant information (e. g., 
price, number of bedrooms, number of bathrooms, square 
footage, description, and any other desirable information). 
This relevant information is formatted to a package of infor 
mation that is often less than 160 characters if it is to ?t in one 
SMS message. Server 15 can format the information (e.g., 
taking the SMS or MMS message information in a desirable 
format (e.g., limited number/type of characters) and convert 
ing the information into a more desirable format). Server 15 
can attach a message (e.g., from real estate agent 703) and 
send the at least one of real estate information, automobile 
information, and personal property information requested by 
user 21, 22, and/or 23 to phone 41, 42, and/or 43 of user 21, 
22, and/or 23 through a mobile phone netWork. Real estate 
agent 703 has the ability to access server 15 via Web (the 
Internet) and modify the property listing (e.g., house data) in 
some embodiments. 

[0071] FIG. 8 illustrates a ?owchart illustrating examples 
of various methods of using server 15 to communicate With 
one or more of users 21, 22, and 23 to provide at least one of 
real estate information, automobile information, andpersonal 
property information to users 21, 22, and 23. Server 15 
receives a request for information from one or more of users 

21, 22, and 23 (act 801). Users 21, 22, and 23 send the request 
for information via at least one of a text message, multimedia 
messaging service message, and a short message service mes 
sage sent to at least one of a short code and a long code (act 
803). The information requested by users 21, 22, and 23 
depends on a generic assigned identi?cation associated With 
at least one of real estate information, automobile informa 
tion, and personal property information. Server 15 commu 
nicates With one or more third parties 31, 32, or 33 to obtain 
at least one of real estate information, automobile informa 
tion, and personal property information requested by users 
21, 22, and 23 or otherWise has access to at least one of real 
estate information, automobile information, and personal 
property information requested by users 21, 22, and 23 (e. g., 
Within server 15) (act 805). Server 15 sends the at least one of 
real estate information, automobile information, andpersonal 
property information requested by users 21, 22, and 23 to one 
or more phones 41, 42, 43 ofusers 21, 22, and 23 via at least 
one of a text message, a multimedia messaging service 

(MMS) message, and a short message service (SMS) message 
through phone netWork 40 (act 807). 
[0072] In one exemplary embodiment and With further ref 
erence to FIG. 1, a second softWare module 72 (described 
beloW) for running on phone 41, 42, and/or 43 ofuser 21, 22, 
and/or 23 is recorded on a computer-readable medium and 
includes programming instructions to store at least one of real 
estate information, automobile information, and personal 
property information on phone 41, 42, and/or 43 of user 21, 
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22, and/or 23. Second software module 72, also includes 
programming instructions to provide access to at least one of 
real estate information, automobile information, and personal 
property information by the user. 
[0073] Real estate agent 703 can con?gure messages and 
vieW reports via communication With server 15. Real estate 
agent 703 can change the information provided to server 15, 
on a property listing, or on the MLS listing. Real estate agent 
703 can con?gure its pro?le or environment With server 15 to 
alert real estate agent 703 if any of users 21, 22, or 23 request 
speci?c information, send a message to a short or long code, 
or otherWise communicate With server 15. Some embodi 
ments include one or more of the folloWing features: perspec 
tive users (e.g., buyers) can register on the Web to receive 
updates through SMS, MMS, or email about a property list 
ing; real estate agents can automatically send their contact 
information through email, MMS, or SMS to perspective 
buyers; and real estate agents can offer a service to SMS, 
MMS, or email perspective buyers When a property listing 
becomes available that match the buyer’s pro?le (e. g., in 
certain areas/neighborhoods or siZe or price or any other 
desired feature). 
[0074] With further reference to FIG. 1, Website 65 may 
include a main or home page (or more than one such page) to 
Which neW users and neW third parties may be directed. NeW 
users may be directed to this page orpages or to Website 65 by 
search engines, advertisers, brokers, agents, or the like, as 
examples. Users (e.g., 21 to 23) may be assigned (or asked to 
elect) user names, user ID’s, passWords, etc., Which they may 
use to access secure areas orpages of Website 65, for example, 
Where their personal information may be entered, displayed, 
updated, etc. In some embodiments, security of such areas 
may be provided, for example, using novel systems and meth 
ods Which may be described herein, for instance. In some 
embodiments, these secure areas may include information 
entered by third parties (e.g., 31, 32, and 33). Further, in some 
embodiments, third parties (e. g., 3 1 to 33) may have their oWn 
secure areas (e. g., that are passWord protected, or protected as 
described herein), for example, Within Website 65 or on server 
15 or another server, in Which the third parties (e.g., some or 
all of 31, 32, and 33) may be able to enter, vieW, update, or a 
combination thereof, information for a number of users. 

[0075] In some embodiments, the ?rst softWare module 61 
?lters the personal information and selects nuggets of the 
personal information Which the ?rst softWare module 61 
sends to the mobile phone (e.g., 41) of the appropriate user 
(e. g., 21). As used herein, a “nugget of information” is a 
discrete piece of information that is a subset of the total 
information. Nuggets of information may be in digital form, 
for example, and may be in text form, in the form of numbers 
or values, or a combination thereof, as examples. In some 
embodiments, nuggets may include pictures, text, graphics, 
or the like, as further examples. These nuggets may be sent, 
for example, through mobile phone netWork 40, for instance, 
and may be sent as text, MMS messages, or short message 
service (SMS) messages, for instance. In some embodiments, 
server 15 may access mobile phone netWork 40 through the 
Internet 10, for example. 
[0076] In the embodiment illustrated, a second softWare 
module 72, is operating (e.g., independently) on more than 
one of the mobile phones (e.g., 41 to 43, although module 72 
is shoWn only on phone 41). Further, in this embodiment, the 
second softWare module 72 is con?gured to receive the nug 
gets of the personal information of the user (e.g., 21) from the 
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?rst softWare module 61 through the Internet 10 and through 
mobile phone netWork 40, and to store the personal informa 
tion on mobile phone 41 so that the personal information may 
later be accessed by user 21, for example, even When mobile 
phone 41 is not connected to mobile phone netWork 40. In the 
embodiment illustrated, user 21 may access the personal 
information, for instance, by vieWing folder 76 containing 
nuggets 78 and 79, Which may be organiZed by subject matter, 
for example. One such subject may be ?nancial information, 
for example, Which may include account balances, transac 
tion records, etc., and another such subject, in some embodi 
ments, may be travel information, as another example, Which 
may include, for example, ?ight departure times and loca 
tions, etc. Other examples of subjects are described herein, 
and include insurance information, bank card information, 
medical records, appointments, and the like. 
[0077] In some such embodiments, for multiple users (e. g., 
21 to 23), second softWare module 72 is doWnloadable by the 
users from ?rst software module 61 to the mobile phones 
(e.g., 41 to 43), for example, through Website 65, through the 
Internet 10, through mobile phone netWork 40, or a combi 
nation thereof. Further, in some embodiments, for many of 
the users (e.g., 21 to 23), ?rst softWare module 61 includes 
instructions to search some or all of the e-mails received for or 
to the users (e.g., 21 to 23) for keyWords, identifying num 
bers, or both, and to select the nuggets (e.g., 78 and 79) of the 
personal information from the e-mails using the keyWords, 
identifying numbers, or both. For example, softWare module 
61 may search e-mails received for a speci?c user (e.g., 21, 
22, or 23) for account numbers, ?ight numbers, names of third 
parties (e.g., one or more of 31, 32, and 33), etc., and may 
extract nuggets of information pertaining thereto. In some 
embodiments, softWare module 61 may search all e-mails 
(e.g., sent to particular users), While in other embodiments, 
only e-mails from certain sources, or certain e-mail addresses 
may be searched. 

[0078] In addition, in some such embodiments, for many or 
all of the users, second softWare module 72 contains instruc 
tions to alloW the user (e.g., 21) to select at least a portion of 
the personal information that is stored on the mobile phone 
(e.g., select nugget 78), select or enter an identi?er of at least 
one of a different party (e.g., 22) and a different party mobile 
phone (e.g., 42), and elect to send the personal information 
(e.g., nugget 78) to the different party mobile phone (e.g., 42). 
Examples of such a different party are other users, for 
instance, foruser 21, users 22 and 23 may be different parties, 
and their phones 42 and 43 may be different party mobile 
phones. Examples of such an identi?er include the name of 
the different party, the phone number for the different party, a 
user identi?cation number, etc. In many embodiments, for 
multiple users, the ?rst softWare module 61 further contains 
instructions to evaluate Whether the different party mobile 
phone has certain functionality or contains a copy of particu 
lar softWare, such as second softWare module 72. 

[0079] In some such embodiments, if the different party 
mobile phone contains a copy of the second softWare module 
72, for example, then the ?rst softWare module 61 may send 
the (at least a) portion of the personal information to the copy 
of the second softWare module 72 on the different party 
mobile phone, for instance, through mobile phone netWork 
40, the Internet 10, or both. On the other hand, in some 
embodiments, if the different party mobile phone does not 
contain a copy of the second softWare module 72, for 
example, or in some cases other software having adequate 
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equivalent functionality, then the ?rst software module 61 
may send the (at least a) portion of the personal information to 
the different party mobile phone, in another form, for 
instance, in the form of a standard e-mail or text message. 

[0080] In other embodiments, softWare module 72 may 
send the information directly to the different party rather than 
having the ?rst softWare module (e.g., module 61) do it. In 
some embodiments, for more than one of the users, the ?rst 
softWare module 61 further contains instructions to receive a 
command from the user (e.g., from user 21), for instance, 
through mobile phone netWork 40, and upon the receipt of the 
command, to transmit at least a portion of the nuggets of the 
personal information to a different party (e.g., to user 22 or 
23, or speci?cally, in some embodiments, to their phones 42 
or 43), for example, through the Internet 10. 

[0081] In addition, in some embodiments, for many or all of 
the users, ?rst softWare module 61 contains instructions to 
receive a command from the user (e. g., one of users 21 to 23), 
for instance, through mobile phone netWork 40, to dispute a 
?nancial transaction for a particular account described in the 
nuggets of the personal information. In particular embodi 
ments, for example, upon the receipt of the command, ?rst 
softWare module 61 may contain instructions to transmit a 
dispute of the transaction to a manager of the particular 
account through a netWork, such as Internet 10, for example. 
The manager of the account may be third party 33, for 
example, and may be a bank or ?nancial institution, for 
instance. Such a dispute of the transaction may be transmitted 
to the third party (e.g., 33) in the form ofan e-mail or a text 
message, for example, sent via the Internet 10, mobile phone 
netWork 40, or both, While in other embodiments, a dispute of 
a transaction may be sent through a private or ?nancial net 
Work, as another example. 

[0082] Further, in some embodiments, some or all of the 
mobile phones (e.g., 41 to 43) may be con?gured to transmit, 
receive, or both, local signals. For example, in the embodi 
ment illustrated, mobile phone 42 includes local transmitter, 
receiver, antenna, or a combination thereof, local communi 
cation device 82, Which, in this embodiment, communicates 
With reader or local communication device 88. In different 
embodiments, device 88 may read signals, send signals, or 
both. Communications devices 82 and 88 may exchange sig 
nals in one or both directions through near-?eld communica 
tions, a personal area netWork, Bluetooth, bar codes, WiFi, or 
the like, as examples. 
[0083] Various embodiments of the invention provide for 
extracting particular information from a user’s e-mails and 
sending that information to the user’s mobile phone. Refer 
ring to FIG. 1, particular embodiments include, for example, 
various systems for managing information for multiple users 
(e.g., 21 to 23) using the Internet 10 and mobile phones (e.g., 
41 to 43) ofthe users (e.g., 21 to 23). In many embodiments, 
the system includes a ?rst softWare module 67 for sorting 
information. Such a softWare module 67 may be recorded on 
a computer readable medium, for instance, such as a hard 
drive, random access memory (RAM), read only memory 
(ROM), a disk, a memory stick, or the like, as examples. Such 
a softWare module 67 may be located on server 15, for 
example, and may be, or be part of, module 61, for instance, 
as shoWn. In some embodiments, ?rst softWare module 67 
includes programming instructions to receive multiple 
e-mails containing information about the business of the user 
(e.g., one of users 21 to 23). These e-mails may be all or a 
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select portion of e-mails that have been sent to the particular 
user’s (e.g., one of users 21 to 23) e-mail address, for 
example, via Internet 10. 
[0084] The information about the business of the user may 
be, or include, as examples: personal information; ?nancial 
information; travel information; information concerning 
?nancial accounts, ?nancial transactions, expenditures, pur 
chases, savings, loans, etc.; or other information described 
herein or knoWn in the art. Further, information about the 
business of the user may concern the user’s personal affairs or 
the affairs of a business that is oWned, controlled, managed, 
invested in, or an employer of the user, as additional 
examples. In some embodiments, feWer than all (i.e., select) 
e-mails sent to the particular user (e.g., one of users 21 to 23) 
may be received (e.g., at ?rst softWare module 67). For 
example, in some embodiments, only e-mails sent from one 
or more particular senders or entities (e.g., from some or all of 
third parties 31 to 33), or one or more particular e-mail 
addresses, may be received (i.e., select e-mails), by module 
67. Such senders (e.g., some or all ofthird parties 31 to 33) 
may include, for example, banks, ?nancial institutions, card 
providers, airlines, travel agents, etc., or other examples of 
third parties 31 to 33 described herein, Which may have been 
selected by the user (e.g., one of users 21 to 23) in certain 
embodiments. 

[0085] In some embodiments, ?rst softWare module 67 
includes programming instructions to search some or all of 
the (e.g., select) e-mails for keyWords or identifying numbers 
(or both), as examples, and to extract particular information 
from the select e-mails. Examples of such keyWords and 
identifying numbers include account numbers, frequent ?yer 
numbers, ?ight numbers, Words like “balance”, “With 
draWal”, “debit”, “delayed”, “gate”, “?ight”, “cancelled”, or 
the like. Such particular information may include, for 
instance, account balances, amounts of WithdraWals or debits 
from, or deposits to, accounts, amounts of bank card billings, 
travel information such as departure times, departure loca 
tions, status of ?ights, etc. In various embodiments, the ?rst 
softWare module 67 also includes programming instructions 
to send the particular information to the user’s (e.g., one of 
users 21 to 23) mobile phone (e.g., the appropriate one of 
phones 41 to 43) through, for instance, mobile phone netWork 
40, the Internet 10, or both. 
[0086] Various embodiments also include second softWare 
module 77 for running (e.g., that is running) on the user’s 
mobile phone (e.g., the appropriate one of phones 41 to 43). 
Second softWare module 77 may include programming 
instructions to store (e.g., in folder 76) the particular infor 
mation on the user’s mobile phone (e.g., the appropriate one 
of phones 41 to 43), and provide access to the particular 
information by the user (e.g., one of users 21 to 23). Such a 
second softWare module 77 may be recorded on a computer 
readable medium, for instance, such as a hard drive, random 
access memory (RAM) read only memory (ROM), a disk, a 
memory stick, or the like, as examples. 
[0087] In some embodiments, second softWare module 77 
may be stored or recorded on a server (e.g., server 15), for 
doWnloading onto the user’s mobile phone (e.g., the appro 
priate one or more of phones 41 to 43). In a number of 
embodiments, second softWare module 77 may be recorded 
on memory Within the user’s mobile phone (e.g., the appro 
priate one of phones 41 to 43), for example. Such a second 
softWare module 77 may be, for example, part of softWare 
module 72 shoWn in FIG. 1 on mobile phone 41. The particu 
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