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187 Danbury Road, Suite 204 
Wilton, CT 068974122 A container and contents monitoring system includes a 

device, a reader, a server, and a software backbone. The 
(21) Appl' No; 11/956,617 device communicates With the reader in order to determine 

the security of the container to Which the device is attached. 
(22) Filed: Dec. 14, 2007 The reader transmits the information from the device to the 

server. The sensor senses a distance or an angle value between 
Related U-s- Application Data a door of the container and a frame of the container and the 

. . . . sensed value is then transmitted to the device. The device 
(63) Contmuation of applicatlon No. 11/087,794, ?led on . . . 

Mar‘ 23 2005 HOW Pat‘ NO‘ 7 333 015' obtams a baseline value that ‘is related to‘ a calculated mean 
’ ’ ’ ’ value. The device also obtams a detection threshold. The 

(60) Provisional application No, 60/ 556,106, ?led on Mar, device determines if a security condition has occurred based 
24, 2004. on the sensed value and the detection threshold. 
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SYSTEM FOR MONITORING CONTAINERS 
OF MAINTAIN THE SECURITY THEREOF 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of co-pending 
prior US. patent application Ser. No. 11/087,794, ?led Mar. 
23, 2005, Which claims the bene?t of prior Provisional Patent 
Application No. 60/556,106 ?led on Mar. 24, 2004, the dis 
closures of Which are incorporated by reference. This appli 
cation further incorporates by reference US. patent applica 
tion Ser. No. 10/667,282, ?led on Sep. 17, 2003. 

BACKGROUND 

[0002] 1. Technical Field 
[0003] The present invention relates to a method of and 
system for monitoring the security of a container and, more 
particularly, but not by Way of limitation, to a method of and 
system for monitoring the security of intermodal freight con 
tainers throughout a supply chain to discourage or prevent 
such urgent problems as terrorism, and also illegal immigra 
tion, theft or adulteration of goods, and other irregularities. 
[0004] 2. History of the Related Art 
[0005] The vast majority of goods shipped throughout the 
World are shipped via What are referred to as intermodal 
freight containers. As used herein, the term “containers” 
includes any container (Whether With Wheels attached or not) 
that is not transparent to radio frequency signals, including, 
but not limited to, intermodal freight containers. The most 
common intermodal freight containers are knoWn as Interna 
tional Standards Organization (ISO) dry intermodal contain 
ers, meaning they meet certain speci?c dimensional, 
mechanical and other standards issued by the ISO to facilitate 
global trade by encouraging development and use of compat 
ible standardized containers, handling equipment, ocean-go 
ing vessels, railroad equipment and over-the-road equipment 
throughout the World for all modes of surface transportation 
of goods. There are currently more than 12 million such 
containers in active circulation around the World as Well as 
many more specialiZed containers such as refrigerated con 
tainers that carry perishable commodities. The United States 
alone receives approximately six million loaded containers 
per year, or approximately 17,000 per day, representing 
nearly half of the total value of all goods received each year. 
[0006] Since approximately 90% of all goods shipped 
internationally are moved in containers, container transport 
has become the backbone of the World economy. 
[0007] The sheer volume of containers transported World 
Wide renders individual physical inspection impracticable, 
and only approximately 2% to 3% of containers entering the 
United States are actually physically inspected. Risk of intro 
duction of a terrorist biological, radiological or explosive 
device via a freight container is high, and the consequences to 
the international economy of such an event could be cata 
strophic, given the importance of containers in World com 
merce. 

[0008] Even if suf?cient resources Were devoted in an effort 
to conduct physical inspections of all containers, such an 
undertaking Would result in serious economic consequences. 
The time delay alone could, for example, cause the shut doWn 
of factories and undesirable and expensive delays in ship 
ments of goods to customers. 
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[0009] Current container designs fail to provide adequate 
mechanisms for establishing and monitoring the security of 
the containers or their contents. A typical container includes 
one or more door hasp mechanisms that alloW for the inser 
tion of a plastic or metal indicative “seal” or bolt barrier 
conventional “seal” to secure the doors of the container. The 
door hasp mechanisms that are conventionally used are very 
easy to defeat, for example, by drilling an attachment bolt of 
the hasp out of a door to Which the hasp is attached. The 
conventional seals themselves currently in use are also quite 
simple to defeat by use of a common cutting tool and replace 
ment With a rather easily duplicated seal. 
[0010] A more advanced solution proposed in recent time is 
an electronic seal (“e-seal”). These e-seals are equivalent to 
traditional door seals and are applied to the containers via the 
same, albeit Weak, door hasp mechanism as an accessory to 
the container, but include an electronic device such as a radio 
or radio re?ective device that can transmit the e-seal’s serial 
number and a signal if the e-seal is cut or broken after it is 
installed. HoWever, the e-seal is not able to communicate With 
the interior or contents of the container and does not transmit 
information related to the interior or contents of the container 
to another device. 

[0011] The e-seals typically employ either loW poWer radio 
transceivers or use radio frequency backscatter techniques to 
convey information from an e-seal tag to a reader installed at, 
for example, a terminal gate. Radio frequency backscatter 
involves use of a relatively expensive, narroW band high 
poWer radio technology based on combined radar and radio 
broadcast technology. Radio backscatter technologies require 
that a reader send a radio signal With relatively high transmit 
ter poWer (i.e., 0.5-3W) that is re?ected or scattered back to 
the reader With modulated or encoded data from the e-seal. 

[0012] In addition, e-seal applications currently use com 
pletely open, unencrypted and insecure air interfaces and 
protocols alloWing for relatively easy hacking and counter 
feiting of e-seals. Current e-seals also operate only on locally 
authoriZed frequency bands beloW 1 GHZ, rendering them 
impractical to implement in global commerce involving inter 
modal containers since national radio regulations around the 
World currently do not alloW their use in many countries. 

[0013] Furthermore, the e-seals are not effective at moni 
toring security of the containers from the standpoint of alter 
native forrns of intrusion or concern about the contents of a 
container, since a container may be breached or pose a haZard 
in a variety of Ways since the only conventional means of 
accessing the inside of the container is through the doors of 
the container. For example, a biological agent could be 
implanted in the container through the container’s standard 
air vents, or the side Walls of the container could be cut 
through to provide access. Although conventional seals and 
the e-seals afford one form of security monitoring the door of 
the container, both are susceptible to damage. The conven 
tional seal and e-seals typically merely hang on the door hasp 
of the container, Where they are exposed to physical damage 
during container handling such as ship loading and unload 
ing. Moreover, conventional seals and e-seals cannot monitor 
the contents of the container. 

[0014] The utiliZation of multiple sensors for monitoring 
the interior of a container could be necessary to cover the 
myriad of possible problems and/or threatening conditions. 
For example, the container could be used to ship dangerous, 
radio-active materials, such as a bomb. In that scenario, a 
radiation sensor Would be needed in order to detect the pres 
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ence of such a serious threat. Unfortunately, terrorist menaces 
are not limited to a single category of threat. Both chemical 
and biological Warfare have been used and pose serious 
threats to the public at large. For this reason, both types of 
detectors could be necessary, and in certain situations, radia 
tion, gas and biological sensors could be deemed appropriate. 
One problem With the utilization of such sensors is, hoWever, 
the transmission of such sensed data to the outside World 
When the sensors are placed in the interior of the container. 
Since standard intermodal containers are manufactured from 
steel that is opaque to radio signals, it is virtually impossible 
to have a reliable system for transmitting data from sensors 
placed entirely Within such a container unless the data trans 
mission is addressed. If data can be effectively transmitted 
from sensors disposed entirely Within an intermodal con 
tainer, conditions such as temperature, light, combustible gas, 
motion, radio activity, biological and other conditions and/or 
safety parameters can be monitored. Moreover, the integrity 
of the mounting of such sensors are critical and require a more 
sophisticated monitoring system than the aforementioned 
door hasp mechanisms that alloW for the insertion of a plastic 
or metal indicative “seal” or bolt barrier conventional “seal” 
to secure the doors of the container. 
[0015] In addition to the above, the monitoring of the integ 
rity of containers via door movement can be relatively com 
plex. Although the containers are constructed to be structur 
ally sound and carry heavy loads, both Within the individual 
containers as Well as by virtue of containers stacked upon one 
another, each container is also designed to accommodate 
transverse loading to accommodate dynamic stresses and 
movement inherent in (especially) ocean transportation and 
Which are typically encountered during shipment of the con 
tainer. Current ISO standards for a typical container may 
alloW movement on a vertical axis due to transversal loads by 
as much as 40 millimeters relative to one another. Therefore, 
security approaches based upon maintaining a tight interre 
lationship betWeen the physical interface betWeen tWo con 
tainer doors are generally not practicable. 
[0016] It Would therefore be advantageous to provide a 
method of and system for: (i) monitoring the movement of the 
doors of a container relative to the container structure in a cost 

effective, alWays available, yet reliable fashion; (ii) providing 
for a data path for other security sensors placed in a container 
to detect alternative means of intrusion or presence of dan 
gerous or illicit cargo to receivers in the outside World. 

SUMMARY OF THE INVENTION 

[0017] These and other drawbacks are overcome by 
embodiments of the present invention, Which provides a 
method of and system for e?iciently and reliably monitoring 
a container to maintain the security thereof. More particu 
larly, one aspect of the invention includes a device for moni 
toring the condition of a container. The device includes a 
sensor for determining a distance or an angle value betWeen a 
door of the container and a frame of the container. The device 
also includes a microprocessor that establishes a baseline 
value that is related to a calculated mean value from at least 
tWo detections. The microprocessor is also adapted to de?ne 
a detection threshold and determine from the detection 
threshold and the distance or angle value Whether a security 
breach has occurred. 
[0018] In another aspect, the present invention relates to a 
device for determining Whether a security breach of a con 
tainer has occurred. The device includes a sensor for detecting 
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at least one of a distance condition and an angle condition of 
the container and its contents. A microprocessor is also 
included for receiving the at least one distance condition and 
angle condition from the sensor. The microprocessor also 
establishes a range of acceptable condition values, such that 
the range of acceptable condition values are related to normal 
?uctuations in the sensed conditions of the container and its 
contents experienced during transport. A de?ned condition 
threshold and the sensed condition are also used by the micro 
processor to determine the security condition of the container. 
[0019] In another aspect, the present invention relates to a 
method of detecting a security breach of a container. The 
method includes the steps of placing a proximity sensor adja 
cent a structural member and a door of the container, the 
proximity sensor obtaining a sensed value, converting the 
sensed value to a distance value via a data unit located Within 
the container, determining, by the data unit, Whether a secu 
rity breach of the door has occurred based on the distance 
value, communicating, by the data unit, a result of the deter 
mining step to an antenna interoperably connected to the data 
unit and located adjacent to and outside of the container, and 
transmitting, by the antenna, information relative to the com 
municating step. 
[0020] In another aspect, the present invention relates to a 
method of detecting a security breach of a container. The 
method includes the steps of sensing a distance or an angle 
betWeen a door of the container and a frame of the container 
and determining a baseline value being related to a calculated 
mean value from at least tWo detections. The method also 
includes de?ning a threshold value; and determining from the 
threshold value and the sensed value Whether a security 
breach has occurred. 

BRIEF DESCRIPTION OF DRAWINGS 

[0021] A more complete understanding of exemplary 
embodiments of the present invention can be achieved by 
reference to the folloWing Detailed Description of Exemplary 
Embodiments of the Invention When taken in conjunction 
With the accompanying DraWings, Wherein: 
[0022] FIG. 1A is a diagram illustrating communication 
among components of a system according to an embodiment 
of the present invention; 
[0023] FIG. 1B is a diagram illustrating an exemplary sup 
ply chain; 
[0024] FIG. 2A is a schematic diagram of a device accord 
ing to an embodiment of the present invention; 
[0025] FIG. 2B is a top vieW of a device according to an 
embodiment of the present invention; 
[0026] FIG. 2C is a side vieW ofa device according to an 
embodiment of the present invention; 
[0027] FIG. 2D is a ?rst perspective cut-aWay vieW of a 
device according to an embodiment of the present invention; 
[0028] FIG. 2E is a second perspective cut-aWay vieW of a 
device according to an embodiment of the present invention; 
[0029] FIG. 2F is a front vieW of a device according to an 
embodiment of the present invention; 
[0030] FIG. 2G is a back vieW ofa device according to an 
embodiment of the present invention; 
[0031] FIG. 2H is a bottom vieW ofa device according to an 
embodiment of the present invention; 
[0032] FIG. 2I is a top vieW of a device according to an 
embodiment of the present invention; 
[0033] FIG. 2] is a front vieW of the device of FIG. 2F as 
installed on a container; 
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