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SYNCHRONIZATION TEST FOR DEVICE
AUTHENTICATION

CLAIM OF PRIORITY UNDER 35 U.S.C. §119

[0001] This application claims the benefit of and priority to
commonly owned U.S. Provisional Patent Application No.
60/908,271, filed Mar. 27, 2007, and assigned Attorney
Docket No. 061886P1, the disclosure of which is hereby
incorporated by reference herein.

BACKGROUND

[0002] 1. Field

[0003] This application relates generally to wireless com-
munication and more specifically, but not exclusively, to syn-
chronization tests for device authentication.

[0004] 2. Background

[0005] Wireless devices may employ a pairing process in
an attempt to form a level of trust with one another in con-
junction with authenticating with each other or exchanging
cryptographic keys that may be used for services that are
protected by cryptographic techniques. For example, in Blue-
tooth, authentication between two devices may involve the
exchange of a passcode between the devices. In some imple-
mentations such a procedure may involve the use of a sophis-
ticated user interface for passcode input. Conversely, in
implementations that employ relatively simple user interface
devices for passcode input, the associated provisioning cost
may be relatively high. Moreover, a typical passcode used by
users may be four to eight digits long, which may not be
strong enough to prevent the security of the devices from
being compromised by conventional cryptanalysis.

[0006] Bluetooth V2.1 proposes using elliptic curve Diffie-
Hellman for key exchange. Here, based on a secret derived
from elliptic curve Diffie-Hellman, device authentication
may be based on numeric comparison or passkey entry. How-
ever, these methods may utilize a sophisticated user interface
and may be relatively susceptible to man-in-the-middle
attacks.

[0007] Near field communication technology also may be
used for device authentication. For example, near field com-
munication devices may be designed to perform a handshake
only when they are brought within a defined “touching” dis-
tance of each other. It may be possible, however, to design a
near field communication device with a custom antenna that
extends the working distance for the handshake. In this case,
an unauthorized person or device may be able to authenticate
with another device from relatively long range thereby
thwarting the security otherwise provided the requirement of
relatively close proximity of the devices. Consequently,
authentication that is based on a relatively small touching
distance as provided by near field communication may not
provide a sufficient level of security.

SUMMARY

[0008] A summary of sample aspects of the disclosure fol-
lows. It should be understood that any reference to aspects
herein may refer to one or more aspects of the disclosure.

[0009] The disclosure relates in some aspects authenticat-
ing devices or performing other similar operations based on
the ability of a human to synchronize the movements ofhis or
her fingers. For example, a person may be able to press or
release two buttons in a simultaneous manner or in a substan-
tially simultaneous manner. In contrast, it may be relatively
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difficult for an onlooker to anticipate and synchronize to the
timings of the finger movements of the other person. Conse-
quently, a pairing procedure for two wireless devices may
involve a synchronization test that is based on the relative
timing of actuations of input devices on each of the wireless
devices. Here, it is unlikely that an onlooker would be able to
press or release a button on his or her own wireless device in
an attempt to interfere with the pairing of the wireless devices
by the other person.

[0010] Insome aspects, for purposes of device authentica-
tion, presence management, or other operations a pair of
wireless devices may be deemed trustable with respect to one
another if the same person is physically holding the two
wireless devices. Consequently, when two wireless devices
being held by the same person communicate with each other,
amessage sent by a first one of the wireless devices relating to
a local synchronization event (e.g., actuation of a user input
device) at the first device may be deemed trustable by a
second one of the wireless devices that receives the message.
To ensure that the same person is holding the devices, the
receiving device verifies that the timing of the received mes-
sage is substantially synchronized with a similar local syn-
chronization event at the second device. Consequently, an
authentication or other similar procedure may involve deter-
mining whether an input device on a first device is actuated
(e.g., depressed and/or released) at substantially the same
time or times that an input device on a second device is
actuated.

[0011] The disclosure relates in some aspects to a synchro-
nization test that involves determining whether actuations of
user input devices on two different wireless devices occurred
within a defined time interval with respect to one another.
Here, a user may be instructed to simultaneously actuate a
user input device on each wireless device. A first one of the
wireless devices may determine the actuation time associated
with a second one of the wireless devices based on the time at
which the first device receives a message from the second
device relating to the actuation of the second device. The first
device may thus compare the actuation time of its user input
device with the time it received the message from the second
device. The second device may perform a similar synchroni-
zation test. In the event the synchronization tests pass on both
devices, the devices may authenticate one another. In some
aspects a cryptographic key agreement scheme may be
employed in conjunction with the synchronization tests. In
addition, in some aspects the synchronization tests may be
based on the timings of more than one actuation of each user
input device.

[0012] The disclosure relates in some aspects to a synchro-
nization test that involves comparing time intervals between
multiple actuations of user input devices on two different
wireless devices. Here, a user may be instructed to simulta-
neously actuate a user input device on each wireless device in
a repeated (e.g., random) manner. That is, the user may
repeatedly actuate each user input device at the same time. In
this way a set of time intervals corresponding to the times
between actuations will be defined on each wireless device.
Each of the devices may then send a commitment value (e.g.,
ahash code or a message authentication code) that is based on
its set of time intervals to the other device. The description
that follows describes the use of a hash value, a message
authentication code or other schemes to illustrate sample
ways to implement a commitment scheme. It should be appre-
ciated that other cryptographic techniques may be used to
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generate a commitment value in accordance with the teach-
ings herein. As one step ofthe verification process, each of the
devices may compare an actuation time of its user input
device with the time it received the commitment (e.g., hash)
message from the other device. Assuming this step of the
verification process passes, after a delay period the devices
may each send its set of time intervals to the other device. In
this way, in another step of the verification process the devices
may determine whether corresponding pairs of time intervals
from each of the two sets of time intervals are sufficiently
similar. In addition, in yet another step of the verification
process, the devices may generate a commitment (e.g., hash)
value based on the set of time intervals it received from the
other device and compare that commitment value with the
commitment value it previously received from the other
device to verify that both received messages relate to the same
set of time intervals. In the event the synchronization tests
pass on both devices, the devices may authenticate one
another.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] These and other aspects of the disclosure will be
more fully understood when considered with respect to the
following detailed description, appended claims, and accom-
panying drawings, wherein:

[0014] FIG. 1 is a simplified block diagram of several
sample aspects of a communication system comprising wire-
less devices;

[0015] FIG. 2 is a flowchart of several sample aspects of
operations that may be performed to authenticate two or more
devices;

[0016] FIG.3,including FIGS. 3A and 3B, is a flowchart of
several sample aspects of operations that may be performed to
pair two wireless devices based on the time difference
between an actuation of a user input device of each wireless
device;

[0017] FIG. 4 is a simplified block diagram of several
sample aspects of a wireless device;

[0018] FIG.5, including FIGS. 5A and 5B, is a flowchart of
several sample aspects of operations that may be performed to
pair two wireless devices based on differences between time
durations defined by a series of actuations of a user input
device of each wireless device;

[0019] FIG. 6 is a simplified diagram of sample timing
relating to the operations of FIG. 5;

[0020] FIG. 7 is a simplified block diagram of several
sample aspects of communication components; and

[0021] FIG. 8 is a simplified block diagram of several
sample aspects of an apparatus configured to support a syn-
chronization test.

[0022] The various features illustrated in the drawings may
not be drawn to scale and may be simplified for clarity. Con-
sequently, the drawings may not depict every aspect of a
particular apparatus (e.g., device) or method. In addition,
similar reference numerals may be used to denote similar
features herein.

DETAILED DESCRIPTION

[0023] Various aspects of the disclosure are described
below. It should be apparent that the teachings herein may be
embodied in a wide variety of forms and that any specific
structure, function, or both being disclosed herein is merely
representative. Based on the teachings herein one skilled in
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the art should appreciate that an aspect disclosed herein may
be implemented independently of any other aspects and that
two or more of these aspects may be combined in various
ways. For example, an apparatus may be implemented or a
method may be practiced using any number of the aspects set
forth herein. In addition, such an apparatus may be imple-
mented or such a method may be practiced using other struc-
ture, functionality, or structure and functionality in addition
to or other than one or more of the aspects set forth herein. As
an example of the above, as discussed below first and second
actuation timing-related indications may be compared to
determine whether at least one time of actuation of a first user
input device is sufficiently similar to at least one time of
actuation of a second user input device. In some aspects each
of'the at least one time of actuation of the firstand second user
input devices relates to a single time of actuation of each input
device. In contrast, in some aspects each of the at least one
time of actuation of the first and second user input devices
relates to a set of time intervals defined by a series of actua-
tions of each of the input devices.

[0024] FIG. 1 illustrates sample aspects of a communica-
tion system 100 where a first wireless device 102 may be
paired with a second wireless device 104. This pairing may be
performed in conjunction with, for example, an authentica-
tion procedure relating to establishing communication
between the devices 102 and 104, a presence management
operation that involves the devices 102 and 104, or some other
operation that involves an interaction between the devices
102 and 104 where the interaction is predicated on a deter-
mination that the other device is trustworthy. For conve-
nience, FIG. 1 and the discussion that follows may generally
refer to a pairing process between two wireless devices. It
should be appreciated, however, that the teachings herein may
be adaptable to creating trust between more than two devices
and that such devices need not be wireless.

[0025] Sample operations of the system 100 will be dis-
cussed in more detail in conjunction with the flowchart of
FIG. 2. For convenience, the operations of FIG. 2 (or any
other operations discussed or taught herein) may be described
as being performed by specific components (e.g., system
100). It should be appreciated, however, that these operations
may be performed by other types of components and may be
performed using a different number of components. It also
should be appreciated that one or more of the operations
described herein may not be employed in a given implemen-
tation.

[0026] Asrepresented by block202 of FIG. 2, at some point
in time a decision may be made to pair the devices 102 and
104. As an example, a user may wish to use a wireless headset
(e.g., device 104) with his or her cell phone (e.g., device 102).
Here, it may be desirable to ensure that any communication
between the headset and the cell phone remains private.
Accordingly, in conjunction with the pairing operation the
devices 102 and 104 may exchange one or more crypto-
graphic keys that are then used to secure (e.g., encrypt) any
messages sent between the devices 102 and 104. Before
exchanging such keys, however, each device 102 and 104
may wish to ensure that it is communicating with the intended
device and not some other unauthorized device that may be
attempting to compromise communication of either one or
both of the devices 102 and 104. Accordingly, in accordance
with some aspects ofthe disclosure a pairing process based on
one or more synchronization tests may be employed to enable
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the devices 102 and 104 to verify whether they are indeed
communicating with a trusted device.

[0027] In some aspects the pairing mode may be initiated
through the use of user interfaces 106 and 108 of the devices
102 and 104, respectively. For example, a user may actuate
input devices 110 and 112 of the user interfaces 106 and 108,
respectively, to commence the pairing mode. In conjunction
with these operations, the user interfaces 106 and 108 may
respectively include output devices 114 and 116 that provide
one or more indications relating to the progress of the pairing
mode operations. As an example, once the devices 102 and
104 are ready to commence a synchronization test an appro-
priate indication may be generated by one or both of the
output devices 114 and 116 to inform the user that he or she
should simultaneously actuate the input devices 110 and 112.

[0028] The user interfaces 106 and 108 may be imple-
mented in a variety of ways. For example, in some implemen-
tations, each device 102 and 104 has a user input device (e.g.,
a button-type switch) and at least one of the devices 102 and
104 has a relatively simple user output device (e.g., a LED).
As an example, a device 102 (e.g., a mobile phone) may have
akeypad and a display screen that may serve as the user input
device 110 and the user output device 114, respectively. The
device 104 may then simply employ a button or some other
user input device 112 that the user may actuate in conjunction
with the actuation of the keypad. In this case, an indication
may be provided on the display screen to inform the user
when to commence simultaneous actuation of the input
devices 110 and 112.

[0029] In general, auser input device may comprise one or
more of a variety of components that enable a user to provide
some form of input to an associated device. For example, the
user input device may comprise one or more switches such as
a pushbutton or a keypad. The user input device also may
comprise a touch-screen, a touchpad, or other similar input
mechanism. The user input device may comprise a pointing
device such as a mouse, trackball, an electronic pen, a point-
ing stick, etc. The user input device also may be adapted to
receive other forms of input such as an audio (e.g., voice)
input, an optical-based input, an RF-based input, or some
other suitable form of input.

[0030] As represented by block 204 of FIG. 2, each of the
devices 102 and 104 provide one or more indications relating
to the timing of one or more actuations of its respective input
device. For example, as will be discussed in more detail in
conjunction with FIG. 3, this indication may relate to the time
at which an input device was actuated. Alternatively, as will
be discussed in conjunction with FIG. 5, this indication may
relate to a set of time intervals defined by multiple actuations
of an input device.

[0031] To enable each device to compare its actuation tim-
ing with the actuation timing of the other device, each of the
devices may transmit one or more indications relating to its
actuation timing to the other device. For example, upon actua-
tion of the input device 110 a transceiver 118 (e.g., including
transmitter and receiver components) of the device 102 may
transmit a message to a similar transceiver 120 of the device
104 to indicate that the input device 110 has been actuated. In
addition, the indication may include information relating to
the timing of that actuation (e.g., the time of actuation or a set
of time intervals defined by multiple actuations). As dis-
cussed below conjunction with FIG. 5, the indication also
may comprise a commitment value (e.g., a hash code or a
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message authentication code) that is based on a set of time
intervals generated at block 204.

[0032] As represented by block 206, the device 104 (e.g.,
the transceiver 120) may thus receive one or more indications
from the device 102 relating to the timing of one or more
actuations for the device 102, and vice versa. As mentioned
above, in some implementations the indication of block 206
may simply comprise the time at which a message was
received from the other device.

[0033] Asrepresented by block 208, authentication proces-
sors 122 and 124 on each device may then compare one or
more indications relating to its actuation timing with one or
more received indications that relate to the actuation timing of
the other device. For example, as discussed below conjunc-
tion with FIG. 3 the authentication processor 124 may use the
time of receipt of the message from the device 102 as an
indication of the time of actuation ofthe input device 110. The
authentication processor 124 may then compare that time of
receipt with the time of actuation of its input device 112 to
determine whether the actuations were sufficiently synchro-
nized. Alternatively, as discussed below conjunction with
FIG. 5 the authentication processor 124 may compare a
received set of time intervals with its own set of time intervals
and/or compare commitment (e.g., hash) values generated
from these different sets of time intervals. In some implemen-
tations the above comparison operations may employ one or
more time duration threshold values that define maximum
allowable deviations between the timings of the indications of
the two devices. Concurrently with the above operations, the
authentication processor 122 may perform similar compari-
son operations for its indication(s) and the indication(s) that it
receives from the device 104.

[0034] Asrepresented by block 210, if the results above the
above synchronization tests indicate that there is a sufficient
probability that the input devices 110 and 112 were actuated
by the same person, the devices 102 and 104 may complete
the pairing process. For example, in some implementations
the authentication processor 122 of the device 102 may
authenticate the device 104, and the authentication processor
124 of the device 104 may authenticate the device 102. In
conjunction with this operation or at some other point in time,
the devices 102 and 104 may exchange or otherwise cooper-
ate to create one or more cryptographic keys to facilitate
secure communications between the devices or to facilitate
some other form of device interaction.

[0035] In some implementations the synchronization test
may be performed before the commencement of an authenti-
cation procedure (e.g., as a prerequisite to commencing an
authentication procedure) or as part of an authentication pro-
cedure. In addition, in some implementations a synchroniza-
tion test may serve as both a prerequisite to an authentication
procedure and form a part of an authentication procedure.

[0036] With the above overview in mind, additional details
relating to one type of synchronization test will be discussed
in conjunction with the flowchart of FIG. 3. In general, the
blocks on the left side of FIG. 3 relate to operations that may
be performed by a wireless device (e.g., device 102 of FIG. 1)
that initiates the pairing mode while the blocks on the right
side of FIG. 3 relate to operations that may be performed by
another wireless device (e.g., the device 104 of FIG. 1) that
responds to the initiation of the pairing mode. Here, it should
be appreciated that the specific sequence of operations
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depicted in FIG. 3 is for illustration purposes only, and that
different circumstances may involve different sequences of
operations.

[0037] For illustration purposes, the operations of FIG. 3
will be discussed in the context of being performed by various
components of a wireless device 400 as shown in FIG. 4. It
should be appreciated, however, that the illustrated compo-
nents of the wireless device 400 are merely representative of
components that may be employed here and that one or more
of the operations of FIG. 3 may be performed by or in con-
junction with other suitable components.

[0038] In addition, for convenience the operations of both
an initiator device and responder device will be discussed in
conjunction with the single wireless device 400 depicted in
FIG. 4. Thus, while the discussion below will refer to similar
components it should be understood that the initiator device
and the responder device will comprise separate devices 400.

[0039] At blocks 302 and 304 the two devices are set to
pairing mode. In some implementations pairing mode may be
initiated by a user using a user interface (e.g., interface 106 in
FIG. 1) to invoke the corresponding functionality on the
device (e.g., device 102). Here, an underlying protocol may
enable each device to: (1) find its peer; and (2) determine
which device is the initiator and which is the responder. The
designations of initiator and responder may be determined in
various ways. For example, in some implementations the
responder is the device with a user interface (e.g., an LED). In
some implementations the devices may each generate a ran-
dom number whereby the device that generates, for example,
the larger number is selected as the initiator.

[0040] In FIG. 4 the initiation of the pairing mode may be
accomplished, for example, through the use of a pairing mode
controller 402 that receives an input from an input device 404,
causes an appropriate indication to be provided on an output
device 406 (if applicable), and transmits an appropriate indi-
cation to another device via a transmitter 408 (if applicable).
For example, at least one of the initiator and responder
devices may inform the user that it is in pairing mode (e.g.,
LED blinking). In some implementations pairing mode may
simply be initiated by the user pressing the same user input
devices (e.g., buttons) that are used for the synchronization
operations. In other implementations a wireless device may
support other techniques (e.g., menu selection) to enable pair-
ing mode.

[0041] Insomeimplementations similar operations may be
performed here by the responding devices. Alternatively, one
of'the devices may simply be set to pairing mode upon recep-
tion of an appropriate message from the other device. In this
case, a receiver 410 may receive the message from the other
device and provide the associated information to the pairing
mode controller 402 that invokes pairing mode operations on
that device (e.g., device 104).

[0042] Thedevices 102 and 104 may be in pairing mode for
a designated period of time (e.g., for T, .57 Seconds).
This time period may be defined large enough so that both
devices may enter pairing mode without synchronization.
[0043] Insome implementations the initiator device and/or
the responder device may generate an indication to inform the
user when to commence actuating the input devices of the
initiator and responder devices. Such an indication may com-
prise, for example, a visual command on a display, a specific
configuration of lighting elements (e.g., turning on or turning
off LEDs), a vibration, or an audio command.
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[0044] At block 306 the initiator device waits until its local
input device (e.g., device 404) has been actuated. As men-
tioned above, in some implementations this may involve a
user pressing a button of the initiator device at the same time
he or she presses a button on the responder device. Once the
initiator device detect the local actuation event, at block 308
a timing indicator 412 and the transmitter 408 of the initiator
device cooperate to transmit a pair-request message to the
responder device. The receiver 410 of the responder device
receives this pair-request message as represented by block
310. As mentioned above, this time at which this message is
received may serve as an indication as to the timing of the
actuation at block 306.

[0045] Similar to the initiator device operation of block
306, at block 312 the responder device waits until its local
input device (e.g., device 404) has been actuated. In practice,
the detection operation of block 312 may be made before or
after the pair-request message is received at block 310,
depending on the relative timings of the actuations of the
devices and the processing time for each device to identify an
actuation and to process the pair-request message.

[0046] At block 314 a comparator 414 of the responder
device compares the timing of the actuation of block 312 with
the timing of the receipt of the request message at block 310.
The operation may involve, for example, determining the
difference between these two timings and comparing the
resulting difference with a threshold.

[0047] For example, assuming the button was pressed
(block 312) before the pair-request message was received,
upon receipt of the pair-request message the comparator 414
may compare the current time t with the recorded timing of a
button-pressing event at block 312, denoted by T

resp__button__

Thus, the synchronization test of blocks 314 and 316

pressing’

may comprise determining whether: 1t=T,.,, ,.u0n
pressingl <Tmax'
[0048] Here, T,,,, denotes the maximal allowable time

interval between t and T,..,, s..ron_pressing When the two but-
tons are pressed by the same person. In some implementa-
tions T,,,. may be on the order of, for example, less than 0.1
seconds. Here, the message transmission delay may be
ignored because it typically is much smaller than T,,,,.. The
button sensing delay may, in large part, be compensated at the
other wireless device.

[0049] As represented by block 316, if the synchronization
test did not pass the responder device transmits a pair-deny
message at block 318 to the initiator device. The operations of
both devices may then go back to the beginning of the pairing
process. In this case, there may be no change in the user
interface (e.g., LED still blinking).

[0050] If, on the other hand, the synchronization test did
pass at block 316, the pairing process may continue. In some
implementations the synchronization test involves multiple
actuations by the user. For example, a subsequently detected
actuation may involve the user releasing the buttons. Conse-
quently, one or both of the devices may inform the user to
keep holding the buttons (e.g., as indicated by maintaining the
LED continuously ON). It should be appreciated here that
similar functionality may be provided in other ways (e.g., by
waiting for the local button to be pressed again).

[0051] At block 320 the responder device than waits for a
defined period of time before performing the next operation
(e.g., waiting for another actuation). Similarly, as represented
by block 322, the initiator device waits for the defined period
of time after transmitting a message at block 308 before
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performing its next operation (e.g., waiting for another actua-
tion). Here, the defined period of time may comprise a fixed
time Tpzp plus a random time T, p-

[0052] At block 324 the responder device waits until its
local button is released. Here, at the expiration of the time
period of block 320, the responder device may inform the user
to simultaneously release the two buttons (e.g., LED blink-
ing).

[0053] As represented by block 326, once the local actua-
tion is detected at block 324, the responder device transmits a
pair-acknowledgment message to the initiator device. Again,
this operation may be performed by the cooperation of the
timing indicator 412 and the transmitter 408 of the responder.
[0054] The receiver 410 of the initiator device receives this
pair-acknowledgement message as represented by block 328.
The time at which this message is received may thus serve as
an indication as to the timing of the actuation at block 324.
[0055] As represented by block 330, the initiator device
waits until its local input device (e.g., device 404) has again
been actuated. As mentioned above, in some implementations
this may involve the user releasing a button or performing
some other suitable act. In practice, the detection operation of
block 330 may occur before or after the pair-request message
is received at block 328.

[0056] At block 332 the comparator 414 of the initiator
device compares the timing of the actuation of block 330 with
the timing of the receipt of the acknowledgment message at
block 328. Again, this operation may involve determining the
difference between these two timings and comparing the
resulting difference with a threshold. For example, the initia-
tor device may compare the current time t with the recorded
time of, for example, the local button releasing event, denoted
by T, tusion_reteasing: 1 D€ Synchronization test at blocks 332
and 334 may thus involve determining whether: 1t-T,, ., ;..
to"?releasingl <T
[0057] As represented by block 334, if the synchronization
test did not pass, at block 336 the initiator device transmits a
pair-deny message to the responder device. The pairing pro-
cess may then be aborted.

[0058] If, on the other hand, the synchronization test did
pass at block 334, the cryptographic processor component
416 may optionally perform a key agreement calculation at
block 338. This operation may relate to, for example, provid-
ing one or more keys for use in subsequent operations of the
initiator and responder devices.

[0059] At block 340 the initiator device may transmit a
pair-confirm message to the responder device. In some imple-
mentations this message may include authentication-related
information (e.g., that is used to generate a key to be used for
subsequent secure operations). In the event this message is
notreceived at the responder device the current pairing opera-
tion is aborted as represented by block 342.

[0060] On the other hand, if the confirmation message is
received a block 342, the responding device may optionally
perform its own key agreement calculation at block 344.
Here, the pair-request and pair-acknowledgement messages
may have their own payloads. Consequently, a key to be used
for securing subsequent operations may be generated from
them. The key agreement scheme may be a Ditfie-Hellman
algorithm or any entropy mixing scheme (e.g., SHA-256
(payloadl|payload2)). When a Diffie-Hellman algorithm is
used, the payload may comprise the sender’s public key infor-
mation and the confidentiality of the exchange key is pro-
tected. For example, the pair-request message may include

max*
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the initiator’s public key and the pair-acknowledgement mes-
sage may include the responder’s public key.

[0061] As represented by blocks 346 and 348 the initiator
and responder devices may then successfully terminate the
pairing mode. Here, the responder device may inform the user
of'a successful pairing (e.g., the LED is continuously ON for
a period of time, and is then turned OFF). An authenticator
component 418 of each device may then perform any other
operations that need to be performed in conjunction with
authenticating these devices to one another.

[0062] It should be appreciated that various modifications
may be made to one or more of the above operations. For
example, holding the buttons may not be considered neces-
sary, or multiple clicks of buttons may be used for additional
assurance.

[0063] A number of advantages may be provided through
the use of the above pairing operations. For example, if a
hacker wants to launch a man-in-the-middle attack, the
hacker has to send pair-request or pair-confirm synchronized
with the two target devices. Since the two target devices are
being physically held by their real owner, it is highly unlikely
that the hacker can figure out the right timing to send these
messages. That is, one person can click the buttons within a
time limit that is much smaller than the normal human reac-
tion time. Consequently, by the time an observer sees a button
being pressed and tries to press the button on their intruding
device, it will be too late.

[0064] A hacker also may mount an attack that involves
sending a large number of fake pair-request or pair-confirm
messages continuously with the intent that one of them is
received within the legal time interval. To thwart such an
attack, the receiver of the target device (either the initiator or
the responder) may only record the first valid message from
the other end and may reject (e.g., ignore or discard) the
repeated messages of the same type. By doing so, only the
first of these fake messages will be recorded. In this case,
however, it is unlikely that this fake message will be received
within the legal time interval. For example, the fake message
would likely be received before actuation of a receiving
device’s input device.

[0065] Referring now to FIG. 5, another type of synchro-
nization test that is based on time intervals between actuations
will be treated in detail. In a similar manner as above, the
operations of FIG. 5 will be discussed in the context of the
wireless device 400. Again, it should be appreciated that the
referenced components are merely representative and that the
operations of FIG. 5 may be performed by or in conjunction
with other suitable components.

[0066] FIG. 6 illustrates sample timing relationships
between messages that may be transmitted between a pair of
wireless device (e.g., devices 102 and 104) in conjunction
with, for example, the operations of FI1G. 5. Briefly, at blocks
602 and 604 these operations involve detection of a local
button event by each device (designated device A and device
BinFIG. 6). In this case, the local button events at the devices
A and B relate to a series of actuations that define a set of time
intervals (designated AT, -AT, and AT', -AT",, respectively).
In this example, upon detection of the local button event, each
device generates a message authentication code (“MAC”)
based on the corresponding set of time intervals and a cryp-
tographic key K, and transmits the message authentication
code to the other device as represented by the arrows 606 and
608. Each of the devices A and B then waits for a defined
period of time (Ta and T'ar, respectively) to receive a message
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from the other device. In the event the verification tests asso-
ciated with these messages passes (as be discussed in more
detail below in conjunction with FIG. 5), device A and device
B wait for another defined period of time (T and T'f, respec-
tively), then transmit messages relating to their respective set
of time intervals as represented by the arrows 610 and 612.
[0067] Sample operations that may be performed by wire-
less devices A and B will now be discussed in more detail in
conjunction with FIG. 5. Since the operations of these devices
are complementary, FIG. 5 simply depicts the operations of
one of the wireless devices.

[0068] At block 502 the wireless devices commence the
pairing procedure. These operations may be similar to the
pairing commencement operations discussed above in con-
junction with blocks 302 and 304.

[0069] Atblock 504 the wireless devices may exchange key
information or otherwise cooperate to enable each wireless
device to obtain one or more keys to be used in conjunction
with the pairing operation. In some implementations the
operations of block 504 are performed before the commence-
ment of the pairing procedure. Here, the cryptographic pro-
cessors 416 (FI1G. 4) of the devices may cooperate to generate
a key K to be used to generate message authentication codes.
In general, the devices determine the value K in a manner that
ensures that no other device may establish an identical key
with both of these devices.

[0070] One method of generating such a key is this is
through the use of a Diffie-Hellman key agreement. As noted
above, the key K used in the message authentication code is
determined by both sides of the key exchange. Thus, a man-
in-the-middle could try to set up this protocol separately with
the two devices. However, when the Diffie-Hellman key
exchange is used, it is relatively infeasible for the man-in-the-
middle to establish the same key K for two separate processes.
Here, replaying the same message authentication code
between the two targets would fail.

[0071] To save manufacturing cost, the two devices may
use ephemeral Diffie-Hellman keys to derive the key K. By
doing so, each device may generate a Diffie-Hellman key pair
when it boots up or each time before device authentication is
required. Also, in devices with restricted memory and com-
putation power, elliptic curve Diffie-Hellman may be used for
key exchange.

[0072] To perform device authentication, or some other
operation, the user again physically holds the two devices
(e.g., one in each hand). The user then picks several random
timings to simultaneously press and/or release a button on
each device.

[0073] At block 506 the timing indicator 412 of each wire-
less device detects the series of actuations at its respective
input device (e.g., device 404) and defines a respective set of
time intervals. Here, there are two sequences of timings, one
recorded by device A: (T, T;, T, . . ., T,), and another
recorded by device B: (T',, T';, T'5, .. ., T').

[0074] Two sequences of time differences may thus be
computed from these series of timings for device A and device
B, respectively: (AT, AT,, ..., AT,) and (AT, AT',, . . .,

AT'), where AT=T,-T,, and AT =T'-T,,, where
(1=i=N).
[0075] Each time interval in a set thus indicates the amount

oftime that elapsed between unique pairs of successive actua-
tions. For example, the first time interval in a set may corre-
spond to the elapsed time between the first actuation and the
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second actuation. The second time interval in a set may then
correspond to the elapsed time between the second actuation
and the third actuation.

[0076] Although the two devices may not have synchro-
nized clocks, the two sequences of time differences should
contain very similar values since these button events are trig-
gered by two fingers that are well synchronized by a human
being. Consequently, their difference (AT,-AT',) should be
less than a threshold, AT,

[0077] At block 508 a commitment generator 420 (e.g., a
hash or message authentication code generator) of each wire-
less device generates a commitment value (e.g., hash code or
message authentication code) or performs some other suit-
able operation based that device’s set of time intervals. For
example, in some implementations the wireless device A
generates a message authentication code based on (AT, ||AT,||
.. . ||AT,) and K while the wireless device B generates a
message authentication code based on (AT'||AT',|| . . . ||[AT'y)
and K. Here, “|[” denotes concatenation, and all time differ-
ences may be expressed as bit strings. It should be appreciated
that in other implementations the time interval data may be
manipulated in other ways (e.g., summed). In addition, it
should be appreciated that the commitment generator 420
may implement other types of keyed hash algorithms includ-
ing, for example, HMAC or may implement a block cipher in
CBC-MAC or CMAC mode.

[0078] Insomeaspects, acommitment scheme may involve
generating a commitment based on a “secret” such as the time
intervals and, optionally, other data to be authenticated and
providing the commitment to another device. The other
device performs complementary operations. Here, it may be
impossible or impractical for a device to determine the
“secret” of the other device based on the received commit-
ment. Thus, a given device may not use the other device’s
“secret” to generate its commitment. After the above
exchange, a subsequent verification operation involves send-
ing the “secret” (e.g., the time intervals) to the other device. In
this way, each device may use the “secret” and the commit-
ment it received to authenticate the other device.

[0079] In general, the operations of block 508 (and block
530 discussed below) relate to performing a cryptographic
operation on the data to be transmitted. Consequently, similar
functionality may be provided through the use of other cryp-
tographic techniques such as a digital signature. Thus, in this
case the commitment generator 420 may comprise a digital
signature generator.

[0080] Atblock 510 each wireless device transmits its com-
mitment (e.g., message authentication code) to the other wire-
less device. In some aspects this message comprises an indi-
cation relating to the timing of the actuations of block 506.
This transmission may be asynchronous with respect to the
other wireless device. That is, the time at which one wireless
device transmits its message authentication code may not be
based on the time at which the other wireless device transmits
its message authentication code.

[0081] As represented by block 512, each device waits to
receive a commitment (e.g., message authentication code)
from the other device. For example, in the event the message
authentication code is not received within a defined period of
time the process may be aborted as represented by block 514
(e.g., and the process is restarted from button event detection).
In some implementations the operations of block 512 involve
the comparator 414 determining the time difference between
atimerelating to the actuation times (e.g., the last local button



US 2008/0240440 Al

event time T, or T',) and the time of receipt of the incoming
message authentication code at block 512. In some aspects,
this difference value must be less than a predefined threshold
AT,,. The incoming message authentication code for device A
may thus be deemed valid if: (T -Tr)<AT .. Similarly,
the incoming message authentication code for device B may
be deemed valid if: (T'-T",)<AT

[0082] As represented by block 516, the process may be
aborted in the event the two devices send identical commit-
ments (e.g., message authentication codes) to each other. In
this way, the pairing scheme prevents another device from
simply transmitting back, for example, a message authenti-
cation code that it received from either device A or device B
(e.g., in an attempted “replay attack™).

[0083] If the incoming message authentication code is
valid, at block 518 each device remains idle until more than a
defined period of time (e.g., AT, _,,,) elapses after a desig-
nated time relating to the corresponding actuation times (e.g.,
the last local button event Ty, or T'y). Here, AT, may be
defined to be less than orequal to AT_,,,,,.- Thus, for device A:
(Tg=Tx)>ATg_,,» and for device B: (T'g=T'3)>ATg ;.-
[0084] The use of timing constraints as described above
may prevent a man-in-the-middle attack where the attacker
fails in authentication with one target but obtains the genuine
sequence of time differences. In such a case, the attacker
could try to use this sequence to authenticate to the other
target. However, the man-in-the-middle will not pass the tim-
ing check for T, and T because it is too late to send the
correct message authentication code. That is, under the
scheme set forth above a device will not transmit its set of
time intervals (line 610 or 612 in FIG. 6) until it receives a
commitment such as the message authentication code (line
606 or 608 in FIG. 6) from the other device.

[0085] Atblock 520 each wireless device transmits its set of
time intervals to the other side for verification. As represented
by block 522, each wireless device thereby receives the cor-
responding set of time intervals from the other device. This
message thus comprises an indication relating to the timing of
the actuations of block 506.

[0086] At block 524 the comparator 414 calculates the dif-
ference between corresponding time intervals of each set of
time intervals. For example, the comparator 414 determines
the difference in time between the first time interval in the set
of'intervals generated at device A and the first time interval in
the set of intervals generated at device B. A similar time
difference may then be calculated for each time interval in
each set.

[0087] At block 526 the comparator 414 generates a veri-
fication count based on these time differences. As an example,
the operations of blocks 524-528 may take the form of Equa-
tion 1.

a-max*

n EQUATION 1
D JUAT, = AT/, ATy = m
i=1

where F(x, y) returns 1 if x<y and 0 if x=y.

[0088] Here, the defined value mis the minimum number of
successful tests that is deemed acceptable to pass the verifi-
cation process (m=n). In other words, this test determines
whether an acceptable number of the time differences are
within the range defined by AT,,,. At block 528, in the event an
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acceptable number of the time differences are not within the
range defined by AT,,, the pairing process may be aborted.
[0089] Onthe other hand, ifthe synchronization test passed
at block 528, the wireless device may verify that a commit-
ment (e.g., message authentication code) generated from the
set of time intervals received at block 522 matches the com-
mitment (e.g., message authentication code) received at block
512. For example, at block 530 the message authentication
code generator 420 may generate a message authentication
code based on the set of time intervals received at block 522
and the key K. The comparator 414 may then compare this
message authentication code with the message authentication
code received from the other wireless device at block 512.
Exchanging the message authentication code at the beginning
of'the protocol (e.g., at blocks 510-512) may thereby prevent
either side from cheating. For example, once the message
authentication code is transmitted, it may be infeasible to find
another input message (e.g., sequence of time differences)
with the same message authentication code.

[0090] At block 532, if the commitment (e.g., message
authentication code) based on the incoming message from
block 522 does not match the commitment (e.g., message
authentication code) from block 512, the pairing process may
be aborted. Otherwise, the other wireless device may be
deemed successfully authenticated (block 534).

[0091] Various advantages may be achieved through the
use of the teachings herein. For example, in some aspects the
techniques taught herein may be employed to prevent a mali-
cious device from capturing finger movement timings
through eavesdropping and analysis of wireless traffic during
device pairing. In some aspects an implementation based on
the teachings herein may not require complicated protocol or
high cost device provisioning.

[0092] The use of the MAC associates the key K with the
device authentication process. As a result, K is authenticated
atblock 534 as well. In other words, K may have been initially
exchanged between devices that did not trust one another. By
using K in the message authentication code, however, K is
authenticated by the above distance-based authentication
whereby trust derives from the same person operating the
devices. Once authenticated, K may be used for subsequent
cryptographic operations (e.g., encryption, authentication,
and so on).

[0093] It should be appreciated that a commitment opera-
tion may be implemented in a variety of ways. For example,
cryptographic operations other than MAC-based operations
may be employed here. In addition, any of the operations
taught herein may be used to associate additional data for
authentication. Also, a pre-shared secret key K may not be
required. For example, the commitment value can be the hash
of (time intervals ||Diffie-Hellman public key ||device identi-
fier) so that the Diffie-Hellman public key and the identifier of
the other device are authenticated at block 534. An advantage
of such an approach is that a time consuming and computa-
tionally intensive key exchange (e.g., a Diffie-Hellman opera-
tion to provide K to each device) need not be performed until
after the devices authenticate one another. Also, it should be
appreciated that the commitment may be based on any type of
data that needs to be authenticated. Thus, the above MAC
operation may be based on other data in addition to or other
than one or more of the pre-shared key K, the public key, and
the device ID discussed above.

[0094] In some implementations a commitment scheme
may employ encryption and decryption operations. For
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example, the commitment scheme may involve using a key to
encrypt a secret (e.g., time interval information). The result-
ing cipher text is transmitted to another device. Once the
complementary cipher text is received from the other device,
the key is transmitted to the other device. Each device may
then use the key it receives to decrypt the received cipher text
to thereby obtain the “secret” of the other device. This
restored “secret” may then be compared with the received
“secret” (e.g., the time intervals) to authenticate the other
device.

[0095] In some implementations a commitment may be
based on information that is provided to prevent a replay
attack. For example, a first device may generate a MAC based
on the time intervals and some type of information (referred
to as a device identifier in the following discussion) that
distinguishes the first device (e.g., an initiator) from a second
device (e.g., aresponder). The first device transmits the MAC
to the second device that is expected to perform a comple-
mentary operation. After receiving a MAC from the other
device, each device transmits its device identifier (e.g., “0” for
the first device and “1” for the second device) in the clear. For
example, the device identifier may be transmitted in the plain
text of the MAC message (e.g., at block 510 in FIG. 5) or
along with the time interval information. Thus, if the second
device attempts to “replay” the first device’s MAC back to the
first device, this will be apparent because the MAC from the
second device will be based on the wrong device identifier
(e.g., “0”). Similarly, in conjunction with the replay the sec-
ond device may transmit the device identifier of the first
device (e.g., “0”) in the clear. In this case, the first device may
readily determine that this is a replay upon checking the
device identifier. Referring to FIG. 5, the operation of block
516 (or some other block) may thus be replaced (or aug-
mented) with checking the received device identifier to make
sure that it is different than the device identifier of the device
performing the check (e.g., the first device above).

[0096] The teachings herein may be incorporated into a
device employing various components for communicating
with at least one other device. FIG. 7 depicts several sample
components that may be employed to facilitate communica-
tion between devices. Here, a first device 702 and a second
device 704 are adapted to communicate via a wireless com-
munication link 706 over a suitable medium.

[0097] Initially, components involved in sending informa-
tion from the device 702 to the device 704 (e.g., areverse link)
will be treated. A transmit (“TX”") data processor 708 receives
traffic data (e.g., data packets) from a data bufter 710 or some
other suitable component. The transmit data processor 708
processes (e.g., encodes, interleaves, and symbol maps) each
data packet based on a selected coding and modulation
scheme, and provides data symbols. In general, a data symbol
is a modulation symbol for data, and a pilot symbol is a
modulation symbol for a pilot (which is known a priori). A
modulator 712 receives the data symbols, pilot symbols, and
possibly signaling for the reverse link, and performs modu-
lation (e.g., OFDM or some other suitable modulation) and/or
other processing as specified by the system, and provides a
stream of output chips. A transmitter (“TMTR”) 714 pro-
cesses (e.g., converts to analog, filters, amplifies, and fre-
quency upconverts) the output chip stream and generates a
modulated signal, which is then transmitted from an antenna
716.

[0098] The modulated signals transmitted by the device
702 (along with signals from other devices in communication
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with the device 704) are received by an antenna 718 of the
device 704. A receiver (“RCVR”) 720 processes (e.g., condi-
tions and digitizes) the received signal from the antenna 718
and provides received samples. A demodulator (“DEMOD”)
722 processes (e.g., demodulates and detects) the received
samples and provides detected data symbols, which may be a
noisy estimate of the data symbols transmitted to the device
704 by the other device(s). A receive (“RX”) data processor
724 processes (e.g., symbol demaps, deinterleaves, and
decodes) the detected data symbols and provides decoded
data associated with each transmitting device (e.g., device
702).

[0099] Components involved in sending information from
the device 704 to the device 702 (e.g., a forward link) will be
now be treated. At the device 704, traffic data is processed by
a transmit (“TX”) data processor 726 to generate data sym-
bols. A modulator 728 receives the data symbols, pilot sym-
bols, and signaling for the forward link, performs modulation
(e.g., OFDM or some other suitable modulation) and/or other
pertinent processing, and provides an output chip stream,
which is further conditioned by a transmitter (“TMTR”) 730
and transmitted from the antenna 718. In some implementa-
tions signaling for the forward link may include power con-
trol commands and other information (e.g., relating to a com-
munication channel) generated by a controller 732 for all
devices (e.g. terminals) transmitting on the reverse link to the
device 704.

[0100] At the device 702, the modulated signal transmitted
by the device 704 is received by the antenna 716, conditioned
and digitized by a receiver (“RCVR”) 734, and processed by
a demodulator (“DEMOD”) 736 to obtain detected data sym-
bols. A receive (“RX”) data processor 738 processes the
detected data symbols and provides decoded data for the
device 702 and the forward link signaling. A controller 740
receives power control commands and other information to
control data transmission and to control transmit power on the
reverse link to the device 704.

[0101] The controllers 740 and 732 direct various opera-
tions of the device 702 and the device 704, respectively. For
example, a controller may determine an appropriate filter,
reporting information about the filter, and decode information
using a filter. Data memories 742 and 744 may store program
codes and data used by the controllers 740 and 732, respec-
tively.

[0102] FIG. 7 also illustrates that the communication com-
ponents may include one or more components that perform
operations relating to synchronization tests as taught herein.
For example, a synchronization (“SYNC.”) control compo-
nent may cooperate with the controller 740 and/or other com-
ponents of the device 702 to send/receive synchronization-
related information to/from another device (e.g., device 704).
Similarly, a synchronization control component 748 may
cooperate with the controller 732 and/or other components of
the device 704 to send/receive synchronization-related infor-
mation to/from another device (e.g., device 702).

[0103] A wireless device may include various components
that perform functions based on signals that are transmitted
by or received at the wireless device. For example, a wireless
headset may include a transducer adapted to provide an audio
output based on a signal received via the receiver. A wireless
watch may include a user interface adapted to provide an
indication based on a signal received via the receiver. A wire-
less sensing device may include a sensor adapted to provide
data to be transmitted to another device.
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[0104] A wireless device may communicate via one or
more wireless communication links that are based on or oth-
erwise support any suitable wireless communication technol-
ogy. For example, in some aspects a wireless device may
associate with a network. In some aspects the network may
comprise a body area network or a personal area network
(e.g., an ultra-wideband network). In some aspects the net-
work may comprise a local area network or a wide area
network. A wireless device may support or otherwise use one
or more of a variety of wireless communication technologies,
protocols, or standards such as, for example, CDMA, TDMA,
OFDM, OFDMA, WiMAX, and Wi-Fi. Similarly, a wireless
device may support or otherwise use one or more of a variety
of corresponding modulation or multiplexing schemes. A
wireless device may thus include appropriate components
(e.g., air interfaces) to establish and communicate via one or
more wireless communication links using the above or other
wireless communication technologies. For example, a device
may comprise a wireless transceiver with associated trans-
mitter and receiver components (e.g., transmitter 408 and
receiver 410) that may include various components (e.g.,
signal generators and signal processors) that facilitate com-
munication over a wireless medium.

[0105] Insomeaspectsawireless device may communicate
via an impulse-based wireless communication link. For
example, an impulse-based wireless communication link
may utilize ultra-wideband pulses that have a relatively short
length (e.g., on the order of a few nanoseconds) and a rela-
tively wide bandwidth. In some aspects the ultra-wideband
pulses may have a fractional bandwidth on the order of
approximately 20% or more and/or have a bandwidth on the
order of approximately 500 MHz or more.

[0106] The teachings herein may be incorporated into (e.g.,
implemented within or performed by) a variety of apparatuses
(e.g., devices). For example, one or more aspects taught
herein may be incorporated into a phone (e.g., a cellular
phone), a personal data assistant (“PDA”), an entertainment
device (e.g., a music or video device), a headset (e.g., head-
phones, an earpiece, etc.), a microphone, a medical device
(e.g., abiometric sensor, a heart rate monitor, a pedometer, an
EKG device, etc.), a user /O device (e.g., a watch, a remote
control, a light switch, a keyboard, a mouse, etc.), a tire
pressure monitor, a computer, a point-of-sale device, an enter-
tainment device, a hearing aid, a set-top box, or any other
suitable device.

[0107] These devices may have different power and data
requirements. In some aspects, the teachings herein may be
adapted for use in low power applications (e.g., through the
use of an impulse-based signaling scheme and low duty cycle
modes) and may support a variety of data rates including
relatively high data rates (e.g., through the use of high-band-
width pulses).

[0108] Insome aspects a wireless device may comprise an
access device (e.g., a Wi-Fi access point) for a communica-
tion system. Such an access device may provide, for example,
connectivity to another network (e.g., a wide area network
such as the Internet or a cellular network) via a wired or
wireless communication link. Accordingly, the access device
may enable another device (e.g., a Wi-Fi station) to access the
other network or some other functionality. In addition, it
should be appreciated that one or both of the devices may be
portable or, in some cases, relatively non-portable.

[0109] The components described herein may be imple-
mented in a variety of ways. Referring to FIG. 8, an apparatus
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800 is represented as a series of interrelated functional blocks
that may represent functions implemented by, for example,
one or more integrated circuits (e.g., an ASIC) or may be
implemented in some other manner as taught herein. As dis-
cussed herein, an integrated circuit may include a processor,
software, other components, or some combination thereof.
[0110] The apparatus 800 may include one or more mod-
ules that may perform one or more of the functions described
above with regard to various figures. For example, an ASIC
for transmitting 802 may correspond to, for example, a trans-
mitter as discussed herein. An ASIC for receiving 804 may
correspond to, for example, a receiver as discussed herein. An
ASIC for inputting 806 may correspond to, for example, an
input device as discussed herein. An ASIC for providing time
of actuation indication 808 may correspond to, for example, a
timing indicator as discussed herein. An ASIC for comparing
810 may correspond to, for example, a comparator as dis-
cussed herein. An ASIC for calculating key agreement 812
may correspond to, for example, a cryptographic processor as
discussed herein. An ASIC for generating a commitment
(hash, MAC) 814 may correspond to, for example, a commit-
ment (e.g., hash/MAC) generator as discussed herein. An
ASIC for activating pairing mode 816 may correspond to, for
example, a pairing mode controller as discussed herein. An
ASIC for generating indication 818 may correspond to, for
example, an output device as discussed herein. An ASIC for
authenticating 820 may correspond to, for example, an
authenticator as discussed herein.

[0111] As noted above, in some aspects these components
may be implemented via appropriate processor components.
These processor components may in some aspects be imple-
mented, at least in part, using structure as taught herein. In
some aspects a processor may be adapted to implement a
portion or all of the functionality of one or more of these
components. In some aspects one or more of the components
represented by dashed boxes are optional.

[0112] As noted above, the apparatus 800 may comprise
one or more integrated circuits. For example, in some aspects
a single integrated circuit may implement the functionality of
one or more of the illustrated components, while in other
aspects more than one integrated circuit may implement the
functionality of one or more of the illustrated components.
[0113] In addition, the components and functions repre-
sented by FIG. 8 as well as other components and functions
described herein, may be implemented using any suitable
means. Such means also may be implemented, at least in part,
using corresponding structure as taught herein. For example,
the components described above in conjunction with the
“ASIC for” components of FIG. 8 also may correspond to
similarly designated “means for” functionality. Thus, in some
aspects one or more of such means may be implemented using
one or more of processor components, integrated circuits, or
other suitable structure as taught herein.

[0114] Also, it should be understood that any reference to
an element herein using a designation such as “first,” “sec-
ond,” and so forth does not generally limit the quantity or
order of those elements. Rather, these designations are used
herein as a convenient method of distinguishing between two
or more different devices, sets, etc. Thus, a reference to first
and second devices or sets does not mean that only two
devices or sets may be employed there or that the first device
or set must precede the second device or set in some manner.
[0115] Those ofskill in the art would understand that infor-
mation and signals may be represented using any of a variety
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of different technologies and techniques. For example, data,
instructions, commands, information, signals, bits, symbols,
and chips that may be referenced throughout the above
description may be represented by voltages, currents, elec-
tromagnetic waves, magnetic fields or particles, optical fields
or particles, or any combination thereof.

[0116] Those of skill would further appreciate that any of
the various illustrative logical blocks, modules, processors,
means, circuits, and algorithm steps described in connection
with the aspects disclosed herein may be implemented as
electronic hardware (e.g., a digital implementation, an analog
implementation, or a combination of the two, which may be
designed using source coding or some other technique), vari-
ous forms of program or design code incorporating instruc-
tions (which may be referred to herein, for convenience, as
“software” or a “software module™), or combinations of both.
To clearly illustrate this interchangeability of hardware and
software, various illustrative components, blocks, modules,
circuits, and steps have been described above generally in
terms of their functionality. Whether such functionality is
implemented as hardware or software depends upon the par-
ticular application and design constraints imposed on the
overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application,
but such implementation decisions should not be interpreted
as causing a departure from the scope of the present disclo-
sure.

[0117] The various illustrative logical blocks, modules, and
circuits described in connection with the aspects disclosed
herein may be implemented within or performed by an inte-
grated circuit (“IC”), an access terminal, or an access point.
The IC may comprise a general purpose processor, a digital
signal processor (DSP), an application specific integrated
circuit (ASIC), a field programmable gate array (FPGA) or
other programmable logic device, discrete gate or transistor
logic, discrete hardware components, electrical components,
optical components, mechanical components, or any combi-
nation thereof designed to perform the functions described
herein, and may execute codes or instructions that reside
within the IC, outside of the IC, or both. A general purpose
processor may be a microprocessor, but in the alternative, the
processor may be any conventional processor, controller,
microcontroller, or state machine. A processor may also be
implemented as a combination of computing devices, e.g., a
combination of a DSP and a microprocessor, a plurality of
microprocessors, one or more MiCroprocessors in conjunc-
tion with a DSP core, or any other such configuration.
[0118] It is understood that any specific order or hierarchy
of steps in any disclosed process is an example of a sample
approach. Based upon design preferences, it is understood
that the specific order or hierarchy of steps in the processes
may be rearranged while remaining within the scope of the
present disclosure. The accompanying method claims present
elements of the various steps in a sample order, and are not
meant to be limited to the specific order or hierarchy pre-
sented.

[0119] The steps of a method or algorithm described in
connection with the aspects disclosed herein may be embod-
ied directly in hardware, in a software module executed by a
processor, or in a combination of the two. A software module
(e.g., including executable instructions and related data) and
other data may reside in a data memory such as RAM
memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, a hard disk, a removable disk, a
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CD-ROM,; or any other form of computer-readable storage
medium known in the art. A sample storage medium may be
coupled to a machine such as, for example, a computer/
processor (which may be referred to herein, for convenience,
as a “processor”) such the processor can read information
(e.g., code) from and write information to the storage
medium. A sample storage medium may be integral to the
processor. The processor and the storage medium may reside
in an ASIC. The ASIC may reside in user equipment. In the
alternative, the processor and the storage medium may reside
as discrete components in user equipment. Moreover, in some
aspects any suitable computer-program product may com-
prise a computer-readable medium comprising codes (e.g.,
executable by at least one computer) relating to one or more
of the aspects of the disclosure. In some aspects a computer
program product may comprise packaging materials.

[0120] The previous description of the disclosed aspects is
provided to enable any person skilled in the art to make or use
the present disclosure. Various modifications to these aspects
will be readily apparent to those skilled in the art, and the
generic principles defined herein may be applied to other
aspects without departing from the scope of the disclosure.
Thus, the present disclosure is not intended to be limited to
the aspects shown herein but is to be accorded the widest
scope consistent with the principles and novel features dis-
closed herein.

What is claimed is:

1. A method of authenticating, comprising:

providing a first indication relating to at least one time of

actuation of a first user input device that is associated
with a first device;

receiving a second indication relating to at least one time of

actuation of a second user input device that is associated
with a second device;

comparing the first indication with the second indication to

determine whether the at least one time of actuation of
the first user input device is sufficiently similar to the at
least one time of actuation of the second user input
device; and

authenticating the second device based on the comparison.

2. The method of claim 1, wherein:

the first indication indicates a time at which the first user

input device was actuated; and

the second indication relates to a time at which the second

user input device was actuated.

3. The method of claim 2, wherein the second indication
indicates a time at which a message from the second device
was received at the first device.

4. The method of claim 2, wherein:

the comparison comprises calculating a time difference

between the time at which the first user input device was
actuated and the time at which the second user input
device was actuated; and

the authentication ofthe second device is based on whether

the time difference is less than or equal to a threshold
time interval.

5. The method of claim 4, further comprising transmitting,
if the time difference is less than or equal to the threshold time
interval, a third indication relating to another time the first
user input device was actuated.

6. The method of claim 4, wherein:

the first indication indicates a time at which the first user

input device was engaged; and
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the third indication indicates a time at which the first user

input device was disengaged.

7. The method of claim 4, further comprising performing a
key agreement calculation if the time difference is less than or
equal to the threshold time interval, wherein the key agree-
ment calculation is based on:

a first cryptographic key associated with the first device;

and

a second cryptographic key associated with the second

device and received in conjunction with the second indi-
cation.
8. The method of claim 7, wherein the key agreement
calculation provide a cryptographic key for securing commu-
nication between the first and second devices.
9. The method of claim 2, wherein:
the first indication is provided and the second indication is
received in conjunction with a synchronization test; and

the method further comprises rejecting, during the syn-
chronization test and after the reception of the second
indication, any indications purporting to be representa-
tive of at least one time of actuation of the second user
input device.

10. The method of claim 1, wherein:

the at least one time of actuation of the first user input

device comprises a plurality of actuation times that
define a first set of time intervals; and

the at least one time of actuation of the second user input

device comprises a plurality of actuation times that
define a second set of time intervals.
11. The method of claim 10, wherein the comparison com-
prises:
calculating a series of time differences between each inter-
val of the first set of time interval and a corresponding
interval of the second set of time intervals; and

generating a verification count based on how many of the
time differences are less than or equal to a threshold time
interval.

12. The method of claim 11, wherein the authentication of
the second device is based on whether the verification count is
greater than or equal to a threshold count.

13. The method of claim 10, further comprising receiving
a first commitment value that is based on the second set of
time intervals.

14. The method of claim 13, wherein the first commitment
value comprises a hash code or a message authentication
code.

15. The method of claim 13, wherein the first commitment
value is further based on data to be authenticated.

16. The method of claim 15, wherein the data to be authen-
ticated comprises at least one of the group consisting of: a
pre-shared key, a public key, and a device identifier.

17. The method of claim 13, wherein the first commitment
value comprises a message authentication code that is further
based on a cryptographic key that is shared by the first and
second devices.

18. The method of claim 13, further comprising:

generating a second commitment value based on the sec-
ond set of time intervals;

wherein the authentication ofthe second device is based on
whether the second commitment value equals the first
commitment value.
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19. The method of claim 13, further comprising:

determining a time difference between a time of receipt of
the first commitment value and a verification start time
associated with the at least one time of actuation of the
first user input device;

wherein the authentication of the second device is based on
whether the time difference is less than or equal to a
threshold time interval.

20. The method of claim 19, further comprising transmit-
ting, if the time difference is less than or equal to the threshold
time interval, a third indication relating to the at least one time
of actuation of the first user input device.

21. The method of claim 20, wherein the third indication is
transmitted a defined period of time after the verification start
time.

22. The method of claim 13, further comprising transmit-
ting a commitment value relating to the first set of time
intervals.

23. The method of claim 10, wherein the authentication of
the second device is based on the first set of time intervals
being different than the second set of time intervals.

24. The method of claim 10, wherein the actuation times
that define the first set of time intervals comprise a random
sequence of times.

25. The method of claim 1, wherein each of the actuations
comprises an engagement of a respective one of the user input
devices or a disengagement of a respective one of the user
input devices.

26. The method of claim 1, wherein the first user input
device comprises a pushbutton, a keypad, a switch, or atouch-
screen.

27. The method of claim 1, further comprising activating a
pairing mode of the first device prior to acquiring the first
indication.

28. The method of claim 1, further comprising generating
anindication to initiate the actuation of the user input devices.

29. The method of claim 28, wherein the generation of the
indication comprises activating or deactivating a lighting ele-
ment or providing an output on a display screen.

30. An apparatus for authenticating, comprising:

a timing indicator configured to provide a first indication
relating to at least one time of actuation of a first user
input device that is associated with a first device;

areceiver configured to receive a second indication relating
to at least one time of actuation of a second user input
device that is associated with a second device;

a comparator configured to compare the first indication
with the second indication to determine whether the at
least one time of actuation of the first user input device is
sufficiently similar to the at least one time of actuation of
the second user input device; and

an authenticator configured to authenticate the second
device based on the comparison.

31. The apparatus of claim 30, wherein:

the first indication indicates a time at which the first user
input device was actuated; and

the second indication relates to a time at which the second
user input device was actuated.

32. The apparatus of claim 31, wherein the second indica-
tion indicates a time at which a message from the second
device was received at the first device.

33. The apparatus of claim 31, wherein:

the comparator is further configured to calculate a time
difference between the time at which the first user input
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device was actuated and the time at which the second
user input device was actuated; and

the authenticator is further configured to authenticate the

second device based on whether the time difference is
less than or equal to a threshold time interval.

34. The apparatus of claim 33, further comprising a trans-
mitter configured to transmit, based on whether the time
difference is less than or equal to the threshold time interval,
a third indication relating to another time the first user input
device was actuated.

35. The apparatus of claim 33, wherein:

the first indication indicates a time at which the first user

input device was engaged; and

the third indication indicates a time at which the first user

input device was disengaged.

36. The apparatus of claim 33, further comprising a cryp-
tographic processor configured to perform a key agreement
calculation if the time difference is less than or equal to the
threshold time interval, wherein the key agreement calcula-
tion is based on:

a first cryptographic key associated with the first device;

and

a second cryptographic key associated with the second

device and received in conjunction with the second indi-
cation.
37. The apparatus of claim 36, wherein the key agreement
calculation provide a cryptographic key for securing commu-
nication between the first and second devices.
38. The apparatus of claim 31, wherein:
the first indication is provided and the second indication is
received in conjunction with a synchronization test; and

the receiver is further configured to reject, during the syn-
chronization test and after the receipt of the second
indication, any indications purporting to be representa-
tive of at least one time of actuation of the second user
input device.

39. The apparatus of claim 30, wherein:

the at least one time of actuation of the first user input

device comprises a plurality of actuation times that
define a first set of time intervals; and

the at least one time of actuation of the second user input

device comprises a plurality of actuation times that
define a second set of time intervals.
40. The apparatus of claim 39, wherein the comparator is
further configured to:
calculate a series of time differences between each interval
of the first set of time interval and a corresponding
interval of the second set of time intervals; and

generate a verification count based on how many of the
time differences are less than or equal to a threshold time
interval.

41. The apparatus of claim 40, wherein the authenticator is
further configured to authenticate the second device based on
whether the verification count is greater than or equal to a
threshold count.

42. The apparatus of claim 39, wherein the receiver is
further configured to receive a first commitment value that is
based on the second set of time intervals.

43. The apparatus of claim 42, wherein the first commit-
ment value comprises a hash code or a message authentica-
tion code.

44. The apparatus of claim 42, wherein the first commit-
ment value is further based on data to be authenticated.
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45. The apparatus of claim 44, wherein the data to be
authenticated comprises at least one of the group consisting
of: a pre-shared key, a public key, and a device identifier.

46. The apparatus of claim 42, wherein the first commit-
ment value comprises a message authentication code that is
further based on a cryptographic key that is shared by the first
and second devices.

47. The apparatus of claim 42, further comprising:

a commitment generator configured to generate a second
commitment value based on the second set of time inter-
vals;

wherein the authenticator is further configured to authen-
ticate the second device based on whether the second
commitment value equals the first commitment value.

48. The apparatus of claim 42, wherein:

the comparator is further configured to determine a time
difference between a time of receipt of the first commit-
ment value and a verification start time associated with
the at least one time of actuation of the first user input
device; and

the authenticator is further configured to authenticate the
second device based on whether the time difference is
less than or equal to a threshold time interval.

49. The apparatus of claim 48, further comprising a trans-
mitter configured to transmit, if the time difference is less than
or equal to the threshold time interval, a third indication
relating to the at least one time of actuation of the first user
input device.

50. The apparatus of claim 49, wherein the third indication
is transmitted a defined period of time after the verification
start time.

51. The apparatus of claim 42, further comprising a trans-
mitter configured to transmit a commitment value relating to
the first set of time intervals.

52. The apparatus of claim 39, wherein the authenticator is
further configured to authenticate the second device based on
the first set of time intervals being different than the second
set of time intervals.

53. The apparatus of claim 39, wherein the actuation times
that define the first set of time intervals comprise a random
sequence of times.

54. The apparatus of claim 30, wherein each of the actua-
tions comprises an engagement of a respective one of the user
input devices or a disengagement of a respective one of the
user input devices.

55. The apparatus of claim 30, wherein the first user input
device comprises a pushbutton, a keypad, a switch, or atouch-
screen.

56. The apparatus of claim 30, further comprising a pairing
mode controller configured to activate a pairing mode of the
first device prior to acquiring the first indication.

57. The apparatus of claim 30, further comprising an output
device configured to generate an indication to initiate the
actuation of the user input devices.

58. The apparatus of claim 57, wherein the output device is
further configured to activate or deactivate a lighting element
or provide an output on a display screen.

59. An apparatus for authenticating, comprising:

means for providing a first indication relating to at least one
time of actuation of a first means for inputting that is
associated with a first device;

means for receiving a second indication relating to at least
one time of actuation of a second means for inputting
that is associated with a second device;
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means for comparing the first indication with the second
indication to determine whether the at least one time of
actuation of the first means for inputting is sufficiently
similar to the at least one time of actuation of the second
means for inputting; and

means for authenticating the second device based on the

comparison.

60. The apparatus of claim 59, wherein:

the first indication indicates a time at which the first means

for inputting was actuated; and

the second indication relates to a time at which the second

means for inputting was actuated.

61. The apparatus of claim 60, wherein the second indica-
tion indicates a time at which a message from the second
device was received at the first device.

62. The apparatus of claim 60, wherein:

the means for comparing calculates a time difference

between the time at which the first means for inputting
was actuated and the time at which the second means for
inputting was actuated; and

the means for authenticating authenticates the second

device based on whether the time difference is less than
or equal to a threshold time interval.

63. The apparatus of claim 62, further comprising means
for transmitting, based on whether the time difference is less
than or equal to the threshold time interval, a third indication
relating to another time the first means for inputting was
actuated.

64. The apparatus of claim 62, wherein:

the first indication indicates a time at which the first means

for inputting was engaged; and

the third indication indicates a time at which the first means

for inputting was disengaged.

65. The apparatus of claim 62, further comprising means
for performing a key agreement calculation if the time difter-
ence is less than or equal to the threshold time interval,
wherein the key agreement calculation is based on:

a first cryptographic key associated with the first device;

and

a second cryptographic key associated with the second

device and received in conjunction with the second indi-
cation.

66. The apparatus of claim 65, wherein the key agreement
calculation provide a cryptographic key for securing commu-
nication between the first and second devices.

67. The apparatus of claim 60, wherein:

the first indication is provided and the second indication is

received in conjunction with a synchronization test; and
the means for receiving rejects, during the synchronization
test and after the receipt of the second indication, any
indications purporting to be representative of at least one
time of actuation of the second means for inputting.
68. The apparatus of claim 59, wherein:
the at least one time of actuation of the first means for
inputting comprises a plurality of actuation times that
define a first set of time intervals; and

the at least one time of actuation of the second means for

inputting comprises a plurality of actuation times that
define a second set of time intervals.

69. The apparatus of claim 68, wherein the means for
comparing:

calculates a series of time differences between each inter-

val of the first set of time interval and a corresponding
interval of the second set of time intervals; and
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generates a verification count based on how many of the
time differences are less than or equal to a threshold time
interval.

70. The apparatus of claim 69, wherein the means for
authenticating authenticates the second device based on
whether the verification count is greater than or equal to a
threshold count.

71. The apparatus of claim 68, wherein the means for
receiving receives a first commitment value that is based on
the second set of time intervals.

72. The apparatus of claim 71, wherein the first commit-
ment value comprises a hash code or a message authentica-
tion code.

73. The apparatus of claim 71, wherein the first commit-
ment value is further based on data to be authenticated.

74. The apparatus of claim 73, wherein the data to be
authenticated comprises at least one of the group consisting
of: a pre-shared key, a public key, and a device identifier.

75. The apparatus of claim 71, wherein the first commit-
ment value comprises a message authentication code that is
further based on a cryptographic key that is shared by the first
and second devices.

76. The apparatus of claim 71, further comprising:

means for generating a second commitment value based on

the second set of time intervals;

wherein the means for authenticating authenticates the sec-

ond device based on whether the second commitment
value equals the first commitment value.
77. The apparatus of claim 71, wherein:
the means for comparing determines a time difference
between a time of receipt of the first commitment value
and a verification start time associated with the at least
one time of actuation of the first means for inputting; and

the means for authenticating authenticates the second
device based on whether the time difference is less than
or equal to a threshold time interval.

78. The apparatus of claim 77, further means for transmit-
ting, if the time difference is less than or equal to the threshold
time interval, a third indication relating to the at least one time
of actuation of the first means for inputting.

79. The apparatus of claim 78, wherein the third indication
is transmitted a defined period of time after the verification
start time.

80. The apparatus of claim 71, further comprising means
for transmitting a commitment value relating to the first set of
time intervals.

81. The apparatus of claim 68, wherein the means for
authenticating authenticates the second device based on the
first set of time intervals being different than the second set of
time intervals.

82. The apparatus of claim 68, wherein the actuation times
that define the first set of time intervals comprise a random
sequence of times.

83. The apparatus of claim 59, wherein each of the actua-
tions comprises an engagement of a respective one of the first
and second means for inputting or a disengagement of a
respective one of the first and second means for inputting.

84. The apparatus of claim 59, wherein the first means for
inputting comprises a pushbutton, a keypad, a switch, or a
touch-screen.

85. The apparatus of claim 59, further comprising means
for activating a pairing mode of the first device prior to acquir-
ing the first indication.
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86. The apparatus of claim 59, further comprising means
for generating an indication to initiate the actuation of the first
and second means for inputting.
87. The apparatus of claim 86, wherein the means for
generating an indication activates or deactivates a lighting
element or provides an output on a display screen.
88. A computer-program product for authenticating com-
prising:
computer-readable medium comprising codes executable
by at least one computer to:
provide a first indication relating to at least one time of
actuation of a first user input device that is associated
with a first device;

receive a second indication relating to at least one time
of actuation of a second user input device that is
associated with a second device;

compare the first indication with the second indication to
determine whether the at least one time of actuation of
the first user input device is sufficiently similar to the
at least one time of actuation of the second user input
device; and

authenticate the second device based on the comparison.

89. A headset for wireless communication, comprising:

a timing indicator configured to provide a first indication
relating to at least one time of actuation of a first user
input device that is associated with a first device;

areceiver configured to receive a second indication relating
to at least one time of actuation of a second user input
device that is associated with a second device;

a comparator configured to compare the first indication
with the second indication to determine whether the at
least one time of actuation of the first user input device is
sufficiently similar to the at least one time of actuation of
the second user input device;

an authenticator configured to authenticate the second
device based on the comparison; and
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a transducer adapted to provide an audio output based on a
signal received via the receiver.

90. A watch for wireless communication, comprising:

a timing indicator configured to provide a first indication
relating to at least one time of actuation of a first user
input device that is associated with a first device;

areceiver configured to receive a second indication relating
to at least one time of actuation of a second user input
device that is associated with a second device;

a comparator configured to compare the first indication
with the second indication to determine whether the at
least one time of actuation of the first user input device is
sufficiently similar to the at least one time of actuation of
the second user input device;

an authenticator configured to authenticate the second
device based on the comparison; and

auser interface adapted to provide an indication based on a
signal received via the receiver.

91. A sensing device for wireless communication, com-

prising:

a timing indicator configured to provide a first indication
relating to at least one time of actuation of a first user
input device that is associated with a first device;

areceiver configured to receive a second indication relating
to at least one time of actuation of a second user input
device that is associated with a second device;

a comparator configured to compare the first indication
with the second indication to determine whether the at
least one time of actuation of the first user input device is
sufficiently similar to the at least one time of actuation of
the second user input device;

an authenticator configured to authenticate the second
device based on the comparison; and

a sensor adapted to provide data to be transmitted to the
second device.
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