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PACKET-SWITCHED TELEPHONY CALL
SERVER

FIELD

The present invention relates to telecommunications over
packet-switched networks. More particularly, the present
invention relates to a call server for use on a packet-switched
network.

BACKGROUND

Public packet-switched networks have recently supported
voice communications. “Internet telephony™ 1s one example
of packet-switched telephony. In packet-switched telephony,
a packet-switched network, such as the Internet, serves as a
transportation medium for packets carrying voice data.
Voice-over-Internet-Protocol (VoIP) 1s one example of a
collection of standards and protocols used to support voice
communications over packet-switched networks such as the
Internet. Others have been developed as well. A common
Internet telephony scheme involves a computer or other
device that 1s capable of connecting to the Internet. A
gateway from the Internet to the Public-Switched Telephone
Network (PSTN) allows a user of the computer to commu-
nicate through the Internet and PSTN to a telephone sub-
scriber at a telephone connected to the PSTN. Other con-
figurations are also possible.

Numerous benefits may be realized through the use of
packet-switched telephony. For example, calls may be less
expensive because of the utilization of a packet-switched
network, such as the Internet, to traverse distances around
the world. This 1s 1n contrast to conventional telephone
service, which typically involves tying up telephone circuits
to connect calls. Thus, a user in one location may commu-
nicate with a telephone subscriber at a second location by
transmitting voice data across the Internet to a gateway that
1s located near a telephone subscriber’s location, i order to
avoid paying some or all of the long distance fees that might
otherwise be associated with making such a call. Another
possible advantage of packet-switched telephony service 1s
the convenient interfaces and features that may be offered in
a packet-switched telephony system. For example, volume
control, a video session, or an address book application may
be implemented. Many Internet Telephony Service Provid-
ers (ITSPs) have been formed in order to provide these
services. Examples of ITSPs include Go2Call.com,
Net2Phone, DialPad, Maxcall, AccessPower, and others.
Each ITSP generally has its own calling rate and fee
structure and may require a download of client software.

The download requirements vary by I'TSP, but 1in general
they require an application, such as a Java applet, and
telephony gateway protocol software to be downloaded onto
the device that will be interfacing with the Internet. The Java
applet contains a dialing application can be used by a device
equipped with a Java-capable browser, such as Internet
Explorer and Netscape.

Several Internet telephony gateway protocols are avail-
able, including H.323, Session Initiation Protocol (SIP), and
Media Gateway Control Protocol (MGCP). International
Telecommunications Union standard H.323 i1s the current
standard for transmitting voice over the Internet. One of the
limitations of using H.323 1s its large size. Downloading an
H.323 stack can take up to ten minutes depending on a user’s
modem speed.

It 1s common for protocol standards to evolve quickly. As
the protocol standards change, the user must typically down-
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load an application supporting the new version of the
standard, 1n order to be able to complete an Internet call. The
user will be delayed 1n placing their Internet call for the time
it takes to download the latest version of the telephony
gateway protocol. This 1s an inconvenience to the user and
a potential lost subscriber to the I'TSP.

A user may also wish to access the Internet using a
handheld device or a cellular phone. Memory 1in these
devices 1s typically more limited than 1n personal computers.
As a result, large downloads may cause memory problems,
or may even be impossible. As the world becomes more
mobile, the use of these devices will likely increase, which
will likely further the demand for Internet telephony.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments are described with reference to the
following drawings, wherein:

FIG. 1 1s a smmplified block diagram illustrating an
exemplary packet-switched telephony system:;

FIG. 2 1s a simplified block diagram illustrating an
exemplary packet-switched telephony system;

FIG. 3 1s a simplified block diagram illustrating an
exemplary call client system;

FIG. 4 1s a simplified block diagram illustrating an
exemplary Packet-switched Telephony Server Provider sys-
tem;

FIG. § 1s a smmplified block diagram illustrating an
exemplary front end;

FIG. 6 1s a simmplified block diagram illustrating an
exemplary call server;

FIG. 7 1s a simmplified block diagram illustrating an
exemplary call director;

FIG. 8 1s a simplified block diagram illustrating an
exemplary call handler;

FIG. 9 1s a simplified block diagram summarizing user
device communications with a call server;

FIG. 10 1s a simplified block diagram illustrating an
exemplary call logger;

FIG. 11 1s a simplified block diagram illustrating an
exemplary proxy server;

FIG. 12 1s a simplified block diagram illustrating the
details of the PTSP, according to an exemplary embodiment;

FIG. 13 1s a simplified block diagram illustrating an
exemplary embodiment employing two data streams from a
user device;

FIG. 14 1s a simplified block diagram illustrating an
exemplary embodiment employing a single data stream from
a user device;

FIG. 15 1s a simplified message tflow diagram illustrating
an exemplary call control sequence;

FIG. 16 1s a simplified block diagram illustrating an
exemplary system for allocating assets to a particular tele-
phony protocol;

FIG. 17 1s a simplified flow diagram illustrating an
exemplary method for providing packet-switched telephony
service;

FIG. 18 1s a simplified flow diagram illustrating an
exemplary method for providing packet-switched telephony
Service;

FIG. 19 1s a simplified flow diagram 1illustrating an
exemplary method for providing packet-switched telephony
service; and

FIG. 20 1s a simplified flow diagram 1illustrating an
exemplary method for providing packet-switched telephony
service.
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DETAILED DESCRIPTION

I. Packet-Switched Telephony

FIG. 1 1s a simplified block diagram illustrating an
exemplary packet-switched telephony system 100. The sys-
tem 100 includes a computer 102 from which a user wishes
to place a call to a telephone subscriber located at a phone
104. The computer 102 1s linked to a packet-switched
network 106, such as the Internet. An Internet Telephony
Service Provider (ITSP) or other packet-switched telephony
service provider may operate a telephony gateway 108
between the packet-switched network 106 and a Public-
Switched Telephone Network (PSTN) 110. The PSTN 110
provides service to the phone 104. The packet-switched
network 106 includes network equipment that routes the
individual voice data packets to a destination address 1den-
tified 1n the individual packets.

The computer 102 contains a microphone 112 and speak-
ers 114a,b. During a call, a user located at the computer 102
can speak 1nto the microphone 112 to provide a voice signal
input to the computer 102. A processor in the computer 102
digitizes the user’s voice and assembles the data into packets
according to one or more protocols, such as the Internet
Protocol (IP) suite. These voice data packets are then
transmitted across the packet-switched network 106 to the
gateway 108. The sampling rate of the voice signal 1s
preferably chosen to be high enough to cause the digitized
voice data to sound like a continuous voice signal to a
human ear. The gateway 108 converts the voice data packets
back into a voice signal for further transmission on the
PSTN 110. The PSTN 110 transmits the voice signals on a
dedicated circuit to the phone 104. A user located at the
phone 104 receives the voice signals, which may be heard
through a speaker associated with the phone 104. Similarly,
the user located at the phone 104 can speak into a micro-
phone at the phone 104 to cause a voice signal to be
transmitted across the PSTN 110 to the gateway 108, where
the voice signal 1s converted into voice data packets for
transmission across the packet-switched network 106 to the
computer 102. The processor 1n the computer 102 may
convert the voice data packets into a voice signal to be
played on the speakers 114aq,b.

Although the gateway 108 1s shown as being a single
device 1n FIG. 1, an ITSP may have several or many
gateways similar to the gateway 108. The different gateways
would likely be located in various locations around the
world to take advantage of possible savings in long distance
fees. Although the PSTN 110 may offer circuit-switched
telephone service to local phone subscribers as well as to
subscribers located at more distant local exchanges, long
distance fees might be incurred for placing calls through the
distant local exchanges. Thus, an I'TSP will preferably route
the call to a gateway having a connection to a PSTN that can
provide local service to the phone number to be called. An
I'TSP gateway may be used to administer such a call routing
scheme for a particular ITSP.

II. Packet-Switched Telephony Server Provider Exemplary
System

FIG. 2 1s a simplified block diagram illustrating an
exemplary packet-switched telephony system 200. The sys-
tem 200 includes a user device 202, a Packet-switched
Telephony Service Provider (PTSP) 206, a gateway 208, and
a target device 212. The user device 202 1s linked to the
PTSP 206 through a packet-switched network 204, such as
the Internet. The PTSP 206 1s linked to the gateway 208. The
link between the PTSP 206 and the gateway 208 may be
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through a packet-switched network, such as the Internet, or
some other physical and/or wireless network. The gateway
208 1s linked to the target device 212 through a PSTN 210
and/or some other network.

According to the exemplary system 200, a user located at
the user device 202 may initiate a call to a target user located
at the target device 212 by participating 1n a call mitiation
process involving the user device 202 and the PTSP 206. For
example, the user device 202 may access a web-site main-
tamned by the PTSP 206, using a web-browser, such as
Microsoit Internet Explorer or Netscape Navigator. As
another example, the user device 202 may execute a calling
application to contact the PTSP 206 through the packet-
switched network 204. The call initiation process may
include choosing a phone number or address book entry to
call, and may include specitying other call parameters. The
PTSP 206 continues the inmitiation process by transmitting
call mmitiation information to the gateway 208 so that the
gateway 208 may attempt to reach the target device 212
through the public switched telephone network 210. If the
call imtiation process 1s successiul, voice communications
may be transmitted back and forth between the user device
202 and the target device 212. Voice data transmitted
between the user device 202 and the PSTP 206 will prefer-
ably consist of packets containing voice information, as well
as any other information desired by the user at the user
device 202, or the PSTP 206. Data transferred between the
PSTP 206 and the gateway 208 will also preferably be
packetized data. Data transierred between the gateway 208
and the target device 212 via the PSTN 210 may include
circuit-switched data rather than packet-switched data.
Alternatively, the PSTN 210 may include one or more
portions that are packet-switched and one or more portions
that are circuit-switched. As a result of the various conver-
sions and/or conveyances that occur at the PSTP 206 and
gateway 208 over the packet-switched network 204 and the
PSTN 210, the user device 202 is able to receive voice data
transmitted by the target device 212, and vice versa.

A. User Device

The user device 202 1s shown as a simple rectangular box
in FIG. 2 to emphasize the variety of different forms the user
device 202 might take on from one embodiment to the next.
For example, the user device 202 might be any one of the
following: a personal computer, a mobile phone, a wireless
handheld device, or a packet-switched telephone. The user
device 202 1s not limited to any of these devices, and 1s
intended to encompass future communication and 1informa-
tion technology. Various embodiments of the system 200
will include a user device 202 having at least a link to the
PSTP 206, a telephony client application, and a mechanism
for user 1input and output. For example, the user device 202
may be a device that 1s capable of accessing the Internet and
that 1s operable to execute a telephony client, such as a Java
virtual machine or other “thin” client. Further details regard-
ing the user device 202 may be found throughout this
specification.

FIG. 3 1s a simmplified block diagram illustrating an
exemplary embodiment of a call client system 300. The
system 300 includes a call client 302 and a browser session
304. The call client 302 includes a software library 306 and
a Java virtual machine 308. The software library 306 and the
Java virtual machine 308 are linked by an interface 310. The
call client 302 and the browser session 304 are linked by an
interface 312. Interfaces 310 and 312 may be software links.

The software library 306 may include functionality for
coding voice audio mnput mnto digital signals and for decod-
ing digital signals into voice audio output, such as a
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Dynamic Link Library (DLL). Other functions may also be
provided. In a preferred embodiment, the software library
306 includes a Real-Time Protocol (RTP) stack, an Appli-
cation Program Interface (API) (such as a Microsoit Win-
dows API), a voice codec (such as a G.711 codec module), 5
and a call control stack. In one embodiment, a HyperText
Transier Protocol (HTTP) stack 1s implemented to assist in
firewall circumvention. Additionally or alternatively, a port
scan module may be included to i1dentity potential ports to
use to avoid firewall interference. 10
The Java wvirtual machine 308 preferably includes an
interface, such as a Graphical User Interface (GUI). Accord-
ing to an alternative embodiment, the Java virtual machine
308 also includes a billing system, to assist in keeping track
of call time and other potential billing parameters. While the 15
Java virtual machine 308 includes “Java” 1n its description,
the Java language 1s merely one implementation, and other
languages and module types are also intended to be within
the scope of the present system. Java, from Sun Microsys-
tems, 1s merely one possibility for implementing the Java 20
virtual machine, and the provided functionality (e.g. GUI) 1s
more relevant than the particular implementation of the Java
virtual machine.
The browser session 304 1s operable to support a Java
virtual session, such as one downloaded from the PTSP 206. 25
The user device components described above are merely
preferred implementations, and variations may be made
without departing from the intended scope of the present
system. For example, one or more of the user device
components described above may be combined with one or 30
more other components. Moreover, additional components
may be provided to perform other functions or to assist in
performing functions described above. While the compo-
nents of the user device are preferably primarily software-
based, one or more components may include hardware or 35
firmware aspects.

B. Packet-Switched Telephony Server Provider (PTSP)

FIG. 4 1s a simplified block diagram illustrating at least a
portion of an exemplary Packet-switched Telephony Server
Provider (PTSP) system 400. PTSP 400 may be similar to or 40
substantially the same as the PSTP 206 of the system 200.
The PSTP 400 includes a front end 402, a call server 404,
and a proxy server 406. Other configurations are also
possible, such as configurations with different numbers of
these components, and are intended to be within the scope 45
of the present system. In addition, while the components of
PSTP 400 are shown as being co-located, this 1s merely for
purposes of 1llustration, and one or more parts of the PSTP
400 may be remotely located from other parts. Similarly, the
parts may be combined 1nto one physical device. 50

1. Front End

FIG. § 1s a simplified block diagram illustrating an
exemplary front end 500. Front end 500 may be similar to
or substantially the same as the front end 402 of the PTSP
400. The front end 500 preferably includes a call server 55
database 502 and a load balancer 504. The front end 500
may be used to select a particular call server 506a-c, if more
than one call server 1s available. Although three call servers
506a—c are shown 1n FIG. 5, other numbers of call servers
may alternatively be provided. If only one call server 1s 60
provided, then load balancing would likely provide little or
no performance benefit. In some embodiments, 1t may be
possible to eliminate much or all of the front end altogether.
In addition, the front end 500 1s preferably only mvolved
when a call request 1s first received by the PTSP 400 and 65
possibly to maintain the call server database 502. After any
interactions the user device 202 has with the front end 500

6

have been completed, many or all user interactions will be
primarily through a call server, such as one of the call
servers 506a—c.

The front end 500 may be used as call requests are
received by the PTSP 400, to assist in handling a large
number of calls. The PTSP 400 may keep information
pertaining to current calls 1n the call server database 502. As
a result, the current number of calls on any particular server,
such as any one of the call servers 506a—c, may be moni-
tored and used to beneficially handle new call 1nitiations.
The front end 500 may thus access current call data to select
an appropriate call server for an incoming call request. For
example, the front end 500 may use call density data to
determine which of the call servers 406a—c 1s the least busy,
in order to possibly improve call performance. As another
option, the front end 400 may use a round-robin selection
scheme, 1n which the front-end 500 distributes individual
call requests to the call servers 506a—c 1n some ordered
manner irrespective of call density. Other load balancing
techniques may also be used, such as utilizing particular call
servers to correspond to particular users.

It may be desirable to implement more than one call
server 506a—c at a PSTP 400 for one or more of the
following reasons. The quantity of calls that may be handled
by a PTSP 400 will likely be increased as the PTSP 404 adds
call servers 506a—. For example, a call server 506a—c may
be able to handle only a limited number of concurrent calls
(e.g. up to 150 calls per server) before call quality degrades
to a certain threshold service level. In addition, different call
servers 506a—c may be optimized to interface with different
gateways, such as the gateway 208 shown 1n the system 200.
Different gateways 208 often utilize network equipment
provided by different equipment manufacturers. The likeli-
hood of compatibility problems may be decreased 11 a call
server 306a—c 1s implemented on a device built by the same
manufacturer as the gateway manufacturer. As an alternative
to hardware-matching, a call server’s software or firmware
may be tweaked to increase compatibility with a particular
gateway 208. Software tweaking may address problems
caused by different manufacturers 1mplementing slightly
different “flavors” (additional/alternative features, etc.) of
standard protocols, for example. Another advantage of using
multiple call servers 506a—c 1s that different call server/
gateway combinations may utilize different protocols for
telephony services. For example, one call server 506a—c
may be dedicated to a gateway 208 that implements the
H.323 protocol, while another call server 506a—c may be
dedicated to a gateway 208 running the Session Initiation
Protocol (SIP) or the Media Gateway Control Protocol
(MGCP). It a particular telephony protocol 1s updated, only
the call server(s) 506a—c implementing that protocol 1s
required to implement the update.

If load balancing 1s provided by the PTSP 400, then a
variety of implementation techniques may be used, imvolv-
ing software or hardware, for example. In one embodiment,
a hardware solution called the BIG-IP Controller, available
from FS Networks Inc. of Seattle, Wash., may be utilized. In
another embodiment, a software solution called Resonate
Central Dispatch, available from Resonate, Inc. of Sunny-
vale, Calif. Other load balancing techniques are known,
many ol which may be used to advantage in PTSPs 400
handling large call volumes. Further details regarding the
load balancer 504 and the front end 500 may be found
throughout the specification.

2. Call Server

FIG. 6 1s a simplified block diagram illustrating an
exemplary call server 600. Call server 600 may be similar to
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or substantially the same as the call server 404 of the PTSP
400. The call server 600 preferably includes a call director
602, a plurality of call handlers 604a—c, and a call logger
606. Although three call handlers 604a—c are shown 1n FIG.
6, this 1s merely for purposes of illustration, and other
quantities of call handlers may be provided. In one alterna-
tive embodiment, only one call handler 604 1s provided.

a. Call Director

FIG. 7 1s a simplified block diagram illustrating an
exemplary call director 700, which may be included within
the call server 600. The call director 700 preferably includes
a rules database 702 and a branding unit 704.

Upon receiving a call request from a user device, such as
the user device 202 1n the system 200, the call director 700
launches a call handler, such as one of the call handlers
604a—c shown 1n FIG. 6, 1f the user device 1s authorized to
make the requested call. The call director 700 may, for
example, access the rules database 702 to determine an
authorization status for the requested call. In an exemplary
embodiment, the call director 700 parses a phone number
and checks the rules database 702 to see 1f calls are allowed
to the destination signified by the prefix of the phone
number. The rules database 702 may also contain informa-
tion on service agreements with users, so that the call
director 700 may determine whether the user device has
used up a maximum number of minutes, for example. Other
authorization techniques may be implemented 1n addition to
what has been described above, by appropriately modifying
the information stored in the rules database 702 and/or the
operations on the information contained 1n the rules database
702. If the call director 700 determines that the user device
202 1s not authorized to make a particular call, then an
“unauthorized” message may be transmitted to the user
device 202, or some other action may be taken. Authoriza-
tion may be determined from a user name/password login
process, from an inspection of “cookies™ located on the user
device 202, or from some other technique. If the call director
700 determines that the user device 202 1s authorized to
make a particular call, then a call handler 604a—c may be
launched, such as through the 1ssuance of a launch command
(e.g. a UNIX command).

The branding unit 704 may be included to provide brand-
ing information to the user device. For example, the brand-
ing unit 704 may transmit an audio sample to the user device
to inform the user of the PTSP’s 400 1dentity. Alternatively,
advertisements for the PTSP 400 or for other commercial
entities may be transmitted to the user device 202, such as
in a scheme 1n which the user agrees to view advertisements
in exchange for receiving telephony service. The selection of
which advertisements are transmitted may be based on the
phone number to be called, the user device 202, the time of
day, or other parameters. Other advantages may also be
realized through various embodiments. Additionally, brand-
ing may be performed at a different location 1n the PTSP, or
it may be omitted altogether.

b. Call Handler

FIG. 8 1s a simplified block diagram illustrating an
exemplary call handler 800. The call handler 800 preferably
includes a call master 802 and a call slave 804. The call
master 802 1s linked, such as through a packet-switched
network, to a call client 810 on a user device 806. The call
slave 804 1s linked to a gateway 808 through a network, such
as a packet-switched network (e.g., the Internet, or a dedi-
cated connection).

In a multiple-user environment, a call handler similar to
the call handler 800 may be launched for every call. Thus,
in any one call server 600, there may be many calls at any
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particular time. Each call handler 800 may be launched on
a specific port that 1s assigned to the user device 806 that
initiated the call. Call handlers 800 may communicate with
cach other, for example, during multiparty conference calls.

The call master 802 1s configured to communicate with
the call client 810 on the user device 806. The user device
806 and the call master 802 preferably communicate accord-
ing to a non-native protocol having very little overhead and
providing specialized information to the PTSP 400, such as
call quality, etc. Other communications, include pings,
Transmission Control Protocol (TCP) requests, and brand-
ing tones, may also be exchanged, according to exemplary
embodiments. Through the use of such a non-native proto-
col, the PTSP need not modify the call client 810 every time
a modification 1s made to a native telephony protocol. An
example of a non-native protocol i1s a proprietary protocol
that carries voice data and little else. In contrast, a native
protocol (such as H.323, SIP, or MGCP) will typically
include overhead to satisty the expectations and require-
ments defined in the native protocol. Efliciency and robust-
ness may be realized by using a streamlined non-native
protocol between the user device 806 and the call master
802. In addition, the same non-native protocol may be used
regardless of what protocol (e.g. H.323, SIP, MGCP, etc.) 1s
used by the gateway 808. The call client 810 1s therefore
allowed to be small 1n size (e.g. around 200 kilobytes),
relative to existing telephony clients that implement much or
all of a standard telephony protocol used on a gateway 808.
Further details regarding the call client 810 and the non-
native protocol may be found throughout the specification.

According to a preferred embodiment, the non-native
protocol includes a set of data messages 1n a proprietary
format to control basic call functionality. These messages
are formatted as UDP (User Datagram Protocol), TCP
(Transmission Control Protocol), or HITP (Hyper-Text
Transport Protocol) and are sent from the user device 806 to
the PTSP to properly set up, monitor, and tear down calls.
The messages in the non-native protocol may include infor-
mation such as one or more of the following: an IP address
of the user device; a port number to transmit data to the user
device; an I'TU E.164 telephone number; a user name for
identification; a token, key, and/or password for authoriza-
tion; and commands for the call handler. The messages in the
native protocol may include data transferred as Packed
Encoding Rules (PER), Basic Encoding Rules (BER), or
ASN.1 notation for H.323 formatted messages, or Uniform
Resource Locator (URL) for SIP formatted messages. Other
non-native and native protocols may also be used.

The call slave 804 communicates with the gateway 808
using the native protocol of the gateway 808. As a result, the
call slave 804 preterably implements a large portion of the
native protocol stack, and, 1n some embodiments, may
implement the entire native protocol stack. This 1s 1n con-
trast to the call master 802, which need only implement a
skeleton non-native protocol. When updates or modifica-
tions are made to the native protocol associated with the
gateway 808, only the call slave 804 1s modified, according
to a preferred embodiment. The call master 802 preferably
provides (through the call handler 800) the call slave 804
with only the mimimum data required to initiate, maintain, or
teardown the call. This minimum data may be all that 1s
required by all native protocols supported by all of a PTSP’s
call servers. As a result, the same call master 802 and call
client 810 combination may be used for all call servers
regardless of what native protocol 1s used, according to a
preferred embodiment. The call handler 800 may include
protocol stacks of both the native protocol and the non-
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native protocol to facilitate the transier of call data from the
call master 802 to the call slave 804 in the appropriate
format. The call handler 800 may translate the non-native
protocol data received by the call master 802 to the native
protocol used by the call slave 804 to communicate with the
gateway 808, and vice versa. Thus, 1n some embodiments,
the call slave 804 may be obtained “off-the-shelf,” without
any other modifications being made to the call handler 800.
In another embodiment, the call handler 800 may include
protocol stacks for two or more different native protocols, to
allow the call slave 804 to interface with more than one
gateway, each running a different native protocol. Additional
details regarding the call handler 800 may be found through-
out the specification.

FIG. 9 1s a simplified block diagram illustrating user
device communications with the call server 1n a system 900,
according to a preferred embodiment. The system 900

includes a user device 902, a front end 904, and a call server
906. The call server 906 includes a call director 908 and a

call handler 910.

A request to mitiate a call 912 from the user device 902
may be received by the front end 904, which may select the
call server 906. The call director 908 within the call server
906 will determine an authorization status for the requested
call. It the call director 908 determines that the user device
902 1s not authorized to make a particular call, then the call
director 908 may send an “unauthorized” message 914 to the
user device 902. If the call director 908 determines that the
user device 902 1s authorized to make a particular call, then
the call director 908 will launch the call handler 910 within
the call server 906. Once the user device 902 1s authorized,
the user device 902 and the call server 906 will transmit and
receive messages 916 using the call handler 910.

c. Call Logger

FIG. 10 1s a simplified block diagram illustrating an
exemplary call logger 1000. The call logger 1000 preferably
includes a display unit 1002 and a connection database 1004.
Other configurations, including more or fewer components,
are also intended to be within the scope of the present
system.

The call logger 1000 may be included 1n a PSTP system,
such as the PTSP system 400, in order to keep track of all
active calls 1n a particular call server, such as the call server
600. The call logger 1000 may also remove inactive con-
nections, which may occur during a disconnect event or a
specified 1dle time event, such as 30 seconds of inactivity.
For example, the call logger 1000 may track at least any of
the following: when a call handler 800 1s launched, when a
call 1s ringing at a target device 212, when a call 1s
established, and when a call 1s disconnected (hung up by the
target device 212 or the user device 202). Any or all of these
may be stored in the connection database 1004, and may
preferably be displayed on the display unit 1002 for viewing
by an administrator of the PTSP 400. Although the call
logger 1000 1s shown as part of the call server 600, this 1s
merely a preferred embodiment, and the call logger 1000
may be situated at another location at or accessible by the
PTSP 400. As another alternative, the call logger 1000 may
be omitted. This 1s, however, not recommended 1n a mul-
tiple-user setting, due to the desirability of tracking calls and
equipment usage. In another embodiment the connection
database 1004 1s associated with (and may be included with)
the call server database 502.

3. Proxy Server

FIG. 11 1s a simplified block diagram illustrating an
exemplary proxy server 1100. Proxy server 1100 may be
similar to or substantially the same as the proxy server 406
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of PTSP 400. The proxy server 1100 preferably includes a
registration database 1102 and a gateway database 1104. The
proxy server 1100 may be used to select a gateway 1106a—c,
if more than one gateway 1s provided. Gateway selection
criterion may 1include the number of calls the gateway
1106a—c 1s handling, the location of the gateway 1106a—c,
and the type of telephony protocol the gateway 1106a—c
uses.

The registration database 1102 stores information pertain-
ing to users and/or user devices 202. In a preferred embodi-
ment, every potential user must first register with the PTSP
400 prior to placing any calls over equipment maintained by
the PTSP 400. This may assist in billing, authentication,
fraud control, and marketing intelligence, for example. In
some embodiments, each registered user 1s associated with
one or more proxy servers 1100, and the association 1s stored
in the registration database 1102.

The gateway database 1104 stores information pertaining
to the gateways 1106a—c with which the PSTP 400 1s
associated, the gateway administration entity (e.g. Focal
Communications, Sprint, etc.), how many calls are being
handled by each gateway 1106a—c, and other information
pertaining to gateways 1106a—c associated with the PTSP
400.

The proxy server 1100 may access the registration data-
base 1102 and the gateway database 1104 to select an
appropriate gateway 1106a— for a call. The proxy server
1100 may, for example, be a gatekeeper according to the
H.323 protocol. In a preferred embodiment, the proxy server
1100 1s only 1nvolved during a gateway selection process. In
another embodiment, only one gateway 1s present, and the
proxy server may be omitted. (In such a case, 1t may be
desirable to continue maintaining the registration database
1102 and/or the gateway database 1104, for system moni-
toring). After the proxy server 1100 has selected an appro-
priate gateway 1106a—c, the IP address of the selected
gateway 1106a—c 1s available to various components within
the PTSP 400, such as the call handler 800. Although three
gateways 1106a—c are shown 1n FIG. 11, this 1s for 1llustra-
tive purposes only, and other numbers of gateways may also
be provided.

In a preferred embodiment, the PTSP 400 has a plurality
of proxy servers 1100 associated with a respective plurality
of gateways 1106a—c. The proxy server 1100 used for a
particular call might, for example, be based on a prefix in a
phone number to be called. Other proxy selection criteria
may also be used.

C. Gateway

The gateway 208 1s a known device that 1s often located
on the premises of a conventional (circuit-switched) tele-
phony provider. The gateway 208 typically serves at the
point where data on a call 1s translated from packet-switched
data to circuit-switched data. In some embodiments, the
Public Switched Telephone Network (PSTN) 210 may
include packet-switching network portions. For purposes of
the present system, the details regarding the gateway 208 are
important primarily for determining what native protocol(s)
and networking equipment are in use, 1n order to select an
appropriate call server 600 (and call slave 804).

D. Target Device

The target device 212 1s preferably a telephone having a
direct or indirect connection to the PSTN 210, or to some
other network. Alternative implementations of the target
device 212, such as a mobile phone and other communica-
tion device, are also intended to be within the scope of the
present system. The details regarding the target device 212
are not of particular importance for operation of the PTSP
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400. The exact configuration of the target device 212 will
likely depend on the network(s) between the gateway 208

and the target device 212. The user device 202 (or an
associated user) need only know how to reach the target
device 212, such as by dialing a phone number, selecting an
address book entry, or entering some other target identifier.

FIG. 12 illustrates a packet-switched telephony system
1200, according to a preferred embodiment. The system
1200 1s shown to include components as described above,
with like reference numerals indicating like functionalities
and connections. As was described above, many variations
may be made from the illustrated configuration, without
departing from the intended scope of the system. It should
also be noted that a target device and a PSTN have been
omitted from FIG. 12 to improve clarity of illustration.

III. Communication of Packet-Switched Data trom the User
Device

A. Call Operation: First Exemplar Embodiment

FIG. 13 1s a simplified block diagram illustrating call
operation 1n a telephony system 1300 according to a first

exemplary embodiment. The system 1300 includes a user
device 1302, a PTSP 1306, a gateway 1308, and a target

device 1312. The user device 1302, the PTSP 1306, the
gateway 1308, and the target device 1312 of system 1300
may be similar to or substantially the same as the user device
202, the PTSP 206, the gateway 208, and the target device
212 of system 200.

The user device 1302 1s linked to both the PTSP 1306 and
the gateway 1308 through a packet-switched network 1304,
such as the Internet. The PTSP 1306 1s also linked to the
gateway 1308, such as through the Internet, a dedicated
connection, or some other network. The gateway 1308 1s
linked to the target device 1312 through a PSTN 1310 and/or
another network.

The user device 1302 sends call control data via the
packet-switched network 1304a to the PTSP 1306.
Examples of call control data include setup information (e.g.
the call request, the phone number to call, etc.), ping
information sent periodically (e.g. “stay alive” signals, sig-
nal strength indicators, etc.), and disconnect signals. The
user device 1302 sends media data via the packet switched
network 130456 to the gateway 1308. Thus, if the packet-
switched network 1304a,b 1s an IP network, diflerent pack-
ets from the user device 1302 may have diflerent destination
IP addresses, depending on the type of data contained 1n the
packet.

The embodiment shown 1n FIG. 13 may provide perfor-
mance benefits. Because media 1s transmitted directly to the
gateway 1308, rather than through the PTSP 1306, there will
likely be fewer “hops™ between the user device and the
target device, resulting 1n less delay. In addition, because an
industry standard may be used to communicate media with
the gateway, there will likely be fewer dropped calls, quicker
ping times, and more scalability. One possible disadvantage
may result from having to implement portions of a native
protocol at the user device 1302. The call client 1314 may
be a larger download for the user device 1302 than 1f all
packets (including media) were transmitted by the user
device 1302 to the PTSP 1306, in which a non-native
protocol could be used for all packet transmissions. Because
call control 1s still primarily handled by the PTSP 1306 1n the
system 1300, the call client 1314 on the user device 1302 1s
still likely to be smaller than 1t would be 11 call control were
implemented at the gateway 1308. If call control were
implemented at the gateway 1308, the user device 1302
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would likely need to implement a more complete telephony
stack 1n order to communicate with the gateway 1308.

Either party to the call shown in the system 1300 may
initiate a disconnect procedure. If the target device 1312
initiates the disconnect procedure, the PSTN 1310 forwards
the disconnect request to the gateway 1308. The gateway
1308 communicates the disconnect information to the call
server of the PTSP 1306, and the call server 600 transmuits
a disconnect message to the user device 1302, to cause the
user device 1302 to stop audio traflic transmission and return
to a “ready” state. If the user device 1302 initiates the
disconnect procedure, the call client 1314 on the user device
1302 transmits a disconnect message to the call server 600
of the PTSP 1306. The PTSP 1306 communicates the
disconnect request to the gateway 1308 to cause the call to
be disconnected.

B. Call Operation: Second Exemplary Embodiment

FIG. 14 1s a simplified block diagram illustrating call
operation 1n a telephony system 1400 according to a second
exemplary embodiment. System 1400 1includes a user device

1402, a PTSP 1406, a gateway 1408, and a target device
1412. The user device 1402, the PTSP 1406, the gateway
1408, and the target device 1412 of system 1400 may be
similar to or substantially the same as the user device 202,
the PTSP 206, the gateway 208, and the target device 212 of
system 200. The user device 1402 1s linked to the PTSP 1406
through a packet-switched network 1404, such as the Inter-
net. The PTSP 1406 1s linked to the gateway 1408 through
a packet-switched network, such as the Internet, or some
other network. The gateway 1408 1s linked to the target
device 1412 through the PSTN 1410.

In contrast to the first embodiment shown 1in FIG. 13,
packets containing media and call control information are
transmitted to the PTSP 1406, preferably according to a
non-native protocol. The PTSP 1406 (i.e. the call handler
800) transmits the information to the gateway 1408, accord-
ing to the native protocol of the gateway 1408. Similarly,
media and call control packets from the gateway 1408 are

transmitted to the PTSP 1410, and the PTSP 1410 transmits
similar packets to the user device 1402.

In a potentially advantageous aspect of the second
embodiment, the non-native protocol includes transmitting
the media and/or the call control information as HTTP
packets, to assist in traversing firewalls, which often block
media tratlic on unrecognized ports. If a port number nor-
mally associated a non-telephony application 1s used (e.g.
ports 20, 21, 22, 23, 25, 80, 110, 119, 443, and/or 7070) 1s
used, then a firewall 1s more likely to allow the media to pass
through.

In another aspect of the second embodiment, conference
calling may be enabled, since all media tlows through the
PTSP 1406. The PTSP 1406 may thus serve as a mixing
entity for two or more user devices 1402 and/or target
devices 1412.

FIG. 15 1s a message flow diagram illustrating a method
1500 for providing packet-switched telephony service,
according to an exemplary embodiment. The entities shown
as transmitting and receiving messages include a user device
1502, a front end 1504, a call server 1506, a proxy server
1508, and a gateway 1510. Various messages to be set forth
below may be transmitted or received by entities other than
what 1s described. For example, the front end 1504, the call
server 1506, and the proxy server 1508 may have lower level
components or may be included within higher level com-
ponents, some of which may be involved in the transmission
of messages, according to alternative embodiments.
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The user device 1502 transmits a call request 1512 to the
front end 1504. The call request 1512 may include a phone
number and a user identification code, for example, trans-
mitted via a TCP/IP connection. (“TCP/IP” refers to Trans-
mission Control Protocol/Internet Protocol. TCP 1s

described 1n J. Postel, ed. “Transmission Control Protocol,”
IETF RFC 793, and IP 1s described 1n J. Postel, ed., “Internet

Protocol,” IETF RFC 791, September 1981, both of which
are 1ncorporated by reference herein.)

The front end 1504 makes a call server selection 1514. In
the method 1500, the front end 1504 has selected the call
server 1506.

The call server 1506 determines whether the call request
1512 from the user device 1502 1s valid, which may include
determining whether the user 1dentification code and/or the
phone number to be dialed are authorized under the user’s
call plan. If the call request 1512 1s not valid, then the call
server 1506 may transmit a rejection message 1516 to the
user device 1502. If the call request 1512 1s valid, then the
call server 1506 registers the user device 1502 with the
proxy server 1508, as shown 1n 1518.

The proxy server 1508 makes a gateway selection 1520,
and transmits a network address (e.g. an IP address) to the
call server 1506, as shown 1n 1522. In the method 1500, the
proxy server 1508 has selected the gateway 1512.

The call server 1506 transmits branding information and
an appropriate IP address (which may depend upon which
embodiment 1s 1implemented) to the user device 1502, as
shown 1n 1524.

The call server 1506 transmits call setup information 1526
to the gateway 1510 to mitiate the call, and the gateway 1510
may transmit a call acceptance message 1528 back to the call
server 1506.

The call server 1506 may transmit a call status indicator
1530 to the user device 1502, and a call notification 1532
may be 1ssued from the gateway 1510 to the user device
1502, depending on the particular embodiment 1mple-
mented. A call 1534 1s established. Media for the call 1s
preferably transmitted as RTP (Real-time Transport Proto-
col) over UDP (User Datagram Protocol). RTP 1s described
in Schulzrinne et al., “RTP: A Transport Protocol for Real-
Time Applications,” IETF RFC 1889, January 1996, and
UDP 1s described 1n Postel, “User Datagram Protocol,” RFC
768, August 1980, both of which are incorporated by refer-
ence herein.

While the call 1534 1s 1n process, the call server 1506 may
be 1n communication 1536 with the gateway 1510 to moni-
tor the call 1534. The call monitoring may include periodic
pings, call quality, and error detection, and 1s preferably
conducted using the native protocol of the gateway 1510.

As was discussed above, a disconnect 1538 may be
initiated by either party.

FIG. 16 1s a simplified block diagram showing an exem-
plary system 1600 allocating assets to a particular telephony
protocol. Although the SIP and H.323 protocols are illus-
trated 1n FIG. 16, other numbers and types of protocols may
alternatively be employed. The system 1600 includes a user
device 1602, assets assigned to the SIP protocol 1604, assets
assigned to the H.323 protocol 1606, a PSTN 1608, and a
target device 1610. The user device 1602 includes a call
client 1612. The assets assigned to the SIP protocol 1604
include a SIP call server 1614, a SIP proxy server 1616, and
a SIP gateway 1618. The assets assigned to the H.323
protocol 1606 include an H.323 call server 1620, an H.323
proxy server 1622, and an H.323 gateway 1624.

The user device 1602 may communicate to the assets
assigned to a particular protocol based on the prefix in a
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phone number to be called. Other selection criteria may also
be employed. If a particular telephony protocol 1s updated,
only the call server(s) implementing that protocol 1s required
to implement the update.

FIG. 17 1s a flow diagram 1llustrating a method 1700 for
providing packet-switched telephony service, according to
an exemplary embodiment. The method 1700 includes
receiving a call request from a user device 202, as shown 1n
1702. The call request 1includes a target indicator of a target
device 212 that the user device 202 1s attempting to call. For
example, the target indicator may include a telephone num-
ber corresponding to the target device 212. The call request
received from the user device 202 i1s formatted and/or
received according to a non-native protocol. In 1704, a call
server 600 1s selected to process the call request. The call
server 600 may include a call director 700 operable to
determine whether the call request 1s authorized. In 1706, a
call handler 800 1s launched upon determining that the call
request 1s authorized. The call handler 800 may include a
call master 802 and a call slave 804, as described above. The
call master 802 receives the call request in the non-native
protocol, and the call handler 800 converts the call request
to a native protocol. In 1708, the call request 1s transmitted
in the native protocol to a gateway 208. The gateway 208
implements the native protocol, and 1s operable to forward
the call request to the target device 212. Other functionality
may also be included as part of the method 1700. For
example, the method 1700 may further include selecting the
gateway 208 from a plurality of gateways based on at least
one gateway selection criterion. Similarly, functionality
described above with respect to FIGS. 1-16 may also be
implemented.

FIG. 18 1s a flow diagram 1llustrating a method 1800 for
providing packet-switched telephony service, according to
another exemplary embodiment. In 1802, a call request 1s
received from a user device 202. The call request may
include a target identifier, such as a telephone number
corresponding to a target device 212. The call request 1s 1n
accordance with a non-native protocol. In 1804, a call server
600 1s selected to process the call request. The call server
600 includes a call director 700 operable to determine
whether the call request 1s authorized. In 1806, the user
device 202 1s registered with a proxy server 1100 upon
determining that the call request 1s authorized. The proxy
server 1100 may include a registration data base 1102, for
example, to assist in determining authorization. In 1808, a
gateway 208 1s selected by the proxy server 1100. The proxy
server 1100 may, for example, periodically obtain a gateway
status, and may maintain a gateway database 1104. In 1810,
a network address corresponding to the selected gateway
208 1s sent to the call server 600 by the proxy server 1100.
In 1812, the user device 202 1s sent the network address of
the selected gateway 208. This information 1s preferably sent
in a non-native protocol. In an alternative embodiment,
branding information and/or advertising information may
also be sent to the user device by the call server 600 at this
time. In 1814, the call request 1s transmitted in a native
protocol to the gateway 208, which operates according to the
native protocol. The gateway 208 1s operable to forward the
call request to the target device 212, such as via a Public-
Switched Telephone Network (PSTN) 210. At 1816, the
gateway 208 sends the call server 600 an acceptance of the
call request, preferably 1n the native protocol. In 1818, the
call server 600 sends the user device 202 a call status
indicator, preferably 1n the non-native protocol. In 1820, a
call 1s established between the user device 202 and the
gateway 208. This may include the gateway 208 notifying
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the user device 202 (such as by notification message) that the
call 1s established. The method 1800 may include additional
functionality. For example, the call may be monitored by the
call server 600 as 1n 1822. As another example, disconnect
service may be provided by detecting a disconnect indicator
(such as a hang-up by the target device 212 or a similar
notification by the user device 202) and performing an
appropriate disconnect action as 1n 1824. Such a disconnect
action may be performed by the gateway 208 or the PSTN
210 1n the case of the target device 212, or by the call server
600 1n the case of the user device 202.

FIG. 19 1s a flow diagram illustrating a method 1900 for
providing packet-switched telephony service, according to
yet another exemplary embodiment. In 1902, call control
data 1s sent from a user device 202 to a PTSP 400. The call
control data may, for example, include a call request, ping
information, and/or disconnect request information. The call
control data 1s preferably included 1n at least one packet
including a first network address specification, such as an IP
address corresponding to the PI'SP 400. Such call control
data may be sent by the PTSP 400 to a gateway 208
according to a protocol that 1s native to the gateway 208. In
1904, the user device 202 sends media to a gateway 208, so
that the gateway 208 may forward the media to a target
device 212. The media may include, but 1s not limited to,
voice data. The media 1s preferably sent from the user device
202 to the gateway 208 according to a native protocol, and
preferably consists of at least one packet including a net-
work address specification such as an IP address correspond-
ing to the gateway 208.

FIG. 20 1s a flow diagram illustrating a method 2000 for
providing packet-switched telephony service, according to
still yet another embodiment. In 2002, call control data and
media are sent from a user device 202 to a PTSP 400
according to a non-native protocol. In 2004, the call control
data and media are sent from the PTSP 400 to the gateway
208 according to a native protocol supported by the gateway
208. The gateway 208 may be further operable to forward
the media to a target device 212. Much of the functionality
described with reference to FIGS. 17-19 may also be
included 1n the method 2000. In addition, functionality
described with reference to FIGS. 1-16 may also be imple-
mented.

In view of the wide variety of embodiments to which the
principles of the invention can be applied, i1t should be
understood that the illustrated embodiments are exemplary
only, and should not be taken as limiting the scope of the
present mnvention. For example, more or fewer elements or
components may be used 1n the block diagrams. In addition,
the present invention can be practiced with hardware or a
combination of software and hardware.

We claim:

1. A system for providing telephony service over the
Internet, comprising in combination:

a call client downloadable to a user device located on the
Internet, the call client communicating both media and
first call-control data across the Internet according to a
non-native protocol, the media including voice data,
wherein the call client includes a port scan module to
identily Internet Protocol ports open for communica-
tion;

a database for determining whether a user associated with

the user device 1s authorized to communicate via a call
with a second user accessible through a Public-

Switched Telephone Network (PSTN);
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a gateway located at an interface between the Internet and
the PSTN, the gateway communicating according to a
native protocol;

a Packet-switched Telephony Service Provider (PTSP)
both the media and the first call-control data across the
Internet with the call client according to the non-native
protocol, the PTSP further commumnicating both the
media and second call-control data across the Internet
to the gateway according to the native protocol so that
the call can be connected to the PSTN; and

a call logger associated with the PTSP and tracking calls.

2. The system of claim 1, the PTSP including a call
director and a plurality of call handlers, the call director
rece1ving the first call-control data in the non-native protocol
over the Internet from a plurality of user devices and
distributing further call processing to the plurality of call
handlers.

3. The system of claim 1, further comprising;:

a plurality of gateways; and

a proxy server associated with the PTSP, the proxy server
receiving and distributing calls across the plurality of
gateways according to one or more non-proprietary
protocols, including the native protocol.

4. The system of claim 1, the call client transmitting both
the media and the first call control data in packets formatted
according to the HTTP protocol.

5. The system of claim 1, wherein the native protocol 1s
selected from H.323, SIP, and MGCP, and wherein messages
according to the non-native protocol are 1n a format selected
from UDP, TCP, and HTTP.

6. The system of claim 1, wherein the non-native protocol
includes a set of data messages 1n a proprietary format, the
set of data messages including a telephone number, a user
device IP address, a port number, and a user i1dentification
token.

7. The system of claim 1, wherein the call client receives
an “‘unauthorized” message 11 by accessing the database, the
PTSP determines that the user does not have a suilicient
balance to place the call.

8. The system of claim 1, wherein the call client accepts
a selection of an address book entry corresponding to a
target indicator.

9. The system of claim 1, wherein the media format of the
native protocol 1s 1n the G.711 codec.

10. The system of claim 1, wherein the PI'SP communi-
cates both the media and the first call-control data with the
call client over ports selected by the call client’s port scan
module.

11. A system for providing telephony service over the
Internet, comprising in combination:

a user device connected to the Internet and communicat-
ing call control information across the Internet accord-
ing to a non-native protocol, wherein the non-native
protocol provides information on call quality;

a gateway located at an interface between the Internet and
the Public-Switched Telephone Network (PSTN), the
gateway communicating media and call-control infor-
mation according to a native protocol;

a proxy server receiving call control information accord-
ing to the native protocol and selecting a gateway to the
public switched telephone network;

a database for determining whether a user associated with
the user device 1s authorized to communicate via a call
with a second user accessible through the PSTN;

a call server connected to the Internet and communicating
first call-control data across the Internet with the user
device according to the non-native protocol, and also
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communicating second call-control data across the
Internet with a proxy server according to the native
protocol; and

a call logger for tracking calls.

12. The system of claam 11, wherein the non-native
protocol provides information on call quality through pings
between the user device and a PTSP associated with the call
Server.

13. The system of claim 11, wherein the user device
accepts a selection of an address book entry corresponding
to a target indicator.

14. The system of claim 11, wherein the user device
communicates media with the gateway according to a native
protocol that includes Real Time Protocol over User Data-
gram Protocol.

15. The system of claim 11, wherein the user device
transmits both the media and the first call-control data in
packets formatted according to the HT'TP protocol.

16. The system of claim 11, wherein the native protocol
1s selected from H.323, SIP, and MGCP, and wherein
messages according to the non-native protocol are in a
format selected from UDP, TCP, and HTTP.

17. The system of claam 11, wherein the non-native
protocol includes a set of data messages 1n a proprietary
format, the set of data messages including a telephone
number, a user device IP address, a port number, and a user
1identification token.

18. A method for providing telephony service over the
Internet, comprising in combination:

receiving a call request from a user device connected to

the Internet, wherein the call request includes a tele-
phone number corresponding to a PSTN subscriber,
and wherein the call request 1s 1n accordance with a
non-native protocol;

selecting a call server to process the call request, wherein

the selected call server includes a call director to
determine whether the user device has used up a
maximum number of minutes;
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launching a call handler, wherein the call handler receives
the call request in the non-native protocol, wherein the
call handler converts the call request to a native pro-
tocol, and wherein the native protocol 1s selected from
H.323, SIP, and MGCP;

transmitting the call request in the native protocol to a
gateway, wherein the gateway implements the native
protocol, and forwards the call request to the PSTN
subscriber:

communicating media between the user device and the
gateway according to User Datagram Protocol; and

logging information about calls so that call durations may
be determined.

19. The method of claim 18, wherein the user device
executes a telephony client.

20. The method of claim 18, wherein the user device
receives an ‘“‘unauthorized” message 1f the call director
determines that the user does not have a sutlicient balance to
place the call.

21. The method of claim 18, wherein the user device
accepts a selection of an address book entry corresponding

to a target indicator.

22. The method of claim 18, wherein the user device
transmits the call request 1n packets formatted according to

the HT'TP protocol.

23. The method of claim 18, wherein messages according

to the non-native protocol are in a format selected from
UDP, TCP, and HTTP.

24. The method of claim 18, further comprising selecting
the gateway from a plurality of gateways based on at least
one gateway selection criterion.

25. The method of claim 18, wherein the user device 1s a
device selected from the group consisting of a personal
computer, a mobile phone, a wireless handheld, and a
packet-switched telephone.
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