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(57) ABSTRACT

A method of providing a credit worthiness rating, and
systems and computer programs configured to enable the
method, are disclosed. An identifier of an electronic device
is received, and information is associated with the identifier.
A credit worthiness rating is then determined, the rating
based on the information associated with the received iden-
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CREDIT WORTHINESS RATING METHOD

CROSS REFERENCE TO RELATED
APPLICATION

[0001] The present application is related to Australian
Provision Application No. , which was filed on Mar.
24, 2005 by Alvin David Toms for “A Credit Worthiness
Rating Method” and is hereby incorporated by reference.

FIELD OF INVENTION

[0002] The present invention relates to rating the credit
worthiness of an applicant for credit.

BACKGROUND

[0003] Bad debt is a serious problem for credit providers
including providers such as telecommunications network
operators because payments for the services they supply are
often made in arrears. This means that the operators are
effectively lending their customers money to the value of the
services they use in each bill cycle. Since this lending is
unsecured, there is a natural tendency for customers who run
up unmanageable debts to fail to make payment, thereby
leaving the network operator with little chance of recovering
the money they are owed and no choice but to bar the
offenders from their network.

[0004] Once barred, bad debtors will frequently reapply to
the same operator in the hope of regaining access to their
network. Simple checks on the names or social security
numbers of applicants against those of previous bad debtors
have proved effective in identifying many potential repeat
offenders. There are many simple ways to overcome such
measures, however, such as reapplying in the name of a
friend or family member, using a fake or stolen identity, or
obfuscating an identity by deliberate misspelling.

[0005] For example, bad debtors may reapply using slight
misspellings of the names they have previously used that are
enough to evade automatic checks that are designed to
uncover their payment histories but not so great that postal
correspondence relating to the services they obtain are
unable to reach them. Attempts to develop automated sys-
tems to detect such obfuscation have so far met with limited
success because of the time complexity of performing the
approximate matches that are required and the large number
of false matches that usually result.

[0006] 1t should be noted that the ease with which bad
debtors can apply for services using new identities is greater
than expected because many bad debtors are not single
individuals but are more or less tightly connected groups of
individuals such as families or housemates. The phrase ‘bad
debtors’ is therefore used not in the narrow sense of the
single individual whose name happened to be associated
with an account that went into debt but in the broader sense
of the group of individuals who were associated with the
debt.

[0007] Tt is in identifying such groups that the traditional
approach of associating credit information with particular
individuals’ identities is inadequate because a group of bad
debtors has several identities that it can use to repeatedly
re-access sources of credit before they can be reliably
identified.
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BRIEF SUMMARY OF THE INVENTION

[0008] According to one aspect of the invention there is
provided a method of providing a credit worthiness rating,
the method comprising:

[0009] receiving an identifier of an electronic device,
wherein information is associated with the identifier;
and

[0010] determining a credit worthiness rating based on
the information associated with the received identifier.

[0011] According to another aspect of the invention there
is a method of providing a credit worthiness rating com-
prising:

[0012] receiving an identifier of an electronic device,
wherein the identifier is associated with a service
provided in relation to the electronic device; and

[0013] determining a credit worthiness rating based on
information associated with the received identifier.

[0014] Usually the service is provided in return for one or
more payments. Typically the electronic device is a tele-
phone and the identifier is the telephone number of the
telephone. The service may be access to a telecommunica-
tions network.

[0015] In one embodiment the credit worthiness rating is
also based on additional information that is not associated
with any specific identifier.

[0016] According to another aspect of the invention there
is a method of providing a credit worthiness rating com-
prising:

[0017] receiving a telephone number; and

[0018] determining a credit worthiness rating based on
information associated with the telephone number.

[0019] Preferably the information associated with the tele-
phone number is data on the use of the telephone and/or data
on the payment behaviour for provision of the telephone
service, and/or services supplied to the telephone, and/or
transactions or payments made using the telephone.

[0020] According to a further aspect of the invention there
is a method of providing a credit worthiness rating and
verifying the identity of a credit applicant comprising:

[0021] receiving a telephone number and identifying
information of the credit applicant;

[0022] determining a credit worthiness rating of the
credit applicant based on information associated with
the telephone number; and

[0023] wverifying the identifying information using the
received telephone number.

[0024] 1In one embodiment the credit applicant’s identity
details are compared to the telephone subscriber’s identity
details.

[0025] 1In a further embodiment, the credit applicant’s
identity details and the telephone subscriber’s identity
details are encoded prior to comparison using a non-invert-
ible encoding.
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[0026] In one embodiment the identity details are subject
to normalisation procedures prior to comparison or encod-
ing.

[0027] In one embodiment a user of the telephone is
contacted to verify that they approve of a credit assessment
being performed against their telephone number.

[0028] In one embodiment a user of the telephone is
contacted to verify that they are aware that a credit assess-
ment is being performed against their telephone.

[0029] In one embodiment a user of the telephone is
contacted to verify that they are the person who is applying
for credit.

[0030] Inone embodiment the user of the telephone that is
contacted is the telephone subscriber.

[0031] Inone embodiment the user of the telephone that is
contacted is the credit applicant.

[0032] Inone embodiment the telephone number is used to
verify that the telephone is in the possession of the person
applying for credit.

[0033] In one embodiment the telephone number is for a
mobile telephone and the credit applicant appears in person
and presents their mobile telephone, the telephone number is
dialled to determine whether the credit applicant’s telephone
is the same as the telephone corresponding to the number
dialled.

[0034] In one embodiment the identity of the subscriber
holding the telephone number is checked against the identity
of the credit applicant.

[0035] According to another aspect of the present inven-
tion there is a method for mapping a telephone number to a
representation of credit worthiness comprising:

[0036]

[0037] mapping the telephone number to a representa-
tion of a credit worthiness rating.

receiving a telephone number; and

[0038] Preferably the mapping is performed by computing
the representation of credit worthiness from information
associated with the telephone number.

[0039] Inoneembodiment the information associated with
the telephone number comprises information relating to
payments made for services supplied to the telephone or the
user or users of the telephone.

[0040] In another embodiment the information associated
with the telephone number comprises information relating to
the usage of the telephone.

[0041] Ina further embodiment the information associated
with the telephone number comprises information relating to
transactions or payments made using the telephone.

[0042] The representation of credit worthiness may be
computed by some form of predictive model.

[0043] In a preferred embodiment the predictive model is
a neural network.

[0044] The representation may be an approve-disapprove
recommendation. The representation may be an approve-
disapprove-refer recommendation. The representation may
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take the form of a credit score. Typically the credit score is
output following transformation and scaling.

[0045] According to the present invention there is a com-
puter program for controlling a computer to perform any one
of the methods described above.

[0046] Also according to the present invention there is a
computer readable storage medium for storing the above
defined computer program.

[0047] Further the invention provides for a computer
device programmed to perform one of the above defined
methods.

[0048] According to one aspect of the invention there is an
apparatus for providing a credit worthiness rating compris-
ing:

[0049] means for receiving an identifier of an electronic
device, wherein the identifier is associated with a
service provided in relation to the electronic device;
and

[0050] means for determining a credit worthiness rating
based on information associated with the received
identifier.

[0051] According to another aspect of the invention there
is an apparatus for providing a credit worthiness rating
comprising:

[0052]

[0053] means for determining a credit worthiness rating
based on information associated with the telephone
number.

means for receiving a telephone number; and

[0054] According to a further aspect of the invention there
is an apparatus for providing a credit worthiness rating and
verifying the identity of a credit applicant comprising:

[0055] means for receiving a telephone number and
identifying information of a credit applicant;

[0056] means for determining a credit worthiness rating
of the credit applicant based on information associated
with the telephone number; and

[0057] means for verifying the identifying information
using the received telephone number.

[0058] According to another aspect of the present inven-
tion there is an apparatus for mapping a telephone number
to a representation of credit worthiness comprising:

[0059]

[0060] means for mapping the telephone number to a
representation of a credit worthiness rating.

means for receiving a telephone number; and

[0061] According to a further aspect of the present inven-
tion there is a system for providing a credit worthiness rating
comprising:

[0062] means for receiving an identifier of an electronic
device, wherein information is associated with the
identifier; and

[0063] means for determining a credit worthiness rating
based on the information associated with the received
identifier.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0064] In order to provide a better understanding of the
present invention preferred embodiments will now be
described in greater detail, by way of example only, with
reference to the accompanying diagrams, in which:

[0065] FIG. 1 is a schematic block diagram of a system
for providing a credit worthiness rating according to a
preferred form of the present invention;

[0066] FIG. 2 is a schematic block diagram of a system
for providing a credit worthiness rating and identity confir-
mation according to another preferred form of the present
invention;

[0067] FIG. 3 is a schematic block diagram of a system
for assessing credit worthiness rating according to one
embodiment of the present invention;

[0068] FIG. 4 is a schematic block diagram of a system
for assessing credit worthiness rating according to another
embodiment of the present invention;

[0069] FIG. 5 is a schematic block diagram of a system
for assessing credit worthiness rating and identity confirma-
tion according to another embodiment of the present inven-
tion;

[0070] FIG. 6 is a schematic flow chart of one embodi-
ment of a method of providing a credit worthiness rating
according to the present invention; and

[0071] FIG. 7 is a schematic flow chart of another
embodiment of a method of providing a credit worthiness
rating according to the present invention.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

[0072] The present invention estimates the credit worthi-
ness of applicants for credit from a credit provider including
applicants for services such as those supplied by a telecom-
munications operator by the unexpected realisation that one
can exploit the fact that people are reluctant to change their
telephone numbers. Most telephone numbers are closely
associated with a specific person or group of people for long
periods. This means that information associated with a
telephone number typically describes the person or group of
people who are normally associated with the telephone, and
their behaviour.

[0073] Much of this information, such as the history of
payments made for services supplied to the telephone, the
types of services requested, and the manner of their use, can
be used to estimate the credit worthiness of the phone’s
users. For example, if the costs of services supplied to a
telephone are high but payments are always full and prompt,
it is likely that the users of the phone will also be reliable in
the repayment of credit. If, on the other hand, the cost of
services is low or erratic and payments are frequently late or
partial, then the users of the phone are likely to represent a
poor credit risk.

[0074] This is also applicable to identifiers of electronic
devices other than telephones, such as conventional, por-
table, or handheld computers, personal organisers, smart-
cards (including smart identity cards and credit cards),
electronic identification tags (including RFID tags), and
electronic components within these devices, such as network
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cards and processing units. In the case of computing devices
with network connectivity the service could comprise inter-
net access and the identifier could be an internet protocol
address. In the case of the identity card or smart card, the
service could be the provision of social welfare, banking or
credit facilities. Identification tags may be used as a substi-
tute for identity cards. Identifiers associated with compo-
nents of electronic devices such as computing devices may
be used as an identifier for the entire device. For example,
a computer on a network may be identified by the MAC
address of its network card or the serial number of its
processor. In general, the invention will work with any
identifier of any electronic device that tends to be associated
with one or more specific people for extended periods.

[0075] Referring to FIG. 1, a simplified form of a system
10 for providing a credit worthiness rating or representation
is shown. It includes an input means 12 for receiving an
identifier (such as a telephone number), a credit worthiness
assessor 14 and an output means 16 for providing a rating of
credit worthiness based on the input telephone number. The
input means 12 will usually be in the form of a keyboard
connected to a computer system. The credit worthiness
assessor will usually be in the form of a second computer
system connected to the first computer system by a network.
The first computer system will be arranged to provide the
inputted telephone number to the second computer system,
which will determine the credit worthiness rating as will be
described below. The second computer system is arranged to
provide the determined credit worthiness rating to the first
computer system. The output means will usually be in the
form of a display screen of the first computer system. It will
be appreciated that the roles of the first and second computer
systems could be performed by a single computer system or
by many computer systems.

[0076] The computer systems which perform the method
described herein operate under the control of one or more
computer programs that configure and direct the computer
systems to perform the invention. The computer program(s)
may be stored on a computer readable storage medium, such
as an installed memory device or a disk drive for access by
the computer processor during operation, or on a removable
medium, such as a floppy disk, CD, DVD, flash memory
stick, etc. for loading onto the computer system.

[0077] Referring to FIG. 2, a simplified form of a system
for providing credit worthiness and identity verification 20
is shown. It includes an input means 22 for receiving an
identifier (such as a telephone number), an input means 24
for receiving a nominated identity, a credit worthiness and
identity checking means 26, an output means 28 for provid-
ing a rating of credit worthiness based on the input telephone
number, and an output means 30 for providing an indication
of whether the identity nominated is verified based on the
telephone number supplied. The typical embodiment of this
system will be the same as that described in relation to FIG.
1, with the keyboard forming both input means 22 and 24,
the computing device(s) forming the credit worthiness and
identity checking means 26, and the display screen forming
the output means 28 and 30.

[0078] Referring to FIG. 3, one form of credit worthiness
assessor 14A is shown, which comprises a receiver 42 for
receiving the telephone number from the input means 12.
The receiver 42 is arranged to hand the telephone number to
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a lookup means 44. The lookup means 44 is configured to
accesses a storage means 46 in which is stored a database of
credit worthiness ratings to which telephone numbers in the
system are mapped. The storage means may form part of the
first or second computer system or may be external. The
lookup means 44 is configured to retrieve the credit wor-
thiness rating corresponding to the telephone number. The
lookup means 44 is arranged to transmit the retrieved credit
worthiness rating to the output means 16 using transmitter
48.

[0079] The database stored in the storage means 46 is
updated by a credit worthiness database updater 35. The
updater 35 may be implemented in the second computer
system or may be external to the system 10.

[0080] Referring to FIG. 4, another form of credit wor-
thiness assessor 14B is shown. This assessor 14B comprises
a receiver 42 for receiving the telephone number from the
input means 12. The receiver 42 is arranged to hand the
telephone number to a lookup means 50. The lookup means
50 is configured to access a storage means 52 in which is
stored a database of information associated with each tele-
phone number in the system. The lookup means 50 is
configured to retrieve the information associated with the
telephone number. The lookup means is further configured
to calculate a credit worthiness rating based on the retrieved
information details. Optionally, additional information may
also be used to calculate the credit worthiness rating. This
information could include representations of credit worthi-
ness derived by conventional credit worthiness assessment
means, which may improve the accuracies of the assess-
ments made by the present invention if they are based on
data that the invention cannot access directly. The additional
information need not be associated with any specific tele-
phone number and may, for example, include economic
projections, which might provide a useful indication of the
likely future trends of default rates. The lookup means 50 is
arranged to transmit the calculated credit worthiness rating
to the output means 16 using transmitter 48.

[0081] Referring to FIG. 5, which shows the credit wor-
thiness and identity checking means 26 in more detail. The
credit worthiness and identity checking means 26 comprises
a credit worthiness assessor (14A or 14B), a means for
retrieving the identity 62 serviced by the telephone number
(usually the account holder) and a comparator 66. The
means for retrieving the identity 62 will usually be in the
form of an identity requesting means and an identity retriev-
ing means. A telecommunications company will usually
operate the identity retrieving means, whereas the credit
provider will usually operate the identity requesting means
(especially if they are not the same entity). The identity
requesting means is configured to request the identity ser-
viced by the telephone number from the identity retrieving
means. Upon receipt of this request, the identity retrieving
means is configured to access a database stored on a storage
means 64 and retrieve the identity details (name, address,
etc.) from the database and to send it to the comparator 66.
The comparator 66 compares the identity provided by input
means 24 with the identity provided by the identity retriev-
ing means. In the event that the identities match a positive
indication is provided to the output means 30. In the event
that the identities do not match a negative indication is
provided to the output means 30.
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[0082] The comparator 66 may be configured to provide
an indication of a partial match to the output means 30, when
the identity details partially match. For example, the tele-
phone account may be in the name of one family member,
but the credit applicant is a different person residing in the
same residence or having the same surname. A partial match
may be given in those circumstances. Details of the extent
of the match may also be given.

[0083] Privacy laws or concerns may be addressed by the
telecommunications company encoding the identity
retrieved from the database by using an encoder 68. The
encoder can use a suitable technique, such as hashing, to
obtain data representing the identity. The data may not be
reversible back to the identity, but would be created in a
manner such that it would be highly unlikely that a different
identity being encoded would create the same data. The
operator of the credit facility would encode the identity
details provided by the applicant using encoder 70, using the
same encoding technique, in order to compare the resulting
data. To improve the robustness of the comparison, identity
information can be subject to a series of normalisation
procedures prior to encoding, such as converting text into a
phonetic representation in order to minimise the effects of
misspelling by data entry operators. A sophisticated com-
parator and encoder arrangement may be able to determine
a degree of match from the encoded identity details.

[0084] Referring to FIG. 6, the method of use of one
embodiment of the present invention using the system of
FIG. 1 will now be described. The credit applicant will have
requested a credit facility, such as the provision of a service
for which payments are made in arrears, the provision of a
product for which late payments are made, or a conventional
credit facility such as a loan. As an example of credit taking
the form of the provision of a service, telecommunications
and internet service providers usually demand payments in
arrears, effectively issuing credit to the value of the services
they supply. As part of the credit application process the
credit applicant supplies their telephone number (which may
be for a land line or a mobile telephone) at 102. This is
entered into the input means 12.

[0085] The credit worthiness assessor 14 may normalise
106 the format of the number to eliminate possible confu-
sions that can occur when the same number can be repre-
sented in several different ways.

[0086] For example, the same telephone number can typi-
cally be given at the level of the local exchange (for
example, 534489), at the level of the regional exchange (for
example, 01477534489) or at the level of national intercon-
nect (for example 00441477534489). This normalisation
process can be performed using industry standard techniques
that are based on segmenting the number to identify missing
elements that can then be supplied from lookup tables. The
normalisation step may not be necessary if the telephone
numbers used by the invention are likely to be in a consistent
format.

[0087] The credit worthiness rating is obtained using one
of the two embodiments of FIGS. 3 and 4. This also
functions as a check at 108 to determine whether the
telephone number is in the database (46 or 52). If the
telephone number is not in the database an output is pro-
vided at 114 to the output means 16 indicating that the
number is not in the database. Other credit worthiness rating
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techniques may still be used to provide a credit worthiness
rating. Failure to find the number in the database may be
sufficient to provide a credit rating according to the policies
of the operator of the rating system, in which case, the
system will proceed to step 112.

[0088] If the embodiment of FIG. 3 is used an indication
of credit worthiness is already associated with the norma-
lised telephone number/in the storage device 46. It is
retrieved by the lookup means 44 at step 110.

[0089] If the embodiment of FIG. 4 is used the lookup
means 50 retrieves the information associated with the
telephone number from the storage means 52 and computes
an indication of credit worthiness at step 110.

[0090] The essential difference between these two
approaches is that the first requires a representation of credit
worthiness already to be associated with the normalised
telephone number in a storage device. The source of the
representation could be external to the invention, and could
include a conventional credit scoring mechanism.

[0091] The credit worthiness rating is then provided 112 to
the output means 16. The credit worthiness rating is an
indication of the credit worthiness of the person or group of
people that use the telephone.

[0092] A configuration of the invention that would provide
an indication of credit worthiness by association could be
simply to respond to a query about a telephone number with
an indication as to whether money is owed against services
supplied to the telephone. This information would be sup-
plied by an external agent using updater 35 and stored
against the telephone number in a storage device 46; the
invention would simply provide the output means 16 with an
indication of poor credit worthiness if money is owed or
overdue and good credit worthiness otherwise. The inven-
tion in this case provides a simple good-bad binary output
that indicates whether or not credit should be issued to the
credit applicant. This is referred to as rating by association
because the indication of credit worthiness is explicitly
present and associated with the telephone number in the
storage device.

[0093] Where an indication of credit worthiness is gener-
ated by computation, information such as the usage of a
telephone, payments made against services supplied to the
telephone, and information about how long it has been since
the telephone number was last re-assigned can be associated
with the telephone’s number in a storage device, and can all
be used in conjunction or in isolation to derive indications of
credit worthiness using a variety of different credit worthi-
ness estimators.

[0094] For example, a scorecard approach to computing
credit worthiness estimates from such information would
include collecting a large number of exemplar records
representing individual telephones, each record containing
the above mentioned information, and labelling each record
according to whether it represents a good or bad credit risk,
depending on whether there is unrecoverable debt associated
with it. This exemplar set can then be used in conjunction
with industry standard techniques to produce a linear score-
card, which can provide a continuous non-binary indication
of the credit worthiness of the user or group of users of any
telephone number for which the same information is avail-
able.
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[0095] A preferred embodiment of the present invention
uses a non-linear neural network instead of the linear
scorecard. Neural networks can be created from the same
data sets as traditional linear scorecards but their capacity to
model the non-linearities that are intrinsic in the determi-
nation of accurate estimates of credit worthiness means that
they almost always offer superior performance. An addi-
tional benefit of using neural networks is that their outputs
can be interpreted as posterior probabilities, which means
that they can be given a precise objective interpretation as a
representation of the actual likelihood of a bad debt occur-
ring, in a way that the outputs of linear scorecards cannot.

[0096] These examples of calculating the credit worthi-
ness rating are provided by way of example only and there
are many alternative ways in which the invention can be
implemented in practice. For example, in any specific appli-
cation there may be more or less information associated with
a telephone number than has been described above; the
payment history could be summarised by nothing more than
the outstanding balance, or it could contain a complete
history of bill amounts, payment amounts, bill dates, pay-
ment dates, and payment methods.

[0097] Behavioural information relating to the use of the
telephone itself can also be used. For example, whether the
telephone is used to call gaming services or ‘hot’ destina-
tions that are favoured by fraudsters and bad debtors can
provide an indication of credit worthiness, as can the loca-
tions of cell sites that calls are made from and to, and the
type and frequency of m-commerce transactions.

[0098] Credit worthiness assessments derived from infor-
mation indirectly associated with a telephone number can
also be included. For example, conventional credit worthi-
ness assessments derived from the credit history of the
subscriber associated with the telephone number provided
by a credit applicant may be used by the invention in
conjunction with other information to produce enhanced
credit assessments.

[0099] Information that is not specific to any particular
telephone number can also be used. For example, econo-
metric projections may provide an indication of deteriorat-
ing economic conditions that can increase the risk of pay-
ment defaults.

[0100] All of these data types can easily be accommodated
by the invention and used to enhance the accuracies of its
assessments.

[0101] Similarly, estimates of credit worthiness can be
derived in a variety of different ways in addition to the linear
scorecards and neural networks that have already been
described. For example, credit worthiness estimates may be
derived from other types of predictive models that are
trained on exemplar data, including support vector machines
and similar machine learning methodologies, nearest neigh-
bour classifiers, and Gaussian processes. Alternatively,
credit worthiness estimates may be produced by systems that
are not trained on exemplar data but have been created by
human experts. For example, credit analysts could create
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sets of fuzzy or crisp rules for the purposes of producing
credit worthiness estimates:

[0102] IF

[0103] outstanding_balance>USD$200

[0104] AND current_date—due_date>30 days
[0105] THEN

[0106] credit_worthiness IS low

[0107] Changes to the types of data available to the
invention and the types of credit worthiness estimators used
within it do not change the fundamental operating principal
of the invention. In fact, it is expected that different types of
data will naturally be available to the invention in different
applications, and different types of credit worthiness esti-
mators will have to be used within it. For example, some
users of the invention may not have exemplar data with
which to train predictive models and will therefore have to
use a credit estimator that does not require exemplar data.
Similarly, different users of the invention will associate
different amounts of information with a telephone number
and will therefore be forced to use different information in
deriving credit worthiness estimates. For example, some
users may record very rich telephone usage behaviour
statistics for each phone number whereas some may only
record payment behaviour summary statistics.

[0108] The present invention is applicable to estimating
credit worthiness from an identifier and its application is not
restricted purely to approving credit within the telecommu-
nications domain. The invention is applicable anywhere
where credit worthiness assessments are required and credit
applicants can provide an identifier of an electronic device
that is normally consistently associated only with a specific
single individual or a specific group of people.

[0109] 1t should also be noted that the invention can
provide an indication of credit worthiness that takes into
account both bad debtors and application fraudsters since
both groups typically wish to retain the same phone number
for extended periods. The invention therefore has applica-
tions in reducing bad debt that results from both uninten-
tional and intentional (fraudulent) non-payment, and the
term ‘bad debtors’ is herein intended to include individuals
and groups of individuals who fail to repay credit, regardless
of whether the failure is intentional or unintentional.

[0110] The format of the credit worthiness rating may vary
from a simple binary good or bad to a complex discrete or
continuous rating system as used by other commercial credit
rating systems. The invention may include means to convert
one form of credit worthiness rating in to another format
depending on the format required. For example, a neural
network credit rating engine typically outputs a continuous
representation of credit worthiness that may need to be
converted into a discrete format if that is required for the
invention to interface with the credit issuer’s systems. Simi-
larly, a neural network credit rating engine will typically
output numbers representing credit worthiness estimates that
lie in the range zero to one. Some users of the invention will
need these to be scaled and transformed into another range,
typically the range one to one thousand, to interface with the
own systems. The invention may also allow for combining
the credit rating derived from the credit applicant supplied
telephone number with another assessment of credit wor-
thiness resulting in a combined credit worthiness assess-
ment.
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[0111] The telephone number provided as part of the credit
worthiness rating can also be used to verify the identity of
the applicant or verify that they are authorised to obtain a
credit rating against a phone, to reduce the instances of
someone successfully bypassing the present invention by
providing another person’s telephone number.

[0112] This can be done in a variety of ways including
contacting a user of the telephone to see whether they
approve, authorise, or are aware that a credit check is to be
made against their telephone number, or whether they know
the applicant. The contact may be made by calling the
number supplied by the credit applicant, sending a text
message, or other means. In its simplest form, the number
supplied by the credit applicant is called to see if the credit
applicant has the phone in their possession.

[0113] A more complex form shown in FIG. 7 uses the
system described in relation to FIG. 5. The process 120
starts at 122 where the credit applicant provides their
telephone number and identity details (such as name and
address). Depending on legal requirements it may be nec-
essary to obtain the applicant’s permission to perform a
credit check at 124. If this is denied at 126 the process
proceeds to the end 140 and the denial will be taken into
account in determining whether an alternative verification
process is possible or whether to provide the credit being
sought. The credit provider may operate a policy whereby a
denial is sufficient to determine credit worthiness, in which
case, the process will proceed to step 136.

[0114] If permission is given, a further optional step may
be taken. At step 128, the phone number is used to verify the
identity of the credit applicant or verify that they are
authorised to apply for credit using the number. This can be
done in a variety of ways as described earlier. Again if the
number is not verified the process proceeds to the end at 140
and this is again taken into account, unless failure to verify
the number is sufficient to determine credit worthiness, in
which case the process can proceed to step 136.

[0115] Next the number is communicated to the telephone
number identity retriever 62 at step 132. The identity asso-
ciated with the number is retrieved and provided to the
comparator 66. The credit worthiness assessor 14 assesses
the credit worthiness of the applicant at 134.

[0116] The output from the assessor 14 and the comparator
66 provide a credit worthiness rating and a verified (or
partially verified or non-verified) identity. These are used at
136 to approve, disapprove or refer the credit application
according to the credit provider’s policy, or to generate some
alternative representation of credit worthiness. The process
ends at 140. In this arrangement of the invention, it is
possible for the outcome of the identification verification
process to affect the invention’s assessment of credit wor-
thiness. This can be useful because, for example, if the
information associated with the phone number indicates that
it has only a single user, failure to verify the identity of the
credit applicant against the identity of the registered user of
the phone may indicate a fraudulent attempt to access credit.

[0117] In an alternative arrangement of the invention, step
128 may involve contacting the registered user of the phone
to see whether they approve, authorise, or are aware that a
credit check is to be made against their telephone number, or
whether they know the applicant. This contact may occur by
calling the number supplied by the credit applicant, calling
an alternative number associated with the registered user of
the phone, using a text messaging service or alternative
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communication means such as the conventional postal sys-
tem. This type of check may be useful in establishing that a
phone has not been stolen.

[0118] The present invention has numerous advantages.
Although bad debtors frequently obfuscate their names or
use stolen identities to avoid detection, they usually wish to
retain the same telephone number. This allows them to avoid
the inconvenience of having to memorise a new number, and
to inform all their contacts that their number has changed.
Accordingly recording the presence of bad debt against the
phone number of a bad debtor provides a way to identify
potential bad debt risk when someone contacts either the
same or a different network requesting a number that was
previously used by a bad debtor.

[0119] Furthermore, the desire to retain a phone number is
almost universal amongst good customers and hence record-
ing the absence of bad debt against the number of a
subscriber who leaves a network voluntarily may be equally
useful to the same operator at a later date or a different
operator if the subscriber is intending to switch networks.
This persistent association of phone numbers with subscrib-
ers means that associating credit risk information with a
phone number rather than the identity claimed by the user of
a phone may provide a more robust way of tracking credit
risk than those in use today.

[0120] The present invention can be used in developing
countries where the information infrastructure is extremely
limited, making it difficult to verify a person’s identity and
hence build meaningful credit histories. The credit worthi-
ness assessments provided by the present invention are not
necessarily specific to any single identifiable individual, and
hence the invention does not provoke the same privacy
concerns as more traditional credit scoring systems; depend-
ing on the configuration of the invention its credit ratings can
represent the complex interactions of the ratings of all the
people that use a telephone and who support payment for the
services supplied to it.

[0121] The present invention is stronger than traditional
credit worthiness methods in cases where the bad debtor is
a group of individuals because there is increased resistance
to applying for a service under a new telephone number
when each member of a group has to be convinced to update
all their contacts.

[0122] The present invention has applications in providing
a credit worthiness rating for numerous forms of credit, the
nature of which is not to be considered limiting.

[0123] The skilled addressee will readily appreciate that
numerous modifications and variations may be made to the
present invention without departing from the basic inventive
concept. Such a modification may include:

[0124] wusing an electronic device identification number
rather than the telephone number. For example an
Internet Protocol (IP) address could be used where the
IP address has an associated payment/use history with
an internet service provider. In cases where a dynamic
IP address is provided another unique identifier can be
used such as a network interface card or microproces-
sor address/identifier (e.g. MAC address or processor
serial number) This is particularly useful if the appli-
cation for credit is conducted on-line, since the iden-
tifier can be automatically provided to the input means
12.

[0125] it is envisaged that convergence of telephone
devices and personal computing devices will at some
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point eliminate the difference between a telephone
number and a device address. For this reason an elec-
tronic device identifier is intended to include any
identification of a device to which relevant information
can be associated to make an assessment of credit
worthiness.

[0126] All of those modifications and variations as would
be apparent to the skilled addressee are intended to fall
within the scope of the present invention, the nature of
which is to be determined by the foregoing description and
appended claims.

What is claimed is:
1. A method of providing a credit worthiness rating, the
method comprising:

receiving an identifier of an electronic device, wherein
information is associated with the identifier;

determining a credit worthiness rating based on the infor-

mation associated with the received identifier.

2. A method as claimed in claim 1, wherein the identifier
is a telephone number.

3. A method as claimed in claim 2, wherein a user of the
telephone is contacted to verify that they are the person who
is applying for credit.

4. A method as claimed in claim 2, wherein the informa-
tion associated with the telephone number comprises one or
more of the following:

(1) information relating to payments made for services
supplied to the telephone or the user or users of the
telephone; and/or

(i) information relating to the usage of the telephone;
and/or

(ii1) information relating to transactions or payments

made using the telephone.

5. A method as claimed in claim 1, wherein the credit
worthiness rating is computed from information associated
with the identifier.

6. A method as claimed in claim 5, wherein the credit
worthiness rating is computed by a predictive model.

7. A method as claimed in claim 1, wherein the credit
worthiness rating is also based on other information.

8. A method as claimed in claim 2, wherein a user of the
telephone is contacted to verify that they are aware that a
credit assessment is being performed against the telephone.

9. A method as claimed in claim 8, wherein the user of the
telephone that is contacted is the telephone subscriber.

10. A method as claimed in claim 2, wherein a user of the
telephone is contacted to verify that they approve of a credit
assessment being performed against the telephone number.

11. A method as claimed in claim 2, wherein the telephone
number is used to verify that the telephone is in the posses-
sion of the person applying for credit.

12. A method according to claim 11, wherein the tele-
phone number is for a mobile telephone and the credit
applicant appears in person and presents their mobile tele-
phone, the telephone number is dialled to determine whether
the credit applicant’s telephone is the same as the telephone
corresponding to the number dialled.

13. A method of providing a credit worthiness rating
comprising:
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receiving an identifier of an electronic device, wherein the
identifier is associated with a service provided in rela-
tion to the electronic device;

determining a credit worthiness rating based on informa-
tion associated with the received identifier.

14. A method as claimed in claim 13, wherein the iden-
tifier is the telephone number.

15. A method as claimed in claim 13, wherein the service
is a telecommunications service.

16. A method of providing a credit worthiness rating
comprising:

receiving a telephone number;

determining a credit worthiness rating based on informa-

tion associated with the telephone number.

17. A method as claimed in claim 16, wherein the infor-
mation associated with the telephone number is data on the
use of the telephone and/or data on the payment behaviour
for provision of the telephone service or services provided to
the telephone and/or information relating to transactions or
payment made using the telephone.

18. A method of providing a credit worthiness rating and
verifying the identity of a credit applicant comprising:

receiving a telephone number and identifying information
of the credit applicant;

determining a credit worthiness rating of the credit appli-
cant based on information associated with the tele-
phone number;

verifying the identifying information using the received

telephone number.

19. A method as claimed in claim 18, wherein the credit
applicant’s identity details are compared to the telephone
subscriber’s identity details.

20. A method as claimed in claim 19, wherein the credit
applicant’s identity details and the telephone subscriber’s
identity details are encoded prior to comparison using a
non-invertible encoding.

21. A method for mapping a telephone number to a
representation of credit worthiness comprising:

receiving a telephone number; and

mapping the telephone number to a representation of a

credit worthiness rating.

22. A method as claimed in claim 21, wherein the map-
ping is performed by computing the representation of credit
worthiness from information associated with the telephone
number.

23. A method as claimed in claim 21, wherein the map-
ping is performed by looking up the representation of credit
worthiness using the telephone number in a lookup table.

24. A method as claimed in claim 23, wherein the lookup
table is updated by an update means.

25. A computer program for controlling a computer to
perform a method as described in claim 1.

26. A computer program for controlling a computer to
perform a method as described in claim 13.

27. A computer program for controlling a computer to
perform a method as described in claim 16.

28. A computer program for controlling a computer to
perform a method as described in claim 18.
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29. A computer program for controlling a computer to
perform a method as described in claim 21.

30. A computer readable storage medium which stores the
computer program defined in claim 25.

31. A computer readable storage medium which stores the
computer program defined in claim 26.

32. A computer readable storage medium which stores the
computer program defined in claim 27.

33. A computer readable storage medium which stores the
computer program defined in claim 28.

34. A computer readable storage medium which stores the
computer program defined in claim 29.

35. A computer device programmed to perform the
method defined in claim 1.

36. A computer device programmed to perform the
method defined in claim 13.

37. A computer device programmed to perform the
method defined in claim 16.

38. A computer device programmed to perform the
method defined in claim 18.

39. A computer device programmed to perform the
method defined in claim 21.

40. An apparatus for providing a credit worthiness rating
comprising:

means for receiving an identifier of an electronic device,
wherein the identifier is associated with a service
provided in relation to the electronic device;

means for determining a credit worthiness rating based on
information associated with the received identifier.
41. An apparatus for providing a credit worthiness rating
comprising:

means for receiving a telephone number;

means for determining a credit worthiness rating based on
information associated with the telephone number.

42. An apparatus for providing a credit worthiness rating

and veritying the identity of a credit applicant comprising:

means for receiving a telephone number and identifying
information of a credit applicant;

means for determining a credit worthiness rating of the
credit applicant based on information associated with
the telephone number

means for verifying the identifying information using the
received telephone number.
43. An apparatus for mapping a telephone number to a
representation of credit worthiness comprising:

means for receiving a telephone number; and

means for mapping the telephone number to a represen-
tation of a credit worthiness rating.
44. An apparatus for providing a credit worthiness rating
comprising:

means for receiving an identifier of an electronic device,
wherein information is associated with the identifier;

means for determining a credit worthiness rating based on
the information associated with the received identifier.
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