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1
METHOD FOR CREATING USER PROFILES

The disclosure of each application listed below is hereby
incorporated by reference in its entirety into the present
application for all purposes.

U.S. Provisional Patent Application No. 60/184,391,
entitled “METHOD FOR AUTOMATICALLY
ARCHIVING INFORMATION OF WEB PAGES AT
A CLIENT LOCATION” filed concurrently with the
present application;

U.S. patent application No. 09/511,034, entitled “SYS-
TEM FOR CREATING USER PROFILES”, now
abandoned, filed concurrently with the present appli-
cation; and

U.S. patent application No. 09/510,904, entitled “COM-
PUTER PROGRAM FOR CREATING USER
PROFILES”, now abandoned, filed concurrently with
the present application.

BACKGROUND OF THE INVENTION

The present invention relates generally to using commu-
nication and information networks. More particularly, the
present invention provides methods for creating personal-
ized profiles for users on a client computer based on the
user’s activities.

Usage of communication networks, such as the Internet,
has increased exponentially in recent years. Users of the
Internet perform a broad variety of activities ranging from
activities for accessing information such as news, weather
information, sports related information, stocks information,
etc., to performing electronic commerce (e-commerce)
related activities such as buying or selling goods/services,
and other similar activities.

Computer systems connected to the Internet are classified
as “clients” or “servers” depending on the role the computer
systems play with respect to requesting information or
providing information. Client computers typically request
information from a server computer which provides the
information. Server systems are typically responsible for
receiving information requests from client systems, per-
forming processing required to satisfy the requests, and for
forwarding the results corresponding to the information
requests back to the requesting client systems. The process-
ing required to satisfy the client request may be performed
by a single server or may alternatively be delegated to other
servers connected to the communication network, such as
the Internet.

The World Wide Web (the “Web”) enables users of the
Internet to conveniently access resources offered by the
Internet. In the Web environment, information resources are
typically stored in the form of hypertext documents called
“web pages” which can be accessed and read by users of the
Web. A web page may incorporate any combination of text,
graphics, audio and video content, software programs, and
other data. Web pages may also contain hypertext links to
other web pages. Web pages are typically stored on web
servers coupled to the Internet. Each web page is uniquely
identified by an address called a Uniform Resource Locator
(URL) that enables users to access the web page.

Users typically access web pages using a program called
a “web browser” which executes on a client computer
coupled to the Internet. The web browser is a type of client
application that enables users to select, retrieve, and per-
ceive resources on the Web. In particular, web browsers
allow users to access and view web pages on a computer
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monitor. Examples of browsers include the Microsoft®
Internet Explorer browser program provided by Microsoft®
Corporation, and the Netscape® Navigator browser pro-
vided by Netscape® Corporation, and others. Users access
web pages by providing URL information to the browser,
either directly or indirectly, and the browser responds by
retrieving the corresponding requested web page from the
Internet. The retrieved web page may then be displayed on
the client computer.

Due to the rapid increase in the number of web pages
accessible via the Internet, it is becoming increasingly
difficult for users to locate web pages which are relevant or
of interest to the users. In order to find relevant web pages,
a user is often forced to sift through large volumes of
information and web pages, most of which are irrelevant to
the user. Consequently, accessing web pages can often be a
time consuming activity.

Several techniques have been developed to reduce the
time that a user has to spend in accessing web pages or
information of interest to the user. According to one
technique, web pages are classified into subject categories
which are displayed to the user as hypertext or URL links.
Upon selection of a particular subject category, a list of web
page links classified under the subject category are displayed
to the user. Such a technique is used by Yahoo™ which
organizes information available over the web into categories
such as “News & Media,” “Recreation & Sports,”
“Entertainment,” etc. While this technique provides some
organization of information/web pages available via the
Internet, the subject categories are usually not sufficient to
locate information of interest to the user. Since each subject
category typically includes a large number of web pages,
another search within the subject category is typically neces-
sitated to locate web pages of interest to the user.
Additionally, the subject categories are static and thus can-
not be customized for a particular user’s specific needs.

Other techniques allow users to build personal web pages
and to customize the contents of the web pages. Such a
technique is used by Yahoo™ for their My Yahoo™ service.
While this technique is an improvement over the “subject
category” techniques described above, it has a drawback in
that it presumes that the user has prior knowledge of web
pages which are of interest to the user. Web pages which
may have been of interest to the user, if known by the user,
cannot be facilitated by this technique. Further, information
regarding the contents of a personalized user web page is
usually stored on a web server remote from the user’s client
computer. This raises several security concerns for the user
since the user has very little control over the collection and
dissemination of the personalized information.

More sophisticated techniques facilitate a user’s web
activities by collecting information about the user, either
explicitly or implicitly. These techniques are typically asso-
ciated with a particular website, and monitor and record a
user’s interactions with web pages hosted by the website.
Explicit information collection techniques typically solicit
information from the user via web-based forms,
questionnaires, surveys, opinion polls, and the like. Con-
ventional implicit information collection techniques typi-
cally collect information using “cookies” or other inferential
tracking programs. These implicit techniques are able to
collect user related information without any effort or atten-
tion from the user.

In the context of the Internet and the WWW, a “cookie”
generally refers to a block of data that a web server stores on
a client computer. The cookie is a block of data which is
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configured by the server (typically a web server) to monitor
and record information related to a user’s activities associ-
ated with one or more web pages hosted by the web server.
The user related information typically includes information
about selections, purchases, etc. made by the user at web
pages hosted by the web server. The information stored by
a cookie is generally accessed and used by the server when
the particular server or web page is accessed again by the
client computer. Cookies may be used by web servers to
identify users, to instruct the server to send a customized
version of the requested web page to the client computer, to
submit account information for the user, and the like.
Explicit and implicit user information collection techniques
are used by a large number of web-based providers of goods
and services including Amazon™, DoubleClick™, and the
like. In some instances, the user information gathered by the
servers is used to create customized profiles for the users
which are stored on the web servers. The customized profiles
generally summarize the user’s activities at one or more web
pages associated with the servers.

A major drawback of conventional user related informa-
tion gathering techniques is that the user has very little
control on the information gathering process. This is because
the information is usually gathered without the user’s per-
mission by processes resident on web servers which are
typically remote from the client computer used by the user.
The user typically has no control either on the contents of the
collected information or on when the information is col-
lected. This lack of control raises several security concerns
for the user.

Thus, there is a need for a method which facilitates
collection of user related information while minimizing the
problems associated with conventional techniques. It is
further desired that the user have complete control over the
collection and dissemination of the information.

SUMMARY OF THE INVENTION

The present invention provides methods for creating
personalized user profiles on a client computer based on user
activities associated with the client computer, and other user
specific information accessible to the client computer.
According to an embodiment, the present invention moni-
tors user activities at a client computer, the user activities
including user interactions with a browser program execut-
ing on the client computer. User information, including
content and context information, is then collected based on
the monitored user activities. The client computer then
processes the user information to generate a personalized
profile for the user which is stored on the client computer.
User profiles are thus created locally on a client computer
without any remote server intervention.

According to an embodiment, the present invention pro-
vides methods which are executed by the client computer
and which determine a plurality of concepts from the
collected user information. For each concept, the client
computer determines the user’s level of interest in the
concept. A value quantifying the user’s level of interest is
then associated with each concept. Personalized user profiles
are then generated based on the concept information and
values associated with the concepts.

According to an embodiment of the present invention, the
user interactions with the browser program which are moni-
tored by the present invention include web browsing
activities, search activities using the browser program, elec-
tronic commerce transaction activities, electronic mail
related activities, financial activities performed by the user
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using the browser program, interactive activities performed
by the user using the browser program, and the like.

According to an embodiment of the present invention,
content information collected by the present invention may
include contents of web pages accessed by the user using the
browser, URL information for the web pages accessed by the
user, title information of the web pages accessed by the user,
information on searches performed by the user using the
browser program, information on transactions performed by
the user using the browser program, information input by the
user to the browser program, information related to links on
web pages accessed by the user, and the other like informa-
tion.

According to an embodiment of the present invention,
context information collected by the client computer
includes information related to date and time when the user
performed the user interactions with the browser program or
when the user accessed web pages via the browser program,
information related to amount of time spent by the user
viewing the web pages accessed via the browser program,
information on servers hosting the web pages accessed by
the user, information regarding order in which the user
accessed the web pages, and the like.

According to an embodiment of the present invention,
only user-permitted activities are monitored, and only user-
permitted information is collected. The user interactions
monitored by the client computer may include the user’s
interactions with other external devices which are capable of
exchanging information with the client computer. The
present invention also monitors user’s interactions with
various application executing on the client computer.

The foregoing, together with other features,
embodiments, and advantages of the present invention, will
become more apparent when referring to the following
specification, claims, and accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a simplified block diagram of a distributed
computer network which may incorporate an embodiment of
the present invention;

FIG. 2 is a simplified block diagram of a client computer
system which may incorporate an embodiment of the present
invention;

FIG. 3 is a simplified block diagram of a client computer
system depicting the various modules responsible for cre-
ating user profiles according to an embodiment of the
present invention;

FIG. 4 is a simplified flowchart depicting the basic steps
for creating personalized user profiles according to an
embodiment of the present invention; and

FIG. 5 is a simplified flowchart depicting steps performed
by a client computer for creating/updating user profiles
according to an embodiment of the present invention; and

FIG. 6 depicts a hierarchical tree format for storing/
representing a user profile according to an embodiment of
the present invention.

DESCRIPTION OF THE SPECIFIC
EMBODIMENTS

FIG. 1 is a simplified block diagram of a distributed
computer network 10 which may incorporate an embodi-
ment of the present invention. As shown, computer network
10 includes a plurality of client computer systems 12-1,
12-2, and 12-3, and several server computer systems 16-1,
16-2, and 16-3 coupled to communication network 14 via
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communication links 18. Communication network 14 pro-
vides a mechanism allowing the various components of
computer network 10 to communicate and exchange infor-
mation with each other. Communication network 14 may
itself be comprised of many interconnected computer sys-
tems and communication links. Communication links 18
may be hardwire links, optical links, satellite or other
wireless communications links, wave propagation links, or
any other mechanisms for communication of information.
While in one embodiment, communication network 14 is the
Internet, in other embodiments, communication network 14
may be any suitable computer network. Distributed com-
puter network 10 depicted in FIG. 1 is merely illustrative of
an embodiment incorporating the present invention and does
not limit the scope of the invention as recited in the claims.
One of ordinary skill in the art would recognize other
variations, modifications, and alternatives.

Client computers 12 allows users, both human and
machine, to access web pages and other resources provided
by servers 16 coupled to communication network 14. As
shown in FIG. 1, client computer systems 12 may be
connected directly with communication network 14, such as
computer systems 12-2, and 12-3, or may alternatively be
connected to communication network 14 via a larger server
computer system, such as client computer system 12-1.

FIG. 2 is a simplified block diagram of a client computer
system 12 according to an embodiment of the present
invention. Client system 12 typically includes at least one
processor 22 which communicates with a number of periph-
eral devices via bus subsystem 20. These peripheral devices
may include a storage subsystem 30, comprising a memory
subsystem 32 and a file storage subsystem 38, user interface
input devices 28, user interface output devices 26, and a
network interface subsystem 24. The input and output
devices allow user interaction with client system 12. Net-
work interface subsystem 24 provides an interface to outside
networks, including an interface to communication network
14, and is coupled via communication network 14 to cor-
responding interface devices in other client and server
computer systems.

User interface input devices 28 may include a keyboard,
pointing devices such as a mouse, trackball, touchpad, or
graphics tablet, a scanner, a touchscreen incorporated into
the display, audio input devices such as voice recognition
systems, microphones, and other types of input devices. In
general, use of the term “input device” is intended to include
all possible types of devices and ways to input information
into client computer system 12 or onto computer network
14.

User interface output devices 26 may include a display
subsystem, a printer, a fax machine, or non-visual displays
such as audio output devices. The display subsystem may be
a cathode ray tube (CRT), a flat-panel device such as a liquid
crystal display (LCD), or a projection device. The display
subsystem may also provide non-visual display such as via
audio output devices. In general, use of the term “output
device” is intended to include all possible types of devices
and ways to output information from client computer system
12 to the user or to another machine or computer system.

Storage subsystem 30 stores the basic programming and
data constructs that provide the functionality of the present
invention. For example, the various modules implementing
the functionality of the present invention and the browser
application may be stored in storage subsystem 30. These
software modules are generally executed by processor 22.

Memory subsystem 32 typically includes a number of
memories including a main random access memory (RAM)
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36 for storage of instructions and data during program
execution and a read only memory (ROM) 34 in which fixed
instructions are stored. File storage subsystem 38 provides
persistent (non-volatile) storage for program and data files,
and may include a hard disk drive, a floppy disk drive along
with associated removable media, a Compact Digital read
Only Memory (CD-ROM) drive, an optical drive, or remov-
able media cartridges. The databases and modules imple-
menting the functionality of the present invention may be
stored by file storage subsystem 38.

Bus subsystem 20 provides a mechanism for letting the
various components and subsystems of client computer
system 12 communicate with each other as intended.
Although bus subsystem 20 is shown schematically as a
single bus, alternate embodiments of the bus subsystem may
utilize multiple busses.

Client computer system 12 itself can be of varying types
including a personal computer, a portable computer, a
workstation, a computer terminal, a network computer, a
television, a mainframe, or any other data processing system
or user device. Due to the ever-changing nature of comput-
ers and networks, the description of client computer system
12 depicted in FIG. 2 is intended only as a specific example
for purposes of illustrating the preferred embodiment of the
present invention. Many other configurations of client sys-
tem 12 are possible having more or less components than the
computer system depicted in FIG. 2. Servers 16 coupled to
communication network 14 may generally have the same
configuration as client system 12 depicted in FIG. 2.,
although the server systems 16 typically have more storage
capacity and computing power than the client systems.

FIG. 3 is a simplified block diagram of client computer
system 12 depicting the various modules for creating user
profiles according to an embodiment of the present inven-
tion. As shown, FIG. 3 depicts a browser 52 executing on
client 12. As stated above, a browser is an example of a
client program which allows users to access information in
the form of web pages which may be stored on servers 16
connected to communication network 14. Examples of web
browsers include the Microsoft® Internet Explorer browser
provided by Microsoft® Corporation, and the Netscape®
Navigator browser provided by Netscape® Corporation, and
others.

Browser 52 generally includes a browser processing mod-
ule 54 and a browser user interface module 56. Browser user
interface module 56 provides an interface allowing the user
to interact with browser 52 and to view web pages and other
information displayed by browser 52. Processing module 54
receives information, such as URL information, input by the
user via user interface 56, forms web page requests based on
the information, and forwards the web page requests and
other information to servers 16 coupled to communication
network 14. Processing module 54 also processes informa-
tion received in response to the user requests, and forwards
the information to user interface module 56 for display to the
user. Accordingly, web pages received by processing module
54 are displayed to the user using user interface module 56.
Although browser 52 depicted in FIG. 3 comprises two
modules, it should be apparent to one of ordinary skill in the
art that several other modules which facilitate retrieval and
display of web pages may also be included in browser 52.

According to the teachings of the present invention, a user
profiling module (UPM) 58 executing on client computer 12
is responsible for generating personalized profiles for users.
According to an embodiment of the present invention, UPM
58 builds user profiles by monitoring and collecting infor-
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mation on the users’ activities. For a particular user, the user
activities may include the user’s interactions with browser
52, or interactions with other applications 66 executing on
client system 12. Other applications 66 may include word
processors, mail applications, graphics applications, data-
base applications, and the like. Generally, other applications
66 may include any application which may be executed by
client computer 12. The user activities monitored by UPM
58 may also include activities performed by the user on
external devices 60 which are either coupled to client
computer 12 or which are capable of exchanging informa-
tion with client computer 12. Examples of external devices
60 include televisions, video cassette recorders (VCRs),
audio systems, phone systems, pagers, and the like.

UPM 58 may also be configured to build user profiles
based on information 62 stored in storage subsystem 30.
Information 62 may also include information associated
with profiles of other users, or even information associated
with other profiles for the user. Information 62 may also
include information received from other information
sources. The user profiles built by UPM 58 are stored on
client computer 12, usually in storage subsystem 30 from
where they can be readily accessed by UPM 58 for editing
and updating purposes.

FIG. 4 depicts a simplified flowchart 70 depicting steps
executed by UPM 58 for creating personalized user profiles
according to an embodiment of the present invention. As
shown in FIG. 4, the user profile creation process may
broadly be performed in two stages. During the first stage
(step 72), UPM 58 monitors user activities and collects
information which may be used for creating a user profile.
According to the teachings of the present invention, the user
has complete control on the activities monitored by UPM 58
and on the information collected by UPM 58. The user can
configure not only the activities to be monitored but also
when the monitoring is to occur and the type of information
to be collected by UPM 58. Accordingly, unlike conven-
tional profiling systems where the user has very little control
on the activities being monitored and the information being
collected, UPM 58 monitors and collects only that informa-
tion which is permitted to be collected by the user.

As previously described with regards to FIG. 3, the
activities monitored by UPM 58 may include the user’s
interactions with browser 52, the user’s interactions with
other applications 66 executing on client computer 12,
activities performed by the user on external devices 60
which are either coupled to client computer 12 or which are
capable of exchanging information with client computer 12,
and other like activities. According to the teachings of the
present invention, UPM 358 collects both content information
and context information for the monitored user activities.
The content and context information recorded by UPM 58
may be stored on storage subsystem 30 and is used by UPM
58 to generate user profiles.

As discussed above, UPM 58 may be configured to
monitor the user’s interactions with browser 52 and to
collect content and context information based on the user’s
browser usage. The interactions monitored by UPM 58 may
include the user’s web “surfing” activities, monitoring elec-
tronic commerce transactions conducted by the user, web
searches performed by the user, financial transactions per-
formed by the user using the browser, interactive activities
such as participation in chat rooms and games in which the
user participates, electronic mail related activities, and the
like. It should be apparent that other user interactions may
also be monitored in accordance with the teachings of the
present invention.
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Content information collected by UPM 58 may include
contents of web pages accessed by the user which may
include textual information, graphical information, audio/
video information, and other types of information associated
with web pages. The content information collected by UPM
58 may also include URL information associated with the
web sites accessed by the user, information about searches
or queries performed by the user using browser 52 which
may include information about items searched, the results of
the searches, and items selected by the user from the search
results. The content information collected by UPM 58 may
also include information on transactions, such as electronic
commerce transactions, financial transactions, or the like,
conducted by the user using the browser. The content
information recorded by UPM 58 may also include infor-
mation input by the user to browser 52 using input devices
28.

UPM 358 also records information related to the context in
which the user performed the browser related activities. The
context information recorded by UPM 58 with regards to a
user’s browser related activities may include information
about the order in which the user accessed the various web
pages (user’s browser navigation), information regarding the
user’s response to interactive advertisements and
solicitations, information about the length of time spent by
the user on the web pages, information on the time when the
user accessed the web pages, for example, day, time of day,
etc., information related to web servers hosting the web
pages accessed by the user, the user’s frequency of accessing
the web pages, and the like. In general, the content and
context information collected/recorded by UPM 58 may
include information on all aspects of the user’s browser
usage.

As previously stated, UPM 58 may also be configured to
collect content and context information associated with the
user interactions with other applications 66 executing on
client computer 12. For example, UPM 58 may monitor and
collect information on the user’s interactions with an elec-
tronic mail (email) application, or a word processor
application, a spreadsheet application, a database
application, or any other application executing on client
computer 12. The content and context information collected
by UPM 58 will vary depending on the type of application.
For example, for an email application the content informa-
tion collected for each email may include the recipient
information, sender information, email subject title
information, and the information related to the contents of
the email including attachments. Context information for an
email application may include the time when the user
receives emails, time when the user sends emails, subject
matter of the emails, frequency of the emails, and the like.
It should be apparent to one of ordinary skill in the art that
other types of information related to an email application
may also be recorded by UPM 58 according to the teachings
of the present invention. Similarly, content and context
information may be collected for the other applications.

UPM 58 may also be configured to monitor and collect
content and context information related to the user’s inter-
action with external devices 60 which are either coupled to
client computer 12 or which are capable of exchanging
information with client computer 12 via a communication
link. As previously stated, examples of external devices 60
include televisions, VCRs, phones including cell phones,
pagers, several consumer devices, and the like. The content
and context information collected by UPM 58 will vary
depending on the type of the external device. For example,
for a television, the information recorded by UPM 58 may
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include information related to the channels viewed by the
user, the amount of time that the user viewed the channels,
the programs viewed by the user, and other television related
information. For a VCR, the recorded information may
include information on programs recorded by the user using
the VCR, information on programs viewed by the user using
the VCR, and the like. In a similar manner, content and
context information may be collected for other external
devices used by the user.

Referring back to FIG. 4, after information associated
with the various user activities has been collected in step 72,
during the second stage of the profile creation process, UPM
58 builds (or updates if the profile already exists) a person-
alized profile for the user based on the information collected
in step 72. UPM 58 may also use other information, such as
user related information stored in storage subsystem 30, to
configure the profiles (step 74). Unlike conventional server-
based user profiling techniques, according to the present
invention, the user profile is constructed by UPM 58 which
executes on client computer 12. Additionally, the resultant
profile is also stored on client computer 12 and not on some
remote server. As a result, the profile is not exposed to the
outside world without explicit permission from the user, thus
guaranteeing user privacy. This reduces the security con-
cerns typically associated with conventional user-profiling
techniques. Further details regarding step 74 are depicted in
FIG. 5 and described below.

A user profile generated by UPM 58 is essentially a
representation of the user’s interests. The user profile gen-
erally comprises a set of concepts which are of interest to the
user as determined from the content and context information
collected by UPM 58. A value is generally associated with
each concept quantifying the user’s level of interest in the
concept. The value associated with a particular concept is
generally determined from evidence gathered for that par-
ticular concept from the content and context information
collect by UPM 58.

FIG. 5 depicts a simplified flowchart 80 showing steps
performed by the present invention for building user profiles
from the content and context information collected by UPM
58 in step 72 of flow chart 70 (see FIG. 4). Flow chart 80 is
initiated when UPM 58 receives information, including
context and content information, collected during step 72
depicted in FIG. 4 (step 82). UPM 58 then identifies one or
more concepts from the content and context information
(step 84). A variety of concepts may be included such as
sports, business, politics, entertainment, and the like. Each
of the concept may in turn have several sub-concepts. For
example, sub-concepts under the “sports” concept may
include baseball games, San Francisco 49ers games,
National Hockey League (NHL) games, autobiographies by
famous players, and the like. These sub-concepts are also
identified by UPM 58 during step 84.

UPM 58 then determines the user’s level of interest in the
concepts (step 86). The user’s level of interest in a concept
may be quantified using a weight value assigned to the
concept. Generally, a high weight value indicates a high
level of user interest in the concept associated with the
weight value. Accordingly, in step 86, UPM 58 processes the
content and context information received in step 82 to
determine weights to be assigned to the concepts identified
in step 84 or previously identified concepts stored in the user
profile. For newly identified concepts, UPM 58 calculates a
weight value and associates the weight value with the
concept. For previously determined concepts which are
stored in the user profile, UPM 58 may increment or
decrement the weights associated with the concepts. It
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should be apparent that other techniques for indicating a
user’s level of interest for the various concepts are also
within the scope of the present invention.

The concept information and the associated weight infor-
mation is then stored in a user profile for the corresponding
user (step 88). Flow of control may then proceed back to step
82. A new user profile is generated if it does not already
exist. Generally, a new user starts out with a blank profile
which is then built based on the information collected for the
user. Alternatively, the user may start out with a previously
created profile or a profile template which is then updated
based on information collected for the particular user.
According to an embodiment of the present invention, the
previously created profile may be a profile belonging to
another user of the present invention. In this manner, a user
may share or inherit profiles from other users. A user may
also export sections of the user’s profile to other users,
allowing other users to share and inherit exported sections of
the user profile. The client-personalized user profile may
then be used by a variety of applications for providing
user-customized and user-specific services to the user.

As described in flow charts 70 and 80 depicted in FIGS.
4 and 5 respectively, user profiles are created using a client
computer without any server intervention. Accordingly, the
user can control the activities monitored by the present
invention, and also the information collected according to
the teachings of the present invention. As a result, the
present invention minimizes the security concerns typically
associated with conventional profiling systems.

In one embodiment of the present invention, a hierarchi-
cal format such as tree structure 90 depicted in FIG. 6 may
be used to store/represent a user profile. In this format, each
node 92 of tree 90 may represent a concept of interest to the
user. Weights may be associated with each node indicating
the user’s level of interest in that particular concept (or
node). Accordingly, if a weight associated with node 92 is
higher than a weight associated with node 94, then it may
imply that the user is more interested in the concept repre-
sented by node 92 than in the concept represented by node
94. These weights are automatically updated by UPM 58
based on user’s activities and the content and context
information gathered from the user’s activities and other
information sources. For example, if a user repeatedly
accesses a sports related web page, then this may indicate a
heightened interest in sports, and accordingly a weight
associated with a “sports” concept node may be incre-
mented. Alternatively, if the user fails over time to access a
web page related to sports, this may indicate a decreased (or
decreasing) interest in sports, and accordingly the weight
associated with the sports concept node may be decre-
mented. Accordingly, weights associated with the various
concepts may be decremented or decayed over time to
indicate waning user interest. A user profile thus reflects a
user’s present interest level in the various concepts. In
general, a user profile is regularly updated by UPM 58 and
dynamically changes over time to reflect the user’s changing
interests.

In alternate embodiments of the present invention, the
nodes in tree 90 may be sorted based upon the weights
associated with the nodes. For example, nodes containing
concepts in which the user exhibits a high level of interest
may be located closer to the root level of the tree while
concepts of lesser interest to the user may be located closer
to the leaf level of the tree. Accordingly, tree 90 as depicted
in FIG. 6 may indicate that the user has a higher level of
interest in “Concept 2” than in “Concept 4.” It should be
apparent to one of ordinary skill in the art, that the user
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profile format depicted in FIG. 6 is merely illustrative of an
embodiment of the present invention. Alternate embodi-
ments of the present invention may use other formats known
in the art to store/represent user profiles.

Although specific embodiments of the invention have
been described, various modifications, alterations, alterna-
tive constructions, and equivalents are also encompassed
within the scope of the invention. The described invention is
not restricted to operation within certain specific data pro-
cessing environments, but is free to operate within a plural-
ity of data processing environments. Additionally, although
the present invention has been described using a particular
series of transactions and steps, it should be apparent to
those skilled in the art that the scope of the present invention
is not limited to the described series of transactions and
steps. In one embodiment, the present invention is incorpo-
rated in products and services offered by PurpleYogi.com,
Inc. located in Mountain View, Calif.

Further, while the present invention has been described
using a particular combination of hardware and software, it
should be recognized that other combinations of hardware
and software are also within the scope of the present
invention. The present invention may be implemented only
in hardware or only in software or using combinations
thereof.

The specification and drawings are, accordingly, to be
regarded in an illustrative rather than a restrictive sense. It
will, however, be evident that additions, subtractions,
deletions, and other modifications and changes may be made
thereunto without departing from the broader spirit and
scope of the invention as set forth in the claims.

What is claimed is:

1. In a networked computer environment, a method for
generating a personalized profile for a user on a client
computer, the method comprising:

monitoring user activities at the client computer, the user

activities including user interactions with a browser
program executing on the client computer;

collecting user information based on the monitored user

activities, the user information including content infor-
mation and context information;
generating, on the client computer, the personalized pro-
file for the user by processing the user information; and

storing the personalized profile on the client computer,
wherein the personalized profile can be accessed only
if permitted by the user,

wherein by generating the personalized profile on the

client computer and by storing the personalized profile
on the client computer, the personalized profile is
generated without distribution of the personalized pro-
file to a computer other than the client computer.

2. The method of claim 1 wherein generating the person-
alized profile for the user comprises:

accessing a pre-existing user profile; and

generating the personalized profile for the user by updat-

ing the pre-existing user profile based on the user
information.

3. The method of claim 2 wherein the pre-existing user
profile is generated using a second client computer.

4. The method of claim 1 wherein:

monitoring the user activities comprises receiving per-

mission from the user to monitor the user activities; and
collecting user information comprises receiving permis-
sion from the user to collect the user information.

5. The method of claim 1 wherein the monitoring and
collecting is performed only if authorized by the user.
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6. The method of claim 1 wherein the user interactions
with the browser program include activities selectable from
a group of activities including web browsing activities,
search activities using the browser program, electronic com-
merce transaction activities, electronic mails related
activities, financial activities performed by the user using the
browser program, and interactive activities performed by the
user using the browser program.

7. The method of claim 1 wherein the content information
is selectable from information comprising contents of web
pages accessed by the user using the browser, URN infor-
mation for the web pages accessed by the user, title infor-
mation of the web pages accessed by the user, information
on searches performed by the user using the browser
program, information on transactions performed by the user
using the browser program, information input by the user to
the browser program, links on the web pages accessed by the
user to other web pages.

8. The method of claim 1 wherein the context information
is selectable from information comprising information on
time when the user performed the user interactions with the
browser program, information related to time when the user
accessed web pages via the browser program, information
related to amount of time spent by the user viewing the web
pages accessed via the browser program, information on
servers hosting the web pages accessed by the user, and
information regarding order in which the user accessed the
web pages.

9. The method of claim 1 wherein generating the person-
alized profile for the user comprises:

determining at least one concept from the user informa-

tion;

determining a value for the at least one concept from the

user information, the value indicating the user’s level
of interest in the at least one concept; and

generating the personalized profile for the user including

the at least one concept and the value determined for
the at least one concept.

10. The method of claim 1 further comprising exporting
sections of the personalized profile for the user to other
users.

11. The method of claim 1 wherein the user activities
include user interactions with client applications executing
on the client computer, the client applications selectable
from a group of applications comprising word processing
application, mail application, information processing
application, database application, and spreadsheet applica-
tion.

12. The method of claim 1 wherein the user activities
include activities performed by the user on an external
device, the external device selectable from a group of
devices comprising a phone, a television, a video cassette
recorder, a pager, and a communication device.

13. The method of claim 1 wherein the personalized
profile or the user is represented in a hierarchical format.

14. In a distributed computing environment including at
least one client system and a server system, the server
system storing a plurality of resources, a method for gen-
erating a personalized profile for a user on the client
computer, the method comprising:

monitoring user activities at the client computer, the user

activities including activities for accessing a resource
from the plurality of resources stored by the server
system,

collecting user information based on the monitored user

activities at the client computer, the user information
including content information and context information;
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generating, on the client computer, the personalized pro-
file for the user based upon the user information; and

storing the personalized profile on the client computer,
wherein the personalized profile can be accessed only
if permitted by the user,

wherein by generating the personalized profile on the
client computer and by storing the personalized profile
on the client computer, the personalized profile is
generated without distribution of the personalized pro-
file to a computer other than the client computer.

15. The method of claim 14 wherein:

monitoring the user activities comprises receiving per-
mission from the user to monitor the user activities; and

collecting user information comprises receiving permis-
sion from the user to collect the user information.

16. The method of claim 14 wherein generating the

personalized profile for the user comprises:

determining at least one concept from the user informa-
tion;

determining a value for the at least one concept from the
user information, the value indicating the user’s level
of interest in the at least one concept; and
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generating the personalized profile for the user including
the at least one concept and the value determined for
the at least one concept.

17. A method for building a user profile on a client

computer, the method comprising:

determining content information for user interactions with
the client computer;

determining context information for the user interactions;

determining concepts information from the content and
context information;

determining user interest level information for the con-
cepts information;

building the user profile based on the concepts and user
interest level information; and

storing the user profile on the client computer, wherein the
personalized profile can be accessed only if permitted
by the user,

wherein by building the user profile on the client com-
puter and by storing the user profile on the client
computer, the user profile is built without distribution
of the user profile to a computer other than the client
computer.



