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MEDICAMENT DISPENSER 

[0001] The present invention relates to medicament dis 
pensers for use in the dispensing of medicament, to medi 
cament containers for use in same, and to systems and 
methods for the dispensing of medicament. 

[0002] Lack of patient compliance With medical treatment 
regimens is knoWn to be a problem. According to the United 
States Food and Drug Administration (FDA), betWeen 30 
and 50 percent of patients fail to use medicines as pre 
scribed, see “FDA Proposes Program to Give Patients Better 
Medication Information”. The main problems are knoWn to 
be taking improper dose, failing to take doses on time and 
ceasing treatment prematurely. If this problem could be 
addressed, the quality of care offered to patients could be 
improved considerably. 

[0003] Medical dispensers are Well knoWn for the dispens 
ing of various kinds of medicament. In their most simple 
form, they may comprise a container of tablets With a 
removable lid or blister packs of tablets. Inhalation devices, 
such as metered dose inhalers (MDI) and dry poWder 
inhalers are knoWn for the delivery of medicament for the 
treatment of respiratory disorders. Syringes, including 
needleless syringes are also knoWn for the delivery of 
injectable medicament to a patient. 

[0004] Reloadable medicament dispensers are knoWn. 
These typically comprise a housing de?ning a cavity and a 
medicament container, referred to herein as a re?ll, Which is 
reversibly receivable thereby. The housing and the medica 
ment container may be sold separately or as a kit of parts. 

[0005] Currently, medicament dispensers are primarily 
manually operable. Apatient actuates the dispenser in order 
to receive a dose of the medicament. If a variation in the 
basic dose, eg more than one dose, is required, the patient 
typically manually administers tWo doses. It Would be 
desirable to provide a Way in Which the patient is relieved of 
sole responsibility for the correct administration of doses of 
medicament, and more preferably the variation of such 
doses, Within a treatment regimen. 

[0006] Further desirable features relating to medicament 
dispensers include ease of use, portability and ease of 
manufacture. 

[0007] PCT patent application no. WO92/17231 describes 
a metered dose inhaler having a microelectronic assembly 
thereon. The medicament container includes a set of elec 
trically conducting strips Which represent information about 
the medicament container in digital form. The housing of the 
device includes electrical contact ?ngers Which are con 
tactable With the strips to enable reading of the information 
to a microelectronic memory on the housing. Read/Write 
communication Would not be possible betWeen the ?ngers 
and the reader and the signi?cant advantages of the present 
invention Would therefore not be achievable With this 
inhaler. Furthermore, contact betWeen the strips on the 
container and the electrical contact ?ngers is required Which 
requires physical tailoring of the container to the housing, 
thereby limiting product design options. This document also 
describes an embodiment in Which an active (i.e. poWered) 
microelectronic element is attached to the container. 

[0008] PCT Patent Application No. WO 00/25720 
describes a medication container that organises several vials 
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or cassettes of different types of medication by securing the 
vials to a unitary lid. A machine readable memory strip is 
af?Xed to each vial. Each memory contains prescription 
information and medication implementation pertaining to 
the medication in the vial. The unitary lid is equipped With 
sensors that read each memory strip and transmit the infor 
mation to a processor in the lid. The processor determines 
When each medication is to be taken and signals the patient 
to take the appropriate medication from the appropriate vial 
at the appropriate time. The automated lid also contains a 
receiver for obtaining updated medication dosing informa 
tion based on current laboratory tests or physical observa 
tions of the physician regarding the patient. 

[0009] One problem With using an automated device 
Which aids patient compliance With medical treatment regi 
mens is that, if the device is closely tied to the dispensing 
system, the type of information and reminders that may be 
provided includes that Which is typically regarded as need 
ing to be given by a quali?ed eXpert, such as a physician or 
pharmacist. Assumption of responsibility for such tasks by 
an automated device leads to the possibility of incorrect 
information being provided to a user, thereby eXposing the 
user to potential risk, in the case of information or reminders 
being given remote from a quali?ed eXpert. It is an object of 
the present invention to overcome this draWback. 

[0010] This problem is t some eXtent addressed by the 
system presented in US. Pat. No. 5,703,786, Which is a 
centralised reminder system arranged to distribute reminder 
messages to respective dispensing systems in accordance 
With a centrally held dispensing schedule. These reminder 
messages prompt the user to take his medication, Whereupon 
the identity of the medicament to be taken (eg that inserted 
into the dispenser apparatus by the patient) is checked by the 
dispensing apparatus against a stored identi?er therefor. In 
the event that the check is successful, the apparatus dis 
penses the medication. Thus With this system, the reminder 
messages can be sent out by a non-eXpert, While the dis 
pensing of drugs in response to receipt of such a reminder 
message Will be dependent on veri?cation of the identity of 
the re?ll inserted by the patient. HoWever, a problem With 
this system is that, for authentication to take place at all, the 
medicament dispensing apparatus has to be modi?ed When 
ever there are any changes to the re?ll, eg to the format of 
the identi?er thereof. 

[0011] In accordance With one aspect of the present inven 
tion, there is provided a methods of controlling the func 
tioning of a portable medicament dispenser, said portable 
medicament dispenser being for use With a re?ll container, 
said method comprising: 

[0012] (a) providing a memory for storing one or 
more parameters relating to the functioning of said 
dispenser; 

[0013] (b) storing authentication data for authenticat 
ing data for controlling a function of said dispenser; 

[0014] (c) receiving control data for said dispenser; 

[0015] (d) performing authentication of the control 
data using said stored authentication data; 

[0016] (e) in dependence on a result of the authenti 
cation, activating one or more parameters in said 
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memory to control functioning of said dispenser in 
accordance With said control data, 

[0017] characterised in that the step (d) of performing 
authentication of the control data is performed by 
said re?ll container. 

[0018] In accordance With a further aspect of the invention 
there is provided a method of controlling the functioning of 
a portable medicament dispenser, said portable medicament 
dispenser being for use With a re?ll container, said method 
comprising: 

[0019] (a) providing a netWork node connected to a 
communications netWork, said node having access to 
a database for storing one or more parameters relat 
ing to the functioning of said dispenser; 

[0020] (b) generating control data for said dispenser 
using said one or more parameters; and 

[0021] (c) generating authentication data based on 
said control data to produce authenticatable control 
data; 

[0022] (d) arranging for said authenticatable control 
data to be transmitted to said dispenser, so as to alloW 
said re?ll container to authenticate the generated 
control data. 

[0023] By perfoming authentication of control data used 
for controlling the functioning of a portable medicament 
dispenser, and in dependence on the result of the authenti 
cation, activating parameters in the memory to control 
function of the dispenser, the functioning of the dispenser 
can be maintained Within the control of a quali?ed eXpert 
Whilst alloWing the control data to be input into a dispenser 
Without requiring the presence of such an eXpert. 

[0024] In one embodiment of the invention, the portable 
medicament dispenser is for use With a node of a data 
communications netWork, and the control data comprises 
control data received from said netWork node. In this case, 
a quali?ed eXpert, such as a physician, may update data, 
using a secure access procedure, on the netWork node, and 
then corresponding authenticable control data may be deliv 
ered via a remote communications link. 

[0025] Further features and advantages of the present 
invention Will become apparent from the folloWing descrip 
tion of preferred embodiments of the invention. 

[0026] Embodiments arranged in accordance With the 
invention Will noW be described, by Way of eXample only, 
With reference to the accompanying draWings in Which: 

[0027] FIG. 1 is a schematic illustration of a healthcare 
management system in accordance With an embodiment of 
the invention; 

[0028] FIG. 2 is a schematic illustration of patient appa 
ratus in accordance With an embodiment of the invention; 

[0029] FIGS. 3 and 4 illustrate look-up tables used in 
embodiments of the invention; 

[0030] FIGS. 5 to 8 are How diagrams illustrating proce 
dures carried out in accordance With embodiments of the 
invention; and 

[0031] FIGS. 8 to 11 illustrate embodiments of patient 
apparatus in greater detail. 

Sep. 2, 2004 

[0032] FIG. 1 illustrates a healthcare management system 
arranged in accordance With an embodiment of the inven 
tion. The system includes a patient healthcare management 
system A, a healthcare service provider data management 
system B, a physician’s data management system C, a 
pharmacy data management system D, and manufacturer 
data management system E. 

[0033] Patient healthcare management system A includes 
a medicament dispenser 2 Which includes an outer housing 
Which takes a re?ll 4, containing medicament, Which is 
inserted into a receiving inlet 5 of the dispenser and securely 
fastened therein. The re?ll 4 is removable therefrom once 
the re?ll is empty, or near to empty, to be replaced by a 
further re?ll. The dispenser includes an alphanumeric dis 
play 28 for the display of functional data and one or more 
man machine interface elements, for eXample buttons 30, for 
the control of the functions of the dispenser by the patient. 

[0034] The dispenser 2 is adapted for insertion, in a 
drop-in fashion, into a docking station 6 for the transfer of 
data betWeen the dispenser 2 and a service provider netWork 
server 8, and for the recharging of a battery and/or charge 
capacitors providing electrical poWer in the dispenser, in 
particular its various functions to be described in further 
detail beloW. The docking station includes an electricity 
mains supply cable 9 and, internally, a voltage transformer 
for the supply of poWer at a required loW voltage. In case of 
mains supply failure or unavailability the docking station 
may further include a back-up battery, Which may be 
rechargeable or non-rechargable. 

[0035] The docking station 6 also includes a communica 
tions module 10 for communicating With a corresponding 
communications module 12 on a netWork interface device 
14. The netWork interface device 14 includes a netWork 
interface module 16 for access to a public data communi 
cations netWork 18, such as the Internet. Both the docking 
station and the netWork interface device 14 may be located 
in a patient’s home. The communications modules 10, 12 
preferably communicate via a radio interface protocol, such 
as the BluetoothTM radio protocol, thereby alloWing the 
docking station 6 to be located at a selected point in the 
patient’s home, such as a bedroom or bathroom, remote 
from the netWork interface device 14. The netWork interface 
module 16 may comprise one or more of a PSTN modem, 
a DSL modem, a cable modem, a Wireless radio netWork 
modem. The netWork interface device may itself take the 
form of an appropriately con?gured personal computer 
Workstation, digital television set top boX, home communi 
cations hub, etc. 

[0036] FIG. 2 schematically illustrates the electronic com 
ponents of the medicament dispenser 2, re?ll 4 and docking 
station 6 in greater detail. 

[0037] The dispenser 2 includes a data processor, for 
eXample an integrated circuit chip containing a micropro 
cessor 100 and non-volatile memory, in the form of for 
eXample ROM 108 and EEPROM 110. Some parts of the 
memory are reserved for Writing to during the manufacture 
of the dispenser and are, folloWing manufacture, read-only 
or effectively read-only by virtue of being protected by a 
secret authentication code, preferably knoWn only by the 
manufacturer. These read-only parts include a memory por 
tions storing one or more of a unique identi?er for the 
dispenser, a random or pseudo-random passWord related 
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thereto, one or more type codes for the one or more different 
types of medicament the dispenser is intended to be used 
With, a usage lifetime indicator in the form of an expiry date 
and/or a prescribed maximum number of usages for the 
dispenser, manufacturing compliance check data and manu 
facturer details. Other parts are Writable and are preferably 
protected, requiring a predetermined authentication step to 
have been performed before being capable of being Written 
to, or reWritten. A ?rst set of one or more records are 

intended to be Written initially during dispensing of the 
dispenser, including one or more of a service provider 
identi?er and/or service provider netWork address, activa 
tion ?ag, details of an initially prescribed treatment regimen, 
a version number thereof, and patient name and other patient 
details. A second set of one or more records are intended to 
be Written initially to by the docking station 6, including 
records indicating a variation from the original treatment 
regimen, a version number thereof, and a deactivation ?ag. 
Athird set of one or more records are intended to be Written 

initially to by the dispenser during use, including compli 
ance monitoring data records indicating When medicament 
has been taken by the patient and What amount thereof. 
Some further parts of the memory, containing secret data 
and/or algorithms, are not externally readable and only for 
internal use by the microprocessor in performing authenti 
cation and encryption procedures. The dispenser 2 com 
prises external electrical contacts 20, corresponding to con 
tacts in the docking station, for Writing data to and reading 
data from the dispenser, and for charging the battery and/or 
capacitors of the dispenser. 
[0038] The re?ll 4 includes a data processor, for example 
an integrated circuit chip containing a microprocessor 116 
and non-volatile memory, in the form of for example ROM 
118 and EEPROM 120. Some parts of the memory are 
reserved for Writing to during the manufacture of the re?ll 
and are, folloWing manufacture, read-only or effectively 
read-only by virtue of being protected by a secret authenti 
cation code, preferably knoWn only by the manufacturer. 
These read-only parts include one or more memory portions 
storing one or more of a unique identi?er for the re?ll, a type 
code for the stored medicament, a medicament name, an 
expiry date, an original dosage amount, manufacturing com 
pliance check data and manufacturer details. Other parts are 
Writable and are preferably protected, requiring a predeter 
mined authentication step to have been performed before 
being capable of being Written to, or reWritten. A ?rst set of 
one or more records are intended to be Written initially 
during dispensing of the re?ll, including one or more of an 
activation ?ag, details of a prescribed treatment regimen, a 
version number thereof, and patient name and other patient 
details. A second set of one or more records are intended to 
be Written initially to by the medicament dispenser, includ 
ing one or more records indicating a current dosage amount 
remaining. Some further parts of the memory, containing 
secret data and/or algorithms, are not externally readable and 
only for internal use by the microprocessor in performing 
authentication procedures. The re?ll 4 comprises external 
electrical contacts 22, corresponding to contacts in the 
dispenser 2, for Writing data to and reading data from the 
re?ll. 

[0039] The docking station 6 includes a data processor in 
the form of for example an integrated circuit chip containing 
a microprocessor 122 and non-volatile memory, in the form 
of for example ROM 128 and EEPROM 130. Some parts of 
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the memory are reserved for Writing to during the manufac 
ture of the docking station and are, folloWing manufacture, 
read-only or effectively read-only by virtue of being pro 
tected by a secret authentication code, preferably knoWn 
only by the manufacturer. These read-only parts include one 
or more memory portions storing one or more of a unique 

identi?er for the docking station, manufacturing compliance 
check data and manufacturer details. Other parts are subse 
quently Writable. A ?rst set of one or more records are 
intended to be Written to from the dispenser When the 
dispenser 2 is docked With the docking station, including a 
medicament name, a current remaining dosage amount, 
details of a current treatment regimen and patient name and 
other patient details. These ?rst records contain data to be 
displayed on a screen 24. Screen 24 is larger than display 28, 
and is capable of displaying bitmap images, for example 
logos, still and video pictures, etc, as Well as alphanumeric 
text, responsive to user interaction via an MMI such as 
buttons 26. A second set of one or more records are intended 

to store message data received from service provider net 
Work server 8, including one or more records for storing data 
for messages to be shoWn on screen 24. A third set of one or 
more records are for storing control messages to be trans 
mitted to dispenser 2, such as control messages for perform 
ing authentication and control messages indicating a varia 
tion in treatment regiment, indicating a current dosage 
amount remaining. A fourth set of records are for storing 
data for transmission to netWork server 8, including com 
pliance monitoring data received from dispenser 2, and 
self-test health check data, and self-test health status data 
records, containing data such as peak ?oW rate data in the 
case of a respiratory inhaler or blood glucose level data in 
the case of an insulin dispenser, Which is recorded by a 
sensor 132 in, or associated With, the docking station. In an 
alternative, the self-test health check data may be replaced 
by patient self-assessment data, Wherein the patient inputs, 
via MMI 26, a self-assessed health condition indicator, for 
example a ?gure from 1 to 10, indicative of hoW the patient 
feels. The patient may also append the data With text to 
record additional data relating to their state of health. The 
self-test health check data, condition indicator data and other 
data are automatically date stamped for subsequent analysis 
by netWork server 8 and presentation, for example via a 
patient-speci?c Web site page, via charts and other assess 
ment tools. 

[0040] Dispenser display 28, for example an LCD screen, 
is for displaying information to the patient including the 
name of the medicament contained in an inserted re?ll, a 
current dose remaining, a current time, etc. Reminder mes 
sages may also be displayed thereon to indicate When a dose 
of medicament is due to be taken, in accordance With the 
current treatment regimen. Such a reminder message may 
accompanied by a timed alarm indication, given for example 
by an audible (e.g. tone), kinematic (e.g. vibration) and/or 
visual (e.g. LED) signal generator. Patients may control 
display menu and functions by means of a user interface, 
such as buttons 30. When administering medicine, patient 
opens outlet 32 and presses a button 30 to initiate the 
dispensing of a dose, or multiple doses, of medicament. The 
amount dispensed is controlled by dispenser 2 in accordance 
With a current treatment regimen stored in the memory of the 
dispenser 2 and/or the re?ll 4, along With the current 
date/time and/or stage of treatment. 
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[0041] Dispenser 2 further comprises a dispensing actua 
tor 102, for the automated dispensing of a dose, or multiple 
doses of medicament. In one embodiment, the medicament 
is held in re?ll 4 in poWder, liquid and/or gaseous form and 
a dispensing actuator is adapted to meter out a required dose 
from re?ll 4. In another embodiment, re?ll 4 contains 
medicament in the form of elements containing discrete 
amounts of medicament, for example tablets, capsules, poW 
der compartments, etc. and dispensing actuator is adapted to 
automatically dispense one or more discrete doses of medi 
cament. Dispensing may be initiated by the patient, for 
example by means of MMI 30. Dispenser 2 further com 
prises dispensing sensor 104, for sensing the act of dispens 
ing and recording, as monitoring data, the amount, time and 
date When dispensing occurs. Clock 106 is used for time 
monitoring and recordal in the dispenser electronic system. 

[0042] Data interface 22, consisting of tWo sets of corre 
sponding electrical contacts, is used for the transfer of data 
betWeen the re?ll 4 and the dispenser 2. In an alternative 
embodiment, the interface consists of a contactless radio 
interface betWeen a passive tag in the re?ll and an active 
reader in the dispenser. Data interface 114, consisting of tWo 
sets of corresponding electrical contacts, is used for the 
transfer of data betWeen the docking station 6 and the 
dispenser 2. In an alternative embodiment, the interface 
consists of a contactless radio interface, for example a 
BluetoothTM radio interface Which is operable When dis 
penser is placed in the proximity of the docking station 6. 
PoWer interface 114 consists of tWo sets of corresponding 
electrical contacts for the transfer of electrical poWer 
betWeen docking station poWer transformer 134, supplied by 
mains poWer source connection 9, and rechargeable battery 
112 in the dispenser 2, Which acts as a poWer source for all 
electronic components in the dispenser 2 and the re?ll 4. 
Transformer 134 acts as a poWer source for all electronic 
components in the docking station 6. Docking station 6 may 
also include a rechargeable back-up battery in case of mains 
poWer failure. 

[0043] Docking station 6 includes a data processing sys 
tem including a microprocessor 122, non-volatile memory in 
the form of ROM 128 and EEPROM 130, display 24, man 
machine interface elements 26, radio interface module 10, 
including radio antenna 126, a mains poWer source connec 
tion 9, and self-test module 132. Self-test module 132 
includes a patient health sensor, such as a blood glucose 
level sensor, peak ?oW sensor, etc, and may be detachably 
connectable to the docking station. In an alternative embodi 
ment, self-test module 132 is included in dispenser 2, or may 
be detachably connectable to the dispenser 2. 

[0044] Service provider netWork server 8 is connected to 
patient record database 34, Which stores long-term patient 
health records to be used by the health system for the 
treatment of patients under its care. These records store 
historical patient health and treatment data, including pre 
scription data, treatment regimen compliance data, and 
health check status data. Service provider netWork server 
includes analysis and reporting functions for operating on 
data contained in the patient health records and for trans 
mitting messages and reports to other healthcare manage 
ment systems including patient healthcare management sys 
tems, physicians’ data management systems and pharmacy 
data management systems. 
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[0045] Manufacturer data management system E includes 
a manufacturing system server 36, a data Writing terminal 38 
for Writing data to a dispenser 40 during manufacture, and 
a data Writing terminal 40 for Writing data to re?ll 4 during 
manufacture. 

[0046] During manufacture, the dispenser memory 108, 
110 is Written to contain permanent data in the form of one 
or more of a unique identi?er for the dispenser, a random or 
pseudo-random passWord, one or more type codes for the 
one or more different types of medicament the dispenser is 
intended to be used With, a usage lifetime indicator in the 
form of an expiry date and/or a maximum number of usages 
for the dispenser, a geographical region name and/or code, 
manufacturing compliance check data and manufacturer 
details. The dispenser memory is also Written to With secret 
data and/or algorithms, Which are not externally readable 
and only for internal use by the dispenser microprocessor in 
performing authentication and encryption procedures. This 
secret data includes a secret authentication key, Which may 
be of a shared secret type of a private key of a public/private 
key combination. The data may also include a public key for 
one or more service providers, or a trusted third party 

providing service provider public key details, to authenticate 
and/or decrypt control messages received from service pro 
vidcr network server 8, Which are encrypted and/or digitally 
signed by the server 8 using its private key and/or the 
appropriate shared secret key before transmission. The data 
may also include a public key for one or more manufactur 
ers, or a trusted third party providing manufacturer public 
key details, to authenticate and/or decrypt data received 
from re?ll 4, Which are encrypted and/or digitally signed by 
the manufacturer or on the re?ll before transmission. Fol 
loWing manufacture, the data Written to the dispenser 
memory, including in particular the unique identi?er and the 
corresponding passWord and/or shared secret key and/or 
public key, are transmitted in a secure fashion to service 
provider netWork server 8 and stored therein aWaiting dis 
pensing of the dispenser 2 to occur. The dispensers are 
batched and distributed in batches to pharmacies for subse 
quent dispensing to patients. 

[0047] During manufacture, the re?ll memory 118, 120 is 
Written to contain permanent data in the form of one or more 
of a unique identi?er for the re?ll, a type code for the stored 
medicament, a medicament name, an expiry date, an original 
dosage amount, a geographical region name and/or code, 
manufacturing compliance check data and manufacturer 
details. The permanent data also includes a digital signature, 
generated by manufacturer using a secret authenticating key, 
of the unique identi?er and/or other data, Which is added to 
the re?ll memory. The re?ll memory may also be Written to 
With secret data and/or algorithms, Which are not externally 
readable and only for internal use by the re?ll microproces 
sor in performing authentication procedures. This secret data 
may include a secret authentication key, Which may be of a 
shared secret type of a private key of a public/private key 
combination. The data may also, or alternatively, include a 
public key for the service provider, to authenticate and/or 
decrypt control messages received from service provider 
netWork server 8, Which are encrypted and/or digitally 
signed by the server 8 using its private key and/or the 
appropriate shared secret key before transmission. FolloW 
ing manufacture, the data Written to the re?ll memory, 
including in particular the unique identi?er and the corre 
sponding digital signature, shared secret key and/or public 
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key, are transmitted in a secure fashion to service provider 
network server 8 and stored therein awaiting dispensing of 
the re?ll 4 to occur. The re?lls are batched and distributed in 
batches to pharmacies for subsequent dispensing to patients. 

[0048] Patient system A also contains a smart card 42 for 
identifying the patient and storing patient healthcare details, 
Which preferably are replicated in patient record database 
34, including general health data, prescription data, allergy 
data, etc. Smart card 42 includes electrical contacts 43 
Whereby a smart card reader/Writer accesses data records 
held on the smart card. 

[0049] Physician data management system C includes a 
Workstation personal computer 44, a smart card reader/ 
Writer 46 and a dispenser reader/Writer 48. The dispenser 
reader/Writer 48 may be a docking station similar to the 
patient docking station 6. On visiting a physician, a patient 
preferably carries their smart card 42. The smart card is 
inserted in reader/Writer 46 to alloW the physician to access 
patient data held thereon and/or patient data held in patient 
record database 34. The data is accessed via Workstation 44. 
Each physician has a personal username and passWord 
providing the physician With authority to access such data, 
Which details are veri?ed by netWork server 8 before such 
access is granted. FolloWing consultation, the physician may 
issue a digital prescription, Which is Written to smart card 42 
and/or patient record database 34. 

[0050] Pharmacy data management system D includes a 
server 50, a Workstation personal computer 52, a dispenser 
reader/Writer 54, a re?ll reader/Writer 56 and a smart card 
reader/Writer 58. The dispenser reader/Writer 54 may be a 
docking station similar to the patient docking station 6. 

[0051] When a patient visits the pharmacy to obtain sup 
plies, the patient carries their smart card 42, Which is 
inserted in smart card reader 58 in order to identify the 
patient and the corresponding prescription. The patient data 
is accessed via Workstation 52. Each pharmacist has a 
personal username and passWord providing the pharmacist 
With authority to access such data, Which details are veri?ed 
by netWork server 8 before such access is granted. The 
patient identity is transmitted to netWork server 8 in order to 
access and/or the prescription data. The patient’s data record 
indicates Whether the patient currently holds a dispenser 
appropriate for the prescribed medicament. If not, as in the 
case of a neWly diagnosed patient, the netWork server 
instructs pharmacist system to dispense a neW dispenser 2. 

[0052] In order to dispense a neW dispenser 2, the phar 
macist retrieves the appropriate dispenser from the phar 
macy stores and inserts the dispenser into dispenser reader/ 
Writer 54. The reader/Writer 54 reads the dispenser’s unique 
identity and transmits same to netWork server 8. FIG. 3 
shoWs a look-up table held database in 34, associating each 
unique dispenser ID, and the associated data ?elds, corre 
sponding to the original data held in the dispenser memory, 
provided by manufacturer (illustrated as Field #1 etc.) With 
a patient ID folloWing dispensing thereof. The reader/Writer 
is then used to Write data received from netWork server 8, 
containing one or more of a service provider identi?er 
and/or service provider netWork address, activation mes 
sage, details of an initially prescribed treatment regimen, a 
version number thereof, patient ID and name and other 
patient details, and a geographical region code, to the 
dispenser memory. The Written data is preferably encrypted 
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and/or signed by the netWork server 8, thereby indicating to 
the dispenser that a pharmacist having the necessary author 
ity is performing the dispensing operation. Once activated, 
the dispenser 2 is ready for use With an appropriate re?ll 4. 

[0053] In order to dispense a neW re?ll 4, the pharmacist 
retrieves the appropriate re?ll from the pharmacy stores and 
inserts the dispenser into dispenser reader/Writer 54. The 
reader/Writer 54 reads the re?ll’s unique identity and trans 
mits same to netWork server 8. FIG. 2 shoWs a look-up table 
held database in 34, associating each unique re?ll ID, and 
the associated data ?elds, corresponding to those originally 
held in the re?ll memory, provided by manufacturer (illus 
trated as Field #1 etc.) With a patient ID folloWing dispens 
ing thereof. The reader/Writer is then used to Write data 
provided by netWork server 8, containing one or more of an 
activation message, details of a prescribed treatment regi 
men, a version number thereof, and patient ID, name and 
other patient details, and a geographical region code, to the 
re?ll memory. The Written data is preferably encrypted 
and/or signed by the netWork server 8, thereby indicating to 
the re?ll that a pharmacist having the necessary authority is 
performing the dispensing operation. Once activated, the 
re?ll 4 is ready for use With an appropriate dispenser 2. 

[0054] In one embodiment, the pharmacy procedures 
include reading the data stored on the dispenser and/or re?ll 
prior to dispensing, and modifying the dispensing operation 
accordingly, either in the pharmacy system alone or in 
combination With the netWork server system. For example, 
the pharmacy may be prevented from dispensing a device 
having a geographical region name and/or code Which does 
not correspond for re?lls and dispensers, or if the location of 
the pharmacy does not correspond thereWith. 

[0055] The look-up tables shoWn in FIGS. 3 and 4 are 
used for the correct identi?cation of a patient by means of 
the corresponding dispenser and/or re?ll ID’s. When data is 
transferred from a dispenser 2 and/or a re?ll 4 to netWork 
server 8, the data includes the device ID and/or the re?ll ID. 
Thereby, the patient is identi?ed Without requiring the 
patient to input username and/or passWord details each time 
data is sent to the netWork server 8. Furthermore, the 
associated authentication procedures may be performed by 
means of the devices themselves, rather than the patient 
having to identify and carry out authentication each time 
sensitive data is transferred. The corresponding shared 
authentication data, such as shared secret keys, held on both 
the devices and in the device-related parameter ?elds illus 
trated in FIGS. 3 and 4, may be uniquely correlated by 
means of the look-up tables to the identity of the patient to 
Whom the device Was prescribed. In an alternative embodi 
ment, the unique patient ID is Written at the pharmacist onto 
the dispenser and/or re?ll during dispensing, and the patient 
ID is sent With any data sent from dispenser to netWork 
server 8. HoWever, in this case a device ID, Which may be 
unique amongst all devices, or unique only in combination 
With the patient ID, is preferably also sent to alloW the 
identi?cation of the device currently being used by the 
patient at the netWork server 8. In any case, the data 
transmitted to netWork server 8 contains a unique identity, 
preferably device ED, Whereby the corresponding patient 
record may be accessed. 

[0056] FIG. 5 is a How diagram illustrating procedures 
carried out in the dispenser 2 on insertion of a re?ll 4. On 
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insertion of the pharmacy-dispensed re?ll 4 into the phar 
macy-dispensed dispenser 2, the dispenser reads all avail 
able data held in re?ll memory, step 200. The dispenser then 
checks that no con?icts eXist betWeen the data read and that 
stored in its memory, steps 202 and 204, including ensuring 
that the re?ll has a matching patient ID, acceptable medi 
cament type code, acceptable geographical region code, etc. 
Furthermore, dispenser 2 checks that the any digital signa 
ture accompanying the parameter data held in re?ll is 
correct. This check is carried out, in one embodiment, by 
reading the appropriate signature and decrypting it With the 
public key of the netWork server 8 to ensure that it corre 
sponds With the original data, for eXample the unique 
identity of the re?ll 4, to Which the signature is attached. In 
other embodiments, other cryptographic methods are used to 
check the authenticity of the re?ll by means of public/private 
key or shared secret key encryption/decryption methods. If 
a con?ict is found, a con?ict indicator signal is generated. If 
no con?ict is found, the dispenser checks if there are any 
updates to be received from the re?ll. For example, the re?ll 
may contain a more recent treatment regimen, Which may be 
detected by means of a later version number. If an update is 
detected, it is ?rst authenticated, by checking the accompa 
nying digital signature, before updating the appropriate 
parameters in its memory. If the update authentication fails, 
a con?ict indicator signal is generated. OtherWise, folloWing 
any update, the dispenser 2 begins a normal treatment 
regimen in accordance With data held on the dispenser 
and/or the re?ll 4. If a con?ict indicator signal is generated, 
the dispenser display 28 is activated to shoW an appropriate 
error message, for eXample “Re?ll not authorised: see phar 
macist”, step 206. The dispenser 2 also inhibits any reminder 
programme Which Would otherWise have been folloWed, 
step 208. On generation of the con?ict indicator signal, the 
dispenser may, in one embodiment, Write a deactivation ?ag 
in the dispenser or re?ll memory to prevent the re?ll and/or 
the dispenser being used, at least until the con?ict is resolved 
by means of an update message received from server 8. 
Alternatively, the dispenser may still be used in manual 
override mode to dispense medicament from the re?ll, even 
though the data management functions are not made avail 
able. Further alternatively, the dispenser may continue to 
operate normally but store the con?ict data to transmit same 
to netWork server 8 When the dispenser is neXt docked. The 
action taken by dispenser may depend upon the nature of the 
con?ict found. For eXample, if the re?ll contains the Wrong 
type of medicine, the re?ll may be fully deactivated. On the 
other hand, if the re?ll Was dispensed to a different patient, 
but contains the correct type of medicament, the dispenser 
may be used as normal, With the con?ict data being sent to 
netWork server 8 to be Written to the patient record in order 
that a healthcare professional, such as the physician or 
pharmacist, may be made aWare of the con?ict When the 
patient record is neXt accessed. 

[0057] The dispenser then senses Whether a docking con 
nection is made to docking port 6, for eXample by means of 
a data read signal being received from docking port 6, at 
Which point an message indicating the detected con?ict is 
sent, via docking station 6, to netWork server 8, steps 210 
and 212. NetWork server 8 may used the con?ict data for 
monitoring purposes, and inform the appropriate healthcare 
professional as and When required of the detected con?ict. 
For eXample, When patient neXt visits a pharmacist, the 
pharmacist Will be able to access, via the patient record, the 
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con?ict data and indicated the nature of the problem to the 
patient. If the con?ict is an internal con?ict caused by an 
error in the netWork server system 8, the con?ict may be 
resolved and updates may be sent to all other affected 
dispensers to avoid the con?ict occurring unnecessarily 
elseWhere. Preferably, the dispenser may still be used in 
manual override mode to dispense medicament from the 
re?ll, even thought the data management functions are not 
made available. 

[0058] In any case, When a con?ict is found, con?ict data 
indicating the cause of the con?ict, e.g. both the data derived 
from the re?ll and the corresponding, incompatible, data 
held on dispenser, is transmitted to netWork server 8. Net 
Work server 8 analyses the nature of the con?ict and can take 
remedial action, such as Writing corresponding data to 
patient record for perusal by a healthcare professional hav 
ing access to the system, transmitting informational mes 
sages to the patient via the patient docking station, and/or 
transmitting update messages to the dispenser via the dock 
ing stations to resolve the con?ict by updating one or more 
?elds of the dispenser memory as appropriate. 

[0059] If no con?ict is found, the unique identity of the 
re?ll and/or other details held on the re?ll are Written to a 
record in the dispenser memory for transfer, via docking 
station 6, to the netWork server 8 When the dispenser is neXt 
docked. Such data, derived from the re?ll, is then stored in 
the appropriate patient record by the netWork server 8, to 
provide a medication history, including details of the re?ll 
container used, for the patient. Furthermore, in an alternative 
embodiment, any con?ict checks are carried out by netWork 
server. In this embodiment, the current re?ll ID and device 
ID are preferably transmitted to netWork server 8, and the 
corresponding parameter data, held in the lookup tables 
illustrated in FIGS. 3 and 4, is analysed by netWork server 
8 to determine Whether a con?ict eXists. Alternatively, one or 
more of the other parameter data items held in the dispenser 
memory and/or the re?ll memory may be transmitted to 
netWork server 8. If a con?ict is found, netWork server 8 
analyses the nature of the con?ict and can take remedial 
action, such as Writing corresponding data to patient record 
for perusal by a healthcare professional having access to the 
system, transmitting informational messages to the patient 
via the patient docking station, and/or transmitting update 
messages to the dispenser via the docking stations to alter 
the functioning of the dispenser, to disable the dispenser 
until a neW re?ll has been inserted, and/or to resolve the 
con?ict by updating one or more of the previously incom 
patible ?elds of the dispenser memory as appropriate. 

[0060] FIG. 6 illustrates a treatment procedure folloWed 
by dispenser 2 When loaded With a correct re?ll 4. The 
dispenser holds treatment regimen data from Which it is 
determined When a medicament dose is due to be taken by 
the patient, step 300. A period is de?ned When the dose is 
de?ned to be correctly taken, by means of a start date/time 
and an end/date time, Which may be de?ned relative to a last 
taken medication or in accordance With an absolute timing 
policy. If the patient activates the dispenser prior to the start 
date/time, step 302, the dispenser acts in accordance With an 
early dispensing procedure, step 304, Which is different to 
the normal dispensing procedure. This may be to at least 
initially inhibit dispensing and display a message to the 
patient indicating that it is too early to take another dose. An 
option may at this stage be given to alloW the patient to 
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con?rm that a dose is required, in response to Which the 
dispenser conducts dispensing as required. Alternatively, 
dispenser may initially dispense the dose at the requested 
time, and update the subsequent reminder schedule to cancel 
the upcoming reminder and bring forward the subsequent 
reminders. 

[0061] When a dosing reminder is due, the dispenser 2 
emits a dosing reminder signal, step 306. The signal may be 
an audio, visual and/or kinematic signal, and may vary over 
time depending on Whether dosing is carried out by the 
patient, for example to increase in intensity over time. When 
patient actuates the dispenser to dispense a dose of medi 
cament, step 310, the dispenser determines Whether the 
dispensing operation is later than the prede?ned end date/ 
time for the normal dosing period, step 310. If so, a late 
dispensing procedure, different to a normal dispensing pro 
cedure, is carried out, step 318. This may consist of indi 
cating to the patient that the dose is being taken late and 
adjusting the subsequent reminder schedule accordingly, to 
delay subsequent reminders in accordance With the delay. If 
Within the normal dosing period, the normal dosage data is 
accessed, step 312, and the appropriate dosage is dispensed, 
step 314. FolloWing all dispensing procedures, although 
only shoWn in relation to normal dispensing procedure, the 
monitoring data held in dispenser, subsequently to be sent to 
netWork server 8, is updated to store details of the latest 
dispensing event, including date/time, amount dispensed, 
and any other pertinent data such as patient health data (eg 
peak ?oW rate) detected during the dispensing operation. 

[0062] FIG. 7 illustrates a procedure carried out by dock 
ing station 6 When a dispenser is docked therein. Note that 
in this preferred embodiment, the docking station 6 may be 
used With multiple different dispensers, including multiple 
dispensers oWned by the same patient and/or multiple dis 
pensers oWned by different patients. 

[0063] On receiving a dispenser 2, the docking station 6 
?rst reads the patient name and medicament name, along 
With other pertinent data such as number of doses remaining, 
etc., and displays these details to the patient, steps 400, 402, 
via display 24. The patient may scroll through the relevant 
data held on dispenser by means of an MMI interaction. 
Next, the docking station reads other stored data from the 
dispenser, including the dispenser identity, the re?ll identity, 
any con?ict data resulting from a con?ict check conducted 
by dispenser 2, and dispensing monitoring data stored When 
the patient has dispensed medication from the dispenser 2. 
This stored data may be provided by the dispenser in 
encrypted form, for example encrypted using its stored 
secret key, for transmission by the docking station in 
encrypted form, step 406, and decryption by the netWork 
server 8 With reference to the corresponding decryption key 
held in the details held for the identi?ed dispenser. Further 
more, authentication data, in the form of a digital signature 
produced by the dispenser 2 and/or the re?ll 4, may also be 
transmitted for checking by netWork server. The docking 
station may form a suitable data connection, for example a 
TCP/IP socket connection, to the netWork server 8.The 
connection betWeen the docking station 6 and the netWork 
server 8 may in any case be arranged to be secure, for 
example via secure socket layer (SSL) interactions. The data 
sent by docking station is analysed at the netWork server 8 
and one or more response messages are generated and sent 
to be received by docking station, step 408. These messages 
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may be structured as extensible markup language (XML) 
documents. The responses preferably comprise data to be 
displayed to user via the display screen 24 of the docking 
station, and update data to be passed by docking station. 
Docking station 6 parses the response data, step 410, dis 
plays the display content, step 412, and transmits any update 
messages to the dispenser 2, step 414. The update messages 
are preferably encrypted by netWork server 8 using the 
corresponding encryption key, for example the dispenser’s 
shared secret key or the public key of the dispenser, and/or 
contain a further authentication element, such as a digital 
signature authenticating the data as having been generated 
by, or With the authority of netWork server 8. 

[0064] FIG. 8 illustrates steps taken by dispenser 8 on 
receipt of an update message via docking station 6, step 500. 
Initially, the dispenser 2 conducts decryption of the data 
using a secret key stored in the dispenser memory, step 502. 
Next, the dispenser checks the accompanying digital signa 
ture, step 502. If either of these steps fails, the update 
message cannot be authenticated, step 506 by dispenser 2 
and an error message is displayed, step 510. An error 
message may also be sent to netWork server 8, to alloW a 
further, corrected, update to be sent. If the update is authen 
ticated by the dispenser, step 506, the corresponding data 
?elds are updated in the dispenser memory and/or the re?ll 
memory, step 508. It is to be noted that any one or more of 
the Writable ?elds of the dispenser and/or the re?ll, such as 
any of those previously mentioned, may be updated in this 
Way. 

[0065] If the dispenser 2and/or the re?ll 4 fails to authen 
ticate to netWork server 8, the netWork server can send an 
appropriate message to the docking station, such as 
“Authentication failed: please visit pharmacy”. 

[0066] In a subsequent physician visit, if the patient has 
brought their dispenser 2, and the dispenser is inserted into 
reader/Writer 48 in order for the most recent compliance and 
health status data to be doWnloaded to netWork server 8. The 
dispenser’s unique identity is transmitted to netWork server 
8, along With authentication data in the form of the corre 
sponding passWord and/or, if stronger authentication is 
required, an encrypted response to a challenge message sent 
by the server 8, Which response is veri?ed by server 8 in 
order to validate the dispenser identity. The corresponding 
patient identity is looked up by netWork server in order to 
access the correct patient record. 

[0067] Not only does physician have access to patient 
data, but also the analysis and reporting functions provided 
by netWork server 8 folloWing the period of patient com 
pliance and health monitoring provided by dispenser 2. 
FolloWing consultation With the netWork server functions 
and the patient, the physician may vary the treatment regi 
men, by input to Workstation 44 Which results in an update 
procedure Whereby netWork server 8 transmits data to be 
Written to the dispenser by reader/Writer 48. The transmitted 
data is encrypted and/or digitally signed by the netWork 
server, using the appropriate secret and/or private key for the 
dispenser 2. On receipt, the dispenser decrypts and/or 
authenticates the control data and, if authentication is suc 
cessful, updates its records accordingly. The physician may 
also prescribe more or a neW medicament, in Which case a 
digital prescription is Written to smart card 42 and/or to 
patient record database 46. 
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[0068] If on docking With docking station 6, either the 
docking station or the network server 8 establishes that the 
patient is due for another prescription, a message may be 
displayed to the patient inquiring Whether a further prescrip 
tion should be ordered. If the patient replies in the af?rma 
tive, a represcription order placed in the patient record, or is 
transmitted to a selected pharmacist, and the patient may 
pick up the appropriate re?ll by presenting at the pharmacist 
With their patient smart card 42. 

[0069] The netWork server-based system also monitors the 
lifetimes of dispensers and/or re?lls. Namely, associated 
With each of the dispensers and re?lls, by means of param 
eter data held against the device identity in the look-up 
tables illustrated in FIG. 4, is an eXpiry date for the device, 
and When the device is due to eXpire, a suitable message may 
be sent to docking station instructing the patient to order the 
prescription of a neW device. On eXpiry an update message 
may be sent to the dispenser via the docking station to 
disable dispensing. The lifetime of the dispenser may be 
based solely on an eXpiry date, a usage amount (e.g. maXi 
mum number of alloWed uses), or both. In any case, such 
monitoring and messaging is useful in order to inhibit the at 
least inconvenient failure of any of the devices used by the 
patient. 
[0070] In the above-described embodiments, the patient is 
identi?ed primarily by means of the dispenser and/or the 
re?ll Which they have been dispensed by a registered phar 
macist. Additional identity checks may be carried out by the 
system. For eXample, the dispenser 2 or the docking station 
6 may include a Biometric sensor such as a ?ngerprint 
sensor for positively identifying the patient before any 
actions based upon the patient identity are carried out. 

[0071] In different embodiments of the invention, the 
dispenser is typically shaped to de?ne a cavity Within Which 
the re?ll is receivable. The dispenser and/or re?ll may be 
further shaped With grooves, indentations or other shaping 
or surface details to de?ne a slidingly lockable/releasable 
relationship betWeen the dispenser and the re?ll. Accord 
ingly, the dispenser may have a lockable cover Which is 
releasable to eXpose the cavity Within Which the re?ll is held. 

[0072] FIGS. 9a and 9b shoW a metered dose inhaler 
comprising a dispenser in the form of a tubular actuator 
housing 601 shaped for receipt of an aerosol re?ll 602. The 
actuator housing is open at one end and is closed at the other. 
An outlet 603 leads laterally from the closed end of the 
housing 601. In the embodiment illustrated, the outlet 603 is 
in the form of a mouthpiece intended for insertion into the 
mouth of the patient but it may, if desired, be designed as a 
noZZle for insertion into the patient’s nostril. The aerosol 
re?ll 2 has an outlet valve 604 at one end. This valve acts as 
a release means for release of a measured dose from the 
aerosol re?ll. The release means is actuable by inWard 
movement of the valve 4 relative to the aerosol re?ll 602. 

[0073] The metered dose inhaler of FIGS. 9a and 9b 
includes an electronic data management system 610, includ 
ing all electronic components and electrical connections, 
and is adapted for docking With a corresponding docking 
station, as described above in detail, comprised Within an 
eXtended part 606 of the housing 6. A visual display (not 
visible) alloWs for display of information from the electronic 
data management system 610 to the patient. The electronic 
data management system connects to a sensor (not visible) 
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for sensing the breathing pattern of the patient and an 
actuator (not visible) for actuating the release of aerosol 
from the re?ll 2. 

[0074] Adata module in the form of a chip 620 is mounted 
on the side of the aerosol re?ll 602. Corresponding read/ 
Write contacts 630 for the chip 620 are moulded into the 
internal surface of the dispenser housing 601. In an alter 
native embodiment the data module 620 comprises a radiof 
requency identi?cation tag and the read/Write module 630 is 
capable of reading data therefrom and Writing data thereto 
by the use of interrogating radiofrequency energy. In another 
embodiment the data module 620 comprises a magnetic 
label and the read/Write module 30 is capable of reading data 
therefrom and Writing data thereto by the use of interrogat 
ing magnetic ?eld energy. 

[0075] FIG. 10 shoWs a schematic representation of a 
breath-operable medicament dispensing system, Which is an 
embodiment of the system shoWn in FIGS. 9a and 9b. The 
system comprises a metered dose inhaler similar to that 
shoWn in FIGS. 9a and 9b, comprising tubular housing 710 
having a dispensing outlet 712 in the form of a mouthpiece. 
Within the housing 710 sits aerosol re?ll 720 Which has a 
valve dispensing mechanism 722 in the form of a slide 
valve. Valve stem 724 is supported by valve support 714. 
Outlet passage 716 is provided in the support 714 to enable 
passage of dispensed dose to the dispensing outlet 712. 

[0076] It may be seen that the upper part of the aerosol 
re?ll 720 abuts re?ll seat 730. The re?ll seat 730 comprises 
an insulating portion 732 Which directly contacts the aerosol 
re?ll 720 and an upper conducting portion 734 (eg com 
prised of aluminium). It may also be seen that the valve 
support 774 connects With conducting valve seat 740. Plural 
shape memory alloy Wires 750a, 750b connect the conduct 
ing portion 734 of the re?ll seat 730 to the conducting valve 
seat 740. The plural Wires 750a, 750b comprise a nickel 
titanium alloy Which contracts in response to electrical 
current ?oW therethrough. It may thus, be appreciated that 
on passage of electrical current through the plural Wires 
750a, 750b the re?ll seat 730 and valve seat 740 Will be 
draWn toWards each other as the Wires 750a, 750b contract. 
Actuation of the valve dispensing mechanism 722 and 
dispensing of medicament dose Will thereby result. 

[0077] Control of electrical current How to the re?ll seat 
730, valve seat 740 and Wires 750a, 750b is achievable using 
the illustrated circuitry. Re?ll seat 730 and valve seat 740 
connect to actuation circuit 760 Which includes a high 
current poWer supply 762 (eg a voltaic cell or battery of 
voltaic cells) and a sWitch 764 in the form of a solid state 
relay. The solid state relay 764 itself connects With control 
circuitry including a micro-controller 770 having an inde 
pendent poWer supply 772. The micro-controller 770 itself 
connects With pressure transducer 780 Which has an input in 
the form of a pressure tube 782 located Within the dispensing 
outlet 772 of the inhaler housing 770. 

[0078] It may be appreciated that current How to the re?ll 
seat 730, valve seat 740 and Wires 750a, 750b, and hence 
actuation of the valve dispensing mechanism may be achiev 
able as folloWs. The patient inhales through the mouthpiece 
772 resulting in a change in pressure Within the housing 770 
and pressure tube 782. The change in pressure is detected by 
the pressure transducer 780 Which sends a signal to the 
micro-controller 770. The micro-controller 770, in turn 
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