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(57) ABSTRACT 
Acryptographic key 1 constituted to be freely attachable and 
detachable to/from a personal computer 2 encrypting and 
decrypting data by use of a cipher key includes: a pseudo 
random number generator 14 for generating a pseudo ran 
dom number of a chaotic time series based on a data siZe of 
the data, a chaotic function and an initial value of the chaotic 
function; and a USB controller 12 for receiving the data siZe 
of the data from the personal computer 2 and transmitting 
the pseudo random number of the chaotic time series as the 
cipher key to the personal computer 2, the pseudo random 
number being generated in the pseudo random number 
generator 14, When the cryptographic key 1 is attached to the 
personal computer 2. 
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CRYPTOGRAPHIC KEY, ENCRYPTION DEVICE, 
ENCRYPTION/DECRYPTION DEVICE, 

CRYPTOGRAPHIC KEY MANAGEMENT DEVICE, 
AND DECRYPTION DEVICE 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to a cryptographic 
key having a pseudo random number generator for gener 
ating a pseudo random number of a chaotic time series, an 
encryption device for encrypting plaintext data by use of the 
pseudo random number of the chaotic time series from the 
cryptographic key, an encryption/decryption device for 
encrypting and decrypting the plaintext data, a crypto 
graphic key management device for managing the crypto 
graphic key, and a decryption device for decrypting cryp 
tographic data. 

[0002] Recent years, a universal serial bus (USB) has been 
used as an interface in Which the same connector and cable 
are used coherently for a connection of a personal computer 
to relatively loW-speed peripheral equipment such as a 
keyboard, a mouse, a speaker, a modem and a printer. In this 
USB, a data transfer rate betWeen the personal computer and 
the peripheral equipment is, for example, 1.5 Mbps, Which 
is relatively loW-speed. 

[0003] There has been knoWn an encryption device for 
encrypting data by use of a personal computer and periph 
eral equipment, Which are in conformity With the standard of 
the USB as described above. This encryption device is 
constituted of a key information unit in Which key informa 
tion is registered, and of a personal computer having a 
cryptographic algorithm, to Which the key information unit 
is attached. 

[0004] In the key information unit, there is a key infor 
mation unit in Which the key information is registered by a 
person at the time of purchase thereof, a key information 
unit in Which the key information is registered at the time of 
shipment thereof from a factory, or the like. Upon being 
equipped With the key information unit, the personal com 
puter has read out the key information from the key infor 
mation unit, has created a cipher key from the key infor 
mation by use of the cryptographic algorithm, and has 
encrypted plaintext data by use of this cipher key, thus 
creating cryptographic data. 

SUMMARY OF THE INVENTION 

[0005] HoWever, since the cryptographic algorithm is resi 
dent in the personal computer in the conventional encryption 
device, it Will be facilitated for a third party to decipher the 
cipher key created by the cryptographic algorithm. There 
fore, the conventional encryption device has had a problem 
that plaintext data on a personal computer oWned by a 
person is broWsed easily by the third party. 

[0006] MeanWhile, in the multiuser information and com 
munication toWard the next generation, a code division 
multiple access (CDMA) system Will become a mainstream, 
Which uses a spread spectrum communication system excel 
lent in con?dentiality and having high performance of 
removing an interference Wave. In this spread spectrum 
communication system, a pseudo random number generator 
capable of generating a pseudo random number Will become 
a key device. Here, an important matter on the industrial 
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technology is to realiZe a pseudo random number generator 
capable of generating many types of binary sequences that 
can be reproduced arti?cially and regarded as pseudo ran 
dom numbers. 

[0007] For example, an action such as throWing a coin and 
shaking a dice is represented as a true random number and 
has no reproductivity, and thus cannot be used as an indus 
trial technology. On the other hand, unless an unpredictable 
number sequence is used, a sufficient scramble or spread 
thereof cannot be realiZed. 

[0008] Chaos has been knoWn as one used to meet these 
tWo conditions. The chaos contains a Wave of every fre 
quency, and the chaos and the random number are very 
closely related to each other. Hence, it is possible to use a 
periodic time series of the chaos as the pseudo random 
number. Therefore, an encryption processing for encrypting 
data by use of a pseudo random number generator for 
generating a pseudo random number based on the chaotic 
time series has been desired. 

[0009] An object of the present invention is to provide a 
cryptographic key capable of preventing the data on the 
personal computer oWned by a person from being broWsed 
by the third party easily by making the cryptographic 
algorithm difficult to be deciphered by the third party, the 
cryptographic algorithm using the pseudo random number 
generator for generating the pseudo random number of the 
chaotic time series. 

[0010] Another object of the present invention is to pro 
vide an encryption device capable of creating cryptographic 
data having high con?dentiality by carrying out the encryp 
tion by use of the pseudo random number obtained by the 
pseudo random number generator oWned by the crypto 
graphic key, and to provide an encryption/decryption device 
and a decryption device, Which are capable of decrypting the 
cryptographic data easily. 

[0011] Still another object of the present invention is to 
provide a Cryptographic key management device capable of 
managing the cryptographic key. 

[0012] A ?rst aspect of the present invention is a crypto 
graphic key constituted to be freely attachable and detach 
able to/from an external device encrypting and decrypting 
data by use of a cipher key, the cryptographic key compris 
ing: a pseudo random number generator for generating a 
pseudo random number of a chaotic time series based on a 
data siZe of the data, a chaotic function and an initial value 
of the chaotic function; and a transmission/reception control 
unit for receiving the data siZe of the data from the external 
device and transmitting the pseudo random number of the 
chaotic time series as the cipher key to the external device, 
the pseudo random number being generated in the pseudo 
random number generator, When the cryptographic key is 
attached to the external device. 

[0013] According to the ?rst aspect of the present inven 
tion, the pseudo random number generator is provided in the 
cryptographic key as a separate body from the external 
device, and only When the encryption or the decryption is 
carried out, the cryptographic key is attached to the external 
device, and the pseudo random number of the chaotic time 
series is transmitted from the cryptographic key to the 
external device. Speci?cally, since the pseudo random num 
ber generator (cryptographic algorithm) is not made to 
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