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(57) ABSTRACT 

Methods and apparatus, including computer program prod 
ucts, for providing multiple enterprises real-time access to 
information about items in a supply chain. Tags bound to 
items are read and information read from the tags and 
location information about the tags is provided by at least 
tWo enterprises and used to maintain disposition information 
about the items, Which is made visible to enterprises in the 
supply chain. The tags can be radio-frequency identi?cation 
tags having each having an ePC (electronic product code) as 
unique tag identi?er. Visibility of the disposition informa 
tion can be controlled through authorization. Visible infor 
mation can include relationships betWeen particular items 
and business documents such as order and shipping docu 
ments. With shipping documents visible, information read 
from item tags can be used to con?rm the identify or 
completeness of a shipment. 
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ITEM TRACKING SYSTEM ARCHITECTURES 
PROVIDING REAL-TIME VISIBILITY TO SUPPLY 

CHAIN 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. patent 
applications No. 60/347,672, ?led on Jan. 11, 2002, and No. 
60/353,198, ?led on Feb. 1, 2002, the disclosures of Which 
are incorporated by this reference. 

BACKGROUND 

[0002] The present invention relates to tracking taggable 
objects. 
[0003] Aconventional system for tracking tangible objects 
usually includes computing devices and softWare. Such 
systems maintain information that indicates the status, such 
as a current location, of an object being tracked. 

[0004] With conventional systems, there can easily be a 
discrepancy betWeen the actual status of the object and the 
status as indicated by the system Discrepancies are often 
caused by ?aWed manual data input and system limitations. 
As a result of such problems, conventional systems can have 
a distorted and fragmented picture of reality. In addition, 
most conventional systems see With a very limited scope and 
resolution, for eXample, systems that can only distinguish 
betWeen product classes and quantities and not betWeen 
individual items. 

[0005] Conventional systems are also not designed to run 
continuously, 365 days a year, 24 hours a day, and to support 
a high volume of users. 

SUMMARY 

[0006] In general, in one aspect, the invention features 
methods and apparatus, including computer program prod 
ucts, for providing multiple enterprises real-time access to 
information about items in a supply chain. Tags bound to 
items are read and information read from the tags and 
location information about the tags is provided by at least 
tWo enterprises and used to maintain disposition information 
about the items, Which is made visible to enterprises in the 
supply chain. The tags can be radio-frequency identi?cation 
tags having each having an ePC (electronic product code) as 
unique tag identi?er. Visibility of the disposition informa 
tion can be controlled through authoriZation. Visible infor 
mation can include relationships betWeen particular items 
and business documents such as order and shipping docu 
ments. With shipping documents visible, information read 
from item tags can be used to con?rm the identify or 
completeness of a shipment. 

[0007] In one aspect, the invention provides methods and 
apparatus, including computer program products, for pro 
viding multiple enterprises real-time access to information 
about items in a supply chain. Tags bound to items are read 
and information read from the tags and location information 
about the tags is provided by at least tWo enterprises and 
used to maintain disposition information about the items, 
Which is made visible to enterprises in the supply chain. A 
system includes means for receiving from a ?rst enterprise 
multiple instances of tag-read-data, each instance including 
information read from a tag bound to an item, the informa 
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tion read including a unique tag identi?er read automatically 
from the tag, each instance also including a location of the 
corresponding tag and its bound item When the tag identi?er 
Was read from the tag, the multiple instances of tag-read 
data received from the ?rst enterprise collectively including 
information read from tags bound to multiple items; means 
for using the tag-read-data received from the ?rst enterprise 
to maintain disposition information for the items; means for 
receiving from a second enterprise multiple instances of 
second tag-read-data, each instance including information 
read from a tag bound to an item, the information read 
including a unique tag identi?er read automatically from the 
tag, each instance also including a location of the corre 
sponding tag and its bound item When the tag identi?er Was 
read from the tag, the multiple instances of tag-read-data 
received from the second enterprise collectively including 
information read from tags bound to at least one of the 
multiple items; means for using the tag-read-data received 
from the second enterprise to maintain disposition informa 
tion for the items, Where tag-read-data received from either 
enterprise for a particular item is used to update the dispo 
sition information; and means for making the disposition 
information visible to the multiple enterprises in the supply 
chain, including the ?rst and second enterprises. 

[0008] Advantageous implementations of the system can 
include additional features. The system can include means 
for receiving from a third enterprise multiple instances of 
third tag-read-data, each instance including information read 
from a tag bound to an item, the information read including 
a unique tag identi?er read automatically from the tag, each 
instance also including a location of the corresponding tag 
and its bound item When the tag identi?er Was read from the 
tag, the multiple instances of tag-read-data received from the 
third enterprise collectively including information read from 
tags bound to at least one of the multiple items; and means 
for using the tag-read-data received from the third enterprise 
to maintain disposition information for the items, Where 
tag-read-data received from any enterprise for a particular 
item is used to update the disposition information. The 
system can be implemented so that the tags bound to the 
multiple items include radio frequency identi?cation (RFID) 
tags, each RFID tag carrying an electronic product code 
(ePC) as the unique tag identi?er. The system can be 
implemented so that the visibility is controlled visibility; and 
the system further includes means for receiving authoriZa 
tion information indicating the eXtent to Which the disposi 
tion information should be made visible to a particular 
enterprise Within the supply chain; and means for making 
visible to the particular enterprise only the disposition 
information Which is permitted by the authoriZation infor 
mation. The system can be implemented so that the dispo 
sition information includes a plurality of item attributes; and 
the authoriZation information speci?es, for at least one of the 
item attributes, the enterprises to Which the item attribute 
can be made visible. The system can be implemented so that 
the multiple enterprises include a source enterprise and a 
destination enterprise; the source enterprise has an order 
document for an order placed by the destination enterprise 
and a shipping document for a physical shipment of goods 
prepared to satisfy the order placed by the destination 
enterprise; visibility includes visibility of relationships 
betWeen the tag-read-data and business documents including 
the order document and the shipping document; and means 
for providing the enterprises With real-time visibility of the 
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disposition of items further include means for receiving 
shipping information including the following: tag identi?ers 
for items corresponding to goods in the shipment; informa 
tion associating each tag identi?er With a shipment number 
for the shipping document, and information associating the 
shipment number With an order number for the order docu 
ment; means for correlating the tag-read-data With the 
shipping information; and means for making the correlations 
available to the destination enterprise such that the destina 
tion enterprise can use a tag identi?er for an item in the 
shipment to con?rm the shipment. 

[0009] The invention can be implemented to realiZe one or 
more of the folloWing advantages. The invention enables 
early discovery of manual errors made during shipment 
process such as during the preparation of shipments or the 
loading of trucks. The invention enables maximum visibility 
of the actual disposition of goods in a supply chain. The 
invention enables permanent archival of all history to sup 
port reliability, Warrantee, customer returns, proof of theft, 
and other business processes. The invention enables maxi 
mum integration With existing systems to avoid duplication 
of functionality. The invention enables as much automatic 
functionality as possible that bene?ts from tags used to track 
items, for example, by enable billing based on sensing 
shipment at customer destination. 

[0010] A system in accordance With the invention can 
operate continuously, 365 days a year, 24 hours a day. 
SoftWare upgrades can be performed dynamically Without 
taking the entire system off-line. The data can be stored in 
a generic structure Which does not change even if the 
semantic structure of the data changes. In the event of 
failure, loW-latency recovery mechanisms enable the system 
to recover quickly. 

[0011] A system in accordance With the invention can be 
scaled to support a high volume of users. The mechanism for 
making changes to the data can operate out of band from the 
mechanism for making queries on the data. Queries can be 
limited to prior states of the data so that the current state is 
not overburdened by too many queries. 

[0012] The details of one or more embodiments of the 
invention are set forth in the accompanying draWings and 
the description beloW. Other features and advantages of the 
invention Will become apparent from the description, the 
draWings, and the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 shoWs the basic structure of an item track 
ing infrastructure. 

[0014] FIG. 2 shoWs basic softWare components Within 
the item tracking infrastructure. 

[0015] FIG. 3 shoWs mechanisms for storing, changing 
and querying the tracking information. 

[0016] 
[0017] 
[0018] 
[0019] 
[0020] 
queries. 

FIG. 4 shoWs property list functionality. 

FIG. 5A shoWs a shipment scenario. 

FIG. 5B shoWs a shipment scenario. 

FIG. 6 shoWs mechanisms for data recovery. 

FIG. 7 shoWs a mechanism for responding to 
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[0021] FIG. 8 shoWs a mechanism for responding to 
queries. 
[0022] FIG. 9 shoWs a mechanism for responding to 
queries. 
[0023] FIG. 10 shoWs a mechanism for responding to 
queries. 
[0024] FIG. 11 shoWs a mechanism for responding to 
queries. 

[0025] FIG. 12 shoWs a large scale implementation of the 
infrastructure. 

[0026] FIG. 13 shoWs a World model structure. 

[0027] FIG. 14 shoWs an authoriZation model. 

DETAILED DESCRIPTION 

[0028] FIG. 1 shoWs the basic structure of an item track 
ing infrastructure implemented With a shared item tracking 
system (ITS) and multiple local, usually private, item track 
ing systems. Other item tracking infrastructures Will not 
have an explicit top level, shared node. Some Will be 
federations at the corporate level With no hierarchy above 
the corporations. Others Will have multiple top level, shared 
nodes, each perhaps supporting a particular industry seg 
ment, above the corporate level. In general, the structure Will 
be driven by a variety of considerations, including agree 
ments Within the industry supported. 

[0029] In this speci?cation, the term ‘item’ has a very 
broad meaning. It encompasses the meaning of the term 
‘item’ as used in the above referenced patent applications. 
For compatibility With ERP (enterprise resource planning), 
SCM (supply chain management), and logistics systems, the 
notion of an item includes everything normally implied 
When an item appears on a bill of materials, bill of lading, 
packing list, pick list, and so on. Thus, it includes any 
physical object that might have a location, be shipped, be 
sold to a consumer, and so on. It can also include any asset 
that is likely to be referenced in a corporate accounting or 
other business system, such as a shipment. 

[0030] A tagged item is an item that carries a self-identi 
fying tag. The tag might be associated With a single item (in 
the sense above) or it might be associated With a collection 
of items. Thus, to give just a feW examples, a tagged item 
can be any of the folloWing: an individual item, like a bottle 
of soap; an asset, like a tagged laptop; a case containing a 
collection of items of possibly various types, or a pallet 
containing many cases, and so on; a container; a truck or 
trailer; an airplane; a ship; and a railroad car. 

[0031] In the consumer goods and other areas, an item 
may not have any kind of item-speci?c tag. For example, a 
tagged case may include 48 bottles of soap, each of Which 
has a bar code With the same UPC (universal product code) 
or other product number and each of Which can be sold to a 
customer separately. A tracking system can correlate ship 
ments that Were tracked at the tag level With point of sale 
receipts Which track individually priced items. Bar codes 
Will not normally carry a UID, just an item type. The system 
can make some assumptions relating bar code data With tag 
data. Tagged case-level inventory at a supermarket or 
retailer can bene?t from regular inventories using tag reader. 
Once a case disappears from inventory, the system assumes 
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that the contents have been put on a retail shelf and may be 
sold in arbitrary order. If individual items are not identi?ed, 
there is no Way to carry the accuracy of the tracking system 
beyond the point Where the tagged cases are opened. 

[0032] In FIG. 1, eXisting ERP (enterprise resource plan 
ning) systems 101 can be any local enterprise softWare that 
is used for managing the movement and storage of goods. 
The ERP system for each enterprise (or part of an enterprise) 
may vary. 

[0033] Each enterprise has multiple tag readers 102 that 
feed digital information from digitally identi?able tags into 
a local ITS. Some implementations optionally have inter 
vening hardWare and softWare betWeen the actual physical 
readers and the ITS. Readers can be positioned on the 
manufacturing line, in storage locations, in shipping and 
receiving areas, at loading docks, Within trucks or other 
moving vehicles, and can also be hand-held Wireless-con 
nected devices. Generally a tag reader is any combination of 
hardWare and softWare capable of feeding digital data col 
lected from any item or container. 

[0034] Generally, a tag is an RFID (radio frequency iden 
ti?cation) tag, but it need not be based on RF technology. 
For eXample, a tag can be implemented to be read by optical, 
magnetic, opto-magnetic, or other technology, either With or 
Without physical contact betWeen the tag and the reader. 
Moreover, the tag can be passive (containing no internal 
poWer source for communications and data transmission) or 
active; and it can have processing capacity or not. In this 
speci?cation, a tag should be understood to be a digitally 
identi?able tag, meaning that the tag has the property that a 
unique digital identity can be read directly from the tag using 
some kind of reader. Some digitally identi?able tags can 
-also be Written, these offer eXtra advantages in cases Where 
information needs to be made available Without dependence 
on a communication netWork. 

[0035] In FIG. 1, each local ITS 103 is a system of 
hardWare and softWare that can be implemented on one or 
more computer systems. This system is typically geographi 
cally local to the other parts of the enterprise but physically 
may be located anyWhere provided it has appropriate con 
nections to the local ERP system and the tag readers. 
Normally, an ITS services a single enterprise or a portion of 
that enterprise. Thus, When there is more than one local ITS, 
each can be operated by a different enterprise. An ITS can 
also connect to other existing enterprise softWare systems, 
such as those used for supply chain management, logistics, 
customer relationship management, and neW softWare ser 
vices Which are enabled by the kind of data available form 
the ITS. 

[0036] Ashared ITS 104 is an item tracking system that is 
shared by multiple local ITSs. It connects generally to 
multiple local ITS systems and can also connect to multiple 
other shared ITS systems. A shared ITS can also connect to 
other neW and eXisting enterprise softWare systems. 

[0037] Local and shared ITSs communicate over a net 
Work connection 105 Which can be any computer-to-com 
puter communications technology. Generally, betWeen 
enterprises, the communication Will be encrypted for secu 
rity, and digital security certi?cates or other security means 
Will be used to authenticate participants in the communica 
tion. The communication medium may include the public 
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Internet. This connection normally passes real-time, or close 
to real-time, messages representing the disposition of tagged 
items and other information representing shipping docu 
ments, transport vehicles, and so on. 

[0038] An individual site 106 is the collection of hardWare 
and softWare needed at an individual site to support local 
operations. A site can be a manufacturer, a distributor, a 
retail establishment, a private home, a repair depot, or any 
other location, or portion of a location, that deals With tagged 
articles. 

[0039] NeW and eXisting and neW applications 107 can be 
eXisting enterprise softWare systems, such as those used for 
supply chain management, logistics, customer relationship 
management, as Well as neW softWare services that are 
enabled by the kind of data available form the ITS. Through 
a netWork connection 108, these applications can interrogate 
the ITS about the current state and past history of the items 
tracked by the ITS and other information. These queries do 
not change the state as recorded in the ITS system, and so 
can be handled—With little or no loss of usefulness—by 
processing a log of the states of the ITS kept in a persistent 
store, rather than by processing the queries on live data in the 
ITS. 

[0040] FIG. 2 shoWs basic softWare components Within 
the item tracking infrastructure. Areal time input processing 
softWare 201 accepts disposition and other messages from 
tag readers, eXisting ERP systems, and other ITS systems. 
These messages can be in XML or other format. The 
messages can represent creation of physical or logical items, 
or changes in the disposition or status of these items. This 
part of the softWare interprets the incoming messages, 
consults the data storage element 202, undertakes the appro 
priate action based on the message content and the stored 
data, updates the data structures as speci?ed and potentially 
returns error messages or other reports to the source of the 
message. 

[0041] The elements of the data structure representing the 
state of the items being tracked Will be referred to in this 
speci?cation as objects. Thus, the term ‘object’—in refer 
ence to data—Will be used to refer to data that corresponds 
to and is used as a representation of any item. In any 
particular implementation, an object can be implemented as 
an object in the object-oriented programming sense of the 
term; hoWever, it can also be implemented in any other 
convenient Way, for eXample, by a record in a database. 

[0042] Data structures and persistent storage 202 records 
and maintains a representation of the relationships, state and 
history of logical and physical items tracked by the ITS. For 
eXample this softWare may record that a certain unique tag 
corresponds to a speci?c bottle of detergent. The detergent 
may be physically contained Within a boX (another unique 
tag and item knoWn Within the ITS), Which may be on a 
truck (another unique tag and item Within the ITS) and the 
location of the truck item may be periodically updated in 
response to real-time messages and softWare action from 
real time input processing softWare 201. The data structures 
may also record that the detergent is part of a certain 
shipment (a logical item With a unique ID). The data 
structures and persistent storage preserve the data structures 
over any hardWare of softWare failures. Any robust method 
of building persistent storage can be used; for eXample, one 
can use softWare database technology and magnetic disk 
drives to record information in a non-volatile manner. 
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[0043] A software interface 203 for queries provides the 
interface betWeen an ITS and outside enterprise software 
applications. For example, if a conventional ERP (Enterprise 
Resource Planning) or SCM (Supply Chain Management) 
system requires an update on the current actual locations of 
certain items, it Would send a query. The ITS persistent 
storage can provide the information necessary to handle, and 
the interface for queries can use this information to handle, 
queries like: “Report all batteries of a speci?c type (identi 
?ed by a product code) that are currently Within a given 
geographical region.” Or a query like: “Report all milk 
cartons that are Within 48 hours of exceeding their shelf 
life.” 

[0044] System Requirements and Functionality 

[0045] The core 310 of the ITS infrastructure (shoWn in 
FIG. 3) should operate continuously, 365 days a year, 24 
hours a day. It is impractical to take the system doWn for 
maintenance or system upgrade When substantial economic 
activity depends on some part of the system. HoWever, the 
system Will need to be upgraded in various Ways. The 
architecture that Will be described addresses this need. 

[0046] Three classes of softWare upgrade Will be consid 
ered: adding or deleting ?elds (i.e., properties), adding or 
changing code (i.e., computer program instructions) that 
takes semantic notice of ?eld contents, and major system 
upgrades. Each is discussed here in turn. 

[0047] Manufacturers, distributors, retailers and others 
may need to add or delete data ?elds to representations of 
individual items or groups of items for the convenience of 
local operations. For example, it may be desirable to add a 
?eld that indicates the temperature at Which the item Was 
processed. This information might be important, for 
example, for long term reliability and return studies. This 
processing temperature ?eld contains different information 
than existing temperature ?elds, such as the current tem 
perature or maximum temperature sensed during transpor 
tation or storage of the device. It may be treated differently, 
as Well. For example, the manufacturer may Want the 
processing temperature value stored long term, for the 
reliability study, but not revealed to other manufacturers, 
and perhaps not to any other organiZation. 

[0048] Other examples of adding or deleting data ?elds 
include: A retailer Wants to record items purchased and then 
later returned. A regulation changes and some jurisdictions 
require a sell-by date on this class of product; the ?eld is 
completed by the manufacturer and acted upon by the 
distributors and the retailer. 

[0049] In another example, a distributor is responsible for 
providing return-freight for items that are to be returned to 
the manufacturer by the consumer. The distributor Wants to 
add a ?eld “Return-Freight-Responsible-Party” that Will be 
?lled automatically With the name of the distributor, so that 
the legally responsible party is charged When the item is 
returned. Such distributor information may or may not be 
available from history. Nonetheless, the additional ?eld 
makes it explicit Who is responsible for this charge Without 
doing a query to history. 

[0050] In general, the system is able to add a neW data ?eld 
(i.e., property) dynamically to any existing object. More 
over, the object record is accepted by any higher or loWer 
hierarchical system With no programming changes and no 
need to change prior or future objects of the same type. 
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[0051] Deletions may be desirable for data ?elds that are 
meaningful only When the object is in a certain state. For 
example, ?elds associated With a shipment list or packing 
list are only valid When the object represents an item that is 
part of a current shipment. Once the shipment is officially 
received, shipment information ?elds are deleted from the 
active data structure (but retained in history). Alternatively, 
if invalid ?elds are not deleted, they are marked invalid. 

[0052] Adding or changing code that implements semantic 
behavior alloWs the system to be upgraded. It is generally 
desirable to add neW capability to the system continuously 
and revise older functionality. Such changes require many 
decisions, such as: Where the neW capability is added, Who 
does the programming, hoW it is tested, and hoW impact on 
other activity is minimiZed. 

[0053] Examples of situation requiring additions or 
changes to semantic behavior include: A neW member joins 
a consortium and needs neW functionality for handling its 
kinds of goods. Existing functionality changes; for example, 
a method of handling the setting of a sell-by date changes, 
or a better procedure for loading a truck is developed. 

[0054] Adding functionality to any element of the infra 
structure may require the addition of neW data ?elds. 

[0055] Changes to semantic behavior have the potential to 
crash the total system. Thus it is vital to have very controlled 
Ways of testing and introducing neW code that changes 
semantic behaviors. In general, one can change the semantic 
processing of a speci?c item type and speci?c items Without 
halting the operational system. Moreover, there is a high 
level of assurance that the behavior for other objects Will be 
unchanged. 

[0056] Major system upgrades are possible, including 
upgrades to change all the softWare, upgrade disk formats 
and upgrade hardWare. In general, the system is able to 
transparently sWitch central system operation from one 
hardWare/softWare con?guration to another Without any loss 
of service being visible. This procedure should be rare. 

[0057] For system reliability reasons, a shadoW system 
can be run. Such a system also provides a mechanism for 
major system upgrades. 

[0058] As shoWn in FIG. 3, active data storage is sepa 
rated from all semantic methods. The core 310 provide a 
small set of basic functionality but are otherWise indepen 
dent of any object-speci?c processing. Consequently, the 
core 310 does not need to change When neW data ?elds or 
neW semantic processing is added. Such a core is very 
general and can be optimiZed for its basic functionality and 
for very high reliability. The core 310 programming Will 
rarely change. 

[0059] Other parts of the system communicate through 
inter-process communication or document exchange, so that 
the core 310 can continue to operate even if other compo 
nents fail and must be restarted. 

[0060] The core 310 can be restarted from a prior snap 
shot. It can then be made current either by replaying prior 
events (assuming idempotency) or by using What is available 
from persistent storage to reconstruct the current state. As 
discussed beloW, changes that have not been committed to 
persistent storage 320 must be re-executed. 
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[0061] The small set of functions that Will support all the 
diverse needs of the system in an ef?cient manner are 
described below. 

[0062] In FIG. 3, The stateless real time semantics section 
330 performs the following actions: (1) It accepts disposi 
tion messages from the netWork. A disposition message 
alWays speci?es at least one item. (2) It retrieves the 
object(s) corresponding to the speci?ed item. Locking can 
generally be avoided. (3) It can use information from the 
object to select the appropriate semantic processing method. 
(4) It retrieves any further objects needed and, if necessary, 
locks them. (5) It computes the updated object record. (6) It 
passes the changes to the core 310, and may unlock all object 
records. 

[0063] The real time semantics section 330 is entirely 
stateless. Thus, it is possible to shut doWn any portion of it 
at any time, restart, and have operations continue. This 
greatly facilitates dynamically loading neW semantics meth 
ods, for example, using Java mechanisms, and recovering 
from any failure. 

[0064] There are several Ways to choose the method 
applied to an incoming disposition message. The appropriate 
code depends on both the type or class of the object and the 
disposition indicated. For example, loading a transport 
vehicle Will probably be very similar for most objects, but 
the “sold to end-user” disposition may be highly dependent 
on the item type. At least tWo alternative implementations 
are available. (1) Rely on the explicit product-type ?eld used 
in the ePC proposed by the MIT Auto-ID center. (2) Look up 
the designated object, and possibly its root-type object, to 
gain an item type identi?er. 

[0065] The second approach does not depend on the ePC 
numbering scheme be deployed, and Will Work With any tag 
system. Furthermore, its level of indirection alloWs broad 
classes of objects to be processed by the same softWare. For 
example, all detergent products of one manufacturer may be 
processed With the same code, While those of another could 
have different code. Finally, it is possible to set up the core 
310 so that individual items can be ?agged to trigger 
different code. Doing so permits live testing of neW code that 
is limited to a small set of objects. To achieve high perfor 
mance, this code is multi-threaded. This enables the object 
(and possibly any root object referenced by the object) to be 
fetched before the semantic code is dispatched. 

[0066] The core 310 can be advantageously implemented 
so that it does not provide persistence. To provide ?exibility 
and speed, the core 310 can be a computer memory sub 
system. Alternatively, the core 310 can be mapped directly 
to the persistent storage mechanism 320. 

[0067] The persistent storage mechanism 320 is a module 
that takes a stream of object change noti?cations from the 
core 310 and commits them to persistent storage. It is 
possible to build a current snapshot of the system state 
quickly from the stored information. 

[0068] The history mechanism 340 is provided as folloWs. 
There are tWo sources of activity for the system: disposition 
messages, Which typically represent the beep or signal from 
an individual item, and queries against the accumulated 
object movement data by external systems. The object 
movement beeps update the core 310 since they represent 
changes to the state of the universe of items, but no access 
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to prior history is needed. The external queries are con 
cerned With movement history and current disposition but do 
not need to change the state. 

[0069] The system can accumulate the history and also has 
a recent vieW of the current state, so it can be optimiZed for 
large non-real time search intensive queries. Because it is 
essentially read-only, it can be easily duplicated to support 
high volumes of queries. 

[0070] The history mechanism also needs persistent stor 
age. The history functions therefore are typically subsumed 
into the persistent storage mechanism 320. 

[0071] The core 310 has a minimal set of functionality. It 
is able to create and extend objects, including functions to: 

[0072] (a) create an object, and 

[0073] (b) add or delete a property name-value pair. 

[0074] All object names are unique and of arbitrary siZe. 
A name is taken from an extensible name list, to prevent 
proliferation and avoid creation of con?icting names With 
inconsistent semantics. 

[0075] The core 310 can access and change property 
values. In particular, it can: 

[0076] (a) return all properties (name-value pairs), 
and 

[0077] (b) update property name-value pairs. 

[0078] The core 310 has specialiZed (built-in) property list 
410 functionality, such as named collection oWnership and 
membership, including: 

[0079] (a) the ability to make object oWner (root) of 
a neW type-name collection, and 

[0080] (b) the ability to add and delete members of a 
named collection. 

[0081] Finally, the core 310 has object locking, Which is 
very rarely used, including the ability to: 

[0082] (a) lock object—provide signature, and 

[0083] (b) unlock object—provide matching signa 
ture. 

[0084] This very small set of core 310 functionality has 
little to do With tags and readers or With item locations in the 
real World. This is a primary virtue. The data structures are 
suf?ciently general that they Will not need to change With the 
semantics of the items passing through the supply chain and 
other applications. The core 310 softWare is highly opti 
miZed to perform a small set of operations, While semantic 
changes are accommodated in the stateless semantic meth 
ods. Of course, many conventions may be locked into the 
data structures as they groW, and certain semantic changes 
may require current object structures to be re-constructed. 
HoWever, this can be done on a live system and Without 
softWare changes to the core 310. 

[0085] The folloWing table provides a simpli?ed example 
of hoW these structures can be used. 
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#1147: {ObjectID: #1147} {ObjiType:BaseiEPCiType} {SoftWareiVersion: 2} 
{Class:“Detergent”} {PML:“http: . . . ”} 

{EPCiTypeiCollectioniRoot: #341,#576 . . . } 

#341: {ObjectID: #341 } {ObjType:EPCiObjectiInstance} 
{EPCiTypeiCollectioniMember:#1147} {ContaineriCollectioniMember: #3328} 

#576: {ObjectID: #576} {ObjType:EPCiObjectiInstance} 
{EPCiTypeiCollectioniMember:#1147} {ContaineriCollectioniMember: #3328} 

#621: {ObjectlD: #621} {ObjType:EPCiObjectiInstance} 
{EPCiTypeiCollectioniMember:#1147} {ContaineriCollection Member: #3348} 

#2287: {ObjectID: #2287} {ObjType:ERPiShipment} 
{ShipmentiCollectioniRoot:#3328 . . . } 

{ShipmentiEnterpriseiMember: #3347} 
{ShipmentiSystemiSource: “R/3i4.6”} 
#3328: {ObjectID: #3328} {ObjType:Container} 
{ContaineriDescriptiom “14 x 18 x 10 Cardboard Box”} 
{ImmediateiLocationiType: Followihigherilevelicontainer} 
{ContaineriCollectioniRoot: #341, #576} 
{ShipmentiCollectioniMember: #2287} 
{ContaineriCollectioniMember: #4421} 
#4421: {ObjectID: #4421} {ObjType:Container} 
{ContaineriDescriptiom “10,000lb Truck”} 
{ImmediateiLocationiType: GPS Long-Lat-Alt} 
{ContaineriCollectioniRoot: #3328} 
{Latitude: 32N} {Longitude: 60.45} {Altitude: 327 M} {LocationiLastiUpdate: 

Jan. 12, 2002 14:27} 
#3348: {ObjectID: #3348} {ObjType:Container} 
{ContaineriDescriptiom “Warehouse Shelf’} 
{ImmediateiLocationiType: Fixed Storage Location} 
{StorageiLocationiLOcah “Shelf 3” 
{ContaineriCollectioniRoot: #621 . . . } 

{ContaineriCollectioniMember: #4462} 
#4462: {ObjectID: #4462 } {ObjType:Container} 
{ContaineriDescriptiom “Warehouse Region”} 
{ImmediateiLocationiType: Fixed Storage Location} 
{StorageiLocationiLocah “Region 16” 
{ContaineriCollectioniRoot: #3348 . . . } 

{ContaineriCollectioniMember: #4481 . . . } 

#4481: {ObjectID: #4481} {ObjType:Container} 
{ContaineriDescriptiom “Warehouse”} 
{ImmediateiLocationiType: Top Level Fixed Location With Lat/Long/Alt} 
{ContaineriCollectioniRoot: #4462 . . . } 

{Latitude: 31N} {Longitude: 60.45} {Altitude: 100 M} 

[0086] The above table describes a fairly complex situa 
tion, also illustrated in FIGS. 5A and 5B: As shoWn in the 
table, #1147 refers to the product class “detergent”. Speci?c 
bottles of detergent are represented by object instances #341, 
#576, and #621. 

[0087] As shoWn in FIG. 5A, tWo of these detergent 
bottles 510 are inside a cardboard box 520. The box is on a 
truck 530 and the truck has a GPS location system for real 
time location reporting. The box is part of a speci?c ship 
ment. There is a third bottle of detergent 540, Which is stored 
in a shelf 560 in a region 570 of a Warehouse 550. 

[0088] The collection mechanism gives the data structure 
a great deal of poWer. For example: 

[0089] Given the ObjectID of the Detergent EPC base type 
(#1147) one can interrogate the collection, and get to all the 
instances of Detergent and their current locations. 

[0090] Given the ObjectID of the Warehouse, one can ?nd 
all the items in the Warehouse and their stocking locations. 

[0091] Given the ObjectID of any instance of the deter 
gent, one can ?nd the corresponding shipment number, if 
there is one. 

[0092] Given the ObjectID of a Shipment, one can ?nd all 
the items and their locations. 

[0093] Given the ObjectID of the Truck, one can ?nd all 
the items in the truck and their associated Shipment docu 
ments. 

[0094] Data Recovery 
[0095] Data recovery is a key issue. FIG. 6 illustrates the 
latency in the system from the time When a beep is detected 
at the leaves of the network 610, until the implications of 
that beep are recorded to persistent storage 620. Assuming 
a catastrophic failure at a shared (central) site 630, recovery 
implies starting With the information Which is currently on 
disk and then taking into account all the changes Which have 
not been processed. 

[0096] One approach to recovery is to record a certain 
amount of history Within the netWork infrastructure itself 
660. For example, publish-subscribe distribution mecha 
nisms can be built to have reliable internal persistent data 
storage. Another approach is to have persistent storage at 
each leaf node of the netWork. 

[0097] The total storage needed 640 is equal to the total 
latency through the system from the tag readers to the 
system persistent storage. 
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[0098] In general it is not easy to be certain Which events 
Were acted upon and Which Were lost. Furthermore, there is 
no inherent ordering of the processing of events through the 
real time semantics section 330 and the core 310. Replaying 
sufficient events to cover the largest possible loss Works, 
provided all processing is idempotent and order indepen 
dent. If this condition is met, the semantics of the operations 
invoked 660 are such that if events are processed in different 
orders or if the same event is processed more than once, the 
ultimate system state Will be identical. 

[0099] Location Updates 

[0100] Some high valued items and also transport 
vehicles, such as trucks, can be tagged With Real Time 
Location Systems (RTLS) that provide for periodic updates 
of location. For example, WhereNet Corporation of Santa 
Clara, Calif., offers WhereTag tags that periodically broad 
cast their identity to a local area in the 2.4 GHZ band and the 
location is determined by triangulation. These tags broadcast 
at ?xed intervals, from seconds to minutes, that can only be 
changed by physical access to the tag. 

[0101] In addition, Wide area systems can use GPS (global 
positioning satellite) receivers in association With a conven 
tional communication system, such as a cell phone or a 
loW-bandWidth satellite uplink system, to provide periodic 
location updates. The communication systems may be 
polled for the current location from a base station or they 
may call in at intervals that can be remotely programmed. 

[0102] Abasic capability of a tracking system is to receive 
reports of location information. While it Would be conve 
nient to have a single method of reporting location, use of 
latitude and longitude Within a narroW area such as a 
building or a Warehouse risks requiring many extra calcu 
lation steps that are unnecessary, and so an offset from a 
local frame of reference Would generally be used. For Wide 
area usage, the latitude, longitude, and altitude available 
data from a GPS system are appropriate. 

[0103] Batch Identi?cation 

[0104] In general, the item tracking system Will be pro 
vided more information than just the beep that an item Was 
seen at a certain reader. Such information might be the 
planned disposition of an upcoming batch of items being 
read. For example, “the folloWing items are being taken out 
of stock and are being packaged for shipment x”. ElseWhere, 
the system Will be provided information about this shipment. 

[0105] Such information can come from a terminal close 
to a tag reader that connects directly to a system application 
(e.g., a Web broWser based application) or indirectly from a 
local system that can transmit an appropriate message to the 
tracking system. 

[0106] Because items often come in batches, beeps can be 
cached locally until the end of the batch is recorded. The 
reader or local system then sends the tracking system a 
message that includes information about all the items in the 
batch. The message may be formatted in a markup language 
such as XML. 

[0107] Each batch can be given a unique ID. A batch 
number (batch-ID) is a Way of concisely communicating 
common information about a group of items. Each reader 
may have a default batch-ID, Which is used if no batch-ID 
is speci?ed. If batch-IDs are used, the message from the 
reader may be of the form: 

[0108] Timestamp, Batch-ID (e.g., 96 bit ePC), Item-ID. 
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[0109] Such use of batches can support a sorting function, 
for use When items are not batched before they are read. For 
example, an assembly line may have a sequence of items and 
a series of bins. The reader reads the tag on each item, and 
decides, for example, Whether to put the item in bin 1, 2 or 
3. Each bin may indicate, for example, a different disposi 
tion. The reader associates a different batch-ID With each 
bin, and each item is associated With the batch-ID of the bin 
into Which it is placed. 

[0110] The primitives for batch designation can include 
the reader, Which has a unique ID, and the shipment, Which 
also has a unique ID. The reader is associated With the 
shipment to produce a particular batch, Which has a unique 
ID. Multiple batches, from the same or different readers, 
may be associated With the same shipment. The necessary 
primitives for shipment may include a unique ID, a local 
shipment number (e.g., the number used in a local ERP), a 
destination of goods, a target delivery date, and a target 
delivery time. 

[0111] The association of each item With a batch rather 
than With a reader alloWs information to be repeated safely 
and Without confusion. For example, if disposition messages 
are retransmitted, due for example to a system failure and 
restart, the state of the system Will not change if batch-item 
pairings are used rather than reader-item pairings. 

[0112] Disposition Action 

[0113] Adisposition action describes a state change for the 
hierarchy of objects and items related to or associated With 
a tagged item. Disposition actions include, for example: 
creation of item or ?rst introduction of an item to tracking, 
location change, inventory check, shipment, loading, 
unloading, and end of tracking. 

[0114] The disposition action “creation of item” records 
the initial properties of an item, such as manufacturer, type, 
birth date and location, and so on. This action may include 
initialiZing the tag With certain data provided. It generally 
includes an indication of an initial stocking location for the 
item. 

[0115] The disposition action “location change” indicates 
that the item Will be or already has been moved to a neW 
given location. “Inventory check” indicates that the item is 
recorded as being sensed at a stocking location. 

[0116] The disposition action “shipment” indicates that 
the item is designated as part of a certain shipment. The 
shipment number that is knoWn to the local ERP system may 
be given. 

[0117] The disposition action “loading” indicates that the 
item is sensed While loading a certain transport vehicle. The 
truck or other transport ID may be tied to a shipment ID. 

[0118] The disposition action “unloading” indicates that 
the item is sensed While unloading a certain vehicle. The 
vehicle ID may be tied to the shipment ID. 

[0119] The disposition action “reversal” is an action that 
effectively cancels any prior disposition for the same item 
and same batch. It is often needed to reverse a prior 
disposition. For example, a reversal may occur When too 
many items are loaded. This action is not idempotent. 

[0120] The disposition action “end of tracking” indicates 
that the item is not expected to be seen again by the tracking 
system. This action may occur, for example, at retail sale or 
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