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(57) ABSTRACT 

A method and apparatus for screening an object for the 
presence of an explosive, chemical Warfare agent, biological 
Warfare agent, drug, metal, Weapon, and/or radioactive 
material. The apparatus includes a portal through Which the 
object is arranged to pass, the portal including a housing 
equipped With an ion mobility spectrometer and a surface 
acoustic Wave device for detecting explosives, drugs and 
chemical Warfare agents. In another embodiment the hous 
ing is equipped With a biological Warfare agent detector, 
chemical Warfare agent detector, metal detector, x-ray 
system, and/or radiation detector. 

60 Claims, 15 Drawing Sheets 
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SECURITY SYSTEM FOR NBC-SAFE 
BUILDING 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH OR DEVELOPMENT 

The US. Government has a paid-up license in this inven 
tion and the right in limited circumstances to require the 
patent oWner to license others on reasonable terms as 
provided for by the terms of Contract No. MDA972-99-3 
0029 aWarded by DARPA. 

FIELD OF THE INVENTION 

The present invention relates generally to security sys 
tems and, more particularly, to a security system for NBC 
safe buildings. 

BACKGROUND OF THE INVENTION 

Physical security for NBC-safe buildings requires that no 
entering personnel, packages or vehicles carry Weapons, 
explosives, chemical Warfare agents, or biological Warfare 
agents. Unfortunately, heretofore, no convenient, single 
point inspection system containing sensors for all of these 
classes of threats has existed. 

A possible reason for the lack of such a single-point 
inspection system is the breadth and variety of the possible 
threatening agents and devices, and the corresponding num 
ber and variety of necessary sensing, detection and identi 
?cation apparatus necessary to implement such a uni?ed 
system, as Well as the problem of an effective methodology 
for detecting such a Wide variety of threats. To better 
understand the problem to be solved, it is useful to under 
stand and appreciate the various types of threats and agents 
at issue. We therefore begin With a general discussion of 
these various types/classes of threats: 

Biological Warfare Agents 

The phrase “biological Warfare agents” as used in this 
patent refers generally to toxins, bioregulators, and biologi 
cal Warfare organisms. These agents, in turn, are described 
as folloWs: 

Toxins 
Toxins are poisons produced by living organisms. They 

are extremely poisonous and generally have a toxicity 
several orders of magnitude greater than nerve agents. 
Cytotoxins (such as ricin) cause cellular destruction, 
Whereas neurotoxins affect the central nervous system. 
Bioregulators 

Bioregulators are substances related to those normally 
found in the body that regulate certain body functions and 
processes. Some bioregulator agents in?uence blood 
pressure, others cause pain. An example of a bioregulator is 
Substance P Which causes a rapid loss of blood pressure. 
Biological Warfare Organisms 

Biological Warfare organisms, as opposed to chemical 
agents or toxins, are, by de?nition, alive. These organisms 
include viruses, bacteria, rickettsia, and fungi. All of them 
are capable of genetic engineering, Which can make them 
more virulent, less treatable, and more dif?cult to detect. 
KnoWn virus Warfare organisms include, but are not 

limited to, variola virus, VeneZuelan equine encephalitis 
virus, dengue virus, hantavirus, Marburg virus, Ebola virus, 
Crimean Congo hemorrhagic fever virus, and arenaviruses. 
KnoWn bacteria Warfare organisms include, but are not 

limited to, bacillus anthracis, clostridium botulinum, fran 
cisella tularensis, brucella, vibrio cholerae, chlamydia 

10 

15 

20 

25 

30 

35 

40 

45 

55 

65 

2 
psittaci, shigella dysenteriae, staphylococcus aureus, yers 
inia pestis, burkhola'eria mallei, and salmonella typhi. 

Chemical Warfare Agents 

Chemical Warfare agents include, but are not limited to: 
blister agents (e.g., Mustards and LeWisite), nerve agents 
(e.g., Sarin, VX, Tabun and Soman)), arsenicals, the 
G-agents, and blood agents (cyanides). More particularly, 
chemical Warfare agents further include, but are not limited 
to: GF, Mustard-LeWisite HL, Levinstein Mustard H, Nitro 
gen Mustards HN-1, HN-2, HN-3, Mustard-T mixture HT, 
Acrolein, Cyanogen Chloride CK, Chloropicrin, Chlorosul 
fonic acid, Diphosgene, Chlorine, Phosgene Oxime (CX), 
Phosgene (CG), Ethyldichoroarsine (ED), 
Ethyldibromoarsine, Diphenylchloroarsine (DA), Diphenyl 
cyanarsine (DC), Ethylbromoacetate, Ethyliodoacetate, 
Ethylacetate, Bromoacetone, Chloro acetone, 
BenZylbromide, Xylylbromide, Sodiumdichloroicocyanate. 
This, of course, is but a partial representative list. 

Weapons 

For purposes of this patent, a “Weapon” is de?ned to be 
any object or substance designed to in?ict a Wound, cause 
injury, or incapacitate, including, but not limited to, all 
?rearms, BB guns, air guns, pellet guns, knives (including 
sWitchblade knives), axes, brass knuckles, sWords, staffs, 
bos, ninja Weapons, escrima sticks, sai, kama, Whips, chains, 
shinai, tonfa, nunchaku, bloWguns, slingshots, and cross 
boWs. It should be appreciated that this is only a partial list. 

Explosives 

Explosives are compounds capable of rapid decomposi 
tion With generation of high heat and a large quantity of 
gaseous product giving rise to a shock Wave. The ?rst 
recogniZed explosive Was gunpoWder Which generally con 
sists of a mix of potassium nitrate (75%), charcoal (10%) 
and sulphur (10%). The next major advancement Was the 
discovery of nitroglycerine in 1846 by Ascanio Sobreo. 
Alfred Noble later mixed nitroglycerine With silica to make 
the more stable compound dynamite. 

There are generally four main groups of explosives: 
Primary, LoW, High and Blasting Agents. For purposes of 
this patent, the term “explosive” includes explosives, blast 
ing agents, and detonators. It further includes, but is not 
limited to: 
Primary Explosives 

Lead AZide—primary explosive used mainly as a deto 
nator in blasting caps and fuse detonators. 

Lead Styphnate—primary explosive used mainly as a 
detonator in blasting caps. 

Mercury gulminate—primary explosive used mainly as a 
detonator. 

LoW Explosives 
GunpoWder—loW explosive used as a propellant. 
FireWorks—loW explosive used as a propellant. 

High Explosives 
RDX—high explosive made of nitric acid and 

hexamethylene-tetramine often used in bombs as a 
primer or booster. 

TNT—high explosive made of trintro-totoluene and is the 
most Widely used military explosive in the World. TNT 
is used alone or in combination With other explosives as 
a main charge in artillery projectiles, mortar rounds, 
and aerial bombs. 
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Pentolite (PETN+TNT)—high explosive made of Pen 
taerythritol tretrinitrate often used in detonating caps 
and fuses. 

Nitroglycerin—high explosive Which is frequently used 
in dynamite. 

Blasting Agents 
Ablasting agent is any material or mixture, consisting of 

fuel and oxidiZer, that is intended for blasting and not 
otherWise defended as an explosive; if the ?nished product, 
as mixed for use or shipment, cannot be detonated by means 
of a number 8 test blasting cap When uncon?ned. A number 
8 test blasting cap is one containing 2 grams of a mixture of 
80 percent mercury fulminate and 20 percent potassium 
chlorate, or a blasting cap of equivalent strength. An equiva 
lent strength cap comprises 0.40—0.45 grams of PETN base 
charge pressed in an aluminum shell With bottom thickness 
not to exceed to 0.03 of an inch, to a speci?c gravity of not 
less than 1.4 g/cc., and primed With standard Weights of 
primer depending on the manufacturer. Examples of Well 
knoWn blasting agents include, but are not limited to: 

Dynamite—blasting agent Which is a mixture of nitro 
glycerin and kieselguhr often used for blasting and 
tunneling. 

ANFO—blasting agent made of ammonium nitrate 
(commercial fertiliZer) and fuel oils often used for 
excavating and vehicle bombs. 

Plastic Explosives 
Aplastic explosive is de?ned as “an explosive material in 

?exible or elastic sheet form formulated With one or more 
high explosives Which in their pure form has a vapor 
pressure less than 10'4 Pa at a temperature of 25° C., is 
formulated With a binder material, and is as a mixture 
malleable or ?exible at normal room temperature.” 18 
U.S.C. 841(q); 27 CFR 55 .180(d)(4). The present invention 
is designed to test for C-4 and Semtex, among other plastic 
explosives. 

Under federal laW, all plastic explosives manufactured or 
imported on or after Apr. 24, 1996, must contain a detection 
agent. Federal laW enforcement agencies and the military 
may possess unmarked plastic explosives if they meet the 
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requirements of the 15-year use-up period described in 18 
U.S.C. 842(n); 27 CFR 55.180(c). These detection agents, 
When introduced into a plastic explosive or formulated in 
such explosive as a part of the manufacturing process in such 
a manner as to achieve homogeneous distribution in the 
?nished explosive, include: 

(1) Ethylene glycol dinitrate (EGDN), C[2]H[4](NO[3]) 
[2], molecular Weight 152, When the minimum concentration 
in the ?nished explosive is 0.2 percent by mass; 

(2) 2,3-Dimethyl-2,3-dinitrobutane (DMNB), C[6]H[12] 
(NO[2])[2], molecular Weight 176, When the minimum 
concentration in the ?nished explosive is 0.1 percent by 
mass; 

(3) Para-Mononitrotoluene (p-MNT), C[7]H[7]NO[2], 
molecular Weight 137, When the minimum concentration in 
the ?nished explosive is 0.5 percent by mass; 

(4) Ortho-Mononitrotoluene (o-MNT), C[7]H[7]NO[2], 
molecular Weight 137, When the minimum concentration in 
the ?nished explosive is 0.5 percent by mass; and, 

(5) any other substance set forth in the table in part 2 of 
the Technical Annex to the Convention on the Marking of 
Plastic Explosives (18 U.S.C. Chapter 40). 
Partial List of Explosive Materials 

Pursuant to the provisions of section 841(d) of title 18, 
U.S.C., and 27 CFR 55.23, the Director, Bureau of Alcohol, 
Tobacco and Firearms, must revise and publish in the 
Federal Register at least annually a list of explosives deter 
mined to be Within the coverage of 18 U.S.C. Chapter 40. 
This chapter covers not only explosives, but also blasting 
agents and detonators, all of Which are de?ned as explosive 
materials in section 841(c) of title 18, U.S.C. This list is 
incorporated herein by reference, and is reprinted herebeloW. 
The list is intended to include any and all mixtures contain 
ing any of the materials on the list. Materials containing 
blasting agents are marked by an asterisk. While the list is 
comprehensive, it is not all-inclusive. The fact that an 
explosive material may not be on the list does not mean that 
it is not Within the scope of coverage of the appended claims. 
Explosive materials are listed alphabetically by their com 
mon names, folloWed by chemical names and synonyms in 
brackets. 

List of Explosive Materials 

A 
Acetylides of heavy metals. 
Aluminum containing polymeric propellant. 
Aluminum ophorite explosive. 
Amatex. 
Amatol. 
Ammonal. 
Ammonium nitrate explosive mixtures (cap 
sensitive). 
*Ammonium nitrate explosive mixtures (non 
cap sensitive). 
Aromatic nitro-compound explosive 
mixtures. 
Ammonium perchlorate explosive mixtures. 

Magnesium ophorite explosives. 
Mannitol hexanitrate. 
MDNP [methyl 4,4-dinitropentanoate]. 
MEAN [monoethanolamine nitrate]. 
Mercuric fulminate. 
Mercury oxalate. 
Mercury tartrate. 
Metriol trinotrate. 
Minol-2 [40% TNT, 40% ammonium nitrate, 
20% aluminum]. 
MMAN [monomethylamine nitrate]; 
methylamine nitrate. 
Mononitrotoluene-nitroglycerin mixture. 

Ammonium perchlorate composite Monopropellants. 
propellant. 
Ammonium picrate [picrate of ammonia, N 
Explosive D]. 
Ammonium salt lattice With isomorphously 
substituted inorganic salts. 
*ANFO [ammonium nitrate-fuel oil]. 

B 

Baratol. 

NIBTN [nitroisobutametriol trinitrate]. 
Nitrate sensitized With gelled nitropara?in. 
Nitrated carbohydrate explosive. 
Nitrated glucoside explosive. 
Nitrated polyhydric alcohol explosives. 
Nitrates of soda explosive mixtures. 
Nitric acid and a nitro aromatic compound 
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-c0ntinued 

List of Explosive Materials 

Baronol. 

BEAF [1,2-bis (2,2-difluoro-2 
nitroacetoxyethane)]. 
Black powder. 
Black powder based explosive mixtures. 
*Blasting agents, nitro-carbo-nitrates, 
including non cap sensitive slurry and Water 
gel explosives. 
Blasting caps. 
Blasting gelatin. 
Blasting poWder. 
BTNEC [bis (trinitroethyl) carbonate]. 
Bulk salutes. 
BTNEN [bis (trinitroethyl) nitramine]. 
BTTN [1,2,4 butanetriol trinitrate]. 
Butyl tetryl. 

C 

Calcium nitrate explosive mixture. 
Cellulose hexanitrate explosive mixture. 
Chlorate explosive mixtures. 
Composition A and variations. 
Composition B and variations. 
Composition C and variations. 
Copper acetylide. 
Cyanuric triazide. 
Cyclotrimethylenetrinitramine [RDX]. 
Cyclotetramethylenetetranitramine Cyclonite [RDX]. 

Cyclotol. 

DATB [diaminotrinitrobenzene]. 
DDNP [diazodinitrophenol]. 
DEGDN [diethyleneglycol dinitrate]. 
Detonating cord. 
Detonators. 
Dimethylol dimethyl methane dinitrate 
composition. 
Dinitroethyleneurea. 
Dinitroglycerine [glycerol dinitrate]. 
Dinitrophenol. 
Dinitrophenolates. 
Dinitrophenyl hydrazine. 
Dinitroresorcinol. 
Dinitrotoluene-sodium nitrate explosive 
mixtures. 
DIPAM. 
Dipicryl sulfone. 
Dipicrylamine. 
Display ?reworks. 
DNPD [dinitropentano nitrile]. 
DNPA [2,2-dinitropropyl acrylate]. 
Dynamite. 

E 
EDDN [ethylene diamine dinitrate]. 
EDNA. 
Ednatol. 
EDNP [ethyl 4,4-dinitropentanoate]. 
Erythritol tetranitrate explosives. 
Esters of nitro-substituted alcohols. 
EGDN [ethylene glycol dinitrate]. 
Ethyl-tetryl. 
Explosive conitrates. 
Explosive gelatins. 
Explosive mixtures containing oxygen-releasing 
inorganic salts and hydrocarbons. 
Explosive mixtures containing oxygen-releasing 
inorganic salts and nitro bodies. 
Explosive mixtures containing oxygen-releasing 
inorganic salts and Water 
insoluble fuels. 
Explosive mixtures containing oxygen-releasing 
inorganic salts and Water soluble 
fuels. 

explosive. 
Nitric acid and carboxylic fuel explosive. 
Nitric acid explosive mixtures. 
Nitro aromatic explosive mixtures. 
Nitro compounds of furane explosive 
mixtures. 
Nitrocellulose explosive. 
Nitroderivative of urea explosive mixture. 
Nitrogelatin explosive. 
Nitrogen trichloride. 
Nitrogen tri-iodide. 
Nitroglycerine [NG, RNG, nitro, glyceryl 
trinitrate, trinitroglycerine]. 
Nitroglycide. 
Nitroglycol (ethylene glycol dinitrate, EGDN). 
Nitroguanidine explosives. 
Nitropara?ins Explosive Grade and 
ammonium nitrate mixtures. 
Nitronium perchlorate propellant mixtures. 
Nitrostarch. 
Nitro-substituted carboxylic acids. 
Nitrourea. 

O 

Octogen 
Octol [75 percent HMX, 25 percent TNT]. 
Organic amine nitrates. 
Organic nitramines. 

PBX [RDX and plasticizer]. 
Pellet poWder. 
Penthrinite composition. 
Pentolite. 
Perchlorate explosive mixtures. 
Peroxide based explosive mixtures. 
PETN [nitropentaerythrite, pentaerythrite 
tetranitrate, pentaerythritol tetranitrate]. 
Picramic acid and its salts. 
Picramide. 
Picrate of potassium explosive mixtures. 
Picratol. 
Picric acid (manufactured as an explosive). 
Picryl chloride. 
Picryl ?uoride. 
PLX [95% nitromethane, 5% 
ethylenediamine]. 
Polynitro aliphatic compounds. 
Polyolpolynitrate-nitrocellulose explosive 
gels. 
Potassium chlorate and lead sulfocyanate 
explosive. 
Potassium nitrate explosive mixtures. 
Potassium nitroaminotetraZole. 
Pyrotechnic compositions. 
PYX [2,6—bis(picrylamino)]—3,5—dinitropyridine. 
R 

RDX [cyclonite, hexogen, T4, cyclo-1,3,5,—trimethylene— 
2,4,6,—trinitramine; 
hexahydro-1,3,5—trinitro—S—triazine]. 

S 

Safety fuse. 
Salutes (bulk). 
Salts of organic amino sulfonic acid 
explosive mixture. 
Silver acetylide. 
Silver aZide. 
Silver fulminate. 
Silver oxalate explosive mixtures. 
Silver styphnate. 
Silver tartrate explosive mixtures. 
Silver tetraZene. 
Slurried explosive mixtures of Water, 
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-continued 

List of Explosive Materials 

Explosive mixtures containing sensitized 
nitromethane. 
Explosive mixtures containing 
tetranitromethane (nitroform). 
Explosive nitro compounds of aromatic 
hydrocarbons. 
Explosive organic nitrate mixtures. 
Explosive liquids. 
Explosive powders. 

Flash powder. 
Fulminate of mercury. 
Fulminate of silver. 
Fulminating gold. 
Fulminating mercury. 
Fulminating platinum. 
Fulminating silver. 

G 

Gelatinized nitrocellolose. 
Gem-dinitro aliphatic explosive mixtures. 
Guanyl nitrosamino guanyl tetrazene. 
Guanyl nitrosamino guanylidene hydrazine. 

inorganic oxidizing salt, gelling agent, fuel, 
and sensitizer (cap sensitive). 
Smokeless powder. 
Sodatol. 
Sodium amatol. 
Sodium azide explosive mixture. 
Sodium dinitro-ortho-cresolate. 
Sodium nitrate-potassium nitrate explosive 
mixture. 
Sodium picramate. 
Special ?reworks. 
Squibs. 
Styphnic acid explosives. 

Tacot [tetranitro—2,3,5,6-dibenzo-1,3a,4,6a 
tetrazapentalene]. 
TATB [triaminotrinitrobenzene]. 
TEGDN [triethylene glycol dinitrate]. 
Tetrazene [tetracene, tetrazine, 1(5 
tetrazolyl)—4—guanyl tetrazene hydrate]. 
Tetranitrocarbazole. 
Tetryl [2,4,6 tetranitro—N—methylaniline]. 
Tetrytol. 
Thickened inorganic oxidizer salt slurried 

Guncotton. explosive mixture. 
TMETN [trimethylolethane trinitrate]. 

H TNEF [trinitroethyl formal]. 
TNEOC [trinitroethylorthocarbonate]. 

Heavy metal azides. TNEOF [trinitroethylorthoformate]. 
Hexanite. TNT [trinitrotoluene, trotyl, trilite, triton]. 
Hexanitrodiphenylamine. Torpex. 
Hexanitrostilbene. Tridite. 
Hexogen (RDX). Trimethylol ethyl methane trinitrate 
Hexogene or octogene and a nitrated N-methylaniline. composition. 
Hexolites. Trimethylolthane trinitrate-nitrocellulose. 
HMX [cyclo-1,3,5,7-tetramethylene 2,4,6,8— Trimonite. 
tetranitramine; Octogen]. Trinitroanisole. 
Hydrazinium nitrate/hydrazine/aluminum Trinitrobenzene. 
explosive system. Trinitrobenzoic acid. 
Hydrazoic acid. Trinitrocresol. 

Trinitro-meta-cresol. 
I Trinitronaphthalene. 

Trinitrophenetol. 
Igniter cord. Trinitrophloroglucinol. 
Igniters. Trinitroresorcinol. 
Initiating tube systems. Tritonal. 
K U 

KDNBF [potassium dinitrobenzo-furoxane]. Urea nitrate. 
L W 
Lead azide. Water-bearing explosives having salts of 
Lead mannite. 
Lead mononitroresorcinate. 
Lead picrate. 
Lead salts, explosive. 
Lead styphnate [styphnate of lead, lead 
trinitroresorcinate]. 
Liquid nitrated polyol and trimethylolethane. 
Liquid oxygen explosives. 

oxidizing acids and nitrogen bases, 
sulfates, or sulfamates (cap sensitive). 
Water-in-oil emulsion explosive compositions. 

Xanthamonas hydrophilic colloid explosive 
mixture. 

Nuclear Weapons & Mateials 
Discoveries in the 1930’s of the ?ssioning (splitting) of 

atoms, also known as nuclear ?ssion, laid the groundwork 
for the development in the 1940’s of nuclear weapons. 
Nuclear ?ssion, in which an atomic nucleus splits into 
fragments, usually two fragments of comparable mass, with 
the evolution of approximately 100 million to several hun 
dred million electron volts of energy, lead to the production 
of nuclear ?ssion devices that are used to ignite thermo 
nuclear reactions. Types of nuclear weapons which cause 
thermonuclear reactions, for purposes of this patent, include, 
but are not limited to, atomic and hydrogen bombs, nuclear 
and conventional warheads. 
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One element that can be used in atomic bombs is 
Uranium-235 (U-235). U-235 is a heavy metal that has many 
more neutrons than protons that have the capacity to facili 
tate an explosion and releases a powerful form of lethal 
radioactivity. Another element that can be used for making 
atomic bombs is Plutonium, in its isotope Pu-239 form. 
Pu-239 is not ?ssionable in and of itself, but may act as a 
catalyst to the greater reaction occurring in an atomic bomb. 
Abomb made with Pu-239 basically works with a detonat 
ing head which starts off an explosive chain reaction. 

Another type of nuclear weapon, which is thousands of 
times more powerful than an atomic bomb, is the hydrogen 
bomb. Working on a different physical principle known as 


























