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ANT ITHEFT SYSTEM FOR MOTOR 
VEHICLES 

BACKGROUND AND SUMMARY OF THE 
INVENTION 

This invention relates to an antitheft system for a motor 
vehicle which has a plurality of control units for controlling 
vehicle systems. 
A system of this type is discussed. for example, in German 

Patent Document DE 30 45 345 A1. In such devices, 
however, the problem arises that by removing the control 
unit and reading the reference information (such as an image 
or code data stored therein), or by copying input testing 
information. it becomes possible for an unauthorized user to 
operate the control apparatus. This problem is aggravated by 
the fact that the control apparatus must be removed from 
time to time for legitimate reasons, such as in the case of a 
defect, and as a result, the reference information can be 
ascertained or changed. 

It is an object of the present invention to provide an 
antitheft system of the initially mentioned type which pre 
vents starting of the motor vehicle when testing information 
which is controlling with respect to a control apparatus is 
entered. 

This and other objects and advantages are achieved by the 
antitheft system according to the invention, in which each of 
the several control units has stored therein a diiferent ref 
erence code or information, and emits an acknowledgement 
code. which is transmitted to the other control units when an 
input test signal matches the stored reference information. 
Each control unit can be activated only when it has received 
an input test signal which matches the stored reference 
information, and in addition, it has also received the proper 
acknowledgement signals from each of the other control 
units. 

Since dilferent testing and reference information is used 
to activate at least two of the control units, the vehicle can 
be started only when the correct testing information for each 
of the control units is entered into the system. This input 
expediently takes place via a data bus. Thus. the discovery 
of the testing or reference information which controls one 
control unit is without any value, because it can be used to 
clear only the pertaining control unit. 

Since the motor vehicle can be started only with a 
knowledge of all testing information, the starting of the 
motor vehicle by the unauthorized user requires the discov 
cry of all testing information, which makes a theft of the 
motor vehicle virtually impossible. 

In principle. it is possible to carry out a comparison of the 
input testing information with the reference information for 
each control unit in a centralized manner, for example. in an 
antitheft safety apparatus of a motor vehicle. However, the 
degree of protection that is aiforded is clearly increased 
when the control units themselves carry out the comparison 
with the input testing information, which prevents manipu 
lation at a central unit. Also, in this manner, the required 
overall expenditures are kept low. 

It is particularly advantageous for the testing information 
to be put in during a joint input operation. The input may 
take place, for example. by means of a radio transmission 
path, for example, by infrared or radio signal or in a 
mechanical manner. 

In a preferred embodiment. the testing and reference 
information comprise image information, which is distin 
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2 
guished by a relatively easy handling capacity. with a high 
information density. A particularly advantageous example 
for this purpose is the use of an authorized operator’s ?nger 
print as image information. Such an access control system is 
disclosed for example in the journal VDI Nachrichten, No. 
3. of J an. 22, 1993, Page 13, in which the ?nger print has the 
function of a key. However. the use of this system within the 
scope of the present invention does not signify a simple 
application to motor vehicles, but differs in respect of the 
variety of the testing or reference information which is 
available for comparison in each of the control units. The 
?nger print therefore does not have the quality of a single 
key, but rather, supplies a group of keys of which, in an 
extreme case, only one “?ts” a control unit. 

However. the use of the access control system known 
from the journal article is signi?cant in that. there also, a 
series of images can be obtained from a ?nger print. Thus, 
in the antitheft system according to the invention, this means 
that one of the respective images is in each case controlling 
with respect to one of the control units. If these image data 
are acquired during a joint image taking operation, they may, 
within the scope of the invention; be used for taking the 
various testing information (=image information) in a joint 
input procedure. 

In principle. it is possible to activate each of the control 
units when it receives the expected test information. 
However. as a result, it would then be possible to start the 
motor vehicle when only those control units are operating 
which are important for its operation. while less important 
control units may remain switched off. The degree of theft 
protection is thus increased when each of the control units 
emits an acknowledgement signal if the testing and the 
reference information correspond to one another, and each 
control unit can be activated only when acknowledgement 
signals are received from each of the other control units. It 
thus becomes impossible to manipulate and activate a single 
control unit, such as the drive assembly, because the start of 
the operation of the control units depends on the receipt of 
the acknowledgement signals from the other control units. 

Other objects, advantages and novel features of the 
present invention will become apparent from the following 
detailed description of the invention when considered in 
conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The single ?gure illustrates the basic construction of an 
antitheft system for motor vehicles according to the inven 
tion. 

DETAILED DESCRIPTION OF THE DRAWINGS 

As shown in the Figure, the control units 1 to 5 for, 
respectively, a drive assembly, a display unit, an energy 
supply unit, a fuel supply device and a central locking 
system are integrated with comparison units 11 to 15 to form 
a constructional unit. Each of the comparison units performs 
an image comparison between a stored reference image and 
an image produced by an image input unit 16, which may be. 
for example, an image taking unit for the ?nger print of the 
authorized user which generates different image data. For 
example. during an image taking operation by unit 16, the 
?nger print is individualized by a white light exposure, by 
the interposition of a gray ?lter or by an additional optical 
or electronic manipulation. In the embodiment as shown in 
the Figure. ?ve different image signals generated in this 
manner (for example, different portions of the ?ngerprint 
image date) are supplied during a read-in operation via an 
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input line 17 to each of the comparison devices 11 to 15. 
There, the incoming images are compared with reference 
images which were previously stored in comparators 11-15 
during a preparatory initialization operation. 
When each of the comparison devices determines that the 

stored reference image corresponds to one of the incoming 
images of the ?nger print, it generates an acknowledgement 
signal which is transmitted to the other control units via a 
common data bus 18. Each of the comparison devices 11-15 
also has a memory situated in the control unit which contains 
the acknowledgement signals expected from the other con 
trol units (which naturally differ from one another). If the 
acknowledgement signals for each of the other control units 
are received in each of the respective control unit, and one 
of the incoming images of the ?nger ‘print corresponds to the 
stored reference image, the comparison device supplies an 
actuating signal to the pertaining control unit. 

In this manner. it is possible to provide an antitheft system 
for motor vehicles with the highest possible safety which 
offers the highest possible protection against manipulation. 

Although the invention has been described and illustrated 
in detail, it is to be clearly understood that the same is by 
way of illustration and example. and is not to be taken by 
way of limitation. The spirit and scope of the present 
invention are to be limited only by the terms of the appended 
claims. 
What is claimed is: 
1. An antitheft apparatus for a motor vehicle having a 

plurality of systems for operating said vehicle, each system 
having a control unit associated therewith, said apparatus 
comprising: 

a plurality of comparison devices, each of said compari 
son devices being associated with a di?erent one of said 
respective control units; 

each of said comparison devices having stored therein a 
predetermined reference data set, and being actuatable 
in response to receipt of a testing data signal which 
includes a data set that corresponds to said predeter 
mined reference data set, to cause the control unit 
associated with said comparison device to enable 
operation of the vehicle system associated with said 
control unit; 

wherein reference data sets for each of at least two of said 
comparison devices differ from one another. 

2. An antitheft apparatus according to claim 1, wherein 
data sets corresponding to each of said predetermined ref 
erence data sets are included in a single testing data signal. 

3. An antitheft apparatus according to claim 2, wherein 
said single testing data signal comprises an image data 
signal. 

4. An antitheft apparatus according to claim 3, wherein 
said image data signal corresponds to a user’s ?ngerprint 

15 

20 

30 

35 

40 

50 

4 
5. An antitheft apparatus according to claim 1, wherein 

upon actuation, each of said comparison devices transmits 
an acknowledgement signal to other comparison devices of 
said plurality of comparison devices. 

6. An antitheft apparatus according to claim 1, wherein 
each of said comparison devices actuates the control unit 
associated therewith only upon receipt of acknowledgement 
signals from all of said comparison devices. 

7. An antitheft apparatus for a motor vehicle having a 
plurality of systems for operating said vehicle, each system 
having a control unit associated therewith, said apparatus 
comprising: 
means for storing a unique predetermined reference data 

set in each of said control units, a unique data set stored 
in each respective control unit differing from unique 
predetermined reference data sets stored in others of 
said control units of said systems; 

a plurality of comparison means, each one of said com 
parison means being associated with a control unit of a 
diiferent respective system of said plurality of systems, 
each one of said comparison means comparing a testing 
data signal input thereto with one predetermined ref 
erence data set stored in a control unit with which said 
one of said comparison means is associated, and trans 
mitting an acknowledgement signal to all others of said 
comparison means when said testing data signal con 
tains data which correspond to said one reference data 
set, each one of said comparison means being further 
adapted to supply an actuating signal to the control unit 
associated therewith to cause the control unit associated 
with said comparison device to enable operation of the 
vehicle system associated with said control unit, when 
said testing data signal contains data which corresponds 
to said one reference data set, and said one of said 
comparison means receives acknowledgement signals 
from all of said comparison means; 

wherein reference data sets stored in each of at least two 
of said comparison means differ from one another. 

8. An antitheft apparatus according to claim 7, wherein 
each of said comparison means emits an acknowledgement 
signal which differs from that of all others of said compari 
son means. 

9. An antitheft apparatus according to claim 8, further 
comprising a sensor coupled to provide a single testing data 
signal to all of said comparison means. 

10. An antitheft apparatus according to claim 9, wherein 
said single testing data signal comprises an image data 
signal. a 

11. An antitheft apparatus according to claim 10, wherein 
said image data signal corresponds to a user’s ?ngerprint 

* * * * * 
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