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(54) USE OF STATISTICAL REPRESENTATIONS (52) US.Cl .ot 714/37; 714/E11.002
OF TRAFFIC FLOW IN A DATA PROCESSING
SYSTEM 57 ABSTRACT
. An apparatus and method are provided for performing veri-
(75)  Inventors: Antony.John Harris, Hope Valley fication tests for a design of a data processing system. The
(GB); Sll.nOIl. Crossley, Sheffield apparatus comprises a system under verification representing
(GB); Alistair Crone Bruce, at least part of the design of the data processing system, and a
Stockport (GB) transactor for connecting to an interface of the system under
. L . verification, and for generating signals for input to the system
(73)  Assignee: ARM Limited, Cambridge (GB) under verification via the interface during performance of the
verification tests. Profile storage stores a profile providing a
(21)  Appl. No.: 12/654,153 statistical representation of desired traffic flow at the inter-
. face, the statistical representation providing statistical infor-
(22) Filed: Dec. 11, 2009 mation for a plurality of traffic attributes and also identifying
. L. L. at least one dependency between such traffic attributes. The
(30) Foreign Application Priority Data transactor then references the profile in order to determine the
signals to be generated, such that the signals generated take
Dec. 11,2009  (GB) .oceoevvvvevcnecrecineenene 0822618.5 account of the specified dependencies identified in the profile.
Publication Classificati Such a mechanism enables the transactor to more realistically
ublication Classification replicate the traffic flow that will be observed in the real
(51) Int.CL system. Another aspect to the present invention provides a
GOG6F 11/00 (2006.01) mechanism for generating such profiles.
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XML representation of profile:

<profile>
<hist name="length">
<bin x value="1">6</bin>
<bin x value="2">2</bin>
<bin x value="4">12</bin>
<hist name="direction">
<bin x value="read">10</bin>
<hist name="type">
<bin x value="incr">7</bin>
<bin x_value="wrap">8</bin>
</hist>
<bin x value="write">6</bin>
<hist name="type">
<bin x value="wrap">1</bin>
</hist>
</hist>
<bin x_value="5">1</bin>
<bin x value="8">5</bin>
<hist name="direction">
<bin x_value="read">1</bin>
<hist name="type">
<bin x_value="incr">1</bin>
</hist>

</hist>

</hist>
</profile>

FIG. 3C
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USE OF STATISTICAL REPRESENTATIONS
OF TRAFFIC FLOW IN A DATA PROCESSING
SYSTEM

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention relates to the use of statistical
representations of traffic flow in a data processing system,
such as during the performance of verification tests for a
design of the data processing system.

[0003] 2. Description of the Prior Art

[0004] The ability to effectively and efficiently test and/or
validate designs is becoming increasingly important. Typical
data processing system designs are rapidly increasing in com-
plexity and furthermore are including circuit blocks designed
by a variety of different sources or companies. So called
System-on-Chip (SoC) designs that integrate a large number
of components on a single integrated circuit have strong
advantages in terms of cost and performance, but require
significant amounts of validation and testing before the
designs can be reliably released for manufacture. Such vali-
dation and testing may be performed in respect of the entire
design of the data processing system, or in relation to one or
more particular components intended for use within the data
processing system, for example particular master devices,
particular slave devices, interconnect components, etc.
[0005] This validation and testing requirement is becoming
a bottleneck in getting new systems into the market place.
Consequently, measures that can improve the efficiency and
effectiveness of such validation and testing of designs are
strongly advantageous.

[0006] One known approach that can be used to seek to
validate the design of a data processing system is to construct
a system under verification (SUV) representing at least a part
of'the design of the data processing system that is to be tested.
The SUV can take a variety forms dependent on the verifica-
tion execution environment in which that SUV is formed. For
example the verification execution environment may be
implemented using a simulator tool, in which event the one or
more components included within the SUV will typically
take the form of software models. Alternatively, the verifica-
tion execution environment may be provided by an emulator,
which may for example provide synthesizable hardware on a
FPGA (field programmable gate array) platform. In this
embodiment, the various components can be viewed as hard-
ware models of the final intended components, but are not the
final hardware implementation themselves. In yet another
alternative embodiment, the verification execution environ-
ment may be provided as an ASIC implementation, in effect
providing the system under verification as a full silicon imple-
mentation (this latter approach may for example be useful
when seeking to perform verification tests on the software
running on the hardware platform).

[0007] However the SUV is formed, sequences of verifica-
tion tests can then be performed upon the SUV to cause
various transactions to take place between different portions
of the system in order to test correct operation (either at the
hardware or the software level), each transaction defining one
or more transfers between specified portions of the system.
Ideally, the behaviour of the SUV should follow as closely as
possible the behaviour of the part of the data processing
system represented by that SUV. However, this can prove
costly both in the time taken to develop the various compo-
nents to be included in the SUV, and in developing the veri-
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fication tests to be performed. For example, detailed func-
tional models can be developed for the various components of
the SUV which seek to replicate what the real components
would do in a real system, and indeed in some SUV’s the real
components themselves may be used. However, significant
development effort is required to produce such functional
models, and further, depending on the stage of development
during which the verification tests are performed, the actual
real components may not be available.

[0008] Considering the verification tests themselves,
another factor that contributes significantly to the complexity
and cost of performing verification tests is the development of
suitable transaction sequences to be executed during the veri-
fication tests. Detailed test vectors can be written seeking to
define specific lists of transactions seeking to replicate the
activities that would be observed in the real system, but such
detailed lists of vectors take a long time to prepare, and indeed
take a long time to execute within the SUV. Further, such text
vectors can be difficult to deploy in emulation or ASIC envi-
ronments due to their large storage requirements.

[0009] Accordingly, with the aim of reducing such com-
plexities, another testing approach which has been developed
involves the use of transactors to represent one or more com-
ponents in the SUV, a transactor being a simplified model
which can be viewed externally as modelling the same hard-
ware elements as the component(s) which it is substituted for,
but which internally is significantly simplified. As an
example, whereas a functional model might be developed to
represent a particular type of CPU, this can be replaced by a
transactor representing a generic master device. Such a trans-
actor can then be arranged to generate random patterns of
transfers constrained by a user configuration file, such an
approach often being referred to as constrained random test-
ing. One example of a transactor is an eXtensible Verification
Component (XVC), and often a number of XVCs may be
substituted into the design, with the test actions for separate
XVCs being coordinated by a test manager.

[0010] Typically, the way in which transfers constituting
different transactions are created and handled within the sys-
tem will be controlled by a transaction protocol. A user con-
figuration file can be used to constrain the random testing so
that any transfers issued by the transactor conform to the
transaction protocol. Accordingly, the constrained random
testing approach can be used to generate a large number of
random transfers conforming to the transaction protocol. Fur-
ther, the transactor can be arranged to execute one or more
directed format vectors in order to efficiently verify corner
cases (i.e. problems or situations that occur only outside
normal operating parameters) in a system design.

[0011] By usingtransactors in the manner described above,
this can enable thorough testing of interfaces within the SUV
with significantly less complexity and cost than the earlier-
mentioned prior techniques employing functional models or
detailed test vectors. However, such transactors do not seek to
behave in an equivalent way to the components which they
have replaced in the design, and accordingly the use of such
transactors suffers from a number of drawbacks.

[0012] The traffic flow that occurs as a result of constrained
random testing using a transactor is not representative of that
which will occur between the component(s) represented by
the transactor and the SUV in the real system, and accord-
ingly optimisation or performance measuring is not possible.
Further, it can be difficult to reach specifically desired cover-
age points based solely on constrained random testing, due in
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part to the large protocol space associated with modern trans-
action protocols such as AXI. Furthermore constraining the
random testing in some meaningful way is difficult to achieve
in a readily visible manner, and constraints are usually hard-
coded into the transactor, thus increasing complexity and cost
of the testing procedure.

[0013] A number of papers have been written that describe
traffic generation driven by a stochastic model (i.e. a model
that approximates the behaviour of a real component using
random parameters). For example, the article “Traffic Con-
figuration for Evaluating Networks on Chips”, by Z Lu et al,
iwsoc, pages 535 to 540, Fifth International Workshop on
System-on-Chip for Real-Time Applications (IWSOC’05,
2005), describes a traffic configuration tree used to capture
the spatial distribution, temporal characteristics and message
size specifications of a single communication channel, such a
channel being a logical path from a source node to a destina-
tion node. These properties are captured as statistical aggre-
gations. This representation is then used to generate synthetic
network traffic based on estimates of a how a processing
element may perform.

[0014] The article “Analysis and Synthesis of Cycle-Accu-
rate On-Chip Traffic with Long-Range Dependence”, by A.
Scherrer et al, Technical Report 2005-53, LIP, ENS-Lyon,
December 2005, describes a methodology for extracting sta-
tistical attributes on-chip traffic from a VCD (Value Change
Dump) waveform (a VCD being a form of activity reference
list) in order to drive a synthetic trace generator.

[0015] The Verification Methodology Manual for System
Verilog (VMM) describes random scenario generation,
where each scenario has a hard coded set of weights to use for
generation. Different distributions can be maintained for each
attribute.

[0016] Whilst the various techniques described above pro-
vide various approaches for synthetic traffic generation, a
problem still exists that when a transactor is used to interface
with a system under verification in order to cause such syn-
thetic traffic to be generated, that traffic is still not closely
representative of the traffic that would actually occur in the
real system and so is not useful for performance evaluation
and optimisation.

SUMMARY OF THE INVENTION

[0017] Viewed from a first aspect, the present invention
provides an apparatus for performing verification tests for a
design ofa data processing system, the apparatus comprising:
a system under verification representing at least part of the
design of the data processing system; a transactor for con-
necting to an interface of the system under verification, and
for generating signals for input to the system under verifica-
tion via said interface during performance of said verification
tests; profile storage for storing a profile providing a statistical
representation of desired traffic flow at said interface, the
statistical representation providing statistical information for
a plurality of traffic attributes and identifying at least one
dependency between traffic attributes in said plurality; and
the transactor referencing said profile in order to determine
the signals to be generated, such that the signals generated
take account of said at least one dependency identified in the
profile.

[0018] The inventors of the present invention observed that
in practice there are dependencies between various traffic
attributes resulting from the transaction protocol used to
define allowable transactions. For example, there will often
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be various transaction protocol attributes defined by the trans-
action protocol, and these transaction protocol attributes can
be considered to be examples of traffic attributes. Dependen-
cies may be defined between these transaction protocol
attributes dependent on the transaction protocol used. For
example, considering AXI, one specific example of a depen-
dency that may exist is that read transactions with a burst type
attribute of “WRAP4” which originate from a cache linefill
request will also have a cacheability/bufferability attribute of
“cacheable”. Another example of traffic attributes where
dependencies may occur are timing attributes identifying tim-
ing between particular traffic signals produced in accordance
with the transaction protocol.

[0019] Further, the inventors of the present invention rea-
lised that all of the known techniques for providing statistical
representations of traffic flow capture no dependencies
between the traffic attributes in those statistical representa-
tions. As a result, if such known statistical representations are
used to control the signals produced by a transactor when
coupled to a system under verification, this can lead to gross
inaccuracies in the generated signals when compared with the
signals that will actually be produced in a real system. Fur-
ther, based purely on the statistical representations provided,
the transactor would be able to generate signals which are
actually illegal having regards to the transaction protocol, and
accordingly it would be necessary to explicitly define illegal
protocol combinations (typically via constraints that are hard-
coded into the transactor) in order to avoid such illegal trans-
fers being generated. Further, when using such flat statistical
representations of traffic flow within a large protocol space, it
is difficult to constrain transactor behaviour sufficiently to
direct the testing towards interesting coverage points.

[0020] Based on these observations, the inventors of the
present invention decided to develop a profile which could be
referenced by the transactor when determining signals to be
generated, with that profile providing a statistical representa-
tion of desired traffic flow at the interface between the trans-
actor and the SUV, and with the statistical representation in
the profile providing not only statistical information for a
plurality of traffic attributes but also identifying at least one
dependency between traffic attributes. As a result, when the
transactor references the profile, the signals generated take
account of the specified at least one dependency identified in
the profile. Thus, the transactor can be used to produce con-
strained random traffic that is much closer in nature to that
which would be observed in the real system.

[0021] Further, since at least one dependency between traf-
fic attributes is captured in the profile, there is less likelihood
of the transactor generating illegal transactions, and hence
there is less work needed to explicitly define illegal protocol
combinations that the transactor needs to avoid. Further,
rather than producing verification tests which seek to cover
the entirety of the protocol state space, by taking account of
the at least one dependency identified in the profile, the activi-
ties of the transactor can be focused on that portion of the
protocol’s state space that is actually likely to be exercised by
the real system.

[0022] Through use of this invention, the applicability of
transactors in test procedures can be broadened. Whereas
previously transactors provided a relatively cheap mecha-
nism for performing certain verification tests, but were never
intended to mimic the functionality of real components, and
instead functional models were used for any testing where
such functionality was required, transactors can now be used
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as a much cheaper alternative to functional models in certain
situations, even where there is a need for certain functionality
of the real system to be replicated. In particular, since the
profile captures not only statistical information for a plurality
of traffic attributes, but also at least one dependency between
traffic attributes, the transactor can produce a much more
realistic sequence of signals replicating more closely the traf-
fic flow that would arise in a real system.

[0023] It should also be noted that such an approach pro-
vides a much improved level of security for those parties
involved in shipping functional models of components to
third parties to enable those third parties to perform testing. In
particular, instead of shipping a functional model, it will be
possible to ship a transactor, optionally with one or more
profiles to be run by that transactor, to enable that third party
to perform similar tests, but without exposing any of the
internal functionality of the component which might other-
wise be exposed via shipping of a functional model. In par-
ticular, through use of a transactor and a profile that takes
account of dependencies between traffic attributes, only the
behaviour of the component at the interface is exposed to the
third party, and nothing can be deduced about the internal
structure and behaviour of the component.

[0024] The profile can be arranged in a variety of ways.
However, in one embodiment the profile employs a hierarchi-
cal structure to identity said at least one dependency within
said statistical representation of desired traffic flow. The hier-
archical structure can take a variety of forms, but in one
embodiment the hierarchical structure is a hierarchical struc-
ture of histograms, each histogram providing statistical infor-
mation for one of said traffic attributes. Hence, purely for the
purposes of illustration, it can be seen that if the traffic
attributes identified in the profile include burst length, burst
type and cacheability/bufferability attributes of each access
request, then if burst type is defined as being dependent on
burst length, and cacheability/bufferability is defined as being
dependent on burst type, histograms can be developed for
each of these traffic attributes taking account of the defined
dependencies. Hence, different burst type histograms can be
produced for each possible burst length, and similarly for
each burst type histogram, different cacheability/bufferabil-
ity histograms can be generated for each burst type captured
in that histogram. By such an approach, when access requests
are generated by the transactor having regards to the profile,
the burst length, burst type and cacheability/bufferability
attributes of each such access request will be generated taking
account of the hierarchical structure so as to ensure the depen-
dencies between those traffic attributes are taken into account,
thereby constraining the choices of those attributes as dic-
tated by the hierarchical structure.

[0025] The desired traffic flow at the interface that is rep-
resented by the statistical representation in the profile can take
a variety of forms. However, in one embodiment, the desired
traffic flow is representative of a traffic flow that would be
expected to be observed at said interface if the transactor were
replaced with a functional model or an actual component of
the data processing system. Functional models might take a
variety of forms, for example a Register Transfer L.evel (RTL)
model, a cycle approximate (CX) model, etc. The ability to
use the transactor instead of such a functional model or the
actual component, whilst still being able to simulate such
desired traffic flows, significantly reduces the complexity and
cost of performing the verification tests.
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[0026] There are a number of ways in which the statistical
representation of desired traffic flow can be obtained. For
example, the profile could be defined manually by a user
based on knowledge of desired traffic flow. However, in an
alternative embodiment, the statistical representation of
desired traffic flow is obtained by monitoring traffic flow
occurring when said functional model or said actual compo-
nent is used. As discussed earlier, the functional model can
take a variety of forms, but is intended to be a model that will
replicate the full transfer functions of the actual component
being modelled. An RTL model or a CX model would be
suitable examples of functional models whose traffic flow
could be monitored in order to produce the statistical repre-
sentation of desired traffic flow.

[0027] The traffic attributes for which the profile provides
the statistical information may take a variety of forms. In one
embodiment, the traffic flow is produced in accordance with
a transaction protocol and said plurality of traffic attributes
comprise at least one transaction protocol attribute. Particular
examples of such transaction protocol attributes would be
burst length, burst type, cacheability/butferability attributes,
etc as discussed earlier.

[0028] However, the traffic attributes that the profile can
provide statistical information for are not restricted to trans-
action protocol attributes. Instead, in one embodiment the
plurality of traffic attributes may instead, or additionally,
comprise at least one timing attribute identifying timing
between particular traffic signals produced in accordance
with the transaction protocol. An example of such a timing
attribute would be a wait state count identifying the number of
cycles between beats of data. By capturing both transaction
protocol attributes and timing attributes within the profile,
along with one or more dependencies between those
attributes, the transactor is able to generate traffic that pro-
vides a very realistic estimation of the traffic that might be
observed in the real system or when using a detailed func-
tional model to model the relevant component in the system.
Further, capturing inter-transaction timing gives an indication
of the relative bandwidths of multiple flows within a profile.
[0029] Whilst in accordance with the above first aspect of
the present invention, the invention concerns the use of a
profile providing statistical information for a plurality of traf-
fic attributes and identifying at least one dependency between
those traffic attributes in order to drive a transactor, in accor-
dance with a second aspect of the present invention a tech-
nique is provided for generating such profiles. In particular, in
accordance with a second aspect of the present invention,
there is provided an apparatus for generating a profile provid-
ing a statistical representation of traffic flow within a data
processing system, the apparatus comprising: a system under
verification representing at least part of the design of the data
processing system; a monitor for connecting to an interface of
the system under verification, and for observing the traffic
flow at that interface; the monitor being responsive to a con-
trol input specifying a plurality of traffic attributes and at least
one dependency between traffic attributes in said plurality, to
produce said profile based on the observed traffic flow, the
statistical representation of said profile providing statistical
information for said plurality of traffic attributes and identi-
fying said at least one dependencies between traffic attributes
in said plurality.

[0030] Accordingly, in the second aspect of the present
invention, a monitor receives control inputs specifying a plu-
rality of traffic attributes and at least one dependency between
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those traffic attributes, and is then arranged to monitor traffic
flow at an interface within a system under verification in order
to produce a profile of that observed traffic flow. Due to the
control inputs provided to the monitor, that profile provides
statistical information for the identified traffic attributes and
also captures the specified dependencies between the traffic
attributes.

[0031] Such an approach provides a particularly efficient
mechanism for producing profiles in accordance with the
present invention. The control input provided to the monitor
can take a variety of forms. In one embodiment, the control
input takes the form of a profile template setting out the
plurality of traffic attributes and said at least one dependency,
and the monitor produces said profile by populating the pro-
file template based on the observed traffic flow.

[0032] Hence, such a template may for example specify a
hierarchical structure of histograms, with those histograms
initially being empty, and with the monitor then populating
those histograms based on the observed traffic flow.

[0033] In an alternative embodiment, the control input
takes the form of an initial profile setting out the plurality of
traffic attributes and said at least one dependency, and at least
partially populated with statistical information, and the moni-
tor produces said profile by supplementing the statistical
information in the initial profile based on the observed traffic
flow.

[0034] Hence, in this embodiment a partially populated
profile template is used as a starting point, and the monitor
then supplements the statistical information based on the
observed traffic flow. Through the use of empty profile tem-
plates or partially populated initial profiles, profiles can be
provided covering various useful hierarchical topologies,
such as ID or address-driven dependencies. Further, consid-
ering the example of a company developing a component for
a SoC, for example a processor, that company can provide to
a third party a modelling component that can be used by the
third party to model that processor, where that modelling
component takes the form of a transactor and one or more
representative profiles, with the company using its detailed
knowledge of the processor to deliver representative and
accurate profile templates or partially populated initial pro-
files for the third party to then use in its verification tests.
[0035] Whilst one intended use of such profiles is as an
input to a transactor, the inventors of the present invention
realised that such profiles can also be used for other purposes.
In particular, another problem that arises when verifying
designs of a data processing system is when comparing the
performance or behaviour of multiple views of that design
that are subtly different, for example an RTL model view
verses a cycle approximate model view or an emulation view.
The inventors of the present invention determined that
through use of the profiles of the present invention, and in
particular the more accurate and robust statistical representa-
tion achieved by capturing dependencies between traffic
attributes, a more accurate comparison can be made between
such multiple views of the design. In particular, in one
embodiment, comparison logic can be used for comparing the
profile produced by the monitor with an additional profile
generated for an alternative representation of the data pro-
cessing system, the additional profile also providing statisti-
cal information for said plurality of traffic attributes and iden-
tifying said at least one dependency between traffic attributes
in said plurality. By comparing two profiles that both capture
dependencies between traffic attributes, subtle differences
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between the profiles can be identified that would not be evi-
dent from a flat statistical representation of traffic attributes.
Purely by way of example, flat statistical representations for
an RTL model of a CPU and a cycle approximate model of a
CPU may both identify burst length and burst type statistical
information that looks similar. However, if using the profiles
of the present invention, and for example identifying that
burst type is dependent upon burst length, then subtle differ-
ences in burst type can be unearthed for different burst lengths
which would be completely hidden if flat statistical informa-
tion were collected.

[0036] The alternative representation of the data processing
system with which the profile produced by the monitor is
compared may be produced in a variety of ways. However, in
one embodiment the apparatus may further comprise: an
alternative system under verification representing at least part
of the design of the data processing system, the alternative
system under verification being a different implementation of
the data processing system to the system under verification;
the monitor connecting to an equivalent interface within said
alternative system under verification, and observing the traf-
fic flow at that equivalent interface in order to produce an
additional profile; and the comparison logic comparing the
profile and said additional profile in order to determine dif-
ferences between operation of the system under verification
and the alternative system under verification. Hence, in this
embodiment, the monitor is first connected to the system
under verification in order to produce a first profile, and is
then connected to the alternative system under verification in
order to produce a second profile, and the comparison logic
then compares the first and second profiles in order to deter-
mine differences between operations of the two SUVs. The
profiles can also be used to visualise the performance of
various aspects of a traffic flow.

[0037] Another potential application for the profiles of the
present invention is in the area of error detection in a system
under verification. In particular, if a profile is produced in
accordance with the present invention to capture the expected
traffic behaviour at an interface in a system, then error detec-
tion circuitry can be coupled to the equivalent interface in a
system under verification in order to observe the actual traffic
flow that occurs in that system under verification. The error
detection circuitry can then be arranged to also have access to
the profile generated in accordance with the present inven-
tion, and can be arranged to generate an error signal when the
traffic flow observed is unexpected having regards to the
profile.

[0038] Since the profiles of the present invention capture
not only desired traffic attributes, but also dependencies
between the traffic attributes, they can provide a very realistic
view of the traffic that should be expected in a correct system.
If there is a miss match between the traffic flow expected
having regards to the profile and the traffic flow that actually
occurs in a system under verification, an error can be flagged
indicating that the system under verification is behaving
incorrectly.

[0039] The system under verification in such situations can
take a variety of forms. Whilst it may be a model of a desired
data processing system, it can also in some embodiments be
the final data processing system itself, with the error detection
circuitry being used to detect any undesirable system behav-
iour from whatever cause, whether that be software bugs or
hardware failure.
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[0040] Viewed from a third aspect, the present invention
provides a method of performing verification tests for a
design of a data processing system, the method comprising
the steps of: providing a system under verification represent-
ing at least part of the design of the data processing system;
connecting a transactor to an interface of the system under
verification; during performance of said verification tests,
inputting to the system under verification, via said interface,
signals generated by the transactor; storing within profile
storage a profile providing a statistical representation of
desired traffic flow at said interface, the statistical represen-
tation providing statistical information for a plurality of traf-
fic attributes and identifying at least one dependency between
traffic attributes in said plurality; and causing the transactor to
reference said profile in order to determine the signals to be
generated for input to the system under verification, such that
the signals generated take account of said at least one depen-
dency identified in the profile.

[0041] Viewed from a fourth aspect, the present invention
provides a method of generating a profile providing a statis-
tical representation of traffic flow within a data processing
system, the method comprising the steps of: providing a sys-
tem under verification representing at least part of the design
of the data processing system; connecting a monitor to an
interface of the system under verification; observing, via the
monitor, the traffic flow at that interface; and responsive to a
control input specifying a plurality of traffic attributes and at
least one dependency between traffic attributes in said plural-
ity, causing the monitor to produce said profile based on the
observed traffic flow, the statistical representation of said
profile providing statistical information for said plurality of
traffic attributes and identifying said at least one dependency
between traffic attributes in said plurality.

[0042] Viewed from a fifth aspect, the present invention
provides a computer program product comprising a computer
program which when executed on a computer causes the
computer to perform either the method of the third aspect of
the present invention or the method of the fourth aspect of the
present invention.

[0043] The above, and other objects, features and advan-
tages of this invention will be apparent from the following
detailed description of illustrative embodiments which is to
be read in connection with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0044] FIG. 1 is a block diagram showing the components
within a verification execution environment in accordance
with one embodiment of the present invention;

[0045] FIG.2isablock diagram illustrating the verification
execution environment in accordance with an alternative
embodiment of the present invention;

[0046] FIG.3A illustrates a flat statistical representation of
traffic flow of a prior art technique;

[0047] FIGS. 3B and 3C illustrate a profile employing a
hierarchical structure to identify dependencies within a sta-
tistical representation of traffic flow in accordance with one
embodiment of the present invention;

[0048] FIG. 4A illustrates a flat statistical representation of
traffic flow of a prior art technique;

[0049] FIG. 4B illustrates a profile employing a hierarchi-
cal structure to identify dependencies within a statistical rep-
resentation of traffic flow in accordance with an alternative
embodiment of the present invention;
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[0050] FIG. 5 illustrates a profile employing a hierarchical
structure of traffic attributes in accordance with one embodi-
ment of the present invention, where the traffic attributes
include both transaction protocol attributes and timing
attributes;

[0051] FIG. 6 is a block diagram illustrating the operation
of'a monitor in order to generate a profile in accordance with
one embodiment of the present invention;

[0052] FIG. 7 is a flow diagram illustrating the steps per-
formed in order to produce a profile in accordance with one
embodiment of the present invention;

[0053] FIG. 8 is a diagram illustrating how the monitor
illustrated in FIG. 6 can be used to generate an alternative
profile from an alternative system under verification in accor-
dance with one embodiment of the present invention;

[0054] FIG. 9 schematically illustrates how the profiles
generated in FIGS. 6 and 8 can be used for comparison
purposes;

[0055] FIGS. 10A and 10B illustrate how through the com-
parison of profiles generated in accordance with embodi-
ments of the present invention, discrepancies can be identified
that would not be found from a comparison of flat statistical
representations obtained using prior art techniques;

[0056] FIG. 11 is a diagram schematically illustrating a
technique for using profiles in order to detect errors in a
system under verification; and

[0057] FIG. 12 is a diagram illustrating a data processing
apparatus in which the techniques of embodiments of the
present invention may be employed.

DESCRIPTION OF EMBODIMENTS

[0058] FIG. 1 is a block diagram schematically illustrating
the components provided within a verification execution
environment 10 in accordance with one embodiment of the
present invention. Within the verification execution environ-
ment, a system under verification (SUV) 20 is provided rep-
resenting at least part of the design of a data processing
system that is to be tested. The verification execution envi-
ronment and SUV can take a variety of forms. For example,
the verification execution environment may be implemented
using a simulator tool, in which event the one or more com-
ponents included within the SUV will typically take the form
of software models. Alternatively, the verification execution
environment may be provided by an emulator, for example
providing synthesizable hardware, and in this case the SUV
components can be viewed as hardware models of the final
intended components, but are not the final hardware imple-
mentations themselves. In another alternative embodiment,
the verification execution environment may be provided as an
ASIC implementation, in effect providing the SUV as a full
silicon implementation.

[0059] In the example illustrated in FIG. 1, the SUV
includes a number of master components 25, 30 coupled via
an interconnect component 70 with a number of slave com-
ponents 35, 40. Although there are a number of ways in which
the interconnect 70 may be arranged to allow communication
between the various connected components, in one embodi-
ment the interconnect 70 employs a point-to-point request/
response channel structure.

[0060] Inthe following description, a “connection” will be
used to describe the physical link which enables two compo-
nents to communicate. For example, an AMBA connection
comprises a master interface, a slave interface and an inter-
connect. A connection comprises one or more “channels” that
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are related in some fashion, but may be in different directions
(i.e. some channels will pass from the master to the slave,
whilst other channels will pass from the slave to the master).
These inter-channel dependencies are described as attributes
ofthe connection. Unrelated channels would be considered as
part of two connections.

[0061] A “channel” is a set of signals and interfaces that
forms a unidirectional communication. Each channel has
exactly one source and one or more sinks, i.e. it may be a
multicast channel. Channels form a subset of a connection,
and hence by way of example an AXI read connection has two
channels (a read address channel and a read data channel) and
an AXI write connection has three channels (a write address
channel, a write data channel and a write response channel).
A channel has one or more “traffic flows”.

[0062] A “traffic flow” is an effectively independent com-
munication over a channel. The traffic flow describes the
payload communicated across a channel and may be further
categorised as data flow or control flow, depending on its
payload. If two or more traffic flows share a single channel,
they could be described as a single flow with the combined
attributes of both.

[0063] The SUV shown in FIG. 1 will enable certain con-
nections and channels to be accessed during performance of
verification tests in order to evaluate the correct operation of
its hardware and associated software elements. To assistin the
performance of verification tests, one or more transactors 45,
55 are connected to interfaces of the SUV, and are used to
generate signals for input to the SUV during performance of
the verification tests. As shown in FIG. 1, the transactors can
be master transactors used to initiate transactions by inputting
stimulus signals into the SUV, each transaction defining one
or more transfers between specified components. Further, the
transactor may be a slave transactor 55 arranged to issue
signals back into the SUV in response to transfer requests
issued to it. In typical prior art systems, transactors have been
used to perform constrained random testing based on a speci-
fied user configuration file, or have been used to execute one
ormore directed format vectors in order to verify corner cases
in a system design. However, since transactors are simplified
models representing generic components, for example a
generic master device or a generic slave device, their use has
until now been constrained to situations where it is not nec-
essary for the transactor to behave in an equivalent way to the
component which it has replaced in the design. In particular,
the traffic flows that occur as a result of constrained random
testing using a transactor are not representative of that which
will occur between the component represented by the trans-
actor and the SUV in a real system.

[0064] However, in accordance with embodiments of the
present invention, the transactors determine the signals to be
generated with reference to profiles 50, 60, each profile pro-
viding a statistical representation of desired traffic flow at the
interface to which the associated transactor is coupled, with
that statistical representation providing statistical informa-
tion for a plurality of traffic attributes and in addition identi-
fying at least one dependency between those traffic attributes.
By capturing at least one dependency between the attributes
within the statistical representation provided by the profile, it
has been found that the transactor can be used to produce
constrained random traffic that is much closer in nature to that
that would be observed in the real system, thereby allowing
transactors to be used for certain test procedures where trans-
actors would previously have been considered inappropriate.
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Other benefits have also been found to stem from the use of
such profiles. For example, since at least one dependency
between traffic attributes is captured in the profile, there is
less likelihood of the transactor generating illegal transac-
tions than there would be using prior art constrained random
testing techniques. Hence there is less effort required to
explicitly define illegal protocol combinations within the
transactor. Furthermore, by taking account of the specified
dependencies, the activities of the transactor can be more
readily focused on the portion of the protocol state space that
is actually likely to be exercised in the real system, thereby
reducing the verification test time.

[0065] Whilst in FIG. 1, the SUV comprises a number of
components connected via an interconnect, it will be appre-
ciated that the SUV can take a variety of forms, and as shown
in FIG. 2 may for example incorporate only a single compo-
nent. In particular, in the example shown in FIG. 2 the SUV
130 contains a memory controller component 140 whose
operation is to be verified. A master transactor 120 is driven
by a profile 110 that provides not only statistical information
for a plurality of traffic attributes but also at least one depen-
dency between those attributes, enabling the transactor to
issue control signals that more accurately replicate the real
traffic flow that would occur between a master device and the
memory controller in a real system. The memory controller
component 140 is also connected to a memory component
150 to enable it to perform memory access operations in
response to the signals input from the transactor 120.

[0066] The statistical representation provided by the profile
can be arranged in a variety of ways. However, in one embodi-
ment the profile employs a hierarchical structure in order to
identify the one or more dependencies within the statistical
representation of desired traffic flow. The hierarchical struc-
ture can take a variety of forms, but in one embodiment the
hierarchical structure is a hierarchical structure of histo-
grams, with each histogram providing statistical information
for one of the traffic attributes.

[0067] FIGS.3Ato3C illustrate this concept in more detail.
In this example, it is assumed that the transactor is to be used
to model the traffic of a CPU, and three traffic attributes are to
be captured within the profile, namely the transaction proto-
col attributes burst length, direction and burst type. If a flat
statistical representation for these attributes were formed, for
example by monitoring them in a real system, then the three
separate histograms 200, 205, 210 for burst length, direction
and burst type shown in FIG. 3A may be produced.

[0068] Ifthis statistical information is subsequently used to
generate traffic through a transactor, the transactor may well
produce illegal (or unobserved) combinations of attributes
and the resultant traffic will not be close to that observed in a
real system. For example, the transactor may produce a trans-
action having a burst length of ““5”, a direction of “write”, and
a burst type of “incrementing”, whereas in practice such a
transaction may never occur in the real system. For example,
it may be that the following information is known about
transactions that would occur in a real system:

TABLE 1
Transaction Length (beats) Direction Type
Cache linefill 4 read wrapping
Non-cacheable fetch 1-16 read incrementing
Cache writeback 4 write wrapping
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[0069] Ifthe dependencies specified in Table 1 are captured
in a hierarchical structure of histograms using the technique
of embodiments of the present invention, then when monitor-
ing the same traffic in order to generate the profile, the result-
ant profile produced may be as shown schematically in FIG.
3B. In this example, the burst length histogram 200 is
unchanged, and is used as the primary transaction protocol
attribute. For each entry in the burst length histogram, a
separate direction histogram will be produced, and hence as
shown by way of example, the direction histogram 220 may
be produced for a burst length of 4, and the direction histo-
gram 225 may be produced for a burst length of 8. By com-
parison with Table 1, it can be seen that any of the three
classes of transaction may specify a burst length of 4, and
hence the direction histogram is likely to include a mixture of
read and write accesses, whereas a burst length of 8 can only
be specified for non-cacheable fetch transactions, and these
transactions will always be read transactions, and accordingly
the direction histogram 225 will only include read accesses.
[0070] Similarly, for each entry in each direction histogram
a separate burst type histogram will be produced. Accord-
ingly, for the direction histogram 220, two burst type histo-
grams 230, 235 will be produced, and similarly for the direc-
tion histogram 225, one burst type histogram 240 will be
produced. Further, if timing attributes are captured, then the
relative bandwidths of each transaction class can be deter-
mined.

[0071] If the profile shown schematically in FIG. 3B is
referenced by the transactor in order to determine the signals
that the transactor generates, the signals generated will result
in traffic flow at the interface between the transactor and the
SUV that much more closely represents the real traffic flow
that will occur in a real system.

[0072] For completeness, FIG. 3C provides an XML rep-
resentation of the profile shown in FIG. 3B. As shown, the five
“binx_values” for the length histogram identify the lengths of
1,2,4, 5 and 8 respectively, and indicate that their frequencies
are 6,2, 12, 1 and 5. Further, it will be seen that the direction
histogram 220 for the burst length of four has read and write
values of 10 and 6, respectively whilst the direction histogram
225 for the burst length of 8 only contains a read entry, which
by default is set to a value of 1. It will also be seen that the
three burst type histograms 230, 235 and 240 are also identi-
fied in the XML representation of FIG. 3C.

[0073] FIG. 4A illustrates a flat statistical representation of
traffic flow that could be produced using a prior art approach
for another example situation, where again three transaction
protocol attributes are captured, but this time the attributes are
burst length, burst type and cacheability/bufferability.
ARLEN, ARBURST and ARCACHE are the names given to
these transaction protocol attributes in AXI, and FIG. 4A
illustrates the results that may be obtained from monitoring
an AXI data flow.

[0074] In FIG. 4B, a profile generated in accordance with
an embodiment of the present invention is shown, based on
the same AXI data flow but where in accordance with this
embodiment, ARLEN is considered to be the primary histo-
gram, and ARCACHE is dependent on ARBURST which is
dependent on ARLEN. If the flat statistical representation
shown in FIG. 4A was used to drive the transactor, it will be
appreciated that very different results would be achieved
when compared with a situation where the transactor is driven
with the profile of embodiments of the present invention
shown in FIG. 4B. For example using the independent histo-
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grams 250, 255, 260 of FIG. 4A a transaction with ARLEN of
1 and ARBURST of type WRAP could be produced. How-
ever, as is clear from FIG. 4B, and in particular the
ARBURST histogram 270, this combination was not present
in the original data flow, and happens to be illegal in the AXI
protocol. By using the hierarchical representation shown in
FIG. 4B, this problem is addressed since the transactor will
never produce such a transaction.

[0075] The hierarchy of dependencies can be defined at the
time the profile is generated, for example at capture time if a
monitor tool is used to generate the profile by observing
traffic flow in a real system. By enabling the dependencies to
be defined at capture time, it is possible to focus on the
attributes of particular interest at that time. For example, at a
memory controller interface, the attribute “ID” can be used to
differentiate between independent flows with very different
transaction protocol attributes and timing attributes. Alterna-
tively, a user may be interested in wait states (identifying the
number of cycles between beats of data), and so can use the
wait state as a top level histogram in order to find out what
types of transaction produce different data performances. An
example where wait state is used as the top level histogram is
shown in FIG. 5. As is apparent from the direction histogram
310 and the type histogram 325, high wait states occur for
read transaction of burst type increment.

[0076] FIG. 6 illustrates a mechanism by which the above
described profiles can be generated in accordance with one
embodiment of the present invention. As shown in FIG. 6, the
system under verification 400 consists of a number of master
devices 405, 410, 415 coupled to a number of slave devices
425, 430, 435 via an interconnect 420. The master device 405
is formed as an RTL model of a CPU.

[0077] A monitor tool 440 is used to observe the traffic flow
occurring at the interface between the RTL. model 405 and the
interconnect 420, and based thereon to produce a first profile
450. To enable the monitor tool 440 to produce the profile, a
profile template or an initial profile is provided as an input to
the monitor tool. In particular, a profile template can used
defining the plurality of traffic attributes of interest, and defin-
ing the dependencies between those attributes, and the moni-
tor tool then produces the profile by populating the profile
template based on the observed traffic flow. Hence, the profile
template may in one embodiment specify ahierarchical struc-
ture of histograms, with those histograms initially being
empty, and with the monitor tool then populating those his-
tograms based on the observed traffic flow.

[0078] As an alternative to using a profile template, the
control input to the monitor tool 440 may take the form of an
initial profile. As with a profile template, this defines the
plurality of traffic attributes of interest and the dependencies
between them, but is at least partially populated with statis-
tical information. In particular, it may have been partially
populated with some information entered manually, or with
some information produced by monitoring a different SUV,
etc. In this instance, the monitor tool then produces the profile
by supplementing the statistical information in the initial
profile based on the observed traffic flow.

[0079] FIG. 7 is a flow diagram outlining the steps per-
formed when using the mechanism described in FIG. 6.
Firstly, at step 500 the traffic attributes of interest are defined.
These may be transaction protocol attributes, timing
attributes, or a mixture of the two. Thereafter, at step 510 the
interdependence between the attributes is specified, this typi-
cally being dependent on the type of device to be monitored in
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the SUV. For example, for certain types of devices, it may be
considered appropriate to choose burst length as a primary
attribute, whereas for other types of device it may be appro-
priate to choose some other attributes. Further, the interde-
pendencies chosen may depend not only on the type of device
but also on how the profile is later to be used, for example
what type of testing is to be performed using a transactor and
the generated profile.

[0080] At step 520, a profile template is constructed in
order to provide the hierarchical structure capturing both the
traffic attributes of interest and the interdependencies.
Accordingly, considering the earlier examples, the profile
template may at this stage comprise the hierarchical structure
othistograms, but with the histograms currently unpopulated.
Steps 500 to 520 may be performed entirely manually by a
user, or alternatively one or more of these steps could be
automated.

[0081] At step 530, the monitor tool 440 then monitors the
traffic in the SUV 400, resulting in the population of the
profile template at step 540 in order to produce the profile
450.

[0082] Whistoneintended use of suchprofilesis as aninput
to a transactor (as for example described earlier with refer-
enceto FIGS. 1 and 2), such profiles can also be used for other
purposes. For example, as will now be discussed with refer-
ence to FIGS. 8 and 9, such profiles can be used to compare
the performance or behaviour of multiple views of a particu-
lar design that are subtly different. In particular, the more
accurate statistical representation achieved by capturing
dependencies between traffic attributes enables a more accu-
rate comparison to be made between such multiple views of a
design.

[0083] Hence, as shown in FIG. 8, the monitor tool 440 can
be arranged to be connected to an equivalent interface in an
alternative system under verification 600, and using the same
profile template or initial profile can then produce a second
profile 650 based on the observed traffic flow. As with the
SUV 400 shown in FIG. 6, the SUV 600 in FIG. 8 has three
master devices 605, 610, 615 coupled with three slave devices
625, 630, 635 via the interconnect 620. However, in contrast
to the SUV 400 in FIG. 6, the CPU model 605 used in FIG. 8
is a cycle approximate (CX) model rather than the RTL. model
405 used in FIG. 6.

[0084] Once the second profile 650 has been generated,
then as schematically shown in FIG. 9 the two profiles 450,
650 can be compared using comparison logic 660 in order to
produce an output indicative of how accurately the cycle
approximate model of the CPU follows the behaviour of the
RTL model of the CPU. There are a number of ways in which
the comparison logic can be implemented, but in one embodi-
ment the comparison logic will take the form of a software
routine running on a computer, and receiving the two profiles
450, 650 as its inputs.

[0085] FIGS.10A and 10B illustrate the benefits that can be
achieved when comparing profiles generated in accordance
with embodiments of the present invention, when compared
with an alternative approach seeking to compare flat statisti-
cal representations.

[0086] In particular, as shown in FIG. 10A, two flat statis-
tical representations of traffic flow 700, 710 are schematically
illustrated, it being assumed that the flat statistical represen-
tation 700 is obtained from monitoring the interface between
the RTL model 405 and the interconnect 420 in the SUV 400
of FIG. 6, whilst the flat statistical representation 710 is
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obtained from monitoring the equivalent interface between
the cycle approximate model 605 and the interconnect 620 in
the SUV 600 of FIG. 8. When the comparison 720 is per-
formed, it will be seen that due to the similarities between the
two flat statistical representations, it will be indicated that the
cycle approximate model closely estimates the behaviour of
the RTL model.

[0087] However, FIG. 10B illustrates the same situation,
but where the two profiles 450, 650 obtained using the mecha-
nism described with reference to FIGS. 6 and 8 are used. In
this example it is assumed that burst length is chosen as the
primary histogram, and burst type is dependent on burst
length. In this case, when the comparison 730 is performed, it
is detected that although the burst length activity is similar,
accesses of a burst length of 3 actually have different burst
type properties when comparing the cycle approximate
model with the RTT, model, thereby identifying a difference
in the behaviour of the cycle approximate model when com-
pared to the RTL model that would otherwise have gone
unnoticed had flat statistical representations been used.
[0088] Another application for the profiles generated using
techniques in accordance with embodiments of the present
invention is in the area of error detection. Complex systems
have complex behaviour. It is very difficult to enumerate all
the possible failure modes, let alone detect them. Traditional
error detection schemes build a set of error patterns to com-
pare against the system. Very often this is done by hand using
adetailed knowledge of the system. A detailed set of tests and
responses is compiled and this then forms a fault dictionary
that can be used to diagnose specific, pre-identified failures.
The problem with fault patterns is that they are very specific
to a particular system state that has to be reached by a special
test sequence. It is therefore unsuitable for use in a normally
running system.

[0089] In one embodiment of the present invention, this
problem can be addressed by defining an error as any given
behaviour that causes the traffic profiles in a system to diverge
from those observed when the system is running correctly.
The statistical nature of the earlier discussed profiles allows
the inherent variability of content and timing for any particu-
lar communication to be captured, and in this way any com-
parison will always use the appropriate tolerance.

[0090] FIG. 11 schematically illustrates the proposed
mechanism for detecting errors. Firstly, the correct system
800 is monitored in order to produce one or more profiles 820,
each of those profiles employing the hierarchical structure
discussed earlier, and accordingly capturing dependencies
between one or more traffic attributes. These set of profiles
820 form a set of expected profiles which are to be expected
from the system when operating correctly.

[0091] Incorrect behaviour of a system 810 can then be
detected by producing the same set of profiles by monitoring
the same interfaces as those monitored when producing the
expected profiles 820, and then performing a comparison
operation 840 between the actual profiles 830 produced from
the system 810 and the expected profiles 820. Due to the
hierarchical structure of the profiles, discrepancies between
the profiles can readily be identified, allowing quick detection
of failure.

[0092] Throughuse of such an approach, a functional simu-
lation may be compared against its expected traffic profiles. If
the actual profiles produced match the expected profiles, then
the actual behaviour is considered to match the expected
behaviour and the system is considered to be operating cor-
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rectly. If, however, there is a miss match then the functional
simulation is considered to be behaving incorrectly and an
error can be flagged. The same technique can be used in the
physical realisation of a design to detect undesirable system
behaviour, from whatever cause, whether it be software bugs
or hardware failure.

[0093] Where a system is used for a number of different
applications, the sensitivity of the above described approach
can be improved by using several sets of traffic profiles, each
corresponding to activity during a different application.

[0094] To enable use of the above approach, it is necessary
to obtain the set of expected profiles 820 from a running
system 800, and in one embodiment this may be achieved
using an RTL emulation of the system.

[0095] FIG. 12 schematically illustrates a general propose
computer 900 of the type that may be used to implement the
above described techniques of embodiments of the present
invention. The general purpose computer 900 includes a cen-
tral processing unit 902, a random access memory 904, a read
only memory 906, a network interface card 908, a hard disc
drive 910, a display driver 912 and monitor 914, and a user
input/output circuit 916 with a keyboard 918 and mouse 920
all connected via a common bus 922. In operation, the central
processing unit 902 will execute computer program instruc-
tions that may be stored in one or more of the random access
memory 904, the read only memory 906 and the hard disc
drive 910, or dynamically downloaded via the network inter-
face card 908. The results of the processing performed may be
displayed to a user via the display driver 912 and the monitor
914. User inputs for controlling the operation of the general
purpose computer 900 may be received via the user input/
output circuit 916 from the keyboard 918 or the mouse 920. It
will be appreciated that the computer program could be writ-
ten in a variety of computer languages. The computer pro-
gram may be stored and distributed on a recording medium or
dynamically downloaded to the general purpose computer
900. When operating under control of an appropriate com-
puter program, the general purpose computer 900 can per-
form the above described techniques and can be considered to
form an apparatus for performing the above described tech-
niques. The architecture of the general purpose computer 900
can vary considerably and FIG. 12 is only one example.

[0096] In accordance with embodiments of the present
invention, a profile is provided that employs a hierarchical
structure to identify at least one dependency between traffic
attributes within a statistical representation of desired traffic
flow. Such profiles can be used to drive a transactor in order to
cause that transactor to produce more realistic traffic flow
within a system under verification. Further, such profiles can
be used to more readily identify discrepancies between the
operation of two different SUVs. Furthermore, such profiles
can also be used to enable error detection within a SUV by
detecting situations where the traffic flow observed is unex-
pected having regards to one of the profiles.

[0097] Although illustrative embodiments of the invention
have been described in detail herein with reference to the
accompanying drawings, it is to be understood that the inven-
tion is not limited to those precise embodiments, and that
various changes and modifications can be effected therein by
one skilled in the art without departing from the scope and
spirit of the invention as defined by the appended claims.
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We claim:

1. An apparatus for performing verification tests for a
design ofa data processing system, the apparatus comprising:

a system under verification representing at least part of the
design of the data processing system;

a transactor for connecting to an interface of the system
under verification, and for generating signals for input to
the system under verification via said interface during
performance of said verification tests;

profile storage for storing a profile providing a statistical
representation of desired traffic flow at said interface, the
statistical representation providing statistical informa-
tion for a plurality of traffic attributes and identifying at
least one dependency between traffic attributes in said
plurality; and

the transactor referencing said profile in order to determine
the signals to be generated, such that the signals gener-
ated take account of said at least one dependency iden-
tified in the profile.

2. An apparatus as claimed in claim 1, wherein said profile
employs a hierarchical structure to identify said at least one
dependency within said statistical representation of desired
traffic flow.

3. An apparatus as claimed in claim 2, wherein said hier-
archical structure is a hierarchical structure of histograms,
each histogram providing statistical information for one of
said traffic attributes.

4. An apparatus as claimed in claim 1, wherein the desired
traffic flow is representative of a traffic flow that would be
expected to be observed at said interface if the transactor were
replaced with a functional model or an actual component of
the data processing system.

5. An apparatus as claimed in claim 4, wherein said statis-
tical representation of desired traffic flow is obtained by
monitoring traffic flow occurring when said functional model
or said actual component is used.

6. An apparatus as claimed in claim 1, wherein said traffic
flow is produced in accordance with a transaction protocol
and said plurality of traffic attributes comprise at least one
transaction protocol attribute.

7. An apparatus as claimed in claim 1, wherein said traffic
flow is produced in accordance with a transaction protocol
and said plurality of traffic attributes comprise at least one
timing attribute identitying timing between particular traffic
signals produced in accordance with said transaction proto-
col.

8. An apparatus for generating a profile providing a statis-
tical representation of traffic flow within a data processing
system, the apparatus comprising:

a system under verification representing at least part of the

design of the data processing system;

amonitor for connecting to an interface of the system under
verification, and for observing the traffic flow at that
interface;

the monitor being responsive to a control input specifying
a plurality of traffic attributes and at least one depen-
dency between traffic attributes in said plurality, to pro-
duce said profile based on the observed traffic flow, the
statistical representation of said profile providing statis-
tical information for said plurality of traffic attributes
and identifying said at least one dependency between
traffic attributes in said plurality.

9. An apparatus as claimed in claim 8, wherein said control

input takes the form of a profile template setting out the
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plurality of traffic attributes and said at least one dependency,
and the monitor produces said profile by populating the pro-
file template based on the observed traffic flow.

10. An apparatus as claimed in claim 8, wherein said con-
trol input takes the form of an initial profile setting out the
plurality of traffic attributes and said at least one dependency,
and at least partially populated with statistical information,
and the monitor produces said profile by supplementing the
statistical information in the initial profile based on the
observed traffic flow.

11. An apparatus as claimed in claim 8, further comprising:

comparison logic for comparing the profile produced by

the monitor with an additional profile generated for an
alternative representation of the data processing system,
the additional profile also providing statistical informa-
tion for said plurality of traffic attributes and identifying
said at least one dependency between traffic attributes in
said plurality.

12. An apparatus as claimed in claim 8, further comprising:

an alternative system under verification representing at

least part of the design of the data processing system, the
alternative system under verification being a different
implementation of the data processing system to the
system under verification;

the monitor connecting to an equivalent interface within

said alternative system under verification, and observing
the traffic flow at that equivalent interface in order to
produce an additional profile; and

comparison logic for comparing the profile and said addi-

tional profile in order to determine differences between
operation of the system under verification and the alter-
native system under verification.

13. Anapparatus as claimed in claim 8, further comprising:

error detection circuitry for coupling to an interface in an

additional system under verification representing at least
part of the design of the data processing system in order
to observe the traffic flow at that interface;

the error detection circuitry having access to the profile

produced by the monitor and generating an error signal
when the traffic flow observed is unexpected having
regard to the profile.

14. An apparatus as claimed in claim 8, wherein said profile
employs a hierarchical structure to identify said at least one
dependency within said statistical representation of traffic
flow.

15. An apparatus as claimed in claim 14, wherein said
hierarchical structure is a hierarchical structure of histo-
grams, each histogram providing statistical information for
one of said traffic attributes.

16. An apparatus as claimed in claim 8, wherein said traffic
flow is produced in accordance with a transaction protocol
and said plurality of traffic attributes comprise at least one
transaction protocol attribute.
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17. An apparatus as claimed in claim 8, wherein said traffic
flow is produced in accordance with a transaction protocol
and said plurality of traffic attributes comprise at least one
timing attribute identitying timing between particular traffic
signals produced in accordance with said transaction proto-
col.

18. A method of performing verification tests for a design
of'a data processing system, the method comprising the steps
of:

providing a system under verification representing at least

part of the design of the data processing system;
connecting a transactor to an interface of the system under
verification;

during performance of said verification tests, inputting to

the system under verification, via said interface, signals
generated by the transactor;

storing within profile storage a profile providing a statisti-

cal representation of desired traffic flow at said interface,
the statistical representation providing statistical infor-
mation for a plurality of traffic attributes and identifying
at least one dependency between traffic attributes in said
plurality; and

causing the transactor to reference said profile in order to

determine the signals to be generated for input to the
system under verification, such that the signals gener-
ated take account of said at least one dependency iden-
tified in the profile.

19. A computer program product comprising a computer
program which when executed on a computer causes the
computer to perform the method of claim 18.

20. A method of generating a profile providing a statistical
representation of traffic flow within a data processing system,
the method comprising the steps of:

providing a system under verification representing at least

part of the design of the data processing system;
connecting a monitor to an interface of the system under
verification;

observing, via the monitor, the traffic flow at that interface;

and

responsive to a control input specifying a plurality of traffic

attributes and at least one dependency between traffic
attributes in said plurality, causing the monitor to pro-
duce said profile based on the observed traffic flow, the
statistical representation of said profile providing statis-
tical information for said plurality of traffic attributes
and identifying said at least one dependency between
traffic attributes in said plurality.

21. A computer program product comprising a computer
program which when executed on a computer causes the
computer to perform the method of claim 20.

sk sk sk sk sk
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