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(57) ABSTRACT 

In a system for preventing automobile theft, select automotive 
components are embedded With digital information and 
devices, including a unique public key, a unique private key, 
a decryption/encryption module, and a netWork address. 
Upon assembly of a vehicle, the components form address 
able nodes of that vehicle. Relevant digital information of all 
components is recorded in a proprietary, highly secure data 
base at the time of manufacture, and updated for vehicular 
repairs. Only registered agents may access the data base or 
submit updates to the federal netWork. During refueling or 
re-charging of a vehicle, a digital handshake compares public 
keys of the vehicular components to the proprietary data base, 
and con?rms the integrity of at least some components by a 
public-key/private-key challenge and response. If compo 
nents have been reported stolen, or other irregularities are 
detected in the vehicle’s netWork of components during the 
hand shake process, the vehicle is disabled, and a message is 
automatically transmitted to one or more laW enforcement 
agencies, identifying the vehicle and its location. 
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A FIRST VEHICLE COMPONENT IS MANUFACTURED, INCLUDING J 
A PUBLIC KEY,A PRIVATE KEY, AN ENCRYPTION MODULE, 

AND A QUEUE STACK. 

A SECOND VEHICLE COMPONENT IS MANUFACTURED, INCLUDING J 
A PUBLIC KEY,A PRIVATE KEY, AND AN 

ENCRYPTION MODULE. 

THE FIRST VEHICLE IS ASSEMBLED, INCLUDING ADDING ALL 705 
DIGITALLY MARKED COMPONENTS TO THE VEHICLES NETWORK J 
BUS, INCLUDING THE FIRST AND SECOND COMPONENT. EACH 

COMPONENT IS ASSIGNED A NETWORK ADDRESS. 

I 

THE PUBLIC KEY OF EVERY COMPONENT IN THE VEHICLE'S J 
NETWORK IS RECORDED IN A NON-ERASABLE FORMAT 

IN THE QUEUE STACK OF THE CHASSIS. 

THE VEHICLE OPERATES FOR SOME TIME, INCLUDING 709 
REPOWERING AT A POWER PROVIDER (RE-POWERING J 
STATION /FUELING STATION) ACCORDING TO THE STEPS 

DESCRIBED HEREIN. 

A PORTABLE DEVICE SUCH AS A GPS IS MANUFACTURED, J 
INCLUDING A PUBLIC KEY, PRIVATE KEY, AND ENCRYPTION / 
DECRYPTION ALGORITHM, IS INSTALLED IN THE VEHICLE. 

THE PORTABLE DEVICE IS ASSIGNED A NETWORK ID, AND J 
THE PUBLIC KEY OF THE PORTABLE DEVICE IS NON-ERASABLY 

RECORDED IN THE QUEUE STACK OF THE CHASSIS. 

FIG. 7A 
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THE VEHICLE PULLS INTO A REPOWERING 
STATION TO RE-CHARGE OR RE-FUEL. 

717“ 
THE INPUT NODE OF THE VEHICLE IS COUPLED TO THE OUTPUT 

NODE OF THE POWER PROVIDER. 

THE VEHICLE ENGAGES IN A DIGITAL HANDSHAKE WITH THE POWER 
PROVIDER. THE INITIAL HANDSHAKE SEQUENCE DISABLES THE VEHICLE 
SO IT CANNOT DRIVE OFF WITH A CHARGING CABLE OR HYDROGEN 

HOSE ATTACHED. 

721“ 
DURING THE DIGITAL HANDSHAKE, 
THE PUBLIC KEYS IN THE QUEUE STACK TO THE SMART GRID. 

THE VEHICLE TRANSMITS ALL OF 

THE SMART GRID SELECTS THE FIRST PUBLIC KEY (E.G. THE VIN) 
FOR EXAMINATION SEARCHES FOR THE LOOK UP TABLE FOR A 

MATCH OF THE SELECTED PUBLIC KEY. 

727 

K 

725 IS A 
MATCHING 
PUBLIC KEY 
FOUND 

7 
729 

K 
IF A MATCH IS FOUND, THEN, 
THE SMART GRID EXAMINES 
THE THEFT STATUS FLAG 

ASSOCIATED WITH THE VIN 
AND OPTIONALLY, WRITES IT 
INTO THE WORKING TABLE. 

SYSTEM 

THE SMART GRID ASSERTS A 
”NON—REGISTERED VEHICLE" FLAG 
AND GENERATES A MESSAGE TO 

ADMINISTRATORS AND 
LAW ENFORCEMENT 

731 |S 
TH E TH EFT 
STATUS FLAG 

ASSE7RTED 733 
' 1 

(GO TO STEP 735) 

FIG. 7B 

SUMMON LAW ENFORCEMENT, 
DISABLE VEHICLE OR LEAVE IN 

DISABLED STATE. 

(GO TO STEP 735) 
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THE SMART GRID IDENTIFIES, WITHIN THE LOOK—UP TABLE, THE 
ENCRYPTION ALGORITHM AND THE PRIVATE KEY 

CORRESPONDING TO THE COMPONENT (I.E. THE PUBLIC KEY) 
UNDER EXAMINATION. 

THE SMART GRID GENERATES A CHALLENGE VALUE. 

THE SMART GRID ENCRYPTS THE CHALLENGE VALUE ACCORDING 
TO THE ENCRYPTION ALGORITHM AND PRIVATE KEY OF THE 
COMPONENT BEING EVALUATED, GENERATING AN ENCRYPTED 

CHALLENGE VALUE. 

743 

) 

IN ALTERNATE 
ALGORITHMS 745 

) 
THE SMART GRID TRANSMITS A 
DIGITAL PACKET TO THE VEHICLE 
WHICH INCLUDES THE CHALLENGE 
VALUE CORRESPONDING TO THE 
VEHICULAR COMPONENT UNDER 

EXAMINATION. 

THE SMART GRID TRANSMITS A 
DIGITAL PACKET TO THE VEHICLE 

WHICH INCLUDES THE ENCRYPTED 
CHALLENGE VALUE CORRESPONDING 
TO THE VEHICULAR COMPONENT 

UNDER EXAMINATION. 

747“ 
THE VEHICULAR COMPONENT 
ENCRYPTS THE CHALLENGE 

VALUE UTILIZING ITS ENCRYPTION 
ALGORITHM AND PRIVATE KEY, 
GENERATING AN ENCRYPTED 

RESPONSE VALUE. 

THE VEHICULAR COMPONENT 
DECRYPTS THE ENCRYPTED 
CHALLENGE VALUE UTILIZING 

ITS DECRYPTION ALGORITHM AND 
PRIVATE KEY, GENERATING A 
DECRYPTED RESPONSE VALUE. 

THE VEHICLE TRANSMITS THE 
ENCRYPTED RESPONSE VALUE 

TO THE SMART GRID. 

THE VEHICLE TRANSMITS THE 
DECRYPTED RESPONSE VALUE 

TO THE SMART GRID. 

755 —\ 
THE SMART GRID COMPARES THE 
ENCRYPTED RESPONSE VALUE TO 
THE ENCRYPTED CHALLENGE VALUE. 

THE SMART GRID COMPARES THE 
DECRYPTED RESPONSE VALUE TO 

THE CHALLENGE VALUE. 

GO TO STEP 759 

US 2011/0200193 A1 

FIG. 7C 
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(CONTINUED FROM STEP 755 OR 757) 

DO THE VALUES 

ASSERT AN "INVALID 
ENCRYPTION 

CHALLENGE" FLAG. 

KEYS THAT HAVE BEEN 
RECEIVED AND NOT 

ASSESS PROBABILITY 763 
OF THEFT. / 

BEGIN RE-POWERING 
PROCESS. WHEN 
RE-POWERING IS 
COMPLETED AND 

NOZZLE IS RETURNED 

IF THEFT APPEARS LIKELY, 
THE SMART GRID ASSERT A /-765 
"HARD RESPONSE" (GENERATE 

A NOTICE T0 LAW 
ENFORCEMENT, AND DISABLE (RTEQEIIIIIITL'EIICIELIIIIEIEE 
VEHICLE OR MAINTAIN IN ' 

DISABLED STATE. \ 
769 

SELECT THE NEXT PUBLIC KEY 
RECEIVED IN THE TRANSMISSION 

FROM THE VEHICLE. 

773 SEARCH THE CURRENT "ROW" 
\ OF THE LOOK-UP TABLE FOR A 

MATCHING PUBLIC KEY. 

775 

NO 
IS THE 

MATCHING PUBLIC 
KEY FOUND IN THE 

VEHICLE?S "ROW” 

(GO TO STEP 777) (RETURN TO STEP 735) 
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(CONTINUED FROM STEP 775) 

I 
SEARCH OTHER ROWS 
OF THE LOOK-UP TABLE \777 
FOR THE PUBLIC KEY 
UNDER EXAMINATION 

IS THE 
MATCHING KEY 

FOUND IN ANOTHER 
781 VEH ICLE'S "ROW" 

? 

WRITE PUBLIC KEY, 
PRIVATE KEY, ENCRYPTION 
ALGORITHM AND DATE 

STAMP IN "ROW" 
OF NEW VEHICLE 

783 

POSTED WITH THE 
COMPONENT FOUND IN YES 

ASSERT A HARD 
RESPONSE. (NOTIFY 
LAW ENFORCEMENT 
AUTHORITIES, DISABLE 

VEHICLE. ETC.) 

785 

(RETURN TO STEP 767) 

WRITE PUBLIC KEY, 
PRIVATE KEY, ENCRYPTION 
ALGORITHM AND DATE 

STAMP IN "ROW" 
OF NEW VEHICLE 

(RETURN TO STEP 767) 

FIG. 7E 
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1001 
INDIVIDUALS ARE SCREENED AND EXAMINED FOR J 

PARTICIPATION IN THE PROGRAM. 

1003 PERSONS PASSING THE SCREENING AND EXAMINATION J 
PROCEDURES ARE GRANTED A FEDERAL LICENSE OR 

REGISTRATION 

1005 
LICENSED AGENTS ARE ISSUED A PASSWORD AND /OR J 

A SECURITY "FOB”. 

1007 
A CENTRAL DATABASE UPDATES "LOCAL" OR "MIRROR" J 

DATABASES SERVING LOCAL POWER PROVIDERS. 

A LICENSED MECHAN|C INSTALLS A NEW COMPONENT IN A 1009 
VEHICLE, AND INTEGRATES THE NEW COMPONENT INTO THE 

VEHICULAR NETWORK. 

THE LICENSED MECHANIC COUPLES A DIGITAL PORT OF THE 1011 
VEHICLE TO A DIGITAL PORT OF THE SMART GRID, UPDATES J 
THE DATABASE OF THE SMART GRID, IDENTIFYING THE 

COMPONENT, AND THE VEHICULAR NETWORK INTO WHICH IT 
HAS BEEN INSTALLED. 

A RESPONSIBLE PARTY, SUCH AS THE MECHANIC, DELIVERS A J 
USED COMPONENT TO A PROPER RECYCLING CENTER. 

A LICENSED AGENT AT THE RECYCLING CENTER COUPLES THE 
USED COMPONENT TO A DIGITAL PORT THAT ACCESSES THE J 

SMART GRID, WHICH CONFIRMS THAT THE RECYCLED 
COMPONENT HAS BEEN PROPERLY HANDLED AND PROPERLY 

LOGGED IN THE DATABASE. 

FIG. 10 
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A FLEET OF MILITARY VEHICLES IS MANUFACTURED OR 
RETROFITTED WITH DIGITALLY IDENTIFIED COMPONENTS J 
ARRANGED IN A DIGITAL NETWORK WITHIN THE VEHICLE. 
A DATABASE IS DEVELOPED TO TRACK THESE COMPONENTS 

AND VEHICLES. 

1103 
CERTAIN VEHICLES FROM AMONG A FLEET ARE DISABLED DUE J 
TO USAGE, WEAR AND TEAR, OR BATTLEFIELD ENGAGEMENT. 

A MILITARY DATABASE IS UPDATED. THE DATABASE IDENTIFIES 505 
ALL MILITARY VEHICLES, AND IDENTIFIES THE FUNCTIONALITY 

OR STATUS OF ITS INDIVIDUAL COMPONENTS. 

MAINTENANCE PERSONNEL REPAIRING A MILITARY VEHICLE J 
IDENTIFY A COMPONENT THAT NEEDS TO BE REPLACED TO 

RESTORE THE VEHICLE TO BATTLEFIELD READINESS. 

THE MAINTENANCE PERSONNEL ACCESS THE DATABASE J 
SEARCHING FOR DISABLED VEHICLES WHICH HAVE A 

FUNCTIONAL VERSION OF THAT COMPONENT. 

A FUNCTIONAL COMPONENT IS FIELD STRIPPED FROM ONE 1111 
VEHICLE, AND INSTALLED INTO ANOTHER VEHICLE, THEREBY J 
MAINTAINING GREATER COMBAT READINESS AMONG THE 

FLEET OF MILITARY VEHICLES. 

THE MILITARY DATABASE IS UPDATED TO SHOW THE J 
ALLOCATION OF OPERATIONAL AND NON-OPERATIONAL 

COMPONENTS AMONG FLEET VEHICLES. 

FIG. 11 
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THE FOLLOWING UPDATES ARE AVAILABLE FOR YOUR 2013 AMERICAN 
LIGHTENING MOTOR COMPANY SPORT UTILITY VEHICLE. SOME ARE 
REQUIRED AND SOME ARE OPTIONAL. PLEASE REVIEW AND SELECT 
FROM AMONG THE OPTIONAL UPDATES. SOFTWARE UPDATES WILL 
BE DOWNLOADED AUTOMATICALLY TO YOUR VEHICLE THE NEXT 
TIME YOU HOOK-UP TO THE GRID. YOU WILL BE NOTIFIED WHEN 
THE UPDATES ARE COMPLETE. HARDWARE UPDATES MUST BE 
PERFORMED BY A LICENSED MECHANIC. 

HARDWARE UPDATES 

(REQUIRED) THE BEARING-RACE ON THE ELECTRIC MOTOR HAS BEEN 
RECALLED. THIS IS A SAFETY UPDATE, AND IS THEREFORE 
REQUIRED BY THE MANUFACTURER. THIS UPDATE WILL 
BE PERFORMED AT NO COST TO YOU.YOU MUST VISIT AN 
AUTHORIZED MECHANIC FOR THIS HARDWARE RECALL 
AND UPDATE. IF YOU HAVE NOT SATISFIED THIS RECALL 
NOTICE BY MAY 14, YOUR VEHICLE WILL AUTOMATICALLY 
DISABLE ITSELF AT MIDNIGHT FOR SAFETY REASONS. IF 
YOU'RE UNABLE TO GET TO A LICENSED MECHANIC BY 
THIS DATE, PLEASE CONTACT US AT 1—800—555—1212 OR 
E-MAIL AT RECALLSQQAMERICANLIGHTENINGMOTORCOM 
AND WE WILL ASSIST YOU IN MAKING ARRANGEMENTS 
FOR THIS UPDATE. PLEASE IDENTIFY THIS AS UPDATE 
NO. 2014—10—O7.BR 

(RECOMMENDED) A RECALL HAS BEEN ISSUED IN THE DIODE BRIDGE 
OF THE ALTERNATOR. THIS UPDATE IS NOT REQUIRED 
FOR SAFETY PURPOSES, BUT IS RECOMMENDED. THIS 
UPDATE WILL BE PERFORMED AT NO COST TO YOU. 
YOU MUST VISIT AN AUTHORIZED MECHANIC TO HAVE 
THIS COMPONENT INSTALLED. IF YOU REQUIRE 
ASSISTANCE IN LOCATING A LICENSED MECHANIC, OR 
HAVE ANY QUESTIONS, PLEASE CONTACT US AT 
1-800-555-1212 OR E-MAIL US AT 
RECALLS@AMERICANLIGHTENINGMOTOR.COM AND 
WE WILL ASSIST YOU IN MAKING ARRANGEMENTS FOR 
THIS UPDATE. PLEASE IDENTIFY THIS AS 
UPDATE NO. 2014—11—O1.DB 

FIG. 12A 
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AN UPGRADE TO THE BATTERY PACK IS AVAILABLE. 
THE NEW BATTERY PACK WILL BE THE SAME SIZE AS 
YOUR CURRENT BATTERY PACK, AND WILL WEIGH 
1.5 LBS. MORE THAN YOUR CURRENT BATTERY 
PACK. IT WILL INCREASE YOUR CRUISING RANGE FROM 
240 MILES TO 370 MILES ON A FULL CHARGE. THE 
COST OF THE REPLACEMENT IS $1,345 INCLUDING LABOR. 
ACCORDING TO ELECTRICAL COSTS IN YOUR AREA AND 
YOUR OWN DRIVING HISTORY, THIS UPGRADE WILL PAY 
FOR ITSELF IN ROUGHLY 22,500 MILES, WHICH IS 
ESTIMATED TO TAKE 19 MONTHS AT YOUR CURRENT 
DRIVING HABITS. PLEASE IDENTIFY THIS AS UPDATE NO 
2014—11—O1.BT 

SOFTWARE UPDATES (PLEASE CHECK OFF THE OPTIONAL UPDATES 
YOU WOULD LIKE TO PERFORM,AND HIT "SUBMIT" AT THE 
BOTTOM OF THE PAGE) 

El (REQUIRED) 

III (OPTIONAL) 

El (OPTIONAL) 

REGENERATIVE BRAKING MODULE UPDATE. 
(ENHANCES THE SAFETY AND EFFICIENCY OF THE 
REGENERATIVE BRAKING SYSTEM. THIS WILL 
AUTOMATICALLY BE PERFORMED THE NEXT TIME YOU 
REPOWER YOUR VEHICLE OR PLUG INTO THE GRID.) 

MOTOR CONTROLLER MODULE UPDATE. 
(RECOMMENDED. ENHANCES FUEL EFFICIENCY AT 
NO LOSS OF POWER OF PERFORMANCE.) 

HIGH PERFORMANCE LOCK OUT. (ENHANCES 
SECURITY LOCK-OUT THAT PREVENTING TEENAGERS 
FROM SWITCHING THE VEHICLE TO THE HIGH 
PERFORMANCE MODE. RECOMMENDED FOR PARENTS 
WITH TEEN AGE DRIVERS IN THE FAMILY.) 

SUBMIT 

FIG. 12B 
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