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1
METHOD AND SYSTEM FOR LOAD
BALANCING OF COMPUTING RESOURCES

RELATED APPLICATIONS

This application is a divisional of application Ser. No.
11/242,678, filed Oct. 3, 2005, now U.S. Pat. No. 7,934,216.

FIELD OF THE INVENTION

This invention relates to a method and system for balancing
the load of tasks execution among system resources and in
particular to a method and system for securing the configu-
ration and data of a temporarily inactive computing system
resource and then using that computing resource in a load
balancing process to perform computing functions.

BACKGROUND OF THE INVENTION

The use of computing systems and computing network is a
critical part of today’s society. These systems, which com-
prise multiple computing related resources such as proces-
sors, storage facilities and countless interfaces that enable
individuals to interact with these resources provide an essen-
tial tool for processing information and the transmission and
receipt of information. A typical computing system has a
distributed processing configuration. In this configuration,
several processors positioned at various locations are con-
nected to form the network. During operations, these proces-
sors perform the computing tasks of the system. Some tasks
may require a combination of these processors to work in
combination to accomplish the task.

As the reliance on computing systems continues to grow, in
some instances, the amount of tasks placed on the computing
system will require the system to operate at its maximum
capacity. In addition, computer use patterns can cause a strain
in computing resources at various times of day. Further, in
some use patterns certain processors (servers) may have peri-
ods of heavy processor requests, while at that same time other
processors may have only a minimal number of task requests.
One response to this situation is to shift the processing of
some requests to the processor server heavy traffic to the
processor serving minimal traffic. This shift is known as ‘load
balancing’.

Loading balancing of a multi-site network during peak
times requires an autonomic process of obtaining a snapshot
of'a current machine, installing a new image to the target with
the necessary applications to serve requests needed to allevi-
ate the load, and recasting the image back to the target once
the load has been alleviated or an overriding policy is reached.
Security permissions for casting an image, rebooting
machines and storing images must also be addressed.

Load balancers are known solutions along with autonomic
provisioning of systems given certain pools of available
machines. Autonomic provisioning of systems within the net-
work under no load situations (such as nights and weekends)
meets SLA criteria with minimal traces of intrusion (except
for a reboot). However, current solutions rely upon pooling
rather than dynamic sensing of systems—and have no aware-
ness of security policies in effect within the enterprise (or
shared resource data center) other than through inference in
the pooling of systems. With a premium on the use of com-
puting resources within an organization, in most instances
certain computing resources are inactive for a large portion of
a 24-hour day. Many persons have personal computers that
they use while working. After hours, these computes usually
sit idle. This computing capability goes unused. The load
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balancing processes normally do not include devices as
machines that are available to perform computing tasks. Dur-
ing normal hours of use, this approach is understandable.
However, during normal periods of inactivity, these resources
have the capability of performing computing tasks as part of
load balancing system.

As mentioned, concept of load balancing of computing
resources is not novel. U.S. Pat. No. 6,658,473 describes a
method and apparatus for distributing load in a multiple
server computer environment. In one embodiment, a group
manager process on each server periodically determines the
server’s capacity and load (i.e., utilization) with respect to
multiple resources. The capacity and load information is
broadcast to the other servers in the group, so that each server
has a global view of every server’s capacity and current load.
When a given terminal authenticates to a server to start or
resume one or more sessions, the group manager process of
that server first determines whether one of the servers in the
group already is hosting a session for that user. If that is the
case, one embodiment of the present invention redirects the
desktop unit to that server and the load-balancing strategy is
not employed. Otherwise, for each resource and server, the
proper load balancing strategies are performed to identify
which server is best able to handle that particular session. In
U.S. Patent application 2004/0267920, describes an exem-
plary media implementation, in which one or more processor-
accessible media include processor-executable instructions
enables a system to facilitate actions including: operating
network load balancing infrastructure in a first configuration;
scaling out the network load balancing infrastructure; and
operating the scaled-out network load balancing infrastruc-
ture in a second configuration. In another exemplary media
implementation, one or more processor-accessible media
include processor-executable instructions that, when
executed, enable a system to be configured such that different
percentages of system resources may be allocated to different
network-load-balancing functions. In yet another exemplary
media implementation, one or more processor-accessible
media include processor-executable instructions for network
load balancing that, when executed, enable a system to gradu-
ally increase a percentage of total computing resources that is
devoted to the network load balancing. Other implementa-
tions are described herein

Although there are load-balancing processes, there
remains a need for a load balancing system that can incorpo-
rate machines that are temporarily inactive into the load bal-
ancing system. There further remains a need for a load bal-
ancing system that captures the configuration of this
temporarily inactive machine and secures this configuration
during the use of the machine in the load balancing activities
and then restores this configuration at the completion of the
activities such that none of the information of the primary is
disturbed or compromised by the use of the machine in the
load balancing activities.

SUMMARY OF THE INVENTION

It is an objective of the present invention to provide a load
balancing method and system that incorporates temporarily
inactive processing resources as part of the load balancing
computing resources.

It is a second objective of the present invention to provide
a method for capturing the existing configuration of a tempo-
rarily inactive processing resource prior to incorporation of
that resource in the load balancing system.

It is a third objective of the present invention to provide a
method for securing the existing configuration of a tempo-
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rarily inactive processing resource prior to incorporation of
that resource in the load balancing system.

It is a fourth objective of the present invention to prioritize
the temporarily inactive processing resources such that the
resources are used as part of the load balancing process in an
order from the lowest priority to the highest priority.

It is a fifth objective of the present invention to provide a
method monitors the capacity of the resources in the load
balancing process and determines the distribution of task
among the resources.

It is a sixth objective of the present invention to provide a
method that detects the initiation or termination of a task and
redistributes resources in response to the detected task initia-
tion or task termination.

The present invention provides a method and system for
load balancing of tasks on a computing system. This inven-
tion incorporates temporarily idled computing resources to
perform computing tasks to alleviate the load on certain com-
puting equipment and to have a more balanced processing
load throughout the computing system.

The present invention provides the ability to take a snap-
shot of a system, securely store the image and re-image the
system back to the original state. An auto discovery mecha-
nism provides a list of machines that can be used as targets. A
security server checks the policy for each potential system
and prevents those with availability or security issues from
being used by the provisioning system. The remaining
machines after the auto discovery and security check is in a
pool of target machines that can be imaged, used for load
balance issues, and re-imaged when complete.

In the method of the invention, the initial step is to deter-
mine which temporarily inactive machines are available for
use as part of the load balancing process. After this determi-
nation, the next step is to generate and store a snap shot of the
current configuration of each resource. This snap shot con-
tains the current status of the machine including all the data
existing in the machine. From this snap shot, there is also a
determination of the type security each machine must have to
secure the unique information of that resource. The resources
are prioritized to create an order of accessibility for use of the
resources in the load balancing operations. The lowest prior-
ity machines would be the first temporary machines used to
process tasks. At this point, the monitoring function of the
load balancing process would be initiated and would monitor
the processing loads on the various machines in the system. At
a predefined completion time, the temporary processing
resources would be taken out of the load balancing system.
The next would be to restore to each machine the configura-
tion of that machine prior to the inclusion of that machine in
the load balancing system.

DESCRIPTION OF THE DRAWINGS

FIG. 1 is a view of a computing network configuration
containing various computing resources that exist in a com-
puter network.

FIG. 2 1s a flow diagram of the primary steps involved in the
implementation of the method of the present invention.

FIG. 3 is a flow diagram of the steps involved in determin-
ing the temporarily inactive resources that are available for
incorporation into the load balancing operations.

FIG. 4 is a flow diagram of the steps involved in capturing
and securing the configuration and information of the tempo-
rarily available resource used in the load balancing opera-
tions.
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FIG. 5 is a flow diagram of the detailed steps in an imple-
mentation of the load balancing method of the present inven-
tion.

FIG. 6 is a flow diagram of the steps involved in the
response to the termination of a task executing under the load
balancing operations of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

The method of the present invention may be implemented
in a distributed computer environment such as a local area
network or a global computing environment. With reference
now FIG. 1, there is depicted a pictorial representation of a
distributed computer network environment 20 in which one
may implement the method and system of the present inven-
tion. As may be seen, distributed data processing system 20
may include a plurality of networks, such as Local Area
Networks (LAN) 21 and 22, each of which preferably
includes a plurality of individual computers 23 and 24,
respectively. Of course, those skilled in the art will appreciate
that a plurality of Intelligent Work Stations (IWS) coupled to
a host processor may be utilized for each such network. Any
of'the processing systems may also be connected to the Inter-
net as shown. As is common in such data processing systems,
each individual computer possesses processing capabilities
that can be used in load balancing applications. One or more
such storage devices 25 may be utilized, to store the various
data objects or documents, which may be periodically
accessed and processed by a user within distributed data
processing system 20.

Still referring to FIG. 1, it may be seen that distributed data
processing system 20 may also include multiple mainframe
computers, such as mainframe computer 27, which may be
preferably coupled to Local Area Network (LAN) 21 by
means of communications link 28. Mainframe computer 27
may also be coupled to a storage device 29 which may serve
as remote storage for Local Area Network (LAN) 21. A sec-
ond Local Area Network (LAN) 22 may be coupled to Local
Area Network (LAN) 21 via communications controller 31
and communications link 32 to a gateway server 33. The
gateway server 33 is preferably an individual computer or
Intelligent Work Station (IWS). These servers along with the
mainframe computer 27 also serve as computing resources in
the load balancing operations.

The method of the present invention uses computing
resources that have primary computing tasks are not generally
part of the load balancing function. The normal tasks of many
of these resources are to meet the individual needs of one or
more defined users. These users many include employees
such as clerical personnel who use the computers during
regular business hours of the organization. During the
remainder of a 24-hour day (off hours) usually at night or
weekends, these computing resources are idle. The present
invention uses these computing during the time that they are
inactive.

Referring to FIG. 2, shown are the steps in the general
implementation of the method of the present invention. The
first step 40 is to identify the machines may be available for
use in the load balancing operations. This step is a general
identification based on a characterization of the computing
resources in the system. Referring to FIG. 1, machines 27
(mainframe computer) and 33 (gateway server) are comput-
ing resources that probably already part of the load balancing
operations. These types of machines are in constant use and
would not need to part of this identification process.
Machines 23 and 24 are personal computing resources. These
types of machines are not in constant use and therefore, these
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machines would be identified for consideration in load bal-
ancing operations. At the completion of step 40, the list of
available computing resources should include the types of
devices indicated by machines 23 and 24.

Once there has been an identification of the available
resources, step 41 determines which of resources qualify for
use in load balancing operations. The qualification step is
actually an extension of the step of the resource availability
determination process. Although a machine may be described
as a personal computing resource, it may not be desirable to
use certain personal computing machine in load balancing
operations. For example, some personal computers may not
be inactive during nighttime hours. Second, a computer may
not be inactive for an extended period of time. Third, the
particular function of the machine or the particular type of
work performed on the machine may preclude use of the
machine in load balancing operations.

In step 41, the determination of machine availability can
use criteria such as the length of time a computing resource
will be available. The existence of a criterion could serve as a
disqualifying factor for use of a resource. As mentioned, if
there is history of periodic use of a computing machine during
off hours, this use would most likely disqualify the machine
as available for load balancing operations. Further, if a certain
computer contained or processed data that is considered con-
fidential, it may be desirable for security reasons to not have
this machine available for load balancing operations. This
security information could be detected during a security
evaluation of each machine. In this determination action of
step 41, each computing resource identified in step 40 would
be evaluated to determine if any condition such as those listed
above is present. If a disqualifying condition is present, that
resource would be removed from the list of machines identi-
fied in step 40.

The qualifying machines determined in step 41 can be put
into an available machines list as target machines. These
machines will available for use in the load balancing opera-
tions. As a result of this load balancing use, it is necessary to
secure the configurations and information on the computer
resource. This process would involve the generation of a snap
shot of the configuration of the machine. This snap shot is
necessary in order to restore the computer to this configura-
tion after completion of the load balancing operations. This
snap shout would contain information about the hardware
configuration of the machine and any and all software con-
figurations as well as any data stored on the machine. All of
this information can be backed up and saved as the machine
image. After completion of the load balancing operations, the
original stored computer image is reinstalled into the com-
puter resource for use during normal business times.

Since the computer resources have different users and per-
form work with different data and applications, it may be
desirable to prioritize the resources with regard to load bal-
ancing availability. For example, the machine of a clerical
worker may contain less sensitive information than a com-
puter for an engineer. Further, the clerical worker may be less
likely to desire access to their computer resource during off
peak times such as weekends. Although step 41 would clas-
sify both as available, the desire to prioritize their availability
may still be desirable. Step 43 prioritizes the computer
resources for use during the load balancing operations. For
example, computing resources may be available from person-
nel, which include a clerk, secretary, engineer and executive
secretary. The priority of these computing resources from
lowest to highest may be clerk, secretary, engineer and execu-
tive secretary. With this priority, the first available resource
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for load balancing operations would be the clerk resource
followed by the secretary resource, then the engineer and
executive secretary.

Step 44 initiates the monitoring feature of the load balanc-
ing method of the present invention. In this state, the moni-
toring function detects request to initiate tasks using load-
balancing resources. In this step, the monitor determines
which computer resource will be used to perform the task
functions. In addition, the monitor function manages the
computing load on the available resources in order the keep a
proper balance of tasks executing on the available computer
resources. The monitor also detects the termination of a task
and can redistribute the computing load in view of a termi-
nated task.

At the completion of the load balancing function, step 45
reinstalls the original configurations for each computer that
was available for load balancing operations. The completion
of this load balancing operation can be based on predeter-
mined parameters. For example, the completion of the load
balancing function could be six (6) AM. Therefore at 6 am,
the method would initiate re-install procedure to install the
original computer configurations to the computing resources.

FIG. 3 is a flow diagram of the steps involved in determin-
ing the temporarily inactive resources that are available for
incorporation into the load balancing operations. As in FIG. 2,
the initial step 50 creates the list of computing resources that
may be available for load balancing operations. As men-
tioned, these computing resources perform various functions.
Step 51 performs a security policy check of each machine to
determine if the type of information on that machine and the
tasks performed by that machine are sensitive to the point that
it is undesirable to make this machine available for load
balancing operations. To perform this security check, there
can be criteria, which can used to determine the security
status of each machine. Step 52 evaluates results of this secu-
rity check of step 51 and determines whether a computer
machine has security concerns. If the computer machine has
security issues, the machine is disqualified for use in load
balancing operations in step 53. In addition to security con-
cerns, step 52 also evaluates the availability of computing
resources. Some computing resources may not have security
issues but may not be idle for a sufficient period of time. As
mentioned, some personnel may randomly use the computer
resources during off hours. This random use may be frequent
enough that the computer resource is viewed as not having a
sufficient idle time for load balancing operations. The idle
time can be determined by tracking the logon time of the
computer. If the resource does not have sufficient idle time,
the resource is disqualified in step 53. In step 52, a computer
resource can be disqualified for either security issues or lack
a sufficient idle time. If neither the computer security noridle
time is a concern, the computer resource is tagged as a target
resource for load balancing operations in step 54. Step 55
performs the prioritizing functions as previously mentioned
for the computer resource that qualify for load balancing
operations

FIG. 4 is a flow diagram of the steps involved in capturing
and securing the configuration and information of the tempo-
rarily available computer resource used in the load balancing
operations. At this point, step 56 performs the initialization of
an OS boot server that is capable of handling network boot
requests. This server will house the monitoring program for
the load balancing operations. In an alternate embodiment,
this OS boot server initialization can occur prior to step 50 of
FIG. 3. Step 57 creates a snap shot of the system configuration
and data in each target machine as determined in steps 52 and
54. At this point, the preliminary procedures for gathering the
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computing resource are complete. Step 58 initiates the load
balancing process using the targeted computing resources.
FIG. 5 is a flow diagram of the detailed steps in an imple-
mentation of the load balancing method of the present inven-
tion. Now that there has been an identification of available
load balancing machines, the establishment of the load bal-
ancing computing resources is complete and the system is
ready to perform the load balancing functions as needed.
There can be various approaches to implementing the load
balancing function of the present invention. One approach
can be a stand-by approach. In this approach, when the load
capacity of the original load balancing system exceeds a
predefined point, such as 90 percent capacity, the additional
computing machines identified herein become available for
load balancing operations. The additional computing
machines would be incorporated as load balancing need dic-
tate. In another approach, the identified computing machines
can be immediately incorporated into the load balancing sys-
tem at a predefined point (off hours) without need to monitor
the capacity of an initial set of machines in a system.
Referring to FIG. 5, step 60 performs an initialization of the
management server, which provides the monitoring, and
managing of the load balancing function. After initialization,
the process is in a monitoring stage. In this stage, the process
tracks the number of tasks executing at all times and the load
distribution of these tasks. During the monitoring process,
requests are made for computing resources. These requests
occur at any time during the execution of tasks. Step 61 can
detect these requests for all computing resources in the load
balancing system. If the computing load is such that it is
necessary to use the personal computing resources identified
for load balancing operations, step 62 identifies the applica-
tion for which the resource request was made and determines
the resource capabilities necessary to execute the application.
Step 63 then identifies an available computing resource low-
est priority. However, this identified resource may already
have executing programs. As a result, step 64 determines
whether that identified resource has the capacity to execute
the requested task. Depending on the configuration of the
system, it may be possible to use multiple computing
resources to execute the task. If the identified computing
resource does have enough capacity to execute the task, step
65 installs the application on the identified resource for
execution. The computing capacity of that machine is then
updated in step 66 to reflect the executing of the task. If the
identified machine does not have sufficient capacity to
execute the task, step 67 selects the next available computing
machine with the lowest priority. At this point, the process
returns to step 64. An optional step between steps 64 and 67
would be to establish a maximum capacity for which a com-
puting would operate and designate a computing machine
that had reached that capacity as non-available. This desig-
nation would eliminate the need for step 64 in some cases.
When a task on a non-available computer finishes or termi-
nates and the computing capacity on that computer is
reduced, the computer would be designated as available.
FIG. 6 is a flow diagram of the steps involved in the
response to the termination of a task executing under the load
balancing operations of the present invention. As with the
other methods, step 70 tracks the applications executing on
the computing resources. When a task terminates or com-
pletes execution on a machine, step 71 detects this termina-
tion. At this point, step 72 updates the computing capacity on
that machine. Step 73 then makes a determination of whether
that machine’s capacity is below the high capacity threshold
such that the machine can be considered available to execute
additional tasks. This step is helpful because the termination
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of a task may still leave the computing machine in a high
capacity state. If the computer capacity is below the high
capacity threshold, step 74 removes the high threshold tag,
which makes the computer available to execute additional
tasks. If the computing capacity is still. above the high thresh-
old, the high tag remains on the computer and the monitoring
of'the system continues in step 75.

In another approach to the use of temporarily inactive
computing machines, the targeted machines can be used sepa-
rately to perform certain batch processing tasks. In this
approach, these targeted resources would perform the pro-
cessing using the priority selection process as described. This
form of load balancing would relieve the other computing
resources of the task of processing batch tasks and online
real-time tasks on the same computing resources.

At the completion of the off hours session, the temporarily
inactive computing resources that were identified specifically
for load balancing operations are reconfigured to their origi-
nal configuration before the load balancing activities. The
concept of this invention and approach utilities these inactive
resources to produce a more efficient and reliable system for
executing tasks.

It is important to note that while the present invention has
been described in the context of a fully functioning data
processing system, those skilled in the art will appreciate that
the processes of the present invention are capable of being
distributed in the form of instructions in a computer readable
medium and a variety of other forms, regardless of the par-
ticular type of medium used to carry out the distribution.
Examples of computer readable media include media such as
EPROM, ROM, tape, paper, floppy disc, hard disk drive,
RAM, and CD-ROMs.

We claim:

1. A method for load balancing of computing tasks in a
computing system using temporarily inactive computing
machines in the performance of the computing tasks and
comprising the steps of:

identifying the temporarily inactive computing machines

that may be available for load balancing operations;
determining which of the temporarily inactive computing
machines quality for load balancing operations, by
determining an amount of continuous time each tempo-
rarily inactive computing machine will be inactive;
and
determining a security level of each temporarily inactive
computing machine, the security level being based on
a sensitivity level of computing tasks performed on
each temporarily inactive computing machine, a sen-
sitivity level of data stored on each temporarily inac-
tive computing machine and the function of a user of
each temporarily inactive computing machine;
securing the current configuration of each temporarily
inactive computing machine that qualifies for the load
balancing operations;

prioritizing the qualifying computing machines for use

during the load balancing operations;

managing a computing load of the prioritized computing

machines on the computing system and assigning the
computing tasks to the prioritized computing machines
as part of the load balancing operations; and

installing the secured current configuration for each priori-

tized computing machine at the completion of the load
balancing operations.

2. The method as described in claim 1 wherein said priori-
tizing step further comprises:
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determining the priority level of a computing machine
based on the level of a user having access to that com-
puting machine users; and

assigning the determined priority level to the computing

machine.

3. The method as described in claim 1 wherein said deter-
mining which computing machines qualify for load balancing
operations step further comprises:

determining whether a particular computing machine has a

security level in a predetermined range for the comput-
ing machine to be used in the load balancing operations;
and

disqualifying a computing machine with a security level

not in the range for use in the load balancing operations.

4. The method as described in claim 3 further comprising
the step of tagging a temporarily inactive computing machine
as available for use during the load balancing operations.

5. The method as described in claim 1 further comprising
before the performance of the load balancing operations, the
step of determining a maximum load capacity for a comput-
ing machine in the load balancing operations.

6. The method as described in claim 5 wherein said man-
aging step further comprises the steps of:

detecting a request for a computing machine;

determining the resource capabilities necessary to execute

a computing task that is the subject of the request;
identifying an available computing machine having the
lowest priority; and

installing the task on that computing machine for execu-

tion.
7. The method as described in claim 6 further comprising
the step of updating a capacity status of the computing
machine in which the task was installed for execution to
reflect the new load on that particular computing machine.
8. The method as described in claim 6 wherein said iden-
tifying step further comprises the step of determining whether
a computing machine has a sufficient amount of continuous
time to perform the requested task.
9. The method as described in claim 1 further comprising
before said managing step, the step of configuring each tem-
porarily inactive computing machine for use in the load bal-
ancing operations.
10. The method as described in claim 1 wherein said iden-
tifying step further comprises identifying all computing
machines of the computing system that are available for the
load balancing operations and wherein said determination of
which computing machines qualify for load balancing opera-
tions further comprises determining which of all identified
computing machines qualify for the load balancing opera-
tions.
11. The method as described in claim 1 wherein said man-
aging step further comprises the steps of:
detecting a request for a computing machine;
determining the resource capabilities necessary to execute
a computing task that is the subject of the request;

determining the order of use of all available computing
machines as needed to perform the load balancing
operations.

12. A system for load balancing of computing tasks in a
computing system using temporarily inactive computing
devices in the performance of the computing tasks compris-
ing:

primary computing devices initially designated for load

balancing operations;

secondary computing devices determined to qualify for the

load balancing operations by

20

25

30

35

40

45

50

55

60

65

10

determining an amount of continuous time each second-
ary computing device will be inactive;

determining a security level of each secondary comput-
ing device, the security level being based on a sensi-
tivity level of computing tasks performed on each
secondary computing device, a sensitivity level of
data stored on each secondary computing device and
the function of a user of each secondary computing
device;

a software module for determining the availability of a
computing device as a secondary computing device;

a storage device for storing the status of every computing
device;

a software program for processing said primary and sec-
ondary computing devices used in the load balancing
operations;

a software module for prioritizing the secondary comput-
ing devices;

a software module for securing and storing the current
configuration of each secondary computing device;

a software module for installing the secured and stored
current configuration of each secondary device;

a module for monitoring the load of the computing system;

a module for determining the availability of a computing
device as a secondary computing device to execute a task
and assigning the task to the secondary computing
device to execute the task; and

a software program for balancing a computer load between
the primary and secondary computing devices.

13. The system as described in claim 12 further comprising

a system resource for determining which computing device is
used first according to the need of the system for load balanc-
ing.

14. A computer system program product stored in a non-
transitory computer readable storage medium for load bal-
ancing of computing tasks in a computing system using tem-
porarily inactive computing machines in the performance of
the computing tasks and comprising instructions for:

identifying the temporarily inactive computing machines
that may be available for load balancing operations;

determining which of the temporarily inactive computing
machines qualify for the load balancing operations, by
determining an amount of continuous time each tempo-
rarily inactive computing machine will be inactive;
determining a security level of each temporarily inactive
computing machine, the security level being based on
a sensitivity level of tasks performed on each tempo-
rarily inactive computing machine, a sensitivity level
of data stored on each temporarily inactive computing
machine and the function of a user of each tempo-
rarily inactive computing machine;

securing a current configuration of each temporarily inac-
tive computing machine that qualifies for the load bal-
ancing operations;

prioritizing the qualifying computing machines for use
during the load balancing operations;

managing the load of the prioritized computing machines
on the computing system and assigning tasks to the
prioritized computing machines as part of the load bal-
ancing operations; and

installing the secured current configuration for each priori-
tized computing machine at the completion of the load
balancing operations.

15. The computer system program as described in claim 14

wherein said prioritizing instructions further comprise
instructions for:
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determining the priority level of a computing machine
based on the level of a user having access to that com-
puting machine users; and

assigning the determined priority level to the computing
device.

16. The computer system program as described in claim 14

wherein said managing step further comprises the steps of:
detecting a request for a computing machine;

12

determining the resource capabilities necessary to execute
a computing task that is the subject of the request;

identifying an available computing machine having the
lowest priority; and

installing the computing task on that computing machine
for execution.



