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(57) ABSTRACT 
Embodiments of the present invention alloW multi-space 
meters and gated parking systems to separately manage and 
control electric vehicle charging stations located in conjunc 
tion With parking spaces. Control is implemented by the 
meters or other management systems providing codes, for 
example by printing them on a parking pass or receipt. When 
entered into the electric vehicle charging station, the code 
initiates a predetermined interval of charging, or an interval of 
charging selected by the patron during a transaction With the 
meter. The code is typically a multi-digit number, and may be 
encrypted to resist fraud. Data representative of the receipt, 
including the code, may be made available from an online 
server and delivered to a parking patron’s smartphone or 
other portable device, Whereby parking and vehicle charging 
may be obtained Without ?rst visiting a parking management 
kiosk and then returning to the vehicle to initiate charging. 
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Figure 1 
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METHOD AND APPARATUS FOR PARKING 
LOT METERING USING ACTIVATION 

CODES 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part applica 
tion of US. patent application Ser. No. 12/659,666, ?led Mar. 
16, 2010, Which is a continuation-in-part application of US. 
patent application Ser. No. 12/659,376, ?led Mar. 5, 2010, 
Which claims the bene?t of US. Provisional Patent Applica 
tion No. 61/252,909, ?led Oct. 19, 2009, and this application 
claims the bene?t of US. Provisional Patent Application No. 
61/312,746, ?led Mar. 11, 2010. All of the above mentioned 
applications are incorporated by reference herein in their 
entireties. 

THE FIELD OF THE INVENTION 

[0002] The present invention relates generally to a system 
and method for a parking meter to manage one or more 
electric vehicle charging stations. More speci?cally, the 
present invention relates to a system and method Wherein a 
parking meter provides a code usable to activate an electric 
vehicle charging station. 

BACKGROUND OF THE INVENTION 

[0003] There are a groWing number of plug-in electric 
vehicles (PEVs) and plug-in hybrid vehicles (PHEVs) on the 
roads of the World. For the sake of this discussion, We refer to 
all of these vehicles simply as electric vehicles, or EVs. This 
groWing population of EVs Will require a rich charging envi 
ronment, alloWing them to plug in and charge under various 
conditions and times and places during the night and day. 
[0004] Several companies have begun to supply charging 
site infrastructure for EVs. These companies are providing 
their oWn infrastructure for metering, timing, and billing their 
customers. These companies often revenue share With city 
government or private parking lot oWners. 
[0005] EV charging is intrinsically tied to parking: other 
than hybrid-electric vehicles, EVs must be parked to be 
charged, and even PHEVs exhibit better economy and a loWer 
carbon footprint When charged from the plug rather than from 
their fuel-driven generator. 
[0006] A change occurring in the parking meter industry is 
being driven by the high cost of infrastructure and the need for 
more e?icient Ways to designate, control, and enforce 
metered parking spaces. This change is a move aWay from 
single-space (i.e., one meterperparking space) to multi-space 
metered parking. “Multi-space” is a general industry term 
designating as feW as one, but often several strategically 
located payment centers or kiosks, each kiosk serving mul 
tiple parking spaces in its proximity, perhaps redundantly. 
[0007] There are tWo basic methods currently employed for 
using a central kiosk-based, multi-space system: one is “pay 
by-space” and the other is “pay-and-display”. 
[0008] Pay-by-space parking requires each parking space 
to have a unique, corresponding number. A customer parks a 
vehicle in a parking space, notes the number of the parking 
space, and proceeds immediately to a nearby payment kiosk. 
At the kiosk, the customer is asked to input the number of the 
parking space, select an amount of time required, and then 
pay an appropriate fee, typically using any of several payment 
methods, including credit card. The customer does not need to 
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return to the vehicle to display a receipt. With pay-by-space, 
parking enforcement of?cers can visit the kiosk or otherWise 
(e.g., though a Wireless connection) obtain from the kiosk a 
list of spaces that should be empty. Vehicles inappropriately 
occupying a space that should be empty may be ticketed. 
[0009] Pay-and-display parking does not require parking 
spaces to be numbered. Instead, a customer parks a vehicle in 
a parking space and proceeds immediately to a nearby pay 
ment kiosk. The customer selects only the amount of time 
required and pays an appropriate fee, choosing from several 
payment options as With pay-by-space. The customer is 
issued a receipt that is date and time stamped and indicates the 
amount of time purchased. More speci?cally, the receipt indi 
cates When the amount of time purchased Will expire. HoW 
ever, since the kiosk is unaWare of Which space is being used, 
the customer must return to the vehicle and leave the receipt 
on the dashboard so that it is clearly displayed through the 
Windshield. With pay-and-display, parking enforcement 
o?icers do not need to visit the kiosk, but instead simply look 
for and ticket vehicles having either no receipt, or an expired 
receipt. 

OBJECTS AND SUMMARY OF THE 
INVENTION 

[0010] The present invention attempts to adapt and make 
use of existing infrastructure resources, rather than to add 
expensive neW infrastructure. 
[0011] The present invention alloWs EV charging and bill 
ing to be integrated into neW or existing parking meter sys 
tems With special emphasis on the neWer credit card based, 
central kiosk, multi-space parking technology. 
[0012] The present invention operates With either multi 
space parking method (pay-and-display or pay-by-space) or 
With gated parking systems, alloWs EV charging and billing 
Where available, and offers control over EV charging stations 
Without the addition of hardWare to the central kiosk. The 
folloWing discussion independently examines embodiments 
of the invention for each parking method. 

Pay-by-Space 

[0013] In this case, the pay-by-space customer Would be 
driving an EV and Would be canvassing the parking lot or 
parking spaces on the street, looking for signage indicating an 
EV charge enabled parking space. When an open space is 
found, the customer Would park the vehicle and note the 
unique ID for the space (e.g., the parking space number). 
[0014] At this point, the customer can plug in a charge cord 
for charging the EV. Alternatively, this step may be performed 
upon return to the vehicle folloWing customer’ s transaction at 
the payment kiosk. 
[0015] The customer Would then proceed to the payment 
center kiosk and input the appropriate space number. 
[0016] The kiosk, based on its database, Would knoW that 
that unique number corresponds to an EV charging space. 
[0017] In one embodiment, the kiosk may notify the cus 
tomer and con?rm that this is an EV charging space. If cus 
tomer con?rms, then the kiosk can display the times and 
parking fees for that space. 
[0018] In such an embodiment, the kiosk may restrict issu 
ance of the parking space, if as a matter of policy parking in 
that space is reserving for EVs, either all of the time, or for 
certain hours. If the customer indicates that no EV charging 
Will be used, the kiosk cancels the transaction. 
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[0019] In an alternative embodiment, the kiosk does not 
speci?cally notify or con?rm that this is an EV charging 
space. 
[0020] As a matter of policy, there may be a premium 
attached to parking in the EV space and/ or for use of the EV 
charging unit. Further, such premium may only be for certain 
hours, e.g., for those hours When EV charging is in greatest 
demand, or for those hours When charging is available. This 
Will be ?exible and programmable Within the context of the 
software of the billing kiosk and central billing netWork. 
[0021] In general, the customer completes a ?nancial trans 
action through the kiosk for an interval of parking and EV 
charging. The duration of the interval may be predetermined 
and ?xed (e.g., “one-hour”, or “all-day”), or the duration may 
be entered by the customer, subject to policy constraints (e.g., 
“not to exceed three hours”). At the conclusion of the trans 
action, the kiosk provides a receipt to the customer compris 
ing a code suitable for entry by the customer into a keypad 
associated With the EV charging unit. 
[0022] The customer returns to the EV charging unit and 
enters the code from the receipt into a keypad associated With 
the EV charging unit. In response to having been presented 
With the code, the EV charging unit becomes enabled for the 
duration of the interval and the customer’s electric vehicle 
receives electricity for charging. 
[0023] Note that, as used herein, the ‘keypad’ can be any 
device providing the functionality of a keypad, such as a 
keyboard or other arrangement of buttons, and may be physi 
cal or virtual, such as buttons draWn on a display having a 
touchscreen surface. 

Pay-and-Display 

[0024] With the pay-and-display system, the appropriate 
EV parking spaces Would be designated by signage or other 
mark indicating the availability of EV charging. Though, in 
the alternative, this can be recogniZed by the presence of an 
EV charging station. 
[0025] The parking management system kiosk is pro 
grammed to knoW that some spaces Within its area are EV 
enabled, but does not knoW if the customer chose one of those 
spaces. The kiosk must query the customer as an initial step in 
the transaction: Is your space EV enabled? If the response 
from the customer is “Yes”, then the kiosk shoWs the appro 
priate time and fee schedule for an EV charging space, oth 
erWise the non-EV schedule is shoWn. 
[0026] After the customer has completed the payment 
transaction, a receipt is printed and provided that the cus 
tomer must display in the vehicle’s WindoW. If parked in an 
EV space, the receipt should have an indicia designating 
payment for an EV enabled space. Perhaps it might be as 
simple as a large “EV” printed at the top or bottom. Addition 
ally, this receipt (or a second receipt provided) comprises a 
code, as above, suitable for being entered into the keypad for 
an EV charging station. 
[0027] This method has the slight draWback that, barring 
additional description for a unique charging station, the code 
provided Will be usable to enable any of the charging stations 
to be managed by the kiosk providing the receipt. If the 
customer (or someone reading his code from the pass dis 
played on the dashboard) Were so disposed, the receipt could 
end up being used to activate each of the charging stations 
nearby. HoWever, since the parking spaces are being managed 
under pay-and-display rules, only one vehicle Will ultimately 
be displaying the receipt issued, any other vehicle parked at 
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an inappropriately enabled EV charging station Would be in 
violation, Whether or not the charging station had been 
enabled. 
[0028] This problem can be overcome according to another 
embodiment, in Which most of the parking operates as pay 
and-display, except for the EV charging spaces, Where indi 
vidual charging station has an identi?cation number. The 
parking kiosk queries for this number once it has established 
that the customer seeks EV parking. This alloWs the code to 
be customiZed for the speci?c space for Which the ticket is 
issued, and thus the code can’t be used for other parking 
spaces. 

Gated Parking 

[0029] In a gated parking system, a patron is admitted to a 
gated parking area on the basis of an admittance ID, Whether 
issued at the entrance (e. g., a ticket provided at the entry gate) 
or previously issued or registered (e.g., a monthly parking 
pass or an employee ID, respectively), and the time of entry is 
associated With the admittance ID. Upon exiting the parking 
area, the same admittance ID is presented and the parking fee 
is computed based on the difference betWeen the exit and 
entry times. 
[0030] In one embodiment of the present invention, the 
patron may receive a code for enabling an EV charging station 
located inside the parking area. The code may be provided 
either upon request at the time of entry, or through a subse 
quent transaction in Which the admittance ID is again pre 
sented at a kiosk or pay station in or near the parking area. In 
this Way, the provision of the code is associated With the 
admittance ID and can alter the computation of the parking 
fee at the time of exit from the parking area. 
[0031] In the gated parking environment, the code is used to 
enable the EV charging station, but the charging station is not 
constrained to operate for a particular, limited interval. 
Unlike the pay-by-space and pay-and-di splay, Which are typi 
cally pay-in-advance methods of parking management, gated 
parking is often (but not alWays) a pay-as-you-leave method. 
As such, it may matter little that the charging interval is not 
predetermined or speci?ed in advance by the patron. Instead, 
the parking management system measures the duration of 
parking and charges accordingly, after the fact. 
[0032] A draWback that inhibits Wide adoption of electric 
vehicles is the lack of infrastructure for conveniently charging 
them; and While hybrid electric vehicles are increasingly 
popular, plug-in versions that operate to maximiZe use of their 
battery and minimize use of their gasoline-fueled generator 
are rare, in part due to the same lack of infrastructure. 
[0033] Provision of a vehicle charging infrastructure is 
inhibited primarily by cost: Such infrastructure has been 
expensive, typically requiring allocation of a physical loca 
tion that vehicles can access and providing neW electric ser 
vice to that location. 
[0034] One embodiment of the present invention alloWs the 
management of one or more EV charging stations With a 
minimum of communications infrastructure required. The 
charging station must be out?tted With keypad and processor 
having a connection With Which to enable the EV charging 
circuit. 
[0035] In an alternative embodiment, a ?nancial transac 
tion can be conducted through the Internet, rather than at a 
kiosk. In this embodiment, data representative of the transac 
tion, comprising at least the code, is provided to the custom 
er’s portable computer, PDA, cell phone, or smartphone (e. g., 
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as an email or an SMS message, or downloaded with an 

application running on the device). At the EV charging sta 
tion, the code is recalled on the customer’s device (e.g., 
phone) and displayed so it can be entered by the user into the 
keypad associated with the EV charging station as above. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0036] The aspects of the present invention will be apparent 
upon consideration of the following detailed description 
taken in conjunction with the accompanying drawings, in 
which like referenced characters refer to like parts through 
out, and in which: 
[0037] FIG. 1 is a plan view of a parking area under man 
agement of the present invention; 
[0038] FIG. 2 is a ticket for electric vehicle parking having 
a code representing authorization for an interval for charging; 
[0039] FIG. 3 is a ticket for parking without electric vehicle 
charging; 
[0040] FIG. 4 is another ticket for electric vehicle parking 
having a different code representing authorization for an 
interval for charging; 
[0041] FIG. 5 is a payment kiosk for managing a parking 
area and providing receipts; 
[0042] FIG. 6 is a block diagram for an code-accepting EV 
charging station of the present invention; 
[0043] FIG. 7 is a ?owchart for a transaction to obtain 
parking and the use of a device (e.g., an EV charger) under the 
present invention, the transaction resulting in the customer 
receiving a code representing the authoriZation to use the 
device; and, 
[0044] FIG. 8 is a ?owchart for the activation of a device 
(e.g., an EV charger) associated with a parking space, using 
the code. 
[0045] While the invention will be described and disclosed 
in connection with certain preferred embodiments and pro 
cedures, it is not intended to limit the invention to those 
speci?c embodiments. Rather it is intended to cover all such 
alternative embodiments and modi?cations as fall within the 
spirit and scope of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0046] Referring to FIG. 1, sidewalk 101 is separated from 
street 103 by curb 102. Parking area 100 comprises parking 
spaces 111-116. The parking spaces are divided from each 
other by lines 1 07 painted in the street. Payment terminal 11 0, 
located on sidewalk 101 in proximity to parking spaces 111 
116, manages parking area 100 either alone or in conjunction 
with other terminals or remote systems (not shown). 
[0047] Currently, four of parking spaces 111-116 are occu 
pied: space 111 is occupied by vehicle 130, space 113 is 
occupied by vehicle 140, space 115 is occupied by 150, and 
space 116 is occupied by vehicle 160. 
[0048] Depending on the mode of operation, a vehicle may 
display a parking pass provided by payment terminal 110 on 
its dashboard. In FIG. 1, three of the four vehicles are dis 
playing a parking pass: vehicle 130 is displaying parking pass 
131, vehicle 140 is displaying parking pass 141, vehicle 160 
is displaying parking pass 161. Vehicle 150 is not displaying 
a parking pass. 
[0049] Also depending on the mode of operation, each 
parking space 111-116 may be uniquely identi?ed. In FIG. 1, 
each parking space 111-116 bears corresponding unique 
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identi?cation indicia 121-126. For example, space 112 bears 
the number “#02” as shown by identi?cation indicia 122. 
[0050] Some spaces have particular properties. For 
example, spaces 111 and 115 are adjacent to streetlights 132 
and 152 respectively, each having outlets for charging electric 
vehicles. In this example, these outlets are Level 1 charging 
outlets, providing about 1,500 W of electrical power, which 
can charge a typical electric vehicle in about 8 hours. Space 
116 is adjacent to a high-capacity charging station 162 for 
charging electric vehicles. Level 2 chargers, such as station 
162, can provide from about 3,000-20,000 W and can charge 
a typical electrical vehicle in 30 minutes to 4 hours, depend 
ing on the particular voltage and current available. While the 
outlets near spaces 111, 115, and 116 are all suitable for 
charging electric vehicles, the high charge rate of charging 
station 162 makes it suitable for a quick charge, and this is a 
property of space 116 not conferred (in this example) by the 
outlets on streetlights 132 and 152 to their corresponding 
spaces 111 and 115. 
[0051] In FIG. 1, the vehicles parked in spaces 111, 115, 
and 116 are shown plugged into the corresponding charging 
outlets on streetlights 132 and 152, and charging station 162 
with corresponding cables 133, 153, and 163. 
[0052] In some modes of operation, spaces 111 and 115 are 
marked with property indicia 134 and 154, respectively, to 
indicate their property of Level 1 electric vehicle charging. In 
this example, property indicia 134 & 154 is a single letter “E”. 
Similarly, space 116 is marked with property indicia 164 to 
indicate its property of Level 2 electric vehicle charging, 
which herein is shown as “EE”. 

[0053] Parking spaces may have other properties. For 
example, and not by way of limitation, a parking space may 
have an electrical outlet to be used for engine block heating 
during extremely cold weather, or a parking space may be 
covered, a premium in hot or stormy weather. 
[0054] Such properties may be valuable at anytime (e.g., 
electric vehicle charging), or only in certain conditions (e. g., 
engine block heater). On a mild spring day there may be no 
value to an engine block heater or having a covered parking 
spot. 
[0055] Parking spaces lacking exceptional properties such 
as those mentioned have the property of being ordinary. Such 
spaces may be marked with a property indicia (not shown) 
corresponding to being ordinary spaces. 
[0056] FIG. 2 shows a pass 131 provided by kiosk 110 and 
displayed in vehicle 130, showing human-readable indicia 
such as the time of expiration 200, the date of issue 201, and 
property indicia 202 corresponding to the kind of space 111, 
an “E” for Level 1 electric vehicle charging. In some embodi 
ments, pass 131 may also comprise an identi?cation indicia 
(not shown) corresponding to identi?cation indicia 121. 
[0057] Additionally, code 203 is provided, in this example 
representing the time of expiration 200, date of issue 201, and 
space number 121, “#01”. In this example, code 203 com 
prises an encrypted number, the number being comprised of 
multiple multi-bit ?elds, each multi-bit ?eld representing one 
of date of issue 201, time of issue (not printed as human 
readable indicia in this embodiment), and time of expiration, 
the space number 121, and a checksum ?eld. The encryption 
used for this example is a simple version of the one taught by 
Rivest et al. in US. Pat. No. 4,405,829. In this case, code 203 
is “600,785,443” which is one possible encryption of the 
number “257,404,951” which is the decimal expression ofa 
29-bit binary number. The choice to limit the code to a 29-bit 
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representation is made for this example because the decimal 
expression of a 29-bit number has, at most, 9 digits, Which is 
a reasonable number of digits to type in a code. A 30-bit 
number can require up to ten digits. While the 29-bit choice 
provides reasonable properties discussed beloW, more or 
feWer bits can be used, depending upon the properties 
required. Further, the parameters for the encryption algorithm 
have been selected to result in a 29-bit number, so that the 
number of digits in the presentation of the code is not in?ated 
by the encryption technique. These choices are discussed 
further: 

[0058] In the present example of code 203, the tWenty-nine 
bits are divided into the folloWing ?elds (starting With the 
most signi?cant bits): 
[0059] The ?rst ?eld is ?ve-bits long, and represents the 
day of the month from 1-31, Which is “1 5” in this example, or 
“01 1 1 1” in binary. Using only the day of the month to repre 
sent the issue date means that codes for a speci?c charging 
station could repeat each month, hoWever the printed issuance 
date shoWs the Wrong month, and Would risk receiving in a 
citation. Other choices for representation of the issue date in 
this ?eld could include additional bits, or combine the month, 
year and day in a Way to make the issue date portion of the 
code less predictable (e. g., summing the year, month, and day, 
modulo the maximum value expressible in this bit ?eld given 
the ?eld length selected). 
[0060] The second ?eld is an eight-bit ?eld representing the 
time of issuance. In this example, the issuance time (not 
printed on ticket 131, though it could be), is “8:45 AM”. To ?t 
a time-of-day into an eight-bit ?eld, the folloWing procedure 
is used: Convert the time to a number of minutes after mid 
night (Which could be from 0-1439) and divide by 6, rounding 
doWn the result to an integer (Which could be from 0-239). 
The result expresses the time as a number of six-minute 
intervals since midnight. In this example, “8:45” produces 
(8x60+45)/6:525/6:87.5, Which is rounded doWn to “87”. 
Expressed as an 8-bit binary value, this becomes “01010111”. 
More bits in this ?eld Would alloW a more precise represen 
tation, though it Would take eleven bits to represent any time 
of-day With one-minute precision. In cases Where paid park 
ing is limited to only a feW hours per day (e.g., from 9 AM-5 
PM) issuance time may be constrained to those hours. Park 
ing passes sold prior to that interval Would have an effective 
issuance time of 9 AM, and after that interval, parking passes 
Would not be sold. Such a constrained interval could be rep 
resented With a precision of one-minute, in only nine bits. 
More complex representations are possible, for example, 
times outside of the interval could be represented using a 
lookup table applying to binary values not otherWise used in 
expressing times Within the interval. For example, the eight 
hour interval from 9 AM to 5 PM only can be represented as 
a number of minutes from 0-480. HoWever, a 9-bit number 
can represent values from 0-511. The unused values from 
481-51 1 can each be used for a particular representation, e.g., 
the value of “481” can represent times from midnight until 1 
AM, “482” can be from 1 AM to 2 AM, and so on. 

[0061] The third ?eld is also an eight-bit ?eld, representing 
the expiration time, and may use the same formula as for the 
time of issuance, but rounding up, instead of rounding doWn 
(giving the parking patron the bene?t of the rounding error). 
In this example, expiration time 200 is printed on ticket 131: 
“5:35 PM” is “17:35” When expressed in a 24-hour format, 
and (17><60+35)/6:1055/6:175.83, Which rounds up to 
“176”, or “10110000” in binary. As With the issuance time, 
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other choices for representation Within this ?eld are possible. 
Rather than expressing a expiration time, this ?eld may rep 
resent a duration. If parking is limited to some maximum, 
e.g., a 2-hour limit, then the duration may have a representa 
tion for Which that is the maximum value. Further, parking 
might be sold in particular increments, e.g., 15-minute incre 
ments, in Which combined case, the amount of parking Which 
could be paid for might be from 1-8 increments of 15-min 
utes, and could be represented in a 3-bit ?eld (a savings of 
5-bits that Would shorten the code from nine digits to eight 
digits). Similarly, if parking Was offered in discrete, but 
unequal intervals such as short-term (30-minute), long-term 
(2-hour), and all-day (until midnight), these options could be 
represented by predetermined values in a very small bit ?eld 
(in this case, a 2-bit ?eld). 
[0062] The fourth ?eld in this example is a four-bit ?eld 
representing the charging station identi?er. For pass 131 for 
charge station 132, this corresponds With identi?cation indi 
cia 121, thus the identi?cation “01”, Which in binary is 
“0001”. A four-bit ?eld can distinguish up to sixteen different 
station identi?ers. If feWer stations are needed (e. g., Were 
each kiosk 110 to only control from one to four charging 
stations), then feWer bits might be required for this ?eld. If the 
station identi?er ?eld is omitted (and it can be), then a prop 
erly issued code may activate any of the charging stations 132, 
152, and 162 managed by parking management system kiosk 
110. This is not unreasonable When parking enforcement 
patrols frequently enough to make the behavior of reading a 
recently-issued code off someone else’ s dashboard to illicitly 
activate your charging station too risky. 
[0063] The ?fth ?eld in this example is a simple four-bit 
checksum, that is, the sum of the ?rst four ?elds, modulo 
“16”, Which for this code is “7”, or “0111” in binary. Rather 
than a checksum, this ?eld could instead be a hash, a random 
number (i.e., “salt” for use in the encryption), or be omitted or 
shortened to reduce the number of digits in the code 203. The 
advantage of a checksum (or hash), is that it provides further 
veri?cation for the code, making it harder to guess a legiti 
mate code. For example, if someone Were to guess a code that 
produced viable date, start, duration, and station identi?ca 
tion ?elds, their chances of activating the station are still be 
reduced by needing to get the checksum correct. A predeter 
mined value can be used for this ?eld, With similar effect. 
HoWever, choosing a random number for this ?eld does not 
assist in reducing the chances of guessing a valid code, since 
the number cannot be used to validate the code. 
[0064] Thus, the unencrypted version of code 203 comes 
from a bit sequence of the form: 

‘ddddd ssssssss eeeeeeee nnnn cccc’ 

Where ‘ddddd’ represents the binary value for the day of the 
month, ‘ssssssss’ represents the start time, ‘eeeeeeee’ the 
expiration time, ‘nnnn’ represents the charge station identi 
?er, and ‘cccc’ is a binary checksum of the otherbit ?elds. The 
spaces are added here for clarity and are not present in the 
binary number. Thus the unencrypted version of code 203, 
based on the choices listed above, is: 

“011110101011110110000 00010111” 

Which converts in decimal to the nine-digit number “257,404, 
951”. 
[0065] The number resulting from the sequence of bit ?elds 
on Which code 203 is based is encoded to conceal the orga 
niZation and nature of the bit ?elds that might otherWise be 
trivially discemable from a collection of several parking 
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passes made (e.g., by photographing parking passes on the 
dashboards of vehicles, or from one’s oWn parking passes 
saved over a period of Weeks). Preferably, this encoding is 
different for different parking areas 100, or even different 
charging stations 132, 152, 162. Thus if the encoding is 
cracked for a parking area 100, or for an individual parking 
station 132, other parking areas (not shoWn) or charging 
stations 152, 162 are not simultaneously cracked. Thus, dili 
gent effort Would be required to produce fraudulent codes to 
activate a charging station, and this same level of effort Would 
be required for each parking area or charging station, and the 
fraudster Would still require an appropriate counterfeit park 
ing pass to avoid detection. 

[0066] As used in this example, an encryption key is used 
by the parking management system kiosk 110 to encode the 
number and produce code 203, and a decryption key for use 
by the charging station 132 to decode code 203. In accordance 
With the encryption technique taught by Rivest et al., the 
encryption key comprises a carefully chosen encryption 
exponent “e” and modulus “m” and the decryption key com 
prises a corresponding decryption exponent “d” and the same 
modulus “m”. For this use, the modulus “m” must either be 
larger than the largest number producible by the ?elds 
selected, or the encryption process must break the number up 
into multiple blocks and encrypt each separately. In the 
present examples, the modulus “m” is constructed to be larger 
than the maximum number obtained from the ?elds. The code 
c , such as code 203, is the encryption of the number “n” 
from EQ. 1. 

c:(n Ae) modulo m EQ. 1 

Decrypting “c” to recover “n” is achieved With EQ 2. 

n:(c”d) modulo m EQ. 2 

In the examples presented herein, e:558,343; d:1,787; and 
m:997,852,573 and are appropriately selected values. For 
n:257,404,951 as constructed from the above binary ?elds, 
the code 203 is computed from EQ. 1 as: 

(257,404,951”55s,343) modulo 997,852,573 

Which equals 600,785,443 as shoWn as code 203 in FIG. 2. 
Note that calculations of this nature are not supported on 
ordinary calculators, and special algorithms (collectively 
knoWn as “exponentiation by squaring”) are used to compute 
exponentiation to large integer values in modulo arithmetic. 
HoWever, at this time, the freely available computational 
resource offered at WWW.WolframAlpha.com by Wolfram 
Alpha LLC, of Champaign, 111., is able to accept the expres 
sion as typed above and provide the numeric result described. 
The decrypting of code 203 is achievable With EQ. 2, and 
Would be performed as discussed beloW in conjunction With 
FIG. 8. 

[0067] Note that 29-bits produces a relatively small num 
ber, so the encryption here serves to obfuscate the origin of the 
code values, rather than providing a high level of security. 
Encryption also serves to make temporally related codes non 
sequential (i.e., the next valid code not a simple modi?cation 
of an earlier code). This minimizes the likelihood that casual 
guessing Will be successful, and makes code analysis substan 
tially more dif?cult. Further, a fair number of examples of 
valid codes Would be needed, as Would be knoWledge of hoW 
the codes Were constructed (and there are a number of options 
to be considered). Additionally, by selecting different values 
for the keys (i.e., different values for “e”, “d”, and “m”), a 
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distinct encryption can be provided for each charging station 
or each parking area 100, though that is not the case in the 
present examples. 
[0068] FIG. 3 shoWs a pass 141 provided by kiosk 110 and 
displayed in vehicle 140, shoWing human-readable indicia 
representing the time of expiration 300, the date of issue 301, 
and since space 113 is an ordinary parking space, instead of a 
property indicia corresponding to kind, a clock face 302 
shoWs a graphical version of the time of expiration 300. In an 
alternative embodiment, all passes could shoW a clock face 
such as 302 to illustrate expiration time. 
[0069] FIG. 4 shoWs a pass 161 provided by kiosk 110 and 
displayed in vehicle 160, shoWing human-readable indicia 
representing the time of expiration 400, the date of issue 401, 
and property indicia 402 corresponding to the kind of space 
116, an “EE” for Level 2 electric vehicle charging. Addition 
ally, code 403 is provided, in this example representing the 
time of expiration 400, date of issue 401, and space number 
126, “#06” and time of issuance “8:45 AM” (not printed on 
pass 161). Code 403 is an encryption of the number the text 
“257,385,070”, Which is composed of ?ve bit ?elds as 
described for the number represented by code 203. The ?rst 
and second ?elds (date and issuance time) are the same as for 
the number represented by code 203. HoWever, since the 
expiration time 400 (“9:45 AM”) is different than expiration 
time 200, the third ?eld is calculated to be (9><6O+45)/6I585/ 
6:975, Which rounds up to 98, or “01100010” in binary. 
Field four represents the station identi?er 126 “06”, or “01 10” 
in binary. The checksum of ?eld ?ve is different, too, being 
“14” in this case, Which is “1110” in binary. Thus the unen 
crypted version of code 403, based on the choices listed 
above, is: 

“011110101011101100010 01101110” 

Which converts in decimal to the nine-di git number “257,385, 
070”. When encrypted, using the same values for “e” and “m” 
as above, EQ 1 gives: 

(257,3s5,070"55s,343) modulo 997,852,573 

Which equals 672,213,376. Note that though three of the nine 
digits in the tWo numbers used to generates codes 203 and 403 
match, there is only a single digit matching betWeen codes 
203 and 403, illustrating the obfuscation of the encryption at 
Work. 
[0070] FIG. 5 is a block diagram suitable for implementing 
the parking management system payment station kiosk 110. 
A controller 501 has access to storage 502, a display 503 or 
other user interface output device, keypad 504 or other user 
interface input device (e.g., a touchscreen, not shoWn), a 
credit card reader 505 or other payment acceptance device 
(e.g., an RFID reader, coin or bill acceptor, etc.), a printer 506 
for printing parking passes and/ or receipts. 
[0071] In some embodiments, controller 501 may have 
communication through a channel 507, for example to alloW 
remote management (e. g., alloWing an administrator to moni 
tor the operations of terminal 110 or to modify data in storage 
502), access to remote data tables (e.g., to update tables kept 
locally in storage 502, or to upload a snapshot of current 
status), or to alloW remote reporting (e. g., to a terminal 
belonging to a parking enforcement o?icer), or alloW remote 
payment (e.g., to a service accessed from a motorist’s cell 
phone), or to communicate With a remote payment service 
(e.g., a credit card bureau). Clock 508 may be used to track 
date and time, or access to date and time may be provided to 
controller 501 through communications channel 507. 
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[0072] In the present invention, controller 501 may cause 
printer 506 to print indicia (e.g., either human-readable expi 
ration time 200) onto a parking pass (e.g., 131) or receipt. In 
addition, controller 501 also causes printer 506 to print a 
code, such as codes 203 and 403, on passes for use With 
charging stations 132, 152, and 162. The codes are calculated 
by controller 501 as described above, using information 
obtained from a parking patron (such as Whether parking is 
requested for station identi?er 121, 125, or 126; and What 
duration for parking is requested). Additional information is 
used to populate the other ?elds, such as the date and time 
indicated on clock 508 (Which should substantially corre 
spond to the date and time on the clock 613 in FIG. 6, dis 
cussed beloW). If a checksum (or hash) is employed, it can be 
calculated from these data. The ?elds are concatenated or 
otherWise combined (e. g., by mixing bit positions according 
to a predetermined pattern) and the resulting number is 
encrypted using an encryption key (e. g., “e” and “m”, above). 
The encryption key may differ by parking area 100, or by 
charging station, depending upon the implementation. 

[0073] In an alternative embodiment, the ?elds derived 
from the date and time of issuance may instead be a checksum 
or hash of the present date and/ or time. Since both the code 
creating kiosk 110 and the code-reading charging station 
(e. g., 132) can knoW the current date and time, it is suf?cient 
for the code-reading kiosk to create a hash or checksum of the 
current date and time and compare it to one extracted from the 
code. If it matches, the code represents a current authoriZa 
tion, Whereas if it does not, the code may be considered 
non-current. Note that to account for clock drift and other 
sources of marginal synchronization, a check may be made 
using adjacent times also. For instance, if time is represented 
in six-minute intervals, then a check of plus and minus six 
minutes from the current interval may be made. A trend of 
codes provided to a charging station by patrons regularly 
representing issuance times that appear ahead or behind the 
time of the charging station may be used by the charging 
station to determine that its clock is running sloW or fast, 
respectively, and it may compensate in the future. 

[0074] A block diagram of charging station 600 is shoWn in 
FIG. 6, and may represent any one of stations 132, 152, and 
162. Station 600 has a keypad 610, Which accepts a code 
entered by a parking patron having a pass or receipt With a 
printed code such as 203. When accepted through keypad 610 
by controller 612, the code is decrypted using EQ. 2 and the 
appropriate decryption key (e.g., exponent “d” and modulus 
“m”). The resulting number is broken into the individual bit 
?elds, Which if authentic, Will have a date and issuance time 
that is close to the current time shoWn by clock 613 (account 
ing for long-term drift as discussed above), Will match the 
station identi?er (stored in the memory of controller 612, not 
shoWn), and have appropriate values in the ?eld for the check 
sum (or hash). If the controller is able to validate the code 
entered in this Way, then the charging contactor 620 is enabled 
for an interval ending at the expiration time indicated (or, if 
the ?eld carries an indication of duration rather than expira 
tion time, then contactor 620 is enabled for an interval having 
the duration indicated). For example, if clock 613 indicates 
that it is currently 4:35 PM and the ?elds of the number 
obtained by decrypting the entered code indicates an expira 
tion time of 5:35 PM, then controller 612 determines that 
contactor 620 should be enabled for one hour, or until 5:35 
PM. 
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[0075] In some embodiments, only some of the ?elds may 
be encrypted When forming code 203 on pass 131. For 
example, the station identi?er ?eld may be left unencrypted, 
and may be pre-pended to the rest of the code. In such a 
situation, all codes for station 132 (having the identi?er “01”) 
Would start With a “1” and the remaining eight digits Would be 
the result of the encryption (Which Would require a different 
length modulus to produce shorter encrypted codes). 
[0076] In some embodiments, the ?elds encrypted to form 
code 203 may comprise nothing of expiration time or dura 
tion, and controller 612 may operate instead to initiate a 
charging interval of a predetermined duration, or until a pre 
determined time. This embodiment Would be appropriate if 
there Were a single price for a predetermined parking interval 
(e.g., parking for one hour, or all-day parking With the lot 
closing at 8:00 PM). In such a case, one of the ?elds used to 
generate code 203 may comprise a unique pass identi?er (not 
shoWn), Which alloWs controller 612 to ignore subsequent 
entries of the same code, or to display the ID of the pass that 
enabled the current parking interval (display not shoWn). 
[0077] Contactor 620 enables charging of a connected EV, 
and operates at the command of controller 612. When con 
tactor 620 is enabled, an EV (e.g., 130) properly connected 
With a cable (e.g., 133) to an instance (e.g., 132) of charging 
station 600, is able to charge. In some embodiments, a telltale 
(not shoWn) may indicate the status of contactor 620 or of 
other charging equipment activated by contactor 620. 
[0078] FIG. 7 shoWs a parking transaction process 700, 
Which may be used for either pay-and-display or pay-by 
space. The process starts at 701, usually (though not neces 
sarily) With the parking patron having already parked a 
vehicle in a particular parking space and approaching a park 
ing kiosk to engage in this transaction. 
[0079] In step 702, the parking management system (typi 
cally the kiosk 110) accepts a request for parking from the 
patron, Which may include a parking space identi?cation 
(e.g., the number from identi?cation indicia 121) for a pay 
by-space transaction, or a property of the parking space (e. g., 
Level 1 EV charging) for a pay-and-di splay transaction. If the 
kiosk is only supporting parking spaces having common 
properties, then for pay-and-display, the property is not 
needed as part of the request. For pay-and-display, a parking 
space identi?cation may still be requested, if this is a required 
?eld for generating the code. The request may be entered 
using keypad 504, or touchscreen (not shoWn) on display 503. 
The system’s readiness to accept a parking request Would be 
shoWn on display 503. 
[0080] In step 703, the system accepts a duration for park 
ing, unless the duration is predetermined (e.g., one hour, or 
all-day). The duration may be provided as an end time (e. g., 
until 5:00 PM) or as a length of time (e.g., ninety minutes). 
The duration can be provided by the patron using keypad 504, 
or touchscreen. If a duration is needed, the system can request 
it using display 503. 
[0081] If parking is not free, then in step 704, the system 
accepts payment or account information that the patron pre 
sents. The system may accept payment With credit card reader 
505, or other means (not shoWn) such as a coin or bill accep 
tor, a value card or smartcard reader (the value of Which may 
be decremented), or a reader for a form of identi?cation (e. g., 
an employee card or an RFID tag) that indicates the patron is 
entitled to parking or that otherWise identi?es an account to be 
billed. If needed the system can request payment and indicate 
the amount paid so far and the amount remaining using dis 
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play 503. If needed, communication channel 507 may be used 
While accepting payment, for example to contact a credit card 
service. The parking request, duration, and payment informa 
tion may be recorded in storage 502 for later reporting. 

[0082] Once the parking request With property (if needed), 
station identi?er (if needed), and duration (if needed) have 
been accepted, then at step 705 the system populates the 
appropriate ?elds to create number “n” and encodes or 
encrypts “n” to produce code “c”, such as code 203 and the 
receipt or parking pass is provided With the code using printer 
506. 

[0083] The parking transaction process 700 is completed at 
706. 

[0084] In a gated parking environment, Where the patron 
already possesses an admittance ID, or is being provided With 
one, the step 704 Would be replaced by a step Wherein data 
representative of having issued an EV charger activation code 
to the patron is associated With the patron’ s admittance ID. In 
this Way, When the patron is exiting the gated parking area, 
there Will be a record associated With his admittance ID that 
his parking stay included not only parking for the measured 
duration, but also EV charging. 
[0085] FIG. 8 shoWs activation process 800, in Which a 
device, for instance the EV charging station, is enabled for an 
interval determined by the code provided from parking sys 
tem transaction 700. 

[0086] Activation process 800 starts at 801 With the patron 
having received a receipt bearing the appropriate code. In step 
802, the code is accepted through keypad 610 When entered 
by the patron. The code is decrypted in step 803, for example 
by using the decryption formula of EQ. 2. 

(600,785,443"1,787) modulo 997,852,573 

With “c” set to the example code 203, using the decryption 
key comprising exponent d:1 ,787 and the same modulus “m” 
as above, EQ. 2 reconstitutes the number “257,404,951” 
Which can then be further broken up into the individual bit 
?elds Which it comprises. (This expression, too, is not sup 
ported by ordinary calculators, but can be entered directly 
into the WolframAlpha site as previously described as a dem 
onstration and con?rmation of these example equations and 
values. The inventors are NOT proposing that this Web site be 
used to implement one embodiment of the present invention.) 

[0087] At step 804, a check is made to determine Whether 
the ?elds of the decoded number are valid. As previously 
described, for this example, the ?rst ?eld represents the cur 
rent day of the month. This should match the current day of 
the month indicated by clock 613. The second ?eld indicates 
the time of issuance. This should be about the time currently 
indicated by clock 613, or someWhat later, according to policy 
(e. g., the code could be accepted only Within a feW minutes of 
issuance, an hour, or anytime until the pass expires). The 
fourth ?eld is the station identi?er, and should match the 
station identi?er knoWn to controller 612. The ?fth ?eld is the 
checksum for the other ?elds and should match With the 
checksum computed by controller 612 from the other ?elds. If 
any validation measure detects an invalid code, the activation 
process 800 rejects the receipt at step 807. If the device (e.g., 
charging station 600) has a display or indicator lights (neither 
shoWn), the reason for the rejection may be shoWn to the 
patron. Otherwise, the code entered by the patron through 
keypad 610 is considered valid and processing continues at 
step 805. 
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[0088] At step 805, the appropriate interval is determined 
from the value presented in the third ?eld, unless the system 
uses a predetermined interval. If the ?eld represents an end 
time, as in the example above, and a duration is needed, the 
duration can be obtained by taking the current time from the 
clock 613 and subtracting it from the end time provided by the 
indicia, to produce a duration for activation. Similarly, if the 
value presented in the third ?eld is a duration (not shoWn) and 
an end-time is needed, the end time Would be the sum of the 
duration added to the current time from clock 613, or to the 
time of issuance from the second ?eld (Which of the tWo being 
a matter of policy). 

[0089] In step 806, controller 612 enables the output circuit 
(e.g., EV charging circuit contactor 620) by setting a timer 
(Whether implemented in hardWare or softWare) for the inter 
val determined. Upon expiration, the timer Will disable the 
output (e. g., contactor 620). The timer may disable the output 
When the end time is reached on clock 613, or the timer may 
be set to hold the output enabled for the duration determined, 
depending upon implementation. In this Way, contactor 602 
for electric vehicle charging, or another controlled property, 
is activated for the appropriate interval, Whether expressed by 
an end-time or a duration, in accordance With the implemen 
tation. 

[0090] In an alternative embodiment, parking transaction 
process 700 may be conducted Without the patron directly 
approaching parking system kiosk 110. For example, using a 
personal computer, PDA, cell phone, or smartphone, the 
patron may communicate With the parking system controller 
501 (Which may be implemented in a remote server rather 
than kiosk 110 located in parking area 100) through commu 
nication channel 507, Which may comprise the Internet, or (if 
the implementation is inside of kiosk 110) merely a local 
Wireless netWork, such as a WiFi or Bluetooth connection. 
Through communication channel 507, controller 501 
prompts for and accepts the parking request With property (if 
needed), station identi?er (if needed), duration (if needed), 
and payment (if needed). If the transaction is being conducted 
from a location not near parking area 100, then a start time 
may also be prompted for and accepted from the patron. In 
step 705, data representative of at least the code, but prefer 
ably other information normally found on the receipt or park 
ing pass is provided to the patron’s computer, cell phone or 
smartphone. Such data may be a digital image, or may be a 
data object to be rendered as an image by an application 
running on the patron’s computer, PDA, or phone. In one 
embodiment, this electronic receipt may be printed by the 
patron, for dashboard placement in a pay-and-display situa 
tion. In another embodiment, the code may be displayed on a 
screen of the patron’s cell phone or smartphone for presenta 
tion to the patron When needed for entry into keypad 61 0. The 
data representative of the receipt may be provided as text, for 
example an SMS message or email, Which can then be printed 
or displayed on a screen for recall by the patron When needed. 
This method alloWs a patron to complete the parking system 
transaction 700 either in advance of arriving at parking area 
100, or While still in his vehicle upon ?rst parking in parking 
area 100. In this embodiment, immediately upon exiting his 
car, a patron already has the code ready for entry into keypad 
610 at activation process step 802, instead of visiting kiosk 
110 and returning With a receipt from printer 506 of kiosk 
110. OtherWise, activation process 800 proceeds as 
described. 



US 2012/0319651 A1 

[0091] Various additional modi?cations of the described 
embodiments of the invention speci?cally illustrated and 
described herein Will be apparent to those skilled in the art, 
particularly in light of the teachings of this invention. It is 
intended that the invention cover all modi?cations and 
embodiments, Which fall Within the spirit and scope of the 
invention. For example, While many of the foregoing embodi 
ments used the speci?c encryption method of Rivest et al., 
those skilled in the art Will recogniZe that many other forms of 
encryption or coding can be used to achieve the results of the 
present invention. Thus, While preferred embodiments of the 
present invention have been disclosed, it Will be appreciated 
that it is not limited thereto but may be otherWise embodied 
Within the scope of the folloWing claims. 
We claim: 
1. A system for charging electric vehicles comprising: 
a charger for an electric vehicle; 
a keypad for a user to enter a code; 
a processor having communication With said keypad, said 

processor having softWare to validate said code; 
a timer, 

said timer enabling said charger for an interval, said 
timer being started by said processor in response to 
said code being validate by the softWare. 

2. The system of claim 1 Wherein said interval has a pre 
determined duration. 

3. The system of claim 1 Wherein said software determines 
the duration of said interval from said code, said processor 
further able to set said timer for said duration in response to 
said code; 
Whereby said charging circuit is enabled for substantially 

the interval indicated by said code. 
4. The system of claim 3 Wherein said code indicates a 

duration for said interval; 
Whereby said charging circuit is enabled for substantially 

the duration indicated by said code. 
5. The system of claim 3 Wherein said timer comprises a 

clock and said code indicates a time for said interval to end, 
Whereby said charging circuit is enabled until substantially 

the time indicated by the code. 
6. The system of claim 1 Wherein said code comprises a 

sequence of digits. 
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7. The system of claim 1 Wherein said code is at least 
partially one of encrypted, signed, and checksummed. 

8. The system of claim 1 further comprising: 
a pay-and-display parking kiosk having a printer, and 

Wherein said code is printed by the kiosk. 
9. The system of claim 1 Wherein at least one of said 

keypad, processor, and charger is associated With a parking 
space 1D and the softWare only validates said code When said 
code indicates the parking space 1D. 

10. The system of claim 9 further comprising: 
a pay-by-space parking kiosk having a printer, Wherein 

said code is printed by the kiosk. 
11. The system of claim 1 further comprising: 
a remote server, Wherein said code is provided by the 

remote system to said user on one of a cell phone, PDA, 
or smartphone. 

12. A method for charging electric vehicles comprising the 
steps of: 

a) providing a charger for an electric vehicle; 
b) automatically accepting a code With a keypad When said 

code is entered by a user; 
c) automatically authenticating said code With a processor 

having softWare for authenticating the code, said proces 
sor receiving said code from said keypad; and, 

d) automatically enabling the charger for an interval in 
response to successful authentication in step c). 

13. The method of claim 12 Wherein said interval has a 
predetermined duration. 

14. The method of claim 12 Wherein the duration of said 
interval is determined from the code With said softWare. 

15. The method of claim 12 Wherein said codes comprises 
a sequence of digits. 

16. The method of claim 12 Wherein said code is at least 
partially one of encrypted, signed, and checksummed. 

17. The method of claim 12 Wherein at least one of said 
keypad, processor, and charger is associated With a parking 
space 1D and the authentication in step c) is successful only if 
said code indicates the parking space 1D. 

18. The method of claim 12 Wherein said codes is provided 
to said user on one of a cell phone, PDA, or smartphone. 

* * * * * 
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