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MOBILE DATA SECURITY SYSTEM AND 
METHODS 

CROSS REFERENCE TO RELATED U.S. PATENT 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 61/252,350, ?led Oct. 16, 2009. This 
application is a continuation-in-part of US. patent applica 
tion Ser. No. 11/363,283 ?led on Feb. 28, 2006 which claims 
priority from US. Provisional Application No. 60/656,541 
?led Feb. 28, 2005. This application is also a continuation 
in-part of US. patent application Ser. Nos. 12/614,391; 
12/614,326; and 12/614,333 all ?led on Nov. 6, 2009 and all 
claiming priority from US. Provisional Application Nos. 
61/111,762 ?led Nov. 6, 2008 and 61/252,350 ?led Nov. 6, 
2009. All of the above-mentioned disclosures are incorpo 
rated herein by reference. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH OR DEVELOPMENT 

[0002] Not Applicable. 

FIELD 

[0003] The exemplary, illustrative, technology herein 
relates to systems, software, and methods for implementing 
and managing security policies for mobile and other devices 
of diverse types. The technology herein has applications in 
the areas of mobile device and enterprise network security. 

BACKGROUND AND SUMMARY 

[0004] Security and con?guration managers manage 
mobile devices that are part of their network in order to 
maintain network security, manage use of resources, and 
detect or prevent misuse of such devices, but often do not have 
the expertise or means to understand, manage, and con?gure 
the policies on the different device types in use, using device 
appropriate policy management protocols and policy servers. 
The plethora of such policy management protocols, policy 
servers, device types, and policy requirements increases the 
dif?culty of maintaining an appropriate level of con?guration 
control over mobile devices that may connect to a given 
network. Network operators can end up with a collection of 
separate policies, de?ned and managed using various policy 
management protocols, being served from a disparate group 
of policy sources, using a variety of policy servers to devices 
with varying capabilities for policy implementation and 
reporting. This can result in inadequate policy implementa 
tion and enforcement, increased costs, and ine?icient use of 
resources as well as unacceptable risks to network security. 
[0005] Policies comprise one or more policy elements that 
de?ne one or more aspects of the mobile device’s con?gura 
tion. A policy is typically applied as a unit to a mobile device’s 
con?guration. Different device models, from the same or 
different manufacturers, may have differing policies that can 
be applied to them. Thus, the policy elements used, and their 
settings may vary from device to device. Policies are de?ned 
in various ways, depending on the device type they apply to, 
the policy server used to install them and/or verify device 
compliance with them. Policies are disseminated from policy 
servers, which act as a source of policies for transport to the 
devices they apply to, using various policy management pro 
tocols. Policy management protocols comprise protocols for 
interaction betweenpolicy servers and devices receiving poli 
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cies. These protocols can provide means not only to transfer 
the policy to the receiving device or devices, but also to 
manage policies on those devices, such as by verifying that 
the policy has been received by the device, verifying device 
compliance with the policy, removing the policy, updating the 
policy, or other policy-related activities. The manner in which 
these functions are accomplished varies from one policy man 
agement protocol to another, and the functions supported also 
vary. 
[0006] Mobile devices can have a plurality of policies 
applied at any given time, or sequentially over a period of 
time. Policies can also be stored on some mobile devices, and 
activated or deactivated as required. On other mobile devices, 
policies cannot be stored, but are activated when set, and 
remain activated until a newer policy is set. Most devices 
incorporate a method for resetting the device to “factory 
default” settings, which typically deactivates all policies. 
Multiple policies can also be active on the same mobile device 
simultaneously, so long as the policies do not con?ict. For 
example, if a ?rst policy requires e-mail to be obtained from 
server A, and a second policy prohibits installation of new 
software, there is no con?ict and both policies can be active 
on the same device at the same time. On the other hand, if a 
?rst policy requires e-mail to be obtained from server A, and 
a second policy requires e-mail to be obtained from server B, 
there is a con?ict that must be resolved. 

[0007] Applying a policy to mobile devices is challenging 
for a variety of reasons, due to a plethora of mobile device 
types from various manufacturers, a plurality of management 
protocols developed by different mobile device vendors for 
setting device parameters and subsequently managing these 
devices, and an inconsistency between device manufacturers 
in the device con?guration elements that are exposed on 
different types of mobile devices and the device con?guration 
elements that can be managed by the possible policy manage 
ment protocols supported by those devices. 
[0008] Policies are provided to mobile devices using policy 
servers. Typically, these servers permit de?nition and man 
agement of policies for speci?c types of devices, or for a 
limited subset of devices that share a common policy de?ni 
tion. This means that a plurality of policy servers may be used 
to support many different types of devices. Thus, an installa 
tion might have a ?rst policy server to manage BlackBerryTM 
devices, a second policy server to manage MicrosoftTM Win 
dows MobileTM devices, and a third policy server to manage 
Apple iPhonesTM Different policy servers may offer differing 
policy options and the reconciliation of these policy options 
and settings against an integrated security policy is tedious, 
time consuming, and often prone to errors. Similarly, report 
ing the status of device compliance using a plurality of dis 
parate policy servers has many of the same drawbacks. 
Finally, different policy servers may communicate with 
mobile devices using their own policy management proto 
cols, which further complicates the con?guration of policies 
and ?rewalls. 

[0009] Different policy management protocols may have 
different capabilities for setting and reporting the state of 
device policy elements de?ned within a device. This makes 
establishing, or determining device compliance with, security 
policies more di?icult and error prone when a plurality of 
policy servers are required by use of diverse device types. For 
example, the Apple iPhoneTM Con?guration Utility requires 
user assistance to set con?guration parameters and the user 
retains the ability to remove restrictions imposed by the con 
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?guration settings, While Microsoft Exchange ActiveSyncTM 
can alter device settings Without user assistance, and the 
BlackBerryTM Enterprise Server can set restrictions on the 
device user’s ability to alter settings. Often, these policy man 
agement protocols manage different portions of the mobile 
device’s con?guration and are not integrated in their settings 
or reporting. The policy management protocol implementa 
tions can be generalized as a “policy transport”. Policy trans 
ports sometimes embedded Within a broader data stream, 
such Were policy and data are passed betWeen an applications 
server and a mobile device. Well knoWn policy transports 
include, for example, Microsoft ActiveSyncTM, Black 
BerryTM Policy Service (BPS), Open Mobile AllianceTM 
(OMA) Device Management (OMA-DM), and Apple 
iPhoneTM Con?guration Utility. The use of a plurality of 
policy transports can complicate the management of ?reWalls 
and other netWork security systems, and reduce their effec 
tiveness in some scenarios due to the use of different loWer 
level netWork protocols or ports by diverse policy transports. 
In some implementations, specialized software is required to 
be added to a mobile device in order to make the device 
interoperate With a speci?c policy transport. This is inef?cient 
and adds to deployment cost and complexity. 
[0010] Some policy servers display and manage per-device 
policy compliance status information. The nature of policy 
compliance reported varies from policy management proto 
col to policy management protocol, ranging from “X policy 
Was installed” to “DeviceY has a speci?c setting Z”. To obtain 
a “Whole enterprise” vieW of policies and device compliance, 
a user must manually reconcile the policy differences, the 
reporting differences, and ensure that the component systems 
in the enterprise are properly con?gured. 
[0011] With a plethora of disparate policies and policy 
transports, What is needed are techniques and systems to 
integrate the policies and policy transports to provide an 
integrated enterprise-Wide policy de?nition, management 
and compliance reporting system. Integrating these compo 
nents requires more than simply collecting the information 
from tWo or more disparate policy servers and supplying it 
over an appropriate policy transport to the device(s) that must 
be made compliant. The information collected must be syn 
chronized With respect to time, device and management pro 
tocol capabilities must be taken into account, con?icting 
policy requirements must be resolved, device compliance 
must be determined and optionally corrected, and techniques 
must be used to ensure that compliance status is collected and 
reported in a common format. In addition, this must be done 
in a manner that is ef?cient With respect to bandWidth use, 
device resource use, and delays perceptible to device users. 
[0012] Microsoft Exchange ActiveSyncTM 
[0013] Microsoft Exchange ActiveSyncTM (EAS) is a pro 
tocol that connects mobile devices to MicrosoftTM Exchange 
servers, alloWing synchronization of e-mail and PIM (Per 
sonal Information Manager) data, such as tasks, calendars, 
and contacts, betWeen MicrosoftTM Exchange and the mobile 
device as Well as limited policy management of the device by 
MicrosoftTM Exchange. 
[0014] MicrosoftTM has implemented the EAS protocol on 
MicrosoftTM WindoWs MobileTM devices, and has licensed 
the protocol to a plurality of third-parties for use With a 
plurality of other mobile operating systems. Licensees 
include oWners of mobile operating systems such as, for 
example, Nokia Symbian S60TM, Sony Ericsson UIQTM, and 
Apple iPhoneTM, handset OEMs such as MotorolaTM, 
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HTCTM, and SamsungTM, and third party synchronization 
vendors such as DataVizTM. These vendors license and imple 
ment the client-side EAS Application Programming Interface 
(API). 
[0015] The EAS protocol may include three relevant areas 
of processing: Handshake, Email/PIM Synchronization, and 
Policy Push. These are described beloW. 
[0016] Handshake: Although EAS alloWs for push email 
from a server, EAS depends upon the mobile device to initiate 
the connection to the server. It is the device’s responsibility to 
connect (and re-connect, if a connection is lost) to the server, 
to create the session over Which email, PIM, and policy infor 
mation can be pushed. The establishment of the session 
involves an authentication handshake, Which identi?es the 
device user (by Active DirectoryTM (AD) Usemame) and the 
device (by EAS Device ID and EAS Policy Key) to the 
MicrosoftTM Exchange Server, associating the session With a 
mailbox for the purpose of email and PIM synchronization, 
and With a user and an AD group for the purpose of policy 
push. The EAS Policy Key is used as a ?rst stage check to 
prevent continued communication if the Policy Key is not 
provided or is not valid. The User is authenticated either by 
passing the user’s AD passWord in the protocol, or by using a 
client or machine certi?cate for client-side authentication of 
the SSL tunnel. 
[0017] Email/PIM Synchronization: Both the device and 
the MicrosoftTM Exchange server can “push” neW (or 
changed) information to each other. For example, neW email 
can be pushed from MicrosoftTM Exchange to the device. 
NeW or modi?ed contacts, calendar entries, and other PIM 
information can be pushed as Well. Email sent from the device 
is pushed to the MicrosoftTM Exchange Server, as Well as PIM 
information created or changed on the device. The protocol 
speci?es mechanisms for keeping changes synchronized 
betWeen MicrosoftTM Exchange and (multiple) devices. 
[0018] Policy: The MicrosoftTM Exchange Server can push 
policies to the device. These policies can be actions such as 
“Device Wipe” Which causes the device to clear its memory 
and return the device con?guration to its original factory 
state. Other policies can specify secure operation, including 
the requirement that the device lock itself after a period of 
(user) inactivity and require from the user a passWord or PIN 
of certain complexity to unlock. The device acknoWledges 
receipt of such policies, so MicrosoftTM Exchange can 
assume that the policy has been enforced. 
[0019] BlackBerryTM Enterprise Server 
[0020] BlackBerryTM Enterprise Server (BES) is a push 
based server from Research In MotionTM (RIMTM) that 
enables a secure, centrally managed link betWeen Black 
BerryTM devices and an organization’s enterprise systems, 
applications, and Wireless netWorks. It integrates With popu 
lar content sources such as e-mail and personal information 
management (PIM) systems such as IBM Lotus DominoTM 
and MicrosoftTM Exchange, and is designed to provide secure 
access to e-mail, organizer data, instant messaging, Web 
broWser, and other enterprise applications. It provides this 
access by retrieving information from enterprise content 
sources and “pushing” this content to a BlackBerryTM mobile 
device In addition to applying policies to individual devices, 
administrators can create groups of mobile users, then apply 
policies for one or more groups. Approximately 450 different 
policies can be applied to individual devices or groups of 
BlackBerryTM devices, ranging from enforcing passWord pro 
tection and controlling access to third party mobile applica 
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tions, to controlling the use of certain device features, such as 
using a camera or video recording. 

[0021] Some policy settings take precedence over others. 
For example, IT policy settings override application control 
policy settings. If you change anAlloW Internal Connections 
IT policy rule to “No”, and if there is an application control 
policy set that alloWs a speci?c application to make internal 
connections, the application cannot make internal connec 
tions. Device users can make application permissions more, 
but never less, restrictive than What the BES server speci?es. 
Devices ignore policy elements that are associated With fea 
tures that the device does not support. For example, a policy 
element that disables use of a camera Will be ignored by a 
device that does not include a camera. Errors are not gener 

ated in such situations. 

[0022] Open Mobile AllianceTM Device Management 
[0023] The Open Mobile AllianceTM (OMA) Device Man 
agement (DM) speci?cation is designed for management of 
small mobile devices such as mobile phones, PDAs, and palm 
top computers. Device management includes, for example, 
provisioning, con?guration, softWare installation or upgrade, 
and status reporting. A device may implement all or a subset 
of these features. Since the OMA-DM speci?cation is 
intended for use With mobile devices, it is designed With 
sensitivity to memory and storage space limitations, commu 
nication bandWidth constraints, and security. 
[0024] OMA-DM uses Extensible Markup Language 
(XML) for data exchange; speci?cally the sub-set de?ned by 
Synchronization Markup Language (SyncML). Device man 
agement is through a client-server relationship betWeen a 
server and the client device being managed. OMA-DM is 
designed to support and utiliZe a variety of connection meth 
ods, such as Universal Serial Bus (USB) or RS-232 Wired 
connections and Wireless connections, such as Global System 
for Mobile communications (GSM), Code Division Multiple 
Access (CDMA), Infrared Data Association (IrDA) or Blue 
tooth. Transport can involve Website Project (WSP) or (Wire 
less Application Protocol (WAP)), Hypertext Transfer Proto 
col (HTTP), OBject EXchange (OBEX) or similar transport 
layers. Policy settings can be transferred in OMA Device 
Management Files (DDF), Which are XML data ?les of 
knoWn format. 

[0025] The communication protocol used by OMA-DM is 
a request-response protocol. Authentication and challenge of 
authentication are included to ensure the server and client are 

communicating only after proper validation. The initial mes 
sage from the server to a client is in the form of a noti?cation, 
or alert message. Once the communication is established 
betWeen the server and client, a sequence of messages is 
exchanged to complete a given device management task. 
OMA-DM provides for alerts, Which are messages that can 
occur out of sequence, and can be initiated by either server or 
client. Such alerts are used to handle errors, abnormal termi 
nations, etc. 
[0026] The protocol speci?es exchange of “packages” dur 
ing a session. The packages consist of several messages, and 
the message in turn consists of one or more commands. The 
server initiates the commands and the client executes the 
commands and returns the results in a reply message. In some 
instances, the command includes policy elements to be set on 
the device. In others, the command reports aspects of the 
device’s con?guration status back to the server. 
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[0027] iPhoneTM Con?guration Pro?les 
[0028] iPhoneTM Con?guration pro?les de?ne one or more 
iPhoneTM settings. Con?guration pro?les are XML ?les that 
contain device security policies and restrictions, virtual pri 
vate netWork (V PN) con?guration information, Wi-FiTM set 
tings, email and calendar accounts, and authentication cre 
dentials that permit devices to Work With enterprise systems. 
Con?guration pro?les can be installed on devices connected 
via USB using the iPhoneTM Con?guration Utility, or con 
?guration pro?les can be distributed by email or through a 
Webpage. When users open the email attachment or doWnload 
the pro?le using the SafariTM Web broWser on their device, 
they are prompted to begin the Con?guration pro?le installa 
tion process. 
[0029] Con?guration pro?les are created by use of the 
iPhoneTM Con?guration Utility. The iPhoneTM Con?guration 
Utility enables creation, encryption and installation of con 
?guration pro?les (for devices connected via USB), among 
other capabilities. A con?guration pro?le is the Whole ?le 
used to con?gure certain settings for a device. AppleTM also 
refers to a “payload” as an individual collection of a certain 
type of settings, such as VPN settings, Within a con?guration 
pro?le. Con?guration pro?les can be locked such that a pass 
Word is required to remove one from a device after it has been 
installed. 
[0030] Con?guration pro?le updates are not pushed to 
devices. Updated pro?les must be manually installed by 
device users. As long as the pro?le identi?er matches, and if 
signed, it has been signed by the same copy of the iPhoneTM 
Con?guration Utility, the neW pro?le replaces the pro?le on 
the device. Removing a con?guration pro?le removes poli 
cies and all of the Exchange account’s data stored on the 
device, as Well as VPN settings, certi?cates, and other infor 
mation, including mail messages, associated With the pro?le. 
[0031] Aspects of the technology herein further relate to 
method, system, and device for providing policy from an 
integrated policy server to a mobile device, the mobile device 
having policy compliance capabilities. The method prefer 
ably comprises receiving a data stream betWeen a data server 
and the mobile device, the data stream including one or more 
policy transports, identifying the mobile device, identifying a 
policy in an integrated policy server applicable to the mobile 
device based on the identity of the mobile device, the policy 
including one or more policy elements, identifying one or 
more of the policy elements based on the mobile device, and 
supplying the identi?ed policy elements to one or more of the 
policy transports for transmission to the mobile device. The 
device preferably comprises a policy proxy con?gured to 
carry out the steps of the above method, and the system 
preferably includes the data server, the integrated policy 
server, and the policy proxy. 
[0032] The method may further include one or more of the 
steps of removing one or more policy elements from the data 
stream, translating one or more of the policy elements into a 
form transmittable by one or more of the policy transports, 
identifying a policy element to serve as a policy indicator and 
injecting the policy indicator into the data stream, installing 
the identi?ed policy elements on the mobile device and 
reporting the installation of the identi?ed policy elements on 
the mobile device to the integrated policy server. 
[0033] The technology herein further relates to another 
method, system, and device for providing policy from an 
integrated policy server to a mobile device, the mobile device 
having policy compliance capabilities. This method prefer 
ably comprises identifying the mobile device, identifying a 
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policy in the integrated policy server applicable to the mobile 
device based on the identity of the mobile device, the policy 
including one or more policy elements, identifying one or 
more of the policy elements based on the mobile device, 
determining Whether the mobile device is in compliance With 
the policy based on the identi?ed policy elements, and When 
the mobile device is not in compliance With the policy, assign 
ing the identi?ed policy elements to one or more policy trans 
ports and supplying the identi?ed policy elements to the 
assigned policy transports for transmission to the mobile 
device. The device preferably comprises a policy proxy con 
?gured to carry out the steps of the above method, and the 
system preferably includes the data server, the integrated 
policy server, and the policy proxy. 
[0034] The method may further include one or more of the 
steps of receiving an indicia that the policy Was installed on 
the mobile device, reporting the installation of the identi?ed 
policy elements on the mobile device to the integrated policy 
server, determining Whether the mobile device is in compli 
ance With the policy after receiving the indicia that the policy 
Was installed on the mobile device, and reporting the compli 
ance of the mobile device to the policy to the integratedpolicy 
server When the mobile device is determined to be in compli 
ance With the policy. 

[0035] The technology herein further relates to a method, 
system, and device for controlling access to a data server by a 
mobile device, the mobile device having policy compliance 
capabilities. The method preferably comprises receiving a 
data stream betWeen the data server and the mobile device, 
identifying the mobile device, identifying a policy in an inte 
grated policy server applicable to the mobile device based on 
the identity of the mobile device, and determining Whether 
the mobile device is in compliance With the policy. The device 
preferably comprises a policy proxy con?gured to carry out 
the steps of the above method, and the system preferably 
includes the data server, the integrated policy server, and the 
policy proxy. 
[0036] The method may further include one or more of the 
steps of granting the mobile device access to the data server 
When the mobile device is in compliance With the policy, 
denying the mobile device access to the data server When the 
mobile device is not in compliance With the policy, and, When 
the mobile device is not in compliance With the policy, assign 
ing the policy elements to one or more policy transports and 
supplying the policy elements to the policy transports for 
transmission to the mobile device. Compliance With the secu 
rity policy may also be determined by detecting the presence 
of one or more policy indicators in the mobile device, the 
policy indicators preferably including one or more of a digital 
certi?cate, a device con?guration setting, and a policy speci 
?cation. Compliance With the security policy may also be 
determined by determining the presence of one or more 
device settings and comparing one or more of the device 
settings to one or more of the policy elements. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0037] These and other features and advantages Will be 
better and more completely understood by referring to the 
folloWing detailed description of exemplary non-limiting 
illustrative embodiments in conjunction With the draWings of 
Which: 
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[0038] FIG. 1 illustrates an exemplary architecture of a 
policy proxy system according to an exemplary illustrative 
non-limiting embodiment; 
[0039] FIG. 2 illustrates another exemplary architecture of 
a policy proxy system according an exemplary illustrative 
non-limiting embodiment; 
[0040] FIGS. 3A-3C are ?oWcharts depicting message han 
dling by an exemplary policy proxy system according to an 
exemplary illustrative non-limiting embodiment; 
[0041] FIG. 4 illustrates an iPhoneTM speci?c exemplary 
architecture, illustrating plural communication transport 
channels and policy splitting across transports, according to 
an exemplary illustrative non-limiting embodiment; 
[0042] FIG. 5 illustrates the use of indicator settings by a 
policy proxy With a mobile device according to an exemplary 
illustrative non-limiting embodiment; 
[0043] FIG. 6 illustrates an internal ?oW diagram of a 
policy proxy according to an exemplary illustrative non-lim 
iting embodiment; 
[0044] FIG. 7 illustrates a ?owchart depicting sending a 
policy to a device on device query according to an exemplary 
illustrative non-limiting embodiment; and 
[0045] FIG. 8 is a ?owchart depicting a policy push from 
the policy integration server according to an exemplary illus 
trative non-limiting embodiment. 

DETAILED DESCRIPTION 

OvervieW 

[0046] The technology described herein relates to provi 
sioning of policies using a plurality of policy sources and 
policy transports, and inparticular, providing these policies to 
a plurality of mobile device types Without regard to the policy 
transports used to transfer the policies and install them on the 
mobile devices. 
[0047] An exemplary illustrative non-limiting implemen 
tation described herein is a system for, and methods for man 
agement of, common policy speci?cations comprised of sets 
of common policy elements, for a collection of mobile 
devices. More speci?cally, exemplary illustrative non-limit 
ing embodiments include mechanisms and techniques for 
specifying and transporting policy elements using one or 
more policy transports, installing policy elements as device 
settings, reporting the state of device settings associated With 
the policy elements, and managing common policy speci? 
cations across a set of disparate mobile devices, possibly from 
different manufacturers, possibly With different operating 
systems, simultaneously, using one or more policy transports. 

DEFINITIONS 

[0048] The folloWing de?nitions are used throughout, 
unless speci?cally indicated otherWise: 

TERM DEFINITION 

Policy 
Policy Element 

One or more policy elements. 
De?nes one or more aspects ofthe mobile 
device’s con?guration. 
A source ofpolicies for transport to the devices 
they apply to, using various policy management 
protocols 
A policy management protocol and the policy 
server that implements it. 

Policy Server 

Policy Transport 
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-continued 

TERM DEFINITION 

Policy Management Protocols for interaction between policy servers 
Protocol and devices receiving policies. These can provide 
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being used, how the device was used historically, and the 
current environment in which the device is being used. 

This feature describes requirements of a non-PC 
mains to transf?r P0110165 to Weaving d?vic?s, to Admission handheld device who wishes to connect to the 
manage policies on those devices, or enable other Control mtwork (wimless) or PC 
policy-related activities. 

Sync This feature determines the characteristics of PDAs 

Authorization approved for use on your network, including device OS, 

Exemplary Policy Components Vendor, Installed Software, Time Restrictions, and other 
parameters. 

[0049] TO Create the appropnate POhCIeS, the Preferred Admission This feature describes the requirements ofa non-PC 
embodiment facilitated creation of platform speci?c policies Control handheld device who wishes to connect to the network 
across any type of mobile devices. Components of a typical (wireless) or PC 
policy are illustrated in the table below. 

Mobile 
Level of Network User Application Device Data 
Security Admission Authentication Management Policy Protection 

High, Device Password Required Peripherals Data types 
Medium, Low Type and length, Software, Access and to encrypt 

associated composition, Image Lock, Use plus and SD 
attributes expiration, Trusted Firewall card 
and any entry method, Applications con?gurations protection 
time/date etc. and any 
restrictions time/date 
(Authorized restrictions. 
Sync and 
Port) 

Product Authorized Console Console Console Console 
Component(s) Sync and Password Tab Advanced Device Encryption 

Port Feature Tab Restrictions Tab 
Protect Tab 

[0050] Various password options can be set as part of the 
policy. Device restrictions can be set. Such restrictions can be _continued 
temporal and can relate to available device resources. Various 
event information, such as information to be logged, and This feature describes requirements ofa non-PC 
preference restrictions can be set. Application security, image Admission handheld device who wishes to connect to the 
management, and ?le transfer options can be set. Encryption Control network (WiIElESS) or PC 
options can be set. All of these options and parameters can I I I 
then be incorporated into a policy and enforcement mecha_ PC USB Port This feature provides a tool to restrict access to the USB 
nism in a known mannen Restrictions port based on speci?c device class or by speci?c device 

[0051] The system enables the appropriate policy enforce- typ?‘ 
ment based on the type of device and the speci?c mobile data 
risk associated with these devices. Policies can be created for _ _ 

[0060] UserAuthent1cat1on any computing platform including the following platforms: 
[0052] Windows 2000 and XP (including network admis 
sion restrictions and USB port protection) 
[0053] Palm (3.x, 4.x and 5.x) 
[0054] Pocket PC 2002 and 2003 (Phone Edition and Sec 
ond Edition) 
[0055] MS Smartphone 
[0056] Windows Mobile 5 
[0057] RIM (Java-enabled Devices) 
[0058] Symbian 
[0059] As devices attempt to connect to PCs within the 
system, whether they are on-line or offline, the set of policy 
parameters below enables the system to only allow “trusted” 
mobile devices (PDAs, Smartphones and other device types 
that meet enterprise admission criteria). The admission crite 
ria can include dynamic parameters such as how the device is 

This set ofpolicy features describes the user 
User authentication requirements for the device including 
Authentication password management parameters. 

Password Entry This de?nes the process for entering a password 
Method including Keyboard, PIN, or Pictures. 
Power On This is the password which provides access to the device 
Password at power on and during Idle time outs. The parameters 

for this are managed by the items below. 
Minimum This de?nes the minimum number of characters and/or 
Password pictures which are required as part of the power on 
Length password. 
Password This option de?nes the requirements password 
Parameters construction (alpha, alpha numeric, special keys or 

characters). 
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-continued 

This set of policy features describes the user 
User authentication requirements for the device including 
Authentication password management parameters. 

Password This feature determines the length of time a password is 
expiration valid, after which the user is forced to change their 

password. The new password must follow the password 
parameters de?ned for that policy as well as the 
password history requirements de?ned by the 
administrator. 

[0061] The preferred embodiment is capable of integrating 
the user authentication method and parameters to existing 
infrastructure including Directory Services (AD/LDAP) and 
other authentication technologies (PKI, Secure ID, Biomet 
rics, etc.) 
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[0063] Device Policy 
[0064] Once a mobile device, such as a PDA or Smart 
phone, has been allowed to access data from the enterprise or 
corporate network, there are a number of options to control 
what peripherals and resources the device can use based on 
security administrator concerns about accidental or malicious 
data exposure. 
[0065] Depending on the platform and the device type, the 
table below provides a representative example of the types of 
peripherals and resources that can be restricted. 

Device This set ofpolicy features describes the access 
Policy rights and restrictions relating to non-software 
v1 ?anctions and peripherals 

Peripheral This feature provides a listing of all peripheral and port 
and Port capabilities of the device type and enables the 

[0062] Application Management & Device Con?guration 

Application 

Management 

This set ofpolicy features describes the acceptable 

use and installation policies regarding software and 

related preferences 

Application Protection This feature provides the ability to provide additional 

Global Application levels of protection and management regarding access 

Password and use of applications. It provides the ability to have a 

Individual Application global password for all applications or local passwords for 

Password each individual application 

Image This feature enables the administrator to determine What 

Management an acceptable software image (all software including OS) 

for a device should be. This allows the administrator to 

“freeze” con?guration or have the ability to de?ne a 

“golden master” which should be used. The image can be 

updated based on speci?c times or at each sync. 

Preference This feature enables the administrator to set the 

Restrictions preferences for various applications and features for each 

device and then choose whether to lock them or not as 

part ofthe policy. 

Allow New This feature describes the ability to add new applications 

Applications to a device once the TD software has been installed. If 

the policy disallows new software to be added, the Trust 

Digital software will delete it immediately. 

Application This feature enables the administrator to select speci?c 

Protection applications that can access protected/encrypted data. 

Integrity Check Each “Trusted” application is then “signed” and 

Data Access Rights undergoes a validity check each time it attempts to run. 
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-continued 

Device This set of policy features describes the access 
Policy rights and restrictions relating to non-softWare 
v1 functions and peripherals 

Restrictions administrator to alloW access, prevent access based on 
approved device White list. 

Time This feature enables the administrator to set speci?c day 
Restrictions of Week and time period restrictions on accessing the 

device. When the device is out of range of acceptable 
time periods the appropriate message should be 
displayed. 

[0066] Lost & Stolen Devices 
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more policies from policy server 1400, Which is preferably an 
integrated policy server, and can cause these policies to be 
communicated to the mobile device 1100 for use in con?g 
uring mobile device’s 1100 behavior. Policy proxy 1300 is 
also enabled to determine the current policy settings of 
mobile device 1100. In this simpli?ed architectural rendering 
of an implementation of a policy proxy system, the policy 
proxy 1300 receives requests for communication from a 
mobile device 1100 or from an applications server 1200 in the 
form of an information and/ or policy transport represented by 
communication path 1500. The information and/or policy 
transport 1500 may be any type of information and/or policy 
transport such as the Exchange ActiveSyncTM protocol. 

Lost & Stolen Devices 

This set ofpolicy features helps eliminate data theft 
and also provides a set of parameters should devices 
become lost or stolen. 

Idle Lock 

Sync Inactivity 
Lock/Wip e 

PassWord Failure 

Enable Forgot PassWord 

Wipe PassWord 

Remote Unlock 
(1x challenge) 

This policy feature describes the amount of idle time that 
transpires before the PoWer On PassWord screen is 
displayed. This time may be more or less than the idle 
time poWer doWn on the device. In any event, if the idle 
lock time has transpired or the device goes to sleep itself, 
the system Will display the PoWer On Password before the 
device an be used further. 
This policy feature describes the amount of time that 
transpires Without any data processing or synchronization 
activity happening on the device that transpires before 
additional actions are taken by the device based on the 
policy. 
This describes the number oftries a user is alloWed to 
enter a passWord before additional action (Lock or Wipe) 
is taken. 
This alloWs an administrator to choose from a group of 
pre-determined set of questions Which the user must 
ansWer in order to re-set the passWord in question. Based 
on the questions selected as part ofthe policy, a user Will 
be prompted to ansWer these questions as [art of either 
the initial start up process on the device or immediately 
folloWing the next successful login if it is part ofan 
updated policy. An option to access this is available on 
the PoWer Up PassWord screen. 
This passWord is designed to enable the user to select a 
passWord to self destruct the device and all its data. If 
selected as part ofa policy, the user Will be prompted to 
enter the Wipe passWord during the initial startup process 
on the device or immediately folloWing the next successful 
login ifit is part ofan updated policy. 
This option should be displayed on the PoWer On 
PassWord Screen and enables the user to read the 
administrator a long number and then have the 
administrator read back a long number as Well to unlock 
the device, This should be accessible from the PoWer On 
PassWord screen as Well as instances Where the device 

has been locked (idle or activity locks) Where the action is 
to lock and not Wipe the device. 

Exemplary System Architecture [0068] FIG. 2 illustrates an architectural rendering of a 

[0067] FIG. 1 illustrates a simpli?ed architectural render 
ing of an exemplary implementation of a policy proxy system. 
The example system 1000 comprises at least one mobile 
device 1100 in communication With an applications server 
1200 using a communication path 1500. Policy proxy 1300 is 
positioned in the communication path between mobile device 
1100 and applications server 1200 such that it is enabled to 
receive, intercept, substitute, monitor or alter communica 
tions between the applications server 1200 and the mobile 
device 1100. Policy proxy 1300 can be supplied With one or 

more typical exemplary illustrative non-limiting heteroge 
neous policy management system. System 2000 comprises 
one or more mobile devices 2011, 2012, 2013, and 2014. 
Typically, these devices are developed by handset manufac 
turers as described above. For exemplary purposes, device 
2011 is a WindoWs MobileTM-based device, mobile device 
2012 is a Symbian-based device, device 2013 is an iPhoneTM, 
and mobile device 2014 is a BlackBerryTM device. These 
devices are operably linked to applications servers 2020, 
2021, and 2022 over a Wired and/or Wireless netWork 2030 
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using one or more information and/or policy transport proto 
cols 2040, 2041, 2042, and 2043 (collectively “policy trans 
port protocols”) intermediated by a policy proxy 2050. Appli 
cations servers information sources may include, for 
example, a MicrosoftTM Exchange Server, a BlackBerryTM 
Enterprise Server, a CalDavTM server, an email server (eg an 
SMTP, IMAP, POP, or other email server), a Web (i.e. HTTP/ 
HTTPS) server, a Calendar, Task, Contacts, or other PIM data 
source, and/ or other server useful to a mobile device. For the 
purpose of the example system of FIG. 2, applications server 
2020 represents a MicrosoftTM Exchange Server, applications 
server 2021 represents a BlackBerryTM Enterprise Server 
(BES), and applications server 2022 represents an AppleTM 
Con?guration Utility server. 
[0069] Information and/or policy transport protocols may 
include, for example, EAS 2043, BPS 2040, OMA 2042, and 
HTTP/HTTPS or e-mail used to transport AppleTM Con?gu 
ration Pro?les 2041. 
[0070] One or more of the policy transport protocols 2040 
2043 are routed through a policy proxy 2050, Which com 
prises one or more transport protocol-speci?c proxy compo 
nents 2051, 2052, 2053, & 2054, and a policy arbitrator 2059. 
A policy proxy is sometimes referred to as a “mobile services 
proxy”. The transport protocol-speci?c proxy components 
can include, for example, an EAS proxy component 2051, a 
BPS proxy component 2052, an OMA proxy component 
2053, an iPhoneTM Con?guration Pro?le proxy component 
2054, or other proxy components con?gured for speci?c 
policy transport protocols as may be developed by those 
skilled in the art. A plurality of policy proxy 2050 instances 
can be used to increase throughput or to segregate transport 
protocol traf?c. The functions of one or more transport-spe 
ci?c proxy components and the policy arbitrator can be inte 
grated into a single installation, or may be divided across tWo 
or more computer systems in communication to effect the 
functions of the policy proxy. The policy proxy and its various 
components are connected using a netWork to one or more 
disparate policy servers 2060, policy integration servers 2070 
and/ or additional information resource servers 2080. 

[0071] Disparate Policy Servers (2060) 
[0072] Legacy disparate policy servers as described herein 
are those systems Which provide policy and/or report policy 
con?guration status for a particular type of mobile device. 
Disparate applications servers that include policy informa 
tion include, for example, MicrosoftTM Exchange, Black 
BerryTM Enterprise Server (BES), and Trust DigitalTM Server. 
[0073] Policy Integration Server (2070) 
[0074] A policy integration server as described herein pro 
vides the capability to de?ne common policies and apply 
them to a plurality of device types. Optionally, a policy inte 
gration server can be con?gured to identify (either manually 
or automatically) one or more legacy disparate policy servers, 
such as BES or EAS servers, in the enterprise and communi 
cate With them to determine the policies that the legacy dis 
parate policy servers have been con?gured to deploy to 
mobile devices. The policy integration server can then inte 
grate those policies and identify legacy disparate policy 
server policies that are at variance With one or more common 

policies de?ned for the policy integration server. This enables 
a common set of policies to be de?ned for a plurality of device 
types, and for legacy disparate server variations from these 
common policies to be identi?ed for possible correction. In 
some exemplary illustrative embodiments, the common poli 
cies supersede legacy disparate server policies Where these 
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con?ict With common policies. In a more speci?c embodi 
ment, legacy disparate server policies are automatically 
updated to comply With common policy requirements. 
[0075] Additional Information Resource Servers (2080) 
[0076] Additional information resource servers 2080 may 
include calendar and messaging servers, such as those pro 
vided by MicrosoftTM products like SharepointTM and 
Exchange, calendar servers such as those provided using an 
industry standard protocol such as iCaITM (e.g. AppleTM Cal 
endar server), and the like. 
[0077] Policy Proxy (2050) 
[0078] A policy proxy 2050 is a component that typically 
operates at the enterprise netWork boundary and intercepts, 
processes, and forWards policy transport communications 
betWeen mobile devices 2011-2014 and applications servers 
2020-2022. Processing performed by policy proxies 2050 can 
comprise injection of common policy-derived policy ele 
ments or commands into policy transport exchanges betWeen 
the enterprise applications servers 2020-2022 and mobile 
devices 2011-2014. A policy proxy 2050 can receive and/or 
intercept data transport communications betWeen mobile 
devices 2011-2014 and applications servers 2020-2022. Such 
interception and processing can be done to determine Whether 
a mobile device 2011-2014 is in compliance With required 
policies, to bring a mobile device 2011-2014 into compliance 
With required policies, to block mobile device 2011-2014 
access to applications servers 2020-2022 When the mobile 
device 2011-2014 is not in compliance With requiredpolicies, 
to assure an applications server 2020-2022 that a mobile 
device is in compliance With required policies, to translate 
policy elements or commands into forms compatible With a 
mobile device 2011-2014 or applications server 2020-2022, 
or for other purposes such as logging or statistical informa 
tion gathering. Methods of establishing proxy components in 
netWorks, and the general functionality needed to intercept 
and perform processing on data streams passing through 
proxies is Well understood by those With skill in the art. The 
exemplary illustrative non-limiting implementation extends 
the knoWn concepts of netWork proxies so as to provide the 
policy-related functionality described herein. A policy proxy 
2050 can be implemented as part of a ?reWall, as a stand 
alone device, or as a service on a netWork. 

[0079] The policy proxy 2050 can function as a proxy ser 
vice for one or more policy transports 2040-2043, in Which 
the policy proxy 2050 receives data packets comprising 
policy transport communications from both the mobile 
device 2011-2014 and from applications servers 2020-2022, 
deconstructs the policy transport protocol, adds/changes/de 
letes device policy elements inconsistent With the policy 
speci?cations assigned for the speci?c device, and inserts/ 
changes policy elements so as to implement the common 
policy for the device, and ?nally, reassembles the policy 
transport communications for delivery to the mobile device 
2011-2014 (and subsequent installation of the policy, if 
desired). Policy proxies in some exemplary embodiments can 
also receive, process, suppress, or deliver data packets com 
prising protocols other than policy transport communica 
tions, such as When acting as a ?reWall, or to prevent com 
munication betWeen non-compliant mobile devices and 
enterprise servers. 

[0080] In some exemplary embodiments, a policy proxy 
2050 can function as a policy compliance checking system, 
Wherein the policy proxy 2050 uses one or more policy trans 
ports 2040-2043 to determine Whether a mobile device 2011 



US 2011/0167470 A1 

2014 is in compliance With required policies. When a mobile 
device 2011-2014 is determined to be in compliance With 
required policies, the policy proxy 2050 permits communi 
cation betWeen the mobile device 2011-2014 and applica 
tions servers 2020-2022. When a mobile device 2011-2014 is 
determined to be out of compliance With requiredpolicies, the 
policy proxy 2050 can, in some exemplary embodiments, 
cause the mobile device 2011-2014 to be brought into com 
pliance. 
[0081] In some exemplary embodiments, the policy proxy 
2050 acts as a ?reWall to prevent mobile device 2011-2014 
communications from reaching applications servers 2020 
2022 until the mobile device 2011-2014 has implemented the 
common policy assigned to it and demonstrated compliance 
With the common policy through interactions With the policy 
proxy 2050. In such exemplary embodiments, the policy 
proxy 2050 is con?gured to act as a policy transport, at least 
to the extent required to implement this functionality, for the 
device types supported. 
[0082] In some exemplary embodiments the policy proxy 
2050 comprises one or more transport protocol-speci?c 
proxy components 2051-2054 useful to implement device 
speci?c aspects of the functionality of the policy proxy 2050. 
[0083] In some exemplary embodiments, a policy proxy 
2050 can provide one or more of the folloWing services: 

[0084] Policy compliance checker for the mobile device. 
The policy proxy 2050 can function as a policy compliance 
checker, Where the current state of a mobile device’s 2011 
2014 policy compliance is determined through interaction 
betWeen the policy proxy 2050 and the mobile device 2011 
2014 using one or more policy transports 2040-2043. The 
results of such checks can form the basis for blocking access 
to applications servers 2020-2022, for injecting policy ele 
ments into the mobile device 2011-2014 to bring it closer to 
compliance With required policy, or for other purposes. 
[0085] Policy injector to the mobile device. The policy 
proxy 2050 can function as a policy injector, Where thirdparty 
policy elements, such as policy elements derived from a com 
mon policy, can be injected into a policy transport communi 
cation stream 2040-2043 betWeen an applications server 
2020-2022 and a mobile device 2011-2014. These injected 
policy elements may augment and/ or replace portions of the 
policy transport communication stream. In some exemplary 
embodiments policy elements can also be removed from 
policy transport communication streams. Policy injection can 
be done at the request of the mobile device 2011-2014, as a 
result of a mobile device 2011-2014 being found to be out of 
compliance With required policies during a compliance 
check, or for other reasons, such as administrator command, 
periodic scheduling of such injection, or for other reasons. 
[0086] Policy results interceptor. The policy proxy 2050 
can also function as a policy results interceptor, in Which 
policy and con?guration results are intercepted in transit from 
a mobile device to an applications server, and the stream of 
policy and/or con?guration results are redirected to addi 
tional and/or alternative applications servers and/or policy 
servers. 

[0087] Policy results injector to the applications server. The 
policy proxy 2050 can also function as a policy results inj ec 
tor to an applications server 2020-2022 by formulating 
responses to applications server 2020-2022 policy status que 
ries or other policy transport communications and using them 
to respond to the applications server 2020-2022. This capa 
bility can be used to satisfy an applications server 2020-2022 

Jul. 7, 2011 

that a mobile device 2011-2014 is in compliance With its 
required policies, Whether the mobile device 2011-2014 is 
actually in compliance or not, or to cause the applications 
server 2020-2022 to specify the policy it expects the mobile 
device 2011-2014 to be in compliance With. The former capa 
bility is useful When an applications server 2020-2022 is 
requiring compliance With a policy that is less strict than a 
common policy applicable to the mobile device 2011-2014, 
When an applications server 2020-2022 is requiring a policy 
that is more restrictive than a common policy applicable to a 

mobile device 2011-2014, When an applications server 2020 
2022 is not con?gured to interoperate With the particular 
mobile device 2011-2014, or for other purposes as Will be 
apparent to those With skill in the art. The later capability is 
useful for enabling the policy proxy 2050 to collect legacy 
policy server policy elements for integration into common 
policies or for other purposes. 

[0088] Application ?reWall. The policy proxy 2050 can 
function as an application-aware ?reWall for one or more 

netWork transport protocols 2040-2043. The policy proxy 
2050 is therefore enabled to intercept all elements of the 
mobile device 2011-2014 to applications server 2020-2022 
communication stream and mediate the operation of the net 
Work transport protocol. For example, a policy proxy 2050 
may deny communication by policy (e.g., from restricted 
devices, by netWork source, or by time-of-day) . Alternatively, 
a policy proxy 2050 may deny particular interactions by 
policy (e.g., restrict “contacts” synchronization but permit 
e-mail synchronization). In addition, a policy proxy 2050 
may ensure that commands and data in the session are prop 
erly formed, to prevent the backend applications servers 
2020-2022 from acting on requests that may cause unpredict 
able behavior. 

[0089] Application information routing and mediation. 
Policy proxy 2050 may function to provide rule-based syn 
chronization of other information sources 2080 and to pro 
vide synchronization betWeen these sources and a mobile 
device 2011-2014 under the instruction of one or more 
policy-based rules. A policy proxy 2050 can synchronize the 
mobile device 2011-2014 With third party e-mail or PIM 
information. For example, “contacts” from a Customer Rela 
tions Management (CRM) system could be shared With spe 
ci?c mobile devices. Alternatively, alerts may be injected as 
e-mails. 

[0090] The policy proxy enables mobile devices to syn 
chronize business information (eg E-mail and PIM informa 
tion) With a variety of additional information resource servers 
(e.g., Lotus NotesTM, Microsoft HotmailTM, and Google 
GmailTM) Without specialized softWare on the mobile device. 
In one aspect, the synchronization occurs transparently With 
out the mobile device being aWare of the source and/or des 
tination of the information being synchronized. In a second 
instance, the policy proxy can combine information from a 
plurality of information resource servers into a single content 
stream for synchronization With the mobile device, and split 
the information stream from the device to its respective infor 
mation resource servers. This is useful When the server pro 
vides the system of record With a speci?c type of information, 
for example, business contacts in the CRM system, internal 
company contacts in the company directory, and the like. 
Similar types of information handling are available for each 
type of PIM data, such as tasks, calendar entries, contact 
records, email, documents, and the like. 
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