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A primary portable device can access a vehicle by transmit 
ting an activation message including a vehicle access creden 
tial to the vehicle. The primary portable device can addition 
ally enable a secondary portable device to access the vehicle 
by transmitting the vehicle access credential to the secondary 
portable device. The connections between the primary por 
table device, secondary portable device, and vehicle can be 
based on a short-range Wireless protocol, such as Bluetooth or 
Bluetooth LE. 
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ACCESSING A VEHICLE USING PORTABLE 
DEVICES 

BACKGROUND 

[0001] The present disclosure relates generally to Wireless 
communication betWeen computing devices and more par 
ticularly to using portable computing devices to access a 
vehicle. 
[0002] Computing devices have been in use for several 
decades. Examples of computing devices include, for 
example, desktop computers, laptop computers, mobile 
phones, smartphones, tablet devices, portable multimedia 
players, devices integrated into automobiles, and/or the like. 
Computing devices can be used for performing a Wide variety 
of tasks, from the simple to the most complex. In some 
instances, computing devices can have Weight and siZe char 
acteristics such that the devices are portable or easily moved. 
[0003] Many computing devices currently incorporate 
interfaces that support various Wireless communication stan 
dards. For example, many interfaces currently support com 
munications based on the Bluetooth protocol. The Bluetooth 
protocol, in general, enables point-to-point Wireless commu 
nications betWeen multiple devices over short distances (e.g., 
30 meters). Bluetooth has gained Widespread popularity since 
its introduction and is currently used in a range of different 
devices. 
[0004] In order to alloW Bluetooth to be used in a greater 
variety of applications, a loW energy variant of the technology 
Was introduced in the Bluetooth Core Speci?cation, Version 
4.0. Bluetooth LoW Energy (LE), in general, enables devices 
to Wirelessly communicate While draWing loW amounts of 
poWer. For example, devices using Bluetooth LE can often 
operate for more than a year Without requiring their batteries 
to be recharged. 

BRIEF SUMMARY 

[0005] According to various embodiments of the present 
invention, a portable device can be used to enable access to a 
vehicle. The portable device can additionally con?gure other 
portable devices to enable access to the same vehicle. In 
certain embodiments, communications betWeen the portable 
devices and the vehicle can be based on one or more Wireless 

connections, such as Bluetooth and/ or Bluetooth LE connec 
tions. 
[0006] For example, a ?rst portable device (designated 
herein as the “primary” portable device) can receive a vehicle 
access credential from a vehicle over a Wireless connection 

(e. g., a Bluetooth or Bluetooth LE connection). The primary 
portable device can thereafter use the vehicle access creden 
tial to Wirelessly activate the vehicle such that one or more of 
the vehicle’s operations can be accessed. Illustratively, upon 
activating a vehicle, a user of the primary portable device can 
interact With the vehicle to perform certain vehicle-related 
operations such as unlocking the vehicle’s door, starting the 
vehicle’s engine, etc. In some embodiments, the primary 
portable device can additionally transmit the vehicle access 
credential to a second portable device (designated herein as 
the “secondary” portable device) over a Wireless connection 
(e.g., a Bluetooth or Bluetooth LE connection, a Wi-Fi net 
Work, or a cellular data netWork). Thereafter, the secondary 
portable device can use the credential to activate the same 
vehicle such that one or more of the vehicle’s operations can 
be accessed. In certain embodiments, the primary portable 
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device can place limitations or restrictions on the secondary 
portable device. For example, the primary portable device can 
limit the types of vehicle-related operations that are acces 
sible When a vehicle is activated by the secondary portable 
device. 
[0007] In some embodiments, a vehicle can only be oper 
ated so long as an activating portable device is present. For 
example, a vehicle can be con?gured such that its engine 
cannot be started unless a portable device With an appropriate 
vehicle access credential is detected. In this Way, an activating 
portable device can act as the security point for the vehicle. 
[0008] These and other embodiments of the invention along 
With many of its advantages and features are described in 
more detail in conjunction With the text beloW and attached 
?gures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 illustrates a system including a primary por 
table device, a secondary portable device, and a vehicle 
according to an embodiment of the present invention. 
[0010] FIG. 2 illustrates an exemplary portable device 
according to an embodiment of the present invention. 
[0011] FIG. 3 illustrates an exemplary vehicle according to 
an embodiment of the present invention. 
[0012] FIG. 4 illustrates an exemplary Bluetooth module 
according to an embodiment of the present invention. 
[0013] FIG. 5 is a How diagram of a process usable by a 
primary portable device to access a vehicle according to an 
embodiment of the present invention. 
[0014] FIG. 6. is a How diagram of a process usable by a 
vehicle to perform a vehicle-related operation according to an 
embodiment of the present invention. 
[0015] FIG. 7 is a How diagram of a process usable by a 
primary portable device to enable a secondary portable device 
to access a vehicle according to an embodiment of the present 
invention. 
[0016] FIG. 8 is a How diagram of a process usable by a 
primary portable device to enable a secondary portable device 
to access a vehicle according to another embodiment of the 
present invention. 
[0017] FIG. 9 is a How diagram of a process usable by a 
secondary portable device to access a vehicle according to an 
embodiment of the present invention. 
[0018] FIG. 10. is a How diagram ofa process usable by a 
vehicle to perform a vehicle-related operation according to an 
embodiment of the present invention. 

DETAILED DESCRIPTION 

[0019] Some embodiments of the present invention provide 
techniques for enabling a primary portable device to activate 
or enable a vehicle such that a user can access the operations 
of the vehicle. Certain embodiments additionally permit the 
primary portable device to enable a secondary portable device 
to similarly activate the vehicle. According to some embodi 
ments, communications betWeen the portable devices and the 
vehicle can be based on one or more Wireless connections 

(e.g., Bluetooth or Bluetooth LE connections). 
[0020] As used herein, a primary portable device can be a 
portable device that is con?gured to activate a vehicle through 
performing a vehicle setup procedure directly With the 
vehicle. A secondary portable device can be a portable device 
that is con?gured to activate a vehicle by a primary portable 
device. 
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[0021] Illustratively, a primary portable device can perform 
a setup procedure With a vehicle over a Wireless connection 
(e.g., a Bluetooth or Bluetooth LE connection). During the 
setup procedure, the primary portable device can obtain a 
vehicle access credential from the vehicle. The primary por 
table device can later include the vehicle access credential in 
an activation message that is transmitted to the vehicle. The 
vehicle can validate the received access credential to deter 
mine Whether the primary portable device is authorized to 
activate the vehicle such that the vehicle’s operations can be 
accessed. 
[0022] The primary portable device can additionally trans 
mit the vehicle access credential to a secondary portable 
device over a Wireless connection (e. g., a Bluetooth or Blue 
tooth LE connection, a Wi-Fi network, or a cellular data 
netWork).After receiving the access credential, the secondary 
portable device can use the access credential to similarly 
activate the vehicle. In certain embodiments, the primary 
portable device can further transmit usage information or 
parameters to the secondary portable device. The usage 
parameters can limit or restrict the manner in Which a vehi 
cle’s operations can be accessed When a secondary portable 
device has been used to activate the vehicle. For example, the 
usage parameters can limit the accessibility of a vehicle’s 
operations to a certain period of time (e.g., one hour from 
transmission of the vehicle access credential, betWeen the 
times ofl pm and 3 pm, etc.). 
[0023] In some embodiments, a vehicle can only be oper 
ated so long as an activating portable device is present. For 
example, a vehicle can be con?gured such that its engine 
cannot be started unless a portable device With an appropriate 
vehicle access credential is detected or connected to the 
vehicle. In this Way, an activating portable device can act as 
the security point for the vehicle. 
[0024] As used herein, a vehicle access credential can be 
any value, data, or information suitable for determining 
Whether a device is authoriZed to activate a vehicle. For 
example, a vehicle access credential can be or include one or 

more access tokens, access keys, access codes, access infor 
mation, cryptographic keys, data signed using cryptographic 
keys, and/ or the like. 

[0025] As used herein, a vehicle-related operation can be 
any operation supported by a vehicle. For example, a vehicle 
related operation can be an operation to unlock a vehicle’s 
doors, unlock a vehicle’s storage compartment, start a vehi 
cle’s engine, activate a vehicle’s audio or audiovisual enter 
tainment system, activate a vehicle’s global positioning sys 
tem (GPS), activate a vehicle’s dashboard console, turn on a 
vehicle’s passenger compartment lights, adjust a vehicle’s 
seats, turn on a vehicle’s headlights, open a vehicle’ s sun roof, 
turn on a vehicle’s Windshield Wipers, activate a vehicle’s 
automatic parking system, activate a vehicle’s Wireless com 
munication system, and/or the like. In some embodiments, 
the vehicle-related operation can include a personalization 
operation, in Which the vehicle automatically adjusts an envi 
ronmental setting (e.g., seat position, mirror position, tem 
perature controls, settings for an audio or audiovisual enter 
tainment system) based on the received vehicle access 
credential and/ or on the particular portable device from Which 
the vehicle access credential is received. 

[0026] As discussed, various entities (e.g., portable 
devices, vehicles) described herein can communicate over 
one or more Wireless connections. Currently, many Wireless 
communication standards exist for enabling different devices 
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to communicate. One popular Wireless communication stan 
dard, as noted, is Bluetooth. In general, Bluetooth alloWs 
voice and data communication betWeen various devices With 
out a physical cable, and instead uses frequency-hopping 
spread spectrum technology. Currently, Bluetooth exists in 
tWo variations: standard Bluetooth (e.g., Bluetooth Basic 
Rate/Enhanced Data Rate) and Bluetooth LoW Energy (LE). 
[0027] As a general matter, Bluetooth LE operates simi 
larly to standard Bluetooth, except that those interfaces using 
Bluetooth LE consume less poWer and operate With loWer 
latency. Bluetooth LE, in addition, uses a different a set of 
channels from standard Bluetooth. In particular, Bluetooth 
LE operates over 40 tWo-MHZ-Wide channels rather than the 
79 one-MhZ-Wide channels used in standard Bluetooth. 
While Bluetooth and Bluetooth LE are not designed to be 
compatible With one another, many Bluetooth interfaces sup 
port both variations (e.g., the modules can operate in dual 
mode). 
[0028] At the most basic level, devices supporting Blue 
tooth and/or Bluetooth LE can establish Wireless connections 
With neighboring Bluetooth and/or Bluetooth LE devices 
using point-to-point connections. In particular, a master- slave 
structure can be established Where one master device com 
municates With at least one slave device in a netWork group 
called a piconet. 
[0029] Typically, in order for tWo Bluetooth devices to 
establish a connection, the devices must be paired through a 
connection procedure. The connection procedure is fre 
quently triggered automatically the ?rst time a device 
receives a connection request from a device With Which it is 
not yet paired. Initial pairing may require user intervention, 
e.g., to con?rm that pairing is desired or to enter an authen 
tication code. After a pairing has been established, parameters 
associated With the pairing can be remembered (e. g., stored) 
by the devices and a secure connection can be established. 
Following pairing, the paired devices can reconnect to each 
other Without user intervention. If desired, the pairing rela 
tionship can later be removed by a user. 

[0030] The folloWing description primarily refers to com 
munication using Bluetooth and/or Bluetooth LE connec 
tions. HoWever, one skilled in the art Will appreciate that the 
techniques disclosed in this speci?cation are equally appli 
cable to other types of connections, such as Wired and other 
types of Wireless connections (e.g., near ?eld communica 
tions, WiFi, or the like). 
[0031] In some instances, the folloWing description dis 
cusses exchanging the same data (e.g., the same vehicle 
access credential) among various entities. HoWever, it should 
be understood that data is considered the same insofar as the 
data has the same value, binary representation, etc. rather than 
being of the same physical embodiment. For example, a 
vehicle can transmit an access credential to a primary portable 
device. The primary portable device can thereafter transmit 
the same access credential to a secondary portable device. In 
the context of the description, the transmissions among the 
entities might not each include the same physical embodi 
ment of the access credential. Rather, the transmissions 
among the entities can each include an access credential 
having the same value, binary representation, etc. 
[0032] Referring to FIG. 1, a system 100 including a pri 
mary portable device 102, a secondary portable device 104, 
and a vehicle 106 is illustrated. Each of primary portable 
device 102, secondary portable device 104, and vehicle 106 
can include Wireless communication interfaces, such as a 
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Bluetooth module, and various other components, examples 
of Which are described in detail below. 
[0033] Portable devices 102 and 104 can each be any por 
table device With a Wireless interface, such as a laptop com 
puter, a tablet device, a key fob, a car key, an access card, a 
multi-function device, a mobile phone, a portable gaming 
device, a portable multimedia player, a portable music player, 
a personal digital assistant (PDA), a household device, and/or 
any portable or non-portable electronic or electro -mechanical 
device and/or the like. For example, portable devices 102 and 
104 can each be an iPod®, iPhone®, or iPad® device avail 
able from Apple Inc. of Cupertino, Calif. 
[0034] Vehicle 106 can be any suitable transportation 
machinery, such as an automobile, a truck, a bus, a train, a 
tractor, a golf cart, a go-kart, a motorcycle, a scooter, a motor 
iZed bicycle, a boat, a Watercraft (e. g., a jet-ski), an aircraft, a 
laWn moWer, a snoWmobile, a remote controlled device (e. g., 
remote controlled car or airplane), and/ or the like. Further, it 
Will be appreciated that the present invention is not limited to 
controlling access to a vehicle. In some embodiments, por 
table devices can be used to control access to any secured 
device (including relatively immobile devices such as safes or 
bank vaults) or secured area (e.g., a building, storage facility, 
or the like). 
[0035] As shoWn in FIG. 1, primary portable device 102 
and vehicle 106 can communicate via Wireless connection 
108. Additionally, primary portable device 102 and second 
ary portable device 104 can communicate via Wireless con 
nection 110. Furthermore, secondary portable device 104 and 
vehicle 106 can communicate via Wireless connection 112. 
Each ofthe Wireless connections 108, 110, and 112 can be a 
suitable Wireless connection type, such as a Bluetooth LE or 
Bluetooth connection. 

[0036] In some embodiments, primary portable device 102, 
secondary portable device 104, and vehicle 106 can exchange 
various information over the aforementioned Wireless con 
nections in order to enable the portable devices to activate or 
enable access to vehicle 106, as Will be described in greater 
detail beloW. 
[0037] It should be appreciated that the Wireless connec 
tions shoWn in FIG. 1 can be, but need not be, concurrent. 
Illustratively, connection 108 betWeen primary portable 
device 102 and vehicle 106 can be established at a ?rst time. 
The connection can thereafter be terminated. At a later time, 
connection 110 betWeen primary portable device 102 and 
secondary portable device 104 can be established, and also 
subsequently terminated. FolloWing termination of connec 
tion 110, connection 112 betWeen secondary portable device 
104 and vehicle 106 can be established. 

[0038] It Will be further appreciated that the devices shoWn 
in FIG. 1 are illustrative and that variations and modi?cations 
are possible. For example, although the system of FIG. 1 only 
shoWs one primary portable device, one secondary portable 
device, and one vehicle, any suitable number of these entities 
(including Zero) can be included. For example, system 100 
can include tWo secondary portable devices that can commu 
nicate With primary portable device 102 and vehicle 106 over 
Wireless connections. 
[0039] FIG. 2 is a block diagram shoWing an exemplary 
portable device (e. g., primary and secondary portable devices 
102 and 104 of FIG. 1) according to an embodiment. Portable 
device 200 can include a controller 202, a Bluetooth module 
204, an RF module 206, a WiFi module 208, a storage module 
210, a display module 212, and an input module 216. In some 
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embodiments, portable device 200 can include additional 
modules, such as global positioning system (GPS) modules, 
battery modules, motion detection modules, device orienta 
tion modules, magnetometer modules, three-dimensional 
gyroscope modules, connector modules, audio modules, 
three-dimensional video processing modules, acceleration 
detection modules, camera modules, and/or the like. In some 
embodiments, portable device 200 can be a su?icient siZe, 
dimension, and Weight to enable the device to be easily 
moved by a user. For example, portable device 200 can be 
pocket siZe. 
[0040] Controller 202, Which can be implemented as one or 
more integrated circuits, can control and manage the overall 
operation of portable device 200. For example, controller 202 
can perform various tasks, such as retrieving various assets 
that can be stored in storage module 210, accessing the func 
tionalities of various modules (e.g., interacting With other 
Bluetooth enabled devices via Bluetooth module 204), 
executing various softWare programs (e.g., operating systems 
and applications) residing on storage module 210, generating 
vehicle activation messages, receiving vehicle access creden 
tials, and so on. In some embodiments, controller 202 can 
include one or more processors (e.g., microprocessors or 
microcontrollers) con?gured to execute machine-readable 
instructions. For example, controller 202 can include a single 
chip applications processor. Controller 202 can further be 
connected to storage module 210 in any suitable manner. 
[0041] Bluetooth module 204 can include any suitable 
combinations of hardWare for performing Wireless commu 
nications With other Bluetooth enabled devices and alloWs an 
RF signal to be exchanged betWeen controller 202 and other 
Bluetooth enabled devices. In some embodiments, Bluetooth 
module 204 can perform such Wireless communications 
according to Bluetooth Basic Rate/Enhanced Data Rate (BR/ 
EDR) and/or Bluetooth LoW Energy (LE) standards. For 
example, Bluetooth module 204 can include suitable hard 
Ware for performing device discovery, connection establish 
ment, and communication based on only Bluetooth LE (e. g., 
single mode operation). As another example, Bluetooth mod 
ule 204 can include suitable hardWare for device discovery, 
connection establishment, and communication based on both 
Bluetooth BR/EDR and Bluetooth LE (e.g., dual mode opera 
tion). As still another example, Bluetooth module 204 can 
include suitable hardWare for device discovery, connection 
establishment, and communication based only on Bluetooth 
BR/EDR. 
[0042] RF module 206 can include any suitable combina 
tions of hardWare for performing Wireless communications 
With Wireless voice and/or data netWorks. For example, RF 
module 206 can include a RF transceiver (e. g., using mobile 
telephone technology such as GSM or CDMA, advanced data 
netWork technology such as 3G or EDGE) that enables a user 
of portable device 200 to place telephone calls over a Wireless 
voice netWork. 
[0043] WiFi module 208 can include any suitable combi 
nations of hardWare for performing WiFi (e.g., IEEE 802.11 
family standards) based communications With other WiFi 
enabled devices. 

[0044] Storage module 210 can be implemented, e. g., using 
disk, ?ash memory, random access memory (RAM), hybrid 
types of memory, optical disc drives or any other storage 
medium that can store program code and/or data. Storage 
module 210 can store softWare programs 214 that are execut 
able by controller 202, including operating systems, applica 
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tions, and related program code. In some embodiments, stor 
age module 210 can additionally store vehicle access 
information, such as a vehicle access credential (or set of 
vehicle access credentials). The vehicle access credential can 
be encrypted or securely stored in any suitable manner. 
[0045] Software programs 214 (also referred to as softWare 
or apps herein) can include any program executable by con 
troller 202. In some embodiments, certain softWare programs 
can be installed on portable device 200 by its manufacturer, 
While other softWare programs can be installed by a user. 
Examples of softWare programs 214 can include operating 
systems, vehicle access applications, productivity applica 
tions, video game applications, personal information man 
agement applications, applications for playing media assets 
and/or navigating a media asset database, applications for 
controlling a telephone interface to place and/or receive calls, 
and so on. For example, softWare programs 214 can include 
an application that enables a user of portable device 200 to 
activate and control vehicle 106. Certain softWare programs 
214 can provide communication With and/or control of por 
table devices, and certain softWare programs 214 can be 
responsive to control signals or other input from portable 
device 200. 
[0046] Display module 212 can be implemented as a CRT 
display, an LCD display (e.g., touch screen), a plasma display, 
a direct-projection or rear-projection DLP, a microdisplay, 
and/ or the like. In various embodiments, display module 212 
can be used to visually display user interfaces, images, and/or 
the like. 
[0047] Input module 216 can be implemented as a touch 
screen (e.g., LCD based touch screen), a voice command 
system, a keyboard, a computer mouse, a trackball, a Wireless 
remote, a button, and/or the like. Input module 216 can alloW 
a user to provide inputs to invoke the functionality of control 
ler 202. In some embodiments, input module 216 and display 
module 212 can be combined or integrated. For example, 
portable device 200 can include an LCD-based touch screen 
that displays images and also captures user input. Illustra 
tively, a user can tap his or her ?nger on a region of the touch 
screen’s surface that displays an icon. The touch screen can 
capture the tap and, in response, start a softWare program 
associated With the icon. Upon starting the softWare program, 
a graphical user interface for the application can be displayed 
on the touch screen for presentation to the user. 

[0048] FIG. 3 is a diagram shoWing an exemplary vehicle 
(e.g., vehicle 106 ofFIG. 1) according to an embodiment. As 
shoWn in FIG. 3, vehicle 300 can include Bluetooth module 
302, controller 304, and storage module 306. As used herein, 
the various modules shoWn in FIG. 3 can be referred to 
collectively as a “vehicle access control system.” 

[0049] Bluetooth module 302 can include any suitable 
combinations of hardWare for performing Wireless commu 
nications With other Bluetooth enabled devices and alloWs an 
RF signal to be exchanged betWeen controller 304 and other 
Bluetooth enabled devices. In some embodiments, Bluetooth 
module 302 can perform such Wireless communications 
according to Bluetooth Basic Rate/Enhanced Data Rate (BR/ 
EDR) and/or Bluetooth LoW Energy (LE) standards. For 
example, Bluetooth module 302 can include suitable hard 
Ware for performing device discovery, connection establish 
ment, and communication based on only Bluetooth LE (e. g., 
single mode operation). As another example, Bluetooth mod 
ule 302 can include suitable hardWare for device discovery, 
connection establishment, and communication based on both 
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Bluetooth BR/EDR and Bluetooth LE (e.g., dual mode opera 
tion). As still another example, Bluetooth module 302 can 
include suitable hardWare for device discovery, connection 
establishment, and communication based only on Bluetooth 
BR/EDR. 
[0050] Controller 304, Which can be implemented as one or 
more integrated circuits, can control and manages certain 
operations of vehicle 300. For example, controller 304 can 
perform various tasks, such as accessing the functionalities of 
various modules (e.g., interacting With other Bluetooth 
enabled devices via Bluetooth module 302), executing vari 
ous softWare programs residing on storage module 306, 
executing various vehicle-related operations and so on. In 
some embodiments, controller 304 can include one or more 

processors (e.g., microprocessors or microcontrollers) con 
?gured to execute machine-readable instructions. Controller 
304 can further be connected to storage module 306 in any 
suitable manner. 

[0051] Storage module 306 can be implemented, e. g., using 
disk, ?ash memory, random access memory (RAM), hybrid 
types of memory, optical disc drives or any other storage 
medium that can store program code and/or data. Storage 
module 306 can store program code that is executable by 
controller 304. In some embodiments, storage module 306 
can additionally store vehicle access information, such as a 
vehicle access credential, authorization codes, etc. The 
vehicle access information can be encrypted or securely 
stored in any suitable manner. 

[0052] It Will be appreciated that the portable device 200 
and vehicle 300 are illustrative and that variations and modi 
?cations are possible. Further, While portable device 200 and 
vehicle 300 illustrated have been described With reference to 
particular blocks, it is to be understood that these blocks are 
de?ned for convenience of description and are not intended to 
imply a particular physical arrangement of component parts. 
Further, the blocks need not correspond to physically distinct 
components. Blocks can be con?gured to perform various 
operations, e.g., by programming a processor or providing 
appropriate control circuitry, and various blocks might or 
might not be recon?gurable depending on hoW the initial 
con?guration is obtained. Embodiments of the present inven 
tion can be realiZed in a variety of apparatus including elec 
tronic devices implemented using any combination of cir 
cuitry and softWare. 
[0053] FIG. 4 is a block diagram shoWing an exemplary 
Bluetooth module (e.g., each of Bluetooth modules 204 and 
302 shoWn in FIGS. 2 and 3 respectively) according to one 
embodiment. Bluetooth module 400 can include Bluetooth 
circuitry 402 and radio 404. Bluetooth circuitry 402 can be 
any hardWare and/ or softWare elements for communicating 
data. In various embodiments, Bluetooth circuitry 402 and 
radio 404 can enable data communication based on the Blue 
tooth and/ or Bluetooth LE standard. 

[0054] In the example shoWn in FIG. 4, Bluetooth circuitry 
402 can include Logical Link Control and Adaptation Proto 
col (L2CAP) layer 412, Host Control Interface (HCI) 410, 
Link Manager layer 408, and Baseband layer 406. 
[0055] L2CAP layer 412 can include any hardWare and/or 
softWare elements con?gured to provide connection-oriented 
and connectionless data services. L2CAP layer 412 can fur 
ther provide protocol multiplexing capabilities, segmentation 
and reassembly operations, and group abstractions. In various 
embodiments, tWo link types are supported: Synchronous 
Connection-Oriented (SCO) links (e.g., Which support real 



US 2013/0099892 A1 

time voice tra?ic using reserved bandwidth) and Asynchro 
nous Connection-Less (ACL) links (e.g., which support best 
effort traf?c). 
[0056] HCI 410 can include any hardware and/ or software 
elements con?gured to provide one or more command inter 
faces to Link Manager layer 408 and Baseband layer 406. 
HCI layer 410 can provide access to hardware status and 
control registers associated with Bluetooth circuitry 402. 
[0057] Link Manager layer 408 can include any hardware 
and/ or software elements con?gured to provide link manage 
ment. Link Manager layer 408 can provide link setup, authen 
tication, link con?guration, and other protocols. In some 
embodiments, Link Manager layer 408 can discover other 
remote link managers and communicate with them via the 
Link Manager Protocol (LMP). In general, the Link Manager 
Protocol essentially consists of a number of protocol Data 
Units (PDUs), which are sent from one device to another. 
[0058] Baseband layer 406 can include any hardware and/ 
or software elements con?gured to provide management of 
physical channels and links. Baseband layer 406 can include 
a Link Controller, which works with Link Manager layer 408 
for carrying out link level routines, such as link connection 
and power control. In various embodiments, Baseband layer 
406 can manage asynchronous and synchronous links, handle 
packets, andperform paging and inquiry to access and inquire 
Bluetooth devices in the area. Baseband layer 406 can include 
a baseband transceiver that applies a time-division duplex 
(TDD) scheme (alternate transmit and receive), thus, time can 
be also slotted apart from different hopping frequency (fre 
quency division). 
[0059] Radio 404 can include any hardware and/or soft 
ware con?gured to provide the requirements of a Bluetooth 
transceiver device using one or more predetermined frequen 
cies, such as operating in the 2.4 GHz ISM band. 
[0060] In one example of operation, Bluetooth module 400 
can receive control signals using control lines 414 to operate 
one or more functionalities associated with Bluetooth cir 
cuitry 402 and radio 404. Bluetooth module 400 can receive 
or provide data using data lines 416. Control lines 414 and 
416 can be connected to other components within the Blue 
tooth-enabled device, e.g., controller 202 of FIG. 2 or con 
troller 304 of FIG. 3. Bluetooth module 400 can be linked to 
an antenna (not shown) via line 418 through which radio 404 
transmits and/or receives signals. 
[0061] In some embodiments, the Bluetooth module 400 
can be used to establish connections with other Bluetooth 
modules. The connections can be used, in some instances, to 
enable access to and control the operations of a vehicle. 
Illustratively, the connections can be used to securely trans 
mit activation messages, vehicle access credentials, and/or 
the like. 
[0062] Examples of processes that can be used to access a 
vehicle using a portable device will now be described. 
[0063] FIG. 5 is a ?ow diagram ofa process 500 for access 
ing a vehicle according to one embodiment. Process 500 can 
be performed by e.g., primary portable device 102 of FIG. 1. 
Process 500 can be used, in certain embodiments, by primary 
portable device 102 to communicate with vehicle 106. Com 
munications between primary portable device 102 and 
vehicle 106 can be facilitated by, for example, one or more 
Bluetooth and/or Bluetooth LE connections. 
[0064] At block 502, primary portable device 102 can wire 
lessly detect or discover the presence of vehicle 106. For 
example, primary portable device 102 and vehicle 106 can be 
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moved within a range of one another such that their respective 
wireless radios (e.g., a radio in a Bluetooth module) are able 
to detect one another over a wireless communications channel 

(eg a Bluetooth or Bluetooth LE channel). 

[0065] At block 504, primary portable device 102 can be 
paired with vehicle 106 via a connection procedure. In some 
embodiments, the connection procedure can be performed 
according to the Bluetooth protocol. For example, various 
connection-related information can be exchanged including 
Bluetooth device addresses (e.g., BD ADDR), clock informa 
tion, and/or the like. 

[0066] In certain embodiments, the connection procedure 
can be initiated and/or performed largely automatically. 
Accordingly, primary portable device 102 and vehicle 106 
can be paired without user input or intervention. In other 
embodiments, the connection procedure can be initiated and/ 
or performed manually or semi-automatically. For example, 
during the procedure, primary portable device 102 can 
prompt for and receive a personal identi?cation number (PIN) 
from its user. The received PIN can thereafter be used to 
determine whether portable device 102 is permitted to estab 
lish a pairing with vehicle 106. 

[0067] Following the pairing of primary portable device 
102 and vehicle 106, a secure connection can be established. 
Communications between portable device 102 and vehicle 
106 can thereafter occur over the secure connection. At block 

506, primary portable device 102 can launch or execute a 
vehicle access application. Illustratively, a user of primary 
portable device 102 can select an icon associated with a 
vehicle access application presented on a display (e. g., touch 
screen) of the portable device. In response to receiving the 
selection from the user, primary portable device 102 can 
launch the application, which can be a software program 
installed by a manufacturer or user of the portable device. 

[0068] At block 508, primary portable device 102 can ini 
tiate a setup procedure with vehicle 106. In some embodi 
ments, the setup procedure can be initiated by the user of 
primary portable device 102. Illustratively, the user can inter 
act with a graphical user interface of the aforementioned 
vehicle access application to indicate that the setup procedure 
be initiated. Primary portable device 102 can additionally or 
alternatively perform an automatic check to determine 
whether the setup procedure shouldbe initiated. For example, 
upon launching the vehicle access application, primary por 
table device 102 can determine whether the portable device is 
currently con?gured to activate vehicle 106 such that the 
vehicle’s operations can be accessed. If, based on the check, 
primary portable device 102 determines that the portable 
device is not currently con?gured, the primary portable 
device can automatically initiate the setup procedure. 
According to some embodiments, the setup procedure can be 
initiated by vehicle 106 and/or the user of vehicle 106. For 
example, a user of vehicle 106 might press a button situated 
within the vehicle, which can cause the setup procedure to be 
initiated. 

[0069] At block 510, primary portable device 102 can 
prompt for and receive an authorization code from its user. 
The received authorization code can be any suitable numeric 
or alphanumeric value. For example, the authorization code 
can be a 10 digit alphanumeric value. In some embodiments, 
the authorization code might be obtained by the user from, for 
example, the seller or manufacturer of vehicle 106. In other 
embodiments, the authorization code might be obtained from 
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a label attached Within vehicle 106 (e.g., a label attached 
inside a glove compartment, etc.). 
[0070] At block 512, primary portable device 102 can 
transmit the received authorization code to vehicle 106. In 
some embodiments, vehicle 106 can use the authorization 
code to determine Whether primary portable device 102 is 
authorized to be con?gured to activate the vehicle. For 
example, vehicle 106 can check the authorization code 
against a code stored locally in a storage module of vehicle 
106. If the received code matches the stored code, vehicle 106 
can determine that primary portable device 102 is authorized 
to be con?gured to activate the vehicle. 
[0071] At block 514, primary portable device 102 can 
receive a vehicle access credential from vehicle 106. In some 

embodiments, the vehicle access credential can include a 
uniquely generated value and/ or other information that can be 
used by vehicle 106 to authenticate a portable device. In 
certain embodiments, primary portable device 102 can 
securely store the received vehicle access credential in any 
suitable manner. For example, the vehicle access credential 
can be encrypted and/or otherWise secured such that it cannot 
be easily understood or deciphered. 
[0072] At block 516, primary portable device 102 can gen 
erate and transmit an activation message to vehicle 106. In 
certain embodiments, the activation message can be gener 
ated and transmitted largely automatically. Illustratively, an 
activation message can be generated and transmitted Without 
user intervention Whenever primary portable device 102 and 
vehicle 106 are connected. In other embodiments, the user of 
primary portable device 102 can cause the primary portable 
device to generate and transmit an activation message. 

[0073] In some embodiments, the activation message can 
activate vehicle 106 such that the vehicle can be enabled to 
perform certain operations. Illustratively, upon receiving an 
activation message, vehicle 106 can enter an activated state 
such that a user can start its engine, turn on its radio, etc.As an 
example, once vehicle 106 is activated, a user of primary 
portable device 102 can press a button situated next to vehi 
cle’s 106 steering Wheel to start the vehicle. As another 
example, a user can cause primary portable device 102 to 
launch the aforementioned access application. While the 
application is being executed, the user can interact With a 
graphical user interface of the application to select one or 
more vehicle-related operations to be performed. Thereafter, 
primary portable device 102 can issue commands to vehicle 
106 to perform the selected operations. 
[0074] In some embodiments, the activation message can 
include the vehicle access credential that primary portable 
device 102 previously obtained from vehicle 106. As dis 
cussed, vehicle 106 can use the vehicle access credential to 
authenticate primary portable device 102 as a device permit 
ted to activate the vehicle. Once primary portable device 102 
is authenticated, vehicle 106 can be activated such that one or 
more of its operations are accessible to a user. Illustratively, a 
user can press a button situated in vehicle 106 to, for example, 
turn on the vehicle’s radio system. 

[0075] In some embodiments, the activation message trans 
mitted by primary portable device 102 can be sent over a 
Wireless connection that is different from the connection over 
Which primary portable device 102 received the vehicle 
access credential. More speci?cally, after primary portable 
device 102 receives the vehicle access credential from vehicle 
106, the Wireless connection betWeen primary portable 
device 102 and vehicle 106 can be terminated. The connec 
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tion can be terminated because, for example, primary por 
table device 102 and vehicle 106 are moved out of range from 
one another. Thereafter, primary portable device 102 and 
vehicle 106 can once again be moved Within range. Because 
the primary portable device and vehicle Were previously 
paired, a neW Wireless connection can be automatically estab 
lished. Subsequently, an activation message can be sent over 
the neWly established connection. 
[0076] FIG. 6 is a How diagram of a process 600 for per 
forming a vehicle-related operation according to one embodi 
ment. Process 600 can be performed by e.g., vehicle 106 of 
FIG. 1. Process 600 can be used, in certain embodiments, by 
vehicle 106 to communicate With primary portable device 
102. Communications betWeen vehicle 106 and primary por 
table device 102 in process 600 can be facilitated by, for 
example, one or more Bluetooth or Bluetooth LE connec 

tions. 
[0077] At block 602, vehicle 106 can Wirelessly detect or 
discover the presence of primary portable device 102. At 
block 604, vehicle 106 can be paired With primary portable 
device 102 through a connection procedure. The connection 
procedure can be similar to the connection procedure previ 
ously described in process 500 of FIG. 5. In some embodi 
ments, the connection procedure to pair vehicle 106 and pri 
mary portable device 102 can be performed according to the 
Bluetooth protocol. FolloWing the pairing of vehicle 106 and 
primary portable device 102, a secure connection betWeen the 
device and vehicle can be established. Communication 
betWeen the vehicle and primary portable device can there 
after occur over the secure connection. 

[0078] At block 606, vehicle 106 can initiate a setup pro 
cedure With primary portable device 102. The setup proce 
dure can be used to con?gure primary portable device 102 
such that the device can activate vehicle 1 06. In some embodi 
ments, a user can press a button or interact With a dashboard 
console situated Within vehicle 106 to initiate the setup pro 
cedure. In other embodiments, primary portable device 102 
and/or a user of primary portable device 102 can initiate the 
setup procedure. 
[0079] At block 608, vehicle 106 can receive an authoriza 
tion code from primary portable device 102. In some embodi 
ments, the received authorization code can be a suitable 
numeric or alphanumeric value. At block 610, vehicle 106 can 
determine, based on the received authorization code, Whether 
primary portable device 102 is authorized to activate the 
vehicle. Vehicle 106 can make such a determination, for 
example, by comparing the received authorization code to an 
authorization code stored locally in a storage module of 
vehicle 106. In some embodiments, the locally stored autho 
rization code might have been provided to vehicle 1 06 during, 
for example, manufacturing. If the received and stored autho 
rization codes match, vehicle 106 can determine that the 
authorization code is valid, and that primary portable device 
102 can be con?gured to activate the vehicle. 

[0080] If it is determined that primary portable device 102 
is authorized to activate vehicle 106, the vehicle can transmit 
a vehicle access credential to primary portable device 102 at 
block 612. The vehicle access credential can be subsequently 
used by a device to activate vehicle 106 such that one or more 
of the vehicle’s operations are accessible or enabled. More 
speci?cally, folloWing activation, a user can cause the vehicle 
to perform one or more vehicle-related operations. In certain 
embodiments, vehicle 106 can randomly orpseudo-randomly 
generate the vehicle access credential. Alternatively, the cre 
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dential can be provided to and locally stored in vehicle 106 at 
a previous time e. g., during manufacturing, prior to being sold 
by a dealer, etc. 

[0081] In some embodiments, the vehicle access credential 
can be encrypted or secured in a suitable manner prior to its 
transmission to primary portable device 102. As a simple 
example, vehicle 106 can encrypt the access credential just 
prior to transmitting the credential to primary portable device 
102. Later, When the credential is transmitted back to vehicle 
106, the provided credential can be decrypted and its authen 
ticity determined (e. g., vehicle 106 can determine Whether the 
received credential has been modi?ed, is fake, etc.). 
[0082] At block 614, vehicle 106 can receive an activation 
message from primary portable device 102. In some embodi 
ments, the activation message can include the vehicle access 
credential previously transmitted to primary portable device 
102. At decision 616, vehicle 106 can determine Whether 
primary portable device 102 is authorized to activate the 
vehicle. Vehicle 106 can make such a determination by deter 
mining the authenticity of the vehicle access credential 
included in the activation message. As a simple example, the 
access credential included in the activation message can be 
received in an encrypted form. Vehicle 106 can decrypt the 
credential using a cryptographic key to determine the creden 
tial’s authenticity. 
[0083] At block 618, if it is determined that the received 
vehicle access credential is authentic, vehicle 106 can enter an 
active state such that one or more of the vehicle’s operations 
are accessible. Illustratively, upon determining that a received 
vehicle access credential is authentic, vehicle 106 can be 
activated such that a user can start its engines, turn on its 
radio, etc. As an example, a user of primary portable device 
102 can press a button situated next to vehicle’s 106 steering 
Wheel to start the vehicle. As another example, vehicle 106 
can receive commands from primary portable device 102 
indicating the vehicle perform one or more operations. Upon 
receiving the commands, vehicle 106 can perform the indi 
cated operations. 
[0084] If it is determined the received vehicle access cre 
dential is not authentic, vehicle 106 can enter or remain in an 
inactive state. As such, vehicle’ s 106 supported operations 
might not be accessible. In some embodiments, vehicle 106 
can indicate to primary portable device 102 that the device is 
not authorized to activate the vehicle. Primary portable device 
102 can, in response, provide a noti?cation or alert to its user. 

[0085] In some embodiments, vehicle 106 can be con?g 
ured such that the vehicle can only be operated When con 
nected to a portable device that includes the vehicle access 
credential. For example, vehicle 106 can be con?gured such 
that the vehicle’s engines can only be started in the presence 
of primary portable device 102. In this Way, primary portable 
device 102 can act as the primary security point for vehicle 
106. 

[0086] FIG. 7 is a How diagram of a process 700 for 
enabling a secondary portable device to access a vehicle 
according to one embodiment. Process 700 can be performed 
by e.g., primary portable device 102 of FIG. 1. Process 700 
can be used by primary portable device 102, in certain 
embodiments, to communicate With vehicle 106 and second 
ary portable device 104. Communications among the various 
entities in process 700 can be facilitated by, for example, one 
or more Bluetooth and/or Bluetooth LE connections, Wi-Fi 
connections, cellular data netWorks or the like. 
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[0087] Blocks 702-714 can be similar to blocks 502-514 
shoWn in FIG. 5. For example, primary portable device 102 
can detect and pair With vehicle 106. Thereafter, primary 
portable device 102 and vehicle 106 can perform a setup 
procedure such that primary portable device can be enabled to 
activate vehicle 106. In some embodiments, primary portable 
device 102 can provide a cryptographic key (e.g., either a 
shared key or one of a public/private pair) to vehicle 106, 
Which can be used by the vehicle to verify any later received 
information purportedly originating from the primary por 
table device. 
[0088] At block 716, primary portable device 102 can Wire 
lessly detect or discover the presence of secondary portable 
device 104. For example, primary portable device 102 and 
vehicle 104 can be moved Within a range of one another such 
that their respective radios are able to detect one another over 
a Wireless communications channel (e.g., a Bluetooth or 

Bluetooth LE channel). 
[0089] At block 718, primary portable device 102 can pair 
With secondary portable device 104 via a connection proce 
dure. In some embodiments, the connection procedure can be 
performed according to the Bluetooth protocol. Once primary 
portable device 102 and secondary portable device 104 are 
paired, a secure connection betWeen the devices can be estab 
lished. In certain embodiments, the connection procedure can 
be initiated largely automatically. In other embodiments, the 
connection procedure can be initiated and performed manu 
ally or semi-automatically (e.g., a user must provide a PIN, 

etc.). 
[0090] At block 720, primary portable device 102 can 
thereafter launch or execute a vehicle access application. At 
block 722, primary portable device 102 can transmit a vehicle 
access credential and/ or other information to secondary por 
table device 104. More speci?cally, While the vehicle access 
application is being executed, primary portable device 102 
can receive an indication from its user that secondary portable 
device 104 be con?gured to enable access to vehicle 106. For 
example, the user can interact With a graphical user interface 
of the vehicle access application to provide such an indication 
to primary portable device 102. In response, primary portable 
device 102 can transmit a vehicle access credential to second 

ary portable device 104. In some embodiments, the transmit 
ted vehicle access credential can be the same credential that 
primary portable device 102 previously obtained from 
vehicle 106. 

[0091] In certain embodiments, upon transmitting the 
vehicle access credential, primary portable device 102 can be 
prevented from activating vehicle 106 in the future. In this 
Way, only one portable device can be used to operate a vehicle 
at any one time. In other embodiments, primary portable 
device 102 is not prevented from activating vehicle 106 fol 
loWing the transmission of the access credential to secondary 
portable device 104. 
[0092] According to some embodiments, primary portable 
device 102 can transmit a set of usage parameters to second 
ary portable device 104. The usage parameters can, in some 
embodiments, limit the manner in Which vehicle 106 can be 
operated When the vehicle is activated using secondary por 
table device 104. For example, the usage parameters can 
restrict the types of operations vehicle 106 is able to perform. 
Illustratively, a usage parameter can specify that only a door 
unlock operation is accessible When vehicle 106 is activated 
using secondary portable device 104.As another example, the 
usage parameters can limit the number of times vehicle 106 
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can be accessed using secondary portable device 104. Illus 
tratively, a usage parameter can indicate that vehicle’s 106 
engines can only be started once When the vehicle is activated 
using secondary portable device 104.As yet another example, 
the usage parameters can limit the time period during Which 
vehicle’s 106 operations are accessible. Illustratively, a usage 
parameter can indicate that vehicle’s 106 operations are to be 
accessible only Within a speci?c one hour period. As yet 
another example, the usage parameters can restrict the oper 
ating characteristics of one or more accessible operations. 
Illustratively, a engine start up operation can be accessible 
When vehicle 106 is activated by secondary portable device 
104. However, the engine’s performance can be limited such 
that vehicle 106 is not permitted to exceed a speed of 45 mph. 

[0093] In some embodiments, the usage parameters can 
include any suitable information for verifying that the param 
eters originated from primary portable device 102. For 
example, the usage parameters can be digitally signed using a 
cryptographic key. The key can be the counterpart to the key 
previously provided to vehicle 106 by primary portable 
device 102. The key previously provided to vehicle 106 can 
be used by vehicle 106 to verify the usage parameters. In this 
Way, the usage parameters cannot be compromised or easily 
modi?ed. 

[0094] In some embodiments, While secondary portable 
device 104 is being used to operate vehicle 106, primary 
portable device 102 can receive various types of operating 
and location information from secondary portable device 
104. In certain embodiments, primary portable device 102 
can retrieve such information from secondary portable device 
104 e.g., When the devices are in proximity. For example, 
secondary portable device 104 can record a history of its 
movement, record the vehicle-related operations that Were 
accessed, etc. Such information can later be retrieved by or 
reported to primary portable device 102 When the devices are 
in proximity. Information can be received in any suitable 
manner. For example, the information can be received via the 
Bluetooth, RF, and/or WiFi modules of primary portable 
device 102. In some embodiments, the information can 
include positioning information (e.g., GPS coordinates), 
speed information (e. g., speed measurements collected by an 
acceleration detection module), vehicle operating informa 
tion received from vehicle 106 (e.g., engine status informa 
tion, vehicle battery status information, vehicle entertainment 
system status information, etc.), and/or the like. 
[0095] In some embodiments, the primary access device 
and secondary access device do not need a direct connection 
in order to exchange information. FIG. 8 is a How diagram of 
a process 800 for enabling a secondary portable device to 
access a vehicle according to another embodiment of the 
present invention. Process 800 can be performed by e.g., 
primary portable device 102 of FIG. 1. Process 800 can be 
used by primary portable device 1 02, in certain embodiments, 
to communicate With vehicle 106 and secondary portable 
device 104. Communications among the various entities in 
process 800 can be facilitated by, for example, one or more 
Bluetooth and/or Bluetooth LE connections, Wi-Fi connec 
tions, cellular data netWorks or the like. 
[0096] Blocks 802-814 can be similar to blocks 502-514 
shoWn in FIG. 5. For example, primary portable device 102 
can detect and pair With vehicle 106. Thereafter, primary 
portable device 102 and vehicle 106 can perform a setup 
procedure such that primary portable device can be enabled to 
activate vehicle 106. In some embodiments, primary portable 

Apr. 25, 2013 

device 102 can provide a cryptographic key (e.g., either a 
shared key or one of a public/private pair) to vehicle 106, 
Which can be used by the vehicle to verify any later received 
information purportedly originating from the primary por 
table device. 

[0097] At block 816, primary portable device 102 can 
launch a vehicle access application. This application can pro 
vide, among other features, an interface to alloW a user of 
primary portable device 102 to selectively share access cre 
dentials With other devices. At block 818, the user interacting 
With the vehicle access application identify a secondary por 
table device or a secondary user to Whom access is to be 
granted via a secondary portable device. For example, the 
user can provide a mobile phone number associated With the 
secondary portable device or an e-mail address associated 
With the secondary user. At block 820, the user can de?ne 
usage parameters for the secondary portable device. For 
example, the usage parameters can limit the time period When 
the vehicle can be used, the number of times the vehicle can 
be used, the vehicle-related operations that can be performed 
(e.g., accessing the passenger compartment but not storage 
areas such as a trunk or glove compartment), the maximum 
speed at Which the vehicle can be operated, and so on. 

[0098] At block 822, the vehicle access application can 
generate a vehicle access credential for the secondary por 
table device. The vehicle access credential can include the 
access credential that primary portable device 102 previously 
obtained from vehicle 106 and may also incorporate other 
information, such as the usage parameters de?ned at block 
820. The vehicle access credential may also include informa 
tion that can be used later to authenticate the secondary por 
table device or a user thereof. For example, the credential can 
include a personal identi?cation code that a user of the sec 
ondary portable device Will be required to provide When 
attempting to access the vehicle. The credential can also 
include the identi?cation of the secondary portable device or 
user as established at block 818. 

[0099] At block 824, the primary portable device can trans 
mit the vehicle access credential (including any usage param 
eters) to the secondary portable device. In some embodi 
ments, this can be done using a Bluetooth or another direct 
and secure channel betWeen the devices. HoWever, Bluetooth 
may not be available if the tWo devices are not in close enough 
proximity at the time the credential is to be transmitted. 
Accordingly, other channels can be used. For example, the 
vehicle access credential can be sent via an e-mail to the 
e-mail address provided at block 818, or the vehicle access 
credential can be sent as an MMS message to the mobile 
phone number associated With the secondary portable device. 
Any other communication channel, Whether direct or indi 
rect, can also be used. 

[0100] In some embodiments, the vehicle access credential 
can be transmitted via a channel that is not inherently secure 
(e.g., e-mail or MMS). Accordingly, the credential itself can 
be encrypted prior to transmission, e.g., using a key associ 
ated With the primary portable device, and a key to decrypt the 
credential can be provided to the secondary portable device 
via a separate communication using the same channel or a 
different channel. For example, as noted above, the credential 
generated at block 822 can include a personal identi?cation 
code. In some embodiments, that code can be used for 
decrypting an encrypted credential, and the personal identi 
?cation code can be communicated separately from the cre 
dential. In some embodiments, the personal identi?cation 
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code can be sent in a separate e-mail message or text message 
from the credential, or the code can be displayed on the 
primary portable device, and the user of the primary portable 
device can read the code to the user of the secondary portable 
device. The user of the secondary portable can enter the code 
into a vehicle access application executing on the secondary 
portable device, enabling the secondary portable device to 
decrypt the credential. 

[0101] Regardless of the communication channel used, the 
secondary portable device can receive the transmitted creden 
tial and thereafter use it to access the vehicle. FIG. 9 is a How 
diagram of a process 900 for accessing a vehicle according to 
one embodiment. Process 900 can be performed by e. g., 
secondary portable device 104 of FIG. 1. Process 900 can be 
used by secondary portable device 104, in certain embodi 
ments, to communicate With vehicle 106 and primary por 
table device 102. Communications among the various entities 
in process 900 can be facilitated by, for example, one or more 
Bluetooth and/or Bluetooth LE connections. 

[0102] At block 902, secondary portable device 104 can 
Wirelessly detect or discover the presence of primary portable 
device 102 over a Wireless communications channel. At block 
904, secondary portable device 104 can be paired With pri 
mary portable device 102 through a connection procedure. In 
some embodiments, the connection procedure can be per 
formed according to a Wireless communications protocol, 
such as the Bluetooth protocol. Once secondary portable 
device 104 and primary portable device 102 are paired, a 
secure connection betWeen the device and vehicle can be 
established. In certain embodiments, the connection proce 
dure can be initiated largely automatically. In other embodi 
ments, the connection procedure can be initiated and per 
formed manually or semi-automatically (e.g., a user must 
provide a PIN, etc.). In still other embodiments, detecting and 
pairing With the primary portable device is not required; for 
example, as described above, a vehicle access credential can 
be transmitted via e-mail, MMS, or other netWork connec 
tions. 

[0103] At block 906, secondary portable device 104 can 
receive a vehicle access credential from primary portable 
device 102. In some embodiments, secondary portable device 
104 can additionally receive usage parameters from primary 
portable device 102. As discussed, the usage parameters can 
limit the manner in Which vehicle 106 can be operated When 
the vehicle is activated using secondary portable device 104. 
As an example, the usage parameters can specify that vehi 
cle’s 106 supported operations can only be accessed during a 
certain single time period. 

[0104] In some embodiments, secondary portable device 
104 can receive a vehicle access credential from primary 
portable device 102 Without establishing a pairing. For 
example, as described above With reference to FIG. 8, sec 
ondary portable device 104 can receive a credential via 
e-mail, MMS, or other data communication services. Accord 
ingly, blocks 902 and 904 can be omitted. 

[0105] At block 908, secondary portable device 104 can 
Wirelessly detect or discover the presence of vehicle 106. At 
block 910, secondary portable device 104 can be paired With 
vehicle 106 through a connection procedure. In some 
embodiments, the connection procedure can be performed 
according to the Bluetooth protocol. Once secondary portable 
device 104 and vehicle 106 are paired, a secure connection 
betWeen the device and vehicle can be established. 
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[0106] At block 912, secondary portable device 104 can 
generate and transmit an activation message to vehicle 106. In 
certain embodiments, the activation message can be gener 
ated and transmitted largely automatically. Illustratively, 
once the connection is established betWeen secondary por 
table device 104 and vehicle 106, an activation message can 
be generated and transmitted Without user intervention. In 
other embodiments, the user of secondary portable device 
104 can cause the secondary portable device to generate and 
transmit an activation message. In some embodiments, the 
user of secondary portable device 104 can be prompted to 
enter a personal identi?cation code (e.g., the code described 
above With reference to FIG. 8) or to perform another action 
in connection With transmitting the activation message to 
vehicle 106. 

[0107] In some embodiments, the activation message can 
cause vehicle 106 to be activated such that one or more of the 
vehicle’s operations are accessible. Once the operations are 
accessible a user can, in any suitable manner, control one or 
more operations of vehicle 106. Illustratively, upon receiving 
an activation message, vehicle 106 can be activated such that 
a user can start the vehicle’s engines, turn on the vehicle’s 

radio, etc. As an example, a user of secondary portable device 
104 can press a button situated next to vehicle’s 106 steering 
Wheel to start the vehicle. As another example, a user can 
interact With a graphical user interface of the aforementioned 
vehicle access application to select one or more vehicle 

related operations to be performed. Thereafter, secondary 
portable device 104 can issue commands to vehicle 106 indi 
cating that the vehicle perform the selected operations. 

[0108] In some embodiments, the activation message can 
include the vehicle access credential that secondary portable 
device 104 previously obtained from primary portable device 
102. As discussed, vehicle 106 can use the vehicle access 
credential to authenticate secondary portable device 104 as a 
device permitted to activate the vehicle. Once primary por 
table device 102 is authenticated, vehicle 106 can be activated 
such that one or more of its operations are accessible to a user. 

Illustratively, a user can press a button situated in vehicle 106 
to, for example, turn on the vehicle’s radio system. 

[0109] In certain embodiments, secondary portable device 
104 can transmit a set of usage parameters to vehicle 106. The 
usage parameters can, in some embodiments, limit the man 
ner in Which vehicle 106 can be operated When the vehicle is 
activated by secondary portable device 104. Illustratively, the 
usage parameters can indicate that only a limited set of opera 
tions can be performed. For instance, the usage parameters 
can indicate that only a door unlock operation can be per 
formed When vehicle 106 is activated using secondary por 
table device 104. In some embodiments, because secondary 
portable device 104 did not directly perform a setup proce 
dure With vehicle 106, secondary portable device 104 can be 
required to transmit the usage parameters to vehicle 106. 

[0110] In some embodiments, While secondary portable 
device 104 is being used to operate vehicle 106, the secondary 
portable device can transmit various types of operating and 
location information to primary portable device 102. The 
information can be transmitted in any suitable manner. For 
example, the information can be transmitted via the Blue 
tooth, RF, and/or WiFi modules of secondary portable device 
104. In some embodiments, the information can include posi 
tioning information (e.g., GPS coordinates), speed informa 
tion (e.g., speed measurements collected by an acceleration 










	Page 1 - Bibliography/Abstract
	Page 2 - Drawings
	Page 3 - Drawings
	Page 4 - Drawings
	Page 5 - Drawings
	Page 6 - Drawings
	Page 7 - Drawings
	Page 8 - Drawings
	Page 9 - Drawings
	Page 10 - Drawings
	Page 11 - Drawings
	Page 12 - Description
	Page 13 - Description
	Page 14 - Description
	Page 15 - Description
	Page 16 - Description
	Page 17 - Description
	Page 18 - Description
	Page 19 - Description
	Page 20 - Description
	Page 21 - Description
	Page 22 - Description/Claims
	Page 23 - Claims
	Page 24 - Claims

