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(57) ABSTRACT 

A security system and method for mass transit and mass 
transportation whereby high capacity mobile vehicles such as 

ships, buses, planes, trains and subways transporting large 
numbers of passengers or cargo, are continuously monitored 
and secured. Sensors are utiliZed to detect and alert the pres 
ence of radioactive or explosive materials on board as well as 

within close proximity of the vehicle. Sensors are also used to 
identify and track cargo and people, such as drivers, opera 
tors, employees, crew, and passengers, and provide continu 
ous location and tracking thereof from the point of initial 
entry to the ?nal point of exit. Additionally, a global position 
ing system (GPS) provides location data, and wireless data 
and telecommunications link provides two-way data and 
voice communication with any designated remote location by 
using one of several modes of wireless telecommunication. 
Cameras provide visual observation within designated view 
able areas, and may be activated by any detection of motion, 
and are infrared or night vision capable allowing viewing 
even in extremely poor light conditions. DVR recording allow 
a huge amount of video content from the cameras to be 

digitally recorded, then played back later for further analysis. 
Finally, the Security System may optionally have an lntemet 
Protocol (IP) address thereby allowing authorized persons to 
access the system from secured Internet connection. 
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SECURITY SYSTEM FOR MASS TRANSIT 
AND MASS TRANSPORTATION 

CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a continuation of US. patent 
application Ser. No. 11/208,634, ?led Aug. 22, 2005, the 
entire contents of Which are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of Invention 
[0003] The present invention relates to a security system for 
mass transit and mass transportation. 
[0004] 2. PriorArt 
[0005] The security of passengers or cargo utilizing various 
forms of mass transit has increasingly become of great con 
cern WorldWide. The fact that many high capacity passenger 
and/ or cargo mass transit vehicles or mass transporters, such 
as, ships, subWays, trains, trucks, buses, and aircraft, have 
been found to be “soft targets” have therefore increasingly 
become the targets of hostile or terrorist attacks, and this is 
particularly troubling to a World striving to protect and main 
tain peace. The problem is further exacerbated Whereby there 
are such diverse methods of mass transit Within even more 
diverse environments, therefore a very comprehensive but 
uni?ed solution is required. For example, attempts to screen 
cargo and passengers prior to boarding have improved safety 
and security someWhat, but these solutions have been feW, 
and are non-cohesive and more passive than active. To this 
extent, there has not been an active, truly viable solution that 
can effectively and continuously monitor and report passen 
ger, cargo and on board status information for the duration of 
the vehicle in transit, and in response to adverse conditions 
reported, actively begin the mitigation process by immedi 
ately alerting on board creW in addition to the appropriate ?rst 
responders. Whereas there have been certain individual 
developments proposed in the prior art regarding different 
individual aspects of the overall problem, no one has as yet 
developed an active, comprehensive, fully integrated system 
to deal With the entire range of issues and requirements 
involved Within the security and diversity of mass transit. In 
particular, a system such as the present invention that Would 
most likely provide the necessary early detection, and poten 
tially aid in the prevention of catastrophic events. 

SUMMARY OF THE INVENTION 

[0006] The system is an active, intelligent, integrated sys 
tem to provide unprecedented security including data report 
ing never before afforded the many millions utiliZing mass 
transit. In particular, the goal of the system is to provide very 
high levels of monitoring and early detection of adverse con 
ditions, and of hostile or terrorist acts upon mass transit 
vehicles. In order to accomplish this goal, one must create a 
mobile environment that is not only more secure but also 
continuously and actively monitored as such. The ultimate 
goal is to have a “homeland security” technology Whereby all 
of the differing methods of mass transit, such as bus, ship, 
train, aircraft, etc. all have a uni?ed commonality, and (parts 
thereof) can all be monitored unilaterally, perhaps by a single 
entity or agency. Unprecedented passenger or cargo safety, 
and security are obtained. 
[0007] Process of and key functionalities; 
[0008] IR. Cameras and Motion Activation 
[0009] Infrared or “night vision” cameras are placed at 
pre-determined locations Within the vehicle, such as door 
Ways, cargo hold, engine compartment, operators station i.e. 
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cockpit/bridge/ dashboard etc. These IR cameras alloW vieW 
ing in dark or poor light conditions. They are both manually 
operated by an input signal into the system from a touch 
screen display, or keypad, commanding the cameras maintain 
“alWays on” status, or by default, the cameras are on “stand 
by” and become active upon an input signal. This input signal 
is sent by the processor, or perhaps by a direct connection 
from a motion sensor also located in the same ?eld of vieW as 
the respective camera. Defaults are set up so that “system 
status” conditions set predetermined settings of expected 
activity or inactivity Whereby if the vehicle is docked and no 
person is expected to be in the engine compartment, a signal 
from the motion sensor seta off an alarm in addition to acti 
vating the respective camera(s). DVR recording alloWs the 
recording and playback of huge amounts of video content. 
This Will prove especially helpful in after the fact evaluation 
of employees, passengers, events or occurrences, and acci 
dents. 

[0010] 
[0011] Biometric detection devices such as retinal or ?n 
gerprint scan, as Well as the use of RFID sensor technology, 
provide accurate identi?cation of passengers and cargo. Each 
time this occurs the processor is utiliZing this information to 
create and build a “manifest” of cargo inventory as Well as a 
manifest of humans on board (incl. employee’s, passengers, 
etc) The processor creates and individualiZes these manifest 
categorically i.e. humans/cargo/misc. The system then uses 
this information to; record to the dedicated internal memory 
block; display to the display(s) on board; report via telecom 
munications link in response to a predetermined alarm com 
mand therein. Additionally, RFID or “smart car ” sensors are 

place at predetermined points throughout the vehicle such 
that any predetermined person or cargo item With RFID tag on 
or about them, can be continuously tracked and monitored 
(such as “there are 3 people in the engine room, this guy that 
guy etc”) or (“Mr. Jones is not on board hoWever his cargo or 
luggage is”, and vice versa) or (“there are these 23 people in 
the casino, these 38 people in the lounge, these 45 people on 
the bus”) this may be utiliZed to track and monitor employees 
only, cargo only, passengers, or any combination thereof. In 
addition, biometric sensors are place at predetermined points 
on the vehicle in order to insure the highest possible accuracy 
of identi?cation of persons passing those points. 
[0012] Bomb and Bio-Hazard Detection and Reporting; 
[0013] Active at all times, the system utiliZes sensors 
placed on or Within the vehicle such that the interior and close 
outer proximity of the vehicle is in detectable range of radio 
isotopes, explosive, and bio-haZardous materials. This sys 
tem shall utiliZe currently available technology that best suits 
the needs of the system. Being an “alWays on” sensory portion 
of the system, at any time of detection of said material an 
alarm is created and via an output signal, the processor is 
signaled accordingly. An alarm is created thereof, and the 
processor responds by: visual and audio Warning thru display 
(s) and audio Within the vehicle including the location of the 
threat, plus activation of cameras in the vicinity of the detec 
tion and display thereof to the display(s) on board, plus shut 
doWn all cellular Wireless communication links Within the 
system, plus output of signal to “cellular jamming device” on 
board the vehicle thereby activating a jamming of any cellular 
signals in the areas Within and surrounding the vehicle, plus 
initiating an outbound emergency communication utiliZing 
the systems “satellite communication” unit, thereby alloWing 
the system to communicate With remote location regardless 

Identi?cation and Tracking of Persons & Cargo; 
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of the cellular jamming occurring. A manual operator input 
signal to bypass the cellular jamming is also in place in case 
of false alarm or etc. 

[0014] Gps/Vehicle Location 
[0015] At all times the vehicle is aWare of its current loca 
tion via the GPS module and antenna on board. Any alloWed 
remote access may enter thru the communications transceiver 
and obtain the status of the system in addition to the location 
of the vehicle. Additionally, the system may be able to con 
stantly report its location via the transceiver or satellite com 
munication link. 

[0016] Communications Links 
[0017] The system utiliZes 3 differing modes of communi 
cation in order to send and receive data and voice information 
to/ from any alloWed predetermined remote location. The 
modes shall be, and in order of preferred order; FIRST, a 
dedicated private communication network, such as a dedi 
cated short range communication (DSRC) netWork, WiMax, 
or any other such knoWn technology better suited for this 
application Whereby the vehicle is linked to other predeter 
mined netWork vehicles, regardless if the vehicle (such as 
sister ships or other ?eet vehicles) is a node on such netWork 
or not, but preferably, directly to remote station, or if not so 
available, through a relay station; SECOND, a typical cellular 
Wireless connection (i.e. VeriZon, Cingular, Nextel); THIRD, 
satellite communication Whereby any data and voice commu 
nication Will take place in the case of unavailable signal in the 
prior tWo methods, or in the presence of an alarm condition 
from the bomb sensors Wherein the SECOND method Will be 
disabled and a jamming device of these frequencies also 
activated. 

[0018] Expansion I/O Port 
[0019] This extra port connected to the processor Will alloW 
the system the ?exibility for future upgrades, or to alloW 
remote location access in order to output signals into the 
processor and activate alarms, trigger certain sensors or func 
tions of the vehicle and/or system that are also connected to 
the system. In essence, also help prevent obsolescence by 
providing such expandability and upgradability. 
[0020] Passenger Seat Restraint MonitoringAnd Reporting 
[0021] This function Will enable the vehicle operator, des 
ignated creW members, and any predetermined remote loca 
tion access to Who is sitting Where, and indicate if they buck 
led in. The increased functionality comes in Where RFID 
Works in conjunction so that (“Mr Jones is sitting in his 
assigned seat 1 l, and is NOT buckled in”) or (“someone WAS 
sitting in seat 27, and has unbuckledAND left the seat”). This 
may additionally provide valuable information Whereby any 
potential onboard threats may be identi?ed early, or perhaps 
otherWise thWarted. 

[0022] Memory Blocks 
[0023] One or more memory blocks Within the system 
record events, alarms, passenger and cargo manifest, and 
various predetermined data collated from Within the system. 
Additionally, the memory shall record data and information 
received from remote location via the telecommunications 
link, such as softWare update, passenger manifest, cargo 
manifest, itinerary map info, etc. The memory is such that the 
processor may retrieve the data and information contained in 
the memory at a later time as needed. There may be partitions 
or separate blocks of memory such that internal events and 
alarms are separate from external recorded memory such as 
the itinerary. 
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[0024] Displays 
[0025] As displays, particularly Within the vehicle, the pre 
ferred application Will be a touch screen color panel, or a 
portable tablet, thereby alloWing a vieWing of multiple 
screens layered in a predetermined fashion, and also alloWing 
interactive input of the user to a certain degree of functionality 
(example; Vehicle operator touches screen to revieW the pas 
senger manifest, then touches screen to change over to the 
cameras, then touches screen to doWnload itinerary or mani 
fests from remote location etc.) 
[0026] Tra?ic Hazard Warning 
[0027] The Traf?c HaZard Warning feature alerts the opera 
tor and the Central Station (if simultaneously also monitoring 
said vehicle) of certain impending tra?ic haZards in the path 
of the moving vehicle. For example, a bus is moving on path 
to a railroad crossing. The Tra?ic Hazard Warning feature 
looks for a predetermined output signal either from the train 
or from the RR crossing station, and in response, audio AND 
visual Warnings are activated to alert the driver of an oncom 
ing train, or of the potentially unsafe conditions ahead. This 
may be achieved by either doWnloaded data indicating a 
railroad crossing on the forWard path, or, by a Wireless signal 
received from the RR crossing broadcasted Within a prede 
termined perimeter Zone of it’s location. Similarly, a major 
intersection may be out?tted With a limited range communi 
cation technology, and the Traf?c HaZard Warning feature 
being capable of receiving a predetermined signal, can alert 
the driver and thereby cause the initiation of the appropriate 
steps of mitigation to help avoid disaster. 
[0028] It is accordingly, the principal object of the present 
invention to provide a security system for mass transit and 
mass transportation that actively operates taking into account 
the entire range of issues involved. This is accomplished by 
the present invention, by providing a vehicle, vessel, or craft 
With a host of sensors utiliZing state-of-the-art technology so 
that implementation is readily effected Without any substan 
tial redesign of the basic structure of the vehicle, and Without 
requiring any signi?cant modi?cation of its structure. In addi 
tion, being an “alWays on” system, the inner and outer prox 
imity environments are constantly monitored on-board as 
Well as to any designated remote location, utiliZing triple 
redundant Wireless data and communications technologies. 
[0029] Further objects of the present invention include the 
folloWing. 
[0030] A security system for mass transit and mass trans 
portation, Whereby a substantial number of passengers and/or 
cargo items are transported by an inter-modal transportation 
vehicle, such as a bus, ship, train, subWay, or aircraft, and 
comprising: 
[0031] a) a vehicle that transports substantial cargo and/or 
passengers, including a plurality of seats for creW and/or 
passengers, and a cargo hold Whereby cargo is stored for 
transit, and said vehicle having at least one seat for a driver, 
pilot or operator, and said vehicle having at least one door or 
entry point through Which people and/or cargo enter and exit; 
[0032] b) a ?rst sensor and associated at each doorWay and 
other predetermined points Within the vehicle for sensing and 
outputting a ?rst signal regarding the identity and presence of 
any identi?cation media passing Within detectable proximity 
of said ?rst sensor; 
[0033] c) a second sensor mounted on the vehicle for sens 
ing and outputting a second signal indicative of explosive 
material located in the interior of the vehicle or in close outer 
proximity to the vehicle; 
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[0034] d) a third sensor associated With each designated 
operator and passenger seat, for sensing and outputting a third 
signal indicative of a person occupying the associated seat; 
[0035] e) a fourth sensor associated With each seat belt 
associated With each seat for sensing and outputting a fourth 
signal indicative of a person seated in the associated seat and 
buckled in; 
[0036] f) an alarm actuated responsive to a predetermined 
signal; 
[0037] g) a display located Within the vision of the vehicle 
operator for displaying collected data and information spe 
ci?cally correlated With the respective occupancy of seats and 
other conditions about the vehicle, and said display com 
prised of one or more selectable screens available to an opera 
tor With manual control by the operator of input and screen 
selection; 
[0038] h) means for indicating and displaying the identi? 
cation and presence and location of each cargo item or person 
in the vehicle in response to the ?rst signals received, and for 
comparing to any preloaded manifest in memory for gener 
ating a ?rst difference signal; 
[0039] i) means for indicating and displaying all designated 
seating positions Within the vehicle including information 
regarding the status of occupancy and seat belt use in accor 
dance With the third and fourth signals; 
[0040] j) means for indicating and displaying any alarm 
Within the system; 
[0041] k) a computer system for controlling the security 
system including an 1/0 for generating an input signal by a 
driver, operator, or authoriZed person, a memory and a pro 
cessor to receive the signals and to initiate an alarm respon 
sive thereto, said memory being enabled to store collected and 
collated data concerning the signals, the status of sensors and 
the status of the display, data including manifests and itiner 
ary doWnloads; 
[0042] 1) three modes of communication including i) a 
Wireless dedicated communication netWork, ii) a conven 
tional cellular Wireless protocol, and iii) a satellite transceiver 
for satellite based communication outside modes i) and ii); 
[0043] m) a cellular Wireless jamming device responsive to 
a signal generated by the processor; 
[0044] n) means for inputting information into the memory 
via the processor from hard-Wired and Wireless sources; 

[0045] 0) whereby said processor is enabled to compare the 
identi?cation of cargo or persons Within the vehicle as 
received from the ?rst sensor to relevant data stored into 
memory With information such as a passenger or cargo mani 
fest, and to identify expected, permitted, or disalloWed pas 
sengers or cargo, and responsive to a mismatch, initiate the 
predetermined signal to activate the appropriate alarm, and 
additionally, enables selection of differing methods of com 
munication, and responsive to a predetermined alarm signal 
initiated from a sensor, to select or de-select a mode of com 
munication to a remote location, and, in addition to the acti 
vate the cellular Wireless jamming device. 
[0046] A security system for mass transit and mass trans 
portation, according to the above further including a motion 
sensor for providing an output signal indicating motion 
Within or about the vehicle and infrared or night vision cam 
eras coupled to the processor operable and responsive to an 
output signal from a motion sensor for visually monitoring an 
area being sensed by the motion sensor, even in loW light 
conditions, and providing an output. 
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[0047] A security system for mass transit and mass trans 
portation, according to the above Wherein the display is 
coupled via the processor to visually area(s) being covered by 
the cameras. 

[0048] A security system for mass transit and mass trans 
portation, according to the above Wherein a camera is trig 
gered in response to the output of a second signal indicative of 
explosives or bio-haZards detected in the interior of the 
vehicle or in close outer proximity, and the camera is directed 
to vieW the area Where the detection has occurred. 

[0049] A security system for mass transit and mass trans 
portation, according to the above Wherein, the display Will 
display a visual Waming(s) responsive of the camera vieW and 
predetermined information related thereto. 
[0050] A security system for mass transit and mass trans 
portation, according to the above Wherein the memory is 
enabled for storing doWnloaded itinerary data for future 
retrieval. 

[0051] A security system for mass transit and mass trans 
portation, according to the above Whereupon the alarm Will be 
triggered responsive to the ?rst or third signal, and the pro 
cessor Will immediately initiate a report of the alarm to be 
displayed on the display and additionally to be transmitted via 
the Wireless data and communications link to a predetermined 
remote location. 

[0052] A security system for mass transit and mass trans 
portation, according to the above further including a manual 
controllable means, operable by the operator or driver While 
normally operating the vehicle, for initiating the Wireless data 
and communication link betWeen the vehicle and a remote 
location and sending a message. 

[0053] A security system for mass transit and mass trans 
portation, according to the above further including a global 
positioning means coupled to the Wireless data and commu 
nication link for providing location data to a predetermined 
remote location. 

[0054] A security system for mass transit and mass trans 
portation, according to the above further including telematic 
means for sensing the motion, direction and speed of the 
vehicle. 

[0055] A security system for mass transit and mass trans 
portation, according to the above Wherein the DVR digitally 
records video content and the memory memorialiZes alarms 
and events sensed, both for future retrieval. 

[0056] A security system for mass transit and mass trans 
portation, according to the above further including digital 
cameras for vieWing the interior and exterior, and sending 
signals via Wireless data and communications link to a remote 
location. 

[0057] A security system for mass transit and mass trans 
portation, according to the above further including means for 
conducting a self-test program controlled by the processor for 
checking the sensors, displays, and cameras. 
[0058] A method for ensuring the security of mass transit 
and mass transportation, Whereby a substantial number of 
passengers and/or cargo items are transported by an inter 
modal transportation vehicle, such as a bus, ship, train, sub 
Way, or aircraft, and comprising the steps of: 
[0059] a) providing a vehicle that transports substantial 
cargo and/or passengers, including a plurality of seats for 
creW and/or passengers, and a cargo hold Whereby cargo is 
stored for transit, and said vehicle having at least one seat for 
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a driver, pilot or operator, and said vehicle having at least one 
door or entry point through Which people and/or cargo enter 
and exit; 
[0060] b) sensing doorways and other predetermined points 
Within the vehicle for outputting a ?rst signal regarding the 
identity and presence of any identi?cation media passing 
Within detectable proximity of said ?rst sensor; 
[0061] c) sensing and outputting a second signal indicative 
of explo sive material located in the interior of the vehicle or in 
close outer proximity to the vehicle; 
[0062] d) sensing and outputting a third signal indicative of 
a person occupying a seat; 
[0063] e) sensing and outputting a fourth signal indicative 
of a person seated in a seat and buckled in; 
[0064] f) actuating an alarm responsive to a predetermined 
signal; 
[0065] g) displaying Within the vision of the vehicle opera 
tor one or more selectable screens available to the operator 

collected data and information speci?cally correlated With 
the respective occupancy of seats and other conditions about 
the vehicle, 
[0066] h) providing the operator With manual control of 
input and screen selection; 
[0067] i) indicating and displaying the identi?cation and 
presence and location of each cargo item or person in the 
vehicle in response to the ?rst signals received, and compar 
ing to any preloaded manifest in memory for generating a ?rst 
difference signal; 
[0068] j) indicating and displaying all designated seating 
positions Within the vehicle including information regarding 
the status of occupancy and seat belt use in accordance With 
the third and fourth signals; 
[0069] k) indicating and displaying any alarm Within the 
system; 
[0070] l) controlling the security by a computer system 
including an 1/0 for generating an input signal by a driver, 
operator, or authoriZed person, a memory and a processor to 
receive the signals and to initiate an alarm responsive thereto, 
said memory being enabled to store collected and collated 
data concerning the signals, the status of sensors and the 
status of the display, data including manifests and itinerary 
doWnloads; 
[0071] m) providing three modes of telecommunication 
including i) a Wireless dedicated short range communication 
netWork, ii) a conventional cellular Wireless protocol, and iii) 
a satellite transceiver for satellite based telecommunication 
outside modes I) and ii); 
[0072] n) providing a cellular Wireless jamming device 
responsive to a signal generated by the processor; 
[0073] o) inputting information into the memory via the 
processor from hard-Wired and Wireless sources; 
[0074] p) Whereby said processor is enabled to compare the 
identi?cation of cargo or persons Within the vehicle as 
received from the ?rst sensor to relevant data stored into 
memory With information such as a passenger or cargo mani 
fest, and to identify expected, permitted, or disalloWed pas 
sengers or cargo, and responsive to a mismatch, initiate the 
predetermined signal to activate the appropriate alarm, and 
additionally, enables selection of differing methods of tele 
communication, and responsive to a predetermined alarm 
signal initiated from a sensor, to select or de-select a mode of 
communication to a remote location, and, in addition to the 
activate the cellular Wireless jamming device. 
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[0075] A method for securing mass transit and mass trans 
portation, according to the above including the step of pro 
viding infrared or night vision capable security cameras 
responsive to an input signal and providing an output of video 
feed information. 
[0076] A method for securing mass transit and mass trans 
portation, according to the above including the further step of 
communicating betWeen the vehicle, vessel or craft and a 
remote location. 
[0077] A method for securing mass transit and mass trans 
portation, according to the above including the further step of 
communicating global positioning of the vehicle to a remote 
station. 
[0078] A method for securing mass transit and mass trans 
portation, according to the above including the further step of 
recording events sensed. 
[0079] A method for securing mass transit and mass trans 
portation, according to the above including the further steps 
of digitally vieWing and recording the interior of the vehicle, 
and sending corresponding digital signals via a data and com 
munications link to a remote station. 
[0080] A method for securing mass transit and mass trans 
portation, according to the above including the further step of 
programming the processor to conduct a self test program for 
checking safety equipments on board. 
[0081] Other objects and advantages Will become more 
evident from the folloWing detailed description of a speci?c 
preferred embodiment of the invention When taken in con 
junction With the appended draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0082] FIG. 1 is a side vieW of an example mass transit 
vehicle, in the form of an ocean-going ship partly broken 
aWay to shoW the interior and more particularly, to shoW a 
speci?c embodiment of the present invention. 
[0083] FIG. 2 is a schematic or block diagram shoWing the 
microprocessor of the main control unit of the system located 
in the ship and it’s coupling, on one hand, to various sensors, 
and on the other hand, to various subsystems to effect certain 
functions. 
[0084] FIGS. 3a and 3b comprise a How chart shoWing the 
main program that is run by the microprocessor. FIG. 3a is the 
initial boot up sequence; FIG. 3b is the operating sequence. 
[0085] FIGS. 4a, 4b, 4c, 4d, 4e, 4], and 4g shoW, respec 
tively, the branched subroutines for the vehicle sensors, bomb 
sensors, RFID/biometric sensors, heat/Water/smoke sensors, 
motion, contact closure, and seat/belt sensors. 
[0086] FIG. 5a is a How chart shoWing the alert subroutine; 
and FIG. 5b is the alarm subroutine. 
[0087] FIG. 6 is a How chart shoWing the communications 
subroutine. 
[0088] FIG. 7 shoWs a typical computer system for use With 
the present invention. 

DETAILED DESCRIPTION OF THE SPECIFIC 
PREFERRED EMBODIMENT 

[0089] As noted above, the present invention relates to a 
security system for mass transit, and more speci?cally, pas 
senger and cargo trains, subWays, cruise and cargo ships, 
buses, and commercial planes that are transporting large 
numbers of passengers or substantial cargo. Referring to FIG. 
1, the system is shoWn in the speci?c form of a passenger ship 
and consists of a state-of-the-art vehicle 10 With its interior 
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?tted With seats at various locations, and provided With exit/ 
entry doors at various locations. The ship is out?tted With the 
following components. As shoWn, the ship has a satellite 
antenna 12, a telecomm antenna 14, and a cellular telephone 
jamming antenna 16. At the bottom of FIG. 1 is shoWn a 
legend 18 of the sensors illustrated on the ship. The various 
compartments in the ship are out?tted With sensors as shoWn 
in the panels 15a-d shoWn just beloW the ship With lead lines 
to the respective compartment associated With the panel. On 
the ship cross section itself various sensors are shoWn at 
various locations. The touch display 18a in panel 15d is the 
control panel of the system that the operator can use to moni 
tor the system and to input or output information by touching 
the screen in manual selection of certain predetermined func 
tions of the screen and/or system. Further, the vehicle is 
provided With emergency lights to indicate that an emergency 
exists and/ or to direct persons to the nearest emergency exits 
or predetermined stations for disembarking. 

[0090] The security system of the present invention, as 
shoWn in FIG. 1, further consists of sensors that are located in 
at least one cargo area, passenger area, engine compartment, 
and each doorWay or entry and exit point, Which have RFID 
sensors and biometric sensors in place. Persons and cargo 
items may be tagged or given unique RFID tags, such as one 
embedded into a card or perhaps a?ixed to object on or about 
itself, and is then individually identi?ed by the RFID sensors 
18e When in proximity of said sensor. Also biometric sensors 
18h are employed at designated locations for controlled 
access. This information is transmitted to the microprocessor 
33 of a computer 32, Which is located on the bridge of the ship 
10 as shoWn in panel 15d. Sensors and other components of 
the system may be hardWired to computer 32, but preferably 
are Wirelessly coupled. Also, at any cargo hold, engine room 
or compartment, and at each doorWay or entry and exit point 
there is ?tted a motion sensing camera, thereby enables the 
electronic identi?cation of RFID tagged items or persons to 
be simultaneously visually monitored, alloWing a ?nal check 
point Whereby no item or person may pass entry/ exit point 
Without having the proper RFID tag on or about them. The 
cameras may be hardWired to the computer, but are preferably 
coupled using Wireless connectivity. Motion detectors 18b, 
for example shoWn on panel 150, are individually identi?ed 
and ?xed into position in these areas and others as shoWn, 
providing indication to any monitoring person that there is 
motion in that particular area. The motion detectors may be 
hardWired to the computer 32, but are preferable coupled 
using Wireless connectivity. This Will trigger the computer 32 
to be alerted to the presence of movement in that respective 
area. The computer 32 shall then trigger the corresponding 
camera, see camera 180 for example on panel 15b, to begin 
transmitting video signal to the computer 32, and furthermore 
act as an alert to any monitoring person of the presence of 
movement about the area in addition to providing vieWable 
video of that corresponding area. 

[0091] In addition, the vehicle 10 is out?tted With an 
antenna 36 (14) to enable communication or radio commu 
nication With a central station (not shoWn), and Which may be 
the depot from Which the vehicle originated or an o?ice of a 
designated ?rst responder, or both. To this end, the computer 
32 is coupled to a transmitter/receiver 38 to enable tWo-Way 
communication and data feed With the central station. A GPS 
39 With antenna 39a is associated With the transceiver 38 
having an antenna 36 and a dedicated network antenna 40. A 
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satellite transceiver 41 With antenna 43 is connected to the 
microprocessor 33 of the computer 32. 

[0092] Referring to FIG. 2, the computer 32 consists of a 
microprocessor 33, an input/ output 89, a touch screen display 
81 (18a) and a static display 86, and a memory 90. The 
microprocessor 33 of the computer, and its inputs and outputs 
are shoWn; the inputs to the microprocessor consist of a 
number of sensors Which detect various conditions that War 
rant that a Warning be announced or indicated. The sensors are 

all mounted in suitable places on the vehicle to give a Warning 
of Whatever condition is being sensed. These sensors include 
bomb detection sensors 50, Which can detect radioactive and 
explosive materials in proximity to the sensor to give Warning 
of such urgent condition, a combination smoke/heat detector 
44 Which is a sensor that senses smoke or excessive heat to 

sense and give a Warning of a ?re or other condition Which 
produces smoke or heat, a Water detector 54 to sense excess 

Water, a shock sensor 46 to sense any excessive shock to the 

vehicle i.e. an explosion or collision impact, and give an 
appropriate indication, a battery condition sensor 61 to indi 
cate the condition of the vehicle batteries 71 and 75, a motion 
detector 52 to give a Warning of motion Within the vehicle, a 
contact closure sWitch 56 on all doors to indicate the condi 
tion of the doors, an RFID sensor 58 to detect, identify and 
track any RFID tagged person or item, a biometric sensor 68 
and the usual vehicle sensors 66 that are conventional on 

vehicles. Also there are a seat belt sensor 53 and a seat 

occupancy sensor 51. Manifests of cargo and/ or passengers is 
doWnloaded from a predetermined remote location and stored 
85, and then compared to actual manifest records, and respon 
sive to a discrepancy, actuating an alert or alarm as indicated 
in FIGS. 5s and 5b. 

[0093] The microprocessor 33 is also coupled to a commu 
nications transceiver 38 that, in turn, is also coupled to a GPS 
39 With it’s oWn antenna 39a, so that position can be broadcast 
via the transceiver. Antenna 36 and a dedicated netWork 
antenna 40 are connected to the transceiver 38. Similarly, a 
satellite transceiver 41, coupled to it’s oWn antenna 43, is also 
connected to the microprocessor 33 thereby alloWing at least 
3 different methods of communication. A boot up/reboot 
sequence 79 is coupled to microprocessor 33, the How chart of 
Which is shoWn in FIG. 3a and is used to initiate the micro 
processor, as Well as, a logon function. Itinerary maps stored 
in block 84, and a display 86 and touch screen display 81 are 
coupled to the microprocessor. As previously noted, an input/ 
output 88 including a headset 95, a microphone 93 and a 
speaker 91, of conventional design, are coupled to the micro 
processor 33 together With a memory 90. Additionally, a 
cellular jamming device 57 With an associated dispersion 
antenna 59, is coupled to the microprocessor 33 and is 
capable, in response to a signal from the microprocessor 33, 
of jamming normal cellular telephone frequencies thereby 
disabling cellular signal or use Within proximity of the 
vehicle. In order to assure proper servicing and expandability 
in order to avoid obsolescence, an expansion input/output 
port 73 is connected to microprocessor 33. A camera 42 is 
connected to microprocessor 33 and is capable of responding 
to a signal from the microprocessor, and further, able to 
record events to a DVR recorder 63, also connected to the 
microprocessor 33. A novel security system of the present 
invention is coupled to the microprocessor 33 so that any 
breach of the security system can be processed and appropri 
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ate audio and visual alarms can be initiated. In addition, the 
breach or violation of the security system can be broadcast to 
the central station 

[0094] The composition and function of the security system 
of the present invention Will best understood if considered 
and explained in conjunction With the several operational 
conditions of the vehicle and the main program and subrou 
tines as showing schematically in How chart form in FIGS. 
3-6. It Will be understood that the hardWare necessary for the 
practice of the present invention exists as state-of-the art and 
Will be evident from the description of a preferred embodi 
ment of the invention. Also, the invention Will best be under 
stood from the How charts Which describe the various func 
tions of the invention, and from Which, persons skilled in the 
art of computers Will understand hoW to implement and carry 
out the invention as described. The programming of comput 
ers is highly developed, and persons skilled in the art Will 
knoW intuitively, hoW to program the computer and micro 
processor to obtain the effects of the present invention from 
the folloWing description. 
[0095] Consider as the initial condition of the vehicle that 
the vehicle 10 is stationary at rest and secured prior to acti 
vation, and With no one on board. This condition usually 
prevails When the vehicle 10 has been parked or docked 
overnight. At this time and condition, the microprocessor 33 
is monitoring the various sensors to detect any explosives, 
persons, cargo, or motion. The arrangement of these sensors 
is Well knoWn in the art to those of ordinary skill, so a detailed 
explanation of their Workings and locations is unnecessary to 
a full understanding of the invention. If any undesirable con 
dition is detected While the vehicle 10 is unoccupied and at 
rest, the microprocessor 33 initiates a transmission via the 
transceiver 38 and antenna 36 to the central station (not 
shoWn) to give a Warning of the detected condition Where 
upon appropriate action can be ordered and take place. Also, 
the vehicle battery is constantly being monitored, as the 
vehicle battery poWers the security system. In the event of loW 
battery, this condition is detected, and the microprocessor 33 
initiates the sWitchover to the back-up battery 71 and alerts 
the central station via communication link in FIG. 6. If the 
security system is breached, or the vehicle starts in motion, or 
motion is detected inside the vehicle When it is supposed to be 
at rest, the microprocessor 33 initiates a transmission to the 
central station to give Warning of the undesirable condition, as 
Well as, to activate cameras, initiate recording of these events, 
and to provide an indication of location by means of the GPS. 

[0096] Consider as the second condition of the vehicle the 
time When the vehicle is ?rst entered by an operator. After 
gaining entry to the vehicle, the operator restarts the system, 
Which then boots up and self-tests. The microprocessor pro 
vides the requisite signals for a read-out of the status of the 
system on the display and stores in memory the time the ?rst 
person entered the vehicle, to the time the operator initiated 
the boot up sequence of the system. The color touch-screen of 
the display is illuminated, and the audio and video systems 
are tested to be sure they are operational. Then, a fault detec 
tion of all monitored areas to determine Which are occupied 
(none should be occupied) and Which areas if any detect alarm 
conditions (none should be indicative of any alarm condi 
tion). The display shoWs an arrangement of engine compart 
ment, cargo area, chart of all passenger areas in the vehicle 
designed to simulate the actual arrangement, and all said 
areas are assigned a number or sector name. Assigned to each 
area or sector on the display is a red light and a green light. 
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During the initial test, all red lights are turned on for a period 
of 5 seconds, then all green lights are turned on for a period of 
5 seconds and then all lights are turned off. This enables a 
con?rmation that the system and all indicator lights are func 
tioning properly. All passenger areas shoW unoccupied except 
the system operator. Next the operator initiates a safety check 
of the vehicle to assure that systems are functioning properly. 
Finally, the cameras and video feeds are checked. 

[0097] Any fault detected during the run-up to moving the 
vehicle is automatically stored in memory and the micropro 
cessor initiates a transmission to the central station reporting 
the fault details. When everything is satisfactory, the operator 
initiates a transmission to the central station requesting the 
itinerary, manifest, or other such pertinent information. Alter 
natively, the central station, at a designated time of day or 
night, may have transmitted such details for the vehicle Where 
it is stored in the block. In this case, the driver simply boots up 
the itinerary from that memory. The GPS system is integrated 
With the transceiver via a conventional telematics system. 
Accordingly, partitioned Within the transceiver 38, a dedi 
cated short-range communications link, or dedicated private 
netWork communication link, and/or a mobile cellular tele 
phone link may be used. 
[0098] In more detail and With reference to the draWings, 
and more particularly, FIGS. 3a and 3b, the main program for 
the microprocessor is initialiZed inblock 100. In Step 102, the 
system is checked to see Whether the system has booted 
properly. If NO, then the system reverts to the block 100. If 
YES, the program the program moves to Step 104 Where the 
system is self tested. If a fault is detected in step S106, the 
system is queried Whether the fault has been corrected in step 
S108. If so, then the program moves to test each sensor 
individually in step S110. If the sensors test OK in step S112, 
then the program moves to step S114 to request data doWn 
load. If the sensors test faulty, then the program moves to the 
fault cure step S108. Next it is determined in step S116 
Whether the doWnload has been successful, and if so, the 
program moves to step S118 to record in memory, and then 
goes to block 102 in FIG. 3b for standby/monitoring routine. 

[0099] In FIG. 3b folloWing block 102, begins step S120 
Whereby the various components are continually and cycli 
cally tested, and the system is further updated. The program 
noW proceeds to step S122 Where the sensors are continually 
and cyclically monitored. When a sensor is activated, a sensor 
signal is sent to the microprocessor, and this activity is carried 
out in step S124 Which constantly checks for signal activa 
tion. If a signal is received, this is reported as YES and the 
program advances to step S126 Where the sensor signal is 
identi?ed, and the appropriate response is activated, i.e., the 
appropriate branch (FIGS. 4a to 4g) is initialiZed. The output 
of the branches is sent to a decision of ALARM?, Which if 
YES, is sent to block 104 of FIG. 5b. If NO, the program 
passes to the decision of Whether it is an ALERT?, Which if 
YES, is sent to block 106 of FIG. 5a. If NO, the program 
returns to step S122. 

[0100] The branch subroutine for vehicle sensors 66 is 
shoWn in FIG. 4a, and consists of the vehicle sensors in block 
66 sensing an event in step S130, and ifY ES, the control of the 
program is passed to step S132 Where it is determined if the 
event Warrants anALARM. IfY ES, then control passes to the 
subroutine of FIG. 5b. If NO, the program proceeds to step 
S134 Where it is determined if an ALERT is Warranted. If 
YES, control passes to the subroutine of FIG. 5a. If NO, the 
program goes back to sensing in block 66. 
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[0101] The branch subroutine forbomb sensors 50 is shown 
in FIG. 4b, and consists of bomb sensors capable of sensing 
Whether a bomb threat is present in step S138, and if so, then 
activating cellular telephone jamming in step S140 and trans 
ferring control to block 104 of FIG. 5b. If NO, the program 
reverts back to the sensors 50. 

[0102] The branch subroutine for RFID 58 and biometric 
sensor 68, is shoWn in FIG. 40, and consists of these sensors 
capable of sending and/or receiving pertinent information 
suf?cient to detect the identi?cation of the person, or item, 
having possession of related identi?cation criteria, and this is 
contemplated as indicated in step S146. If a person is 
detected, the control passes to step S148 Whereby a camera is 
activated to shoW the person detected. If an ALARM condi 
tion exists as determined in step S150, i.e.YES, control passes 
to the subroutine of FIG. 5b. If NO, the program proceeds to 
step S152 to determine if an ALERT is mandated. If YES, 
control passes to the subroutine of FIG. 5a. If NO, the pro 
gram reverts back to the sensors 58 and 68. 

[0103] The branch subroutine for heat, smoke and Water 
sensors 44 and 54 is shoWn in FIG. 4d, and consists of the 
sensors sending signals to query Whether there has been an 
event in step S154. If YES, the control is passed to the sub 
routine of FIG. 5b. If NO, the program reverts to the sensors 
44 and 54. 

[0104] The branch subroutine for seat and belt sensors 51 
and 53 is shoWn in FIG. 4e, and consists of the sensors 
sending signals to query in step S158 Whether a person is 
seated. If NO, the program reverts back to the sensors 51 and 
53. lfY ES, then control passes to step S160 to determine if the 
person is buckled in. lfY ES, then the program reverts back to 
the sensors 51 and 53. If NO, the control passes to the sub 
routine in FIG. 5a. 

[0105] The branch subroutine for motion sensors 52 is 
shoWn in FIG. 4], and consists of the sensors sending signals 
to query Whether there is motion detected in step S164. If NO, 
the program reverts to the sensors 52. If YES, the program 
advances to step S166 to determine Whether an ALARM is 
indicated, and if so, the control passes to the subroutine of 
FIG. 5b. If NO, the program advances to step S168 Where it is 
determined Whether an ALERT is indicated. If YES, the con 
trol passes to the subroutine of FIG. 5a. If NO, the program 
reverts back to the sensors 52. 

[0106] The branch subroutine for contact closure sensors 
(including actuators) 56 is shoWn in FIG. 4g, and consists of 
the sensors sending signals to step S172 Where it is deter 
mined if the contact closure is open. The program then passes 
to step S174 Where the contact closure is identi?ed. Next the 
program passes to step S176 Where it is determined if the 
contact closure is in the correct condition. If YES, the pro 
gram reverts back to the sensors 56, and if NO, the program 
control passes to the subroutine in FIG. 5a. 

[0107] The ALERT subroutine is shoWn in FIG. 5a, and 
consists of the ALERT block 106 initiating step S180 for 
recording to memory, then to querying Whether camera(s) 
should be activated in step S182. If YES, then the camera(s) 
are activated in step S184 and then the program returns to 
initiating the audio and visual Warning in step S186. If NO, 
the program proceeds to step S186. Next the program pro 
ceeds to step S188 Where data and information is sent to the 
central station as set forth in the communication subroutine of 
FIG. 6. If nothing is to be sent to the central station, the 
program reverts to the routine of FIG. 3b. 

Jul. 7, 2011 

[0108] The ALARM subroutine is shoWn in FIG. 5b and 
consists of an alarm triggered in block 104 being recorded in 
memory in step S192, camera(s) being activated in step S194, 
audio and visual Warnings being initiated in step S196, and 
the program control passing to the communication subroutine 
of FIG. 6. 

[0109] The communication subroutine of FIG. 6 comprises 
the cellular transceiver and satellite transceiver, blocks 38 and 
41 respectively, and then moving to step S200 Where it is 
determined Whether the Dedicated Private NetWork (“DPN”) 
Within block 38 is available. If YES, then communication is 
initiated through the DPN in step S202, and upon completion 
then returned to FIG. 3b as indicated in the diagram. If NO, a 
query is then initiated in step S204 Where it is then determined 
if the cellular Wireless netWork portion of block 38 is avail 
able. If YES, then communication is initiated in step S206, 
and upon completion, is then returned to FIG. 3b as indicated 
in the diagram. If NO, a query is then initiated in step S208 
Where it is then determined if the satellite transceiver block 41 
is available. If YES, then communication is initiated in step 
S210, and upon completion, is then returned to FIG. 3b as 
indicated in the diagram. If NO, then the control is then 
passed to the ALERT subroutine of FIG. 5a, as indicated in 
the diagram. 
[0110] The transceiver and communication link is provided 
With a no service alarm and indication. Every sixty seconds, 
the transceiver sends an operational signal to the central sta 
tion. Also, the driver is provided With the capability of by 
passing certain sensors in the case of a an non-threatening 
fault that is not immediately cured, or perhaps if they can 
determine a false passenger count. Further, all buttons, key 
board and display are localiZed in an integrated control panel, 
and preferably are integrated into a single touch screen, 
Within easy access and reach of the driver, or a portable tablet 
W/ docking station. The seat belts are Wound on reels spring 
loaded, as conventional, and stored in housings. In addition to 
the sWitch that signals the fastening and unfastening of the 
buckle, a second sWitch or sensor is provided that is actuated 
When the seat belt has been unreeled and WithdraWn a prede 
termined distance from its housing to sense that the seat belt 
is actually Wrapped around a passenger, and not bypassing the 
passenger by being buckled behind the passenger While 
he/ she is sitting on the seat. 

[0111] Although the invention has been described With 
respect to 15-second countdoWns, it Will be appreciated that 
an operator or other authorized person may be provided With 
the ability to override all delays. Further as previously noted, 
the data and communications link enables the central station 
to remotely monitor and update the system. To this end, 
Whenever the central station Wishes to update, ?rst it sends a 
digitally secure inquiry to the vehicle to determine via the 
GPS the location and status of the vehicle. If the location and 
a secure positive identi?cation status are received and 
accepted, the time and date and other data are transmitted to 
the vehicle and duly recorded in memory. This is usually done 
once a day but may be done at more frequent intervals. A 
further re?nement of the invention concerns the use in the 
vehicle of seat belts that couple via a solenoid latching, that is 
a spring actuated latch holds the buckle together, but may be 
release through activation or deactivation of a solenoid, so 
that the buckles release. The solenoid can be manually over 
ridden by releasing the buckle through the operation of a 
button or lever as is customary. The advantage of this arrange 
ment is that in the event of an emergency such as a ?re, 
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