
US 20130185022Al 

(19) United States 
(12) Patent Application Publication (10) Pub. N0.: US 2013/0185022 A1 

Maehata et a]. (43) Pub. Date: Jul. 18, 2013 

(54) 

(75) 

(73) 

(21) 

(22) 

(86) 

(51) 

AUTOMATIC REMOTE MONITORING AND 
DIAGNOSIS SYSTEM 

Inventors: Noriyuki Maehata, Tokyo (JP); 
Shigehiko Matsuda, Tokyo (JP) 

Assignee: TOSHIBA MITSUBISHI-ELECTRIC 
INDUSTRIAL SYSTEMS 

(52) us. c1. 
CPC .................................... .. G06F17/00(2013.01) 

USPC ........................................................ .. 702/188 

(57) ABSTRACT 

An automatic remote monitoring and diagnosis system 
includes an environmental sensor and a physical sensor which 

CORPORATION, Tokyo (JP) measure environmental data and physical data, respectively, 
on electronic control devices and send the data by wireless 

APP1- NO-I 13/819,491 communication, a wireless server which collects the mea 
_ surement data of the sensors, a diagnostic client connected to 

PCT Flled: Oct- 15’ 2010 the wireless server by a ?rst communication network and that 
_ collects the measurement data from the wireless server, a 

PCT NO" PCT/JP10/68179 diagnostic server connected to the diagnostic client by a sec 

§ 371 (0X1), ond communication network and that carries out a diagnosis 
(2), (4) Date; Feb 27, 2013 based on the measurement data from the diagnostic client, a 

data retaining device which retains the measurement data, 
Publication Classi?cation and a knowledge database which stores information neces 

sary for the diagnosis. The diagnostic server sends results of 
Int. Cl. the diagnosis and a remedy to the diagnostic client via the 
G06F 17/00 (2006.01) second communication network. 
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AUTOMATIC REMOTE MONITORING AND 
DIAGNOSIS SYSTEM 

TECHNICAL FIELD 

[0001] The present invention relates to an automatic remote 
monitoring and diagnosis system. 

BACKGROUND ART 

[0002] For example, electronic control devices for plant 
equipment or equipment of plants and the like (hereinafter 
referred to as “electronic control devices and the like”) are 
affected by the installation environment during the use 
thereof and troubles and abnormalities may sometimes occur. 
Therefore, it becomes necessary to carry out an investigation 
of the installation environment of electronic control devices 
and the like. In general, this investigation of the installation 
environment has hitherto been performed at some speci?c 
point of time, for example, before the delivery of equipment 
including electronic control devices, during the installation of 
equipment, at periodical inspection of equipment, and in the 
case Where some inconvenience occurred unexpectedly in 
electronic control devices and the like. The measuring period 
of various kinds of data in this investigation is a short period 
of at most several Weeks or so. That is, the measurement of 
data is sporadic, and the monitoring and diagnosis of abnor 
malities are not continuously performed for a long period of 
time. 

[0003] Furthermore, in conventional measurements of 
data, ?rst, Workers including contractors Who contracted to 
take the measurements set measuring equipment, such as a 
thermometer, a hygrometer, an accelerometer, a gas concen 
tration meter, a voltmeter, an ammeter, and an electromag 
netic Wave meter, at the site. Next, after the measurements for 
a ?xed period the Workers revisit the site to retrieve the mea 
surement data. In general, a series of steps of analyZing the 
retrieved measurement data, compiling a report, and submit 
ting the report to a client, are carried out. Therefore, the 
investigation of the installation environment has the problem 
that the measurement, collection, analysis and reporting of 
data require much labor and expense. 
[0004] Incidentally, in conventional data measurement, in 
the above-described series of steps, the measurement and 
collection of data are sometimes automatically performed. 
HoWever, the preparation of a report based on an analysis of 
data and results of the analysis are not automatically per 
formed. For this reason, it is necessary for the Workers to 
retrieve the collected data, to perform the analysis and the 
preparation of a report, and these Works require much labor 
and expense in the same manner as described above. 

[0005] Therefore, there are knoWn conventional systems in 
Which to solve such problems, for example, a diagnosis of life 
and degree of deterioration by the corrosion of metallic areas 
of equipment of a plant and the like, is performed using 
environmental information (refer to Patent Literature 1, for 
example). In the system described in Patent Literature 1, 
among the above-described various kinds of measurement 
data in the investigation of the installation environment, only 
What is called environmental data, such as temperature, 
humidity, and concentrations of corrosive gasses, is mea 
sured. And the measured environmental data is inputted to a 
diagnostic client. The diagnostic client sends the environ 
mental data to a diagnostic server. The sending of the envi 
ronmental data is performed via the Internet. The diagnostic 
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server estimates the life and degree of deterioration of equip 
ment based on the environmental data While referring to the 
information accumulated in a diagnostic database, and pre 
sents results of the estimation and a remedy to the diagnostic 
client. 
[0006] Furthermore, there are also knoWn systems in Which 
the object of monitoring is an electronic control panel for 
plant equipment and the soundness of the environment in the 
control panel is monitored (refer to Patent Literature 2, for 
example). In the system described in Patent Literature 2, 
environmental sensors Which measure the installation envi 
ronment of various kinds of equipment in the control panel 
and physical sensors Which measure physical quantities of 
various kinds of equipment in the control panel are provided 
in the control panel. And measurement data by these sensors 
are sent to a monitoring device (a computer system) by Wire 
less communication outside of the control panel. This moni 
toring device is provided With an algorithm Which monitors 
the soundness of the environment of the control panel from 
the correlation betWeen changes in measurement data and a 
knoWledge database related to an environmental standard 
stored beforehand. And When abnormality occurred, the place 
of occurrence and cause of the abnormality are estimated and 
the contents of countermeasures and support are outputted to 
a screen of the monitoring device. 

CITATION LIST 

Patent Literature 

Patent Literature 1: Japanese Patent Laid-Open No. 
2002-062252 

[0007] Patent Literature 2: International Publication No. 
WO2009/l44820 

SUMMARY OF INVENTION 

Technical Problem 

[0008] In the system described in Patent Literature 1, only 
the environmental data having an indirect effect on the opera 
tion of the electronic control devices and the like is measured 
and physical data having a direct effect on the operation of the 
electronic control device and the like, such as voltage, cur 
rent, electromagnetic Wave, and static electricity, is not mea 
sured. Therefore, a judgment is made on the state of the 
environmental atmosphere in Which equipment is placed, and 
indirectly from the state of this environmental atmosphere, it 
is possible to estimate Whether the situation is such that an 
abnormality can occur in the electronic control devices and 
the like. HoWever, it is impossible to directly judge that an 
abnormality has occurred in the electronic control devices 
and the like and to investigate the cause of the abnormality 
occurred in the electronic control devices and the like. For this 
reason, this system has the problem that it is impossible to 
present accurate remedies for solving problems. 
[0009] In the system described in Patent Literature 2, mea 
surement data from sensor groups is sent to a monitoring 
device by Wireless communication. Here, in Wireless com 
munication, communicatable distances, the number of con 
nections and the like are limited. For this reason, in the case 
Where the scale of a plant, factory and the like to be monitored 
is large and in the case Where a plurality of remote places are 
to be monitored, it is impossible to monitor all of the objects 
of monitoring With one monitoring device alone. Therefore, 
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in the case Where a plurality of monitoring devices are used 
according to the scale of the objects of monitoring and the 
like, this system has the problem that the ef?ciency is loW 
because data cannot be collectively managed, and the prob 
lem that measurement data cannot be referred to from loca 
tions other than the monitoring device in Which the measure 
ment data are retained. 

[0010] On the other hand, the system described in Patent 
Literature 1 is predicated on sharing the data on diagnosis 
results in a plurality of obj ects of monitoring among a plural 
ity of diagnosis requesters. For this reason, a diagnostic client 
and a diagnostic server are connected via the Internet and the 
con?guration is such that measurement data is alWays sent via 
the Internet. Therefore, this system has the problem that, for 
example, in the case Where a measurement requester does not 
Want the measurement data to be disclosed to others, and in 
the case Where rigid security is required, it is impossible to 
build a closed system Within the company of the measurement 
requester and the like. 
[0011] That is, the systems described in Patent Literature 1 
and Patent Literature 2 both have the problem that it is impos 
sible to ?exibly build a monitoring and diagnosis system 
according to the situation, state and the like of an object of 
monitoring, a diagnosis requester and the like. 
[0012] The present invention is made to solve such prob 
lems as described above and the invention provides an auto 
matic remote monitoring and diagnosis system Which con 
tinuously performs automatic measurement and automatic 
collection of environmental data and physical data related to 
electronic control devices and the like, diagnoses the exist 
ence or nonexistence of an abnormality in the electronic 
control devices and the like by analyZing the collected data in 
real time, can automatically present results of the analysis and 
diagnosis and, as required, a remedy, and Which can be ?ex 
ibly built according to the situation, state and the like of an 
object of monitoring, a diagnosis requester and the like. 

Means for Solving the Problems 

[0013] An automatic remote monitoring and diagnosis sys 
tem according to the present invention, Which diagnoses elec 
tronic control devices or equipment, comprises: an environ 
mental sensor Which measures environmental data related to 
an installation environment of the electronic control devices 
or equipment With a prescribed measurement cycle and sends 
measurement data by Wireless communication; a physical 
sensor Which measures physical data related to the electronic 
control devices or equipment With a prescribed measurement 
cycle and sends measurement data by Wireless communica 
tion; a Wireless server Which collects the measurement data 
sent from the environmental sensor and the physical sensor by 
Wireless communication and sends the collected measure 
ment data at prescribed time intervals; a diagnostic client 
Which is communicatably connected to the Wireless server by 
a ?rst communication netWork, collects the measurement 
data sent from the Wireless server via the ?rst communication 
netWork, and sends the collected measurement data at pre 
scribed time intervals; a diagnostic server Which is commu 
nicatably connected to the diagnostic client by a second com 
munication netWork, receives the measurement data sent 
from the diagnostic client via the second communication 
netWork, and carries out a diagnosis of the electronic control 
devices or equipment based on the received measurement 
data; a data retaining device Which retains the measurement 
data received by the diagnostic server; and a knoWledge data 
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base Which stores information necessary When the diagnostic 
server carries out the diagnosis, Wherein the diagnostic server 
sends results of the diagnosis to the diagnostic client via the 
second communication netWork and in the case Where as a 
result of the diagnosis there is a problem in the electronic 
control devices or equipment, the diagnostic server deter 
mines a remedy for the problem and sends the remedy to the 
diagnostic client via the second communication netWork. 

Advantageous Effects of Invention 

[0014] In the automatic remote monitoring and diagnosis 
system of the present invention, automatic measurement and 
automatic collection of environmental data and physical data 
related to electronic control devices and the like are continu 
ously performed, the existence or nonexistence of an abnor 
mality in the electronic control devices and the like is diag 
nosed by analyZing the collected data in real time, the 
automatic remote monitoring and diagnosis system has an 
effect that it is possible to automatically present results of the 
analysis and diagnosis and, as required, a remedy, and to be 
?exibly built according to the situation, state and the like of an 
object of monitoring, a diagnosis requester and the like. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a diagram to explain the general con?gu 
ration of an automatic remote monitoring and diagnosis sys 
tem related to Embodiment l of the present invention. 
[0016] FIG. 2 is a diagram to explain the general con?gu 
ration of an automatic remote monitoring and diagnosis sys 
tem related to Embodiment 2 of the present invention. 
[0017] FIG. 3 is a diagram to explain the general con?gu 
ration of an automatic remote monitoring and diagnosis sys 
tem related to Embodiment 3 and Embodiment 4 of the 
present invention. 
[0018] FIG. 4 is a diagram to explain the general con?gu 
ration of an automatic remote monitoring and diagnosis sys 
tem related to Embodiment 6 of the present invention. 
[0019] FIG. 5 is a diagram to explain another general con 
?guration of an automatic remote monitoring and diagnosis 
system related to Embodiment 6 of the present invention. 

DESCRIPTION OF EMBODIMENTS 

[0020] The present invention Will be described With refer 
ence to the accompanying draWings. In each of the draWings, 
like numerals refer to like or corresponding parts and overlaps 
of description of these parts are appropriately simpli?ed or 
omitted. 

Embodiment l 

[0021] FIG. 1 is related to Embodiment l of the present 
invention. FIG. 1 shoWs the general con?guration of an auto 
matic remote monitoring and diagnosis system. In FIG. 1, 
reference numerals 1a, 1b, and 1c denote Company A, Com 
pany B, and Company C, respectively, Which are diagnosis 
requesters for the state of electronic control devices and the 
like. Although in this case the number of diagnosis requesters 
is 3, any number is alloWed. CompanyA 1a, Company B 1b, 
and Company C 10 are provided With electronic control 
devices and the like (not shoWn) Which are the objects of 
monitoring and diagnosis of the automatic remote monitoring 
and diagnosis system of the present application invention. 
And environmental sensors 2 and physical sensors 3 are 
installed Within cabinets of the electronic control devices and 



US 2013/0185022 Al 

the like of these diagnosis requesters and in the vicinity of the 
electronic control devices and the like. 
[0022] The environmental sensors 2 are sensor groups each 
consisting of a plurality of sensors Which measure environ 
mental data, such as temperature, humidity, vibration (accel 
eration), and concentrations of corrosive gasses. The environ 
mental sensors 2 consisting of such sensor groups have the 
function of measuring each measurement element With a 
prescribed measurement cycle, Which is determined for each 
measurement element, and of sending the measured data by 
Wireless communication. 
[0023] Temperature, humidity, and corrosive gasses among 
the measurement elements related to the environmental data 
Which are the objects of measurement by the environmental 
sensors 2 do not change drastically in a short time. Therefore, 
the measurement cycle of these elements may be on the order 
of, for example, 1 minute, 10 minutes or 30 minutes. On the 
other hand, it is thoroughly possible that vibration (accelera 
tion) changes instantaneously. Therefore, measurements at 
short time intervals are necessary, and from the experience of 
the present application inventors, measurement cycles of 10 
milliseconds or so are desirable. 

[0024] The con?guration of sensors constituting the envi 
ronmental sensors 2 Will be described in detail. A semicon 
ductor integrated type can be used as a sensor part Which 
measures the elements, such as temperature, humidity, and 
vibration (acceleration) among the measurement elements of 
the above-described environmental data. This sensor part of 
the semiconductor integrated type is generally in Wide use 
and can be easily obtained. And by combining a Wireless 
communication device, Which Will be described later, an 
MPU (micro processing unit), and a memory in this sensor 
part, it is possible to easily form a compact sensor Which can 
be installed in the interior of the electronic control devices 
and the like. 
[0025] For the concentrations of corrosive gasses, a gas 
sensor Which outputs measurement results as electrical sig 
nals of voltage, current and the like is used in the sensor part 
and a sensor capable of loading the electrical signals is 
formed in the same manner as With the sensors measuring 
temperature and humidity described above, Whereby it is 
possible to easily realiZe a compact sensor. Incidentally, gas 
sensors Which output measurement results as electrical sig 
nals of voltage, current and the like are available as the semi 
conductor type, the solid electrolyte type, the electrochemical 
type and the like, and gas sensors of any type can be used. 
[0026] The physical sensors 3 are sensor groups each con 
sisting of a plurality of sensors Which measure physical data, 
such as voltage, current, electromagnetic Wave, and static 
electricity. As With the environmental sensors 2, also the 
physical sensors 3 consisting of such sensor groups have the 
function of measuring each measurement element With a 
prescribed measurement cycle, Which is determined for each 
measurement element, and of sending the measured data at 
predetermined time intervals by Wireless communication. 
[0027] Voltage and current among the measurement ele 
ments related to the physical data Which are the objects of 
measurement by the physical sensors 3 change in very short 
time intervals. For example, it is empirically evident that 
When static electricity is applied, great changes are observed 
in voltage and current. And in order to grasp such great 
changes in voltage and current, it is necessary to take mea 
surements at intervals of at least 10 nanoseconds. On the other 
hand, for variations in voltage of control poWer supply and 
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variations in current consumption in the steady state of the 
electronic control devices and the like, the need that measure 
ments be made at relatively long time intervals of the order of 
approximately 10 milliseconds exists. 
[0028] Therefore, in order to meet both of these require 
ments, for sensors Which measure voltage and current, tWo 
kinds of sensors may be installed: a sensor having a relatively 
long measurement cycle of the order of l 0 milliseconds and a 
sensor having a very short measurement cycles of the order of 
10 nanoseconds. In contrast to this, for electromagnetic Wave 
and static electricity, it is empirically evident that changes 
occur With very fast frequencies. Therefore, it is desirable that 
the measurement cycle for these elements be on the order of 
10 nanoseconds. 
[0029] The con?guration of sensors constituting the physi 
cal sensors 3 Will be described in detail. For the measurement 
elements related to the physical data enumerated above, sen 
sor parts Which measure these elements called probes are 
Widely in commercial use. These probes output measurement 
results of each measurement element as electrical signals. 
Therefore, by combining a portion Which receives electrical 
signals outputted from the probes, a Wireless communication 
device, Which Will be described later, an MPU (micro pro 
cessing unit), and a memory in these probes, it is possible to 
easily form a compact sensor Which can be installed in the 
interior of the electronic control devices and the like. 
[0030] In the companies of the diagnosis requesters (Com 
pany A la, Company B 1b, and Company C 10), a Wireless 
server 4 is installed Which collects the measurement data sent 
from these environmental sensors 2 and physical sensors 3 by 
Wireless communication. This Wireless server 4 is arranged 
Within approximately 10 meters from environmental sensors 
2 and physical sensors 3. The Wireless server 4 is provided in 
multiple numbers as required according to the installed num 
ber, installed places and the like of the environmental sensors 
2 and physical sensors 3. 
[0031] As the method of Wireless communication among 
the environmental sensors 2, the physical sensors 3, and a 
Wireless server 4, for example, standardized methods, such as 
speci?ed energy saving radio and IEEE802.15, are used. For 
the Wireless communication standard mentioned here, an 
infrastructure, such as a compact communication module, is 
already in commercial use. For this reason, it is possible to 
doWnsiZe individual sensors used in the environmental sen 
sors 2 and the physical sensors 3, and at the same time, it is 
possible to realiZe high communication quality Without 
requiring neW technology development. 
[0032] A ?rst LAN 511 as an in-house communication net 
Work is respectively laid in each of the diagnosis requesters 
(CompanyA 1a, Company B 1b, and Company C 10). And the 
Wireless server 4 is connected to this ?rst LAN 5a. This 
Wireless server 4 has the function of sending the measurement 
data collected from the environmental sensors 2 and the 
physical sensors 3 to the ?rst LAN 511 at predetermined time 
intervals. 
[0033] A diagnostic client 6 is respectively installed in each 
of the diagnosis requesters (Company A la, Company B 1b, 
and Company C 10). The diagnostic client 6 is connected to 
the ?rst LAN 5a of each of the diagnostic requesters. And the 
diagnostic client 6 collects the measurement data sent from 
one or a plurality of Wireless servers 4 via the ?rst LAN 5a. 

[0034] Each of the diagnosis requesters (1a, 1b, and 1c) is 
communicatably connected to a maintenance company 8 via 
the Internet 7. The maintenance company 8 is a diagnosis 
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executor Which performs the monitoring and diagnosis of the 
electronic control devices and the like of each of the diagnosis 
requesters. And the diagnostic client 6 of each of the diagno 
sis requesters (1a, 1b, and 1c) is connected also to the Internet 
7, Which is an external netWork for each of the diagnosis 
requesters. Moreover, a diagnostic server 9 is installed in the 
maintenance company 8, and also this diagnostic server 9 is 
connected to the Internet 7. 

[0035] The diagnostic client 6 of each of the diagnosis 
requesters (1a, 1b, and 10) sends collected measurement data 
to the diagnostic server 9 of the maintenance company 8 via 
the Internet 7 at predetermined time intervals. The diagnostic 
server 9 receives the measurement data of the environmental 
sensors 2 and the physical sensors 3 sent from the diagnostic 
client 6 via the Internet 7. 

[0036] Upon receipt of the measurement data, the diagnos 
tic server 9 retains the received measurement data in a data 
retaining device 10 and diagnoses the object by analyZing the 
received measurement data. Also, the diagnostic server 9 
prepares a report on the diagnosis results and, in the case 
Where there is a problem, the diagnostic server 9 determines 
a remedy for the problem. And the diagnostic server 9 sends 
this report on the diagnosis results and the remedy to the 
diagnostic client 6 via the Internet 7 at predetermined time 
intervals or each time the report and the remedy are required 
by the diagnostic client 6. 

[0037] A knowledge database 11 Which is communicatably 
connected to the diagnostic server 9 by a second LAN 5b laid 
in the maintenance company 8 is installed in the maintenance 
company 8. An inference engine, diagnostic algorithm and 
trouble correlation data necessary for the analysis and diag 
nosis of an object by the diagnostic server 9 are stored in this 
knowledge database 11. The above-described analysis and 
diagnosis by the diagnostic server 9 based on the measure 
ment data of the environmental sensors 2 and the physical 
sensors 3 are performed by referring to the contents of this 
knoWledge database 11. The diagnostic server 9 updates the 
contents of the knoWledge database 11 as required. 

[0038] This diagnosis by the diagnostic server 9 is per 
formed as folloW. A threshold value is set beforehand in the 
diagnostic server 9 for each measurement element of the 
environmental sensors 2 and the physical sensors 3. And by 
comparing the measurement data With this threshold value, a 
judgment is made as to Whether or not these data is abnormal. 
Furthermore, based on the temperature, humidity, and con 
centrations of corrosive gasses measured by the environmen 
tal sensors 2, the degree of environmental pollution and the 
degree of metal corrosion are estimated, for example, by 
Well-knoWn methods as described in Patent Literature 1, 
Whereby the life of metal areas is predicted. In addition, a 
deterioration diagnosis of the electronic control devices and 
the like is carried out using the inference engine, diagnostic 
algorithm and trouble correlation data in the knoWledge data 
base 11 as Well as the environmental data and physical data 
measured by the environmental sensors 2 and the physical 
sensors 3. The inference engine and diagnostic algorithm can 
be con?gured from knoWn matters as described in Patent 
Literature 2, for example. That is, any method of realiZation, 
such as an independent logic group, an independent inference 
engine, a direct execution expression on an algorithm and the 
like, may be employed. 
[0039] Incidentally, it is possible to build the ?rst LAN 5a 
of each of the diagnosis requesters (1a, 1b, and 1c) and the 
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second LAN 5b of the maintenance company 8, and the 
Internet 7 by general-purpose techniques. 
[0040] The environmental measurement and environmen 
tal diagnosis of the electronic control devices and the like as 
the objects, in the automatic remote monitoring and diagnosis 
system of the present application invention are performed as 
folloWs. 
[0041] First the environmental sensors 2 and the physical 
sensors 3 are installed in the electronic control devices and the 
like as the objects, and the Wireless server 4 and the diagnostic 
client 6 are installed according to the scale of the objects. The 
diagnostic server 9 and the knoWledge database 11 are 
installed in the maintenance company 8, and the diagnostic 
client 6 and the diagnostic server 9 are connected via the 
Internet 7. When the installation of each piece of equipment 
constituting the system in this manner is completed, sWitches 
of the environmental sensors 2 and the physical sensors 3 are 
turned on. 

[0042] Then, the environmental sensors 2 and the physical 
sensors 3 measure each measurement element With the above 
described prescribed measurement cycles, and send mea 
sured data to the Wireless server 4 at prescribed time intervals 
by Wireless communication. The Wireless server 4 collects the 
measurement data sent from these environmental sensors 2 
and the physical sensors 3, and sends the collected measure 
ment data to the diagnostic client 6 at prescribed time inter 
vals via the ?rst LAN 5a. The diagnostic client 6 collects the 
measurement data sent from the Wireless server 4 via the ?rst 
LAN 5a, and sends the collected measurement data to the 
diagnostic server 9 of the maintenance company 8 at pre 
scribed time intervals via the Internet 7. 
[0043] The diagnostic server 9 receives the measurement 
data sent from the diagnostic client 6 via the Internet 7, and 
retains the measurement data in the data retaining device 10. 
Based on the received measurement data of the environmental 
sensors 2 and the physical sensors 3, the diagnostic server 9 
carries out the diagnosis of the electronic control devices and 
the like of each of the diagnosis requesters (Company A la, 
Company B 1b, and Company C 10) While referring to the 
knoWledge database 11. And the diagnostic server 9 prepares 
a report on diagnosis results, and in the case Where a problem 
is found as a result of the diagnosis, the diagnostic server 9 
determines a remedy for the problem. 
[0044] Furthermore, the diagnostic server 9 sends this 
report on the diagnosis results and the remedy to the diagnos 
tic client 6 via the Internet 7 at predetermined time intervals or 
each time the report and the remedy are required by the 
diagnostic client 6. The diagnostic client 6 is provided With a 
display and an output device such as a printer, and the diag 
nostic client 6 presents the report on the diagnosis results and 
the remedy sent from the diagnostic server 9 via the Internet 
7 to users via this output device. 
[0045] In such an automatic remote monitoring and diag 
nosis system, the installation and setting of various kinds of 
equipment such as sensors, servers, and clients are carried out 
by Workers as before. HoWever, once the installation is com 
pleted and measurement is started, thereafter all of a series of 
steps of data measurement, input of measurement data, 
retaining, diagnosis, analysis, preparation of a report, and 
determination of a remedy are automatically carried out With 
out requiring manpoWer. Furthermore, because the report on 
diagnosis results and measurement data are prepared and 
retained in the form of electronic data, this contributes greatly 
to the reduction of labor and expense, Which have posed a 
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problem in conventional environmental diagnoses. More 
over, because all are carried out automatically, it becomes 
possible to perform a diagnosis in real time. 
[0046] And moreover, in the automatic remote monitoring 
and diagnosis system described above, measurement, data 
sending, and diagnosis are constantly carried out and a con 
stant monitoring state is realiZed. For this reason, also for 
various problems Which occur unexpectedly or sporadically 
in the electronic control devices and the like to be monitored, 
it is possible to retain and analyZe the measurement data 
during the occurrence of such problems, and it is possible to 
identify the causes and to present remedies. In addition, 
because automatic measurements and automatic diagnoses 
can be continued for a long period, for example, for 5 years 
and 10 years, the automatic remote monitoring and diagnosis 
system of the present invention provides the advantage that it 
is possible to identify not only problems occurring instanta 
neously in the electronic control devices and the like, but also 
environmental factors Which have an effect for medium and 
long periods. 
[0047] The functions of the automatic remote monitoring 
and diagnosis system described above are provided to users in 
the manner describedbeloW. That is, this system is con?gured 
using IT technologies such as Wireless communication, the 
Internet, and the server-client method. Therefore, it is pos 
sible to provide various services using such IT technologies. 
For example, the folloWing are conceivable as the mainte 
nance services Which the automatic remote monitoring and 
diagnosis system of the present application invention can 
provide to users. A diagnosis requester Who is a user selects 
services required by the requester himself from the folloWing 
services and pays a compensation for the services to a diag 
nosis executor, Whereby business is realiZed. 
[0048] Saving environmental data 
[0049] Carrying out an environmental diagnosis and pre 
paring a report on the environmental diagnosis 
[0050] Presenting a remedy based on a report on the envi 
ronmental diagnosis 
[0051] Identifying the cause When an unexpected or spo 
radic problem occurs and presenting a remedy for the prob 
lem in question 
[0052] Carrying out a deterioration diagnosis and prepar 
ing a report on the deterioration diagnosis 
[0053] Presenting a remedy based on a report on the dete 
rioration diagnosis 
[0054] Presenting maintenance measures 
[0055] Incidentally, equipment constituting the automatic 
remote monitoring and diagnosis system described above, 
such as sensors, clients, and servers, may be installed before 
hand in shipping neW electronic control devices and the like 
or may be installed afterWard in the electronic control devices 
and the like Which have already been operating. 
[0056] The automatic remote monitoring and diagnosis 
system con?gured as described above is provided With an 
environmental sensor Which measures environmental data 
related to the installation environment of electronic control 
devices and the like With a prescribed measurement cycle and 
sends measurement data by Wireless communication; a physi 
cal sensor Which measures physical data related to electronic 
control devices and the like With a prescribed measurement 
cycle and sends measurement data by Wireless communica 
tion; a Wireless server Which collects the measurement data 
sent from the environmental sensor and the physical sensor by 
Wireless communication and sends the collected measure 
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ment data at prescribed time intervals; a diagnostic client 
Which is communicatably connected to the Wireless server by 
a ?rst LAN, Which is a ?rst communication netWork, collects 
the measurement data sent from the Wireless server via the 
?rst LAN, and sends the collected measurement data at pre 
scribed time intervals; a diagnostic server Which is commu 
nicatably connected to the diagnostic client by the Internet, 
Which is a second communication netWork, receives the mea 
surement data sent from the diagnostic client via the Internet, 
and carries out a diagnosis of the electronic control devices 
and the like based on the received measurement data; a data 
retaining device Which retains the measurement data received 
by the diagnostic server; and a knoWledge database Which 
stores information necessary When the diagnostic server car 
ries out the diagnosis. In this automatic remote monitoring 
and diagnosis system, the diagnostic server sends results of 
the diagnosis to the diagnostic client via the second commu 
nication netWork and, in the case Where as a result of the 
diagnosis there is a problem in the electronic control devices 
and the like, the diagnostic server determines a remedy for the 
problem and sends the remedy to the diagnostic client via the 
second communication netWork. 

[0057] For this reason, it is possible to continuously per 
form the automatic measurement and automatic collection of 
the environmental data and physical data related to electronic 
control devices and the like, to analyZe the collected data in 
real time, to perform a diagnosis as to the existence or non 
existence of an abnormality in the electronic control devices 
and the like, and to automatically present results of the analy 
sis and diagnosis as Well as a remedy as required. At the same 
time, it is possible to ?exibly build the automatic remote 
monitoring and diagnosis system according to the situation, 
state and the like of the object of monitoring and the diagnosis 
requester. 

Embodiment 2 

[0058] FIG. 2 is related to Embodiment 2 of the present 
invention and is a diagram explaining the general con?gura 
tion of an automatic remote monitoring and diagnosis system. 
[0059] Embodiment 2 described here is obtained by paying 
attention, in particular, to saving and providing measured 
environmental data in Embodiment 1 described above. 

[0060] That is, in the automatic remote monitoring and 
diagnosis system of the present application invention 
described in Embodiment l, as shoWn in FIG. 2, the diagnos 
tic client 6 and the diagnostic server 9 are communicatably 
connected by the Internet 7. Therefore, it is possible to con 
tinuously send measurement data from the diagnostic client 6 
to the diagnostic server 9 at prescribed time intervals. And for 
this reason, it is possible to continuously retain measurement 
data from the start of data measurement up to the present time 
in the data retaining device 10 on the diagnostic server 9 side. 

[0061] Company A 1a, which is a measurement and diag 
nosis requester, operates the diagnostic client 6 of Company 
A la, and sends a request in Which necessary environmental 
data items and period are speci?ed to the diagnostic server 9. 
Upon receipt of this request, the diagnostic server 9 extracts 
the speci?ed data from the data retaining device 10 based on 
the contents of the request, and sends the data to the diagnos 
tic client 6 from Which the request has been made via the 
Internet 7. And the diagnostic client 6 indicates the environ 
mental data sent from the diagnostic server 9 using an output 
device. 
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[0062] Incidentally, here, it is necessary to consider also the 
secrecy and security of the contents of communication 
because the communication betWeen the diagnostic client 6 
and the diagnostic server 9 is carried out using the Internet 7. 
Therefore, for the communication betWeen the diagnostic 
client 6 and the diagnostic server 9, authentication may be 
performed using IDs and passWords and information may be 
encrypted using encryption technology, such as SSL. 
[0063] And the diagnostic server 9 may have the function of 
bringing data together in any prescribed period as a daily 
report, a monthly report, and an annual report, and the func 
tion of outputting these brought-together data as an electronic 
?le. 
[0064] Other components are the same as in Embodiment l, 
and detailed descriptions thereof are omitted. 
[0065] The automatic remote monitoring and diagnosis 
system con?gured as described above has the effect that it is 
unnecessary for the diagnosis requester to carry out the mea 
surement Work Which requires manpoWer and besides that the 
Work of saving data is unnecessary. In addition, the automatic 
remote monitoring and diagnosis system has the effect that 
the diagnostic requester can obtain environmental measure 
ment data in any period as required by operating the diagnos 
tic client. Furthermore, the diagnostic server has the function 
of bringing data together in any prescribed period as a daily 
report, a monthly report, and an annual report and these 
brought-together data is outputted as an electronic ?le, 
Whereby maintenance data can be provided to the diagnosis 
requester. And as a result of this, the automatic remote moni 
toring and diagnosis system has the effect that the environ 
mental diagnosis requester can easily manage measurement 
Work and measurement data and avoid the troublesome sav 
1ng. 

Embodiment 3 

[0066] FIG. 3 is related to Embodiment 3 of the present 
invention and is a diagram explaining the general con?gura 
tion of an automatic remote monitoring and diagnosis system. 
[0067] Embodiment 3 described here is obtained by paying 
attention, in particular, to carrying out an environmental diag 
nosis, preparing an environmental diagnosis report, and pre 
senting a remedy based on the environmental diagnosis report 
as Well as identifying the cause When an unexpected and 
sporadic problem occurs and presenting a remedy for the 
problems in question in Embodiment 1 described above. 
[0068] That is, in the automatic remote monitoring and 
diagnosis system of the present application invention, as 
described in Embodiment l, the diagnostic server 9 can carry 
out an environmental diagnosis of the electronic control 
devices and the like of a diagnosis requester based on the 
measurement data sent from the diagnostic client 6 via the 
Internet 7. Incidentally, in this environmental diagnosis, 
threshold values set in the diagnostic server 9, an inference 
engine mounted in the knowledge database 11 and the like are 
used as described above. 

[0069] As described also in Embodiment 2, measurement 
data from the start of data measurement up to the present time 
are continuously retained in the diagnostic server 9. For this 
reason, by using the retained data, it is possible to carry out an 
environmental diagnosis of the electronic control devices and 
the like in any period at any timing and to prepare an envi 
ronmental diagnosis report by summarizing results of the 
environmental diagnosis in a prescribed report format. On 
this occasion, the execution period and timing of the environ 
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mental diagnosis can be agreed upon beforehand betWeen 
Company A 1a, which is the diagnosis requester, and the 
maintenance company 8, Which is the diagnosis executer. 
[0070] Alternatively, the con?guration may be such that it 
is ensured that the diagnosis requester (Company A la) can 
request an environmental diagnosis from the diagnostic 
server 9 at any timing by operating the diagnostic client 6. 
Upon receipt of this request for an environmental diagnosis, 
the diagnostic server 9 carries out an environmental diagnosis 
using the measurement data retained in the data retaining 
device 10 and prepares an environmental diagnosis report 
from results of the environmental diagnosis. The diagnostic 
server 9 sends this environmental diagnosis report to the 
diagnostic client 6 via the Internet 7. And the diagnostic client 
6 indicates the environmental diagnosis report sent from the 
diagnostic server 9 using an output device. 
[0071] As described in Embodiment 1 above, the diagnos 
tic server 9 can detect a trouble in the electronic control 
devices and the like of the diagnosis requester based on the 
measurement data sent from the diagnostic client 6 via the 
Internet 7. And the diagnostic server 9 can estimate or identify 
the cause of this trouble and can determine a remedy for this 
trouble. Incidentally, in the detection of the trouble, estima 
tion and the like of the cause, threshold values set in the 
diagnostic server 9, trouble correlation data mounted in the 
knoWledge database 11 and the like are used as described 
above. 
[0072] And the remedy in the case Where problems of a 
trouble in the obj ect of monitoring and the like are recognized 
can be instantaneously presented to the diagnosis requester 
(CompanyA 1a) via the Internet 7. Furthermore, the con?gu 
ration may be such that even in the case Where a service 
contract including the presentation of a remedy has not been 
concluded beforehand betWeen the requester and the execu 
tor, the diagnosis requester can request the presentation of a 
remedy at any timing by operating the diagnostic client 6. 
[0073] Moreover, as described in Embodiment 1 above, the 
diagnostic server 9 obtains, in real time, measurement data by 
the environmental sensors 2 and the physical sensors 3 in the 
electronic control devices and the like of the diagnosis 
requester. Therefore, in the case Where a problem occurred in 
the electronic control devices and the like unexpectedly or 
sporadically, the diagnostic server 9 can instantaneously 
carry out a data analysis at the occurrence of the problem, 
identify the cause, and present the result to the diagnostic 
client 6 of the diagnosis requester via the Internet 7. 
[0074] And even for a requestor Who has not concluded a 
service contract beforehand With the executor for identifying 
the cause of such an unexpected or sporadic problem and 
presenting a remedy, the con?guration may be such that the 
diagnosis requester can request such a service being provided 
at any timing by operating the diagnostic client 6. In this case, 
it is necessary only that the diagnostic server 9 constantly 
accumulate the result of the environmental diagnosis, the 
result of identifying the cause, and the remedy in the data 
retaining device 10 and the like. 
[0075] Incidentally, in this embodiment, the above-de 
scribed request for services from the requester side and the 
services provided by the executor side may be performed 
through a ?nancial institution 12 connected to the Internet 7. 
In this manner, it is possible to ensure the secrecy and security 
of information by using on-line authentication services and 
the like by credit cards of the ?nancial institution 12. Further 
more, automatic settlement of compensation payment 
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becomes possible by an account-to-account transfer and the 
like in the ?nancial institution 12 at a later date. 
[0076] Other components are the same as in Embodiment l, 
and detailed descriptions thereof are omitted. 
[0077] In the automatic remote monitoring and diagnosis 
system con?gured as described above, a diagnosis requester 
can obtain results of an environmental diagnosis in real time 
When necessary. Furthermore, the diagnosis requester can 
obtain a remedy for the equipment of the diagnosis requester 
and can instantaneously obtain a remedy When a problem 
occurs. 

Embodiment 4 

[0078] Embodiment 4 described here is obtained by paying 
attention, in particular, to carrying out a deterioration diag 
nosis, preparing a deterioration diagnosis report, and present 
ing a remedy based on the deterioration diagnosis report in 
Embodiment 1 described above. Incidentally, because the 
con?guration of the automatic remote monitoring and diag 
nosis system in this embodiment is the same as in Embodi 
ment 3, With the exception of points Which Will be described 
beloW, the description Will be given With the aid of FIG. 3. 
[0079] That is, in the automatic remote monitoring and 
diagnosis system of the present application invention, as 
described in Embodiment 2 above, measurement data from 
the start of data measurement up to the present time are 
continuously retained in the data retaining device 10. There 
fore, it is possible to easily observe time-series changes in 
measurement data. And by observing time-series changes in 
measurement data, it is possible to carry out a deterioration 
diagnosis of the electronic control devices and the like to be 
monitored. And furthermore, it is possible to prepare a dete 
rioration diagnosis report by summarizing results of the dete 
rioration diagnosis in a prescribed report format. Speci?cally, 
for example, it is possible to make a judgment on the deterio 
ration of a control poWer supply by checking time-series 
changes in spike noise based on voltage measurement data 
among the measurement data by the physical sensors 3. 
[0080] Furthermore, the con?guration may be such that it is 
ensured that the diagnosis requester (CompanyA 1a) requests 
a deterioration diagnosis from the diagnostic server 9 at any 
timing by operating the diagnostic client 6. Upon receipt of 
this request for the deterioration diagnosis, the diagnostic 
server 9 carries out a deterioration diagnosis using the mea 
surement data retained in the data retaining device 10 and 
prepares a deterioration diagnosis report from the results of 
the deterioration diagnosis. The diagnostic server 9 sends this 
deterioration diagnosis report to the diagnostic client 6 via the 
Internet 7. And the diagnostic client 6 indicates the deterio 
ration diagnosis report sent from the diagnostic server 9 using 
an output device. 
[0081] Besides, based on a deterioration diagnosis of the 
electronic control devices and the like by the diagnostic 
server 9 as described above, a remedy in the case Where a 
problem is recogniZed can be instantaneously presented to the 
diagnosis requester via the Internet 7. Furthermore, the con 
?guration may be such that even in the case Where a service 
contract including the presentation of a remedy has not been 
concluded beforehand betWeen the requester and the execu 
tor, the diagnosis requester can request the presentation of a 
remedy at any timing by operating the diagnostic client 6. 
[0082] Incidentally, in the same manner as in Embodiment 
3 above, also in this embodiment, requesting of a deteriora 
tion diagnosis and sending the results of the deterioration 
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diagnosis may be performed through a ?nancial institution 12 
connected to the Internet 7. In this manner, it is possible to 
ensure the secrecy and security of information by using on 
line authentication services and the like by credit cards of the 
?nancial institution 12. Furthermore, automatic settlement of 
compensation payment becomes possible by an account-to 
account transfer and the like in the ?nancial institution 12 at 
a later date. 

[0083] Furthermore, due to the con?guration described 
above, it is possible to accumulate the past measurement data, 
results of the environmental diagnosis, and results of the 
deterioration diagnosis in the data retaining device 10 of the 
diagnostic server 9 for each piece of the equipment of the 
diagnosis requester. And it is possible to study and determine 
the contents to be carried out during periodical inspection of 
the equipment in question based on these data, that is, to carry 
out equipment inspection consultation. Speci?cally, if 
progress in the deterioration of a control poWer supply is 
recogniZed, it is possible to make a suggestion about the 
replacement of the poWer supply. If an increase in the noise 
portion of anAC poWer supply is recognized, it is possible to 
make a suggestion about the addition of a ?lter and further 
more if the humidity tends to drop, it is possible to make a 
suggestion about the installation of a humidi?er. 

[0084] In the automatic remote monitoring and diagnosis 
system con?gured as described above, a diagnosis requester 
can obtain results of a deterioration diagnosis in real time 
When necessary. Furthermore, the diagnosis requester can 
obtain a remedy in real time in the case of deterioration of the 
equipment of the diagnosis requester. In addition, the auto 
matic remote monitoring and diagnosis system contributes 
also to an improvement in the life of the electronic control 
devices and the like. 

Embodiment 5 

[0085] Embodiment 5 described here ensures that in 
Embodiment 1 described above, an abnormality can be 
detected in the equipment on the diagnosis requester side 
Which constitutes this system, such as sensors, Wireless serv 
ers, and diagnostic clients. 
[0086] That is, in the automatic remote monitoring and 
diagnosis system of the present application invention, as 
described in Embodiment 2 above, measurement data is con 
tinuously sent at prescribed time intervals from the diagnostic 
client 6 to the diagnostic server 9. Therefore, the diagnostic 
server 9 monitors Whether or not there is a lack of the mea 
surement data and in the case Where a lack of the measure 
ment data from the diagnostic client 6 has been detected, it is 
possible to judge that some abnormality has occurred in the 
equipment on the side of the object of diagnosis as vieWed 
from the diagnostic client 6 of the diagnosis requester, spe 
ci?cally, the environmental sensors 2, the physical sensors 3, 
the Wireless server 4, the ?rst LAN 511 as Well as the diagnos 
tic client 6 and the like. 

[0087] In the case Where data having values not conceivable 
as measured value has been sent, by using the knoWledge 
database 11, the diagnostic server 9 can judge that this is an 
abnormality in the environmental sensors 2 and the physical 
sensors 3. And the con?guration may be such that in the case 
Where an abnormality as described above has been detected, 
the diagnostic server 9 sends a signal to that effect to the 
diagnostic client 6 via the Internet 7 and an alarm is issued 
from the diagnostic client 6 Which has received this signal. 
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[0088] Incidentally, such a function of abnormality detec 
tion can be provided not only in the diagnostic server 9, but 
also in the Wireless server 4 and the diagnostic client 6 on the 
side of the diagnosis requester. That is, the environmental 
sensors 2 and the physical sensors 3 and the Wireless server 4 
as Well as the Wireless server 4 and the diagnostic client 6 are 
each continuously performing communication of measure 
ment data at given time intervals. Therefore, in the case Where 
in the Wireless server 4 and the diagnostic client 6, commu 
nication With the respective communication counterparts has 
been cut off, it is possible to detect the occurrence of an 
abnormality, such as a trouble in the equipment of the side of 
the communication counterpart in question. For example, in 
the case Where an abnormality is detected by the diagnostic 
client 6, it is possible to detect an abnormality in the environ 
mental sensors 2, the physical sensors 3, the Wireless server 4 
and the like. 

[0089] In this case, the Wireless server 4 and the diagnostic 
client 6 Which have detected the occurrence of an abnormality 
in the equipment of the communication counterpart may issue 
an alarm to that effect at that time or may provide information 
to that effect to their host equipment (the diagnostic client 6 
and the diagnostic server 9 in the case of the Wireless server 4, 
the diagnostic server 9 in the case of the diagnostic client 6). 
[0090] In the automatic remote monitoring and diagnosis 
system con?gured as described above, a diagnosis executor 
can provide a measurement system having very high reliabil 
ity to an environmental diagnosis requester. 

Embodiment 6 

[0091] FIGS. 4 and 5 relate to Embodiment 6 of the present 
invention; FIG. 4 being a diagram to explain the general 
con?guration of an automatic remote monitoring and diag 
nosis system and FIG. 5 being a diagram to explain another 
general con?guration of the automatic remote monitoring and 
diagnosis system in this embodiment. 
[0092] Embodiment 1 described above has a con?guration 
in Which measurement data of a plurality of different diagno 
sis requesters is collectively managed and collectively diag 
nosed by a diagnostic server of a diagnosis executor, such as 
a manufacturer and a maintenance service company. For this 
reason, the Internet is used for the communication betWeen a 
plurality of diagnosis requesters and a diagnosis executor. 
[0093] In contrast to this, Embodiment 6 described here is 
an example in Which the communication netWorks betWeen 
pieces of equipment are changed according to the situation, 
state and the like of an object of monitoring and a diagnosis 
requester, With the con?guration of the equipment constitut 
ing this remote monitoring system, in other Words, the con 
?guration of nodes of the netWork kept unchanged from 
Embodiment l. 

[0094] FIG. 4 shoWs an example of a con?guration in Which 
Company A, Which is a diagnosis requester, collectively per 
forms data management and diagnosis in the company’s head 
o?ice, With the electronic control devices and the like present 
in a plurality of the company’s premises (factories) as the 
object of monitoring. In this case, the electronic control 
devices and the like as the objects of monitoring, are present 
in Factory A 1d Within Company A, in Factory B 1e Within 
Company A, and in Factory C 1fWithin Company A, respec 
tively. And environmental sensors 2 and physical sensors 3 
are installed for each of the electronic control devices and the 
like of each factory. Measurement data is sent by Wireless 
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communication from these environmental sensors 2 and 
physical sensors 3 to a Wireless server 4. 

[0095] The communication netWork Which communicat 
ably connects the Wireless server 4 and the diagnostic client 6 
is the ?rst LAN 5a laid Within each factory. Factory A 1d 
Within Company A, Factory B 1e Within Company A, and 
Factory C 1fWithin Company A and Company A (the head 
of?ce) 1g are connected by an intranet 13, Which is an intra 
?r'm LAN Which is communicatably provided only Within 
Company A. Therefore, the communication netWork Which 
communicatably connects each diagnostic client 6 installed 
in each factory Within CompanyA and the diagnostic server 9 
installed in CompanyA (the head of?ce) 1g is this intranet 13. 
And the communication netWork Which communicatably 
connects the diagnostic server 9 and the knoWledge database 
11 Within Company A (the head of?ce) 1g is the second LAN 
5b. 

[0096] Incidentally, other components are the same as in 
Embodiment l and the like. 

[0097] FIG. 5 shoWs an example of a con?guration in Which 
the electronic control devices and the like present in a factory 
1h Within Company A, Which is a certain premise (factory) of 
Company A, Which is the diagnosis requester, are to be moni 
tored, and also data management and diagnosis are completed 
in the factory 1h Within Company A in the same premise. In 
this case, the electronic control devices and the like in the 
factory 1h Within Company A are to be monitored, and the 
environmental sensors 2, the physical sensors 3, the Wireless 
server 4, and the diagnostic client 6 are installed in the factory 
1h Within Company A. And the diagnostic server 9, the data 
retaining device 10, and the knoWledge database 11 are also 
installed in the factory 1h Within Company A. 

[0098] Measurement data is sent by Wireless communica 
tion from the environmental sensors 2 and the physical sen 
sors 3 to the Wireless server 4. The ?rst LAN 5a is laid in the 
factory 1h Within Company A. The communication netWork 
Which communicatably connects the Wireless server 4 and the 
diagnostic client 6 is this ?rst LAN 5a. The communication 
netWork Which communicatably connects the diagnostic cli 
ent 6 and the diagnostic server 9 is also the ?rst LAN 511. 
Furthermore, the communication netWork Which communi 
catably connects the diagnostic server 9 and the knoWledge 
database 11 is also the ?rst LAN 511. That is, the Wireless 
server 4, the diagnostic client 6, the diagnostic server 9, and 
the date retaining device 10 are all connected by the same 
communication netWork, Which is the ?rst LAN 5a. 

[0099] Incidentally, other components are the same as in 
Embodiment l and the like. 

[0100] Without changing the basic con?guration of the 
equipment constituting the system, such as the sensors, cli 
ents, and servers, the communication netWorks communicat 
ably connecting betWeen these pieces of equipment are 
appropriately changed, Whereby it is possible to ?exibly build 
the automatic remote monitoring and diagnosis system con 
?gured as described above according to the situation, state 
and the like of an object of monitoring and a diagnosis 
requester. 
[0101] That is, in the case Where a diagnosis requester does 
not Want the measurement data related to the diagnosis 
requester’ s object of monitoring to be disclosed to others, it is 
possible to build a closed system only for the diagnosis 
requester in question. And on this occasion, it is possible to 
?exibly build the system according to the position Where the 
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objects of monitoring of the diagnosis requester in question 
are present and the number of the objects of monitoring. 
[0102] FIG. 4 shoWs the case of a diagnosis requester 
Whose factories, having the electronic control devices and the 
like to be monitored, are scattered in various sites. This case 
produces the advantage that it is possible to measure and 
diagnose environmental data in the closed system Within the 
company, and environmental measurement data does not leak 
to outside the company because the sites Where the objects of 
monitoring are present are connected by the company’s intra 
net 13. In addition, measurement data of the company can be 
collectively managed at the head o?ice. 
[0103] FIG. 5 shoWs the case of a diagnosis requester 
Whose factory, having the electronic control devices and the 
like to be monitored, is only one place. In this case, all pieces 
of the equipment constituting the system are arranged only in 
one place of the factory in question. Therefore, it is possible 
to measure and diagnose environmental data in the closed 
system Within the factory in question, and measurement data 
Within the factory in question does not leak to outside the 
factory in question. 
[0104] On the other hand, in a con?guration as shoWn in 
FIG. 1 of Embodiment l, a diagnosis executor Who has been 
requested to perform a diagnosis can automatically and easily 
collect measurement data of the electronic control devices 
and the like in all sites Where the diagnosis is carried out, 
Without requiring manpoWer. For this reason, it is possible to 
reduce the burden of management and the burden of diagno sis 
Work for the diagnosis executor. Moreover, because it is pos 
sible to use many measurement data, diagnosis results and the 
like, improvements in the inference engine, the diagnosis 
algorithm, and the trouble correlation data can be expected. 
That is, this con?guration contributes to a progress in the 
knoWledge database, as a result of Which the capacity identi 
fying the cause can be improved, providing advantages to 
both a diagnosis requester and a diagnosis executor. 

INDUSTRIAL APPLICABILITY 

[0105] The present invention can be used in an automatic 
remote monitoring and diagnosis system Which monitors the 
state and the like of, for example, electronic control devices 
for plant equipment or equipment of plants and the like and 
automatically diagnoses the existence or nonexistence of an 
abnormality therein. 

DESCRIPTION OF SYMBOLS 

[0106] 111 Company A 
[0107] lb Company B 
[0108] 10 Company C 
[0109] 1d Factory A Within Company A 
[0110] 1e Factory B Within Company A 
[0111] If Factory C Within Company A 
[0112] 1g Company A (the head o?ice) 
[0113] 1h factory Within Company A 
[0114] 2 environmental sensors 
[0115] 3 physical sensors 
[0116] 4 Wireless server 
[0117] 5a ?rst LAN 
[0118] 5b second LAN 
[0119] 6 diagnostic client 
[0120] 7 Internet 
[0121] 8 maintenance company 
[0122] 9 diagnostic server 
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[0123] 10 data retaining device 
[0124] 11 knoWledge database 
[0125] 12 ?nancial institution 
[0126] 13 intranet 

1-8. (canceled) 
9. An automatic remote monitoring and diagnosis system 

Which diagnoses electronic control devices or equipment, 
comprising: 

an environmental sensor Which measures environmental 

data related to an installation environment of the elec 
tronic control devices or equipment With a prescribed 
measurement cycle and sends measurement data by 
Wireless communication; 

a physical sensor Which measures physical data related to 
the electronic control devices or equipment With a pre 
scribed measurement cycle and sends measurement data 
by Wireless communication; 

a Wireless server Which collects the measurement data sent 
from the environmental sensor and the physical sensor 
by Wireless communication and sends the collected 
measurement data at prescribed time intervals; 

a diagnostic client Which is communicatably connected to 
the Wireless server by a ?rst communication netWork, 
collects the measurement data sent from the Wireless 
server via the ?rst communication netWork, and sends 
the collected measurement data at prescribed time inter 
vals; 

a diagnostic server Which is communicatably connected to 
the diagnostic client by a second communication net 
Work, receives the measurement data sent from the diag 
nostic client via the second communication netWork, 
and carries out a diagnosis of the electronic control 
devices or equipment based on the received measure 

ment data; 
a data retaining device Which retains the measurement data 

received by the diagnostic server; and 
a knoWledge database Which stores information necessary 
When the diagnostic server carries out the diagnosis, 

Wherein the diagnostic server sends results of the diagnosis 
to the diagnostic client via the second communication 
netWork and in the case Where as a result of the diagnosis 
there is a problem in the electronic control devices or 
equipment, the diagnostic server determines a remedy 
for the problem and sends the remedy to the diagnostic 
client via the second communication netWork. 

1 0. The automatic remote monitoring and diagnosis system 
according to claim 9, Wherein the environmental sensor, the 
physical sensor, the Wireless server, and the diagnostic client 
are installed in a factory of a diagnosis requester Who requests 
a diagnosis of the electronic control devices or equipment, 

Wherein the diagnostic server, the data retaining device, 
and the knoWledge database are installed on the side of a 
diagnosis executor Who is requested to perform a diag 
nosis and carries out the diagnosis, 

Wherein the ?rst communication netWork is a LAN laid in 
the factory of the diagnosis requester, and 

Wherein the second communication netWork uses the Inter 
net. 

1 1. The automatic remote monitoring and diagnosis system 
according to claim 9, Wherein the environmental sensor, the 
physical sensor, the Wireless server, and the diagnostic client 
are installed in a factory of a diagnosis requester Who requests 
a diagnosis of the electronic control devices or equipment, 



US 2013/0185022 A1 

wherein the diagnostic server, the data retaining device, 
and the knowledge database are arranged at a head of?ce 
of the diagnosis requester, 

Wherein the ?rst communication netWork is a LAN laid in 
the factory of the diagnosis requester, and 

Wherein the second communication netWork is an intranet 
Which communicatably connects a factory of the diag 
nosis requester and the head o?ice. 

12. The automatic remote monitoring and diagnosis system 
according to claim 9, Wherein the environmental sensor, the 
physical sensor, the Wireless server, and the diagnostic client 
as Well as the diagnostic server, the data retaining device, and 
the knoWledge database are arranged in a factory of a diag 
nosis requester Who requests a diagnosis of the electronic 
control devices or equipment, and 

Wherein the ?rst communication netWork and the second 
communication netWork are both a LAN laid in the 
factory of the diagnosis requester. 

13. The automatic remote monitoring and diagnosis system 
according to claim 9, Wherein the diagnostic server brings the 
measurement data retained in the data retaining device 
together for a prescribed period, outputs the measurement 
data as an electronic ?le, and sends the electronic ?le to the 
diagnostic client via the second communication netWork. 

14. The automatic remote monitoring and diagnosis system 
according to claim 10, Wherein the diagnostic server brings 
the measurement data retained in the data retaining device 
together for a prescribed period, outputs the measurement 
data as an electronic ?le, and sends the electronic ?le to the 
diagnostic client via the second communication netWork. 

15. The automatic remote monitoring and diagnosis system 
according to claim 11, Wherein the diagnostic server brings 
the measurement data retained in the data retaining device 
together for a prescribed period, outputs the measurement 
data as an electronic ?le, and sends the electronic ?le to the 
diagnostic client via the second communication netWork. 

16. The automatic remote monitoring and diagnosis system 
according to claim 12, Wherein the diagnostic server brings 
the measurement data retained in the data retaining device 
together for a prescribed period, outputs the measurement 
data as an electronic ?le, and sends the electronic ?le to the 
diagnostic client via the second communication netWork. 

17. The automatic remote monitoring and diagnosis system 
according to claim 9, Wherein the diagnostic server diagnoses 
deterioration of the electronic control devices or equipment 
by comparing the measurement data sent from the diagnostic 
client With past measurement data retained in the data retain 
ing device, summarizes the diagnosis results of deterioration 
in a prescribed report format, sends the diagnosis results of 
deterioration summarized in report format to the diagnostic 
client via the second communication netWork, determines, in 
the case Where there is a problem in the electronic control 
devices or equipment as a result of the diagnosis of deterio 
ration, a remedy for the problem, and sends the remedy to the 
diagnostic client via the second communication netWork. 

18. The automatic remote monitoring and diagnosis system 
according to claim 10, Wherein the diagnostic server diag 
noses deterioration of the electronic control devices or equip 
ment by comparing the measurement data sent from the diag 
nostic client With past measurement data retained in the data 
retaining device, summarizes the diagnosis results of deterio 
ration in a prescribed report format, sends the diagnosis 
results of deterioration summarized in report format to the 
diagnostic client via the second communication network, 
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determines, in the case Where there is a problem in the elec 
tronic control devices or equipment as a result of the diagno 
sis of deterioration, a remedy for the problem, and sends the 
remedy to the diagnostic client via the second communication 
netWork. 

19. The automatic remote monitoring and diagnosis system 
according to claim 11, Wherein the diagnostic server diag 
noses deterioration of the electronic control devices or equip 
ment by comparing the measurement data sent from the diag 
nostic client With past measurement data retained in the data 
retaining device, summarizes the diagnosis results of deterio 
ration in a prescribed report format, sends the diagnosis 
results of deterioration summarized in report format to the 
diagnostic client via the second communication netWork, 
determines, in the case Where there is a problem in the elec 
tronic control devices or equipment as a result of the diagno 
sis of deterioration, a remedy for the problem, and sends the 
remedy to the diagnostic client via the second communication 
netWork. 

20. The automatic remote monitoring and diagnosis system 
according to claim 12, Wherein the diagnostic server diag 
noses deterioration of the electronic control devices or equip 
ment by comparing the measurement data sent from the diag 
nostic client With past measurement data retained in the data 
retaining device, summarizes the diagnosis results of deterio 
ration in a prescribed report format, sends the diagnosis 
results of deterioration summarized in report format to the 
diagnostic client via the second communication netWork, 
determines, in the case Where there is a problem in the elec 
tronic control devices or equipment as a result of the diagno 
sis of deterioration, a remedy for the problem, and sends the 
remedy to the diagnostic client via the second communication 
netWork. 

21. The automatic remote monitoring and diagnosis system 
according to claim 9, Wherein based on the measurement data 
sent from the diagnostic client, the diagnostic server detects 
Whether an abnormality has occurred at least in any of the 
environmental sensor, the physical sensor, the Wireless server, 
and the diagnostic client, and sends, in the case Where the 
occurrence of an abnormality has been detected, a signal to 
that effect to the diagnostic client via the second communi 
cation netWork. 

22. The automatic remote monitoring and diagnosis system 
according to claim 10, Wherein based on the measurement 
data sent from the diagnostic client, the diagnostic server 
detects Whether an abnormality has occurred at least in any of 
the environmental sensor, the physical sensor, the Wireless 
server, and the diagnostic client, and sends, in the case Where 
the occurrence of an abnormality has been detected, a signal 
to that effect to the diagnostic client via the second commu 
nication netWork. 

23. The automatic remote monitoring and diagnosis system 
according to claim 11, Wherein based on the measurement 
data sent from the diagnostic client, the diagnostic server 
detects Whether an abnormality has occurred at least in any of 
the environmental sensor, the physical sensor, the Wireless 
server, and the diagnostic client, and sends, in the case Where 
the occurrence of an abnormality has been detected, a signal 
to that effect to the diagnostic client via the second commu 
nication netWork. 

24. The automatic remote monitoring and diagnosis system 
according to claim 12, Wherein based on the measurement 
data sent from the diagnostic client, the diagnostic server 
detects Whether an abnormality has occurred at least in any of 
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the environmental sensor, the physical sensor, the Wireless 
server, and the diagnostic client, and sends, in the case Where 
the occurrence of an abnormality has been detected, a signal 
to that effect to the diagnostic client via the second commu 
nication netWork. 

25. The automatic remote monitoring and diagnosis system 
according to claim 9, Wherein based on the measurement data 
sent from the Wireless server, the diagnostic server detects 
Whether an abnormality has occurred at least in any of the 
environmental sensor, the physical sensor, and the Wireless 
server, and issues, in the case Where the occurrence of an 
abnormality has been detected, an alarm to that effect. 

26. The automatic remote monitoring and diagnosis system 
according to claim 10, Wherein based on the measurement 
data sent from the Wireless server, the diagnostic server 
detects Whether an abnormality has occurred at least in any of 
the environmental sensor, the physical sensor, and the Wire 
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less server, and issues, in the case Where the occurrence of an 
abnormality has been detected, an alarm to that effect. 

27. The automatic remote monitoring and diagnosis system 
according to claim 11, Wherein based on the measurement 
data sent from the Wireless server, the diagnostic server 
detects Whether an abnormality has occurred at least in any of 
the environmental sensor, the physical sensor, and the Wire 
less server, and issues, in the case Where the occurrence of an 
abnormality has been detected, an alarm to that effect. 

28. The automatic remote monitoring and diagnosis system 
according to claim 12, Wherein based on the measurement 
data sent from the Wireless server, the diagnostic server 
detects Whether an abnormality has occurred at least in any of 
the environmental sensor, the physical sensor, and the Wire 
less server, and issues, in the case Where the occurrence of an 
abnormality has been detected, an alarm to that effect. 

* * * * * 
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