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MULTIPLE RADIO FREQUENCY 
IDENTIFICATION (RFID) TAG WIRELESS 

WIDE AREA NETWORK (WWAN) 
PROTOCOL 

TECHNICAL FIELD 

This invention relates in general to radio frequency identi 
?cation (RFID) systems, and more particularly to a multiple 
RFID tag Wireless Wide area network (WWAN) protocol. 

BACKGROUND 

The management and tracking of entities, such as person 
nel, assets, and other objects, is performed in a Wide variety of 
environments and is often cumbersome, labor intensive, and 
expensive. Radio receivers and transmitters have been used to 
identify personnel and objects in such environments. For 
example, various systems are knoWn for attaching radio fre 
quency identi?cation (RFID) tags to entities, such as person 
nel, assets, and automobiles. When automobiles equipped 
With radio tags enter a certain area, such as a toll booth area, 
the automobiles are automatically identi?ed. The appropriate 
tolls are deducted from corresponding accounts, thereby 
eliminating the need for drivers to stop and make payments at 
toll booths. When radio tags are placed on personnel, they can 
be automatically identi?ed and checked for authorized entry 
to a facility in a security application called access control. 
Assets Which are tagged can be identi?ed and tracked as they 
move throughout a facility for the purposes of automatically 
locating them. They can also be automatically counted there 
fore providing inventory control. They can also be protected 
as When an asset approaches an exit doorWay the system can 
automatically determine if the asset is authorized to be 
removed from the facility. Tagged vehicles, assets, and per 
sonnel can be linked logically in the system to enable greater 
visibility and control. 

SUMMARY 

According to the present invention, disadvantages and 
problems associated With previous RFID tag systems and 
methods may be reduced or eliminated. 

In certain embodiments, an RFID tag includes a memory 
module and one or more processing units. The memory mod 
ule stores a subscriber identi?cation number shared by the tag 
and one or more other tags for accessing a Wireless Wide area 
netWork (WWAN). Each tag is operable to access the WWAN 
using the subscriber identi?cation number at a corresponding 
unique timeslot, the corresponding unique timeslot for a tag 
being distinct from the timeslots at Which the other tags can 
access the WWAN using the subscriber identi?cation num 
ber. The one or more processing units access the WWAN 
using the subscriber identi?cation number to initiate a tag 
session at the corresponding unique timeslot for the tag. The 
corresponding unique timeslot for the tag is distinct from 
timeslots at Which the other tags may access the WWAN 
using the subscriber identi?cation number. The one or more 
processing units are operable to communicate tag informa 
tion during the tag session at the corresponding unique 
timeslot for the tag. 

In certain embodiments, a method includes storing a sub 
scriber identi?cation number shared by a particular tag and 
one or more other tags for accessing a WWAN. Each tag is 
operable to access the WWAN using the subscriber identi? 
cation number at a corresponding unique timeslot for the tag, 
the corresponding unique timeslot for the particular tag being 
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2 
distinct from the timeslots at Which the other tags can access 
the WWAN using the subscriber identi?cation number. The 
method further includes accessing the WWAN using the sub 
scriber identi?cation number to initiate a tag session, the tag 
session being at the corresponding unique timeslot for the 
particular tag. The corresponding unique timeslot for the 
particular tag is distinct from timeslots at Which the one or 
more other tags may access the WWAN using the subscriber 
identi?cation number to initiate tag sessions. The method 
further includes communicating tag information during the 
tag session at the corresponding unique timeslot for the par 
ticular tag. 

Particular embodiments of the present invention may pro 
vide one or more technical advantages. Conventional infor 
mation systems typically communicate With RFID tags via 
relatively short-range Wireless netWorks and local area net 
Works (LANs), often installed indoors and/or across rela 
tively small areas. For example, an infrastructure that 
includes RFID tag readers and/or activators may communi 
cate With RFID tags via relatively short-range Wireless net 
Works. HoWever, these types of netWorks are not alWays avail 
able or conveniently deployable for certain classes of 
applications. As just a feW examples, it is highly unlikely that 
a reliable LAN infrastructure Will be readily available for 
applications such as disaster response, emergency evacua 
tion, construction site monitoring, and roadWay transport. 
The present invention alloWs multiple RFID tags to com 

municate using a WWAN. Using certain potential techniques 
for accessing a WWAN, WWAN access for RFID tags could 
be relatively expensive and poWer-consumption intensive 
When compared to LAN access. For example, registering 
each RFID tag With a unique subscriber identi?cation number 
(e.g., cellular telephone number) may be cost prohibitive on a 
subscription basis for most applications. Assigning unique 
subscriber identi?cation numbers (e.g., cellular telephone 
numbers) to individual RFID tags may be dif?cult or impos 
sible, as the number of available subscriber identi?cation 
numbers may be depleted quickly if a large number of tags 
use them. This may be particularly true in the case of cellular 
telephone numbers, as cellular telephones and other devices 
are also assigned at least one of the available set of cellular 
telephone numbers for accessing WWANs. 

In certain embodiments, the present invention provides a 
Workable solution for RFID tags to communicate using a 
WWAN. For example, certain embodiments of the present 
invention enable cellular telephone numbers (or other sub 
scriber identi?cation numbers) to be scaled foruse With RFID 
tags (e.g., by sharing a single cellular telephone number 
among a number of RFID tags rather than each individual tag 
having its oWn cellular telephone number). Certain embodi 
ments of the present invention alloW multiple RFID tags to 
seamlessly share the same subscriber identi?cation number 
Without violating WWAN netWork access standards. For 
example, the present invention may provide a Way for tags to 
time-share the WWAN using a single subscriber identi?ca 
tion number Without resulting in collisions or black-listing 
(i.e., by attempting to use the same subscriber identi?cation 
number for simultaneous access to the WWAN). In certain 
embodiments, the present invention alloWs multiple RFID 
tags to share a common subscriber identity While enhancing 
poWer management. Enabling RFID tags to communicate 
using a WWAN may increase the potential range of RFID 
tags, Where desirable. 

Certain embodiments of the present invention alloW the 
infrastructure for WWANs to be leveraged for use With RFID 
tags, Which may be particularly useful in situations Where 
typical RFID infrastructures (e.g., readers, activators, etc.) 
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may not be available (e. g., due to timing constraints) or may 
not be otherwise cost-effective. For example, the present 
invention may alloW RFID capabilities to be provided on the 
?y, such as at emergency triage centers. 

Certain embodiments of the present invention may provide 
some, all, or none of the above advantages. Certain embodi 
ments may provide one or more other technical advantages, 
one or more of Which may be readily apparent to those skilled 
in the art from the ?gures, descriptions, and claims included 
herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present inven 
tion and its advantages, reference is made to the folloWing 
descriptions, taken in conjunction With the accompanying 
draWings, in Which: 

FIG. 1 illustrates an example system in Which a number of 
RFID tags are operable to communicate over a WWAN, 
according to certain embodiments of the present invention; 

FIG. 2 illustrates an example of a tag session division 
multiple access concept for WWAN systems, according to 
certain embodiments of the present invention; 

FIG. 3 illustrates an example RFID tag, according to cer 
tain embodiments of the present invention; 

FIG. 4 illustrates an example method for a multiple RFID 
tag WWAN protocol, according to certain embodiments of 
the present invention; 

FIG. 5 illustrates an example method for accessing a 
WWAN according to a ?xed-length session technique; 

FIG. 6 illustrates an example method for accessing a 
WWAN according to a variable-length session technique; 

FIG. 7 illustrates an example architecture of an example 
GSM netWork, Which may comprise all or a portion of the 
WWAN described above With reference to FIG. 1; 

FIG. 8 illustrates an example channel architecture for a 

GSM netWork; 
FIG. 9 illustrates an example organiZation of 51 multi 

frames of a signaling super-frame; 
FIG. 10 illustrates example approximate timing for chan 

nel access and transmission of data (e.g., tag information); 
FIG. 11 illustrates an example GSM channel glossary, 

according to certain embodiments of the present invention; 
FIG. 12 illustrates an example encoding of the synchroni 

Zation channel (SCH), according to certain embodiments of 
the present invention; 

FIG. 13 illustrates an example encoding of synchronization 
bits into a TDMA synchroniZation channel (SCH) frame, 
according to certain embodiments of the present invention; 

FIG. 14 illustrates an example decoding of BCCH bits, 
according to certain embodiments of the present invention; 

FIG. 15 illustrates an example encoding of RACH data, 
according to certain embodiments of the present invention; 

FIG. 16 illustrates an example encoding of RACH bits into 
TDMA frames, according to certain embodiments of the 
present invention; 

FIG. 17 illustrates an example process for registration of 
mobile units (e.g., tags), according to certain embodiments of 
the present invention; 

FIG. 18 illustrates an example process for transmitting data 
from mobile units (e.g., tags), according to certain embodi 
ments of the present invention; 

FIG. 19 illustrates an example process for receiving data at 
mobile units (e.g., tags), according to certain embodiments of 
the present invention; and 
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4 
FIG. 20 illustrates an example of different TDMA frame 

formats, according to certain embodiments of the present 
invention. 

DESCRIPTION OF EXAMPLE EMBODIMENTS 

FIG. 1 illustrates an example system 10 in Which a number 
of radio frequency identi?cation (RFID) tags are operable to 
communicate over a Wireless Wide area netWork (WWAN), 
according to certain embodiments of the present invention. In 
the illustrated example, system 10 includes a number of RFID 
tags 12, a WWAN 14, and one or more backend systems 16. 
Although a particular embodiment of system 10 is illustrated 
and primarily described, the present invention contemplates 
any suitable embodiment of system 10. In general, system 10 
implements a multiple RFID tag WWAN protocol that alloWs 
a number of RFID tags 12 to share a single subscriber iden 
ti?cation number (e. g., a cellular telephone number) to access 
and communicate over WWAN 14. 

System 10 includes one or more RFID tags 12. In general, 
RFID tags 12 are portable tags that may be af?xed to any 
suitable type of entity. For example, tags 12 may be af?xed to 
and identify mobile entities such as any suitable combination 
of persons, vehicles, or pieces of inventory. RFID tags 12 may 
serve any combination of a variety of purposes, such as track 
ing their associated entity (or entities), accounting for their 
associated entity (or entities), reporting conditions related to 
their associated entity (or entities), or any other suitable pur 
pose. Each tag 12 may have an associated unique ID. 
WWAN 14 may include any suitable type of Wireless net 

Work that uses cellular netWork technology and is accessed 
using a subscriber identi?cation number. A portion or all of 
WWAN 14 may be Wireline netWork, as long as access to the 
netWork is made Wirelessly by tags 12 using a subscriber 
identi?cation number. A particular example implementation 
of the present invention in Which WWAN 14 comprises a 
Global System for Mobile Communications (GSM) netWork 
is described in more detail beloW. Tags 12 access WWAN 14 
using a subscriber identi?cation number and a corresponding 
Wireless link 18. 
RFID tags 12 may access WWAN 14 to communicate tag 

information to one or more appropriate destinations (e.g., to 
one or more backend systems 16, described beloW). For pur 
poses of this description, tag 12 communicating tag informa 
tion may include tag 12 transmitting and/or receiving tag 
information. Tag information may include any suitable data to 
be transmitted or received by tag 12. For example, tag infor 
mation 314 may include the unique ID of tag 12, timing 
information, sensor data collected by tag 12, or any other 
suitable type of data, according to particular needs. 

Mobile units, such as cellular telephones, typically access 
a WWAN, such as WWAN 14, using a subscriber identi?ca 
tion number. For example, a mobile unit (e.g., a cellular 
telephone) may access a WWAN by initiating a cellular tele 
phone call, and the mobile unit is identi?ed to the WWAN 
using the subscriber identi?cation number. A subscriber iden 
ti?cation number may include any suitable identi?er for iden 
tifying a subscriber for use in accessing WWAN 14. For 
example, the subscriber identi?cation number may include a 
cellular telephone number, an international mobile subscriber 
identity (IMSI), or any other suitable identi?er. 

To access WWAN 14, a tag 12 may also use a subscriber 
identi?cation number. Certain embodiments of the present 
invention provide techniques for sharing a single subscriber 
identi?cation number among a number of tags 12. Under 
certain circumstances, multiple RFID tags 12 cannot share a 
subscriber identi?cation number because doing so Will likely 
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interfere With the standards or other protocols established for 
WWAN systems. For example, most WWAN networks (e.g., 
GSM) Will “black-list” subscriber identi?cation numbers 
(e. g., of phones) that appear to be simultaneously requesting 
service. Certain embodiments of the present invention pro 
vide techniques for sharing a single subscriber identi?cation 
number among a number of tags 12. For purposes of this 
description, a group of tags 12 that share a subscriber identi 
?cation number for accessing WWAN 14 may be referred to 
as a logical subscriber entity. 

Although a subscriber identi?cation number is primarily 
described, the present invention contemplates tags 12 using 
other information in addition to or in place of the subscriber 
identi?cation number for accessing WWAN 14. For example, 
in addition to a subscriber identi?cation number, tags 12 may 
also use a separate authentication number When accessing 
WWAN 14. If appropriate, this other information may be 
shared among tags 12 in a substantially similar manner to the 
Way in Which the subscriber identi?cation number is shared 
among tags 12. 
A tag 12 typically accesses WWAN 14 using a subscriber 

identi?cation number by establishing a connection (e. g., link 
18) to WWAN 14. For example, a tag 12 may establish a 
connection (e.g., link 18) to WWAN 14 by initiating a Wire 
less call. The Wireless call placed by RFID tags 12 using the 
single, shared subscriber identi?cation number are to be dis 
tinguished from the traditional Wireless signals communi 
cated by RFID tags over short-range Wireless netWorks and 
LANs. 

According to certain embodiments of the present inven 
tion, tags 12 of a logical subscriber entity may each access 
WWAN 14 using the subscriber identi?cation at a corre 
sponding unique timeslot for the tag 12. The corresponding 
unique timeslot for each tag 12 is distinct from the timeslots 
at Which the other tags 12 of the logical subscriber entity can 
access WWAN 14 using the subscriber identi?cation number. 
In this Way, each tag 12 of the logical subscriber entity can 
access WWAN 14 using the single, shared subscriber identi 
?cation number in a unique corresponding timeslot for the tag 
12. This may reduce or eliminate the possibility that multiple 
tags 12 simultaneously attempt to access WWAN 14 using the 
same subscriber identi?cation number and thereby violate 
policies of WWAN 14. Tags 12 may be preprogrammed to 
share a subscriber identi?cation number according to the 
present invention. 

In operation of an example embodiment of system 10, a 
particular tag 12 shares a subscriber identi?cation number for 
accessing WWAN 14 With one or more other tags 12, the 
particular tag 12 and the one or more other tags 12 collectively 
forming a logical subscriber entity. Each tag 12 in the logical 
subscriber entity may be operable to access the WWAN 14 
using the single, shared subscriber identi?cation number at a 
corresponding unique timeslot for the tag 12, the correspond 
ing unique timeslot for the tag being different than the corre 
sponding timeslots at Which the other tags 12 can access 
WWAN 14 using the subscriber identi?cation number. 

The particular tag 12 may access WWAN 14 using the 
subscriber identi?cation number to initiate a tag session, the 
tag session being at the corresponding unique timeslot for the 
particular tag 12. The corresponding unique timeslot for the 
particular tag 12 is distinct from the corresponding timeslots 
at Which the one or more other tags 12 may access WWAN 14 
using the subscriber identi?cation number to initiate tag ses 
sions. To access WWAN 14, the particular tag 12 may estab 
lish a connection (e.g., link 18) With WWAN 14. For example, 
at the corresponding unique timeslot for the particular tag 12, 
the particular tag 12 is operable to access WWAN 14 using the 
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6 
subscriber identi?cation number by initiating a Wireless call 
on WWAN 14 using the subscriber identi?cation number. 

In certain embodiments, the particular tag 12 may access 
WWAN 14 according to a ?xed-length session technique, as 
described in more detail beloW. In certain embodiments, the 
particular tag 12 may access WWAN 14 according to a vari 
able-length session technique, as Will be described in more 
detail beloW. 
The particular tag 12 may communicate tag information 

314 during the tag session at the corresponding unique 
timeslot for the particular tag 12. In certain embodiments, the 
particular tag 12 may communicate tag information to one or 
more backend systems 16 (described beloW) via WWAN 14. 
It should be understood that, for the purposes of this descrip 
tion, communicating tag information may include any suit 
able combination of transmitting and/or receiving tag infor 
mation. 
The particular tag 12 may terminate its connection (e.g., 

link 18) to WWAN 14. For example, the particular tag 12 may 
terminate the Wireless call With WWAN 14, the connection 
may time out (e.g., due to meeting some prede?ned condi 
tion), or the connection may be terminated in any other suit 
able manner. 

The particular tag 12 may repeated these operations each 
time a corresponding timeslot for the particular tag 12 occurs. 
For example, tags 12 may repeatedly cycle through a ?xed 
time frame (e.g., one hour). Each tag 12 may divide its pay 
load (i.e., tag information 314) over a number of correspond 
ing timeslots (and tag sessions), if appropriate. For example, 
if the corresponding timeslot for a tag 12 is insuf?cient for the 
tag 12 to communicate its desired tag information, the tag 12 
may transmit the remainder of the desired tag information 
over one or more next corresponding timeslots in one or more 

future ?xed time frames. In other Words, each logical sub 
scriber identity member tag 12 may segment its data payload 
(e.g., of tag information) to ?t across multiple tag sessions. 

FIG. 2 illustrates an example of a tag session division 
multiple access concept for WWAN systems (e.g., WWAN 
14), according to certain embodiments of the present inven 
tion. As described above, tWo or more tags 12 may use a single 
subscriber identi?cation number for accessing WWAN 14 
and communicating tag information over WWAN 14. In cer 
tain embodiments, the number of tags 12 that share the single 
subscriber identi?cation number may be predetermined. 
As shoWn in FIG. 2, a ?xed time frame 200 (e. g., one hour) 

may be divided into a number of timeslots 202. Tags 12 may 
use these timeslots 202 to access WWAN 14 using the sub 
scriber identi?cation number to initiate tag sessions for com 
municating tag information. As described brie?y above, each 
tag 12 may access WWAN 14 using the subscriber identi? 
cation number at a corresponding unique timeslot 202 for the 
tag 12. In this example, timeslot 202a may correspond 
uniquely to tag 1, timeslot 2021) may correspond uniquely to 
tag 2, and timeslot 20211 may correspond uniquely to tag N. 
The connection of a tag 12 to WWAN 14 during the corre 

sponding timeslot 202 for the tag 12 may be referred to as a 
tag session. During such a tag session at the corresponding 
timeslot 202 for a tag 12, the tag 12 can communicate tag 
information, if appropriate. Tag 1 may access WWAN 14 at 
timeslot 20211 to initiate a tag session (tag session 1) at the 
corresponding unique timeslot (timeslot 202a) for tag 1. Tag 
2 may access WWAN 14 at timeslot 20219 to initiate a tag 
session (tag session 2) at the corresponding unique timeslot 
(timeslot 20219) for tag 2. Tag N may access WWAN 14 at 
timeslot 20211 to initiate a tag session (tag session N) at the 
corresponding unique timeslot (timeslot 20211) for tag 2. As 
Will be discussed in more detail beloW, the durations of all 




























