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of a personal check to call in a given code to a system com-
puter, which can verify whether the check is backed by funds
reserved for the check amount and whether the check can be
anonymously cashed. From the call the system computer can
obtain the mobile phone’s GPS location to determine the
system machine nearest to the phone. When informing the
phone user that a check is as good as cash, the system com-
puter can also provide directions to that nearest system
machine.
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DETERMINING AN AUTOMATED BANKING
MACHINE FOR CHECK CASHING

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 13/443,230, now U.S. Pat. No. 8,628,007, which
is a continuation of U.S. application Ser. No. 13/199,600,
filed Sep. 2, 2011, now U.S. Pat. No. 8,418,916, which is a
continuation of U.S. application Ser. No. 12/806,548 filed
Aug. 16, 2010, now U.S. Pat. No. 8,011,576, which is a
continuation of U.S. application Ser. No. 11/821,227 filed
Jun. 22, 2007, now U.S. Pat. No. 7,789,295, which is a con-
tinuation of U.S. application Ser. No. 11/732,370 filed Apr. 3,
2007, now U.S. Pat. No. 7,416,112, which claims benefit
pursuant to 35 U.S.C. §119(e) of U.S. Provisional Applica-
tions 60/795,721 filed Apr. 28, 2006 and 60/789,644 filed Apr.
5,2006. The entire disclosures of each and all of the foregoing
applications are herein incorporated by reference as if fully
rewritten herein.

[0002] The entire disclosures of each and all of the follow-
ing applications are also herein incorporated by reference as
if fully rewritten herein: U.S. application Ser. No. 13/411,987
filed Mar. 5, 2012; U.S. application Ser. No. 12/586,468 filed
Sep. 21,2009; U.S. application Ser. No. 11/229,944 filed Sep.
19, 2005; U.S. Provisional Application 60/611,815 filed Sep.
20, 2004; U.S. Provisional Application 60/660,070 filed Mar.
9, 2005; U.S. application Ser. No. 10/832,960 filed Apr. 27,
2004; U.S. Provisional Application 60/560,674 filed Apr. 7,
2004; U.S. application Ser. No. 10/601,813 filed Jun. 23,
2003; and U.S. Provisional Application 60/429,478 filed Nov.
26, 2002.

TECHNICAL FIELD

[0003] This invention relates to apparatus controlled
responsive to data read from data bearing records to cause
financial transfers, which is classifiable in U.S. class 235,
subclass 379.

BACKGROUND OF INVENTION

[0004] Automated banking machines may include a card
reader that operates to read data from a bearer record, such as
a user card. The machine may operate to cause the data read
from the card to be compared with other computer-stored data
related to authorized card bearers and/or financial accounts.
The machine operates in response to the comparison deter-
mining that the bearer is an authorized system user to carry
out at least one transaction which is operative to transfer value
to or from at least one account. A record of the financial
transaction is also commonly printed through operation of the
machine and provided to the machine user.

[0005] A common type of automated banking machine
used by consumers is an automated teller machine which
enables customers to carry out banking transactions. Banking
transactions carried out may include the dispensing of cash,
the making of deposits, the transfer of funds between
accounts, and account balance inquiries. The types of bank-
ing transactions a customer can carry out are determined by
the capabilities of the particular banking machine, the system
in which it is connected, and the programming of the institu-
tion operating the machine.

[0006] Other types of automated banking machines may be
operated by merchants to carry out commercial transactions.
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These transactions may include, for example, the acceptance
of'deposit bags, the receipt of checks or other financial instru-
ments, the dispensing of rolled coin, or other transactions
required by merchants. Still, other types of automated bank-
ing machines may be used by service providers in a transac-
tion environment such as at a bank to carry out financial
transactions. Such transactions may involve, for example, the
counting and storage of currency notes or other financial
instrument sheets, the dispensing of notes or other sheets, the
imaging of checks or other financial instruments, and other
types of service provider transactions. Some types of auto-
mated banking machines may be operated as a self-service
automated transaction machine that is capable of carrying out
various transactions. For purposes of this disclosure, an auto-
mated banking machine or an automated teller machine
(ATM) shall be deemed to include any machine that may be
used to electronically carry out transactions involving trans-
fers of' value. Automated banking machines may benefit from
improvements.

OBIECTS OF EXEMPLARY EMBODIMENTS

[0007] Itis an object of an exemplary embodiment to pro-
vide an automated banking machine.

[0008] Itis a further object of an exemplary embodiment to
provide an automated banking machine which provides for
reliable illumination of transaction areas while facilitating
servicing of the machine.

[0009] Itis a further object of an exemplary embodiment to
provide an automated banking machine that facilitates the
detection of fraudulent activity which may be attempted at the
machine:

[0010] Itis a further object of an exemplary embodiment to
provide an automated banking machine which improved
capabilities.

[0011] Itis a further object of an exemplary embodiment to
provide an automated banking machine which reduces the
risk of unauthorized access to devices and operations of the
machine.

[0012] Itis a further object of an exemplary embodiment to
provide an automated banking machine with an improved
security system.

[0013] Itis a further object of an exemplary embodiment to
provide an automated banking machine with a Global Posi-
tioning System (GPS).

[0014] Further objects of exemplary embodiments will be
made apparent in the following Detailed Description of
Exemplary Embodiments and the appended claims.

[0015] The foregoing objects are accomplished in some
exemplary embodiments by an automated banking machine
which includes a plurality of transaction function devices. In
the exemplary embodiment the transaction function devices
include input and output devices which are part of a user
interface. In the exemplary embodiment the transaction func-
tion devices also include devices for carrying out types of
banking transactions such as a currency dispenser device and
a deposit accepting device. The exemplary automated bank-
ing machine also includes at least one computer which is
generally referred to herein as a controller, and which is
operative to cause the operation of the transaction function
devices in the machine.

[0016] Inan exemplary embodiment, the automated bank-
ing machine includes a housing with a secure chest portion
and an upper housing area. The chest portion houses certain
transaction function devices, such as the currency dispenser
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device. The chest portion includes a chest door which is
generally secured but which is capable of being opened when
unlocked by authorized persons.

[0017] In the exemplary embodiment the upper housing
area includes a first portion and a second portion. Access to
the first and second portions are controlled by independently
movable first and second fascia portions. In the exemplary
embodiment one or more devices that must be manipulated in
order to unlock the chest door are positioned within the first
housing area. Access to the first portion of the upper housing
is controlled by a fascia lock in operative connection with the
first fascia portion.

[0018] In some exemplary embodiments during operation
of the automated banking machine, the transaction areas are
illuminated to facilitate operation of the machine by users. In
an exemplary embodiment the controller of the automated
banking machine is operative to illuminate the transaction
areas at those times when the user would be expected to
receive or place items in such transaction areas during the
conduct of transactions. This facilitates guiding the user to the
particular transaction area on the machine even when the
machine is being operated during daylight hours.

[0019] In some exemplary embodiments the capability of
illuminating selected areas of the machine during certain
transaction steps may be utilized in conjunction with anti
fraud devices. In an exemplary embodiment anti-fraud
devices are used to reduce the risk that an unauthorized card
reading device is installed externally of the machine adjacent
to the card reader slot of the machine fascia. Criminals are
sometimes ingenious and in the past some have produced
reading devices that can intercept magnetic stripe data on
cards that are being input to an automated banking machine
by a consumer. By intercepting this data, criminals may be
able to conduct unauthorized transactions with the consum-
er’s card number. Such external reading devices may be made
to appear to be a part of the normal automated banking
machine fascia. In an exemplary embodiment the housing in
surrounding relation of the card reader slot is illuminated
responsive to operation of the controller. In some exemplary
machines the housing is operative to illuminate an area gen-
erally entirely surrounding the slot so as to make it more
readily apparent to a user that an unauthorized modification
or attachment to the fascia may have been made.

[0020] In some exemplary embodiments during normal
operation, the illumination of the area surrounding the fascia
card slot is operative to help to guide the user to the slot during
transactions when a user is required to input or take their card.
The exemplary automated banking machine is provided with
radiation sensing devices positioned adjacent to the illumina-
tion devices that are operative to illuminate the area surround-
ing the card reader slot. The exemplary controller is pro-
grammed to sense changes in the magnitude of radiation
sensed by the one or more radiation sensing devices. The
installation of an unauthorized card reading device in prox-
imity to the card reading slot generally produces a change in
the magnitude of the radiation sensed by the radiation sensing
devices. The exemplary controller is programmed to recog-
nize such changes and to take appropriate action in response
thereto so as to reduce the possibility of fraud. Such action
may include in some exemplary embodiments, the machine
sending a status message through a network to a person to be
notified of a possible fraud condition. Such actions may also
include in some embodiments, warning the user of the
machine to look for the installation of a possible fraud device.
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Of course these approaches are exemplary and in other
embodiments other approaches may be used.

[0021] In some exemplary embodiments sensing devices
may be provided in proximity to the keypad used by the
customer to provide inputs, such as a personal identification
number (PIN). Such sensors may be of the radiation sensing
type or other type. Such sensors are adapted to sense the
installation of unauthorized input intercepting devices above
or adjacent to the keypad. The sensing of such an unautho-
rized device may cause an exemplary controller in the
machine to give notice of the potential fraud device and/or to
cease or modify the operation of the machine to reduce the
risk of interception of customer inputs. In some exemplary
embodiments radiation emitting devices used for sensing
may provide outputs of visible light and may be used to guide
a user at appropriate times during transactions to provide
inputs to the keypad.

[0022] As will be appreciated, the foregoing objects and
examples are exemplary and embodiments need not meet all
orany of the foregoing objects, and need not include all or any
of the exemplary features described above. Additional
aspects and embodiments within the scope of the claims may
be devised by those having skill in the art based on the
teachings set forth herein.

BRIEF DESCRIPTION OF DRAWINGS

[0023] FIG.1is an isometric external view of an exemplary
automated banking machine which incorporates some
aspects and features of inventions in the present application.
[0024] FIG. 2is a front plan view of the automated banking
machine shown in FIG. 1.

[0025] FIG. 3 is a transparent side view showing schemati-
cally some internal features of the automated banking
machine.

[0026] FIG. 4 is a schematic view representative of the
software architecture of an exemplary embodiment.

[0027] FIG. 5 is a front view showing the fascia portion
moved to access a first portion of an upper housing of the
machine.

[0028] FIG. 6 is a partially transparent side view showing
air flow through an air cooling opening of the machine.
[0029] FIG. 7 is an isometric view of the automated bank-
ing machine shown in FIG. 1 with the components of the
upper housing portion removed.

[0030] FIG. 8 is a schematic side view of the housing show-
ing schematically the illumination system for the transaction
areas and representing in phantom the movement of the upper
fascia portion so as to provide access for servicing.

[0031] FIG. 9 is a schematic view of an illumination and
anti-fraud sensing device which bounds a card reader slot of
an exemplary embodiment.

[0032] FIG. 10 is a schematic side view of an unauthorized
card reading device in operative connection with a housing of
the anti-fraud sensor.

[0033] FIG. 11 is a schematic view of exemplary logic for
purposes of detecting the presence of an unauthorized card
reading device in proximity to the card reader during opera-
tion of the automated banking machine.

[0034] FIG. 12 is an exemplary side, cross sectional view of
a machine keypad.

[0035] FIG. 13 is a schematic representation of a sensor for
sensing whether an unauthorized key input sensing device has
been placed adjacent to the keypad.
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[0036] FIG. 14 is a view of a keypad similar to FIG. 12 but
with an unauthorized key input sensing device attached.
[0037] FIG.151saschematic representation similar to FIG.
13, but representing the change in reflected radiation resulting
from the attachment of the unauthorized key input sensing
device.

[0038] FIG.16 shows an automated banking machine secu-
rity arrangement.

[0039] FIG. 17 shows an arrangement for comparing GPS
location data to stored location data.

[0040] FIG. 18 shows an automated banking machine with
GPS.

[0041] FIG. 19 shows a database portion.

[0042] FIG. 20 shows an automated banking machine, ser-

vice center, and navigation system relationship.
[0043] FIG. 21 shows communication among an automated
banking machine, service center, and a servicer’s device.

[0044] FIG. 22 shows a fraud prevention service arrange-
ment.
[0045] FIG. 23 shows a service provider, database, and

requester arrangement.

[0046] FIG. 24 shows a flowchart of a service process.
[0047] FIG. 25 shows data and voice communication
between an automated banking machine and a call center.
[0048] FIG. 26 shows a call center in operative connection
with a data store having corresponding caller ID data and
automated banking machine location data.

[0049] FIG. 27 shows text-based communication between
an automated banking machine and a service provider opera-
tor’s workstation.

[0050] FIG. 28 shows an automated banking machine and
an operator’s workstation including voice to text software.
[0051] FIG. 29 shows an exemplary system arrangement
that allows for the anonymous cashing of checks at automated
banking machines.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

[0052] Referring now to the drawings and particularly to
FIG. 1, there is shown therein an exemplary embodiment of
an automated transaction machine (e.g., automated banking
machine) generally indicated 10. In an exemplary embodi-
ment, the automated banking machine 10 can be a self-service
machine, such as a drive-up automated teller machine. How-
ever, the features described and claimed herein are not nec-
essarily limited to automated banking machines of this type.
The exemplary automated banking machine includes a hous-
ing 12. Housing 12 includes an upper housing area 14 and a
secure chest area 16 in a lower portion of the housing. Access
to the chest area 16 is controlled by a chest door 18 which
when unlocked by authorized persons in the manner later
explained, enables gaining access to the interior of the chest
area.

[0053] The exemplary automated banking machine 10 fur-
ther includes a first fascia portion 20 and a second fascia
portion 22. Each of the fascia portions is movably mounted
relative to the housing as later explained, which in the exem-
plary embodiment facilitates servicing.

[0054] The automated banking machine includes a user
interface generally indicated 24. The exemplary user inter-
face includes input devices such as a card reader 26 (shown in
FIG. 3) which is in connection with a card reader slot 28
which extends in the second fascia portion. Other input
devices of the exemplary user interface 24 include function
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keys 30 and a keypad 32. The exemplary automated banking
machine 10 also includes a camera 34 which also may serve
as an input device for biometric features and the like. The
exemplary user interface 24 also includes output devices such
as a display 36. Display 36 is viewable by an operator of the
machine when the machine is in the operative condition
through an opening 38 in the second fascia portion 22. Further
output devices in the exemplary user interlace include a
speaker 40. A headphone jack 42 also serves as an output
device. The headphone jack may be connected to aheadphone
provided by a user who is visually impaired to provide the
user with voice guidance in the operation of the machine. The
exemplary machine further includes a receipt printer 44 (see
FIG. 3) which is operative to provide users of the machine
with receipts for transactions conducted. Transaction receipts
are provided to users through a receipt delivery slot 46 which
extends through the second fascia portion. Exemplary receipt
printers that may be used in some embodiments are shown in
U.S. Pat. No. 5,729,379 and U.S. Pat. No. 5,850,075, the
disclosures of which are incorporated by reference herein. It
should be understood that these input and output devices of
the user interface 24 are exemplary and in other embodi-
ments, other or different input and output devices may be
used.

[0055] Inthe exemplary embodiment the second fascia por-
tion has included thereon a deposit envelope providing open-
ing 48. Deposit envelopes may be provided from the deposit
envelope providing opening to users who may place deposits
in the machine. The second fascia portion 20 also includes a
fascia lock 50. Fascia lock 50 is in operative connection with
the second fascia portion and limits access to the portion of
the interior of the upper housing behind the fascia to autho-
rized persons. In the exemplary embodiment fascia lock 50
comprises a key type lock. However, in other embodiments
other types of locking mechanisms may be used. Such other
types of locking mechanisms may include for example, other
types of mechanical and electronic locks that are opened in
response to items, inputs, signals, conditions, actions or com-
binations or multiples thereof.

[0056] The exemplary automated banking machine 10 fur-
ther includes a delivery area 52. Delivery area 52 is in con-
nection with a currency dispenser device 54 which is alterna-
tively referred to herein as a cash dispenser, which is
positioned in the chest portion and is shown schematically in
FIG. 3. The delivery area 52 is a transaction area on the
machine in which currency sheets are delivered to a user. In
the exemplary embodiment the delivery area 52 is positioned
and extends within a recessed pocket 56 in the housing of the
machine. Automated banking machine 10 further includes a
depositacceptance area 58. Deposit acceptance area is an area
through which deposits, such as deposit envelopes to be
deposited by users, are placed in the machine. The deposit
acceptance area 58 is in operative connection with a deposit
accepting device positioned in the chest area 16 of the
machine. Exemplary types of deposit accepting devices are
shown in U.S. Pat. No. 4,884,769 and U.S. Pat. No. 4,597,
330, the disclosures of which are incorporated herein by
reference.

[0057] In the exemplary embodiment the deposit accep-
tance area serves as a transaction area of the automated bank-
ing machine and is positioned and extends within a recessed
pocket 60. It should be understood that while the exemplary
embodiment of machine 10 includes an envelope deposit
accepting device and a currency sheet dispenser device, other
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or different types of transaction function devices may be
included in automated banking machines and devices encom-
passed by the present invention. These may include for
example, check and/or money order accepting devices, ticket
accepting devices, stamp accepting devices, card dispensing
devices, money order dispensing devices and other types of
devices which are operative to carry out transaction functions.
[0058] In the exemplary embodiment the automated bank-
ing machine 10 includes certain illuminating devices which
are used to illuminate transaction areas, some of which are
later discussed in detail. First fascia portion 20 includes an
illumination panel 62 for illuminating the deposit envelope
providing opening. Second fascia portion 22 includes an illu-
mination panel 64 for illuminating the area of the receipt
delivery slot 46 and the card reader slot 28. Further, an illu-
minated housing 661 ater discussed in detail, bounds the card
reader slot 28. Also, in the exemplary embodiment an illumi-
nating window 68 is positioned in the recessed pocket 56 of
the delivery area 52. An illuminating window 70 is positioned
in the recessed pocket 60 of the deposit acceptance area 58. It
should be understood that these structures and features are
exemplary and in other embodiments other structures and
features may be used.

[0059] As schematically represented in FIG. 3, the auto-
mated banking machine 10 includes one or more internal
computers. Such internal computers include one or more
processors. Such processors may be in operative connection
with one or more data stores. In some embodiments, proces-
sors may be located on certain devices within the automated
banking machine so as to individually control the operation
thereof. Examples such as multi-tiered processor systems are
shown in U.S. Pat. No. 6,264,101 and U.S. Pat. No. 6,131,
809, the disclosures of which are incorporated herein by
reference.

[0060] For purposes of simplicity, the exemplary embodi-
ment will be described as having a single controller which
controls the operation of devices within the machine. How-
ever it should be understood that such reference shall be
construed to encompass multicontroller and multiprocessor
systems as may be appropriate in controlling the operation of
aparticular machine. In FIG. 3 the controller is schematically
represented 72. Also as schematically represented, the con-
troller is in operative connection with one or more data stores
78. Such data stores in exemplary embodiments are operative
to store program instructions, values and other information
used in the operation of the machine. Although the controller
is schematically shown in the upper housing portion of auto-
mated banking machine 10, it should be understood that in
alternative embodiments controllers may be located within
various portions of the automated banking machine.

[0061] In order to conduct transactions, the exemplary
automated banking machine 10 communicates with remote
computers. The remote computers are operative to exchange
messages with the machine and authorize and record the
occurrence of various transactions. This is represented in
FIG. 3 by the communication of the machine through a net-
work with a bank 78, which has at least one computer which
is operative to exchange messages with the automated bank-
ing machine through a network. For example, the bank 78
may receive one or more messages from the machine request-
ing authorization to allow a customer to withdraw $200 from
the customer’s account. The remote computer at the bank 78
will operate to determine that such a withdrawal is authorized
and will return one or more messages to the machine through
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the network authorizing the transaction. After the machine
conducts the transaction, the machine will generally send one
or more messages back through the network to the bank
indicating that the transaction was successfully carried out.
Of course these messages are merely exemplary.

[0062] It should be understood that in some embodiments
the automated banking machine may communicate with other
entities and through various networks. For example as sche-
matically represented in FIG. 3, the machine will communi-
cate with computers operated by service providers 80. Such
service providers may be entities to be notified of status
conditions or malfunctions of the machine as well as entities
who are to be notified of corrective actions. An example of
such a system for accomplishing this is shownin U.S. Pat. No.
5,984,178, the disclosure of which is incorporated herein by
reference. Other third parties who may receive notifications
from exemplary automated banking machines include enti-
ties responsible for delivering currency to the machine to
assure that the currency supplies are not depleted. Other enti-
ties may be responsible for removing deposit items from the
machine. Alternative entities that may be notified of actions at
the machine may include entities which hold marketing data
concerning consumers and who provide messages which cor-
respond to marketing messages to be presented to consumers.
Various types of messages may be provided to remote sys-
tems and entities by the machine depending on the capabili-
ties of the machines in various embodiments and the types of
transactions being conducted.

[0063] FIG. 4 shows schematically an exemplary software
architecture which may be operative in the controller 72 of
machine 10. The exemplary software architecture includes an
operating system such as for example Microsoft® Windows,
IBM OS/2® or Linux. The exemplary software architecture
also includes an automated banking machine application 82.
The exemplary application includes the instructions for the
operation of the automated banking machine and may
include, for example, an Agilis™ 9Ix application that is com-
mercially available from Diebold, Incorporated which is a
cross vendor software application for operating automated
banking machines. Further examples of software applications
which may be used in some embodiments are shown in U.S.
Pat. Nos. 6,289,320 and 6,505,177, the disclosures of which
are incorporated herein by reference.

[0064] Inthe exemplary embodiment middleware software
schematically indicated 84 is operative in the controller. In the
exemplary embodiment the middleware software operates to
compensate for differences between various types of auto-
mated banking machines and transaction function devices
used therein. The use of a middleware layer enables the more
ready use of an identical software application on various
types of automated banking machine hardware. In the exem-
plary embodiment the middleware layer may be Involve®
software which is commercially available from Nexus Soft-
ware, a wholly owned subsidiary of the assignee of the
present invention.

[0065] The exemplary software architecture further
includes a diagnostics layer 86. The diagnostics layer 86 is
operative as later explained to enable accessing and perform-
ing various diagnostic functions of the devices within the
automated banking machine. In the exemplary embodiment
the diagnostics operate in conjunction with a browser sche-
matically indicated 88.

[0066] The exemplary software architecture further
includes a service provider layer schematically indicated 90.
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The service provider layer may include software such as
WOSA XFS service providers for J/XFS service providers
which present a standardized interface to the software layers
above and which facilitate the development of software which
can be used in conjunction with different types of automated
banking machine hardware. Of course this software architec-
ture is exemplary and in other embodiments other architec-
tures may be used.

[0067] As schematically represented in FIG. 4, a controller
72 is in operative connection with at least one communica-
tions bus 92. The communications bus may in some exem-
plary embodiments be a universal serial bus (USB) or other
standard or nonstandard type of bus architecture. The com-
munications bus 92 is schematically shown in operative con-
nection with transaction function devices 94. The transaction
function devices include devices in the automated banking
machine which are used to carry out transactions. These may
include for example the currency dispenser device 54, card
reader 26, receipt printer 44, keypad 32, as well as numerous
other devices which are operative in the machine and con-
trolled by the controller to carry out transactions. In the exem-
plary embodiment one of the transaction function devices in
operative connection with the controller is a diagnostic article
reading device 96 which may be operative to read a diagnostic
article schematically indicated 98 which may provide soft-
ware instructions useful in servicing the machine. Alterna-
tively and/or in addition, provision may be made for connect-
ing the bus 92 or other devices in the machine computer
device 100 which may be useful in performing testing or
diagnostic activities related to the automated banking
machine.

[0068] In the exemplary embodiment of automated bank-
ing machine 10, the first fascia portion 20 and the second
fascia portion 22 are independently movably mounted on the
machine housing 12. This is accomplished through the use of
hinges attached to fascia portion 20. The opening ofthe fascia
lock 50 on the first fascia portion 20 enables the first fascia
portion to be moved to an open position as shown in FIG. 5. In
the open position of the first fascia portion an authorized user
is enabled to gain access to a first portion 102 in the upper
housing area 14. In the exemplary embodiment there is
located within the first portion 102 a chest lock input device
104. In this embodiment the chest lock input device com-
prises a manual combination lock dial, electronic lock dial or
other suitable input device through which a combination or
other unlocking inputs or articles may be provided. In this
embodiment, input of a proper combination enables the chest
door 18 to be moved to an open position by rotating the door
about hinges 106. In the exemplary embodiment the chest
door is opened once the proper combination has been input by
manipulating a locking lever 108 which is in operative con-
nection with a boltwork. The boltwork which is not specifi-
cally shown, is operative to hold the chest door in a locked
position until the proper combination is input. Upon input of
the correct combination the locking lever enables movement
of the boltwork so that the chest door can be opened. The
boltwork also enables the chest door to be held locked after
the activities in the chest portion have been conducted and the
chest door is returned to the closed position. Of course in
other embodiments other types of mechanical or electrical
locking mechanisms may be used. In the exemplary embodi-
ment the chest lock input device 104 is in supporting connec-
tion with a generally horizontally extending dividing wall 110
which separates the chest portion from the upper housing
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portion. Of course this housing structure is exemplary and in
other embodiments other approaches may be used.

[0069] An authorized servicer who needs to gain access to
an item, component, or device that is located in the automated
banking machine’s chest area may do so by opening the fascia
lock and moving the first fascia portion 20 so that the area 102
becomes accessible. Thereafter the authorized servicer may
access and manipulate the chest lock input device to receive
one or more inputs, which if appropriate enables unlocking of
the chest door 18. The chest door may thereafter be moved
relative to the housing and about its hinges 106 to enable the
servicer to gain access to items, devices or components within
the chest. These activities may include for example adding or
removing currency, removing deposited items such as enve-
lopes or checks, or repairing mechanisms or electrical devices
that operate to enable the machine to accept deposited items
or to dispense currency. When servicing activity within the
chest is completed, the chest door may be closed and the
locking lever 108 moved so as to secure the boltwork holding
the chest door in a closed position. Of course this structure
and service method is exemplary and in other embodiments
other approaches may be used.

[0070] Inthe exemplary embodiment the second fascia por-
tion 22 is also movable relative to the housing of the machine.
In the exemplary embodiment the second fascia portion 22 is
movable in supporting connection with a rollout tray 112
schematically shown in FIG. 3. The rollout tray is operative to
support components of the user interface thereon as well as
the second fascia portion. The rollout tray enables the second
fascia portion to move outward relative to the machine hous-
ing thereby exposing components and transaction function
devices supported on the tray and providing access to a sec-
ond portion 114 within the upper housing and positioned
behind the second fascia portion. Thus, as can be appreciated,
when the second fascia portion is moved outward, the com-
ponents on the tray are disposed outside the housing of the
machine so as to facilitate servicing, adjustment and/or
replacement of such components. Further components which
remain positioned within the housing of the machine as the
rollout tray is extended, become accessible in the second
portion as the second fascia portion 22 is disposed outward
and away from the housing.

[0071] Inthe exemplary embodiment the rollout tray 112 is
in operative connection with a releasible locking device. The
locking device is generally operative to hold the tray in a
retracted position such that the second fascia portion remains
in an operative position adjacent to the upper housing area as
shown in FIGS. 1, 2, and 3. This releasible locking mecha-
nism may comprise one or more forms of locking type
devices. In the exemplary embodiment the releasible locking
mechanism may be released by manipulation of an actuator
116 which is accessible to an authorized user in the first
portion 102 of the upper housing 14. As a result an authorized
servicer of the machine is enabled to move the second fascia
portion outward for servicing by first accessing portion 102 in
the manner previously discussed. Thereafter by manipulating
the actuator 116 the second fascia portion is enabled to move
outward as shown in phantom in FIG. 8 so as to facilitate
servicing components on the rollout tray. Such components
may include for example a printer or card reader. After such
servicing the second fascia portion may be moved toward the
housing so as to close the second portion 114. Such move-
ment in the exemplary embodiment causes the rollout tray to
be latched and held in the retracted position without further
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manipulation of the actuator. However, in other embodiments
other types of locking mechanisms may be used to secure the
rollout tray in the retracted position. It should be understood
that this approach is exemplary and in other embodiments
other approaches may be used.

[0072] As best shown in FIG. 7 in which the components
supported in the upper housing are not shown, the delivery
area 52 and the deposit acceptance area 58 are in supporting
connection with the chest door 18. As such when the chest
door 18 is opened, the delivery area 52 and the deposit accep-
tance area 58 will move relative to the housing of the machine.
The exemplary embodiment shown facilitates servicing of the
machine by providing for the illumination for the transaction
areas by illumination sources positioned in supporting con-
nection with the rollout tray 112. As best shown in FIG. 6,
these illumination sources 118 are movable with the rollout
tray and illuminate in generally a downward direction. In the
operative position of the second fascia portion 22 and the
chest door 18, the illumination sources are generally aligned
with apertures 120 and 122 which extend through the top of a
cover 124 which generally surrounds the recessed pockets 60
and 56. As shown in FIG. 10 aperture 120 is generally verti-
cally aligned with window 68 and aperture 122 is generally
aligned with window 70. In an exemplary embodiment, aper-
tures 120 and 122 each have a translucent or transparent lens
positioned therein to minimize the risk of allowing dirt or
other contaminants into the interior of the cover 124.

[0073] As can be appreciated from FIGS. 6 and 8, when the
chest door 18 is closed and the second fascia portion 22 is
moved to the operative position, the illumination sources 118
are positioned in generally aligned relation with apertures
120 and 122. As a result the illumination of the illumination
devices is operative to cause light to be transmitted through
the respective aperture and to illuminate the transaction area
within the corresponding recessed pocket. In operation of an
exemplary embodiment, the controller executes programmed
instructions so as to initiate illumination of each transaction
area at appropriate times during the conduct of transactions.
For example in the exemplary embodiment if the user is
conducting a cash withdrawal transaction, the controller may
initiate illumination of the delivery area 52 when the cash is
delivered therein and is available to be taken by a user. Such
illumination draws the user’s attention to the need to remove
the cash and will point out to the user that the cash is ready to
be taken. In the exemplary embodiment the controller is pro-
grammed so that when the user takes the cash the machine
will move to the next transaction step. After the cash is sensed
as taken, the controller may operate to cease illumination of
the delivery area 56. Of course these approaches are exem-
plary.

[0074] Likewise in an exemplary embodiment if a user of
the machine indicates that they wish to conduct a deposit
transaction, the controller may cause the machine to operate
to initiate illumination of the deposit acceptance area 58. The
user’s attention is drawn to the place where they must insert
the deposit envelope in order to have it be accepted in the
machine. In the exemplary embodiment the controller may
operate to also illuminate the illumination panel 62 to illumi-
nate the deposit envelope providing opening 48 so that the
user is also made aware of the location from which a deposit
envelope may be provided. In an exemplary embodiment the
controller may operate to cease illumination through the win-
dow 70 and/or the illumination panel 62 after the deposit
envelope is indicated as being sensed within the machine.
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[0075] In alternative embodiments other approaches may
be taken. This may include for example drawing the custom-
er’s attention to the particular transaction area by changing
the nature of the illumination in the recessed pocket to which
the customer’s attention is to be drawn. This may be done for
example by changing the intensity of the light, flashing the
light, changing the color of the light or doing other actions
which may draw a user’s attention to the appropriate trans-
action area. Alternatively or in addition, a sound emitter,
vibration, projecting pins or other indicator may be provided
for visually impaired users so as to indicate to them the
appropriate transaction area to which the customer’s attention
is to be drawn. Of course these approaches are exemplary and
in other embodiments other approaches may be used.

[0076] As previously discussed, the exemplary embodi-
ment of the automated banking machine 10 is also operative
to draw a user’s attention at appropriate times to the card
reader slot 28. machine 10 also includes features to minimize
the risk of unauthorized interception of card data by persons
who may attempt to install a fraud device such as an unau-
thorized card reading device on the machine. As shown in
FIG. 9, the exemplary card slot 28 extends through a card slot
housing 66 which extends in generally surrounding relation
of the card slot. It should be understood that although the
housing 66 generally bounds the entire card slot, in other
embodiments the principles described herein may be applied
by bounding only one or more sides of a card slot as may be
appropriate for detecting unauthorized card reading devices.
Further, it should be understood that while the exemplary
embodiment is described in connection with a card reader that
accepts a card into the machine, the principles being
described may be applied to types of card readers that do not
accept a card into the machine, such as readers where a user
draws the card through a slot, inserts and removes a card
manually from a slot and other card reading structures.

[0077] In the exemplary embodiment the housing 66
includes a plurality of radiation emitting devices 126. The
radiation emitting devices emit visible radiation which can be
perceived by a user of the machine. However, in other
embodiments the radiation emitting devices may include
devices which emit nonvisible radiation such as infrared
radiation, but which nonetheless can be used for sensing the
presence of unauthorized card reading devices adjacent to the
card slot. In the exemplary embodiment the controller oper-
ates to illuminate the radiation emitting devices 126 at appro-
priate times during the transaction sequence. This may
include for example times during transactions when a user is
prompted to input the card into the machine or alternatively
when a user is prompted to take the card from the card slot 28.
In various embodiments the controller may be programmed to
provide solid illumination of the radiation emitting devices or
may vary the intensity of the devices as appropriate to draw
the user’s attention to the card slot.

[0078] In the exemplary embodiment the card slot housing
66 includes therein one or more radiation sensing devices
128. The radiation sensing devices are positioned to detect
changes in at least one property of the radiation reflected from
the emitting devices 126. The sensing devices 128 are in
operative connection with the controller. The controller is
operative responsive to its programming to compare one or
more values corresponding to the magnitude and/or other
properties of radiation sensed by one or more of the sensors,
to one or more stored values and to make a determination
whether the comparison is such that there is a probable unau-
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thorized card reading device installed on the fascia of the
machine. In some embodiments the controller may be opera-
tive to execute fuzzy logic programming for purposes of
determining whether the nature of the change in reflected
radiation and/or other detected parameters are such that there
has been an unauthorized device installed and whether appro-
priate personnel should be notified.

[0079] FIG. 10 shows a side view of the housing 66. An
example of a fraud device which comprises unauthorized card
reading device 130 is shown attached externally to the hous-
ing 66. The unauthorized card reading device includes a slot
132 generally aligned with slot 128. The device 130 also
includes a sensor shown schematically as 134 which is opera-
tive to sense the encoded magnetic flux reversals which rep-
resent data on the magnetic stripe of a credit or debit card. As
can be appreciated, an arrangement of the type shown in FIG.
10 enables the sensor 134 if properly aligned adjacent to the
magnetic stripe of a card, to read the card data as the card
passes in and out of slot 128. Such an unauthorized reading
device may be connected via radio frequency (RF) or through
inconspicuous wiring to other devices which enable intercep-
tion of the card data. In some situations criminals may also
endeavor to observe the input of the user’s PIN corresponding
to the card data so as to gain access to the account of the user.
[0080] As can be appreciated from FIG. 10 the installation
of the unauthorized card reading device 130 changes the
amount of radiation from emitting devices 126 and that is
reflected or otherwise transmitted to the sensors 128. Depend-
ing on the nature of the device and its structure, the amount or
other properties of radiation may increase or decrease. How-
ever, a detectable change will often occur in the magnitude or
other properties of sensed radiation between a present trans-
actionand a prior transaction which was conducted prior to an
unauthorized card reading device being installed. Of course
the sensing of the magnitude of radiation is but one example
of a property of radiation that may be sensed as having
changed so as to indicate the presence of an unauthorized
reading device.

[0081] FIG. 11 demonstrates an exemplary simplified logic
flow executed by a controller for detecting the installation of
an unauthorized card reading device. It should be understood
that this transaction logic is part of the overall operation of the
machine to carry out transactions. In this exemplary logic
flow the machine operates to carry out card reading transac-
tions in a normal manner and to additionally execute the
represented steps as a part of such logic each time a card is
read. From an initial step 136 the controller in the machine is
operative to sense that a card is in the reader within the
machine in a step 138. Generally in these circumstances the
controller will be operating the radiation emitting devices 126
as the user has inserted their card and the card has been drawn
into the machine. In this exemplary embodiment the control-
ler continues to operate the radiation emitting devices and
senses the radiation level or levels sensed by one or more
sensors 128. This is done in a step 140.

[0082] The controller is next operative to compare the sig-
nals corresponding to the sensed radiation levels to one or
more values in a step 142. This comparison may be done a
number of ways and may in some embodiments execute fuzzy
logic so as to avoid giving false indications due to acceptable
conditions such as a user having the user’s finger adjacent to
the card slot 28 during a portion of the transaction. In the case
of a user’s finger for example, the computer may determine
whether an unauthorized reading device is installed based on
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the nature, magnitude and changes during a transaction in
sensed radiation, along with appropriate programmed weigh-
ing factors. Of course various approaches may be used within
the scope of the concept discussed herein. However, based on
the one or more comparisons in step 142 the controller is
operative to make a decision at step 144 as to whether the
sensed value(s) compared to stored value(s) compared in step
142 have a difference that is in excess of one or more thresh-
olds which suggest that an unauthorized card reading device
has been installed.

[0083] If the comparison does not indicate a result that
exceeds the threshold(s), the automated banking machine
transaction devices are run as normal as represented in a step
146. For example, a customer may be prompted to input a
PIN, and if the card data and PIN are valid, the customer may
be authorized to conduct a cash dispensing transaction
through operation of the machine. Further in the exemplary
embodiment, the controller may operate to adjust the stored
values to some degree based on the more recent readings. This
may be appropriate in order to compensate for the effects of
dirt on the fascia or loss of intensity of the emitting devices or
other factors. This is represented in a step 148. In step 148 the
controller operates the automated banking machine to con-
duct transaction steps in the usual manner as represented in a
step 150.

[0084] Ifin step 144 the difference between the sensed and
stored values exceeds the threshold(s), then this is indicative
that an unauthorized card reading device may have been
installed since the last transaction. In the exemplary embodi-
ment when this occurs, the controller is operative to present a
warning screen to the user as represented in a step 152. This
warning screen may be operative to advise the user that an
unauthorized object has been sensed adjacent to the card
reader slot. This may warn a user for example that a problem
is occurring. Alternatively if a user has inadvertently placed
innocently some object adjacent to the card reader slot, then
the user may withdraw it. In addition or in the alternative,
further logic steps may be executed such as prompting a user
to indicate whether or not they can see the radiation emitting
devices being illuminated adjacent to the card slot and
prompting the user to provide an input to indicate if such
items are visible. Additionally or in the alternative, the illu-
minating devices within the housing 66 may be operative to
cause the emitting devices to output words or other symbols
which a user can indicate that they can see or cannot see based
on inputs provided as prompts from output devices of the
machine. This may enable the machine to determine whether
an unauthorized reading device has been installed or whether
the sensed condition is due to other factors. It may also cause
a user to note the existence of the reading device and remove
it. Of course various approaches could be taken depending on
the programming of the machine.

[0085] Ifanunauthorized reading device hasbeen detected,
the controller in the exemplary embodiment will also execute
a step 154 in which a status message is sent to an appropriate
service provider or other entity to indicate the suspected
problem. This may be done for example through use of a
system like that shown in U.S. Pat. No. 5,984,178 the disclo-
sure of which is incorporated herein by reference. Alterna-
tively messages may be sent to system addresses in a manner
like that shown in U.S. Pat. No. 6,289,320 the disclosure of
which is also incorporated herein by reference. In a step 156
the controller will also operate to record data identifying for
the particular transaction in which there has been suspected
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interception of the card holder’s card data. In addition or in
the alternative, a message may be sent to the bank or other
institution alerting them to watch for activity in the user’s
card account for purposes of detecting whether unauthorized
use is occurring. Alternatively or in addition, some embodi-
ments may include card readers that change, add or write data
to a user’s card in cases of suspected interception. Such
changed data may be tracked or otherwise used to assure that
only a card with the modified data is useable thereafter. Alter-
natively or in addition, in some embodiments the modified
card may be moved in translated relation, moved irregularly
or otherwise handled to reduce the risk that modified data is
intercepted as the card is output from the machine. Of course
these approaches are exemplary of many that may be
employed.

[0086] Inthe exemplary embodiment, the automated bank-
ing machine is operated to conduct a transaction even in cases
where it is suspected that an unauthorized card reading device
has been installed. This is represented in a step 158. However,
in other embodiments other approaches may be taken such as
refusing to conduct the transaction. Other steps may also be
taken such as capturing the user’s card and advising the user
that a new one will be issued. This approach may be used to
minimize the risk that unauthorized transactions will be con-
ducted with the card data as the card can be promptly invali-
dated. Of course other approaches may be taken depending on
the programming of the machine and the desires of the system
operator. In addition while the fraud device shown is an
unauthorized card reading device, the principles described
may also be used to detect other types of fraud devices such as
for example false fascias, user interface covers and other
devices.

[0087] Insome embodiments additional or alternative fea-
tures and methods may be employed to help detect the pres-
ence of unauthorized card reading devices or other attempted
fraud devices in connection with the automated banking
machine. For example in some embodiments an oscillation
sensor may be attached to the machine to detect changes in
frequency or vibration that result from the installation of
unauthorized devices on the machine. FIG. 10 shows sche-
matically an oscillator 127 attached to the interior surface of
the machine fascia. Oscillator 127 may be operative respon-
sive to the controller and suitable vibration circuitry to impart
vibratory motion to the fascia in the vicinity of the card reader
slot. A sensor 129 is in operative connection with the fascia
and is operative to sense at least one parameter of the motion
imparted to the fascia by the oscillator 127. Although oscil-
lator 127 and sensor 129 are shown as separate components,
it should be understood that in some embodiments the func-
tions of the components may be performed by a single device.

[0088] The sensor 129 is in operative connection with the
controller of the automated banking machine through appro-
priate circuitry. The controller selectively activates the oscil-
lator and the sensor 129 is operative to sense the resulting
movement of the fascia caused by the oscillation. The instal-
lation of an unauthorized card reading device or other fraud
device on the machine will generally result in a change in at
least one property being sensed by the sensor 129. This may
include changes in amplitude, frequency or both. Alterna-
tively or in addition, some embodiments may provide for the
oscillator to impart vibration characteristics of various types
or vibratory motion through a range of frequencies and/or
amplitudes. Sensed values for various oscillatory driving out-
puts may then be compared through operation of the control-
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ler to one or more previously stored values. Variances from
prior values may be detected or analyzed through operation of
the controller and notifications given in situations where a
change has occurred which suggests the installation of an
unauthorized device.

[0089] In some embodiments the controller may cause the
oscillator and sensor to operate periodically to sense for
installation of a possible unauthorized device. Alternatively,
the controller may cause such a check to be made during each
transaction. Alternatively in some embodiments oscillation
testing may be conducted when a possible unauthorized
device is detected by sensing radiation properties. The con-
troller may operate to take various actions in response to
sensing a possible unauthorized reading device through
vibration, radiation or both. For example detecting a possible
fraud device by both radiation and oscillation may warrant
taking different actions than only detecting a possible fraud
device through only one test or condition.

[0090] In some embodiments the controller may be pro-
grammed to adjust the thresholds or other limits used for
resolving the presence of a possible fraud device for
responses to changes that occur over time at the machine. This
may include for example adjusting the thresholds for indicat-
ing possible fraud conditions based on the aging of the oscil-
lator or the sensor. Such adjustments may also be based on
parameters sensed by other sensors which effect vibration
properties. These may include for example, the fascia tem-
perature, air temperature, relative humidity and other proper-
ties. Of course readings from these and other sensors may be
used to adjust thresholds of the oscillation sensor, radiation
sensor or other fraud device sensors. Various approaches may
be taken depending on the particular system.

[0091] In some embodiments the oscillator may addition-
ally or alternatively be used to prevent the unauthorized read-
ing of card reader signals. This may be done for example
when the banking machine has a device which takes a user
card into the machine for purposes of reading data on the card.
In such embodiments the controller may operate to vibrate the
area of the fascia adjacent to the card reader slot when a user’s
card is moving into and/or out of the slot. In such cases the
vibration may be operative to cause the generation of noise or
inaccurate reading by an unauthorized card reading sensor so
as to make it more difficult to intercept the card stripe data
using an unauthorized reading device. In some embodiments
such vibration may also serve to disclose or make more appar-
ent, the presence of unauthorized card reading devices. Of
course these approaches are exemplary and in other embodi-
ments other approaches may be used. In some exemplary
embodiments provision may be made for detecting the pres-
ence of unauthorized input sensing devices for sensing a
user’s inputs through a keypad of the automated banking
machine. Such unauthorized input sensing devices may be
used by criminals to sense the PIN input by the user. Detect-
ing unauthorized devices may be accomplished by providing
appropriate sensing devices in or adjacent to the keypad. Such
sensing devices may be operative to detect that a structure has
been placed over or adjacent to the keypad. Such sensors may
be in operative connection with the controller in the machine
or other devices which are operative to determine the prob-
able installation of such an unauthorized input sensing
device. Inresponse to determining the probable installation of
such a device, the controller may be operative in accordance
with its programming to provide notification to appropriate
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entities, modify the operation of the machine such as to dis-
able operation or prevent certain operations, or to take other
appropriate actions.

[0092] FIG. 12 shows the cross-sectional view of exem-
plary keypad 32. Keypad 32 is shown schematically, and it
should be understood that not all of the components of the
keypad are represented. Keypad 32 includes a plurality of
keys 250. Keys 250 are moveable responsive to pressure
applied by a user’s finger to provide an input corresponding to
alphabetical or numerical characters. Extending between
some of the keys 250 are areas or spaces 252. Extending in
spaces 252 are sensors 254. In the exemplary embodiment the
sensors 254 are radiation type sensors, but as previously
discussed, in other embodiments other approaches may be
used. Overlying the sensors 254 is an outer layer 256. In the
exemplary embodiment, layer 256 is translucent or otherwise
comprised of material so as to partially enable the transmis-
sion of radiation from the sensors therethrough.

[0093] As represented in FIG. 13, the exemplary sensors
254 include a radiation emitter 258 and a radiation receiver
260. During operation the radiation emitter is operative to
output radiation that is at least partially reflected from the
inner surface of layer 256. The reflected radiation is received
by the receiver 260. Corresponding electrical signals are pro-
duced by the receiver, and such signals are transmitted
through appropriate circuitry so as to enable the controller to
detect the changes in signals that correspond to probable
presence of an unauthorized reading device.

[0094] FIG. 14 is aschematic view of an unauthorized input
intercepting device 262 that has been positioned in overlying
relation of a keypad 32. The input intercepting device 262
includes false keys 264 which are moveable and which are
operatively connected to the corresponding keys 250 of the
keypad. In the exemplary embodiment, input intercepting
device 262 includes sensors which are operative to detect
which of the false keys 264 have been depressed by a user.
Because the depression of the false keys is operative to actu-
ate the actual keys 250, the automated banking machine is
ableto operate with the device 262 in place. Input intercepting
device 262 in exemplary embodiments may include a wire-
less transmitter or other suitable device for transmitting the
input signals to a criminal who may intercept such inputs.
[0095] As represented in FIG. 19, the input intercepting
device 262 includes portions 267 which extend in the areas
252 in overlying relation of layer 256. As represented in FIG.
15, the portion of the input intercepting device extending in
overlying relation of the layer 256 is operative to cause a
change in the amount of radiation from the emitter 258 that is
reflected and sensed by the receiver 260 of the sensor. This is
because the overlying portion will have different radiation
reflecting or absorbing characteristics which will change the
radiation reflective properties of the layer 256 compared to
when no such input intercepting device is present. Thus, the
installation of the unauthorized input intercepting device can
be detected.

[0096] Insome exemplary embodiments the controller may
be operative to sense the level of reflected radiation at the
sensors periodically. This may be done, for example, between
transactions when a user is not operating the terminal. This
may avoid giving a false indication that an unauthorized input
intercepting device has been installed when a user is resting a
hand or some other item adjacent to the keypad during a
transaction. Of course in other embodiments sensor readings
can be taken and compared during transactions to prior values
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stored in a data store to determine if a change lasting longer
than normal has occurred which suggests that an unautho-
rized input intercepting device has been installed rather than
a user has temporarily placed their hand or some other item
adjacent to the keypad. For example, in some exemplary
embodiments the controller may not resolve that there is a
probable unauthorized input intercepting device on the
machine until a significant change from a prior condition is
detected in the radiation properties adjacent to the keypad on
several occasions both during a transaction and thereafter.
Alternatively or in addition, a controller may be operative to
determine that an improper device has been installed as a
result of changes that occur during a time when no transac-
tions have occurred. Alternatively in other embodiments, the
controller may operate to sense and analyze signals from the
sensors responsive to detecting inputs from other sensors,
such as for example an ultrasonic sensor which senses that a
person has moved adjacent to the machine but has not oper-
ated the machine to conduct a transaction. Of course these
approaches are merely exemplary of many approaches that
may be used.

[0097] It should be understood that although in the exem-
plary embodiment radiation type sensors are used for pur-
poses of detection, in other embodiments other types of sen-
sors may be used. These include, for example, inductance
sensors, sonic sensors, RF sensors, or other types of sensing
approaches that can be used to detect the presence of material
in locations that suggest an unauthorized input intercepting
device being positioned adjacent to the keypad. Further, in
some embodiments the controller or other circuitry associ-
ated with the sensors may be operative to make adjustments
for normal changes that may occur at the machine. These may
include, for example, changes with time due to aging of
emitters, the build up of dirt in the area adjacent to the keypad,
weather conditions, moisture conditions, scratching of the
surface of the sensing layer, or other conditions which may
normally occur. Appropriate programs may be executed by
the controller or other circuitry so as to recalibrate and/or
compensate for such conditions as may occur over time while
still enabling the detection of a rapid change which is suffi-
ciently significant and of such duration so as to indicate the
probable installation of an unauthorized input intercepting
device. Of course these approaches are exemplary of many
approaches that maybe used.

[0098] In other embodiments other or additional
approaches to detecting fraudulent reading or other improper
activities may be used. For example, in some embodiments
the fascia of the banking machine may be subject to observa-
tion within a field of view of one or more imaging devices
such as camera 131 schematically represented in FIG. 10.
Camera 15 may be in operative connection with an image
capture system of the type shown in U.S. Pat. No. 6,583,813,
the disclosure of which is incorporated herein by reference.

[0099] In some embodiments the controller and/or an
image capture system may be operative to execute sequences
of activities responsive to triggering events that may be asso-
ciated with attempts to install or operate fraud devices. For
example, the presence of a person in front of the banking
machine may be sensed through image analysis, weight sen-
sors, sonic detectors or other detectors. The person remaining
in proximity to the machine for a selected period or remaining
too long after a transaction may constitute a triggering event
which is operative to cause the system to take actions in a
programmed sequence. Such actions may include capturing
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images from one or more additional cameras and/or moving
image data from one or more cameras from temporary to
more permanent storage. The sequence may also include
capturing image data from the fascia to try to detect tampering
or improper devices. Radiation or vibration tests may also be
conducted as part of a sequence. Notifications and/or images
may also be sent to certain entities or system addresses. Of
course these actions are exemplary.

[0100] In some exemplary embodiments, the controller of
the automated banking machine or other connected comput-
ers may be operatively programmed to analyze conditions
that are sensed and to determine based on the sensed condi-
tions that a fraud device is installed. Such a programmed
computer may be operative to apply certain rules, such as to
correlate the repeated sensing of abnormal conditions with a
possible fraud or tampering condition, and to conduct tests for
the presence of fraud devices. Such events may constitute soft
triggers for sequences or other actions to detect and reduce the
risk of fraud devices. Of course these approaches are merely
exemplary and in other embodiments other approaches may
be used.

[0101] In some embodiments, the automated banking
machine may include sensors adapted to intercept signals
from unauthorized card readers or customer input intercept-
ing devices. For example, some fraud devices may operate to
transmit RF signals to a nearby receiver operated by a crimi-
nal. The presence of such RF signals in proximity to the
machine may be indicative of the installation of such a device.
Such signals may be detected by appropriate circuitry and
analyzed through operation of the machine controller or other
processor, and if it is determined that it is probable that such
a device is installed, programmed actions may be taken.

[0102] For example, in some embodiments suitable RF
shielding material may be applied to or in the fascia to reduce
the level of RF interference from devices within the auto-
mated banking machine at the exterior of the fascia. Antennas
or other appropriate radiation sensing devices may be posi-
tioned adjacent to or installed on the fascia. A change in RF
radiation in the vicinity of the fascia exterior may result upon
the installation of an unauthorized device. The RF signals can
be detected by receiver circuitry, and signals or data corre-
sponding thereto being input to a processor. In some embodi-
ments the circuitry may also determine the frequency of the
radiation sensed to be used in resolving if it is within the range
emitted by legitimate devices such as cell phones of users
operating the machine. In other embodiments the circuitry
may analyze the signals to determine if they are varying, and
the circuitry and/or the processor may evaluate whether the
changes in signal correspond to the input of a PIN or a card to
the machine.

[0103] In response to the sensed signal data, the processor
may operate in accordance with its programming to evaluate
the nature and character of the intercepted signals. For
example, if the signals do not correspond to a legitimate
source, such as a cell phone, the processor may operate to take
actions such as to wholly or partially cease operation of the
automated banking machine, capture images with a camera,
and/or notify an appropriate remote entity through operation
of'the machine. Alternatively, the processor may compare the
sensed RF signals to transaction activity at the machine. [fthe
sensed signals are determined to be varying in ways that
correspond in a pattern or relationship to card or PIN inputs,
for example, the processor may operate in accordance with its
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programming to cause the automated banking machine or
other devices to take appropriate programmed steps.

[0104] Instill other exemplary embodiments the processor
may be in operative connection with an RF emitter. The
processor may operate in accordance with its programming to
cause the emitter to generate RF signals that interfere with the
detected signals. This can be done on a continuing basis or
alternatively only at times during user operation of the auto-
mated banking machine when user inputs are likely to be
intercepted. For example, the processor controlling the emit-
ter may operate the machine or be in communication with a
controller thereof. In such situations, the processor may oper-
ate to control the emitter to produce outputs at times when a
user’s card is moving into or out of a card slot, and/or when
the machine is accepting a user’s PIN or other inputs. Thus,
the emitter may be operative to produce interfering signals
during relatively brief periods so as to not disrupt RF trans-
missions for an extended period in the event an incorrect
determination is made and the RF signals are from a legiti-
mate source. In some embodiments an emitter may be a type
that transmits on a plurality of frequencies intended to disrupt
transmissions within the expected range of frequencies for a
fraud device. In other embodiments the emitter may be con-
trolled responsive to the processor to match the frequency or
frequencies of suspect signals that have been detected. Of
course these approaches are exemplary of approaches that
may be used.

[0105] Inthe exemplary embodiment, the automated bank-
ing machine 10 is provided with enhanced diagnostic capa-
bilities as well as the ability for servicers to more readily
perform remedial and preventive maintenance on the
machine. This is accomplished in an exemplary embodiment
by programming the controller and/or alternatively distrib-
uted controllers and processors associated with the transac-
tion function devices, to sense and capture diagnostic data
concerning the operation of the various transaction function
devices. In an exemplary embodiment this diagnostic data
may include more than an indication of a disabling malfunc-
tion. In some embodiments and with regard to some transac-
tion function devices, the data may include for example
instances of speed, intensity, deflection, vacuum, force, fric-
tion, pressure, sound, vibration, wear or other parameters that
may be of significance for purposes of detecting conditions
that may be developing with regard to the machine and the
transaction function devices contained therein. The nature of
the diagnostic data that may be obtained will depend on the
particular transaction function devices and the capabilities
thereof as well as the programming of the controllers within
the machine.

[0106] An exemplary arrangement includes an automated
banking machine security arrangement. The automated bank-
ing machine includes a Global Positioning System (GPS). An
automated banking machine with GPS can include self-ser-
vice features enabling a user of the machine to carry out
transactions. As previously discussed, an automated banking
machine can include a cash dispenser permitting a cash with-
drawal transaction. As explained in more detail later, GPS (or
some other position indicator) also enables more efficient
servicing of an automated banking machine. Systems and
methods related to the monitoring, status, and servicing of
automated banking machines may be found in U.S. Pat. No.
5,984,178, the entire disclosure of which is herein incorpo-
rated by reference.
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[0107] An automated banking machine (or each machine in
a network of automated banking machines) can be embedded
with a GPS transceiver. The operation of a GPS is well known
and need not be discussed in detail herein. A machine’s GPS
module or unit can identify the geographical position of the
machine by using a coordinate system. For example, the GPS
unit can read its latitude and longitude coordinates with the
use of one or more satellites. A machine with GPS technology
allows the machine to annunciate its location. The machine
can emit its coordinates through a variety of known commu-
nication mechanisms.

[0108] In an exemplary arrangement, an automated bank-
ing machine (or component(s) thereof) is provided with GPS
to permit tracking of the machine (or component(s) thereof).
The tracking can be beneficial in maintaining accurate loca-
tion information on a plurality of machines, especially if
certain machines are moved during their lifetime. As
explained in more detail herein, tracking can also be used to
thwart thieves who are able to pickup and remove an entire
machine unit (or component(s) thereof).

[0109] A GPS unit (including an antenna) can be built into
an automated banking machine so that the GPS cannot be
dismantled. The GPS can be connected with a machine in a
manner ensuring that the machine’s positional information
(i.e., coordinates) can continue to be conveyed. For example,
critical components of the GPS (and machine) can be battery
backed to enable conveyance of the unit’s position. This
arrangement permits a GPS disconnected from its main
power source to still have the ability to accurately obtain from
one or more satellites the machine position. The GPS unit
may comprise a satellite phone.

[0110] An automated banking machine computer or con-
troller can request a reading of location data from the GPS
unit. It should be understood that for purposes of brevity,
herein a “computer” may comprise one or more computers.
The GPS unit can obtain the machine position coordinates
from one or more satellites. The machine computer can
receive the location data from the GPS unit. The machine can
transmit its GPS-obtained position to a service monitoring (or
responsible for) the security of the machine. The security
monitoring service center may oversee the monitoring of
plural GPS-equipped machines. Communication between a
machine and the security center (which may be the machine’s
host) can be carried out in a known manner of communica-
tion, including the use of a phone line, a proprietary line, a
wireless system, a satellite system, a network, an intranet,
and/or the Internet. Critical components in the machine can
also be battery backed to ensure communication with the GPS
unit and the security center. A computer software program
operating at the security center (or in the machine) can be
used to determine if the normally stationary (or fixed)
machine terminal has been improperly moved.

[0111] FIG. 16 shows a shared security/monitoring
arrangement 300 for plural automated banking machines. The
arrangement 300 includes a satellite 302, automated banking
machines 304, 306, 308 with respective GPS units 310, 312,
314, and a security/monitoring center 316. As previously
discussed, the machines 304, 306, 308 can obtain a GPS
reading via the satellite 302 and then transmit the read data to
the security center 316. For example, a GPS reading may be
obtained with a satellite phone which is able to transmit the
GPS data to a web site accessible by the security center
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computer. The security center 316 can include many different
types of communication devices, including a cell phone sys-
tem 318.

[0112] A stolen automated banking machine (or one or
more components thereof) having GPS technology enables
movement of the stolen machine (or the one or more compo-
nents thereof) to be tracked. One or more computers operat-
ing in conjunction with a security center enable the current
position of a moving machine to be tracked in real time.
Software operating in a security center computer can be used
to present the individual GPS-reported machine positions as a
simultaneous path of travel. The software can overlay the
travel path of a stolen machine onto a road map of the sur-
rounding area. Authorities can be kept informed as to the
route of the tracked machine. The real time overlay map can
also be downloaded (e.g., via the Internet) from the security
center to the authorities (e.g., police). The monitoring
arrangement permits a stolen machine with GPS to be recov-
ered.

[0113] The security center can be in operative connection
with a database containing the locations of respective auto-
mated banking machines stored in memory. The security
center can use a computer (e.g., a host computer) to compare
a received machine GPS location to the stored location
assigned to that particular machine. If the compared locations
do not substantially match, then the computer can determine
that the machine was stolen and, responsive thereto, cause
proper action to be initiated. The comparison may include a
predetermined percentage error range to compensate for GPS
reading calibrations, fluctuations, deviations, and other fac-
tors. Additional GPS location data readings and location com-
parisons may be performed to ensure accuracy before a final
determination on theft is made.

[0114] FIG. 17 shows steps in a process of comparing read
GPS location data to stored automated banking machine loca-
tion data. Location data for a plurality of machines (i.e.,
machine #1 to machine #N) is stored in a database 320. Stored
data 322 includes location data corresponding to the fixed or
assigned location of machine #1 (e.g., machine 304). Stored
data 324 includes location data corresponding to the fixed
location of machine #2 (e.g., machine 306). GPS data 326 was
obtained using the GPS unit of machine #1. The location data
in the stored data 322 for machine #1 is compared to the GPS
location data 326 for machine #1 by using a computer 328,
which may be in the security center 316. If the comparison
results in a corresponding “Yes” match, then machine #1 is
determined as secure 330.

[0115] However, if the comparison does not results in a
corresponding match, then the security status of machine #1
is determined as stolen. Following a “No” match, at least one
of'the response actions 332, 334, 336, 338 can be executed, as
explained in more detail later. That is, response to a determi-
nation of theft one or more actions can be initiated, including
notifying 332 the authorities about the theft, firing 334 dye
packs located in the stolen machine, tripping 336 an alarm in
the stolen machine, and/or tracking 338 movement of the
stolen machine. It should be understood that a security center
316 can include the database 320 and the computer 328, and
cause commencing of the actions 332, 334, 336, 338. Alter-
natively, the database 320 can be remotely located from the
security center 316, yet in operative connection therewith to
enable the security center to request and receive location data
from the database (and store data in the database).
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[0116] It should be understood that an automated banking
machine can be equipped with one or more GPS units. Dif-
ferent GPS units can be spaced from each other by being
arranged at predetermined locations in/on the machine. One
or more components or parts of an automated banking
machine can be equipped with a GPS unit. For example, but
not limited thereto, machine components such as one or more
currency cassettes, deposit cassettes, money order paper
stock cassettes, divert/retract cassettes, computer elements,
display devices, safe, etc. can each have their own GPS unit.
Providing individual component parts of a machine with GPS
communication ability allows these component parts to be
tracked separately to/from the rest of the machine body. Thus,
individual machine components (each having one or more
GPS units) can be tracked or monitored in the same manner
previously described for an entire machine. Thus, a stolen (or
missing) component that was separated from the main body
of the machine can be tracked for recovery. The ability to
track individual machine components also enables secure
oversight of currency cassettes (or other valuable machine
components) on their journey toward/from a machine. For
example, replacement currency assigned for transport to a
predetermined machine location can have its travel path
monitored via the GPS arrangement to ensure its proper deliv-
ery. Each currency cassette in a system of plural currency
cassettes can have its location monitored for reasons of status,
availability, inventory, etc.

[0117] The GPS location analysis performed by the secu-
rity center 316 for a particular automated banking machine
can be used to cause the firing of dye packs in that particular
machine. FIG. 18 shows the machine 304 including a secure
chest or safe portion 340. The machine chest 340 includes a
dye pack 342 adjacent to cash 344 in a currency dispenser
346. The cash 344 may be in a currency cassette in the cur-
rency dispenser 346. The machine chest 340 also includes a
dye pack 348 adjacent to cash 350 in a cash deposit bin 352.
The cash deposit bin 352 can hold cash that was deposited by
machine users or cash that was not taken following a cash
withdrawal transaction. The GPS transceiver 310 and a
machine computer 354 are also shown. The machine com-
puter 354 can cause firing of the dye packs 342, 348. The
computer 354 can be instructed by the security center 316 to
fire the dye packs 342, 348. The machine 304 further includes
movement sensors 360, 362. Although the GPS unit 310 and
the machine computer 354 are shown in the upper portion 356
of'the machine housing 358, it should be understood that they
may be situated inside of the secure chest portion 340 of the
machine housing (e.g., like GPS unit 314).

[0118] Different communication methods can be used in
carrying out the determination of whether a machine was
stolen. In one arrangement the machine computer 354 can
periodically obtain a regularly time-based location reading
from the GPS unit 310 (i.e., predetermined reading times). In
another arrangement the machine computer 354 can continu-
ously receive updated GPS data from the GPS unit 310. The
machine 304 (or the GPS unit 310) can transmit the read GPS
location information to the security center 316. The security
center 316 analyzes the transmitted GPS location information
(e.g., by performing the previously discussed location com-
parisons) to determine if inappropriate movement (e.g., theft)
involving the machine 304 has occurred. As previously dis-
cussed, response actions 332, 334, 336, 338 can also be ini-
tiated via the security center 316.

May 8, 2014

[0119] Inanother arrangement the machine 304 can use the
sensors 360, 362 (e.g., motion detectors) to detect movement
(e.g., tilt, lateral, vertical, and/or horizontal movement) of the
machine 304. The machine computer 354 is in operative
connection with the sensors 360, 362 to receive information
therefrom. In response to a sensed machine movement, the
machine computer 354 can take action to thwart the suspected
theft of the machine 304. For example, the computer 354 can
cause the dye packs 342, 348 to be fired. The computer 354
may notify the security center 316 of the sensed machine
movement. As previously discussed, the security center 316
can initiate response actions 332, 334, 336, 338 to thwart the
suspected theft of the machine.

[0120] Alternatively, an analysis of GPS location informa-
tion can be used to verify whether or not the sensed machine
movement was the result of the machine 304 being illegally
moved from its expected location or because of some other
disturbance (e.g., an earthquake). In response to a sensor 360,
362 detecting movement of the machine 304, the machine
computer 354 can request a location reading from the GPS
unit 310. The machine 304 transmits the acquired GPS loca-
tion data 326 to the computer 328 associated with the security
center 316. Again, the security center 316 can compare (as
previously discussed) the GPS location data 326 to stored
location data 372 to determine whether the particular
machine 304 (i.e., machine #1) was actually moved from its
foundation. Thus, both movement sensors 360, 362 and GPS
310 can be used together to accurately determine whether or
not a machine 304 was stolen.

[0121] In a further arrangement the plurality of automated
banking machines 304, 306, 308 each include a wireless cell
phone. FIG. 18 shows the machine 304 including a cell phone
system 366. The machine computer 354 is in operative con-
nection with the cell phone 366. Each machine can use their
cell phone to call the security center 316, which includes the
cell phone system 318. Each machine is also operative to
receive calls from the security center 316. The security center
cell phone system 318 is operative to simultaneously com-
municate with plural machines via their cell phones.

[0122] The security center 316 is in operative connection
with a database having memory for storage of cell calling area
information corresponding to each respective machine cell
phone. The stored cell calling area information can be in
previously discussed database 320 or it can be in a separate
cell database. FIG. 19 depicts an expanded portion of the
database 320 showing additional machine information. The
previously discussed stored data 322 corresponding to
machine #1 is also depicted. For machine #1 the identity data
370 is stored in corresponding relationship with the
machine’s location data 372, cell phone number data 374, and
call cell data 376. The database 320 enables the identity 370
of'a machine to be ascertained via its stored location data 372
or by its stored cell phone number data 374. Likewise, a
machine location 372 can be identified via its cell phone
number 374, and vice versa. That is, in the database 320 each
machine cell phone number is also stored in corresponding
relationship with a respective cell calling area. For example,
phone number data 374 is stored in relation with cell data 376.
The cell assigned to an automated banking machine can be the
call cell in which that machine is physically located. That is,
the assigned cell can be the cell in which the cell phone (ofthe
fixed machine) would use to originate a phone call. The stored
location data for a particular machine can be used to deter-
mine which cell is to be assigned to the phone number for that
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particular machine. That is, the assigned cell can be based on
the stored (and assigned) location. For example, the cell call-
ing area which covers the location 372 of machine #1 can be
used as the cell 376 assigned to machine #1. Using the stored
location data enables the database to be quickly updated to
reflect any changes in cell areas, cell providers, etc.

[0123] It should be understood that some automated bank-
ing machines may be located in the same cell calling area.
Thus, these machines could be assigned the same cell data in
the database 320. For example, both machine #1 and machine
#3 could have the same stored cell data. Contrarily, a cell in
the database may be assigned to only a single cell phone
number because the phone number belongs to an isolated
distant machine. For example, the cell data assigned to
machine #2 may be the only instance of that cell in the entire
database 320.

[0124] It should be understood that one or more compo-
nents or parts of an automated banking machine can be
equipped with a wireless cell phone. As previously discussed,
these machine components may comprise one or more cur-
rency cassettes, deposit cassettes, money order paper stock
cassettes, divert/retract cassettes, computer elements, display
devices, safe, etc. Providing individual component parts of a
machine with their own cell phone communication ability
allows these component parts to be tracked separately from/to
the remainder of the main machine body. Thus, individual
machine components (each including one or more cell
phones) can be tracked or monitored in the same manner
previously described for an entire machine.

[0125] An exemplary security checking operation involv-
ing the cell phone arrangement will now be discussed. A
machine computer 354 causes the cell phone 366 of a
machine (or machine component thereof) to periodically call
the security center cell phone system 318. The security center
316 uses the computer 328 (or another computer) to perform
an initial analysis of the received call. In an exemplary
embodiment of first level security analysis, the security center
316 can recognize which machine cell phone placed the call,
such as by using caller ID, etc. The security center 316 canuse
this information to learn the cell assigned to the machine from
which the call was made. For example, the security center 316
can use caller ID to ascertain the phone number 374 belong-
ing to a call originating from the phone of the not yet identi-
fied machine. By knowing the phone number 374 the security
center 316 can use the database 320 to identify the machine as
machine #1. The security center 316 can further use the data-
base 320 to determine the cell 376 assigned to machine #1.
Thus, the assigned cell 376 is known.

[0126] Next, the security center 316 needs to compare the
assigned cell 376 to the used cell. The security center 316 can
obtain the cell used by the machine phone. Triangulation
calculations or secondary sources may be used in obtaining
the cell in which the call was made. The security center
computer 328 can then compare the obtained cell to the cell
376 assigned to that particular machine 370. If the compared
cells do not match, then it is determined that the cell phone of
machine #1 was moved out of its assigned cell area 376. The
security level for machine #1 can be flagged as suspect Thus,
the theft of machine #1 can be viewed as suspect In the first
level of security analysis, improper movement of a particular
machine can be suspected via the machine’s cell phone, with-
out using the machine’s GPS unit. Although machine #1 was
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used in the example, it should be understood that a first
analysis can be applied to any of the machines in the machine
network.

[0127] Returning to the exemplary example, following a
suspicion of theft of machine #1, the security center 316 can
initiate appropriate response actions 332, 334, 336, 338 to
thwart the suspected theft, as previously discussed. Alterna-
tively, in response to the suspicion, the security center 316 can
begin another (second) level of security analysis on machine
#1. That is, a second analysis can be performed before a
response action 332, 334, 336, 338 is initiated by the secmity
center 316. The second analysis can be performed to double
check or validate the suspicion of theft of machine #1. The
second analysis can be independent from the first analysis.
The second analysis can use the GPS unit of machine #1.
[0128] In an exemplary embodiment of second level secu-
rity analysis, the security center 316 submits a request to the
suspect machine #1 asking for an updated GPS reading. The
request can be communicated in a manner previously dis-
cussed, including using cell phone communication. In a man-
ner previously discussed, a machine computer 354 attempts
to obtain an updated reading with its GPS unit 310, and then
transmit the updated reading to the security center 316. The
security center 316 can then compare (as previously dis-
cussed) the updated GPS location data 326 to database loca-
tion data 372 corresponding to the suspect machine #1. Based
on the location comparison, the security center 316 can deter-
mine whether the suspected theft activity was founded. If an
updated GPS reading is no longer obtainable then this infor-
mation can also be a factor in the determination. Once a
determination is made that the machine was actually illegally
moved (i.e., stolen), then responsive actions such as notifying
authorities 332, firing dye packs 334, starting an alarm 336,
and/or machine tracking 338 can be initiated to thwart the
theft. In other security arrangements, the machine does not
have to rely on a security center to perform a determination of
machine movement. In an exemplary embodiment the
machine’s own computer can make the determination.
[0129] An automated banking machine computer can have
a backup battery power source. Battery sources for computers
areknown in the art. A machine computer 354 can have access
to location data locally stored in the machine. For example,
the machine data 322 can be stored in machine #1 or in a
security software program operating in machine #1. The loca-
tion data 372 for machine #1 may have been previously down-
loaded to machine #1 for storage therein. Thus, the machine
#1 computer 354 itself (instead of the security center) can run
a security computer program to perform a comparison of the
machine’s assigned location 372 to the location obtained
from the machine’s GPS reading 326. If the machine com-
puter 354 determines that the locations 372, 326 do not match,
then the machine computer 354 can cause a machine alarm to
trip and/or notify the security center (or other authorities)
regarding the theft of the machine. Again, the security center
can cause appropriate response actions 332, 334, 336, 338 to
be carried out.

[0130] In another security arrangement, motion sensors,
GPS, and a cell phone (or cell phone modem) can be used in
combination to analyze the status of a machine. For example,
a machine GPS unit can periodically or continuously receive
position readings. The GPS unit and cell phone are in opera-
tive connection so that the cell phone can receive GPS data
from the GPS unit (even when the cell phone is in an “off” or
sleep condition). Detected motion of the machine (via a
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motion sensor) causes the cell phone to be placed in an “on”
or awakened condition (i.e., turned on). The cell phone when
turned on is programmed to transmit GPS data to a satellite.
The satellite can receive the transmitted data and recognize
the data sender (i.e., the cell phone/machine). The satellite
can then send the GPS information and sender data to a web
site that allows monitoring of the machine’s location. That is,
the web site can be accessible by a security center computer.
[0131] It should be understood that various alternative
combinations may be used in the exemplary embodiments.
For example, a cell phone can be programmed to receive and
transmit the GPS data. A cell phone can include the GPS
system. Also, while motion is detected, a cell phone can be
periodically turned on (e.g., every minute) to receive and/or
transmit the GPS data. When movement of the machine stops,
so do the transmissions. Furthermore, the cell phone can
bypass the satellite to send the GPS information (and cell
phone/machine 1D data) directly to the web site (or a data-
base). A computer can link the GPS unit and the cell phone.
Alternatively, a GPS satellite phone may be used.

[0132] An automated banking machine’s alarm can be
tripped responsive to reading GPS data. The alarm can also
have a backup battery power source. An alarm controller in
the machine can activate the alarm in response to the
machine’s security computer program determining move-
ment of the machine via the GPS reading (and/or via one or
more movement sensors). The alarm can be audible or silent.
A silent alarm can notify a security center or authorities. An
audible alarm can have different decibel levels. A higher
decibel level, which is uncomfortable to a thief operating the
getaway vehicle, may be used while machine movement is
detected. The alarm can be switched to a lower decibel level
when machine movement is no longer detected, or vice versa.
Hence, a machine can have a plural stage audible alarm.
Fmthermore, known functions for drawing attention to a sto-
len machine or cash may additionally be used. For example,
the GPS can also be associated with tripping a cash staining
device (e.g., dye packs) located in the machine.

[0133] Other communication devices can also be used in
determining the location of an automated banking machine
(or one or more components thereot). For example, a machine
(or one or more components thereof) can be fitted with one or
more radio frequency identification (RFID) tags (or labels or
devices or indicator members). The RFID tags can be of any
type, including those that operate on an RF backscatter prin-
ciple. The RFID tags can be passive or active. The RFID tags
can be read by RFID tag readers. A tag reader can be used in
determining that a particular machine (or one or more com-
ponents thereof) was near a particular location. Each tag
reader can be operatively connected with a computer of a
machine security monitoring system. The reading of a tag of
a machine can be an indication that the machine was moved.
Thus, the reading of a machine tag can cause the proper
authorities to be notified that a machine (or component
thereof) has been moved (e.g., stolen).

[0134] RFID tag readers can be positioned at predeter-
mined geographic locations, including local and remote loca-
tions. For example, RFID tag readers can be locally located in
the immediate area surrounding an automated banking
machine so that any short distance movement of the machine
would be detected. The detection of local (initial) movement
of' a machine can be useful in quickly notifying authorities
during the initial stage of machine theft. Other tag readers can
be remotely (further) located from the machine, such as along

May 8, 2014

streets or roads. The detection of travel movement of a
machine can be useful in notifying authorities as to the direc-
tion of travel of a stolen machine. The detection can aid in
tracking the machine.

[0135] Inan exemplary embodiment, if a stolen automated
banking machine (or component thereof) is taken on a high-
way near a toll location having an RFID tag reader system
such as EZ Pass, then the machine’s RFID tag can be read and
recorded. The system’s record shows that the specific
machine tag was detected near a specified location at a spe-
cific date and time. The RFID tag detection system can also be
programmed to receive data corresponding to a reported sto-
len machine. The system can check whether a read tag
matches a tag of the stolen machine. Upon determination of a
match, the system can then automatically provide authorities
(e.g., police) with the record for that tag (of the detected stolen
machine).

[0136] The RFID tag detection system can also include
additional security features. For example, the matching of a
stolen tag can cause the tripping of a camera(s) to capture one
ormore images of the vehicle, license plate, and/or driver, etc.
The images can be sent along with the record as a report to the
proper authorities. In other system arrangements, upon detec-
tion of a reported stolen RFID tag, devices adjacent the
vehicle can be activated to impede or prevent further move-
ment of the vehicle. For example, a toll gate can be disabled
or tire spikes raised. The system can operate in real time. The
detection/monitoring system can include one or more com-
puters and communicate via the Internet or other communi-
cation arrangements.

[0137] Inafurther exemplary embodiment, even if an auto-
mated banking machine 304 is stolen, the cash in its chest
portion 340 (or safe) can be rendered useless to the thieves.
The security system in the machine can also monitor the
sequence that was used to open the machine’s chest 340. The
security system, which can include the computer 354 and a
software program operable in the computer, can recognize a
normal (or permitted) chest opening sequence. The security
system can also detect a non normal (or non authorized) chest
opening sequence. If the chest is not opened in the proper
sequence, then the security system can act to have cash 344,
350 inside the chest 340 marked in a manner indicative of
stolen cash (e.g., stained/dyed cash). The software can be
programmed to monitor of all chest opening sequences.
[0138] Alternatively, the software can be programmed to
initiate monitoring of a chest opening sequence following a
detection of suspicious (or confirmed) machine movement.
An example of a normal sequence for accessing the cash in
the chest will now be demonstrated. The predetermined chest
door opening sequence can include a plurality of sequence
events. In the example, the automated banking machine is
first put into a maintenance mode. Next an unlocking of the
chest door occurs. This may include entering one or more
correct combinations. Next the chest door handle is turned to
cause an interior lock bolt to move to unlock the chest door.
Then the chest door is pivoted or swung to an open position to
provide access to the chest interior. It should be understood
that the opening of the chest door may be one of the sequence
events. The performing of certain steps in the sequence can be
a prerequisite for later steps.

[0139] Sensors can detect whether a predetermined (nor-
mal) sequence portion was carried out. The sensors can be in
operative connection with the security system computer to
provide feedback to the computer. Again, the security system,
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including the computer and sensors, can operate with a
backup power source, such as one or more batteries. The
computer can be informed or recognize when the automated
banking machine status condition is in maintenance mode.
Sensors can be used to detect when unlocking of the chest
door occurs. The entering of mechanical or electronic com-
binations can be sensed. Sensors can detect when the chest
door handle is turned. Sensors can be positioned adjacent to
the handle to detect movement of the handle. Motion sensors
can be positioned adjacent to the lock bolt work components
which (in the predetermined sequence) would need to move
to permit opening of the chest door. Other sensors can be used
to detect when the chest door was moved from a closed
position to an open position. An example of a lock bolt work
arrangement for an automated banking machine may be
found in U.S. Pat. No. 5,784,973, the entire disclosure of
which is herein incorporated by reference.

[0140] The software operated by the security system com-
puter can analyze the sensor input to determine if any events
or steps in the normal chest door opening sequence have been
bypassed. The software can compare the sensed (performed)
sequence events to the stored (expected) predetermined
sequence steps. For example, the automated banking machine
computer can monitor and track sequence event occurrence.
Responsive to the monitoring, the computer can determine
whether all expected sequence events have occurred. The
computer can assign a condition (e.g., positive or negative) to
the chest door opening status. Therefore, when opening of the
chest door is detected, the computer can conclude whether to
fire the dye packs. In a non normal chest opening sequence the
chest door was opened, but not in the expected sequence. For
example, the chest door (or other chest components) may
have been drilled or burnt to enable the chest door to be
opened for accessing the cash. The exemplary automated
banking machine security system can detect if a chest bolt
was unlocked without the chest door lock first being unlocked
(or other optional prerequisite steps, e.g., maintenance mode,
combination, code access, etc.). For example, the security
system can detect whether the door combination was not
correctly (or ever) entered, yet the chest’s interior bolt was
moved to an unlocked position. The security system can also
detect whether the chest door was opened without turning of
the door handle. The security system can make a determina-
tion that unauthorized access was granted to the chest interior
responsive to the door being opened (or in an unlocked posi-
tion enabling opening thereof) out of sequence. The detection
of'anonnormal chest door opening sequence (or order) can be
interpreted as an attack against the chest (and any cash
therein).

[0141] In response to a determination of an attack against
the chest, the cash 344, 350 inside the chest 340 can be
devalued by the security system. The chest 340 includes a
chest door, such as previously discussed chest door 18. The
chest door in an open position enables a service person to
access devices and components in the security chest interior.
The security system includes a currency staining system. and
a method of actuating the staining system. For example, the
security system can include dye packs 342, 348. The dye
packs 342, 348 can be located in the chest 340 adjacent to the
cash 344, 350. The security system can cause the dye packs
342,348 to be activated (e.g., fired or exploded) to release the
dye therefrom. The security software operating in the auto-
mated banking machine computer 354 can be programmed to
cause the computer 354 to initiate firing of the dye packs 342,
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348 in response to a determination that the door of the chest
340 was opened (or moved) without following (or completion
of) a required sequence (or pattern) for opening the chest
door. That is, dye packs can be triggered to fue upon unau-
thorized movement of the chest door. The computer program-
ming software in the security system can be read by the
computer 354 to determine unauthorized chest access and
initiate an electronic firing of the dye packs.

[0142] The automated banking machine security system
computer may determine that the door opening sequence is
improper prior to the chest door being opened. Thus, the
computer may be programmed to automatically fire the dye
packs when the chest door is still closed but is detected as
being placed in an unlocked condition. In other programming
embodiments firing of the dye packs may not occur until the
chest door is actually opened. For example, the computer may
not determine an improper sequence until the chest door was
actually opened.

[0143] Inalternative embodiments the computer canissue a
warning of a detected improper chest opening sequence. Such
a warning can be audible or visible (e.g., a display message,
etc.). The warning may be presented in a manner that is
undetectable (silent) to the public, but detectable to an autho-
rized service person. The warning may be presented as a
flashing light at the rear of the automated banking machine.
The warning may be presented via a cell phone call to a
specific number at a security center. The warning may be
beneficial to an authorized service person who inadvertently
generated an out-of-sequence step. A code can be inputted to
the machine to override or reset the out-of-sequence program-
ming, or disable firing of the dye packs. Entry of the code may
be time based. For example, if the code is not entered within
apredetermined time period, then override is no longer a valid
option. Dye released from a dye pack 342, 348 is operative to
deface cash (i.e., currency or money or notes or bills) in a
known manner. The size and amount of dye packs and their
placement relative to cash in a machine chest can be strate-
gically predetermined to ensure optimum devaluing of all the
cash in the chest upon activation of the dye packs. New
automated banking machines can be provided with the
sequence monitoring security system. Existing automated
banking machines can be retrofit with the security system.
Because the sequence monitoring security system can be
provided in some machines without needing any additional
sensors or alarm grids, it can be easy to provide a low-cost
retrofit. The sequence monitoring security system may be
provided as a backup to normal anti-theft detection arrange-
ments for machines.

[0144] As previously discussed, an automated banking
machine computer can cause dye packs to be fired, such as in
response to a security software program detecting an
improper chest opening sequence. That is, a machine com-
puter can control operation of the machine dye packs. As
previously discussed, a machine computer can also commu-
nicate with the security center computer. Thus, the security
center can directly communicate instructions to the machine
computer, including instructions for the machine computer to
fire the dye packs. That is, regardless of the monitored secu-
rity status of a chest opening sequence, a machine computer
can be instructed by a security center to activate the dye packs
at any time. Thus, dye pack activation can be independent of
chest opening sequence monitoring.

[0145] As previously discussed, dye pack activation can be
aresponse action 334 to machine theft. A security center 316
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can use machine GPS information 326 to confirm that a
machine was stolen. Responsive to the confirmation of theft,
the security center 316 can instruct the machine computer 354
to actuate its dye packs 344, 348. Upon the machine computer
354 receiving the instruction to fire the dye packs 344, 348,
the machine computer can cause the dye packs to be exploded
to stain the cash 344, 350 located within the interior of its
chest 340. Thus, the staining of money inside of a machine
can be the result of a positional reading taken with a GPS unit
of that machine.

[0146] Inanother exemplary arrangement, the security cen-
ter itself can directly signal machine dye packs to fire. That is,
the security center can fire the dye packs without using the
machine computer. The security center may cause the dye
packs to be activated following a theft confirmation. The
signal from the security center to a dye pack may be
encrypted. A dye pack can have a trigger device (or a deto-
nator) set to fire upon receiving a predetermined frequency or
wave. A radio frequency may be used. The frequency can be
unique to a particular dye pack or a series of dye packs in a
particular machine. The security center can generate and
transmit the frequency. Alternatively, if the security center is
too far from the machine, then the security center can cause
the machine (or another nearby source) to initiate or generate
the triggering frequency.

[0147] It should be understood that the scope for determin-
ing whether an automated banking machine was moved is not
limited to the embodiments disclosed herein. For example,
image recognition, land-based radar, and sound waves can
also be used in determining whether a machine was stolen. A
camera unit can be fixedly mounted to periodically capture an
image of a machine. The camera unit can transmit the image
to a security center. The security center can have an original
image of the machine stored in a database. The security center
can use image recognition software to compare the image
received from the camera unit to the image in storage. Like-
wise, data relating to land based radar and/or sound waves can
be used in determination comparisons. If compared data does
not match, then an appropriate response action can be initi-
ated by the machine, as previously discussed. Alternatively,
one or more additional analyses may be performed to confirm
that the machine was actually stolen. The confirmation analy-
ses may include security comparisons already discussed,
such as comparisons involving data related to movement sen-
sors, RFID tags, phone cells, and/or machine GPS.

[0148] An automated banking machine may need servic-
ing. Machine servicing may include (but is not limited to)
repair (e.g., of components, transaction function devices,
lights, belts, electronics, etc.), preventive maintenance,
replenishing supplies (e.g., cash, paper, deposit envelopes,
coupons, etc.), and/or removing items deposited in the
machine (e.g., cash, envelopes, checks, etc.). A machine can
provide its location information via GPS to a service center. A
machine with GPS provides the service center (which may
comprise the security center) the ability to identify the closest
service personnel to the machine’s location. A dispatching
program can operate in a service center computer (or a
machine host computer). The machine service center can
receive both GPS location information and a service request
from a machine. The GPS information and service request
may be received in the same transmission packet. The service
center can also receive (e.g., via GPS, address input, phone,
voice, etc.) the current (or latest) locations of service person-
nel inthe field. The dispatching program can determine which
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available service person can reach the machine needing ser-
vice the quickest. The program can match service personnel
to service-needing machines for optimum efficiency.

[0149] The dispatching program can also use received
machine GPS location information to generate optimal direc-
tions for the chosen service person to use to reach the
machine. The directions can include the most efficient route.
The directions can be transmitted to the service person in a
known manner. The dispatching program can also operate in
real time with regard to current traffic conditions that may
influence the route decisions, and hence the servicer-to
machine matching. Thus, the chosen servicer may not neces-
sarily be the closest servicer in distance. In an exemplary
embodiment, the servicer is chosen based on smallest esti-
mated travel time. The use of machine GPS allows a servicer
to reach a machine in the quickest manner. The ability to
quickly associate the location of a machine needing servicing
with the current positions of available service personnel
results in a more efficient service dispatch. Machine operat-
ing efficiency can be improved.

[0150] In other exemplary embodiments, an automated
banking machine can signal what type of servicing is needed.
Thus, a servicer may be chosen based on smallest estimated
travel time in conjunction with the needed skill level of the
service person. An automated banking machine with GPS
technology also enables the service person to find the exact
machine that needs servicing. In some situations a service
record provided to a service person may be vague. It may be
difficult for the service person to find a machine based on the
address location of the machine. For example, a service
record may have a machine address listed as that of an imme-
diate area, such as a retail shopping mall. However, a plurality
of machines may be located in the shopping mall. It could be
difficult for the service person to determine in a timely man-
ner which machine is to be serviced.

[0151] Inanexemplary arrangement the particular machine
that needs to be serviced can provide its distinguishing exact
location information via GPS to the service center which in
turn can pass the GPS data to a service person. A GPS infor-
mation signal (location indicating signal) indicative of the
machine’s location and a service request signal can be
received by the service center. The service center can transmit
the machine location data and the service type needed to the
service person’s hand-held device, which can be part of the
service person’s navigation system. This arrangement is
shown in FIG. 20. It should be understood that transmitted
signals may be modified or translated by other devices before
reaching the service center. Hence, a signal sent from a
machine may not necessarily be the same signal received by
the service center. Therefore, for purposes of this invention, a
signal sent from a machine and received by a service center
(or a service person’s hand-held device) encompasses this
situation.

[0152] The service person can use a hand-held GPS signal
reading device to ascertain or determine the machine’s pin-
point location. The hand-held GPS device may also be a part
of'acell phone or atime piece (i.e., watch) equipped with GPS
technology that allows an operator thereof to physically
match GPS coordinates. That is, when the machine is found
the hand-held GPS read-out device and the machine should
have substantially the same GPS location. As previously dis-
cussed, the hand-held GPS device can be part of a service
person’s navigation system. For example, the hand-held
device can be a GPS-enabled mobile device. The navigation
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system (including the portable device) can display an elec-
tronic map (or portions thereof), including the service area.
The system can receive the machine’s GPS data from the
service center. The navigation system can simultaneously
display several locations on the same street map, including
the machine location, the service center location, and the
current location of the service person. The servicer canuse the
displayed electronic map to determine the best route to the
machine.

[0153] It should be understood that the navigation system
can include more than one display device. For example, the
service person’s vehicle can have a (fixed) display device that
displays the locations. The service person’s (portable or
mobile) hand-held device can likewise displays the locations.
[0154] It should also be understood that a service person’s
hand-held device can have many features and capabilities.
The hand-held device can comprise a mobile device (i.e.,
phone, PDA, etc.) that can call up and display electronic maps
via mapping software, mapping applications, etc. Mobile
mapping and location-based services can be used, e.g.,
mobile mapping using Wi-Fi, geographically indexed data-
bases for mobile operations, wireless geo-aware services for
mobile devices (i.e., cell phones), etc. A satellite-based global
positioning system can be used to pinpoint a servicer’s cell
phone or PDA location. Maps can be provided to mobile
devices by GPS or mapping cards can be slipped into the
devices. The mobile devices can use earth satellite-image,
mapping sites, and mash-ups (i.e., maps that have been
infused with other information, such as real time traffic infor-
mation or instant messaging). Automated banking machine
servicers can receive graphical maps, job details, and step-
by-step directions to the job site on cell phones, PDAs, and
other hand-held devices. The mobile devices can store maps
for future use. The mapping and direction features enable
dispatch and route systems to be enhanced, including real
time location and tracking information.

[0155] Automated banking machines canrequest a need for
servicing via a call to a service center (service provider) or
on-line, with their address routed to the service center’s intra-
net and then to a map location server via a mapping web
service software maintained on the service center’s server(s).
The map location server can connect real time location infor-
mation provided from a service person’s mobile device with
mapping and routing information provided by the mapping
service. A service driver’s whereabouts (and travel patterns)
can be tracked using cellular signals or GPS, e.g., by tracking
their mobile devices. This also enables highly mobile service
employees to be personally located or contacted, if necessary.
The real time location of service vehicles can likewise be
tracked and analyzed. A record of the routing data (including
traffic time and route duration) can be analyzed to enhance
future service call routing and scheduling, including deter-
mining (or linking) the best time of day for service travel to
the type of particular machine service needed.

[0156] A servicers mobile device can be used with GPS-
based services that use wireless mapping. The mobile devices
(e.g., a J2ME-enabled cell phone) can support J2ME, a ver-
sion of Java 2 with a graphical interface that makes it possible
to put color maps on a relatively small screen. The mobile
devices also have the capability to support later versions of
Java. PDAs can also be used support mapping software, appli-
cations, and services. Mapping and message capabilities can
be combined. A service person (or a service center or another
entity) can find maps and directions at a Web site and then
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have that information sent or downloaded directly to their
mobile device (e.g., cell phone). The service company (e.g.,
service provider) can use group mapping that enables each
service person to simultaneously see the location of all the
other (in-field) service persons (and the service center) on a
(common) electronic map. Wireless mapping applications
can be used that integrate instant messaging, such as showing
where colleagues are on a map while they talk or text to each
other. These features enable nearby service personnel to
receive or trade automated banking machine components
with each other instead of having to return to a service center
for the part. The features also enable service personnel in the
field to ascertain and contact nearby assistance, especially for
machine repairs that require more than one person.

[0157] Accessto Web-based maps can be provided through
one or more Internet connections, such as via a cellular net-
work or Wi-Fi hot spots. A mobile device (e.g., Wi-Fi enabled
PDAs, J2ME-enabled cell phone, smart phones, etc.) can also
be used to access and use Web-based 3-D mapping software.
Mapping software can also include support for GPS-enabled
devices via Bluetooth technology, including enabling service
persons to find directions using GPS coordinates. For
example, directions to an automated banking machine can be
provided responsive to the servicer proving only GPS-based
data. A servicer’s mobile device can also receive satellite
imagery (e.g., Virtual Earth, Google Earth, etc.) and 3-D
images of buildings and streets, including zoom-in and zoom-
out features.

[0158] It should be understood that a servicer person’s
mobile device can be equipped with other features, programs,
and communication capabilities. It should also be understood
that the mobile devices discussed herein encompass those
versions that have the capability to support later (newer)
versions of mapping and/or direction software and features.
Additionally, it should be understood that for purposes of this
invention a “hand-held” device need not be specifically car-
ried by hand, but also encompasses those devices that may be
located on (or supported by) the body of a service person. For
example, a mobile hand-held device may be fitted adjacent to
an ear or eye of the service person (e.g., a communications
head phone, head gear, ear piece, and/or eye piece).

[0159] An exemplary process of getting information and
carrying out a service call will now be presented. The service
person activates their mobile device’s (e.g., cell phone, PDA,
etc.) mapping software through an Internet link or a phone
call to the service center (or another entity) to get (updated)
maps and directions. Using GPS technology, the cell phone
connects to a satellite to get the service person’s current
position (i.e., GPS coordinates of the mobile device). This
position is then (automatically) communicated to the cell
phone’s mapping software. The software loads a map image
that corresponds to the service person’s GPS coordinates. The
electronic map image(s) is displayed on the cell phone’s
display screen. The service person can additionally enter an
address (or identifier) of the particular automated banking
machine they want to locate and service. The GPS technology
finds the GPS coordinates for that machine’s location based
onthe address provided. With the locations of both the service
person and the machine, the cell phone’s mapping software
can build the necessary maps and provide detailed directions
to the machine. The maps and directions are displayable on
the cell phone’s display screen. The service person’s current
location and the service person’s final location (i.e., the loca-
tion of the machine) can both be simultaneously displayed on
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the same map layout in real time. As the service person’s
current location changes, the map is updated to reflect the
movement. Thus, a mobile device can get map data; get its
GPS coordinates; present a map showing the location of the
mobile device thereon; receive machine location data; present
a map showing the machine’s location thereon responsive to
the received machine location data; present a map showing
the machine’s location and the mobile device’s location
thereon; and provide map-based directions between the loca-
tions.

[0160] The quick locating of the proper machine can thus
be achieved during a machine servicing process. As previ-
ously discussed, a machine can emit data representative of its
location via a signal (e.g., GPS, cell phone, etc.). The emitted
signal can be received by a service center or service person
(e.g., via a portable hand-held device, phone, computer,
reader, sensor, etc.). A service person can then tangibly
(physically or in person) locate (access or pinpoint or view)
the particular machine that corresponds to the received loca-
tion data. That is, the service person, based on the received
machine location information, can move (or relocate) to a
servicing location that is located adjacent or at the machine’s
location. The service person can then perform a servicing
action involving the machine at the servicing location. It
should be understood that a service center need not receive
GPS location data from the machine in order to carry out
servicing. A service person’s hand-held device can receive a
signal having a machine’s GPS data directly, instead of
receiving the GPS data second-hand from the service center.

[0161] In another arrangement the service center can
receive only a service request from an automated banking
machine (e.g., via a cell phone, land line phone, network,
etc.). The service request can include an identifier (e.g., serial
number) of the machine. The service center can then deter-
mine (from a data store) the particular location (e.g., GPS
coordinates or street address) that corresponds to the received
machine identifier. The service center can include the deter-
mined machine location information (along with the type of
service needed) inthe service report to the service person. The
servicer can then use the received GPS location information
in finding the machine.

[0162] However, as previously discussed, an automated
banking machine street address (or even GPS coordinates)
may not be enough information for a servicer to pinpoint the
particular machine, especially if several machines are
grouped together. Further machine information (such as a
machine recognition feature) that is available to the service
provider while in the service field may be needed to narrow
the search for identifying the particular machine. As dis-
cussed in more detail hereafter, the service person can use a
tool (which can be part of the portable hand-held device) that
can be programmed to recognize automated banking
machines. A machine can emit (along with GPS signals)
machine identifying (feature recognition) signals. The tool
can receive at least one machine recognition feature signal
(along with machine GPS location signals) emitted from the
machine. The service person can use this additional machine
identifying information to pinpoint the exact machine that
requires the requested servicing, even if the machine is near/
adjacent to other machines. That is, a machine can provide
enough information (e.g., GPS location data and feature iden-
tification data) to a service person in the field to enable that
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particular machine to be distinguished from other nearby
machines, even if the machine s have similar GPS location
readings.

[0163] Anautomated banking machine can emit in an iden-
tifying signal, one or more data features. Examples include
machine features corresponding to its owner, model type,
service problem, and functions or devices it includes (e.g.,
screen type, envelope depository, check imager, note recycler,
etc.). An emitted machine identifying signal can be used by a
servicer in the field as a location indicating signal to more
quickly identify the particular machine needing servicing.
[0164] The identifying signals sent from an automated
banking machine may be part of a sent GPS signal, which in
certain embodiments is receivable by both the service center
and the service person. Alternatively, identifying signals sent
from a machine may only be receivable within a predeter-
mined short range from the machine. When the in-field ser-
vice person is close enough (e.g., at the machine’s address
location), then the signal range is within reception of the
service person’s hand-held device. It should be understood
that an identifying signal may also comprise a different com-
munication format from the GPS signal. For example,
machine identifying signals may be received by a servicer’s
hand-held device as images, RFID readings, cell phone com-
munication, wireless networking reception/detection, e-mail,
land based radar, sound waves, VoiP, etc.

[0165] An automated banking machine and hand-held
device can also have a passive/active secure communication
relationship. For example, the servicer’s hand-held device
can send a request signal to the machine which then causes the
machine to emit its feature recognition signal(s). That is, the
machine can emit a location identitying feature after first
receiving an authorized request therefor. A hand shaking (en-
cryption) protocol may be involved. Thus, the machine and
hand-held device can recognize each other’s signals.

[0166] FIG. 21 shows an exemplary relationship among an
automated banking machine, service center, and a service
person’s hand-held device. Circle 1 represents a GPS signal
that was sent from the machine. Both the service center and
the portable device (or another component of the navigation
system) can receive the signal (or a modification/translation
thereof). Circle 2 represents data that can be sent from the
service center and received by the portable device. As previ-
ously discussed, the circle 2 data can include location data,
identification data, service data, etc. Circle 3 represents auto-
mated banking machine feature/identification data that can be
sent from the machine and received by the portable device.
All of the transmissions and receptions (circles 1, 2, and 3)
can be wireless.

[0167] Thus, an exemplary arrangement encompasses a
method comprising the steps of: (a) receiving at least one
location indicating signal (e.g., GPS signal, identifying sig-
nal) from an automated banking machine (e.g., machine); (b)
using the at least one location indicating signal received in
step (a) to find or locate the machine; and (c) subsequent
and/or responsive to step (b), conducting or carrying out a
service activity on or at the machine.

[0168] A further method comprises servicing an automated
banking machine subsequent to accessing a location corre-
sponding to the machine, responsive to receiving at least one
location indicating signal from the machine. Also, a method
comprising servicing a machine subsequent to receiving
machine locating data in at least one signal from the machine,
wherein the at least one signal includes machine location data
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and machine identification data, wherein the machine loca-
tion data includes GPS data and the machine identification
data includes machine recognition feature data.

[0169] Another method comprises: (a) receiving a service
request sent from an automated banking machine; (b) receiv-
ing location identification sent from the machine; and (c)
servicing the machine responsive to steps (a) and (b). The
service request and location identification can be sent at the
same time in the same signal, and received at the same loca-
tion (e.g., service center). Alternatively, the service request
and the location identification can be sent at different times in
different signals from the machine, and received at different
locations by different entities (e.g., service center and service
person).

[0170] The exemplary arrangement also encompasses an
apparatus including an automated banking machine, wherein
the machine is operative to send (or emit or transmit) at least
one signal therefrom, and wherein the at least one signal
includes machine location indicating information enabling
the machine to be located and/or identified. Wherein the
machine comprises a service-needing machine, and wherein
the at least one signal includes a service request.

[0171] A further apparatus comprises an automated bank-
ing machine including at least one computer and a commu-
nication device, wherein the communication device includes
a location identifier, wherein the machine is located at a first
location, wherein the machine is operative to wirelessly trans-
mit data reflective of the first location via the location iden-
tifier, and wherein the location identifier includes at least one
GPS component. The machine is also operative to wirelessly
transmit data corresponding to an operating status of the
machine, wherein the operating status includes information
regarding whether the machine needs servicing. The machine
is also operative to wirelessly transmit data corresponding to
unique machine identity. The apparatus further comprises a
service center, wherein the service center is operative to
receive location data and operating status data from a plural-
ity of machines including the machine, wherein the service
center is operative to send information corresponding to
received location data and operating status data to at least one
service person. The apparatus further comprises a hand-held
device operative to receive identity data emitted from the
machine, wherein the data enables the service person to
uniquely identify the machine. The hand-held device com-
prises at least one of a GPS location reader device, an RFID
tag reader device, and a mobile (cell) phone.

[0172] Another apparatus comprises an automated banking
machine and a portable hand-held device, wherein the
machine is positioned at a first location, wherein the machine
is operative to emit location information corresponding to the
first location and identification information corresponding to
identity of the machine, wherein the hand-held device is
operative to receive at least one of the location information
and the identification information emitted from the machine,
and wherein the hand-held device enables an operator thereof
to ascertain the machine responsive to receiving the at least
one location information and identification information.
Wherein the location information comprises GPS informa-
tion, and wherein the identification information comprises at
least one of machine recognition feature and service request
data. Wherein the hand-held device enables an operator
thereof to pinpoint the machine responsive to receiving the
GPS information and at least one of the machine recognition
feature and the service request data.
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[0173] It should be understood that the use of GPS for
servicing applies to both fixed and portable (or movable)
automated banking machines. For example, a portable
machine may be built into a vehicle that is able to drive to
different sporting events, entertainment venues, etc. The por-
table machine canbe used (e.g., cash withdrawal transactions,
etc.) by users at the events. Again, the ability to use GPS to
quickly analyze or compare the current position of a portable
machine with the current positions of available service per-
sonnel results in a more efficient service dispatch.

[0174] The previously discussed use of GPS enables an
automated banking machine to be installed at any location
just by plugging it in. Thus, in alternative embodiments there
is no need to keep a database on where machines are located,
because GPS tracking keeps the security/service center aware
of their location, especially for purposes of servicing. The
ability to locate a machine’s geographical position can also be
used to enhance the usage security of other automated trans-
action machines. An exemplary embodiment combines the
signals of a GPS system with a cellular device (e.g., cell
phone) to provide information related to the geographical
location of the cellular device user. That is, the exemplary
embodiment includes the ability to track cell phones using a
combination of cellular or GPS/cellular technology. A cell
phone can be equipped with a GPS receiver and/or transmit-
ter. The exemplary embodiment also includes the ability to
obtain the geographical location of an automated transaction
machine. As previously discussed, a machine location can be
obtained via an embedded GPS device in the machine or a
database of machine installation locations. Thus, a machine
user’s cell phone location can be compared with the machine
location to determine if the user is an authorized user.

[0175] The arrangement can be part of a fraud prevention
(or security) service to which an automated banking machine
cardholder can join. A member in the fraud prevention pro-
gram grants permission for his cell phone’s location to be
known to the provider of the security service whenever his
account (or one of his accounts) is accessed at a machine. The
member provides to the service provider the information
(e.g., cell phone number, cell phone provider, contact options,
etc.) necessary to set up the service. The service provider
program can be provided by a partnership between a financial
institution (e.g., bank), a transaction processor host, and one
or more cell service providers. Alternatively, the program can
be controlled by a sole proprietor. Different types of member-
selectable contact options are available. For example, the
program can be set up to alert a member about a transaction
that is being requested on his/her account from an automated
banking machine which is not within reasonable proximity to
his/her cell phone. The service provider notifies the member
via the member’s cell phone that a transaction is being
requested at a particular machine. Another selectable option
can include having the service provider prevent a transaction
request from being carried out when the machine location and
the member’s cell phone location do not substantially corre-
spond.

[0176] An exemplary method of operation of a fraud pre-
vention service will now be explained with reference to FIG.
22. As shown, the system arrangement 400 includes auto-
mated banking machines 402,404, 406, a machine host 410 in
communication with the machines, a cell phone locator sys-
tem 412 in communication with the host, and a member’s cell
phone 408. A machine 402 receives user identification data
from a customer. The identification data may be received
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during a transaction request. The identification can be in the
form of a name, account number, PIN, or some other infor-
mation linking a person to an account. The identification can
be input or provided by the customer to the machine 402, such
as from a card or a biometric type of input (iris scan, finger-
print, etc.). Alternatively, the identification may be deter-
mined from some other customer input or a customer item
read by the machine 402. The machine includes at least one
data reader that is operable to read (e.g., receive or obtain)
data from a data bearing record. The data bearing record can
comprise a data storage format such as a card, a mobile device
(e.g., mobile phone), a digital wallet, a biometric component
(e.g., eye, finger, DNA) of a person, other data storing con-
figurations, etc. The at least one data reader can read user data
that is stored physically (e.g., tangible), electrically, magneti-
cally, and/or chemically, etc. The at least one data reader can
also use various data communication modes to read user data,
including contact communication, bar codes, wireless com-
munication, near field communication (NFC), radio fre-
quency identification (RFID), etc. The machine 402 sends the
identification data sent to a computer of the host 410. The host
computer can be part of a host system for a machine network.
Each of the machines being in communication with the host.
The host 410 can communicate with other computers outside
of the machine network in carrying out a transaction.

[0177] The host 410 can determine the machine location
from a GPS device in the machine 402 or from one or more
databases 414 that includes the locations of the machines in
the network. The host has access to the database 414. That is,
the machine may provide its ID to the host. The host can
compare the machine ID to IDs in the database to ascertain the
machine location. The host 410 can also determine the cell
phone 408 assigned to the received identification data. The
database 414 links authorized machine users to their cell
phones (and their accounts). For example, the host can com-
pare received account data to account data in the database 414
to ascertain the cell phone assigned to that account.

[0178] The host 410 is in operative communication with a
cell phone locator system 412. The host requests the cell
phone locator 412 to provide the location of the cell phone
408. The cell phone locator 412 receives the host request and
determines the current location of the cell phone 408. The cell
phone locator may use cell triangulation. Alternatively, the
cell phone locator may use a GPS device in the cell phone. For
example, the cell phone may receive a request from the cell
phone locator to report its location. The cell phone can find its
location using the GPS receiver. The cell phone can then
communicate the location data to the cell phone locator using
cellular technology. Alternatively, the cell phone may trans-
mit its location to the cell phone locator using (via satellite)
GPS technology.

[0179] The host 410 receives the cell phone location from
cell phone locator 412. The host can then compare the cell
phone location to the machine location. If the locations cor-
respond (within a predetermined degree or distance), then the
received user identification data is authenticated. The current
machine customer (adjacent to the machine) is determined as
an authorized user of the account. The transaction request is
approved.

[0180] Alternatively, if the locations do not correspond,
then the current automated banking machine customer is
denied the ability to perform transactions with that account
(corresponding to the received identification data). That is, a
transaction request would be denied.
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[0181] Anexemplary example of fraud prevention will now
be explained. A person uses an automated banking machine to
request a financial transaction, such as a cash withdrawal
transaction request for $100 from a checking account. The
request (along with other information) is transmitted from the
machine to the transaction processor host (which may be the
host computer for the machine network). As previously dis-
cussed, the host knows or can determine the location of the
machine from which the transaction request is being made.
The host also knows that the transaction request is from a
particular individual due to the identification (e.g., an account
number on a card) provided to the machine during the request.
The host analyzes database records corresponding to that
particular individual. The host can determine whether the
individual is a member of the fraud prevention program. If so,
then the host also determines the member’s cell phone pro-
vider. The host requests the current location of the member’s
cell phone from the cell phone provider (or a phone location
server associated therewith). The cell phone provider deter-
mines the current location of the member’s cell phone and
then transmits that location back to the host. The host com-
pares the received cell phone location to the machine location.
If the two locations are within a predetermined range or
proximity of one another then the transaction requested is
determined safe and can be authorized according to normal
transaction authorization rules in place. However, if the two
locations are not in accordance, then appropriate fraud noti-
fication rules and procedures can be implemented. Thus,
grant/denial of a machine transaction request involving a
member’s account can be based on that member’s location. If
it is concluded that the member is adjacent the machine, then
the transaction request is granted. Otherwise the transaction
request is denied. The member’s determined location (via the
member’s cell phone location) can be used as another (or
secondary) source of identification.

[0182] A variety of fraud notification rules can be defined
(selected) by the member, such as at the time of service
protection enrollment. In a first example, if a member has sole
access to his account and he normally has his cell phone with
him, then he may have selected an option in which the service
provider (e.g., bank or host operating on behalf) denies any
transaction request where there is a mismatch between the
automated banking machine location and his cell phone loca-
tion. With this selected option the member’s cell phone may
receive from the service provider a text message like “A
transaction was just attempted against your account, but was
denied due to location discrepancies between the machine in
question and your cell phone. Please contact us at . . . for more
inf0lmation.”

[0183] Inasecond example, a member may share access to
an account (such as with a spouse) and it can sometimes
happen that his cell phone location and an automated banking
machine location may not coincide. Therefore, the member
may select a notification option which causes the service
provider to notify him of a requested transaction via a text
message on his mobile device (phone), e.g., “A transaction
was just requested against your account at the machine
located at Wisconsin and M streets.” If the location and/or
timing of the requested machine transaction is suspicious to
the member then he can further investigate. For example, he
may call his spouse for verification. If necessary, he can notify
the machine’s bank and/or the police. Thus, the scenario is
cardholder/fraud prevention-centric.
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[0184] It should be understood that there are many other
detection and notification options available. In the first
example an automated banking machine may be instructed by
a host to capture the inserted card responsive to a determined
mismatch of locations. Further, the host itself may be pro-
grammed to notify the police of a potential theft in progress at
the particular machine.

[0185] Also, morethan one cell phone can be assigned to an
account. Thus, the host can obtain the current location of
plural cell phones. If the host (or another computer of the
service provider) determines that one of the cell phones is
currently located adjacent to the automated banking machine
then the transaction request is permitted. This option enables
both spouses (who have respective cell phones) to separately
carry out a machine transaction without requiring service
provider notification.

[0186] Other methods of communicating between the ser-
vice provider and the member may be used. For example, a
personal (human voice) phone call may be made on behalf of
the service provider notifying the service member of the
situation involving their account. IM (instant messaging) may
be the communications format used to contact the member’s
cell phone. Other communication formats can be used.
[0187] Alternatively, a member’s device other than their
cell phone may be contacted by the service provider. For
example, a notifying e-mail may be sent (by the service pro-
vider) to the member’s home PC. A voice message may be left
on the member’s home answering machine. As discussed,
different security levels of fraud detection and member noti-
fication can be selected by the member. For example, a dif-
ferent level of detection may use cell triangulation in placing
the location of a cell phone instead of having GPS embedded
in the cell phone. The cell in which the cell phone is deemed
present can be compared to the cell in which the automated
banking machine resides. If the cells correspond, then the
transaction requester is authenticated as an authorized user of
the account. It should be understood that even further detec-
tion and notification procedures are available to members of
the security system.

[0188] As previously discussed, an exemplary embodiment
of the security system enables authorization (or authentica-
tion) of automated banking machine transactions based on the
(cellular) location of the security system member. The autho-
rization can be further based on GPS location of the machine.
The exemplary security system provides additional transac-
tion security to help prevent unauthorized machine access to
a financial account if it is determined that the location of the
machine from which the account transaction is being
requested substantially differs from the location of the autho-
rized user of the account. The location of the machine can be
determined via GPS technology. The location of the autho-
rized user can be determined via the location of the user’s cell
phone. The location of the cell phone can be determined via
cellular or GPS/cellular technology.

[0189] It should be understood that the description of the
security system with regard to automated banking machines
is exemplary, but is not to be limited thereto. An automated
banking machine is one of many automated transaction
machines in which the security system can be implemented.
Likewise, the security system can be used with gas stations. A
positive comparison of the gas station (or fuel pump) location
with the purchaser’s cell phone location grants access to the
fuel. Alternatively, a cell phone may be located in a vehicle.
When a person requests fuel for the vehicle, a comparison is
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made of the vehicle and gas station locations. Additionally,
the security system can be used in conjunction with other
transaction facilities, including stores, restaurants, etc. The
security system can also be used where location-based iden-
tification of a person is needed.

[0190] The ability to locate an automated banking
machine’s geographical position can also be used to provide
location-oriented services to the public. A service provider
(“SP”) can provide the services. The service provider can
comprise or be associated with a previously discussed secu-
rity center or service center. A computer in the machine (or the
GPS system) can convey coordinate location data to the ser-
vice provider. The service provider can store this machine
location data in a database along with other location data
corresponding to other machines. Thus, the database can
include the locations of plural automated banking machines,
including machines belonging to different banking networks.
The database may also contain location information for many
other locations that may be of public or private interest. The
database may contain waypoint location information, e.g.,
stores, food establishments, bank branches, or even dynamic
machine-service vehicle locations.

[0191] Automated banking machines with GPS provide the
capability to reference coordinates for machine-based map
generation. The database can also store map data. A service
provider can use a geographical starting point reference from
which to generate a variety of “how to get there from here”
directions, which may be in the form of a map.

[0192] An automated banking machine direction-provid-
ing service can receive a request for directions from one or
more entities (e.g., a person, computer, machine, etc.). For
example, a person at a first location (e.g., a merchant store,
fuel station, restaurant, etc.) may wish to have directions to
the nearest machine. The direction requester may be a person
desiring to use a machine to perform a financial transaction
(e.g., cash withdrawal, reload a smart card, etc.). The indi-
vidual may also be a machine service person needing to
located a malfunctioning machine. The system allows a per-
son to provide their current (or best known) location to the
service provider. The current location may be provided to the
service provider in numerous known ways. From this “cur-
rent location” information, the location service can instruct or
provide directions to the person on how to get to the nearest
(or desired) automated banking machine. The service pro-
vider can also provide directions to the nearest machine
belonging to a requested particular bank or financial institu-
tion (e.g., a bank belonging to the requester’s home banking
network).

[0193] The service provider providing the directions can
comprise a company, person, computer, and/or machine. The
service provider can communicate with a direction requester
via diverse communication devices and processes. The direc-
tion-providing service can be made available to a direction
requester via a variety of communication devices, such as
PDA, cell phone, Internet, address input, input device
equipped with a GPS receiver, on-line devices, and off-line
devices. Other known transmission processes involved in
communication may be used, including analog, digital, wire-
less, radio wave, microwave, satellite, and Internet commu-
nication.

[0194] For example, the service provider may use a com-
puter to communicate with a person via voice recognition
software and speech software. In another example, a person
can wirelessly transmit their request along with their current
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GPS location to the direction-providing service over the
Internet via a hand-held computer. In response, the service
can download (e.g., as e-mail, PDF file, voice mail, instant
message, etc.) the requested directions (e.g., a detailed map)
to the hand-held computer. In a further example, a cell phone
caninclude a GPS system. The person can wirelessly transmit
their request along with their current GPS location to the
service via the cell phone. For example, when the cell phone
calls a particular phone number of the service provider for a
directions request, the cell phone also transmits its current
GPS location. Alternatively, the service provider can recog-
nize the cell phone number via caller ID, match the cell
phone’s number to the cell phone’s GPS system, obtain the
cell phone’s current location from the cell phone’s GPS sys-
tem, and then transmit directions to the nearest automated
banking machine based on the cell phone’s location.

[0195] FIG. 23 shows a service provider 380 in operative
connection with a database 390. The service provider 380
includes at least one computer 382. The service provider 380
can simultaneously communicate with and provide informa-
tion to plural requesters 384, 386, 388. The database 390 can
store automated banking machine location data 392, map data
394, and additional data 396. Such additional data 396 may be
key words or phrases, such as landmark names, points of
interest, street intersections, city sections such as Chinatown
and Little Italy, etc. For example, a requester may not know
their exact address location but can inform the service pro-
vider (via their phone) that they are near the intersection of
19th and M streets. The computer 382 can recognize (such as
via voice recognition software) the received intersection as
location information. From the intersection information the
computer 382 can provide the requested directions. It should
be understood that directions can also contain landmarks,
points of interest, street intersections, etc. For example, by
knowing which intersection the requester is near and the (real
time) visual lay out of the city, the service provider 380 can
instruct the requester that the nearest automated banking
machine is next to a landmark that is easily visible from the
intersection. Such a landmark may be a well lit (neon) sign, a
bell tower, a pedestrian bridge, etc. Thus, additional stored
data 396 can be used by the service provider computer 382 to
more accurately understand requests and provide locations/
directions to requesters.

[0196] An exemplary flowchart of requesting/receiving
service is shown in FIG. 24. The actions performed by the
requester and by the service provider are also shown. In the
exemplary method a requester (e.g., a person) contacts the
service provider. The SP acknowledges the contact and asks
for the person’s PIN or service access code. The person pro-
vides their PIN. The SP compares the PIN with a list of valid
PINs and determines the PIN acceptable. The level of service
associated with the PIN is obtained. The SP asks for the
person’s current location. The person notifies the SP of their
current location (e.g., an address, notable landmark, etc.).

[0197] The SP analyzes (e.g., voice recognition, speech to
data interpretation, etc.) the provided location for best fit
location comprehension. That is, the SP computer tries to
recognize the provided location. The comprehended location
may be compared to locations in the database to determine if
it is a usable (valid) location. If the provided location is not
usable, then the SP may ask the person to again provide the
location, or more information may be requested to ensure
location accuracy. For example, the SP may speak the com-
prehended location to the person and ask the person to vali-

May 8, 2014

date whether the location is correct. Once a provided location
is deemed valid, then the SP can ask for the person’s request.
In response, the person may request directions to the nearest
available automated banking machine.

[0198] The SP uses the database information to determine
the shortest available route from the person’s current location
to the nearest automated banking machine. The SP generates
directions ina format capable of being received by the person.
The format can match the format in which the request was
received. For example, if the request was made via the per-
son’s cell phone, then the directions can be provided in a form
capable of being received by the person’s cell phone. The SP
provides the directions to the person. The person receives the
directions. It should be understood that in other arrangements
greater or fewer steps may be carried out, and the order of the
steps can vary.

[0199] The person’s request for directions may be selected
from a list of options. For example, options may include press
number 1 for information regarding the nearest automated
banking machine, press number 2 for information regarding
the nearest fee-free automated banking machine, etc. Once
the first option is input then another set of options may be
provided to the person. The second set of options may relate
to the context in which the information content is to be pro-
vided. For example, assuming that the nearest machine was
selected in the first option set, the second options may include
press number 1 for the machine address, press number 2 for a
map to the machine, press number 3 for an operator to guide
you to the machine, etc. Further sets of options may follow to
ensure the desired service. The service provider can know the
level of service available to the requester based on the pro-
vided PIN. Likewise, other information (e.g., requester’s
home banking network) can correspond to the provided PIN.
The person’s communication device may partake in obtain-
ing the person’s current location and in notifying the service
of the current location. For example, the person’s communi-
cation device may include GPS. The triangulation of cell
areas may further be used to determine the requester’s (cell
phone) location. Also, a person’s request for directions may
be a default request based on the manner of communication.
For example, a service provider may treat any person calling
their phone number as a direction requester by default. Thus,
a person may not have to actually (e.g., verbally) request
directions, it already being inferred.

[0200] The direction-providing service may be a free ser-
vice, a pay-as-you-use service, and/or limited to paid sub-
scribers. A person may have access to the service as a result of
being a valued customer of a particular bank. For example, an
automated banking machine customer that regularly incurs
machine transaction fees to the bank may receive free access
to the machine directing service. The bank can provide (or
pay for) the service on behalf of the valued customer. The
level of service may vary with the type of service to which the
person has subscribed. For example, one type of service may
include having a personal assistant stay on a phone with the
person until they correctly and safely reach their desired
automated banking machine, while another level of service
may simply provide the street address of the nearest machine.
Automated banking machines can also be programmed to
offer other types of service. A machine can be connected to a
commercial response system that provides a fee based infor-
mation service to the general public. The machine can be
equipped with a GPS device and a cell phone. The service
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provided through a machine can be similar to the service
provided through a vehicle via an on-board “On Star” system.
[0201] An exemplary automated banking machine can
accept cash or financial cards for service payment (e.g., bank
card, credit cards, debit cards, smart card, etc.). Other user
verification information may also need to be provided to the
machine. For example, use of a debit card may also require
input of a PIN. The machine’s host and/or another financial
entity can analyze the received payment (or billing) informa-
tion to determine whether the requester (machine user)
should be granted access to the information service provided
through the machine. After the inputted payment information
is deemed acceptable, then the information service can appear
as a selectable transaction option on the machine’s display
screen. The service can include providing information,
whether provided to the machine user or provided (on behalf
of'the user) to another entity (e.g., AAA, police). The service
provider can be affiliated with the machine or an independent
third party service provider.

[0202] A person can use the information service to obtain
(or report) information regarding an emergency. Alterna-
tively, the service can be used by people for non emergencies,
such as getting directions. The information service enables an
automated banking machine user to communicate live with a
person (operator) employed by the service provider. The
operator may be located at a call center. The operator can have
access to information databases, including the Internet. The
automated banking machine can have one or more speakers
and microphones enabling the user to communicate with the
operator. The communication can be two-way through a cell
phone in the machine. For example, in response to a service
request from a user, the machine’s cell phone can initiate a
call to the service provider to establish communication
between the user and the operator. The GPS location of the
machine can be provided to the operator (or the operator’s
workstation computer) in the initial call. In a manner previ-
ously discussed, the machine computer can obtain an updated
reading from the machine’s GPS system prior to sending the
GPS data to the operator. Information (e.g., directions) that is
based on the location of the machine (and the machine user)
can then be provided from the service provider operator to the
machine user. In an exemplary embodiment the service pro-
vider can cause the machine to print or display the requested
information.

[0203] In an exemplary embodiment the service provider
can find and then transmit the GPS coordinates of a requested
facility (e.g., restaurant) to a user’s GPS (mapping) device.
The user’s GPS device can simultaneously output (display)
its current GPS location and the facility’s GPS location in
map format. Thus, the user can use their electronic map to find
the facility. It should be understood that other methods of
determining the automated banking machine location can be
used. For example, a machine can be without GPS. The ser-
vice provider can have a database that corresponds the phone
numbers of machines with their respective locations. The
service provider computer can use caller ID to identify the
machine from which the call was placed. The service provider
computer can then use the database to determine the
machine’s location based on the machine’s phone number.
Cellular triangulation is another method that can be used by
the service provider computer to determine the location of the
machine from which the call was placed.

[0204] An automated banking machine without a speaker
can also be used to provide the service. For example, user and
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operator communication can comprise text messaging. The
user can type text that can be read by the operator. Alterna-
tively, the machine can have text-to-speech software along
with a microphone. Speech queries from the user are picked
up by the microphone and get converted to text, which is sent
to the service provider operator. The operator’s station can
present the text on a display screen, or can reconvert the text
back into speech that is bearable by the operator. Statements
made by the operator can likewise be converted to text, which
is displayed on the machine’s display screen.

[0205] It should be understood that additional known com-
munication formats can be used to enable communication
between a machine user and a service provider operator,
including Internet communication. It should also be under-
stood that the machines used to provide the information ser-
vice can be portable, including vehicle mounted machines.
Thus, the GPS location of the machine may change. In other
embodiments a 911 type of emergency call may be provided
as a free service to the public.

[0206] FIG. 25 shows an automated banking machine that
is equipped to provide the information service to a customer
thereof. The machine can use a (cell) phone to communicate
with a service provider call center having one or more com-
puters. The call center can receive the initial phone call from
the machine (as represented by the one-way arrow). The
machine’s location information (e.g., GPS data) can be trans-
mitted to the call center in the initial phone call. Thereafter,
the machine phone and the call center phone enable two-way
voice conversations between the requester and provider (as
represented by the two-way arrow). An operator at (or in
communication with) the call center has access to informa-
tion databases, including map data. The map data can include
the names and addresses of all structures in the immediate
area of the machine from which the request was made.
[0207] FIG. 26 shows an automated banking machine and
operator workstation relationship. Voice communication can
occur between the requestor and the operator. The worksta-
tion (or a computer associated therewith) can receive the
initial phone call from the machine. The workstation can use
caller ID to determine the machine’s phone number. The
workstation can then determine the machine’s location from
the phone number via use of a database. Once the location of
the caller (machine user) is known, then the operator can
assist the caller with regard to location-based information. Of
course it should be understood that not information that can
be provided from an operator to a user has to be based on the
location of the machine. For example, airline flight informa-
tion may be requested. However, knowing the machine’s
location when receiving a user’s request can be beneficial in
quickly providing the requested information or service, espe-
cially in an emergency.

[0208] FIG. 27 shows another automated banking machine
and operator workstation relationship. The ability to commu-
nicate audibly between the customer and operator is absent.
Communication is limited to typing text and displaying the
text messages on respective display screens at the machine
and workstation.

[0209] FIG. 28 shows a further automated banking machine
and operator workstation relationship. The arrangement is
similar to that shown in FIG. 26. Communication is still
received as a displayed text message. However, with speech-
to-text conversion software the need to type is eliminated.
[0210] It should be understood that other known commu-
nication formats between an automated banking machine and
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a service center/workstation/operator can be implemented in
carrying out the discussed information service through a
machine. An exemplary method comprises: receiving at least
one customer payment input with at least one input device of
an automated banking machine, wherein the payment input
corresponds to a service provider fee; receiving at least one
customer request input with the at least one input device,
wherein the customer request input corresponds to a
requested service from a service provider; and communicat-
ing the requested service from the machine to the service
provider. The method further comprises receiving the
requested service at the service provider remotely located
from the machine, and performing the requested service,
wherein performing the requested service includes commu-
nicating information through at least one output device of the
machine. The method further comprises the at least one input
device including a card reader and a microphone, and the at
least one output device includes at least one speaker.

[0211] Anexemplary method of providing information ser-
vice comprises: receiving at a service provider at least one
automated banking machine user communication via a
machine cell phone, and wherein the at least one communi-
cation includes a machine user request for personal service
from the service provider; providing the service requested
responsive to the request; and accessing a fee for the service.
The at least one communication further includes GPS data
representative of the location of the machine. The method
further comprises receiving the at least one machine user
communication at a call center. The method further comprises
providing the service requested via a human operator at the
call center, wherein the operator performs voice communica-
tion with the machine user. Wherein the method comprises
providing requested information during the voice communi-
cation. Wherein the method comprises providing the service
requested via communication between the service center and
another entity. In still other embodiments, certain principles
previously described can be used in connection with auto-
mated banking machines and systems to facilitate the ability
to receive cash in exchange for a check. Many people prefer to
conduct transactions in cash for numerous reasons. Cash has
the benefit of being accepted without the need for the opera-
tion of computer systems and devices. Cash is also useful in
that it is not generally traceable as it moves from one person
to another. The use of cash is also a necessity for persons who
do not have financial (bank) accounts or who do not wish to
use their accounts in connection with certain transactions.
FIG. 29 shows a system arrangement that represents an exem-
plary approach in which checks can be more readily
redeemed for cash at automated banking machines. In the
exemplary embodiment, checks are enabled to be redeemed
for cash without the need for a machine user to provide inputs
to the machine that directly correlate to the personal identity
of the user presenting the check or the user’s account. The
exemplary system arrangement further enables a person who
is presented with a check to verify (before accepting the
check) that the check will be honored for the check amount. In
this way the recipient of the check can minimize the risk that
the check will be dishonored or invalid.

[0212] The exemplary system arrangement shown in FIG.
29 includes one or more automated banking machines repre-
sented 198, 200. In the exemplary embodiment, the machines
are of the type previously described and can include a display
for providing user instructions. The machines can also
include at least one input device such as a card reader, a key
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pad, function keys, and a touch screen. Machines of an exem-
plary embodiment also include a check reader which com-
prises a check imaging device of the type that is operative to
receive a check and produce image data corresponding to
visual appearance of the check. The exemplary machines also
include atleast one cash dispenser that is selectively operative
to dispense currency to users of the machine. Each machine is
also associated with (e.g., includes) at least one processor that
is in operative connection with devices of the machine and
that operates in accordance with programming to enable the
machine to carry out transactions. In the exemplary embodi-
ment, the machines may operate to provide cash dispensing
transactions (e.g., a cash withdrawal transaction), check and/
or cash deposit accepting transactions, delivery of digital
information transactions, fund transfers between accounts, or
other types of transactions of the types previously discussed,
as well as the check cashing transactions of the types
described hereafter. The exemplary system arrangement
shown in FIG. 29 also includes a service provider system 196,
which may also be referred to herein as a computer system.
The computer system 196 includes at least one computer 204,
at least one data store 206, and at least one consumer interface
arrangement 208. The automated banking machines 198 and
200 are operatively connected through a network 202 to the
computer system 196. It should be understood that although
only one computer 204 is shown in FIG. 29, the computer
system 196 may comprise a plurality of computers and/or
servers. The at least one computer 204 is in operative connec-
tion with the at least one data store 206.

[0213] Asdiscussed in more detail later, FIG. 29 also shows
each of a land line communication device 210, mobile com-
municationdevices 212, 214, a wireless communications sys-
tem 216, a computer network 218, a remote computer 220, a
digital camera 222, and a check 224. In an exemplary embodi-
ment the computer 204 is remotely located from each auto-
mated banking machine 198, 200. The at least one computer
(“computer”) 204 can include a financial account computer
such as one operated by a bank or other institution that tracks
financial accounts for users. For example in some embodi-
ments, the computer 204 is operatively connected to an
accounting system that tracks user accounts such as checking
accounts, and maintains data related to such accounts, includ-
ing the balances therein, in the at least one data store (“data
store”) 206. In the exemplary embodiment, the computer 204
is operative to communicate with the automated banking
machines 198, 200 to cause the machines to carry out trans-
actions. Of course it should be understood that while only two
automated banking machines are shown, other embodiments
can include any number of such machines.

[0214] In an exemplary embodiment the at least one con-
sumer interface arrangement 208 is operative to receive com-
munications from account holders whose data is accessible
through the computer 204. For brevity, the at least one con-
sumer interface arrangement 208 may simply be referred to
herein as a consumer interface device, a consumer interface,
or an interface device. The interface device 208 is also opera-
tive to carry out communications with such account holders.
In addition, the interface device 208 can communicate with
persons who may be holding coded checks (or potential check
recipients) for which check data has been stored in the data
store 206.

[0215] In some exemplary embodiments, interface device
208 includes a telephonic interactive voice response (NR)
device. The NR device is operative to receive inputs from
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users by phone, including phones connected via a land line
210. The IVR device is also operative to communicate with
mobile (portable) communication devices which can wire-
lessly communicate through a communications system, such
as the cell phone system or network schematically indicated
216. The NR device is also operative to communicate with
other wireless communications methodologies. The mobile
communication devices can comprise a cell phone (e.g., a
smart phone) 212, personal digital assistants (PDAs) 214,
another wireless device, etc. In an exemplary embodiment the
consumer interface device 208 is operative to receive inputs
from users in the form of telephonic key presses. Software
operating in the computer 204 can provide audible outputs in
the form of simulated voice outputs to provide users with
prompts and outputs through audible messages. Users can
provide key press inputs through phones, PDAs, or other
devices in response thereto. In other exemplary embodi-
ments, the computer 204 may include voice analysis soft-
ware. Such voice analysis software may enable users to pro-
vide spoken audible inputs that can be interpreted through
operation of the computer. The computer may then operate to
provide audible outputs to users. Of course these approaches
are exemplary. In other embodiments, the consumer interface
device 208 includes a text messaging device. Such a messag-
ing device provides the ability to communicate text messag-
ing capabilities with cell phones, PDAs, or other devices.
Alternatively or in addition, the consumer interface device
208 may provide text messaging capabilities (or other data)
through a network 218 with remote computers 220 or other
devices. In this exemplary embodiment, the consumer inter-
face device can receive inputs in the form of text messages
and also provide outputs to users in such form. Of course
these approaches are exemplary.

[0216] Instill other exemplary embodiments, the consumer
interface device 208 is in operative connection with a web
interface. The web interface can provide communications
through a wide area network such as the Internet, or through
other public or private networks. The web interface can
enable the interface device 208 to communicate through
HTTP messages, HTML messages, and other types of mes-
sages, with remote devices to receive inputs and provide
outputs. In some exemplary embodiments, the web interface
enables the interface device 208 to receive messages includ-
ing image data corresponding to an image of a check. The
computer 204 can operate computer programs that enable
analysis of received check image data (e.g., one or more
check images) to determine check identifying data, amount
data, or other values based on the check image data. The
computer can analyze check image data generated through a
digital camera 222 which data has been downloaded via a
personal computer or other device. Similarly, camera phones
or other image capture devices can be used to capture check
image data to provide to the interface device to facilitate the
carrying out of transactions, as later discussed. Of course
these approaches are exemplary, and in other embodiments
other approaches may be used.

[0217] In an exemplary embodiment an account holder,
who is associated with a financial account such as a checking
account, prepares a check (such as check 224). The check 224
is drawn on the account holder’s account. The account holder
may alternatively be referred to herein as the maker of the
check (or the check maker or payor). The check 224 may be
a standard bank check (e.g., a personal check), and in other
embodiments may be a special check or other type of instru-
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ment that is suitable for use with the particular system
arrangement. The exemplary arrangement allows the check
maker to write a check payable to a person who does not have
a checking account. Alternatively, the check maker can write
a check to a person who would prefer to receive cash instead
of a conventional check. Further, in some cases a potential
check recipient may require the check maker to make the
check payable to “cash”. In some situations, such as transac-
tion environments where the recipient has no prior or con-
tinuing relationship with the check maker, the recipient may
be reluctant to accept a check therefrom. This is because the
check may not be backed by sufficient funds in the checking
account. Further, in some cases the potential check recipient
may have a concern that even if there are sufficient funds in a
maker’s account at the time of receiving the check, by the
time the check is cashed the funds in the maker’s account may
be depleted so that the check can no longer be honored (not
valid).

[0218] Some exemplary embodiments can address these
issues by being able to assure a potential check recipient that
the funds represented by the check are available and guaran-
teed. The check maker can provide proofto a check recipient
that funds for the check are reserved for cashing of the check.
Further exemplary embodiments provide that the check
recipient can receive cash in exchange for the check without
the need for the recipient to have a financial account or for the
recipient to personally identify themselves in order to cash the
check.

[0219] Inan exemplary embodiment, the check maker can
use the computer system 196 to cause a check to be linked/
correlated to certification data which verifies that the check is
as good as cash. The check maker can use a phone or other
device to communicate with the consumer interface 208 to
register the check. The check maker transmits data to the
interface device 208. In an exemplary embodiment, the check
maker first communicates, responsive to prompt messages,
data which identifies the maker as a person who is authorized
to use the computer system to certify checks. This identifying
data can include, for example, the user’s name, a secret code,
certain passwords, other identification data or combinations
thereof. The computer 204 in response to data stored in the
data store 206 is operative to identify the person contacting
the system as an authorized account holder who is authorized
to have their checks certified.

[0220] In the exemplary embodiment, once the computer
204 has verified that the account holder contacting the system
is an authorized user, the account holder provides information
to the service provider system 196 which identifies the check
that is to be guaranteed. This check identitying data may
include data from the check, such as the check number. Alter-
natively or in addition, the identifying data may include all or
a selected portion of the micr line included on the check. In
still other embodiments, other data may be provided which is
usable to identify the check. As can be appreciated, the user
may provide this information through key inputs, audible
inputs, text inputs, or other inputs as appropriate for the
particular type of user device. In the exemplary embodiment,
the check maker also provides data corresponding to the
amount of the check to the interface device 208. The maker
may provide this amount data via numerical inputs, such as
through a phone or computer. The check maker may provide
all of the necessary check data on-site of a payment or pur-
chase, e.g., just before use of the check.
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[0221] Insomeembodimentsthe check maker may identify
the check by providing a visual image of the check to the
computer system 196. This may be done, for example,
through a digital picture taken with a camera, a portable
phone (having a camera), or other image capture device. The
check amount can be included in the image data (e.g., an
electronic image of the check). The check image may or may
not yet have the signature of the check maker. Thus, a check
can be reserved before it becomes legally valid for cashing by
another person. Of course this approach is exemplary.

[0222] After image data corresponding to a visual image of
a check is presented to the computer system 196, the com-
puter 204 can obtain the necessary check data from the
received check image data. The computer 204 is configured to
operate software that is capable of identifying characters
included in the check image data. In this way the computer
204 is ableto resolve (or parse) check identifying data such as
micr line data, check number data, check amount data, and/or
other data from the check image data. The computer 204 is
ableto determine the check amount from the courtesy amount
and/or the legal amount associated with the check image data.
Of course different approaches for obtaining check data may
be taken in other embodiments. After receiving check identi-
fying data, the check amount data, as well as other data that
may be required by the computer system 196, the computer
204 is operative to determine if the account holder’s account
has sufficient funds to pay the check amount. If the computer
determines that the funds are not available, the computer
causes the consumer interface device to notify the account
holder that the account has insufficient funds.

[0223] Ifthe account holder has sufficient funds to pay the
check amount, then the computer 204 operates in accordance
with its programming to generate certification (code) data.
This certification data in the exemplary embodiment gener-
ally comprises aunique code. The code can comprise a unique
alphanumeric or other type of code which can be used in
conjunction with the check to verify that the check is good.
The code can be based on (or an algorithm of) one or more
data obtained from the check, e.g., amount, account number,
date, etc. The code may also include a factor of a random
number. Alternatively, the code may be provided (selected)
by the check maker. The computer 204 causes the certifica-
tion data to be correlated in the data store 206 with the check
data.

[0224] Inanexemplary embodiment, the system allows the
check maker to certify a check before the payee (“cash” or a
particular entity) is indicated (written) on the check. Also, in
an exemplary embodiment the system prevents a check maker
from canceling a certified/coded (reserved) check before the
check is used (e.g., deposited, cashed) by the check recipient.
This prevents an unscrupulous check maker from giving a
coded check to a recipient for payment, and then quickly
canceling the check before its use. Thus, the system provides
protection to the check recipient. A coded check may be
completed upon the check maker indicating (writing) the
payee to the check. The payee may be “cash” or a particular
entity, such as the name of check recipient. A check recipient
may change their mind regarding accepting a coded check
after the check was completed by the check maker. Also, a
coded check may be prematurely completed. If a completed
coded check that indicates “cash” in the payee field is not
accepted by a potential check recipient, then the check maker
can easily deposit the check back into their own account or
exchange the check for cash. Thus, the system allows a coded
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check that is made out to “cash” to be deemed to be as good
as cash (e.g., currency bills) itself. Hence, the system also
provides protection to the check maker in such scenarios.
[0225] If a completed coded check indicating a person’s
name as the payee is not accepted by a potential check recipi-
ent, then the check maker can still exchange the check for
cash at an automated banking machine, as discussed hereafter
in more detail. It does not matter if the payee section of the
check is made out to a name or to “cash”, the check can still
be cashed at automated banking machine using the code.
Hence, the system again protects the check maker. In some
embodiments a completed coded check (which lists a person
as the payee) can be canceled by the check maker. However,
the check maker may have to physically bring the check to a
teller of a financial institution (e.g., a bank) associated with
the system. Upon the teller verifying that the check maker is
the actual holder of (in possession of) the check, the teller can
cause the correlated check data to be canceled from the sys-
tem’s data store. The cancellation can result in the teller
releasing to the check maker the reserved funds that were held
for the check amount. A predetermined time period may be
required before a person can request cancellation of a particu-
lar coded check. Likewise, the system may not allow the
person (check maker) to receive the reserved funds until after
a set time period following a request for check cancellation.
[0226] Inthe exemplary embodiment, the certification data
(code) allows a check recipient to cash the check at an auto-
mated banking machine that is associated with the system. As
previously noted, a coded check can be redeemed at the
machine for cash regardless of what (if anything) is listed in
the payee field. Again, the payee section of the check can
include a name, include “cash”, or remain empty. That is, in
an exemplary embodiment the payee field is not a factor that
the computer system 196 uses in determining whether the
check can be exchanged for cash. However, the code that is
correlated with the check is a factor. One must provide to an
automated banking machine both the check and the code in
order to receive the cash.

[0227] Furthermore, the code allows the check to be anony-
mously cashed at the automated banking machine. That is, the
code can be presented at the machine to exchange the check
for cash without the check presenter (machine user) having to
provide any user inputs to the machine which personally
identify the person presenting the check. Nor does the check
bearer (machine user) need to provide a card or other identi-
fying feature which is normally necessary in order to operate
the machine for other transactions. Again, in the exemplary
embodiment only the check and the code needed to be pro-
vided the machine. Upon determined correspondence of
appropriate inputted and stored check data, the machine can
dispense the check amount in the form of cash to the (anony-
mous) machine user. Of course these approaches are exem-
plary and other approaches can also be used.

[0228] If a completed coded check that is made out to
“cash” becomes lost or stolen it cannot be anonymously
cashed. Again, the code is needed to anonymously cash the
check. As a result, any attempt to fraudulently cash the check
(away from an automated banking machine) should result in
personal identification being required to be shown.

[0229] In the exemplary embodiment, the computer 204
operates at (or near) the time of outputting (to the check
maker) the certification data, to cause funds corresponding to
the check amount to be placed on hold (or reserved) for
purposes of later paying (cashing) the check. In this way, a



US 2014/0129440 Al

check recipient is assured that the amount of the check will be
paid regardless of additional checks which may be drawn on
the checking account after the check is written. In some
exemplary embodiments, the computer 204 operates to trans-
fer funds from the check maker’s account to a special (re-
serve) account, such as an accrued value account, for the
specific purpose of guaranteeing payment of the check. In
other embodiments the computer 204 may operate to reserve
the amount of the check without making an immediate deduc-
tion from the maker’s account. The computer 204 can reserve
(in a system account) the check amount on behalf of the check
maker in exchange for charging the check maker’s credit card
account for the check amount plus a cash lending/holding fee.
The system account can be out of the control of (not acces-
sible to) the check maker. Of course these approaches are
exemplary, and in other embodiments other approaches may
be used.

[0230] Inan example transaction, the check maker (before
signing the check) provides its correlated certification data to
apotential check recipient. The recipient is able to verify that
the check will be paid when it is later presented by the recipi-
ent. This may be accomplished by the recipient contacting the
institution or other entity upon which the check is drawn. The
recipient may do this by communicating with the computer
system 196 through the consumer interface device 208. This
might be done, for example, via a wireless communication
device before the potential recipient of the check actually
accepts the check as payment from the check maker.

[0231] In an exemplary embodiment, the potential check
recipient can use a cell smart phone to communicate with the
consumer interface device 208. The recipient provides inputs
which correspond to the certification data. Other inputs may
also be necessary to further identify the particular check. The
inputs may be provided in response to programmed prompts
or other outputs sent from the interface device. In response to
the received inputs, as well as other data that the system may
request from the potential check recipient, the computer 204
can operate to determine if the check is certified (e.g., will be
honored). The computer makes this determination responsive
to comparison of data stored in the data store 206 regarding
the check. If the computer determines that the check is not
certified (e.g., will not be honored), then the potential check
recipient is so informed through the consumer interface.
However, if the computer 204 determines that the check is
guaranteed to be payed (e.g., redeemable for cash), then the
consumer interface device 208 outputs to the potential check
recipient, assurance that the check will be honored for a
particular amount. The assurance output that is provided can
include detailed information that uniquely identifies the
check and its check amount. Based on the information
received, the potential recipient can decide whether to accept
the check as payment. This exemplary approach provides
convenience in transaction situations that are conducted away
from electronic devices that are normally used to conduct
transactions. As can appreciated, the system allows a certified
personal check to be used in place of cash. Yet the check can
be without any visible evidence that it has been certified. For
example, a person wishing to purchase an item at a local flea
market may write a check that the recipient can quickly verify
will be honored via a wireless phone or other remote com-
munication device. Likewise, persons passing through a par-
ticular area that are selling crafts or food, doing odd jobs, or
other activities not associated with a fixed place of business,
may accept checks with assurance that the checks will be
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honored. As previously discussed, a check recipient may
receive a check made out to “cash” which can be cashed in a
(secretive) manner which is not traceable back to the check
recipient. Of course these examples are exemplary. In an
exemplary embodiment, the check for cash approach
described herein provides dual benefits. The paying party has
the benefit of paying by check, whereas the receiving pruly
has the benefit of essentially receiving payment in cash.
[0232] As previously discussed, a recipient of a “cash”
check correlated with certification code can exchange it for
cash at an automated banking machine. The exemplary
machines are programmed to operate so as to enable the
machine to receive the check without requiring the user to
first input a debit or credit card (or other machine actuating
device). That is, the recipient can anonymously redeem the
check for cash at any system machine without being required
to provide any machine user identification data (e.g., a user
card) to the machine.

[0233] Also, a coded check itself is still valid without the
recipient using the certification code. That is, the recipient of
a coded check can still use the check in a normal machine
transaction which requires the machine user to provide iden-
tification. For example, the recipient may provide identifica-
tion (via a user card) to an automated banking machine in
order to have the check be accepted by the machine in the
course of depositing the check into the recipient’s bank
account. Likewise, the check may be exchanged (redeemed)
for cash (or other value) in other transaction environments,
such as by a bank teller, by a check service provider, or in a
retail establishment. That is, a received coded check can be
used in a conventional check transaction that does not require
use of the code. However, the code provides the recipient the
added benefit of being able to remain anonymous (without
being required to provide recipient identification) while
exchanging the check for cash at an automated banking
machine. Also, because normal (and longer) machine usage is
not needed, the code allows the recipient to quickly receive
cash. An exemplary redeeming operation will now be
described. The process enables a check recipient to cash a
coded check without being personally identified. The recipi-
ent provides inputs through at least one input device of an
automated banking machine to indicate that they wish to cash
a check of' the type that has associated certification data. This
may be done by providing user inputs to the machine to select
a transaction description output on a machine display or
through other methods of providing inputs so as to indicate to
the machine the type of transaction that the machine user (the
check recipient) wishes to conduct.

[0234] Inan exemplary embodiment, an appropriate trans-
action option button is displayed on an automated banking
machine’s touch screen. The button (box) is associated with a
user selecting to cash a certified check. For example, the box
may indicate “cash a certified check”. Touching the box pro-
vides at least one more display screen which instructs the user
(on how) to insert the check and the code. For example,
responsive to operation of at least one processor associated
with the machine, the machine operates to instruct the user to
input (insert) the check into the machine and to provide the
certification data through at least one input device of the
machine (e.g., a machine keypad or touchscreen).

[0235] Inanexemplary embodiment, the machine is opera-
tive through operation of a check imaging device (of its check
reader) to produce or generate image data (e.g., an electronic
image) corresponding to a visual image of at least one side the
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check. At least one computer (e.g., machine computer or
controller) associated with the machine then operates to
determine from the generated image data, identifying data
associated with the check. This may include, for example,
determining data included in the check micr line, data
included in a check number, or other data from the check. The
computer associated with the machine is also operative to
resolve at least one amount value based on the generated
image data. This check amount value may include the cour-
tesy amount, the legal amount, or both. Magnetic check data
may also be read by the machine for use in determining the
validity of the check for check cash purposes.

[0236] Inan exemplary embodiment, the computer associ-
ated with the machine is configured to operate software, pro-
gramming, and/or applications, etc. capable of identifying
characters in generated check image data in order to resolve
check data such as the micr line data, check number data,
check amount data (e.g., courtesy amount and/or legal
amount), name data (e.g., payee and/or payor), endorsement
data, and/or other data from the check image. The computer
associated with the machine (e.g., machine computer) can
also de-skew the check image data and place it in registration
with an imposed coordinate system. The check image data
can also be manipulated in other ways in order to attempt to
translate the image so as to find appropriate data. This
manipulation can include shifting, rotating, transposing, and
flipping check image data. The computer associated with the
machine can also apply template logic to the manipulated
check image. Examples of systems and methods related to
obtaining data from a check image may be found in U.S. Pat.
No. 8,141,774, which is herein incorporated by reference.
The exemplary automated banking machine is operative to
thereafter communicate with the computer system 196,
which may include a server. The server can be part of a
transaction host, a check verification service, a system server,
etc. In the exemplary embodiment, the machine is operative to
communicate to the computer system, obtained data corre-
sponding to the check identifying data, the certification data
inputted by the user, and the amount data (obtained from the
check data and/or inputted by the user). Of course some
embodiments may not transmit all of these data items, and
other embodiments may transmit additional data items. In
still other embodiments the computer system 196 may be
operative to transmit data corresponding to the stored check
identifying data and/or the stored certification data to the
automated banking machine so that the machine itself can
validate the data against what it has received and/or resolved
from the data inputted by the machine user. It should be
understood that in an exemplary embodiment the data com-
municated between the machine and the at least one computer
is subject to security procedures such as encryption, trans-
mission through a virtual private network, or other method-
ologies to maintain the secrecy thereof.

[0237] In the exemplary embodiment, the computer 204
(which is remote from the automated banking machine) is
operative to determine whether the received check data and
certification data correspond to data stored in the data store
206. The computer 204 is also operative to determine if the
check amount determined by the machine corresponds to
(matches) the check amount that is stored in the data store
206.

[0238] In the exemplary embodiment, if the certification
data, check identifying data, and/or amount data provided at
the automated banking machine do not correspond to the data
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stored in the data store 206, then at least one communication
to the machine indicating that the transaction is not autho-
rized is provided by the computer 204. The machine is opera-
tive responsive to such a transaction disapproval communi-
cation to advise the user through at least one output device
(e.g., adisplay) that the check cashing transaction request has
been denied. In an exemplary embodiment, the check is
returned to the user in circumstances where it does not appear
that a fraud is being committed. Of course in some embodi-
ments, if it appears that the user is attempting to perpetrate a
fraud, for example if the check is a duplicate of one that has
already been redeemed for cash, then the machine may oper-
ate in accordance with its programming to capture and store
the check in the machine. Of course this approach is exem-
plary.

[0239] Ifthe computer 204 determines that the certification
data, check identifying data, and/or amount data sent from the
machine corresponds to data (in data store 206) for a valid
check, then the computer communicates to the machine trans-
action authorization data indicating that the check can be
redeemed for cash. The machine 198, 200 operates in
response to such transaction approval communication to
operate at least one cash dispenser in the machine to dispense
to the user, cash (e.g., paper currency) corresponding to the
check amount. That is, as a result of receiving the coded check
and the correct code, the machine causes cash corresponding
to the check amount to be dispensed. No machine user iden-
tification is included in the Goumal) record of the check
cashing transaction.

[0240] In an exemplary embodiment the machine further
operates to store the check in the machine. Alternatively, the
machine may destroy the check, which was previously
imaged. The check image (or copy thereof) can be sent to a
check reconciliation center for later usage. As discussed
herein in an exemplary embodiment, the recipient of a coded
check is able to receive cash in exchange for the check with-
out having to provide to any user input devices of the auto-
mated banking machine, data which personally identifies the
particular person receiving cash for the check. Thus, for
example, the user (check recipient) does not have to input a
card, biometric input, or other personal identifying data as a
condition to receive cash in exchange for the check. The
check recipient does not have to provide any identifying data
in order (as a requirement) to cash the check. Neither the
machine nor a financial institution need to know the identity
of'the recipient in order to allow (authorize) the check cashing
transaction. Thus, the recipient can remain anonymous
throughout the entire check cashing process.

[0241] Another exemplary process of a recipient anony-
mously exchanging a check for cash will be described. The
recipient (or someone acting on behalf of the recipient)
inserts a previously coded (paper) check into an automated
banking machine. The machine reads the check data, which
may be read from a check image. As previously discussed, the
read check data can include check maker data, account data,
check number data, and/or check amount data, etc. The
machine sends the read check data to a host (server). The host
has access to a data store which includes the data on checks
that were pre-certified to be good as cash (and anonymously
cashed). The stored pre-certified check data can include
check maker data, account data, check number data, the check
amount data, the code, etc. The host can determine by use of
the data store whether a predetermined level (e.g., the check
amount) of the check data (received from the machine) cor-
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responds to (matches) stored check data of a pre-certified
check. The host can inform the machine of a positive deter-
mination (i.e., that read check data matched check data for a
particular pre-certified check). The positive determination
causes the machine to ask the recipient to enter the unique
code assigned to the inserted check. The machine sends the
entered code to the host. The host can determine by use of the
data store whether the entered code (received from the
machine) corresponds to (matches) the stored code of the
particular precertified check. Upon matching of the (entered
and stored) codes, the host informs the machine that the check
can be cashed. The machine then operates to dispense to the
user, an amount of cash that corresponds to the check amount.
The host can modify the data store to reflect that the pre-
certified check was cashed. In other embodiments, the
machine can operate to send to the host in at least one message
that requests authorization of the check cashing transaction,
both the read check data and the inputted code. That is, the
check data and the code data do not have to be sent separately
(and at different times) to the host.

[0242] The host server may be the automated banking
machine’s financial transaction host. The host can also be
different (separate) from the financial transaction host, such
as a third party server. Thus, the machine may communicate
with the host server independent of its communication with
the financial transaction host. The machine (or the host
server) can notify the financial transaction host of the check
cashing transaction.

[0243] Ascanbeappreciated, the described exemplary pro-
cess of anonymously cashing a check only requires the recipi-
ent to provide a few inputs to an automated banking machine.
In an exemplary embodiment the inputs include: at least one
input which notifies the machine as to the type of transaction
being requested (i.e., an anonymously check cashing trans-
action); input (insertion) of the check into the machine; and
input of the check code to the machine. In a further exemplary
embodiment, the machine can sense that a check is near a
check input slot, where upon the check is automatically
received by the machine. Thus, in the further exemplary
embodiment, only check insertion and code input are needed
to be provided by the recipient in order to receive cash for a
coded check.

[0244] Providing the code alone to an automated banking
machine will not result in a dispense of cash that corresponds
to the check amount. Rather, both the check (or its check data,
which may be in an electronic format) and the code need to be
provided to the machine during the same user session. This
dual providing arrangement protects against the check being
fraudulently cashed if the code is inadvertently made publi-
cally known (or stolen).

[0245] The check data that needs to be provided to the
automated banking machine can be in different data formats.
For example, the check data may be in the form of a physical
(tangible) paper check. However, the check data may also be
in the form of an electronic check, a check image, or a virtual
check. The machine is likewise configured to be able to
receive the check data in the different data formats. For
example, an exemplary automated banking machine is opera-
tive to receive check data that is wirelessly provided from a
mobile device of the recipient. The check data can be stored in
the mobile device until the coded check is cashed. The mobile
device can comprise a cell phone, a smart card, and/or an
electronic wallet, etc. Also, the electronic wallet and/or stored
value can be stored in memory of the mobile device (e.g.,
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smart phone). The mobile device can initially receive the
check data in an electronic format from the maker of the
check. Alternatively, a tangible paper check may be converted
to another format (e.g., an electronic check image) to enable
storage of its check data in the mobile communication device.
[0246] As previously discussed, a potential recipient of a
particular check can communicate with a service provider
system computer (e.g., at least one host contact computer or
server) to verify whether the particular check will be paid by
the entity upon which the check is drawn. The communica-
tion can be carried out through use of a mobile communica-
tion device (e.g., a mobile phone) of the potential recipient.
The potential recipient provides both check identification
data and check certification code data to the service provider
system. Based on the data provided, the service provider
system sends an informative message to the potential recipi-
ent with regard to whether the check will be honored for a
check amount (as a valid pre-certified check). As previously
discussed, the message can be provided in various data for-
mats, including voice, text, e-mail, web pages, etc.

[0247] Inanexemplary embodiment, when the service pro-
vider system 196 operates on behalf of a potential recipient to
determine that a (pre-certified) check is valid, then the veri-
fication message provided to the potential recipient can
include additional information. This information may include
advertisements, or knowledge assisting in cashing of the
check. For example, the information may indicate the loca-
tion of (e.g., an address of or directions to) at least one
automated banking machine that is configured to cash checks
anonymously. This information may also include step by step
instructions on how a pre-certified check can be cashed at the
indicated at least one machine.

[0248] In the exemplary embodiment, the service provider
system 196 can determine the location of the nearest auto-
mated banking machine (relative to the potential recipient)
that will allow the potential recipient to anonymously cash the
pre-certified check. The message information (which is sent
to the potential recipient) includes this machine location data.
The provided location data can include (provide) the shortest
route (directions) from the potential recipient’s current loca-
tion to the determined nearest machine. The closeness of the
indicated machine may be a factor that induces the potential
recipient to accept the check from the check maker.

[0249] The current location of the potential recipient can be
provided to the computer system 196, such as when the
recipient initially contacts the consumer interface 208. The
recipient’s location data may be communicated from the
recipient’s mobile device (e.g., a mobile phone) to the con-
sumer interface. For example, the recipient’s mobile device
(e.g., a smart phone, browser, etc.) can have GPS location
data. The computer system 196 is configured to automatically
receive this GPS data (from the mobile device) during com-
munication with the mobile device. Alternatively, the poten-
tial recipient may be requested to provide (by manual or voice
input) his/her location (address) data to the computer system
in order to be apprised of the nearest automated banking
machine (and map directions and travel time thereto).
[0250] The location of the closest/nearest automated bank-
ing machine that is configured to carry out the recipient’s
desired transaction (anonymous cashing of a check) can also
be provided by the computer system 196 (or a computer
thereof) to the recipient’s mobile device in the form of GPS
location data. The mobile device can have access to a location
directing application (e.g., navigation application software)
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that produces directions for traveling from the mobile
device’s current GPS location to the machine’s GPS location.
The mobile device may also be part of (or can be linked with)
an automobile’s navigation system which can function to
produce the road driving directions. The navigation system
being used can be updated in realtime with regard to travel
delays, accidents, detours, etc. to provide directions based on
the fastest travel time to the nearest machine which allows the
check to be (anonymous) cashed. Again, a check that can be
used in the exemplary embodiments is not limited to a paper
check but can also comprise a check that is in an electronic
format. That is, a payor may provide an electronic check to a
check recipient. Thus, the configured automated banking
machine can also allow the recipient to receive (tangible) cash
in exchange for a monetary value (e.g., an electronic check,
virtual cash, etc.) stored in memory of their mobile device
(e.g., an electronic/digital wallet, smart phone, tablet, i-Pad,
etc.).

[0251] Insome embodiments, fees may be imposed on the
check maker and/or the check recipient for the service pro-
vided by the computer system and/or machine. The computer
system may deduct a check maker fee at the time the certifi-
cation data is issued and/or a deduction may be made from the
amount dispensed to the automated banking machine user.
For example, the dispensed cash that corresponds to the check
amount may include a transaction fee, which results in the
actual amount of cash dispensed being less than the full
amount indicated on the check. As previously discussed,
stored value in the form of electronic check data can be
provided to a cash dispensing automated banking machine in
exchange for cash. The stored value can be wirelessly trans-
ferred from the person’s mobile device to the machine. How-
ever, in other exemplary embodiments, other types (or forms)
of stored value besides check data can be provided to an
automated banking machine in exchange for cash. For
example, a recipient’s mobile device (e.g., phone, smart card,
stored value card, electronic wallet, etc.) may receive cash
value (e.g., electronic or digital cash) from another person,
such as a payor making a payment during a transaction. The
stored (cash) value in the phone can then be used as good as
cash. Examples of systems and methods related to the storage
and use of stored value may be found in U.S. Pat. No. 6,315,
195, which is herein incorporated by reference. Examples of
wireless communication between an automated banking
machine and a mobile phone can be found in U.S. Pat. No.
7,992,776, which is herein incorporated by reference.

[0252] The adding of the cash value to the recipient’s
mobile device may be by the recipient (manually) inputting a
given code. The recipient’s phone may also read the code,
such as from a barcode. Alternatively, the cash value may be
wirelessly added or transferred to the recipient’s phone from
the payor’s mobile device (e.g., a phone). Near field commu-
nication (NFC) signals or radio frequency identification
(RFID) signals are some of the data communication modes
that can be used by the recipient’s phone to receive the cash
value from the payor’s mobile/portable device. Also, the cash
value may be received by the recipient’s mobile device from
a different device or a stationary (self-service) machine, such
as an automated banking machine, a vending machine, a fuel
pump device, a check out register, a smart card, a stored value
card, electronic wallet, Internet, Bluetooth, etc.

[0253] The cash value data can be stored in the mobile
device until it is used. Use of the cash value can include all or
part of it being converted to cash, being used in a transaction
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(e.g., a purchase, a deposit), or being transferred to another
device (e.g., a smart card), etc. In an exemplary embodiment,
a recipient’s phone gets data from someone (or something)
during a transaction, where the data is associated with a
monetary value (worth). The data can actually be the mon-
etary value (e.g., such as digital cash) or can be used to
provide access to the actual monetary value. The cash value
data can be stored (as stored value) in memory of the phone.
The stored value can be used like cash to purchase goods or
services. In the exemplary embodiment, the recipient can use
their phone to turn this stored value into cash at a cash dis-
pensing automated banking machine. The cash dispense can
be based solely on the machine receiving stored value from
the phone.

[0254] The stored value data in the phone may be encrypted
or stored using schemes to prevent fraud or tampering there-
with. Near field communication (NEC) signals, radio fre-
quency identification (RFID) signals, hand shaking encryp-
tion techniques, or other wireless communication formats are
some ways that can be used by the recipient (phone bearer) to
provide stored value from their phone to an automated bank-
ing machine in exchange for cash. Cash can be received in
exchange for either the entire cash value or a portion thereof.
The phone’s memory is accordingly modified to reflect the
cash value amount that was spent or used (by being trans-
ferred from the phone to the machine).

[0255] An alternative exemplary embodiment will now be
discussed. During a transaction the recipient’s phone can
receive (from a payor) data that includes both code data and
value data (e.g., data indicative of a cash value). The auto-
mated banking machine needs to receive both the value data
and the code data in order to dispense an amount of cash that
corresponds to the cash value. Thus, the cash dispense is
dependent (based) on the machine receiving the correct code.
As previously discussed, the computer system 196 can be
used by the payor, prior to giving the code to the recipient, to
cause the code to be correlated (in a data store) with a cash
value.

[0256] In a first alternative embodiment there is no actual
cash amount stored in the phone. Rather, the value data stored
in the phone only points to or indicates an amount of cash
value. The automated banking machine can receive input of
the code data and the value data from the user’s phone. The
machine sends both the received code data and the value data
(which indicates a value) to the machine’s host. For example,
the value data may point to (reflect) a value of $100. The host
can determine if the received code data is linked with any cash
value in the data store of the computer system 196. The host
can also verify whether this determined cash value ($100)
corresponds to the value ($100) indicated by the received
value data. Upon verification that the found cash value ($100)
corresponds to the indicated value ($100), the host can then
authorize the machine to dispense a cash amount which cor-
responds to the verified cash value ($100). Of course the
ordered steps of verification may differ with regard to hostuse
of the received value data and code data. That is, one data
(code data or value data) can be used to verify the other data.
The data store can be accordingly updated to reflect use of the
code. As can be seen, the first alternative embodiment allows
a recipient to receive payment in the form of data (code data
and value data) instead of cash. In a manner previously dis-
cussed, a payor can have the computer system 196 reserve a
cash amount for a code. This enables a potential recipient of
a payment (via code data and value data) to first contact the
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computer system 196 to verify whether the code data and the
value data are guaranteed for a specified amount of cash
redeemable at an automated banking machine. As can be
appreciated, the recipient can use received code data and
value data to anonymously obtain cash at an automated bank-
ing machine. In a manner previously discussed, during com-
munication between the potential recipient and the service
provider system 196, the potential recipient can be informed
of the location of the nearest automated banking machine
(relative to the potential recipient) that will allow the potential
recipient to anonymously obtain the cash.

[0257] In a second alternative embodiment there is an
actual cash amount (stored value) stored in the phone. That is,
the value data stored in the phone has an actual monetary
value and can be used like cash. This embodiment is similar to
some previously discussed embodiments where a phone
stores both coded check data and its code. In order to
exchange the phone’s stored value (electronic cash) for (pa-
per) cash from an automated banking machine, the phone user
has to give the machine either the code or personal identifi-
cation. Providing the code allows the transaction to be anony-
mous.

[0258] In the second alternative embodiment, the auto-
mated banking machine receives the code data and amount
data from the machine user. The amount data indicates the
(numeric) value ($60) of the cash value that is stored in the
phone. The code data and/or amount data may be read/re-
ceived by the machine directly from the phone, or manually
provided by the machine user. The machine sends both the
code data and the amount data to the machine’s host. The
machine’s host verifies whether the received code data is
linked in the data store (of the service provider system 196)
with the value ($60) indicated by the received amount data.
Upon verification, the machine is authorized to dispense a
(paper) cash amount up to the (numeric) value ($60) in
exchange for receiving a similar (electronic) cash amount
from the phone’s stored value. For example, after the machine
receives $60 in electronic (digital) cash from phone memory,
then the machine dispenses $60 in paper cash to the machine
user. The process allows the phone holder/machine user to
anonymously receive cash from the automated banking
machine in exchange for electronically stored value. The
phone holder/machine user does not need to provide any
personal identification as a condition for receiving the paper
cash. The data store of the service provider system 196 can be
accordingly updated to reflect use of the code.

[0259] As previously discussed, the computer system 196
can be used by both the payor to reserve a cash amount and the
potential recipient (of'a payment from the payor) to verity that
the cash amount is reserved. During communication between
the potential recipient and the service provider system 196,
the potential recipient can be provided with the location of the
nearest automated banking machine (relative to the potential
recipient) that allows the cash to be anonymously obtained.
[0260] In a third alternative embodiment no actual cash
amount is stored in the (recipient’s) phone. That is, only code
data is stored in the phone. The code data is linked to an
account for a specific amount. As previously discussed, the
account may be a reserve account held by the service provider
system 196 or an active account held by the payor. The code
data can comprise (an encrypted combination of) both a
unique (or payor selected) code and the encrypted account
number of the account. The machine can wirelessly receive
the code data from the user’s phone. The machine sends the
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code data to a host. The host determines (via a data store)
whether the code data is valid. If valid then the machine is
authorized to dispense a cash amount which corresponds to
the specific amount. The data store is modified to reflect that
the account was reduced the specific amount. As can be seen,
no personal identification data is required to be input to the
machine by the user in order to receive dispensed cash. That
is, the machine is configured to allow the exchange of code
data for cash to be carried out anonymously by a machine
user.

[0261] Inoneexample, the arrangement allows the payor to
safely provide the unique code (i.e., only a portion of the total
code data) to the potential recipient of a payment from the
payor. This is because the unique code alone is not usable to
obtain cash (e.g., cuiTency notes) from an automated banking
machine. Rather, the full code data is required by the machine
in order to dispense the corresponding cash. The potential
recipient can communicate with the computer system 196 to
receive both verification that the unique code corresponds to
a particular amount of reserved cash and information on the
nearest automated banking machine that can anonymously
cash the code data. Upon the recipient agreeing to accept the
electronic payment, the payor provides the entire (full) code
data to the recipient’s phone. In some embodiments, transfer
of the (encrypted) code data to the recipient’s phone causes
the code data to be removed/erased from the payor’s phone.
At this point, the arrangement allows the recipient to again
contact the computer system 196 to verify that the entire code
data is valid. Additionally, as another security feature, the
machine may be configured to only accept code data from a
phone, and not by manual input.

[0262] Instill other exemplary embodiments, an automated
banking machine can communicate with the service provider
system 196 (or another host) independent of its communica-
tion with its financial transaction host. For example, the
machine may carry out communication with a security code
host, where the communication does not involve the financial
transaction host. The security code host may be used by the
machine to receive initial verification that a code is valid
before the machine requests transaction authorization for the
cash dispense from the transaction host. The machine may
send the received verification data to the transaction host in
the transaction authorization request.

[0263] As previously discussed, an automated banking
machine can anonymously cash a check by dispensing tan-
gible currency. In a further exemplary embodiment, the
machine can anonymously cash a check by dispensing a cash
value to a phone. The machine can dispense (to the phone) the
total check amount as an electronic stored value. The machine
can also dispense part of the total check amount as tangible
currency and the other part as stored value. The stored value
in the phone (like in a smart card) can then be used like cash
in future transactions (e.g., purchases, etc.). Thus, an exem-
plary automated banking machine is configured (via associ-
ated programming, software, firmware, circuitry, etc.) to
anonymously cash a check by dispensing tangible cash, digi-
tal cash (stored value), or a combination thereof. In yet further
embodiments, instead of providing physical cash or digital
cash, the exemplary machine can also provide (either physi-
cally or electronically) other forms of value, such as coupons,
tickets, pictures, stamps, phone cards, gift cards, fuel cards,
music, videos, movies, Internet usage time, services, etc.

[0264] Also, it should be understood that an exemplary
automated banking machine can be configured to anony-
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mously provide tangible cash in exchange for any feature of
value that is received from a mobile device (e.g., phone). That
is, the feature of value that can be accepted by the machine
does not necessarily need to be stored value, an electronic
check, digital cash, etc. Rather, the feature of value stored in
the phone can be other data that is merely linked to a monetary
amount. For example, a feature of value can comprise a (al-
phanumeric or audible) code, password, voice message, (pay-
or’s) telephone number or ID, etc. Again, an exemplary
arrangement allows a recipient to receive (as a payment, gift,
etc.) a feature of value from someone (or some device/ma-
chine). The feature of value may be provided to the recipient
in several different formats, including verbal, printed, elec-
tronic, and/or magnetic form. For example, the feature of
value may be wirelessly received into a personal device (e.g.,
a mobile phone, electronic wallet, etc.) of the recipient. The
recipient can then present the feature of value to an automated
banking machine in order to receive dispensed cash. As pre-
viously discussed, the recipient may need to present other
(additional) data along with the feature of value to the
machine in order to receive the cash from the machine.

[0265] It should be understood that cameras 226 may be
present for security purposes to capture images of automated
banking machine users conducting transactions. However,
for purposes of this disclosure these security images are not
considered to be required identification input by a user in
order for the user to (anonymously) receive cash for provided
data (e.g., a particular coded check, code data, etc.). Typi-
cally, in the absence of fraud or other circumstances, the
captured image data of machine users is only stored on a
temporary basis and then periodically discarded. In this way,
capturing a security image ofa person is not a requirement for
a machine to allow the person to anonymously receive cash
for a check, stored value, etc. Of course these approaches are
exemplary, and the principles described may be used in con-
junction with other types of systems and devices. Thus, the
features and characteristics of the exemplary embodiments
described herein achieve desirable results, eliminate difficul-
ties encountered in the use of prior devices and systems, solve
problems, and attain one or more of the objectives stated
above.

[0266] Inthe foregoing description certain terms have been
used for brevity, clarity and understanding, however no
unnecessary limitations are to be implied therefrom because
such terms are for descriptive purposes and are intended to be
broadly construed. Moreover, the descriptions and illustra-
tions given herein are by way of examples, and the invention
is not limited to the exact details shown and described.

[0267] In the following claims, any feature described as a
means for performing a function shall be construed as encom-
passing any means capable of performing the recited func-
tion, and shall not be deemed limited to the particular means
shown in the foregoing description or mere equivalents
thereof.

[0268] The term “non-transitory” with regard to computer
readable medium is intended to exclude only the subject
matter of a transitory signal per se, where the medium itself'is
transitory. The term “non-transitory” is not intended to
exclude any other form of computer readable media, includ-
ing media comprising data that is only temporarily stored or
stored in a transitory fashion. Should the law change to allow
computer readable medium itself to be transitory, then this
exclusion is no longer valid or binding.
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[0269] Having described the features, discoveries and prin-
cipals of the invention, the manner in which it is constructed,
operated, and utilized, and the advantages and useful results
attained; the new and useful structures, devices, elements,
arrangements, parts, combinations, systems, equipment,
operations, methods, processes, and relationships are set
forth in the appended claims.

What is claimed is:

1. Computer readable instructions encoded on a non-tran-
sitory, tangible computer readable medium of instructions for
execution by a processor, and when executed operable to:

receive communication data sent through a personal com-

munication device, wherein the communication data
includes location data associated with a current location
of the personal communication device;
determine relative to the current location of the personal
communication device, a nearest automated banking
machine configured to cash a check without requiring
any input of machine user identification data as a con-
dition for cashing the check; and
send to the personal communication device data corre-
sponding to a location of the nearest automated banking
machine to the current location of the personal commu-
nication device that can cash a check without requiring
any input of machine user identification data as a con-
dition for cashing the check.
2. The computer readable instructions set forth in claim 1,
further operable to:
receive a code from the personal communication device;
determine from a data store that includes check cashing
codes that the code corresponds to a check cashing code;

wherein the data corresponding to a location of the nearest
automated banking machine to the current location of
the personal communication device further comprises
verification data indicating that the code corresponds to
a check that can be cashed at the nearest automated
banking machine without requiring any input of
machine user identification data as a condition for cash-
ing the check.

3. The computer readable instructions set forth in claim 2,
wherein the verification data comprises information that con-
firms that the code corresponds to a pre-certified check.

4. The computer readable instructions set forth in claim 3,
wherein the check is backed by funds previously reserved for
a particular check amount.

5. The computer readable instructions set forth in claim 2,
wherein the verification data comprises information that con-
firms that the code is valid for an electronic check having a
particular amount.

6. The computer readable instructions set forth in claim 1,
further operable to determine directions from the current
location of the personal communication device to the location
of the nearest automated banking machine, wherein the data
corresponding to location of the nearest automated banking
machine comprises directions from the current location of the
personal communication device to the location of the nearest
automated banking machine.

7. The computer readable instructions set forth in claim 1,
wherein the personal computing device is a mobile phone.

8. The computer readable instructions set forth in claim 1,
wherein the location data includes GPS location data corre-
sponding to the current location of the personal communica-
tion device.
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9. The computer readable instructions set forth in claim 1,
wherein the data corresponding to a location of the nearest
automated banking machine to the current location of the
personal communication device includes a geographical
address of the nearest automated banking machine that can
cash a check without requiring any input of machine user
identification data as a condition for cashing the check.

10. The computer readable instructions set forth in claim 1,
wherein the data corresponding to a location of the nearest
automated banking machine to the current location of the
personal communication device includes a GPS location of
the nearest automated banking machine that can cash a check
without requiring any input of machine user identification
data as a condition for cashing the check.

11. The computer readable instructions set forth in claim 1,
further operable to send to the personal communication
device data representative of an amount of a check to be
cashed.

12. Computer readable instructions encoded on a non-
transitory, tangible computer readable medium of instruc-
tions for execution by a processor, and when executed oper-
able to:

receive a message that includes a code sent from a mobile
communication device;

determine that the code received is associated with finan-
cial check data stored in a data store; and

send to the mobile communication device, a message that
includes:

(1) verification data usable by the mobile communication
device to provide to a user of the mobile communica-
tion device, information indicating that the code cor-
responds to a check that can be cashed at an automated
banking machine without requiring any input of
machine user identification data as a condition for
cashing the check, and

(ii) location data usable by the mobile communication
device to provide to the user of the mobile communi-
cation device, information associated with location of
an automated banking machine that is nearest to the
mobile communication device that can cash a check
without requiring any input of machine user identifi-
cation data as a condition for cashing the check.

13. The computer readable instructions set forth in claim
12, further operable to:

receive location data associated with a current location of

the mobile communication device; and

determine relative to the current location of the mobile

communication device, a nearest automated banking

machine configured to cash a check without requiring
any input of machine user identification data as a con-
dition for cashing the check.

14. The computer readable instructions set forth in claim
13, further operable to determine directions from the current
location of the mobile communication device to the location
of the nearest automated banking machine, wherein the data
corresponding to location of the nearest automated banking
machine comprises directions from the current location of the
mobile communication device to the location of the nearest
automated banking machine.

15. The computer readable instructions set forth in claim
12, wherein the verification data comprises information that
confirms that the code corresponds to a pre-certified check.
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16. The computer readable instructions set forth in claim
14, wherein the check is backed by funds previously reserved
for a particular check amount.
17. The computer readable instructions set forth in claim
12, wherein the verification data comprises information that
confirms that the code is valid for an electronic check having
a particular amount.
18. An apparatus, comprising:
a processor;
a data store;
wherein the processor is operable to receive communica-
tion data sent through a personal communication device
that includes location data associated with a current
location of the personal communication device;

wherein the processor is operable to determine relative to
the current location of the personal communication
device, a nearest automated banking machine config-
ured to cash a check without requiring any input of
machine user identification data as a condition for cash-
ing the check via the data store; and

wherein the processor is operable to send to the personal

communication device data corresponding to a location
of the nearest automated banking machine to the current
location of the personal communication device that can
cash a check without requiring any input of machine user
identification data as a condition for cashing the check.

19. The apparatus set forth in claim 1, the processor is
further operable to determine directions from the current
location of the personal communication device to the location
of the nearest automated banking machine, wherein the data
corresponding to location of the nearest automated banking
machine comprises directions from the current location of the
personal communication device to the location of the nearest
automated banking machine.

20. The apparatus set forth in claim 18, wherein the loca-
tion data includes GPS location data corresponding to the
current location of the personal communication device.

21. The apparatus set forth in claim 20, wherein the data
corresponding to a location of the nearest automated banking
machine to the current location of the personal communica-
tion device includes a GPS location of the nearest automated
banking machine that can cash a check without requiring any
input of machine user identification data as a condition for
cashing the check.

22. The apparatus set forth in claim 18, wherein the data
corresponding to a location of the nearest automated banking
machine to the current location of the personal communica-
tion device includes a geographical address of the nearest
automated banking machine that can cash a check without
requiring any input of machine user identification data as a
condition for cashing the check.

23. An apparatus, comprising:

a processor;

a data store;

wherein the processor is operable to receive a message that

includes a code sent from a mobile communication
device;

wherein the processor is operable to determine that the

code received is associated with financial check data
stored in the data store; and

wherein the processor is operable to send to the mobile

communication device, a message that includes:
(1) verification data usable by the mobile communication
device to provide to a user of the mobile communica-
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tion device, information indicating that the code cor-
responds to a check that can be cashed at an automated
banking machine without requiring any input of
machine user identification data as a condition for
cashing the check, and

(ii) location data usable by the mobile communication
device to provide to the user of the mobile communi-
cation device, information associated with location of
an automated banking machine that is nearest to the
mobile communication device that can cash a check
without requiring any input of machine user identifi-
cation data as a condition for cashing the check.

24. The apparatus set forth in claim 23, wherein the veri-
fication data comprises information that confirms that the
code corresponds to a pre-certified check backed by funds
previously reserved for a particular check amount.

25. The apparatus set forth in claim 12, wherein the veri-
fication data comprises information that confirms that the
code is valid for an electronic check having a particular
amount.
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